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Description 

Technical  field  of  the  invention. 

[0001]  The  present  invention  generally  relates  to  han- 
dling  processes  and  related  resources  in  a  distributed 
operating  system. 
[0002]  With  a  process,  in  the  present  connection  also 
called  context,  is  here  meant  a  resource  in  an  operating 
system  which  needs  to  be  used  by  a  job  for  enabling  it 
to  execute  program  code  in  the  process.  The  process 
provides  the  job  with  several  indispensable  resources, 
such  as  its  own  program  counter,  its  own  memory 
space,  and  its  own  set  of  processor  registers.  The  proc- 
ess  synchronizes  jobs  by  only  allowing  one  job  at  a  time 
to  execute. 
[0003]  By  job  is  here  meant,  more  generally,  a  phe- 
nomenon  which  is  directed  towards  a  process,  so  that 
a  method  in  an  object  owned  by  the  process  is  executed. 
A  job  can  create  new  jobs  directed  towards  other  proc- 
esses  or  to  the  own  process. 

Description  of  related  art. 

[0004]  US  5  117  352  discloses  an  automatic  failure 
notification  mechanism  for  use  in  a  computer  network 
wherein  several  cooperating  parts  of  an  application  pro- 
gram  are  each  running  on  a  different  node  of  the  com- 
puter  network.  The  mechanism  comprises  a  set  of  linked 
subroutins  called  by  each  part  of  the  application  pro- 
gram  and  operating  through  the  use  of  a  distributed  lock 
manager  to  designate  one  part  as  a  part  to  receive  fail- 
ure  notification  and  to  link  and  reverse  link  the  selected 
part  and  the  other  parts  of  the  application  program.  The 
failure  notification  mechanism  utilizes  the  link  and  re- 
verse  link  to  initiate  a  failure  communication  upon  the 
failure  of  a  node  executing  one  part  of  the  application 
program. 
[0005]  US  5  117  352  does,  however,  not  provide  any 
teaching  of  how  to  enable,  in  a  distributed  operating  sys- 
tem,  demounting  of  a  chain  of  linked  processes  while 
returning  as  many  memory  and  hardware  resources  as 
possible  to  the  system,  nor  to  enable  isolation  of  errors 
and  limit  their  consequences,  including  the  conse- 
quences  of  the  recovery  measures,  only  to  the  transac- 
tion/call  in  question,  and  thus  if  possible  avoid  computer 
restarts  and  influence  on  other  calls,  nor  to  enable  trac- 
ing  of  errors,  irrespective  of  where  these  appear  in  the 
system,  nor  to  enble,  in  connection  with  system  updat- 
ing,  type  marking  of  certain  activities  for  being  able  to 
control  the  execution  of  these  towards  the  desired  pro- 
gram  ware  version. 
[0006]  US  3  905  023  illustrates  and  describes  a  sys- 
tem  including  a  multiple  level  operating  system.  The 
system  is  characterized  as  very  big  and  extraordinary 
complicated.  The  reliability  of  the  system  hardware  is 
secured  by  the  capacity  of  the  multiple  level  operating 
system  to  reconfigu  rate  the  system  modules  dynamical- 

ly  and  automatically  in  a  suitable  way.  In  all  main  mod- 
ules  of  the  system  there  are  error  detecting  and  error 
reporting  circuits  providing  the  operating  system  with  in- 
formation  for  performing  error  analyses  and  dynamic 

5  reconfiguration  of  the  system  resources.  The  memory 
modules  are  provided  with  "single  bit"  error  correcting 
ability  independently  of  the  operating  system.  The  op- 
erating  system  may  be  regarded  as  including  a  basic 
level  and  N  consecutive  levels.  The  basic  level  is  de- 

10  fined  as  the  core  of  the  operating  system.  A  process  in 
each  level  of  the  operating  system  is  responsible  for  the 
processes  creating  on  the  nearmost  higher  level  and  not 
for  any  other  ones.  The  operating  system  controls  the 
system  resources  dynamically  and  plans  job  or  tasks  in 

is  a  multiple  program  mixture.  It  reassigns  resources, 
starts  jobs  and  supervises  their  execution. 
[0007]  GB  2  079  997  relates  to  a  distributed  computer 
system  with  a  plurality  of  systems  connected  to  each 
other.  Each  one  of  the  systems  has  a  plurality  of  mutu- 

20  ally  connected  elements.  The  systems  include  redun- 
dant  elements  with  a  distributed  operating  system  for 
operating,  error  supervision  and  reconfiguration  of  func- 
tions  while  using  vertical  addressing.  When  an  error  is 
detected,  the  error  is  verified,  the  erronous  element  is 

25  isolated  and  its  task  is  assigned  to  another  unoccupied 
element.  If  no  other  element  should  be  available  the  sys- 
tem  is  reconfigurated  for  enabling  deteriorated  opera- 
tion  while  using  the  available  elements. 
[0008]  In  US  4  933  936  there  is  described  a  distributed 

30  computer  system  providing  for  flexible  error  tolerance. 
A  distributed  operating  system  is  resident  in  all  comput- 
ers.  Each  computer  is  controlled  by  a  resident  copy  of 
a  common  operating  system. 

[0009]  In  a  computer  it  is  desired  that  communication 
errors,  or  errors  caused  by  erroneous  programs,  shall 
be  able  to  be  handled  by  the  operating  system  of  the 

40  computer  in  such  a  way  that  it  is  kept  intact  and  that 
other  programs  and  calls  will  not  be  affected  by  the  error. 
An  error  shall  at  worst  involve  controlled  disengagement 
of  the  chain  of  linked  processes,  or  calls,  where  the  error 
occurred.  The  effects  of  the  error  shall  be  completely 

45  isolated  with  respect  to  this  call.  In  other  words  recovery 
of  an  arisen  error  must  not  include  greater  consequenc- 
es  for  the  system  than  those  caused  by  the  error  itself. 
[0010]  A  first  object  or  the  invention  is  to  enable,  in  a 
distributed  operating  system,  demounting  of  a  chain  of 

so  linked  processes  while  returning  as  many  memory  and 
hardware  resources  as  possible  to  the  system. 
[0011]  A  second  object  of  the  invention  is  to  enable 
isolation  of  errors  and  limit  their  consequences,  includ- 
ing  the  consequences  of  the  recovery  measures,  only 

55  to  the  transaction/call  in  question,  and  thus  if  possible 
avoid  computer  restarts  and  influence  on  other  calls. 
[0012]  A  third  object  is  to  enable  tracing  of  errors,  ir- 
respective  of  where  these  appear  in  the  system. 

25 
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35  Summary  of  the  invention. 
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[0013]  A  fourth  object  is  to  enble,  in  connection  with 
system  updating,  type  marking  of  certain  activities  for 
being  able  to  control  the  execution  of  these  towards  the 
desired  program  ware  version. 
[0014]  Generally  according  to  the  invention,  for  estab- 
lishing  two-way  communication  links  between  process- 
es  in  a  distributed  operative  system,  the  processes  are 
provided  with  ports  through  which  communication  be- 
tween  the  processes  is  performed.  The  processes  and 
the  ports  make  possible  for  the  operative  system  to  keep 
a  check  on  processes  having  links  and  to  use  these  links 
also  if  the  process  per  se  is  terminated,  and  to  discover 
an  error  in  the  process  and  terminate  it.  For  enabling  the 
operative  system  to  be  able  to  transmit  via  the  links  in- 
formation  regarding  process  or  computer  drop  out  and 
thus  be  able  to  propagate  this  information  through  the 
whole  chain  of  linked  processes,  and  to  report  this  in- 
formation  to  applications  executed  in  the  linked  process- 
es  in  order  to  enable  for  these  to  undertake  application 
specific  measures,  a  code  is  used  which  is  called  at  link 
abortion  and  communication  errors.  The  function  of  this 
code  includes  terminating  an  erroneous  process  and  re- 
porting  the  error  to  an  error  handling  code.  The  first  men- 
tioned  code  is  always  executing  in  a  process  to  which 
an  error  has  been  reported. 
[0015]  More  particularly,  a  method  according  to  the  in- 
vention,  for  handling  resources  in  a  distributed  operating 
system  comprises  the  steps  of 

providing  two-way  communication  links  between 
said  processes  and  using  said  operating  system 
for  keeping  up  with  processes  having  links,  and  us- 
ing  said  links  also  if  a  process  having  links  is  termi- 
nated, 
detecting  an  error  in  a  process  and  terminating  it, 
transferring  information  via  said  links  regarding 
process  or  computer  failure,  and  propagating  this 
information  through  a  whole  chain  of  linked  proc- 
esses,  and 
reporting  this  information  to  applications  executed 
in  said  linked  processes  for  enabling  these  to  per- 
form  application  specific  recoveries. 

[001  6]  A  system  according  to  the  invention  comprises 
code  means  including 

first  means  for  providing  two-way  communication 
links  between  processes, 
second  means  for  enabling  said  operating  system 
to  keep  up  with  processes  having  links,  and  to  use 
said  links  also  if  a  process  is  terminated, 
third  means  for  enabling  said  operating  system,  or 
in  certain  cases  a  process  itself,  to  detect  an  error 
in  a  process  and  terminate  it, 
fourth  means  for  enabling  said  operating  system  to 
transfer  failure  information  via  said  links  regarding 
process  or  computer  failure,  and  to  propagate  this 
failure  information  through  a  whole  chain  of  linked 

processes,  and 
fifth  means  for  enabling  said  operating  system  to 
report  said  failure  information  to  applications  exe- 
cuted  in  the  linked  processes  in  order  to  enable  for 

5  these  to  perform  application  specific  recoveries. 

Brief  description  of  the  drawings. 

[0017]  The  invention  will  now  be  described  more 
10  closely  with  reference  to  embodiments  schematically 

shown  on  the  attached  drawings,  on  which 

Figure  1  illustrates  an  exemple  of  an  activity  in  the 
form  of  a  chain  of  jobs  in  a  distributed  operating  sys- 

15  tern, 
Figure  2  illustrates  exemples  of  an  activity  group 
formed  by  several  such  activities, 
Figure  3  illustrates  how  resources  can  belong  to  an 
activity  for  a  shorter  or  longer  time, 

20  Figure  4  shows  a  link  representation  view  of  an  ac- 
tivity, 
Figure  5  is  intended  to  illustrate  that  consequences 
of  an  error  in  an  activity  may  be  isolated  to  the  ac- 
tivity  itself, 

25  Figures  6  a-d  illustrate  how  disengagement  of  an 
activity  may  be  performed  when  an  error  has  ap- 
peared  in  a  process, 
Figure  7  illustrates  system  upgrading, 
Figure  8  illustrates  the  design  of  an  error  chasing 

30  system  in  the  activity  according  to  Figure  1  , 
Figure  9  shows  actors  performing  at  the  appear- 
ance  of  an  error  situation  in  a  process, 
Figures  10-13  illustrate  the  handling  of  process  lo- 
cal  errors, 

35  Figures  14-16  illustrate  the  handling  of  communca- 
tion  errors, 
Figures  1  7-1  9  illustrate  the  handling  of  errors  in  oth- 
er  processes, 
Figure  20  in  a  table  sums  up  error  cases  described 

40  with  reference  to  Figures  6-1  9. 

Detailed  description  of  preferred  embodiments. 

[0018]  In  the  different  Figures  the  same  reference 
45  characters  are  used  for  illustrating  the  same  or  similar 

elements. 
[0019]  In  the  description  below  and  on  the  drawings, 
expressions  familiar  to  the  man  of  the  art  relating  to  mes- 
sages  and  communication  may  be  used,  as  well  as 

so  pseudo  syntax  expressions  of  a  certain  type.  To  the  ex- 
tent  that  they  are  not  explained  below,  it  is  presumed 
that  the  man  of  the  art  does  not  require  any  closer  ex- 
planation  or  translation  of  these  expressions  and  syn- 
tax,  respectively. 

55  [0020]  The  concept  of  activity  used  below  is  used  for 
defining  a  chain  of  jobs  created  in  an  operating  system 
as  a  result  of  an  independent  external  or  internal  event, 
plus  the  sum  of  the  resources  used  by  the  chain  during 
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its  execution. 
[0021]  Figure  1  shows  a  "log"  of  such  a  job  chain 
which  as  an  example  is  illustrated  as  arisen  due  to 
events  in  a  telephone  exchange  between  two  telephone 
subscribers  A  and  B.  More  particularly  the  Figure  shows 
an  activity  in  the  form  of  a  chain  of  jobs,  and  three  of  the 
types  of  resource  an  activity  can  attach  to  itself,  viz. 
processes,  ports  and  subscriber  equipment.  More  par- 
ticularly,  processes  are  designated  2,  jobs  4.n,  ports  6, 
and  subscriber  equipment  8  in  the  Figure. 
[0022]  The  arrows  relate  to  different  messages  in  the 
job  chain,  such  as  an  asynchronous  communication 
message  10,  also  called  "cast"  message,  and  synchro- 
nous  messages  in  the  form  of  call  and  reply  messages 
12  and  14.  More  particularly,  with  asynchronous  mes- 
sages  are  here  meant  such  messages  which  a  process 
sends  and  can  continue  its  execution  without  waiting  for 
response,  whereas  in  the  case  of  synchronous  messag- 
es  the  process  is  locked  until  a  reply  has  arrived.  Each 
new  "cast"  message  results  in  a  new  job,  such  as  4.2, 
which  then  very  well  can  exist  simultanously  with  the  job 
4.1,  which  has  created  it.  The  call  12  also  results  in  a 
new  job  4.6,  whereas  the  calling  job  4.5  is  temporarily 
suspended.  Not  until  the  new  job  4.6  has  stopped  exe- 
cuting  and  has  sent  a  reply  message  1  4,  the  suspended 
job  4.5  may  continue. 
[0023]  With  an  "independent"  external  event  is  meant 
an  event  not  directed  to  any  activity  in  the  system.  If  the 
A-subscriber  lifts  the  telephone  receiver  is  this  an  inde- 
pendent  event  starting  a  new  activity.  If  the  B-subscriber 
lifts  the  receiver  it  is  not  an  independent  event,  since  it 
is  directed  towards  a  call  under  erection  and  thereby  to- 
wards  an  existing  activity.  If  the  A  or  B  subscriber  puts 
on  the  receiver  the  same  is  true. 
[0024]  Most  internal  events  are  not  independent.  If  e. 
g.  a  debiting  pulse  is  received  this  is  the  result  of  the 
fact  that  an  activity  has  ordered  a  periodic  time  super- 
vision,  and  has  thus  created  a  temporarily  resting  "time- 
out"  job.  This  is  included  in  the  activity,  certain  internal 
events  should  however  be  regarded  as  independent. 
This  may  apply  to  such  as  start  of  test  activities  from  a 
test  generator  or  triggered  absolute  time  supervisions 
(of  the  type  waking  up,  start  of  routine  tests). 
[0025]  It  is  not  necessarily  so  that  a  job  in  the  chain 
directly  has  to  have  arisen  in  another  job  or  a  call  via 
the  communication  mechanisms  in  the  operating  sys- 
tem.  It  may  e.g.  happen  that,  during  a  certain  space  of 
time,  there  is  no  job  within  the  activity,  either  executing 
or  waiting  in  some  queue.  In  such  cases  it  is  only  the 
link  picture,  which  will  be  described  more  closely  below, 
that  defines  the  activity.  If  now  a  new  job  is  started  from 
some  of  the  resources  which  exclusively  belong  to  the 
activity,  e.g.  the  line  circuit  of  the  B  subscriber,  also  this 
job  4.10  belongs  to  the  activity. 
[0026]  Referring  to  Figure  2,  if  an  operator  or  a  third 
part  c  wishes  to  be  connected  into  the  speech,  the  dis- 
tinction  between  "independent"  and  "dependent"  will  be 
somewhat  more  difficult.  It  is  true  that  the  event  is  di- 

rected  to  an  existing  activity  20,  but  it  results  at  first  in 
the  creation  of  a  new  activity  22.  These  two  activities  will 
then  form  an  "activity  group",  shown  schematically  in 
Figure  2,  by  the  job  chains  "meeting"  in  the  same  re- 

5  source,  i.e.  in  the  half  call  process  24  of  A.  It  should  how- 
ever  be  observed  that  the  fact  that  two  activities  share 
a  resource  is  not  a  sufficient  criterium  for  allowing  that 
they  shall  form  an  activity  group.  Many  activities  (calls) 
shall  of  course  share  the  access  processes  without  be- 

10  ing  included  in  the  same  recovery  domain  for  that  rea- 
son. 
[0027]  A  criterium  good  enough  is  presumably  that 
activities  sharing  dynamic  processes  form  an  activity 
group,  whereas  those  sharing  static  processes  do  not. 

is  Static  processes  are  considered  to  be  robust  enough  to 
be  able  to  stand  that  an  activity  is  recovered  without  this 
affecting  the  other  ones  sharing  the  process. 
[0028]  As  is  schematically  illustrated  in  Figure  3  the 
activity,  during  its  lifetime,  attaches  different  resources 

20  for  shorter  or  longer  time.  A  job  25  beginning  to  execute 
attaches  e.g.  always  a  resource  26  of  the  type  process. 
In  many  cases,  e.g.  static  start  processes,  the  process 
is  released  directly  when  the  job  terminates,  but  it  may 
also  be  attached  to  the  activity  for  a  longer  time,  e.g.  by 

25  there  being  created  a  port  28  to  the  process,  so  that  new 
calls  from  the  same  activity  can  arrive  at  a  later  point  of 
time,  as  is  indicated  at  30  and  32,  and  which  e.g.  may 
imply  that  a  new  process  34  is  attached  or  disconnected, 
respectively. 

30  [0029]  One  important  type  of  resource  that  the  activity 
usually  attaches  is  communication  ports  which  belong 
to  the  communication  mechanisms  of  the  operating  sys- 
tem.  All  ports  belong  to  a  process  and  each  port  has  a 
reference  to  an  opposite  port.  By  linking  together  ports 

35  the  activity  may  thus  create  a  link  picture  according  to 
Figure  4,  which  keeps  together  the  "owner"  processes 
of  the  ports  6.  In  that  way  the  activity  may  attach  a  proc- 
ess  also  during  the  time  in  which  it  has  no  job  which  shall 
be  executed  in  it.  Please  observe,  however,  that  this  "at- 

40  taching"  does  not  imply  any  exclusive  access  to  the 
process. 
[0030]  It  is  important  to  notice  that  a  link  picture  is  only 
something  existing  in  the  form  of  its  nodes  and  links. 
Thus,  there  is  no  central  or  even  distributed  co-ordinat- 

45  ing  function  which  has  knowledge  of  the  extension  and 
existance  of  the  link  pictures.  The  only  knowledge  of  a 
link  picture  existing  in  the  system  is  the  limited  informa- 
tion  existing  in  each  port  (a  node  knows  its  immediate 
neighbours  in  the  link  picture). 

so  [0031]  The  ports  6  are  also  usable  for  indirectly  at- 
taching  such  resources  that  are  administrated  in  a  proc- 
ess  to  an  activity.  In  the  program  executing  in  the  proc- 
ess  "Access  A"  in  Figure  4  there  is  an  internal  reference 
between  the  port  6,  that  has  contact  with  the  hardware 

55  of  the  subscriber  A,  and  the  port  6  that  directly  belongs 
to  the  link  picture.  Such  "internal"  connections  may  be 
needed  when  it  is  not  desirable  to  terminate  the  current 
process  together  with  the  rest  of  the  link  picture.  Typi- 

4 



7 EP  0  683  908  B1 8 

cally,  static  processes  are  expected  to  survive  disen- 
gagement  of  a  link  picture  (c.f  Figure  6). 
[0032]  Of  course  there  are  a  number  of  other  types  of 
resources  which  may  be  attached  to  an  activity  during 
the  existance  thereof,  but  it  is  always  the  ports  and  the 
link  picture  which  make  it  possible  to  keep  together  all 
these  resources. 
[0033]  Due  to  the  fact  that  resources  and  jobs  belong- 
ing  to  an  activity  are  kept  together  there  is  formed  a  new 
type  of  "domain"  in  the  system.  As  illustrated  in  Figure 
5  this  domain  40  "traverses"  all  the  computers  42,  44, 
46  and  48  involved  in  the  call,  but  are  on  the  other  hand 
well  delimited  within  each  computer.  With  support  of  the 
right  type  of  mechanisms  this  domain  40,  i.e.  the  activity, 
may  to  great  advantage  be  used  as  a  recovery  domain. 
[0034]  If  it  is  possible  to  limit  the  consequences  and 
extension  of  an  error  to  keep  within  the  activity,  and  si- 
multaneously  accomplish  that  all  occupied  resources 
are  released,  it  is  then  possible,  at  worst,  to  disconnect 
the  call  controlled  by  the  activity,  whereas  all  other  calls 
remain  untouched. 
[0035]  This  is  in  great  contrast  to  methods  according 
to  the  stand  of  the  art,  where  the  smallest  recovery  do- 
main  is  the  separate  computer.  In  case  of  more  serious 
errors  in  a  call  the  standard  measure  is  to  restart  the 
computer,  with  the  consequence  that  all  calls  belonging 
to  that  computer  must  be  disconnected. 
[0036]  In  case  of  a  serious  error  appearing  in  one  of 
the  processes  in  the  link  picture,  the  normal  measure  is 
to  disconnect  the  whole  call,  i.e.  the  activity,  in  a  way 
that  no  "call  rests"  remain.  If  the  ambition  is  only  this,  it 
is  possible  to  perform  this  by  means  of  the  operating 
system  itself.  Release  of  busy  resources  may  however 
be  more  flexible  and  faster  if  the  application  contains 
code  which  can  handle  the  release.  Figures  6a-d  illus- 
trate  the  typical  view  when  a  call  is  disconnected  due  to 
error.  In  these  Figures  the  erronous  process  is  desig- 
nated  50,  static  processes  52,  and  dynamic  processes 
54.  In  the  example  shown,  the  chain  of  events  extends 
through  three  steps,  viz.  according  to  Figures  ba,  6b  and 
6c,  respectively,  and  results  in  the  condition  shown  in 
Figure  6d  where  only  the  static  processes  52  remain. 
More  particularly,  every  process  always  first  sends  an 
interruption  message  56,  called  "ConnectionAbort"  out 
over  its  links  before  it  terminates  itself  according  to  ar- 
rows  58.  For  the  last  mentioned  step  the  designation 
"ContextTerminate"  is  used. 
[0037]  An  activity  may  also  operate  as  a  client  for  sys- 
tem  updating.  All,  or  parts,  of  the  activity  may  be  directed 
towards  executing  a  specific  version  of  program  ware. 
If  e.g.  a  new  version  of  a  program  has  been  installed  it 
is  possible  to  create  during  a  time  "test  activities"  which 
use  this  program  version,  whereas  "normal"  activities 
still  are  controlled  towards  the  old  version.  Later  it  is  pos- 
sible  to  choose  to  also  control  new  "normal"  activities 
towards  the  new  program  ware. 
[0038]  This  requires  that  the  activity  is  associated  with 
an  "activity  attribute".  The  attribute  must  include  a  field 

with  information  about  the  type  of  activity.  This  attribute 
must  follow  in  all  messages,  jobs,  time  supervisions  and 
job  creating  resources  included  in  the  activity. 
[0039]  The  "area  of  interest"  of  the  system  updating 

5  in  the  activity  is  the  job  chain  and  the  job  creating  re- 
sources  (e.g.  access  processes  and  ports)  i.e.  the  parts 
of  the  activity  which  may  contain  a  system  updating  at- 
tribute.  The  link  picture  is  not  of  interest  or  visible  from 
the  point  of  view  of  system  updating. 

10  [0040]  Figure  7  more  in  detail  illustrates  the  perform- 
ance  of  system  updating.  In  this  Figure  contexts  A,  B, 
C,  D,  E,  E',  F,  F',  G  are  shown.  In  one  each  of  these 
contexts  programs  execute,  which  for  the  sake  of  sim- 
plicity  may  be  assumed  to  have  the  same  designation 

is  as  the  corresponding  context.  There  is  only  one  pro- 
gram  version  in  the  contexts  A-D  and  G,  the  programs 
A,D  and  G  being  assumed  to  be  of  an  old  version,  and 
the  programs  B  and  C  of  a  new  version.  Each  of  the 
programs  E  and  F  exist  in  two  different  versions,  which 

20  execute  in  E  and  E'  and  F  and  F',  respectively. 
[0041]  During  a  certain  phase  of  the  system  updating 
e.g.  all  "normal  traffic"  proceeds  towards  an  "old"  pro- 
gram  version,  i.e.  contexts  E  and  F,  and  all  "test  traffic" 
towards  "new"  program  version,  i.e.  the  contexts  E'and 

25  F'.  The  shift  between  the  two  versions  according  to  this 
system  is  illustrated  by  means  of  arrows  E"  and  F", 
which  are  indicated  as  movable.  Running  of  test  traffic 
is  thus  shown  in  the  Figure.  If  only  one  program  version 
exists,  all  traffic  will  necessarily  be  controlled  towards 

30  this,  which  thus  is  true  for  contexts  A-D  and  G.  The  rec- 
tangles  UA  with  the  text  "TEST"  included  in  the  Figure 
indicate  the  above  mentioned  system  updating  attribute 
included  in  the  activity. 
[0042]  The  communication  service  of  the  operating 

35  system  knows  the  program  versions  which  are  available 
and  controls  the  calls  according  to  existing  "directing 
rules".  It  should  be  emphasised  that  the  "rules"  which 
are  used  according  to  Figure  7  only  are  a  simplified  ex- 
ample. 

40  [0043]  When  it  is  necessary  to  trace  errors  the  activity 
can  also  be  used  as  carrier  of  tracing  information.  The 
activity  attribute  therefore  includes  a  field  indicating  if 
the  tracing  is  activated  or  not,  and  some  "visibility  at- 
tributes",  for  indicating  which  type  of  events  (e.g.  each 

45  message  sending)  that  are  to  be  "viewed"  during  the 
tracing.  A  tracing  identity  is  also  included.  Attribute  and 
tracing  identity  may  indirectly,  ordered  by  an  operator, 
be  changed  wherever  and  whenever  during  the  execu- 
tion  of  the  activity.  If  the  tracing  is  on,  the  activity  attach- 

so  es  a  resource  in  the  form  of  a  tracing  information  buffer. 
This  also  follows  the  activity  and  is  available  in  all  com- 
puters  where  the  activity  executes. 
[0044]  In  Figure  8  a  started  tracing  in  the  activity  ac- 
cording  to  Figure  1  is  marked  with  a  thicker  line  60.  The 

55  above  mentioned  tracing  attribute  is  indicated  by  rec- 
tangles  SA,  the  text  "OFF"  and  "ON",  respectively,  indi- 
cating  that  the  attribute  is  "off"  and  "on",  respectively. 
The  view  of  the  tracing  system  of  the  activity  is  still  more 

25 

30 

35 

40 

45 

50 

5 



9 EP  0  683  908  B1 10 

limited  than  the  one  for  the  system  updating.  The  inter- 
est  is  only  directed  to  parts  of  the  job  chain,  viz.  the  parts 
following  after  the  tracing  attribute  has  been  "put  on"  at 
62  and  up  to  the  point  (the  points)  64  where  it  is  put  off 
again.  This  part  60  of  the  job  chain  may  be  called  an 
execution  thread.  Within  the  execution  thread  it  is  fur- 
thermore  only  certain  events  which  are  of  interest  to  be 
seen.  The  tracing  attribute  changes  its  size  in  the  mo- 
ment  it  is  changed.  In  the  position  "on",  which  appears 
in  five  cases  at  SA',  the  attribute  contains  a  buffer  B  with 
tracing  information.  In  the  position  "off"  no  such  buffer 
is  needed. 
[0045]  The  tracing  attributes  may  be  read  and 
changed  in  certain  "tracing  points",  which  are  located  in 
well  defined  points  along  the  extension  of  the  job  chain. 
Some  of  these  tracing  points  have  been  marked  as  an 
exmple  in  Figure  8  as  triangles  SP.  A  tracing  point  is  a 
code  which  is  always  called  in  case  of  events  in  the  ac- 
tivity.  The  tracing  point  is  able  to  read,  during  this  call, 
the  contents  of  the  tracing  buffer  and  decide,  from  its 
"visibility  attribute",  if  the  event  shall  be  reported,  i.e.  be 
visible  to  the  tracing  operator,  or  not. 
[0046]  Examples  of  visibility  attributes  which  can  exist 
are:  "Report  the  contents  in  each  message  which  is  be- 
ing  sent",  whereupon  the  tracing  point  located  in  each 
port  takes  care  of  this  being  done,  or  "Report  the  identity 
to  each  job  being  created"  resulting  in  one  tracing  point 
in  each  process  creating  such  a  report. 
[0047]  In  order  that  the  tracing  points  shall  be  able  to 
both  report  events  and  also  change  tracing  attributes  it 
is  required  that  they  have  an  interface  to  an  operator,  i. 
e.  a  man.  How  this  communication  is  performed  does 
not  form  part  of  the  invention,  but  it  may  be  elucidating 
to  see  which  type  of  information  that  passes  the  inter- 
face. 
[0048]  A  typical  order  to  be  given  by  an  operator  to  a 
tracing  point  is  "put  on  the  tracing  attributes  in  all  exe- 
cution  threads  passing  and  put  in  a  visibility  attribute 
with  the  meaning  'report  message  sendings'  in  the  buffer 
of  the  tracing  attributes". 
[0049]  A  typical  report  to  be  given  by  a  tracing  point 
to  the  operator  is  "A  message  with  the  identity  XX  and 
contents  xyz  was  just  sent  from  port  No.  ABC  to  port  No. 
DEX". 
[0050]  The  link  picture  or  further  resources  are  not  of 
interest  from  the  point  of  view  of  tracing. 
[0051]  The  present  invention  is  based  on  the  following 
conditions: 

All  computers  directly  involved  in  the  activity  must 
work  with  an  operating  system  which  supports  the 
mechanisms  which  are  required  for  carrying 
through  the  invention.  Computers  not  having  such 
operating  system  must  only  exist  as  usable  "re- 
sources"  controlled  from  the  activity. 
The  communication  mechanisms  of  the  operating 
system  are  expected  to  have  advanced  means  for 
error  detection,  and  possibility  of  reporting  errors  to 

the  users,  which  is  known  per  se. 
The  required  extensions  of  the  communication 
mechanisms  of  the  operating  system  must  not  af- 
fect  the  executing  and  sending  capacity  more  than 

5  superficially. 
The  system  and  its  hardware  components  are  as- 
sumed  to  be  so  robust  that  recovery  measures  be- 
come  relatively  rare.  Frequent  and  massive  recov- 
eries  would  seriously  affect  the  availability  of  the 

10  system. 

[0052]  The  invention  is  not  concerned  with 

how  static  processes  recover  after  context  failure, 
is  -  support,  if  any,  for  recovering  failured  or  partly  fail- 

ured  activities  -  all  recovery,  going  beyond  the  func- 
tionality  to  disconnect  the  activity  and  return  the  ex- 
ecution  resources  must  be  performed  by  the  appli- 
cation  itself, 

20  -  some  mechanism  for  returning  used  resources  ex- 
cept  execution  resources  of  the  type  ports  and  con- 
texts. 

[0053]  Below  a  description  will  be  given  of  the  archi- 
25  tecture  and  the  principles  on  which  the  invention  is 

based.  In  turn,  actors  in  case  of  error  situations,  han- 
dling  of  process  local  errors,  handling  of  communication 
errors,  and  errors  in  other  processes  will  be  treated. 

30  Actors  in  case  of  error  situations. 

[0054]  These  are  codes  in  a  machine  interpretable 
language  which  may  be  known  per  se,  e.g.  compiled 
from  the  programming  language  C++,  and  which  can  be 

35  executed  in  case  of  appearance  of  different  types  of  er- 
ror  situations.  In  the  below  used  names  of  the  actors  in 
question  appears  in  some  cases  a  syllable  "Exception". 
This  syllable  is  included  for  particularly  indicating  that 
the  actor  in  question  is  executed  in  connection  with 

40  some  type  of  abnormal  event,  i.e.  an  exceptional  event. 

-  "ErrorHandler" 

[0055]  This  is  the  error  handler  of  the  operative  sys- 
45  tern.  In  Figure  9  66  designates  a  faulty  process  and  68 

an  associated  executive  core.  A  neighbour  process  and 
the  associated  executed  core  are  designated  70  and  72, 
respectively.  The  processes  66  and  70  communicate, 
indicated  at  74,  with  each  other  via  ports  76  and  78,  re- 

50  spectively. 
[0056]  "ErrorHandler",  which  is  indicated  at  80  and 
82,  respectively,  has  as  its  task  to  receive  error  indica- 
tions  from  the  processer  hardware  and  the  executive 
core,  as  well  as  from  the  applications  themselves,  which 

55  are  indicated  at  84  and  86,  respectively,  in  Figure  9.  In 
case  of  such  indications  "ErrorHandler"  can  sometimes 
actively  intervene  and  control  the  recovery,  sometimes 
only  keep  statistics  over  the  number  of  errors.  "Er- 
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rorHandler"  is  reached  only  by  means  of  two  calls:  via 
the  call  "UserException"  88  from  the  application  84,  and 
the  call  "reportError"  90  from  the  parts  of  the  core  func- 
tions  executing  in  supervisor  mode.  The  errors  indicated 
are  then  stated  in  parameters  following  the  respective 
calls.  "UserException"  is  a  call  to  be  used  when  an  error 
shall  be  reported.  As  a  parameter  in  connection  with  this 
call  an  error  code  and  textual  error  information,  if  any, 
is  stated. 
[0057]  All  error  codes  to  "ErrorHandler"  following  with 
the  call  "UserException"  and  "reportError"  will  be  sup- 
plemented  with  available  error  information,  i.e.  normally 
an  error  code  and  a  short  textual  description  of  the  error. 

"PortExceptionHandler"  92 

[0058]  This  is  a  specialized  exception  handler  of  the 
communication  mechanisms  of  the  operative  system, 
which  is  called  in  case  of  link  abort  and  communication 
errors.  Its  immediate  recovery  measure  is  to  terminate 
the  process  in  question  and  report  the  error  to  "Er- 
rorHandler".  The  handler  can  however  be  rewritten  or 
further  specialized  by  the  application  designer  so  as  to 
enable  a  more  qualified  recovery.  This  exception  han- 
dler  executes  always  in  the  process  to  which  the  error 
has  been  reported. 
[0059]  As  regards  error  calls  to  "PortExceptionHan- 
dler",  it  is  a  name  of  the  code  which  is  executed  in  case 
of  the  exception  call  "handleException"  in  a  function 
"Port"  and  its  specializations,  which  will  be  described 
more  closely  below. 

"ApplicationExceptionHandler"  94 

[0060]  This  is  the  specialized  exception  handler  of  the 
application  which  is  called  in  cases  where  the  applica- 
tion  is  allowed  to  get  back  the  control  after  the  detection 
of  an  error.  Default  recovery  measure  is  to  return  all  re- 
sources  and  terminate  the  process  in  question.  The  han- 
dler  may,  however,  be  further  specialized  by  the  appli- 
cation  designer,  so  that  more  qualified  recovery  can  be 
done.  This  exception  handler  always  executes  in  the 
process  where  the  error  has  appeared. 
[0061]  "ApplicationExceptionHandler"  is  the  name  of 
a  code  executed  after  the  call  "UserException". 
"ApplicationExceptionHandler"  does  not  handle  com- 
munication  errors,  but  only  process  local  executing  er- 
rors. 

"Context"  =  process 

[0062]  Among  other  things,  "Context"  will  also  keep  a 
check  on  which  ports  are  attached  to  it.  When  a  process 
gets  instructions  to  terminate,  either  it  is  a  normal  or  ab- 
normal  termination,  it  can  very  fast  point  to  the  ports 
which  will  be  without  an  owner  and  order  these  to  ter- 
minate  themselves  and  their  links. 
[0063]  A  call  to  "Context"  is  "terminateProcess".  This 

takes  away  the  process  in  question,  and  also  envolved 
therein  is  that  all  these  remaining  ports  shall  be  taken 
away. 

5  -  "Port" 

[0064]  In  connection  with  error  handling  a  port  has 
several  tasks: 

10  1)  To  receive  "delete"  and  while  performing  this 
send  out  "connectionAbort",  arrow  96,  to  the  port,  if 
any,  78,  to  which  it  is  linked. 
2)  To  receive  error  indications  from  other  ports  or 
from  "MainGate"  98  and  call  "PortExceptionHan- 

15  dler"  92,  arrow  100,  with  information  regarding  the 
error. 

[0065]  Regarding  error  indications  to  "Port"  the  follow- 
ing  applies: 

20 
1  )  Send  a  message  of  the  type  "ReturnedMessage" 
including  available  error  information  to  the  port.  The 
port  will  then  call  "PortExceptionHandler"  with  an 
error  code. 

25  2)  Send  a  message  of  the  type  "connectionAbort" 
including  available  error  information  to  the  port.  The 
port  will  then  call  "PortExceptionHandler"  with  the 
error  code  "connectionError". 
3)  The  call  "connectionAbort"  gives  the  information 

30  to  the  port  that  the  port  to  which  it  is  linked  does  not 
exist  any  longer.  This  has  the  same  importance  and 
effect  as  the  message  "connectionAbort". 

-  "MainGate"  98 
35 

[0066]  This  "port"  handles  some  specific  errors  which 
have  to  be  taken  care  of  by  the  communication  mecha- 
nisms  of  the  operating  system.  Among  other  things  it 
must  be  able  to  receive  and  handle  wrongly  addressed 

40  messages,  as  there  is  no  destination  port  which  can 
handle  this.  When  such  a  message  arrives,  it  generates 
a  message  of  the  type  "ReturnedMessage"  towards  the 
sending  port.  "MainGate"  is  not  connected  to  any  proc- 
ess. 

45 
"Computer  Execution  Capability  Control"  -  "CO- 
ECC"  102 

[0067]  "COECC"  has  as  its  task  to  know  the  status  of 
so  all  other  computers  belonging  to  the  subnet.  In  the  case 

of  error  handling  it  has  only  one  task,  namely  to  find 
ports  having  links  towards  ports  in  a  failured  computer 
and  thereafter  call  these  with  "connectionAbort".  A  mes- 
sage  "stateChange"  gives  the  information  that  a  com- 

55  puter  in  the  subnet  has  changed  its  status. 

"Application"  84  =  86 
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[0068]  The  expression  "Application"  is  used  in  a  wide 
sense,  i.e.  all  users  of  the  communication  mechanisms 
described  here.  In  many  cases  it  can  discover  errors  it- 
self,  and  report  and  even  handle  these. 

-  "Kernel"  104  =  68  =  72 

[0069]  By  "Kernel"  is  meant  the  executive  core.  It  re- 
ports  errors  to  "ErrorHandler".  "Kernel"  among  other 
things  includes  certain  parts  of  the  commucation  mech- 
anisms  of  the  operating  system,  namely  "MainGate"  and 
"Port",  since  the  error  handling  of  these  includes  exe- 
cuting  on  the  user  process  and  reporting  errors  there- 
from.  "COECC"  is  also  a  part  of  "Kernel",  but  is  drawn 
separately,  since  its  functionality  has  a  specific  rele- 
vance  in  case  of  error  detection. 
[0070]  No  specific  error  calls  to  "Kernel"  exist.  In  cas- 
es  where  "Kernel"  acts  in  error  situations  it  has  only  an 
active  role. 
[0071]  Below  a  number  of  error  handling  situations 
will  now  be  described  with  reference  to  drawing  Figures 
11-19.  With  respect  to  their  general  contents  these 
drawing  Figures  correspond  to  Figure  9  and  have  the 
same  reference  characters  as  in  this  Figure  for  desig- 
nating  similar  functions  and  phenomenon.  The  figures 
appearing  within  brackets  in  the  drawing  figures  in  ques- 
tion  indicate  numbers  of  order  for  the  function  steps  ap- 
pearing  in  the  respective  Figures. 

Handling  of  processor  local  errors. 

[0072] 

Execution  errors  in  the  application,  detection  by  a 
component  or  the  execution  core.  Reference  is 
made  to  Figure  10. 

[0073]  Errors  of  this  type  can  be  such  as  addressing 
beyond  a  permitted  area,  division  with  zero,  overflow, 
loops  etc. 
[0074]  The  error  results  in  an  (often  hardware)  inter- 
ruption  that  causes  the  current  core  function  1  04  to  send 
via  "reportError"  (1)  an  error  indication  90  to  the  "Er- 
rorHandler"  80  of  the  operating  system.  In  case  of  such 
errors  the  process  is  always  judged  as  unreliable,  and 
"ErrorHandler"  therefore  sends  "terminateProcess"  (2) 
to  the  process  which  in  turn  sends  "delete"  (3)  to  the 
ports  which  are  left.  These  in  turn  send  "Connection- 
Abort"  (4)  over  their  links.  If  it  is  the  question  of  a  static 
process  "ErrorHandler"  then  creates  a  new  process  of 
the  same  type  and  calls  the  start  routine  of  the  same. 

Execution  errors  in  the  application  detected  by  the 
application  84  itself.  Reference  is  made  to  Figure 
11. 

[0075]  If  the  application  program  84  detects  that  some 
serious  error  has  occurred  during  the  execution  it  takes 

the  initiative  itself  to  call  (1  )  "ErrorHandler"  90,  as  usual 
via  "UserException"  88.  This  time  the  process  is  judged 
as  "reliable"  since  it  is  capable  of  detecting  and  reporting 
the  error  itself.  "Kernel"  1  04  therefore  has  the  possibility 

5  of  letting  the  control  return  to  the  specialized  "Applica- 
tionExceptionHandler"  94  of  the  application.  Default 
measure  for  this  should  nevertheless  consist  in  termi- 
nating  the  process  with  "TerminateProcess"  (2),  where- 
upon  everything  proceeds  as  in  the  present  case  with 

10  "delete"  (3)  and  "ConnectionAbort"  (4). 

Error  in  case  of  system  call.  Reference  is  made  to 
Figure  12  and  13. 

is  [0076]  If  a  serious  error  is  detected  by  the  core  68  dur- 
ing  a  system  call  1  05  the  return  value  from  the  core  will 
indicate  this  (1  )  according  to  Figure  12.  An  "Exception" 
1  06  is  thrown  (2)  to  the  application  so  that  the  "Applica- 
tionExceptionHandler"  94  itself  of  the  application  pro- 

20  gram  can  take  care  of  the  error  (3).  After  this  the  case 
enters  that  just  described  with  reference  to  Figure  11, 
with  "terminateProcess"  (4),  "delete"  (5)  and  "Connec- 
tionAbort"  (6)  with  termination,  if  any,  (8)  of  the  process. 
[0077]  In  case  of  certain  errors  the  core  1  04  can,  how- 

25  ever,  directly  draw  the  conclusion  that  the  process  is  un- 
reliable.  In  such  cases  the  core  reports  (1)  instead  di- 
rectly  to  "ErrorHandler"  80,  according  to  Figure  1  3,  and 
this  then  terminates  the  process  (2).  The  continuation  is 
the  same  as  in  Figure  12. 

30 
Handling  communication  errors. 

[0078] 

35  -  Lost  message. 

[0079]  If  a  message  of  the  type  "Call"  or  "Reply"  has 
been  lost  this  will  be  detected  by  a  time  supervision  of 
the  original  calling  part  being  released.  In  the  case  "Cali- 

co  Reply"  it  is  the  calling  port  that  orders  time  supervision, 
and  when  this  is  released  the  relevant  error  code  is  re- 
turned  as  a  reply  to  the  call  "Call".  The  continuation  will 
be  exactly  the  same  as  for  failed  system  calls,  as  has 
been  described  earlier  with  reference  to  Figures  1  2  and 

45  13. 
[0080]  If  the  lost  message  is  a  "Cast"  it  is  instead  the 
calling  application  itself  which  orders  the  time  supervi- 
sion.  When  this  is  released  the  calling  part  is  in  the  same 
situation  as  in  the  case  already  described  with  reference 

so  to  Figure  11. 
[0081]  With  reference  to  Figure  1  4  lost  messages  can 
also  be  detected  by  sequence  enumeration.  For  e.g. 
"Call",  "Cast"  and  "Reply"  the  following  appears.  Incase 
of  a  two-way  link  all  messages  sent  over  this  will  be  se- 

55  quence  enumerated,  so  that  the  receiver  can  detect 
gaps  in  the  enumeration.  The  following  can  happen.  The 
calling  part  sends  a  sequence  enumerated  message, 
which  is  lost  on  its  way  (1).  The  calling  part  sends  its 

8 
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next  message  (2),  the  sequence  number  of  which  is  in- 
cremented  with  one.  The  receiving  port  76  detects  the 
gap  in  the  enumeration  and  sends  a  message  to  the  call- 
ing  part  78  of  the  type  "RetumMessage"  (3)  with  infor- 
mation  regarding  the  missing  number.  The  port  78  first 
calls  "ErrorHandler"  82  (4)  and  then  "PortExceptionHan- 
dler"  92  with  an  error  code  "LostMessage"  (5),  where- 
upon  "PortExceptionHandler"  makes  some  form  of  re- 
covery. 

Wrongly  addressed  message.  Reference  is  made 
to  Figure  15. 

[0082]  A  message  1  30  (1  )  which  for  some  reason  in- 
cludes  an  erronous  destination  address  (a  portname  not 
published,  an  old  port  reference  or  similar)  will  appear 
in  "MainGate"  98.  This  then  sends  a  message  (2)  of  the 
type  "ReturnedMessage"  to  the  port  78  of  the  sender. 
The  port  78  first  calls  "ErrorHandler"  82  (3)  and  then 
"PortExceptionHandler"  92  (4)  with  the  error  code  "Port- 
NotAvailable".  Thereafter  the  case  can  be  brought  back 
to  those  earlier  described. 

Disconnected  contact. 

[0083]  If  the  contact  74  to  another  computer  is  broken 
this  may  be  detected  in  two  ways: 

1  )  Reference  is  made  to  Figure  1  6.  An  emitted  mes- 
sage  will  not  arrive.  Instead  it  will  appear  in  "Main- 
Gate"  98  of  the  computer  to  which  it  has  arrived  (1  ). 
As  in  the  former  case  this  will  send  a  "ReturnedMes- 
sage"  to  the  sender  port  78  (2),  whereupon  the  case 
can  be  brought  back  to  the  former  one  described 
with  reference  to  Figure  15,  although  with  another 
error  code,  namely  "ComputerNotAvailable". 
2)  The  link  supervision  of  the  sender  port  detects 
that  the  destination  can  no  longer  be  reached,  and 
calls  with  "reportError"  to  the  "ExceptionHandler" 
(not  shown).  Thereafter  the  case  will  be  the  same 
as  case  (1). 

Errors  in  other  processes. 

[0084] 

Failured  process  in  own  or  other  computer.  Refer- 
ence  is  made  to  Figure  17. 

[0085]  When  a  process  66  fails  (i.e.  is  terminated  by 
"ErrorHandler"),  but  the  computer,  on  which  it  was  exe- 
cuting  still  is  intact,  all  its  linked  ports,  such  as  76,  will 
send  out  "ConnectionAbort"  (1)  over  its  links.  This  re- 
sults  in  a  call  with  an  error  code  (2),  first  to  "ErrorHan- 
dler"  and  then  to  "PortExceptionHandler"  92  in  the  re- 
ceiver  process  70,  which  performs  default  or  a  specified 
recovery. 

Failed  computer  in  own  subnet.  Reference  is  made 
to  Figure  18. 

[0086]  If  a  computer  in  the  own  subnet  fails,  "COECC" 
5  102  will  very  soon  be  informed  about  that  with  "State- 

Change"  (1  ).  "COECC"  will  then  find  out  the  ports  having 
links  directed  towards  this  computer,  and  calls  these 
with  "ComputerNotAvailable"  (N).  Each  port  then  calls 
"ErrorHandler"  and  its  own  "PortExceptionHandler"  with 

10  "ComputerNotAvailable".  Thereafter  the  course  of 
events  proceeds  analogously  with  other  errors  of  the 
same  type. 

Failed  computer  in  another  subnet.  Reference  is 
is  made  to  Figure  19. 

[0087]  If  a  computer  in  another  subnet  fails,  "COECC" 
will  not  be  informed.  The  disappearance  of  the  computer 
will  be  detected  either  by  no  message  arriving  or  by  the 

20  link  supervision  of  the  operating  system.  The  case  is 
therefore  in  practice  the  same  as  the  case  described 
earlier  with  reference  to  Figure  16,  and  is  detected  and 
treated  the  same  way. 

25  -  Loops  in  other  processes. 

[0088]  Infinite  program  loops  are  detected  in  two 
ways: 

30  1  )  "Kernel"  detects  the  loop  and  releases  the  same 
chain  of  events  as  described  with  reference  to  Fig- 
ure  10. 
2)  The  time  supervision  in  the  calling  process  re- 
leases.  The  case  then  passes  into  the  case  "Lost 

35  messages"  as  described  above,  c.f  Figure  14. 

[0089]  The  error  cases  described  above  i.a.  with  ref- 
erence  to  Figure  11-19,  are  also  summed  up  in  Figure 
20.  The  table  contains  the  abbreviation  IPC,  which  re- 

40  fers  to  the  communication  mechanisms  of  the  operating 
system. 
[0090]  In  the  above  description  of  different  error  cases 
with  reference  to  the  drawings  no  closer  description  in 
detail  has  been  given  of  software  and  hardware,  to  be 

45  used,  or  of  how  the  described  functions  and  processes 
are  performed  in  practice,  since  it  is  pre-supposed  to  be 
clear  to  the  man  of  the  art  how  the  invention  shall  be 
practiced  guided  by  the  description  and  the  drawings. 
The  invention  may  also  be  used  in  known  operating  sys- 

50  terns  and  does  not  presuppose  any  special  hardware. 

Claims 

55  1.  A  method  in  a  distributed  operating  system  for  en- 
abling  demounting  of  a  chain  of  linked  processes, 
wherein 
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with  a  process  is  meant  a  resource  in  said  op- 
erating  system  in  which  applications  may  be  ex- 
ecuted,  and  which  must  be  used  by  a  job  for 
enabling  execution  of  program  code  in  the  proc- 
ess, 
with  said  job  is  meant  a  phenomenon  which  is 
directed  to  said  process  in  order  that  a  method 
in  an  object  owned  by  the  process  should  be 
executed,  a  job  also  being  able  to  create  new 
jobs  directed  to  other  processes  or  towards  an 
own  process,  and  wherein 
said  process  provides  the  job  with  resources 
and  synchronizes  jobs  by  only  allowing  one  job 
at  a  time  to  execute, 

characterized  by  the  steps  of 

providing  two-way  communication  links  be- 
tween  said  processes  and  using  said  operating 
system 
for  keeping  up  with  processes  having  links,  and 
using  said  links  also  if  a  process  having  links  is 
terminated, 
detecting  an  error  in  a  process  and  terminating 
it, 
transferring  information  via  said  links  regarding 
process  or  computer  failure,  and  propagating 
this  information  through  a  whole  chain  of  linked 
processes,  and 
reporting  this  information  to  applications  exe- 
cuted  in  said  linked  processes  for  enabling 
these  to  perform  application  specific  recover- 
ies. 

2.  The  method  according  to  claim  1,  comprising  the 
further  step  of  using  error  tracing  attributes  to  be 
sent  from  job  to  job  in  a  chain  of  linked  processes. 

3.  The  method  according  to  claim  2,  comprising 

allowing  change  of  value  of  said  attributes  at 
any  time  during  the  execution  of  a  job  chain. 

4.  The  method  according  to  claim  2  or  3,  comprising 

providing  a  said  tracing  attribute  with  a  tracing 
buffer  able  to  store  information  regarding 
events  in  said  system  traced  by  said  attribute, 
and 
creating  by  means  of  said  information  a  log  over 
said  events. 

5.  The  method  according  to  any  of  the  preceding 
claims,  comprising 

providing  in  said  system  a  system  updating 
function, 
providing  system  updating  information  at- 

tributes  able  to  carry  information  internal  to  said 
updating  function  regarding  type  of  traffic  car- 
rying  on  in  the  system, 
tranferring  said  information  attributes  in  a  chain 

5  of  jobs  for  enabling  determination  of  version  of 
a  specific  program  to  be  executed  at  an  execu- 
tion  occasion. 

6.  A  system  for  enabling  in  a  distributed  operating  sys- 
10  tern  demounting  of  a  chain  of  linked  processes, 

wherein 

with  a  process  (2)  is  meant  a  resource  in  said 
operating  system  in  which  applications  may  be 

is  executed,  and  which  must  be  used  by  a  job  for 
enabling  execution  of  program  code  in  the  proc- 
ess, 
with  said  job  (4.n)  is  meant  a  phenomenon 
which  is  directed  to  said  process  in  order  that 

20  a  method  in  an  object  owned  by  the  process 
should  be  executed,  a  job  also  being  able  to 
create  new  jobs  directed  to  other  processes  or 
towards  an  own  process,  and  wherein 
said  process  provides  the  job  with  resources 

25  and  synchronizes  jobs  by  only  allowing  one  job 
at  a  time  to  execute, 

characterized  by  means  in  the  form  of  code, 
including 

30 
first  means  (6,74,76,78)  for  providing  two-way 
communication  links  between  processes  (2), 
second  means  (6,66,70,76,78)  for  enabling 
said  operating  system  to  keep  up  with  process- 

es  es  having  links,  and  to  use  said  links  also  if  a 
process  is  terminated, 
third  means  (66,70,76,78)  for  enabling  said  op- 
erating  system,  or  in  certain  cases  a  process 
itself,  to  detect  an  error  in  a  process  and  termi- 

40  nate  it, 
fourth  means  (90,92)  for  enabling  said  operat- 
ing  system  to  transfer  failure  information  via 
said  links  regarding  process  or  computer  fail- 
ure,  and  to  propagate  this  failure  information 

45  through  a  whole  chain  of  linked  processes,  and 
fifth  means  (92)  for  enabling  said  operating  sys- 
tem  to  report  said  failure  information  to  applica- 
tions  executed  in  the  linked  processes  in  order 
to  enable  for  these  to  perform  application  spe- 

50  cific  recoveries. 

7.  The  system  according  to  claim  6,  comprising 

communicating  mechanisms, 
55  process  ports  (6,76,78)  included  in  said  first 

means,  via  which  communication  between 
processes  may  be  performed, 
communication  ports  not  connected  to  a  proc- 

10 
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ess  for  handling  specific  errors  which  have  to 
be  dealt  with  by  said  communication  mecha- 
nisms  of  the  operating  system, 
said  process  ports  (6,76,78)  having  in  connec- 
tion  with  error  handling  the  task  of  s 
receiving  a  "delete"  instruction  relating  to  its 
own  process,  and  while  executing  this  instruc- 
tion,  sending  a  link  disconnecting  message 
(96),  to  any  port  (78),  to  which  it  is  linked, 
receiving  error  indications  from  other  process  10 
ports  and  from  any  communication  port  (98), 
and  calling  code  (92)  in  said  communication 
mechanisms  for  transferring  information  there- 
to  regarding  the  error  in  such  an  error  indica- 
tion.  15 

8.  The  system  according  to  claim  7,  wherein  said  sec- 
ond  means  include  process  ports  (6,67,78). 

9.  The  system  according  to  claim  7  or  8,  wherein  said  20 
third  means  include  the  operating  system  and  proc- 
esses  (66,70). 

10.  The  system  according  to  any  of  claims  7-9,  wherein 
said  code  (92)  is  an  exception  handling  code  includ-  25 
ed  in  said  fourth  means  and  always  executing  in  a 
process,  to  which  an  error  is  reported,  and  has  the 
function  of 

being  called  in  case  of  link  abort  and  commu-  30 
nication  errors, 
terminating  an  erronous  process,  and 
reporting  the  error  to  an  error  handling  code 
(82). 

35 
11.  The  system  according  to  any  of  claims  7-9,  includ- 

ing  error  tracing  attributes  (SA)  to  be  sent  from  job 
to  job  in  a  chain  of  linked  processes. 

12.  The  system  according  to  claim  11,  comprising  40 
means  for  allowing  change  of  value  of  said  tracing 
attributes  (SA)  at  any  time  during  the  execution  of 
a  job  chain. 

13.  The  system  according  to  claim  10  or  11,  wherein  45 
said  tracing  attribute  (SA)  is  associated  with  a  trac- 
ing  buffer  (B)  for  storing  information  regarding 
events  in  said  system  when  traced  by  said  attribute, 
said  system  comprising  means  for  creating  by 
means  of  said  information  a  log  over  said  events.  so 

14.  The  system  according  to  any  of  claims  6-13,  com- 
prising 

a  system  updating  function,  55 
system  updating  information  attributes  (UA)  for 
carrying  information  internal  to  said  updating 
function  regarding  type  of  traffic  carrying  on  in 

the  system, 
means  transferring  said  information  attributes 
in  a  chain  of  jobs  for  enabling  determination  of 
the  version  of  a  specific  program  to  be  executed 
at  an  execution  occasion  (Fig.  7). 

Patentanspriiche 

1.  Verfahren  in  einem  verteilten  Betriebssystem,  urn 
ein  Abbauen  einer  Kette  von  verbundenen  Prozes- 
sen  zu  ermoglichen,  wobei 

mit  einem  ProzeB  eine  Ressource  in  dem  Be- 
triebssystem  gemeint  ist,  in  der  Anwendungen 
ausgefuhrt  werden  konnen  und  die  von  einem 
Job  verwendet  werden  mul3,  urn  eine  Ausfuh- 
rung  eines  Programmcodes  in  dem  ProzeB  zu 
ermoglichen; 

wobei  mit  dem  Job  ein  Phanomen  gemeint  ist, 
das  auf  den  ProzeB  gerichtet  ist,  damit  ein  Ver- 
fahren  in  einem  Objekt,  das  im  Besitz  des  Pro- 
zesses  ist,  ausgefuhrt  werden  sollte,  wobei  ein 
Job  auch  neue  Jobs  erzeugen  kann,  die  auf  an- 
dere  Prozesse  oder  auf  einen  eigenen  ProzeB 
hin  gerichtet  sind,  und  wobei 

der  ProzeB  den  Job  mit  Ressourcen  versieht 
und  Jobs  synchronisiert,  indem  die  Ausfuhrung 
von  nur  einem  Job  zu  einer  Zeit  ermoglicht  wird, 

gekennzeichnet  durch  die  folgenden  Schritte: 

Bereitstellen  von  Zweiweg-Kommunikations- 
verbindungen  zwischen  den  Prozessen  und 
Verwenden  des  Betriebssystems 

zum  Schritthalten  mit  Prozessen,  die  Verbin- 
dungen  aufweisen,  und  zum  Verwenden  der 
Verbindungen  auch,  wenn  ein  ProzeB,  der  Ver- 
bindungen  aufweist,  abgeschlossen  wird; 

Erfassen  eines  Fehlers  in  einem  ProzeB  und 
zum  AbschlieBen  davon; 

Transferieren  von  Information  iiber  die  Verbin- 
dungen  bezuglich  eines  ProzeB-  oder  Compu- 
ter-Ausfalls,  und  Ausweiten  dieser  Information 
durch  eine  gesamte  Kette  von  verbundenen 
Prozessen,  und 

Berichten  dieser  Information  an  Anwendungen, 
die  in  den  verbundenen  Prozessen  ausgefuhrt 
werden,  urn  diese  in  die  Lage  zu  versetzen,  an- 
wendungsspezifische  Wiederherstellungen 
auszufuhren. 

11 
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2.  Verfahren  nach  Anspruch  1  ,  gekennzeichnet  durch 
den  weiteren  Schritt,  bei  dem  Fehlerverfolgungsat- 
tribute  von  Job  zu  Job  in  einer  Kette  von  verbunde- 
nen  Prozessen  gesendet  werden  sollen. 

5 
3.  Verfahren  nach  Anspruch  2,  gekennzeichnet  durch 

den  folgenden  Schritt: 

Zulassen  einer  Anderung  eines  Werts  der  Attri- 
bute  zu  jeder  Zeit  wahrend  der  Ausfuhrung  ei-  10 
ner  Jobkette. 

4.  Verfahren  nach  Anspruch  2  oder  3,  gekennzeichnet 
durch  die  folgenden  Schritte: 

15 
Versehen  des  Verfolgungsattributs  mit  einem 
Verfolgungspuffer,  der  Information  bezuglich 
Ereignissen  in  dem  System,  die  von  dem  Attri- 
but  verfolgt  werden,  speichern  kann;  und 

20 
Erzeugen  eines  Logs  iiber  die  Aufzeichnung 
mit  Hilfe  der  Information. 

5.  Verfahren  nach  einem  der  vorangehenden  Ansprii- 
che,  gekennzeichnet  durch:  25 

Bereitstellen  einer  Systemaktualisierungsfunk- 
tion  in  dem  System; 

Bereitstellen  einer  Systemaktualisierungsfunk-  30 
tion  in  dem  System; 

Bereitstellen  von  Systemaktualisierungsinfor- 
mationsattributen,  die  Information  fiihren  kon- 
nen,  die  fur  die  Aktualisierungsfunktion  beziig-  35 
lich  eines  Typs  von  Verkehr,  der  in  dem  System 
ausgefuhrt  wird,  intern  ist;  und 

Transferieren  der  Informationsattribute  in  einer 
Kette  von  Jobs,  urn  einer  Bestimmung  einer  40 
Version  eines  spezifischen  Programms,  das 
bei  einer  Ausfiihrungsgelegenheit  ausgefuhrt 
werden  soil,  zu  ermoglichen. 

6.  System,  urn  in  einem  verteilten  Betriebssystem  ein  45 
Abbauen  einer  Kette  von  verbundenen  Prozessen 
zu  ermoglichen,  wobei 

mit  einem  ProzeB  (2)  eine  Ressource  in  dem 
Betriebssystem  gemeint  ist,  in  der  Anwendun-  so 
gen  ausgefuhrt  werden  konnen  und  die  von  ei- 
nem  Job  verwendet  werden  mul3,  urn  eine  Aus- 
fuhrung  eines  Programmcodes  in  dem  ProzeB 
zu  ermoglichen; 

55 
wobei  mit  dem  Job  (4.n)  eine  Phanomen  ge- 
meint  ist,  das  auf  den  ProzeB  gerichtet  ist,  da- 
mit  ein  Verfahren  in  einem  Objekt,  das  im  Besitz 

des  Prozesses  ist,  ausgefuhrt  werden  sollte, 
wobei  ein  Job  auch  neue  Jobs  erzeugen  kann, 
die  auf  andere  Prozesse  oder  auf  einen  eige- 
nen  Prozess  hin  gerichtet  sind;  und  wobei 

der  ProzeB  den  Job  mit  Ressourcen  versieht 
und  Jobs  synchronisiert,  indem  eine  Ausfuh- 
rung  nur  eines  Jobs  gleichzeitig  ermoglicht 
wird; 

gekennzeichnet  durch  Einrichtungen  in  der 
Form  eines  Codes,  einschlieBlich 

einer  ersten  Einrichtung  (6,  74,  76,  78)  zum  Be- 
reitstellen  von  zwei  Zweiweg-Kommunikations- 
verbindungen  zwischen  Prozessen  (2); 

einer  zweiten  Einrichtung  (6,  66,  70,  76,  78), 
urn  das  Betriebssystem  in  die  Lage  zu  verset- 
zen,  mit  Prozessen,  die  Verbindungen  aufwei- 
sen,  Schritt  zu  halten,  und  urn  die  Verbindun- 
gen  auch  dann  zu  verwenden,  wenn  ein  ProzeB 
abgeschlossen  ist; 

einer  dritten  Einrichtung  (66,  70,  76,  78),  urn 
das  Betriebssystem,  oder  in  bestimmten  Fallen 
einen  ProzeB  selbst,  in  die  Lage  zu  versetzen, 
einen  Fehler  in  einem  ProzeB  zu  erfassen  und 
diesen  abzuschlieBen; 

einer  vierten  Einrichtung  (90,  92),  urn  das  Be- 
triebssystem  in  die  Lage  zu  versetzen,  Ausfall- 
information  iiber  die  Verbindungen  bezuglich 
eines  ProzeB-  oder  Computerausfalls  zu  trans- 
ferieren  und  diese  Ausfallinformation  iiber  eine 
gesamte  Kette  von  verbundenen  Prozessen  zu 
verbreiten;  und 

einerfiinften  Einrichtung  (92),  urn  das  Betriebs- 
system  in  die  Lage  zu  versetzen,  die  Ausfallin- 
formation  an  Anwendungen,  die  in  den  verbun- 
den  Prozessen  ausgefuhrt  werden,  zu  berich- 
ten,  urn  diese  in  die  Lage  zu  versetzen,  anwen- 
dungsspezifische  Wiederherstellungen  auszu- 
fiihren. 

7.  System  nach  Anspruch  6,  gekennzeichnet  durch: 

Kommunikationsmechanismen; 

ProzeBports  (6,  76,  78),  die  in  der  ersten  Ein- 
richtung  enthalten  sind,  iiber  die  eine  Kommu- 
nikation  zwischen  Prozessen  ausgefuhrt  wer- 
den  konnen; 

Kommunikationsports,  die  nicht  mit  einem  Pro- 
ze!3 
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verbunden  sind,  zur  Behandlung  von  spezifi- 
schen  Fehlern,  die  von  den  Kommunikations- 
mechanismen  des 

Betriebssystems  behandelt  werden  miissen;  s 

wobei  die  ProzeBports  (6,  76,  78)  in  Verbindung 
mit  einer  Fehlerbehandlung  die  Aufgabe  besit- 
zen, 

10 
einen  "L6schungs"-Befehl  zu  empfangen,  der 
sich  auf  ihren  eigenen  ProzeB  bezieht,  und 
wahrend  einer  Ausfuhrung  dieses  Befehls,  eine 
Verbindungs-Trennungsnachricht  (96)  an  ir- 
gendeinen  Port  (78)  zu  senden,  mit  dem  er  ver-  is 
bunden  ist;  und 

Fehleranzeigen  von  anderen  ProzeBports  und 
von  irgendeinem  Kommunikationsport  (98)  zu 
empfangen  und  einen  Code  (92)  in  den  Kom-  20 
munikationsmechanismen  zum  Transferieren 
von  Information  daran  bezuglich  des  Fehlers  in 
einer  derartigen  Fehleranzeige  aufzurufen. 

8.  System  nach  Anspruch  7,  dadurch  gekennzeichnet,  25 
dal3  die  zweite  Einrichtung  ProzeBports  (6,  67,  78) 
umfaBt. 

9.  System  nach  Anspruch  7  oder  8,  dadurch  gekenn- 
zeichnet,  dal3  die  dritte  Einrichtung  das  Betriebssy-  30 
stem  und  Prozesse  (66,  70)  umfaBt. 

10.  System  nach  einem  der  Anspruche  7-9,  dadurch 
gekennzeichnet,  dal3  der  Code  (92)  ein  Ausnahme- 
behandlungscode  ist,  der  in  der  vierten  Einrichtung  35 
enthalten  ist  und  immer  in  einem  ProzeB  ausgefuhrt 
wird,  an  den  ein  Fehler  berichtet  wird,  und  die  Funk- 
tion  aufweist, 

11.  System  nach  irgendeinem  der  Anspruche  7-9,  mit 
Fehlerverfolgungsattributen  (SA),  die  von  Job  zu 
Job  in  einer  Kette  von  verbundenen  Prozessen  ge-  so 
sendet  werden  sollen. 

12.  System  nach  Anspruch  11  ,  umfassend  eine  Einrich- 
tung,  urn  eine  Anderung  eines  Werts  der  Verfol- 
gungsattribute  (SA)  zu  irgendeiner  Zeit  wahrend  ss 
der  Ausfuhrung  einer  Jobkette  zu  ermoglichen. 

13.  System  nach  Anspruch  10  oder  11,  dadurch  ge- 

kennzeichnet,  dal3  das  Verfolgungsattribut  (SA)  ei- 
nem  Verfolgungspuffer  (B)  zum  Speichern  von  In- 
formation  bezuglich  Ereignissen  in  dem  System, 
wenn  sie  von  dem  Attribut  verfolgt  werden,  zuge- 
ordnet  ist,  wobei  das  System  eine  Einrichtung  zum 
Erzeugen  eines  Logs  der  Ereignisse  mit  Hilfe  der 
Information  umfaBt. 

14.  System  nach  irgendeinem  der  Anspruche  6-13, 
gekennzeichnet  durch: 

eine  Systemaktualisierungsfunktion; 

Systemaktualisierungs-lnformationsattribute 
(UA)  zum  Fiihren  von  Information,  die  fur  die 
Aktualisierungsfunktion  bezuglich  des  Typs 
des  Verkehrs,  der  in  dem  System  ausgefuhrt 
wird,  intern  ist;  und 

eine  Einrichtung  zum  Transferieren  der  Infor- 
mationsattribute  in  einer  Kette  von  Jobs,  urn  ei- 
ne  Bestimmung  der  Version  eines  spezifischen 
Programms,  das  bei  einer  Ausfiihrungsgele- 
genheit  (Fig.  7)  ausgefuhrt  werden  soil,  zu  er- 
moglichen. 

Revendications 

1.  Procede,  dans  un  systeme  d'exploitation  reparti, 
destine  a  permettre  le  demontage  d'une  chaTne  de 
traitements  lies,  dans  lequel  : 

un  traitement  signifie  une  ressource  dans  ledit 
systeme  d'exploitation  dans  lequel  on  peut  exe- 
cuter  des  applications,  et  qui  doit  etre  utilisee 
par  un  travail  pour  permettre  I'execution  d'un 
code  de  programme  dans  le  traitement, 
ledit  travail  signifie  un  phenomene  qui  est 
oriente  vers  ledit  traitement  afin  qu'un  procede 
dans  un  objet  detenu  par  le  traitement  soit  exe- 
cute,  un  travail  etant  aussi  capable  de  creer  de 
nouveaux  travaux  orientes  vers  d'autres  traite- 
ments  ou  vers  un  traitement  qui  lui  est  propre, 
et  dans  lequel  : 
ledit  traitement  fournit  au  travail  des  ressources 
et  synchronise  des  travaux  en  permettant 
d'executer  un  seul  travail  a  la  fois, 

caracterise  par  les  etapes  : 

de  realisation  de  liaisons  de  transmission  bidi- 
rectionnelle  entre  lesdits  traitements  et  d'utili- 
sation  dudit  systeme  d'exploitation  : 
pour  aller  de  pair  avec  des  traitements  ayant 
des  liaisons,  et  utiliser  lesdites  liaisons  egale- 
ment  si  un  traitement  comportant  des  liaisons 
est  termine  ; 

im  Fall  eines  Verbindungsabbruchs  und  von  40 
Kommunikationsfehlern  aufgerufen  zu  werden; 

einen  fehlerhaften  ProzeB  abzuschlieBen;  und 

den  Fehler  an  einen  Fehlerbehandlungscode  45 
(82)  zu  berichten. 
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de  detection  d'une  erreur  dans  un  traitement  et 
d'arret  de  celui-ci  ; 
de  transfer!,  via  lesdites  liaisons,  d'information 
concernant  le  traitement  ou  une  defaillance 
d'ordinateur,  et  de  propagation  de  cette  infor-  s 
mation  dans  toute  une  chaTne  de  traitements 
lies  ;  et 
de  delivrance  de  cette  information  a  des  appli- 
cations  executees  dans  lesdits  traitements  lies 
pour  permettre  a  ceux-ci  d'effectuer  des  repri-  10 
ses  specifiques  d'application. 

Procede  selon  la  revendication  1  ,  comprenant  I'eta- 
pe  supplemental  d'utilisation  d'attributs  de  suivi 
d'erreur  a  envoyer  d'un  travail  a  un  autre  dans  une  15 
chaTne  de  traitements  lies. 

Procede  selon  la  revendication  2,  comprenant  le  fait 
de  permettre  un  changement  de  valeur  desdits  at- 
tributs  a  n'importe  quel  moment  pendant  I'execution  20 
d'une  chaTne  de  travaux. 

Procede  selon  la  revendication  2  ou  3, 
comprenant  : 

25 
le  fait  de  munir  un  dit  attribut  de  suivi  d'une  me- 
moire  tampon  de  suivi  capable  de  memoriser 
de  I'information  concernant  des  evenements 
dans  ledit  systeme  suivi  par  ledit  attribut  ;  et 
la  creation,  au  moyen  de  ladite  information,  30 
d'un  journal  desdits  evenements. 

Procede  selon  I'une  quelconque  des  revendications 
precedentes,  comprenant  : 

35 
la  realisation,  dans  ledit  systeme,  d'une  fonc- 
tion  de  mise  a  jour  de  systeme  ; 
la  realisation  d'un  systeme  mettant  a  jour  des 
attributs  d'information  capables  d'amener,  a  la- 
dite  fonction  de  mise  a  jour,  de  I'information  in-  40 
terne  concernant  le  type  de  trafic  circulant  dans 
le  systeme  ; 
le  transfert  desdits  attributs  d'information  dans 
une  chaTne  de  travaux  pour  permettre  la  deter- 
mination  de  la  version  d'un  programme  sped-  45 
fique  a  executer  a  une  occasion  d'execution. 

Systeme,  dans  un  systeme  d'exploitation  reparti, 
destine  a  permettre  le  demontage  d'une  chaTne  de 
traitements  lies,  dans  lequel  :  so 

un  traitement  (2)  signifie  une  ressource  dans 
ledit  systeme  d'exploitation  dans  lequel  on  peut 
executer  des  applications,  et  qui  doit  etre  utili- 
see  par  un  travail  pour  permettre  I'execution  55 
d'un  code  de  programme  dans  le  traitement, 
ledit  travail  (4.n)  signifie  un  phenomene  qui  est 
oriente  vers  ledit  traitement  afin  qu'un  procede 

dans  un  objet  detenu  par  le  traitement  soit  exe- 
cute,  un  travail  etant  aussi  capable  de  creer  de 
nouveaux  travaux  orientes  vers  d'autres  traite- 
ments  ou  vers  un  traitement  qui  lui  est  propre, 
et  dans  lequel  : 
ledit  traitement  fournit  au  travail  des  ressources 
et  synchronise  des  travaux  en  permettant 
d'executer  un  seul  travail  a  la  fois, 

caracterise  par  un  moyen  sous  la  forme  de  co- 
de,  incluant  : 

un  premier  moyen  (6,  74,  76,  78)  destine  a  rea- 
liser  des  liaisons  de  transmission  bidirection- 
nelle  entre  des  traitements  (2)  ; 
un  deuxieme  moyen  (6,  66,  70,  76,  78)  destine 
a  permettre  audit  systeme  d'exploitation  d'aller 
de  pair  avec  des  traitements  ayant  des  liaisons, 
et  d'utiliser  aussi  lesdites  liaisons  si  un  traite- 
ment  est  termine  ; 
un  troisieme  moyen  (66,  70,  76,  78)  destine  a 
permettre  audit  systeme  d'exploitation  ou,  dans 
certains  cas  a  un  traitement  lui-meme,  de  de- 
tecter  une  erreur  dans  un  traitement  et  d'y  met- 
tre  fin  ; 
un  quatrieme  moyen  (90,  92)  destine  a  permet- 
tre  audit  systeme  d'exploitation  de  transferer, 
via  lesdites  liaisons,  de  I'information  de  de- 
faillance  concernant  une  defaillance  de  traite- 
ment  ou  d'ordinateur,  et  de  propager  cette  in- 
formation  de  defaillance  dans  toute  une  chaTne 
de  traitements  lies  ;  et 
un  cinquieme  moyen  (92)  destine  a  permettre 
audit  systeme  d'exploitation  de  rendre  compte 
de  ladite  information  de  defaillance  a  des  ap- 
plications  executees  dans  les  traitements  lies 
afin  de  leur  permettre  d'effectuer  des  reprises 
specifiques  d'application. 

7.  Systeme  selon  la  revendication  6,  comprenant  : 

des  mecanismes  de  transmission  ; 
des  acces  (6,  76,  78)  de  traitement  inclus  dans 
ledit  premier  moyen,  par  I'intermediaire  des- 
quels  on  peut  effectuer  une  transmission  entre 
traitements  ; 
des  acces  de  transmission  non  connectes  a  un 
traitement  pour  manipuler  des  erreurs  specifi- 
ques  qui  doivent  etre  traitees  par  lesdits  meca- 
nismes  de  transmission  du  systeme 
d'exploitation  ; 
lesdits  acces  (6,  76,  78)  de  traitement  ayant,  en 
liaison  avec  la  manipulation  d'erreurs,  latache  : 
de  recevoir  une  instruction  de  "suppression"  se 
rapportant  a  son  propre  traitement  et,  tout  en 
executant  cette  instruction,  d'envoyer  un  mes- 
sage  (96)  de  deconnexion  de  liaison,  a  tout  ac- 
ces  lie  (78)  auquel  il  est  lie  ; 
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de  recevoir  des  indications  d'erreur  provenant 
d'autres  acces  de  traitement  et  provenant  de 
n'importe  quel  acces  (98)  de  transmission,  et 
d'appeler  un  code  (92)  dans  lesdits  mecanis- 
mes  de  transmission  pour  lui  transferer  de  Tin-  s 
formation  concernant  I'erreur  dans  une  telle  in- 
dication  d'erreur. 

8.  Systeme  selon  la  revendication  7,  dans  lequel  ledit 
deuxieme  moyen  comprend  des  acces  (6,  76,  78)  10 
de  traitement. 

9.  Systeme  selon  la  revendication  7  ou  8,  dans  lequel 
ledit  troisieme  moyen  comprend  le  systeme  d'ex- 
ploitation  et  des  traitements  (66,  70).  15 

10.  Systeme  selon  I'une  quelconque  des  revendica- 
tions  7  a  9,  dans  lequel  ledit  code  (92)  est  un  code 
de  manipulation  d'exceptions  inclus  dans  ledit  qua- 
trieme  moyen  et  s'executant  toujours  dans  un  trai-  20 
tement,  auquel  il  est  rendu  compte  d'une  erreur,  et 
qui  a  la  fonction  : 

d'etre  appele  dans  le  cas  d'abandon  de  liaison 
et  d'erreurs  de  transmission  ;  25 
de  mettre  fin  a  un  traitement  errone  ;  et 
de  rendre  compte  de  I'erreur  a  un  code  (82)  de 
manipulation  d'erreurs. 

11.  Systeme  selon  I'une  quelconque  des  revendica-  30 
tions  7  a  9,  incluant  des  attributs  (SA)  de  suivi  d'er- 
reur  destines  a  etre  envoyes  d'un  travail  a  un  autre 
dans  une  chaTne  de  traitements  lies. 

12.  Systeme  selon  la  revendication  11,  comprenant  un  35 
moyen  destine  a  permettre  un  changement  des  va- 
leurs  desdits  attributs  (SA)  de  suivi,  a  tout  moment 
au  cours  de  I'execution  d'une  chaTne  de  travaux. 

13.  Systeme  selon  la  revendication  10  ou  11,  dans  le-  40 
quel  ledit  attribut  (SA)  de  suivi  est  associe  a  une 
memoire  tampon  (B)  de  suivi  destinee  a  memoriser 
de  I'information  concernant  des  evenements  dans 
ledit  systeme,  lorsqu'il  est  suivi  par  ledit  attribut,  le- 
dit  systeme  comprenant  un  moyen  destine  a  creer,  45 
au  moyen  de  ladite  information,  un  journal  desdits 
evenements. 

14.  Systeme  selon  I'une  quelconque  des  revendica- 
tions  6  a  1  3,  comprenant  :  so 

une  fonction  de  mise  a  jour  de  systeme  ; 
des  attributs  (UA)  d'information  de  mise  a  jour 
de  systeme,  destines  a  amener,  a  ladite  fonc- 
tion  de  mise  a  jour,  de  I'information  interne  con-  55 
cernant  le  type  de  trafic  circulant  dans  le 
systeme  ; 
un  moyen  transferant  lesdits  attributs  d'infor- 

mation  dans  une  chaTne  de  travaux  pour  per- 
mettre  la  determination  de  la  version  d'un  pro- 
gramme  specifique  a  executer  a  une  occasion 
d'execution  (figure  7). 
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