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(54) PRIORITIZED COMMUNICATION SESSION ESTABLISHMENT IN COMPUTER NETWORKS

(57) Techniques are described for prioritized estab-
lishment of communication sessions. In one example, a
network device parses a configuration file that defines a
plurality of communication sessions of a routing protocol
and includes priority values assigned to the communica-
tion sessions. The network device creates two or more
lists of communication sessions for two or more of the
priority values based on the configuration file, wherein

each list of the two or more lists is created for a particular
priority value of the priority values and defines one or
more communication sessions of the plurality of commu-
nication sessions that are assigned the particular priority
value. The network device then establishes the one or
more communication sessions included in each list of the
two or more lists according to an ordering based on the
priority values associated with the two or more lists.
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Description

TECHNICAL FIELD

[0001] The disclosure relates to networking technolo-
gies, including computer networks and network devices.

BACKGROUND

[0002] A computer network is a collection of intercon-
nected computing devices that can exchange data and
share resources. In a packet-based network, such as an
Ethernet network, the computing devices communicate
data by dividing the data into small blocks called packets,
which are individually routed across the network from a
source device to a destination device. The destination
device extracts the data from the packets and assembles
the data into its original form. Intermediate devices (re-
ferred to as network devices or nodes) are interconnect-
ed so as to provide an infrastructure for forwarding the
packets between computing devices. For example, com-
puter networks may include routers, switches, gateways,
firewalls and a variety of other network devices.
[0003] At a network device, an operating system im-
plements a number of components/features that config-
ure hardware/software resources within the network de-
vice to operate as a router, a switch, a gateway, or the
like. The operating system configures routing and for-
warding of the packets, for example, by invoking a
number of routing protocols. There are instances when
the network device must rely upon the operating system
to reconfigure the network device for the routing and for-
warding of the packets.

SUMMARY

[0004] In general, the disclosure describes techniques
for efficient and prioritized communication session es-
tablishment in computer networks. For example, the dis-
closed techniques allow administrators to assign priority
values to communication sessions defined within a cur-
rent configuration file for a particular routing protocol at
the network device. The current configuration file gener-
ally defines communication sessions and other relation-
ships between the network device and other network de-
vices within the computer network. The configuration file
may be used to establish a group of communication ses-
sions initially and/or to reestablish the group of commu-
nication sessions upon restart of the network device after,
e.g., an unplanned outage or a planned upgrade. When
the network device restarts, in accordance with the dis-
closed techniques, the network device creates different
data structures or lists of the communication sessions
based on the priority values and reestablishes the com-
munication sessions defined in each of the lists for the
particular routing protocol according to an establishment
order based on the priority values associated with the
lists.

[0005] The techniques described in this disclosure in-
clude command line interface (CLI) components (re-
ferred to as "knobs") that the administrator may use to
assign a priority value to each of the communication ses-
sions defined in the configuration file. A dedicated CLI
knob may be used for each routing protocol supported
by the network device to specify priority values of com-
munication sessions of the routing protocol.
[0006] There are a number of inefficiencies present in
current communication session reestablishment tech-
niques. The prioritized communication session establish-
ment techniques described herein either eliminate or at
least mitigate the inefficiencies. To illustrate by way of
example, when an example network device such as an
edge router undergoes a restart, due to an outage or an
upgrade, current techniques consume computing re-
sources to reestablish sessions for a particular routing
protocol without considering negative effects from such
consumption (e.g., system slowdown, traffic loss, and/or
the like) with respect to customer-based prioritization for
services. The negative effects may stem from the net-
work device attempting to reestablish all of the commu-
nication sessions with no ordering scheme or based on
an order in which the communication sessions where
originally configured (i.e., configuration order).
[0007] In general, the techniques described herein pre-
vent or mitigate these negative effects by controlling an
ordering in which the communication sessions are rees-
tablished. By assigning priority values to the communi-
cation sessions, the techniques described herein may
sort the communication sessions according to the priority
values and identify the communication sessions having
a highest priority in order to reestablish them before com-
munication sessions having a lower priority. A CLI knob
as described herein may be implemented by the network
device to enable the assignment of priority values to the
communication sessions defined within a configuration
file. Examples of such communication sessions include
BGP peering sessions and RSVP-signaling sessions but
are not limited to any particular session type or protocol.
BGP and RSVP are examples of protocols that are com-
patible with the techniques described herein. In fact, the
techniques described herein are applicable to a variety
of protocols including routing protocols other than BGP
and RSVP. Other protocols can be Open Shortest Path
First (OSPF), Intermediate System-Intermediate System
(ISIS), Label Distribution Protocol (LDP), Protocol-Inde-
pendent Multicast (PIM), and/or the like.
[0008] In one example, a method includes parsing, by
a network device, a configuration file defining a plurality
of communication sessions of a routing protocol and in-
cluding priority values assigned to the communication
sessions; creating, by the network device, two or more
lists of communication sessions for two or more of the
priority values based on the configuration file, wherein
each list of the two or more lists is created for a particular
priority value of the priority values and defines one or
more communication sessions of the plurality of commu-
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nication sessions that are assigned the particular priority
value; and establishing, by the network device, the one
or more communication sessions defined in each list of
the two or more lists according to an ordering based on
the priority values associated with the two or more lists.
[0009] In another example, a network device includes
processing circuitry configured to parse a configuration
file that defines a plurality of communication sessions of
a routing protocol and includes priority values assigned
to the communication sessions. The network device cre-
ates two or more lists of communication sessions for two
or more of the priority values based on the configuration
file, wherein each list of the two or more lists is created
for a particular priority value of the priority values and
defines one or more communication sessions of the plu-
rality of communication sessions that are assigned the
particular priority value. The network device then estab-
lishes the one or more communication sessions included
in each list of the two or more lists according to an order-
ing based on the priority values associated with the two
or more lists.
[0010] In another example, a computer-readable me-
dium having instructions for causing a programmable
processor to: parse a configuration file defining a plurality
of communication sessions of a routing protocol and in-
cluding priority values assigned to the communication
sessions; create two or more lists of communication ses-
sions for two or more of the priority values based on the
configuration file, wherein each list of the two or more
lists is created for a particular priority value of the priority
values and defines one or more communication sessions
of the plurality of communication sessions that are as-
signed the particular priority value; and establish the one
or more communication sessions defined in each list of
the two or more lists according to an ordering based on
the priority values associated with the two or more lists.
[0011] The details of one or more examples are set
forth in the accompanying drawings and the description
below. Other features, objects, and advantages will be
apparent from the description and drawings, and from
the claims.

BRIEF DESCRIPTION OF DRAWINGS

[0012]

FIG. 1 is a block diagram illustrating an example sys-
tem that operates in accordance with various as-
pects of the techniques described in this disclosure.
FIG. 2 is a block diagram illustrating an example net-
work device that operates in accordance with various
aspects of the techniques described in this disclo-
sure.
FIG. 3 is a flowchart illustrating operations in accord-
ance with various aspects of the techniques de-
scribed in this disclosure.
FIG. 4 is a conceptual diagram illustrating a prioriti-
zation scheme for establishing BGP peering ses-

sions in accordance with various aspects of the tech-
niques described in this disclosure.
FIG. 5 is a conceptual diagram illustrating a prioriti-
zation scheme for establishing RSVP signaled
paths, in accordance with various aspects of the
techniques described in this disclosure.

DETAILED DESCRIPTION

[0013] FIG. 1 is a block diagram illustrating an example
system 2 that operates in accordance with various as-
pects of the techniques described in this disclosure. In
example system 2, provider edge (PE) routers 12A-12C
("PE routers 12") are configured to prioritize session es-
tablishment for at least one customer in accordance with
the techniques of this disclosure. System 2 includes an
example computer network 10 in which PE routers 12
support a network to provide network service and man-
age traffic between source 20 and receivers 21 associ-
ated with customer sites 18A-18D ("customer sites 18").
Each of PE routers 12 couples to one or more customer
sites 18 via customer edge (CE) routers 16A-16D ("CE
routers 16"). In some examples, network 10 is referred
to as a "core" network, and interfaces of PE routers 12
that couple to another PE router 12 may be referred to
as "core-facing" interfaces.
[0014] Computer network 10, for example, may include
an enterprise network, a campus network, a service pro-
vider network, a home network, or another autonomous
system. In any of these examples, remotely located
source 20 and receivers 21A-21C ("receivers 21") within
customer sites 18 may share data via computer network
10. As one example of network 10 as a service provider
network, customer sites 18 are allocated varying service
levels as captured in Service Level Agreements (SLAs).
At least two of customer sites 18 may be separate cus-
tomers that pay for different service levels: A first high
priority customer site 18A is provided a larger resource
allocation than a second low priority customer site 18B.
The techniques described herein extend the customer’s
SLA to the reestablishment of communication sessions,
for example, after a restart of one or more PE routers 12
within network 10. As demonstrated herein, current net-
work devices bring up communication sessions in con-
figuration order, which is an ordering that does not ac-
count for the SLAs actually paid for by customer sites 18.
For example, when a current network device establishes
communication sessions in a same ordering in which the
sessions where originally configured, the high priority
customer site 18A’s communication sessions may be de-
layed, never established, or established with errors. In
contrast, a network device in accordance with the tech-
niques described herein establishes the communication
sessions in priority order such that a paying customer of
a highest QoS has their sessions established first.
[0015] As one example of network 10 as an enterprise
network, each of customer sites 18 may comprise one
or more servers or employee computer terminals located
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in different regions of a single office location. As another
example of network 10 as an enterprise network, each
of customer sites 18 may comprise a remote office loca-
tion of a corporation such that enterprise network 10 may
be extended across a public network, such as the Inter-
net. Although illustrated in FIG. 1 as an enterprise net-
work or a service provider network, the techniques of this
disclosure are applicable to other network types, both
public and private. Examples of other network types in-
clude local area networks (LANs), virtual local area net-
works (VLANs), virtual private networks (VPNs), and the
like. In some examples, computer network 10 may be
coupled to one or more additional private or public net-
works, e.g., the Internet. In other examples, computer
network 10 may comprise the Internet or another public
network. In some cases, computer network 10 may com-
prise a multi-protocol label switching (MPLS) network. In
the illustrated example, computer network 10 includes
PE routers 12. Although not illustrated, network 10 may
include additional edge routers and/or core routers not
shown.
[0016] Each of customer sites 18 may include a local
area network (LAN) or a wide area network (WAN) that
comprises a plurality of subscriber devices, such as desk-
top computers, laptops, workstations, PDAs, wireless de-
vices, network-ready appliances, file servers, print serv-
ers or other devices. In some cases, customer sites 18
may be configured to support multicast traffic, such as
Internet Protocol Television (IPTV), desktop conferenc-
es, corporate broadcasts, music and video web casts,
and other forms of multimedia content.
[0017] In FIG. 1, PE router 12B receives/transmits
packets as a destination/source or operates as an inter-
mediary exchanging packets between network devices,
for example, a local CE, such as CE router 16C, and
another PE, such as PE router 12A. Each packet recep-
tion/transmission involves PE router 12B directing the
packets along a path toward an appropriate destination.
To enable such packet receptions/transmissions, PE
router 12B configures its routing and forwarding compo-
nents with information regarding computer network 10,
such as information describing other routers as well as
paths between PE router 12B and the other routers. Ex-
amples of such information include tables storing map-
pings between identifiers (e.g., names) and addresses
(e.g., Media Access Control (MAC) addresses) for the
other routers and the paths. PE router 12B processes
such information to determine, for instance, which routers
are neighbors/peers (e.g., BGP peers) and which paths
(e.g., label switched paths (LSPs)) include PE router 12B
and therefore, require computing time/resources from PE
router 12B. PE router 12B runs communication sessions
for a number of protocols to generate and then, propagate
such information. As described herein, some example
protocols include Border Gateway Protocol (BGP) and
Resource Reservation Protocol (RSVP).
[0018] To illustrate by way of an example involving
BGP, PE router 12B establishes BGP sessions with its

neighbors to identify internal BGP neighbors (iBGP
peers) such as PE router 12A where path 15 is referred
to as an iBGP path 15, and eBGP neighbors (eBGP
peers) such as CE router 16A where path 17 is referred
to as an eBGP path 17.
[0019] To illustrate by way of an example involving
RSVP, when PE router 12B receives a packet from a
local CE router, for example, from CE router 16C, PE
router 12B examines the possible LSPs toward the pack-
et’s destination that do not go through CE router 16C
from which the packet was received. As the ingress rout-
er, PE router 12B initiates one or more RVSP-signaled
LSPs by communicating signaling messages to interme-
diate router(s) and the egress router. PE router 12B
stores configuration information recording device names
and path names for each eBGP/iBGP peer and each
RSVP-signaled LSP.
[0020] As described herein, PE router 12B prioritizes
establishment of communication sessions such as BGP
or RSVP sessions for high priority customers, for exam-
ple, by enabling assignment of priorities to communica-
tion sessions for at least some of the customers. These
priorities may correspond to a customer’s expected qual-
ity of service as outlined in the customer’s Service Level
Agreement (SLA). To accomplish this prioritization, PE
router 12B instantiates a number of CLI components
(known as knobs) each of which being configured to re-
ceive a command indicating a new priority value to store
in a configuration file or a value to increment/decrement
a current priority value stored in the configuration file.
Each knob may be configured to store a priority value for
communication sessions of a specific protocol or session
type. When an admin invokes through the CLI an exam-
ple knob for assignment of a certain priority value to a
corresponding communication session, PE router 12B
receives the certain priority value and, in response, ac-
cesses the configuration file and identifies at least one
configuration statement that defines the corresponding
communication session. To properly and uniquely iden-
tify through the example knob the corresponding com-
munication session to PE router 12B, the admin may pro-
vide a session parameter when invoking the example
knob with the certain priority value. The at least one iden-
tified configuration statement generally defines parame-
ters for the corresponding communication session and
one or more parameters may match the admin provided
session parameter. Upon accessing the at least one iden-
tified configuration statement, PE router 12B, on behalf
of the example knob, stores the certain priority value
(e.g., as a parameter value) in the at least one identified
configuration statement.
[0021] A first knob may be invoked by an admin to ad-
just a priority value for a specific BGP peer or RSVP-
signaled LSP. The CLI component may include software
code that is executed as part of PE router 12B’s operating
system’s CLI and given a representative command for
an administrator to enter through the CLI. When the rep-
resentative command is entered through the CLI, PE
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router 12B responds by adjusting (e.g., by one (1)) a pri-
ority value for a specific communication session. This
adjustment may be negative or positive and also may
move the specific communication session into a lower or
higher priority classification. To illustrate by way of ex-
ample, if the administrator enters the representative com-
mand including, as arguments, a RSVP-signaled LSP
name and a quantity to increment/decrement, PE router
12B, in response, searches for the LSP name in the con-
figuration file storing communication session configura-
tion information and modifies the corresponding priority
value of the LSP name.
[0022] The present disclosure describes a number of
examples where knobs are leveraged to enable priori-
tized establishment of sessions. One example is the
reconfiguration of a network device, such as PE router
12B. There are a number of circumstances where the
prioritized establishment of sessions provides benefits
to the reconfiguration. One circumstance prompting
reconfiguration is a graceful restart event scheduled for
PE router 12B after which PE router 12B prioritizes es-
tablishment of at least one session amongst the enumer-
ated sessions defined in the above-mentioned configu-
ration information. PE router 12B may sort the sessions
according to priority value and identify one or more ses-
sions having a highest priority value and one or more
sessions having a lower or lowest priority value. Once
identified, PE router 12B directs the establishment of the
one or more identified sessions having the highest priority
value before any other session. In this manner, the one
or more sessions having the lower or lowest priority are
not established (yet), preventing potential problems as-
sociated with their establishment. After confirming suc-
cessful establishment of the highest priority sessions, PE
router 12B resumes establishing the one or more ses-
sions having the lower or lowest priority. As demonstrat-
ed herein, by prioritizing establishment of the sessions
having the highest priority value, PE router 12B mitigates
or completely avoids issues that often arise when the
sessions are established in configuration order. When
bringing up an excessive number of sessions causes a
rush for resources and resource hogging, delaying es-
tablishment of one or more of these sessions may avoid
or mitigate such resource hogging.
[0023] Some current techniques reestablish the rout-
ing protocol sessions in configuration order, which is
done to recreate routing and forwarding data structures
in a same arbitrary ordering at which the structures are
stored in or read from a file when the communication
sessions were originally established. In some scenarios,
however, it may be desirable to prioritize the reestablish-
ment of communication sessions associated with certain
customers to avoid potential delays or errors that may
result from an unplanned or planned reestablishment of
the communication sessions. It is possible for the rees-
tablishment of communication sessions to overwhelm a
network device, for example, when a total number of ses-
sions attempting to be reestablished at a same time con-

sumes critical capacities of resources. As one preventive
measure, PE router 12B may prioritize the establishment
of sessions for higher priority customers first. Hence, PE
router 12B controls an ordering at which session rees-
tablishment is performed by assigning priorities to ses-
sions that are described in the configuration file. In this
manner, PE router 12B may identify one or more sessions
to establish first before any other session.
[0024] FIG. 2 is a block diagram illustrating an example
router 200 that performs various aspects of the tech-
niques described in this disclosure. Router 200 may rep-
resent PE router 12B of FIG. 1, for example, or CE router
16A, as another example. While described with respect
to router 200, the techniques may be implemented by
any other type of network device capable of implementing
at least routing protocols including a resource reservation
protocol (RSVP) or border gateway protocol (BGP).
Thus, while described with respect to router 200, the tech-
niques should not be limited to router 200 described with
respect to the example of FIG. 2.
[0025] In the example of FIG. 2, control unit 202 of
router 200 includes routing component 204 (control
plane) that configures and controls packet forwarding op-
erations applied by packet forwarding component 206
(data plane). In general, router 200 may include control
unit 202 that determines routes of received packets and
forwards the packets accordingly via interface cards
208A-208N ("IFCs 208") that receive and send data units,
such as packet flows, via network links 209A-209N and
210A-210N, respectively.
[0026] Router 200 may include a chassis (not shown)
having a number of slots for receiving a set of cards,
including IFCs 208. Each card may be inserted into a
corresponding slot of the chassis for electrically coupling
the card to routing component 204 via a high-speed
switch (not shown), which may include, for example, a
switch fabric, switchgear, a configurable network switch
or hub, or other high-speed switching mechanisms. IFCs
208 may be coupled to network links 209A-209N and
210A-210N via a number of physical interface ports (not
shown). Generally, IFCs 208 may each represent one or
more network interfaces by which router 200 may inter-
face with links of a network. The above-mentioned ports
are configured to receive network cables to couple router
200 to other network devices that advertise routes ac-
cording to a routing protocol.
[0027] Router 200 may include one or more hardware
processors having dedicated hardware, such as one or
more integrated circuits (ICs), one or more Application
Specific Integrated Circuits (ASICs), one or more Appli-
cation Specific Special Processors (ASSPs), one or more
Field Programmable Gate Arrays (FPGAs), or any com-
bination of one or more of the foregoing examples of ded-
icated hardware, for performing the techniques de-
scribed herein. As used herein, a "processor" or
"processing circuitry" may refer to one or more process-
ing cores or a single CPU processor. Router 200 may
include a main memory. Examples of memory include
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non-transitory computer-readable mediums including
memory such as random-access memory (RAM) (includ-
ing various forms of dynamic RAM (DRAM), e.g., DDR2
SDRAM and DDR3), or static RAM (SRAM), and Flash
memory. A storage disk is a form of fixed or removable
storage medium that can be used to carry or store desired
program code and program data in the form of instruc-
tions or data structures and that can be accessed by a
processor, or any other type of volatile or non-volatile
memory that stores instructions to cause one or more
cores to perform techniques described herein. Examples
of storage device include a disk drive and/or an optical
drive. Other examples of computer-readable media in-
clude transitory media such as carrier waves or storage
media.
[0028] The above-mentioned hardware components
provide a hardware operating environment for a control
unit 202 that performs control plane and, in some cases,
forwarding or data plane functionality for router 200. That
is, in this example, control unit 202 is divided into two
logical or physical "planes" to include a first control or
routing plane ("control plane") and a second data or for-
warding plane ("data plane"). That is, control unit 202
implements two separate functionalities, e.g., the rout-
ing/control and forwarding/data functionalities, either log-
ically, e.g., as separate software instances executing on
the same set of hardware components, or physically,
e.g., as separate physical dedicated hardware compo-
nents that either statically implement the functionality in
hardware or dynamically execute software or a computer
program to implement the functionality.
[0029] Control plane defines control plane functionality
of router 200. The control plane manages and controls
the behavior of the network, including the behavior of
data plane. An operating system (not shown) of the con-
trol plane provides a run-time environment for multiple
different processes each made up of one or more exe-
cution threads. The operating system may represent, for
example, a UNIX operating system derivative such as
Linux or Berkeley Software Distribution (BSD). The op-
erating system may offer libraries and drivers by which
processes may interact with data plane, for example, or
other hardware of router 200, including a file system and
main memory for router 200. Libraries and drivers of the
operating system may include Application Programming
Interfaces (APIs) that provide standard interfaces for de-
velopers to invoke the functionality of operating system
and router 200 exposed by the libraries and drivers. The
operating system may support multi-threading for multi-
ple software execution threads. Although described with
respect to router 200 that includes the data plane for for-
warding packets in accordance with routing information
212 including received routes, the techniques of this dis-
closure are applicable to network devices, such as con-
trollers and route reflectors, that perform control plane
operations but may perform limited data plane operations
with respect to forwarding packets in accordance with
routing information 212 including received routes. In

some cases, the control plane and data plane are not co-
located within a single network device chassis but are
distributed among multiple devices. For example, exam-
ples of router 200 that are controllers may perform the
techniques described herein with respect to route
processing and program, using software-defined net-
work (SDN) techniques, one or more network nodes with
forwarding information to implement the realize the
routes within the network.
[0030] Control unit 202 is configured to execute routing
protocols 216, which represents one or more computer
processes for managing routing information of router 200
by, e.g., executing routing protocols to advertise and re-
ceive routes, processing received routes to resolve next
hops, and in some cases generating forwarding informa-
tion. In the example of router 200, forwarding information
for router 200 is represented by forwarding information
214 of forwarding component (data plane) 206. Other
operations performed by routing protocols 216 may in-
clude computing label-switched paths (LSPs), signaling
LSPs using an LSP signaling protocol, managing routing
instances, managing layer 2 and layer 3 virtual private
networks, and managing multicast groups and comput-
ing multicast distribution trees for multicast traffic, for in-
stance.
[0031] Routing component 204 provides an operating
environment for various routing protocols 216 that exe-
cute at different layers of a network stack as routing pro-
tocol processes (RPPs). Routing protocols may operate
at a network layer of the network stack and are typically
implemented as executable software instructions. Rout-
ing component 204 is responsible for the maintenance
of routing information 212 to reflect the current topology
of a network and other network entities to which router
200 is connected. In particular, routing component 204
may use information received via one or more of the rout-
ing protocols to update routing information 212 to accu-
rately reflect the network topology. Routing protocol mes-
sages are example messages for the communication
sessions described herein. Based upon routing informa-
tion 212, routing protocols 216 generate forwarding in-
formation 214 for storage in forwarding component 206.
[0032] In the example of FIG. 2, RPPs 216 may include
BGP 218 to learn routes from peers and RSVP 220 to
reserve resources at downstream routers for LSPs.
When BGP 218 runs between two peers in the same
autonomous system (AS), BGP 218 is referred to as In-
ternal BGP (iBGP or Interior Border Gateway Protocol);
in contrast, when BGP 218 runs between different au-
tonomous systems, BGP 218 is called External BGP (eB-
GP or Exterior Border Gateway Protocol). The eBGP
peers are typically connected directly, while the iBGP
peers can be interconnected through other intermediate
routers. RPPs 216 may include other routing protocols
(not shown), such as routing information protocol (RIP),
Intermediate System to Intermediate System (IS-IS),
Open Shortest Path First (OSPF), or any other network
protocols.
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[0033] For RSVP-signaled LSPs, routing component
204 runs RSVP 220 to set up the paths and dynamically
assign labels. A RSVP signaling session may involve
configuring PE router 12B as an ingress router and com-
municating RSVP signaling messages (i.e., Path and
Resv messages) between PE router 12B and egress
routers that set up and maintain the RSVP-signaled LSP.
An "ingress router" is a starting point for a given LSP.
Any errors encountered while establishing an LSP are
reported to PE router 12B for diagnostics. In some ex-
amples, the RSVP-signaled LSPs are constrained-path
LSPs where intermediate hops of the LSP are computed
using a constrained shortest path first (CSPF) algorithm.
A constrained shortest path first (CSPF) computation ac-
counts for information provided by the topology informa-
tion from the IS-IS or OSPF link-state routing protocol,
the current network resource utilization determined by
RSVP, and the resource requirements and constraints
of the LSP. Routing component 204 performs CSPF com-
putations to determine a path that is a shortest path ful-
filling a set of constraints. After pruning links that violate
a given set of constraints, routing component 204 runs
the CSPF algorithm and identifies the shortest path. A
constraint could be minimum bandwidth required per link
(also known as bandwidth guaranteed constraint), end-
to-end delay, maximum number of links traversed, in-
clude/exclude nodes, and/or the like. To ensure a cus-
tomer’s SLA, routing component 204 runs the CSPF al-
gorithm where at least some constraints are set to satisfy
the customer’s purchased network resource capacities
(e.g., a minimum bandwidth).
[0034] Routing component 204, by executing the rout-
ing protocol processes (RPPs) 216, identifies existing
routes through the network and determines new routes
through the network. Routing component 204 stores rout-
ing information 212 that includes, for example, routes
through the network (e.g., in routing tables). In some ex-
amples, routing information 212 includes RSVP LSP in-
formation. Forwarding component 206 stores forwarding
information 214 that includes destinations of output links
210. Forwarding information 214 may be generated in
accordance with routing information 212. In some exam-
ples, forwarding information 214 stores MPLS labels and
associated next hops (e.g., in forwarding tables). Routing
component 204 communicates with forwarding compo-
nent 206 and programs forwarding information 214
based on routing information 212.
[0035] Admins may set priority values to control com-
munication session reestablishment when needed such
that sessions having a higher priority are reestablished
over those of lower priority. To facilitate admin-priority
value assignment, routing component 204 provides a
number of knobs 226 which generally are user interface
(UI) components. Each knob 226 may be specific to set-
ting priorities for one communication session type. Rout-
ing component 204 generates a command line interface
(CLI) 228 through which the admin enters commands
and perceives output. To insert or adjust priorities in con-

figuration files 224, the admins invoke respective ones
of CLI knobs 226 by entering their representative com-
mand names into CLI 228. In other examples, a policy
or a script is run to automatically set and later adjust the
priorities in configuration files 224.
[0036] These communication sessions are to be rees-
tablished by way of the prioritized session establishment
techniques described herein. Configuration files 224
store priorities that determine an ordering at which these
communication sessions are to be reestablished. These
priorities may be defined in any level of granularity, such
as a classification system (e.g., high, medium and low)
or a numerical system having a range of values. In some
examples, the stored priorities are numerical values (e.g.,
integers) within a certain range and those values may be
found on a same line or a next line as the configuration
statement indicating at least one parameter of a corre-
sponding communication session, e.g., a BGP peer of a
BGP peering session or an LSP of a RSVP-signaling
sessions. Upon reestablishing the communication ses-
sions, high priority customers have their sessions rees-
tablished first, for example, to ensure a minimum level
of service (quality) and/or avoid or at least mitigate any
potential service disruption.
[0037] In one set of examples involving BGP 218, a
first knob 226 may allow an admin to set a priority value
for each BGP Peer of router 200 within each of a plurality
of BGP groups or to set a priority value applicable to all
BGP Peers of router 200 within a given one of the BGP
groups. The first knob 226 may be configured to define
priority values according to a numerical system where at
least one threshold value distinguishes high priority BGP
Peers from low priority BGP Peers of router 200. In one
example, routing component 204 classifies, by default,
all BGP Peers as medium priority with a pre-determined
priority value and in response to admin invocations of the
first knob 226, either increases or decreases (by a
number) a BGP Peer’s pre-determined medium priority
value to upgrade or degrade that BGP Peer to high pri-
ority or low priority classification, respectively. The first
knob 226 may store such an increase or decrease in a
priority value parameter that is added to a configuration
statement indicating the BGP Peer of a BPG peering ses-
sion. Router 200 engages in prioritized establishment of
BGP peering sessions in response to planned and un-
planned events prompting reestablishment such as re-
starts or upgrades.
[0038] In the example of FIG. 2, configuration files 224
include information describing communication sessions
that were previously established by router 200. An ex-
ample configuration file 224 may include configuration
statements that define such communication sessions in
terms of one or more parameters. Routing component
204 may utilize parameters that uniquely identify the rout-
er 200’s node attributes such as by identifying router
200’s neighbors (e.g., internal and external BGP peers)
and/or router 200’s reserved routes (e.g., RSVP LSPs).
An example configuration statement for a RSVP-signal-
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ing session may include a LSP name, address, etc. as
defining parameters. An example configuration state-
ment for a BGP peering session may include a BGP peer
name, address, etc. as defining parameters.
[0039] In response to a restart or upgrade, routing com-
ponent 204 parses the sessions in configuration order
and sorts into lists 222 the BGP peers according to priority
value. In one example, lists 222 includes a list of BGP
peers having a highest priority, a list of BGP peers having
a medium priority, and a list of BGP peers having a lowest
priority. BGP 218 executes a computing job that proc-
esses the lists 222 in priority order by only establishing
BGP peering sessions for BGP peers of highest priority
and not initiating peering sessions for BGP peers of a
lower priority until the peering sessions for BGP peers of
highest priority are established.
[0040] In one set of examples involving RSVP 220, a
second knob 226 may to allow an admin to set a priority
value for each RSVP-signaled LSP for which router 200
is the ingress router. Similar to the examples for BGP
218, routing component 204 parses the RSVP signaling
sessions in configuration order and sorts into lists 222
the RSVP signaling sessions according to a numerical
system where at least one threshold value distinguishes
high priority RSVP-signaled LSPs from low priority
RSVP-signaled LSPs of router 200. In one example, rout-
ing component 204 classifies, by default, all RSVP-sig-
naled LSPs as medium priority with a pre-determined
priority value and in response to admin invocations of the
second knob 226, either increases or decreases (by a
number) a RSVP-signaled LSP’s pre-determined medi-
um priority value to upgrade or degrade that RSVP-sig-
naled LSP to a high priority or a low priority classification,
respectively. Router 200 is ready for prioritized establish-
ment of RSVP signaling sessions in response to planned
and unplanned events prompting reestablishment such
as restarts or upgrades.
[0041] In one example, lists 222 includes a list of LSPs
having a highest priority, a list of LSPs having a medium
priority, and a list of LSPs having a lowest priority. Routing
component 204 executes a computing job that processes
lists 222 in priority order by only initiating RSVP signaling
sessions for highest priority LSPs and not initiating
RSVP-signaling sessions for LSPs of a lower priority until
the sessions for highest priority LSPs are established. In
one example, RSVP 220 suspends the computing job
before processing the lists 222 until RSVP 220completes
a CSPF computation for the LSPs of highest priority. In
this manner, routing component 204 ensures that the
LSPs are established with the shortest constrained
paths. When the CSPF computations finish, routing com-
ponent 204 initiates the RSVP signaling sessions and
only schedules the LSPs of medium priority when the
high priority RSVP signaling sessions are completed.
[0042] FIG. 3 is a flowchart illustrating example oper-
ations of a network device in accordance with various
aspects of the techniques described in this disclosure.
The example operations are described herein with re-

spect to router 200 of FIG. 2. Similar operations may be
performed by any of PE routers 12 or CE routers 16 of
FIG. 1.
[0043] Router 200 instantiates CLI components known
as knobs 226 to enable assignment of priorities to ses-
sions defined in data files (e.g., configuration files such
as configuration files 224 of FIG. 2) (300). In some ex-
amples, the CLI components enable the above-men-
tioned priority assignment by inserting a priority (e.g., a
priority value) for a particular session or group of sessions
into the configuration files 224. An admin may set a new
priority value or upgrade/downgrade a session to/from a
highest priority such as by incrementing/decrementing a
previous priority value by an amount. In some examples,
when a certain CLI component is invoked with (e.g., one
or more command line arguments including) a priority
value and a session parameter or attribute for searching
configuration statements in the configuration files. By
submitting the session parameter, such as a specific peer
name or path name, and the priority value to the certain
CLI component, router 200 responds by storing the pri-
ority value into one or more configuration statements of
the configuration file 224 corresponding to a specific
communication session or group of sessions for the spe-
cific peer name or path name (302). Therefore, the de-
scription provided in the one or more configuration state-
ments define the specific communication session or
group of sessions in terms of at least one parameter such
as the specific peer name (e.g., a BGP peer name) or
the specific path name (e.g., a RSVP-signaled LSP
name).
[0044] Router 200 generates data structures listing
sessions by priority (304). Each list is a data structure
enumerating a number of sessions of a particular priority.
In one example, router 200 generates a list of high priority
BGP peers and/or a list of high priority RSVP-signaled
LSPs. In another example, router 200 generates a list of
low priority BGP peers and/or a list of low priority RSVP
signaled LSPs. In yet another example, router 200 gen-
erates a list of medium priority BGP peers and/or a list
of medium priority RSVP signaled LSPs and (possibly)
lists of BGP peers and/or RSVP signaled LSPs for other
priorities.
[0045] Router 200 accesses a list of sessions having
a highest priority and establishes those sessions first
(306). In one example, router 200 establishes a BGP
peering session for each high priority BGP peer included
in the above-mentioned list of high priority BGP peers.
In one example of a BGP peering session for a high pri-
ority BGP peer, router 200 exchanges session messages
(e.g., BGP_update messages) with that BGP peer (e.g.,
an internal BGP peer) and use those session messages
to learn routes to destinations behind that BGP peer.
[0046] In another example, router 200 establishes a
RSVP signaling session for each high priority LSP includ-
ed in a list of high priority LSPs. In one example of a
RSVP signaling session for a high priority LSP, router
200 is an ingress router and communicates with an
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egress router session messages reserving resources at
the egress router and each intermediary router.
[0047] Once those sessions are established, router
200 proceeds to establish sessions having lower priority
(308). In one example of a RSVP signaling session for a
low priority LSP in a list of low priority LSPs, router 200
is an ingress router and communicates messages to an
egress router in order to set up the low priority LSP. The
low priority LSP may be a constrained path LSP requiring
a CSPF computation prior to RSVP signaling. In one ex-
ample of a BGP peering session for a low priority BGP
peer, router 200 exchanges session messages (e.g.,
BGP_update messages) with that BGP peer and based
upon those session messages, learns routes to destina-
tions behind that BGP peer. In other examples, router
200 establishes sessions of an intermediary priority (e.g.,
medium priority) before establishing sessions of low pri-
ority.
[0048] FIG. 4 is a conceptual diagram illustrating a pri-
oritization scheme for establishing BGP peers, in accord-
ance with various aspects of the techniques described
in this disclosure. A network device such as a router may
perform prioritized BGP session establishment in accord-
ance with the prioritized scheme of FIG. 4. The network
device is part of a larger network, such as an enterprise
network where customer sites are connected to each oth-
er through a Layer 2/Layer 3 Virtual Private Network
(VPN). Customers receiving network services pay for
varying levels of service from the network and the net-
work device.
[0049] A configuration file, such as one of the config-
uration files 224 of FIG. 2, may store information describ-
ing BGP sessions, such as an enumeration of BGP peers
400 to the network device. As illustrated, BGP peers 400
are separated into groups "G1" through "Gn" of which
each group includes a number of peers. As described
herein, a specific CLI component known as a knob may
be invoked by admins entering priority values to assign
at least one of BGP peers 400. By default, BGP peers
400 are assigned a priority value corresponding to a mid-
dle priority classification or no classification (e.g., "0").
The network device, by the CLI component, receives a
new priority value from an admin and stores the new pri-
ority value in the configuration file, which upgrades or
downgrades a BGP peer 400 from a middle priority clas-
sification to a high priority classification or a low priority
classification. As an example, an admin may enter a com-
mand setting priority values for peer "P-11" and peer "P-
14" to a high priority value and a low priority value, re-
spectively. To enable prioritized establishment of peer
"P-11" over peer "P-14" during a restart for example, peer
"P-11" and peer "P-14" are sorted into different lists.
[0050] The network device parses the above men-
tioned configuration file and generates first list 402 enu-
merating high priority BGP peers for BGP peering ses-
sions and second list 404 enumerating low priority BGP
peers for BGP peering sessions. Any number of data
structures can be designed for first list 402 and second

list 404. Each list 402, 404 of BGP peers may represent
a specific portion of BGP peers 400. As described herein,
the network device initiates BGP peering sessions for
the high priority BGP peers before the low priority BGP
peers. Initially, sessions are only initiated for the high
priority BGP peers and when those sessions are finished,
BGP sessions are initiated for low priority BGP peers. In
one example, low priority BGP peers are removed from
their original groups ("G1" to "Gn") and into new groups
("G1’" to "Gn’") in second list 404. As illustrated in FIG.
4, peer "P-11" remains in original group "G1" due to being
a high priority BGP peer while peer "P-14" is moved to
new group "G1’" due to being a low priority BGP peer.
Because peering sessions for BGP peers in first list 402
are started first, a peering session is established for peer
"P-11" before peer "P-14" to ensure that the peering ses-
sion is not vulnerable to resource hogging, service dis-
ruption, traffic loss, etc.
[0051] The customer’s network service may be vulner-
able to resource hogging, traffic loss, and/or service dis-
ruption, if low priority BGP peers are established around
a same time as the high priority BGP peers. The priori-
tized establishment scheme avoids/reduces the re-
source hogging, traffic loss, and/or service disruption
caused by initiating an excessive number of sessions at
the same time. In network devices having multi-threaded
processors, a thread may be allocated for each BGP
group having sessions to establish from list 402 such that
each thread establishes a peering session for high pri-
ority BGP peers from a respective BGP group. List 402
and list 404 are handled separately while the BGP groups
within the lists are handled in parallel.
[0052] In response to a graceful restart, current net-
work devices establish peering sessions in configuration
order and as such, eBGP Peering sessions may be ini-
tiated first to exchange routes with BGP Peers, causing
device processor (e.g., CPU) usage to substantially in-
crease (e.g., spike), for example, due to high update ex-
change/processing. The eBGP Peering sessions may
cause a delay in iBGP Peering re-establishment. In this
case, when the graceful restart period expires and stale
routes are deleted, a majority of the stale routes may
include those routes that were originally learnt via iBGP
Peering. As a result, Layer 2/Layer 3 VPN services are
impacted and a network churn leads to traffic loss. Until
the network’s core converges, eBGP peering sessions
may be postponed. The prioritization scheme of FIG. 4
prevents or mitigates these issues by prioritizing estab-
lishment of high-priority BGP peering sessions (regard-
less of whether between iBGP peers or eBGP peers are
high priority).
[0053] FIG. 5 is a conceptual diagram illustrating a pri-
oritization scheme for establishing RSVP signaled paths,
in accordance with various aspects of the techniques de-
scribed in this disclosure. A network device such as a
router (e.g., router 200 of FIG. 2) may perform prioritized
RSVP LSP establishment, in accordance with the prior-
itized scheme of FIG. 5, on LSPs provided in configura-
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tion file 500.
[0054] The network device parses information describ-
ing sessions stored in configuration file 500. In one ex-
ample, the network device sorts LSPs according to pri-
ority (e.g., classifications such as High, Medium, or Low
or numerical values such a positive integer between zero
(0) and one hundred (100)). The network device may
generate lists of RSVP signaled LSPs (or LSPs) where
each list enumerates LSPs having a particular priority.
These lists may be stored in session lists 502 and used
by the network device in establishing RSVP LSPs. As
illustrated, session lists 502 includes separate lists for
high, medium, and low priority LSPs, and in that order,
each of these lists undergoes reconfiguration or "recon-
fig" job 504. In one example, LSP_change_list for high
priority LSPs includes at least LSP2 and LSPn and those
LSPs are enqueued for CSPF job 506A after suspending
reconfig job 504A. When CSPF job 506A completes com-
putations on at least LSP2 and LSPn, the network device
invokes RSVP signaling 508A to reestablish at least
LSP2 and LSPn and reschedules reconfig job 504A.
[0055] After checking that the LSP change list is empty
and the CSPF computations are done for all high priority
LSPs, network device terminates reconfig job 504A and
starts reconfig job 504B for LSP_Change_List for LSPs
of medium priority. Similar to reconfig job 504A, reconfig
job 504B is suspended in order to enqueue the LSPs of
medium priority into CSPF job 506B. When the CSPF
computations are finished, RSVP signaling 508B is initi-
ated for the LSPs of medium priority, causing the sus-
pension of reconfig job 504B to be lifted. After determin-
ing the LSP_Change List for LSPs of medium priority is
empty, reconfig job 504B is terminated and reconfig job
504C is started.
[0056] In a similar fashion, reconfig job 504C is sus-
pended in order to enqueue the LSPs of low priority into
CSPF job 506C. When the CSPF computations are fin-
ished, RSVP signaling 508C is initiated for the LSPs of
low priority and suspension of reconfig job 504C is lifted
by network device. When the RSVP signaling 508C fin-
ishes reserving resources at intermediate and egress
routers, reconfig job 504C terminates.
[0057] In response to a graceful restart, current net-
work devices perform LSP establishment in configuration
order and as such, establishment of sessions of low pri-
ority LSPs may start before or at a same time as high
priority LSPs, most likely resulting in service disruption
for a high priority customer and possibly a low priority
customer. In some instances, low priority LSPs are pre-
empted by high priority LSPs, further disrupting customer
network service and (possibly) causing additional prob-
lems such as when the current network device sets up
the pre-empted low priority LSPs via an alternate path.
In addition, because of bandwidth restrictions caused by
setting up the low priority LSPs, the reservations for the
high priority LSPs cannot be satisfied. The prioritization
scheme of FIG. 5 prevents or mitigates these issues by
prioritizing establishment of high priority RSVP-signaled

LSPs peers over lower priority LSPs. This prioritization
scheme may improve network convergence time.
[0058] FIG. 4 and FIG. 5 above illustrate prioritization
schemes for establishment of RSVP signaled LSPs and
BGP peers (e.g., iBGP peers). These prioritization
schemes, with little or no adaption, can be applied to
communication sessions of other protocols. BGP peering
sessions and RSVP-signaling sessions are only exam-
ples of applicable communication sessions. Network de-
vice software/hardware components comply with a wide
range of technical configurations and protocols, and for
at least that reason, enable prioritization schemes for a
substantial number of protocols. Network devices imple-
menting the techniques described herein are not limited
to any particular session type or protocol. Other applica-
ble protocols may include Open Shortest Path First
(OSPF), Intermediate System-Intermediate System
(ISIS), Label Distribution Protocol (LDP), Protocol-Inde-
pendent Multicast (PIM), and/or the like.
[0059] Thus, from one perspective, techniques are de-
scribed for prioritized establishment of communication
sessions. In one example, a network device parses a
configuration file that defines a plurality of communication
sessions of a routing protocol and includes priority values
assigned to the communication sessions. The network
device creates two or more lists of communication ses-
sions for two or more of the priority values based on the
configuration file, wherein each list of the two or more
lists is created for a particular priority value of the priority
values and defines one or more communication sessions
of the plurality of communication sessions that are as-
signed the particular priority value. The network device
then establishes the one or more communication ses-
sions included in each list of the two or more lists accord-
ing to an ordering based on the priority values associated
with the two or more lists.
[0060] Examples of the present disclosure are set out
in the following numbered clauses:

1. A method comprising:

parsing, by a network device, a configuration file
defining a plurality of communication sessions
of a routing protocol and including priority values
assigned to the communication sessions;
creating, by the network device, two or more lists
of communication sessions for two or more of
the priority values based on the configuration
file, wherein each list of the two or more lists is
created for a particular priority value of the pri-
ority values and defines one or more communi-
cation sessions of the plurality of communication
sessions that are assigned the particular priority
value; and
establishing, by the network device, the one or
more communication sessions defined in each
list of the two or more lists according to an or-
dering based on the priority values associated
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with the two or more lists.

2. The method of clause 1, wherein the routing pro-
tocol comprises one of a border gateway protocol
(BGP) or a resource reservation protocol (RSVP).

3. The method of clause 1 or clause 2, further com-
prising receiving, by a command line interface (CLI)
component of the network device, the priority values
for the communication sessions and storing the pri-
ority values in configuration statements in the con-
figuration file, wherein each configuration statement
indicates at least one parameter of a corresponding
communication session.

4. The method of any preceding clause wherein es-
tablishing, by the network device, the one or more
communication sessions further comprises creating
a first list of the two or more lists from the communi-
cation sessions defined in the configuration file,
wherein the first list comprises an enumeration of
communication sessions corresponding to a first pri-
ority value, and establishing the communication ses-
sions corresponding to the first priority value before
communication sessions corresponding to another
priority value.

5. The method of clause 4 further comprising creat-
ing a second list of the two or more lists from the
communication sessions defined in the configuration
file, wherein the second list comprises an enumera-
tion of communication sessions corresponding to a
second priority value, and establishing the commu-
nication sessions corresponding to the second pri-
ority value after the communication sessions corre-
sponding to the first priority value, wherein the sec-
ond priority value indicates a lower priority than the
first priority value.

6. The method of any of clauses 1 to 3, wherein the
plurality of communication sessions comprise a plu-
rality of border gateway protocol (BGP) peering ses-
sions, wherein the configuration file defines each of
the plurality of BGP peering sessions with one or
more configuration statements indicating a BGP
peer and a priority value of the corresponding BGP
peering session, and wherein establishing, by the
network device, the one or more communication ses-
sions further comprises:

establishing a BGP peering session between
the network device and each BGP peer included
in a first list of the two or more lists, the first list
indicating BGP peers having a first priority value;
and
establishing a BGP peering session between
the network device and each BGP peer included
in a second list of the two or more lists, the sec-

ond list indicating BGP peers having a second
priority value that indicates a lower priority than
the first priority value.

7. The method of any of clauses 1 to 3, wherein the
plurality of communication sessions comprise a plu-
rality of resource reservation protocol (RSVP)-sign-
aling sessions, wherein the configuration file defines
each of the plurality of RSVP-signaling sessions with
one or more configuration statements indicating a
label switched path (LSP) and a priority value of the
corresponding RSVP-signaling session, and where-
in establishing, by the network device, the one or
more communication sessions further comprises:

establishing a RSVP-signaling session for each
LSP included in a first list of the two or more lists,
the first list indicating LSPs having a first priority
value; and
establishing a RSVP-signaling session for each
LSP included in a second list of the two or more
lists, the second list indicating LSPs having a
second priority value that indicates a lower pri-
ority than the first priority value.

8. The method of clause 7, wherein a first process
performs the establishing of the RSVP-signaling
session for each LSP included in the first list and a
second process performs the establishing of the
RSVP-signaling session for each LSP included in
the second list, wherein establishing, by the network
device, the one or more communication sessions fur-
ther comprises:

suspending the first process until a constrained
shortest path first (CSPF) computation for each
LSP included in the first list is completed; and
starting the second process when the first proc-
ess is completed.

9. A network device comprising:
processing circuitry configured to:

parse a configuration file defining a plurality of
communication sessions of a routing protocol
and including priority values assigned to the
communication sessions;
create two or more lists of communication ses-
sions for two or more of the priority values based
on the configuration file, wherein each list of the
two or more lists is created for a particular priority
value of the priority values and defines one or
more communication sessions of the plurality of
communication sessions that are assigned the
particular priority value; and
establish the one or more communication ses-
sions defined in each list of the two or more lists
according to an ordering based on the priority

19 20 



EP 3 913 873 A1

12

5

10

15

20

25

30

35

40

45

50

55

values associated with the two or more lists.

10. The network device of clause 9, wherein the rout-
ing protocol comprises one of a border gateway pro-
tocol (BGP) or a resource reservation protocol
(RSVP).

11. The network device of clause 9 or clause 10,
wherein the processing circuitry is further configured
to instantiate command line interface (CLI) compo-
nents configured to receive and store the priority val-
ues for the communication sessions in configuration
statements in the configuration file, wherein each
configuration statement indicates at least one pa-
rameter of a corresponding communication session.

12. The network device of any of clauses 9 to 11,
wherein the processing circuitry is further configured
to create a first list of the two or more lists from the
communication sessions in the configuration file,
wherein the first list comprises an enumeration of
communication sessions corresponding to a first pri-
ority value, and establish the communication ses-
sions corresponding to the first priority value before
communication sessions corresponding to another
priority value.

13. The network device of clause 12, wherein the
processing circuitry is further configured to create a
second list of the two or more lists from the commu-
nication sessions defined in the configuration file,
wherein the second list comprises an enumeration
of communication sessions corresponding to a sec-
ond priority value, and establish the communication
sessions corresponding to the second priority value
after the communication sessions corresponding to
the first priority value, wherein the second priority
value indicates a lower priority than the first priority
value.

14. The network device of any of clauses 9 to 13,
wherein the plurality of communication sessions
comprise a plurality of border gateway protocol
(BGP) peering sessions, wherein the configuration
file defines each of the plurality of BGP peering ses-
sions with one or more configuration statements in-
dicating a BGP peer and a priority value of the cor-
responding BGP peering session, and wherein the
processing circuitry is further configured to establish
a BGP peering session between the network device
and each BGP peer included in a first list of the two
or more lists, the first list indicating BGP peers having
a first priority value; and establish a BGP peering
session between the network device and each BGP
peer included in a second list of the two or more lists,
the second list indicating BGP peers having a second
priority value that indicates a lower priority than the
first priority value.

15. The network device of any of clauses 9 to 14,
wherein the plurality of communication sessions
comprise a plurality of resource reservation protocol
(RSVP)-signaling sessions, wherein the configura-
tion file defines each of the plurality of RSVP-sign-
aling sessions with one or more configuration state-
ments indicating a label switched path (LSP) and a
priority value of the corresponding RSVP-signaling
session and wherein the processing circuitry is fur-
ther configured to establish a RSVP-signaling ses-
sion for each LSP included in a first list of the two or
more lists, the first list indicating LSPs having a first
priority value; and establish a RSVP-signaling ses-
sion for each LSP included in a second list of the two
or more lists, the first list defining LSPs having a sec-
ond priority value that indicates a lower priority than
the first priority value.

16. A computer-readable medium comprising in-
structions for causing a programmable processor to:

parse a configuration file defining a plurality of
communication sessions of a routing protocol
and including priority values assigned to the
communication sessions;
create two or more lists of communication ses-
sions for two or more of the priority values based
on the configuration file, wherein each list of the
two or more lists is created for a particular priority
value of the priority values and defines one or
more communication sessions of the plurality of
communication sessions that are assigned the
particular priority value; and
establish the one or more communication ses-
sions defined in each list of the two or more lists
according to an ordering based on the priority
values associated with the two or more lists.

17. The computer-readable medium of clause 16,
wherein the instructions cause the processor to:
establish a BGP peering session for each high pri-
ority BGP peer included in a first list of the two or
more lists, the first list defining BGP peers having at
least one first priority value; and establish a BGP
peering session for each low priority BGP peer in-
cluded in a second list of the two or more lists, the
first list defining BGP peers having at least one sec-
ond priority value.

18. The computer-readable medium of clause 16 or
clause 17, wherein the instructions cause the proc-
essor to:
establish a RSVP-signaling session each LSP in-
cluded in a first list of the two or more lists, the first
list defining LSPs having a first priority value; and
establishing a RSVP-signaling session for each LSP
included in a second list of the two or more lists, the
second list defining LSPs having a second priority

21 22 



EP 3 913 873 A1

13

5

10

15

20

25

30

35

40

45

50

55

value that indicates a lower priority than the first pri-
ority value.

19. The computer-readable medium of any of claus-
es 16 to 18, wherein the instructions cause the proc-
essor to:
create a first list of the two or more lists from the
communication sessions in the configuration file,
wherein the first list comprises an enumeration of
communication sessions corresponding to a first pri-
ority value, and establish the communication ses-
sions corresponding to the first priority value before
communication sessions corresponding to another
priority value.

20. The computer-readable medium of clause 19,
wherein the instructions cause the processor to:
create a second list of the two or more lists from the
communication sessions defined in the configuration
file, wherein the second list comprises an enumera-
tion of communication sessions corresponding to a
second priority value, and establish the communica-
tion sessions corresponding to the second priority
value after the communication sessions correspond-
ing to the first priority value, wherein the second pri-
ority value indicates a lower priority than the first pri-
ority value.

Claims

1. A method comprising:

parsing, by a network device, a configuration file
defining a plurality of communication sessions
of a routing protocol and including priority values
assigned to the communication sessions;
creating, by the network device, two or more lists
of communication sessions for two or more of
the priority values based on the configuration
file, wherein each list of the two or more lists is
created for a particular priority value of the pri-
ority values and defines one or more communi-
cation sessions of the plurality of communication
sessions that are assigned the particular priority
value; and
establishing, by the network device, the one or
more communication sessions defined in each
list of the two or more lists according to an or-
dering based on the priority values associated
with the two or more lists.

2. The method of claim 1, wherein the routing protocol
comprises one of a border gateway protocol (BGP)
or a resource reservation protocol (RSVP).

3. The method of claim 1 further comprising receiving,
by a command line interface (CLI) component of the

network device, the priority values for the communi-
cation sessions and storing the priority values in con-
figuration statements in the configuration file, where-
in each configuration statement indicates at least
one parameter of a corresponding communication
session.

4. The method of any of claims 1-3 wherein establish-
ing, by the network device, the one or more commu-
nication sessions further comprises creating a first
list of the two or more lists from the communication
sessions defined in the configuration file, wherein
the first list comprises an enumeration of communi-
cation sessions corresponding to a first priority value.

5. The method of claim 4 wherein establishing, by the
network device, the one or more communication ses-
sions further comprises establishing the communi-
cation sessions corresponding to the first priority val-
ue before communication sessions corresponding
to another priority value.

6. The method of claim 5 further comprising creating a
second list of the two or more lists from the commu-
nication sessions defined in the configuration file,
wherein the second list comprises an enumeration
of communication sessions corresponding to a sec-
ond priority value.

7. The method of claim 6 wherein establishing, by the
network device, the one or more communication ses-
sions further comprises establishing the communi-
cation sessions corresponding to the second priority
value after the communication sessions correspond-
ing to the first priority value, wherein the second pri-
ority value indicates a lower priority than the first pri-
ority value.

8. The method of any of claims 1-3, wherein the plurality
of communication sessions comprise a plurality of
border gateway protocol (BGP) peering sessions,
wherein the configuration file defines each of the plu-
rality of BGP peering sessions with one or more con-
figuration statements indicating a BGP peer and a
priority value of the corresponding BGP peering ses-
sion.

9. The method of claim 8, wherein establishing, by the
network device, the one or more communication ses-
sions further comprises:

establishing a BGP peering session between
the network device and each BGP peer included
in a first list of the two or more lists, the first list
indicating BGP peers having a first priority value;
and
establishing a BGP peering session between
the network device and each BGP peer included
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in a second list of the two or more lists, the sec-
ond list indicating BGP peers having a second
priority value that indicates a lower priority than
the first priority value.

10. The method of any of claims 1-3, wherein the plurality
of communication sessions comprise a plurality of
resource reservation protocol (RSVP)-signaling ses-
sions, wherein the configuration file defines each of
the plurality of RSVP-signaling sessions with one or
more configuration statements indicating a label
switched path (LSP) and a priority value of the cor-
responding RSVP-signaling session.

11. The method of claim 10, wherein establishing, by the
network device, the one or more communication ses-
sions further comprises:

establishing a RSVP-signaling session for each
LSP included in a first list of the two or more lists,
the first list indicating LSPs having a first priority
value; and
establishing a RSVP-signaling session for each
LSP included in a second list of the two or more
lists, the second list indicating LSPs having a
second priority value that indicates a lower pri-
ority than the first priority value.

12. The method of claim 11, wherein a first process per-
forms the establishing of the RSVP-signaling ses-
sion for each LSP included in the first list and a sec-
ond process performs the establishing of the RSVP-
signaling session for each LSP included in the sec-
ond list.

13. The method of claim 12, wherein establishing, by the
network device, the one or more communication ses-
sions further comprises:

suspending the first process until a constrained
shortest path first (CSPF) computation for each
LSP included in the first list is completed; and
starting the second process when the first proc-
ess is completed.

14. A computing device comprising means for perform-
ing the method recited by any of claims 1-13.

15. A computer-readable storage medium encoded with
instructions for causing one or more programmable
processors to perform the method recited by any of
claims 1-13.
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