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(57) A configuration that performs lock control such
as unlocking of IC card function providing applications in
various types of fine condition setting is realized. The
configuration has a control section that executes lock
control including a locking process in which use of an IC
card function providing application is disabled and a lock
unlocking process in which use of the IC card function
providing application is enabled. On the basis of acqui-
sition information of a lock unlocking decision application

that is an application different from the IC card function
providing application, the control section executes the
lock control of the IC card function providing application.
For example, in a case where a step count of a user
counted by a step counting application has exceeded a
specified step count that is a prespecified lock unlocking
condition, the control section executes the lock unlocking
process of the IC card function providing application.
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Description

[Technical Field]

[0001] The present disclosure relates to an information
processing apparatus, an information processing sys-
tem, an information processing method, and a program.
More specifically, the present disclosure relates to an
information processing apparatus, an information
processing system, an information processing method,
and a program for performing an unauthorized use pre-
vention process or a locking process in payment trans-
actions and the like carried out by using an information
processing apparatus such as a smartphone or a wear-
able device having IC card functions.

[Background Art]

[0002] In recent years, mobile terminals such as smart-
phones, wrist-watch type wearable devices, and the like
having electronic money functions, what is called IC card
functions, such as payment functions, charge functions
and furthermore credit card functions have been used
increasingly.
[0003] By using those terminals (information process-
ing apparatuses) having IC card functions, it becomes
possible to simply make a payment for shopping or to
eat and drink, and so on, or get on a train or a bus, without
carrying cash.
[0004] By bringing IC cards or terminals having IC card
functions close to reader/writers (R/W) and causing the
IC cards or terminals and the reader/writers (R/W) to ex-
ecute proximity communication between them, it is pos-
sible to perform authentication processes, payment proc-
esses, and the like.
[0005] By the proximity communication, the read-
er/writers perform processes including a process of sub-
tracting a paid amount of money from the balance of elec-
tronic money recorded on a (non-contact type) IC card
or terminal and writing in a necessary log on the card or
terminal, and a process of reading out an ID number re-
corded on the (non-contact type) IC card or terminal, and
authenticating the IC card or terminal.
[0006] Many of those (non-contact type) IC card serv-
ices can be used by a user only bringing a target card or
a terminal close to a reader/writer, and the user is not
asked to input a PIN code or to sign at the time of use.
[0007] Accordingly, there is a problem about IC cards,
smartphones, and wearable devices such as wrist-watch
type wearable devices that they are unauthorizedly used
by others who are not the owners of the cards or termi-
nals.
[0008] Conventional technologies disclosing configu-
rations for preventing such unauthorized use include the
following documents, for example.
[0009] PTL 1 (Japanese Patent Laid-open No.
2015-194988) discloses a wearable device and a wear-
able-device control method. This document discloses a

terminal that has wearing sensing means that senses
whether or not a wearable device is worn on a body. The
terminal performs lock control by which the wearable de-
vice is locked in a case where it is not sensed that the
terminal is worn on a body in a state where the wearable
device is not locked, and the wearable device is not
locked in a case where it is sensed that the terminal is
worn on a body in the state where the wearable device
is not locked.
[0010] In addition, PTL 2 (Japanese Patent Laid-open
No. 2009-152875) discloses a mobile terminal having a
non-contact type IC card function section mounted ther-
eon whose IC card function is locked in the normal state.
In this configuration, lock unlocking control of the IC card
function is performed by analyzing whether or not a but-
ton-pushing pattern of a user on the mobile terminal
matches a registered pattern.
[0011] Furthermore, PTL 3 (Japanese Patent Laid-
open No. 2016-153959) discloses a configuration in
which analysis of acceleration of a wearable device is
performed, it is decided whether or not the acceleration
matches preregistered acceleration information, and a
lock is unlocked only in a case where they match.
[0012] However, the configurations described in those
conventional technologies merely disclose configura-
tions in which it is determined whether or not a device
user is a registered user and use by those other than
registered users is prohibited.
[0013] In one actual supposed use form of a smart-
phone or a wearable device, for example, in some cases,
one wants her/his child to carry the smartphone or the
wearable device and wants to set the smartphone or the
wearable device such that use of the smartphone or the
wearable device is permitted at a store in an area near
a school and is prohibited in other areas.
[0014] In addition, in another supposed use form, one
wants to tolerate daytime use but wants to prohibit night-
time use.
[0015] The configurations disclosed in the convention-
al technologies described above cannot realize such fine
control.

[Citation List]

[Patent Literature]

[0016]

[PTL 1]
Japanese Patent Laid-open No. 2015-194988
[PTL 2]
Japanese Patent Laid-open No. 2009-152875
[PTL 3]
Japanese Patent Laid-open No. 2016-153959
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[Summary]

[Technical Problem]

[0017] The present disclosure has been made in view
of the problems mentioned above, for example, and an
object of the present disclosure is to provide an informa-
tion processing apparatus, an information processing
system, an information processing method, and a pro-
gram that make it possible to perform control of a lock
function which is a function to restrict use of an informa-
tion processing apparatus such as a smartphone or a
wearable device having IC card functions in accordance
with finer conditions and situations.

[Solution to Problem]

[0018] A first aspect of the present disclosure resides
in an information processing apparatus including

a storage section configured to store a first applica-
tion, and
a control section configured to acquire sensor infor-
mation from an installed sensor and execute lock
control of disabling use of the first application by pro-
hibiting access to the storage section on a basis of
the acquired sensor information.

[0019] Furthermore, a second aspect of the present
disclosure resides in an information processing system
including

a first information processing apparatus, and
a wearable device, in which
the wearable device is a device that is able to use a
first application,
the first information processing apparatus transmits,
to the wearable device, lock unlocking condition in-
formation to be used when lock control including a
locking process of disabling use of the first applica-
tion of the wearable device and a lock unlocking proc-
ess of enabling use of the first application of the wear-
able device is executed, and
the wearable device

receives the lock unlocking condition informa-
tion from the first information processing appa-
ratus, and stores the lock unlocking condition
information on a memory, and
compares acquisition information of a lock un-
locking decision application that is an applica-
tion different from the first application and the
lock unlocking condition information stored on
the memory and executes lock control of the first
application.

[0020] Furthermore, a third aspect of the present dis-
closure resides in an information processing method ex-

ecuted in an information processing apparatus, in which

the information processing apparatus has a storage
section storing a first application, and
a control section acquires sensor information from
an installed sensor and executes lock control of the
first application of disabling use of the first application
by prohibiting access to the storage section on a ba-
sis of the acquired sensor information.

[0021] Furthermore, a fourth aspect of the present dis-
closure resides in an information processing method ex-
ecuted in an information processing system having a first
information processing apparatus, and a wearable de-
vice, in which

the wearable device is a device that is able to use a
first application,
the first information processing apparatus transmits,
to the wearable device, lock unlocking condition in-
formation to be used when lock control including a
locking process of disabling use of the first applica-
tion of the wearable device and a lock unlocking proc-
ess of enabling use of the first application of the wear-
able device is executed, and
the wearable device

receives the lock unlocking condition informa-
tion from the first information processing appa-
ratus and stores the lock unlocking condition in-
formation on a memory, and
compares acquisition information of a lock un-
locking decision application which is an applica-
tion different from the first application and the
lock unlocking condition information stored on
the memory and executes lock control of the first
application.

[0022] Furthermore, a fifth aspect of the present dis-
closure resides in a program causing information
processing to be executed in an information processing
apparatus, in which

the information processing apparatus has a storage
section storing a first application, and
the program causes a control section to acquire sen-
sor information from an installed sensor and execute
lock control of the first application of disabling use
of the first application by prohibiting access to the
storage section on a basis of the acquired sensor
information.

[0023] Note that, for example, the program of the
present disclosure is a program that can be provided in
a storage medium or a communication medium that pro-
vides, in a computer-readable format, various program
codes to an information processing apparatus or a com-
puter system that can execute those various program
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codes. By providing such a program in the computer-
readable format, processes according to the program are
realized on the information processing apparatus or the
computer system.
[0024] Still other objects, features, and merits of the
present disclosure will become apparent from more de-
tailed explanations based on embodiments and attached
diagrams of the present disclosure mentioned below.
Note that, in this specification, systems are a logical col-
lective configuration of a plurality of apparatuses, but are
not limited to ones having apparatuses of individual con-
figurations that are located in the same housing.
[0025] According to the configuration of one embodi-
ment of the present disclosure, a configuration that per-
forms lock control such as unlocking of IC card function
providing applications in various types of fine condition
setting is realized.
[0026] Note that the advantages described in this spec-
ification are presented merely for illustration, but not for
limitation, and there may be additional effects.

[Brief Description of Drawings]

[0027]

[FIG. 1]
FIG. 1 is a diagram for explaining the overview of an
IC card function locking process.
[FIG. 2]
FIG. 2 is a diagram for explaining one example of an
IC card function locking process and unlocking proc-
ess of a wearable device.
[FIG. 3]
FIG. 3 is a diagram for explaining the overview of IC
card function lock control in an information process-
ing apparatus of the present disclosure.
[FIG. 4]
FIG. 4 is a diagram for explaining the overview of
the IC card function lock control in the information
processing apparatus of the present disclosure.
[FIG. 5]
FIG. 5 is a diagram depicting a flowchart for explain-
ing an example of condition setting of a second lock
for the information processing apparatus and a lock
control process sequence according to the setting.
[FIG. 6]
FIG. 6 is a diagram for explaining an example of a
process of controlling the second lock on the basis
of acquisition information of a plurality of applica-
tions.
[FIG. 7]
FIG. 7 is a diagram for explaining a sequence of IC
card function lock control of a smartphone.
[FIG. 8]
FIG. 8 is a diagram for explaining the sequence of
the IC card function lock control of the smartphone.
[FIG. 9]
FIG. 9 is a diagram for explaining an example of var-

ious applications that are stored on the information
processing apparatus (user terminal) of the present
disclosure and provide IC card functions.
[FIG. 10]
FIG. 10 is a diagram for explaining a specific example
of lock control executed by the information process-
ing apparatus of the present disclosure.
[FIG. 11]
FIG. 11 is a diagram for explaining a specific example
of the lock control executed by the information
processing apparatus of the present disclosure.
[FIG. 12]
FIG. 12 is a diagram depicting a configuration exam-
ple of the information processing apparatus of the
present disclosure.
[FIG. 13]
FIG. 13 is a diagram depicting a configuration exam-
ple of a secure element of the information processing
apparatus of the present disclosure.
[FIG. 14]
FIG. 14 is a diagram for explaining one example of
a state transition process of an IC card function pro-
viding application stored on the information process-
ing apparatus of the present disclosure.
[FIG. 15]
FIG. 15 is a diagram for explaining a data example
of second-lock unlocking condition information
stored on a memory of the information processing
apparatus.
[FIG. 16]
FIG. 16 is a diagram depicting a flowchart for ex-
plaining a sequence of an initial setting process of a
wearable device.
[FIG. 17]
FIG. 17 is a diagram depicting a flowchart for ex-
plaining a sequence of a first-lock unlocking process
of the wearable device.
[FIG. 18]
FIG. 18 is a diagram depicting a flowchart for ex-
plaining a sequence of a second-lock unlocking con-
dition setting process for the wearable device.
[FIG. 19]
FIG. 19 is a diagram depicting a flowchart for ex-
plaining a sequence of a first-lock and second-lock
unlocking process of the wearable device.
[FIG. 20]
FIG. 20 is a diagram depicting a flowchart for ex-
plaining a sequence of a second-lock unlocking con-
dition deletion process of the wearable device.
[FIG. 21]
FIG. 21 is a diagram depicting a flowchart for ex-
plaining a sequence of a lock unlocking process of
the wearable device on the basis of command input
from a reader/writer.
[FIG. 22]
FIG. 22 is a diagram for explaining a configuration
example of the information processing apparatus.
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[Description of Embodiments]

[0028] Hereinafter, details of an information process-
ing apparatus, an information processing system, an in-
formation processing method, and a program of the
present disclosure are explained with reference to the
diagrams. Note that the explanation is given in accord-
ance with the following items.

1. About Overview of IC Card Function Locking Proc-
ess
2. About IC Card Function Locking Process in Infor-
mation Processing Apparatus of Present Disclosure
3. About Example of Condition Setting of Second
Lock that can be Set by User and Specific Example
of Lock Control Process
4. About Process Example of IC Card Function Lock
Control of Smartphone
5. About Specific Examples of IC Card Function Pro-
viding Applications to be Locking Targets
6. About Configuration Example of Information
Processing Apparatus
7. About Sequences of Processes Executed by In-
formation Processing Apparatus
8. About Other Embodiments
9. About Hardware Configuration Example of Infor-
mation Processing Apparatus
10. Summary of Configuration of Present Disclosure

[1. About Overview of IC Card Function Locking Process]

[0029] First, the overview of an IC card function locking
process is explained with reference to FIG. 1, and sub-
sequent diagrams.
[0030] There is a problem about IC cards, smart-
phones, and wearable devices such as wrist-watch type
wearable devices that they are unauthorizedly used by
others who are not the owners of the cards or appara-
tuses.
[0031] As a configuration to prevent such unauthorized
use, there is a configuration to lock IC card functions.
[0032] The overview of an IC card function locking
process is explained with reference to FIG. 1.
[0033] FIG. 1 depicts the following three types of IC
card function use example.

(a) Use example of an IC card (plastic card)
(b1) Use example (lock unlocked state) of an IC card
function retaining apparatus (a smartphone, a wear-
able device, etc.)
(b2) Use example (lock set state) of an IC card func-
tion retaining apparatus (a smartphone, a wearable
device, etc.)

[0034] (a) Use example of an IC card (plastic card) is
a use example of a plastic-card type IC card.
[0035] A user 10 depicted in (a) in FIG. 1 brings an IC
card 11 depicted in (a) in FIG. 1, that is, a plastic-card

type IC card 11, close to a reader/writer 21 of a shop 20.
When proximity communication between the IC card 11
and the reader/writer 21 becomes possible, the read-
er/writer 21 executes polling which is a request to capture
a target card in order to read out necessary information
(authentication information, an ID, balance information,
etc.) from the IC card 11. In response to this polling, the
IC card 11 executes a response process of acquiring the
necessary information from a memory of the IC card 11
and providing the necessary information to the read-
er/writer 21, or the like, and a payment process or the
like is executed.
[0036] The plastic-card type IC card 11 depicted in (a)
does not have a lock function. That is, use of the IC card
11 is enabled always.
[0037] In contrast to this, in configurations depicted in
(b1) and (b2) in FIG. 1 in which an information processing
apparatus (user terminal) 32 including a smartphone, a
wearable device, or the like is given an IC card function,
an IC card function locking process, that is, setting for
disabling use of the IC card function, becomes possible.
[0038] (b1) depicts a use example in which the IC card
function of the information processing apparatus (user
terminal) 32 including a smartphone, a wearable device,
or the like is set to a lock unlocked state (lock disabled
state).
[0039] In this case, processes similar to those depicted
in (a) are executed. That is, when the information
processing apparatus (user terminal) 32 including a
smartphone, a wearable device, or the like is brought
close to the reader/writer 21 of the shop 20, and proximity
communication between the information processing ap-
paratus (user terminal) 32 and the reader/writer 21 be-
comes possible, the reader/writer 21 executes polling to
the information processing apparatus (user terminal) 32.
In response to the polling, the information processing ap-
paratus (user terminal) 32 executes a response process
of acquiring necessary information from a memory of the
information processing apparatus (user terminal) 32 and
providing the necessary information to the reader/writer
21, or the like, and a payment process or the like is ex-
ecuted.
[0040] (b2) depicts a use example in which the IC card
function of the information processing apparatus (user
terminal) 32 including a smartphone, a wearable device,
or the like is set to a lock set state (lock enabled state).
[0041] In this case also, when the information process-
ing apparatus (user terminal) 32 including a smartphone,
a wearable device, or the like is brought close to the read-
er/writer 21 of the shop 20, and proximity communication
between the information processing apparatus (user ter-
minal) 32 and the reader/writer 21 becomes possible, the
reader/writer 21 executes polling to the information
processing apparatus (user terminal) 32. However, the
information processing apparatus (user terminal) 32
does not perform a process as a response to the polling
because the IC card function is in the lock set state. As
a result, a payment process or the like is not executed.

7 8 
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[0042] In this manner, the information processing ap-
paratus (user terminal) 32 including a smartphone, a
wearable device, or the like has a configuration that is
capable of an IC card function locking process and ca-
pable of preventing unauthorized use by others, for ex-
ample.
[0043] Note that a clock type terminal is depicted as a
wearable device in FIG. 1. A typical sequence of an IC
card function locking process and unlocking process of
such a wearable device is explained with reference to
FIG. 2.
[0044] FIG. 2 is a diagram for explaining one example
of an IC card function locking process (lock enabling proc-
ess), and lock unlocking process (lock disabling process)
of a wearable device. The IC card function locking proc-
ess and unlocking process of the wearable device are
executed in accordance with a procedure of Steps S01
to S04 depicted in FIG. 2. A process at each step is ex-
plained.

(Step S01)

[0045] First, at Step S01, by using a setting screen of
an IC card function setting application of a smartphone
101, a lock unlocking code (PIN code) is transmitted to
a wearable device 102 and stored on a memory of the
wearable device 102.

(Step S02)

[0046] Next, at Step S02, the wearable device 102 is
worn on an arm, the lock unlocking code is input, and a
lock of an IC card function installed on the wearable de-
vice 102 is unlocked.

(Step S03)

[0047] As depicted as Step S03, while a user wears
the wearable device 102 on her/his arm, the lock un-
locked state continues, and the IC card function can be
used. State checking as to whether or not the user wears
the wearable device 102 on her/his arm is executed on
the basis of sensing information of an acceleration sensor
in the wearable device 102, sensing information of a vein
sensor in the wearable device 102, or the like, for exam-
ple.

(Step S04)

[0048] As depicted as Step S04, when the user re-
moves the wearable device 102 from her/his arm and
leaves the wearable device 102 untouched, the IC card
function of the wearable device 102 is locked. This proc-
ess is also executed on the basis of sensing information
of the acceleration sensor in the wearable device 102,
sensing information of the vein sensor in the wearable
device 102, or the like, for example.
[0049] After the transition to the locked state, the IC

card function cannot be used.
[0050] In a case where the user wants to use the IC
card function again, the user is only required to execute
the process at Step S02.

[2. About IC Card Function Locking Process in Informa-
tion Processing Apparatus of Present Disclosure]

[0051] The IC card function locking process explained
with reference to FIG. 1 and FIG. 2 is lock control in an
extremely limited condition and does not realize flexible
lock control according to various use situations of the
user.
[0052] That is, it is not possible to realize fine setting
like, for example, making a child carry a smartphone or
a wearable device, permitting use of the smartphone or
the wearable device at a store in an area near a school,
and prohibiting use of the smartphone or the wearable
device in other areas. In addition, it is not possible to
realize lock control of tolerating daytime use, but prohib-
iting nighttime use.
[0053] IC card function lock control in an information
processing apparatus of the present disclosure ex-
plained below is to realize such various types of fine lock
control.
[0054] For example, a user can freely set locking con-
ditions of an IC card function in the information process-
ing apparatus.
[0055] Specifically, in accordance with information ob-
tained by using sensors or applications provided to the
information processing apparatus, it is possible to exe-
cute an IC card function locking process, that is, a proc-
ess of starting a lock enabled state = IC card function
use disabled state, and a lock unlocking process, that is,
a process of starting a lock disabled state = IC card func-
tion use enabled state.
[0056] Note that, other than the IC card used for a pay-
ment process, the IC card of the present disclosure in-
cludes various IC cards such as IC cards used as elec-
tronic lock keys, admission permits, or ID cards. It may
be of any format of a non-contact type IC card, and a
contact type IC card. Note that in a case where the IC
card is a contact type IC card, communication with a read-
er/writer is performed by a communication method that
uses a contact point, instead of proximity communication.
[0057] The overview of the IC card function lock control
in the information processing apparatus of the present
disclosure is explained with reference to FIG. 3 and FIG.
4.
[0058] FIG. 3 to FIG. 4 are diagrams for explaining one
example of an IC card function locking process and un-
locking process of a wearable device, similarly to FIG. 2
explained earlier. The IC card function locking process
and unlocking process of the wearable device are exe-
cuted in accordance with a procedure of Steps S101 to
S105 depicted in FIG. 3 to FIG. 4. A process at each step
is explained.

9 10 
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(Step S101)

[0059] First, at Step S101, by using the setting screen
of the IC card function setting application of the smart-
phone 101, a lock unlocking code (PIN code) is transmit-
ted to the wearable device 102 and stored on the memory
of the wearable device 102.

(Step S102)

[0060] Next, at Step S102, by using the setting screen
of the IC card function setting application of the smart-
phone 101,
"lock unlocking condition (second-lock unlocking condi-
tion)" is transmitted to the wearable device 102 and
stored on the memory of the wearable device 102.
[0061] Note that, in the present embodiment, a lock to
be unlocked by using the lock unlocking code (PIN code)
is defined as a first lock, and a lock to be unlocked on
the basis of information other than the lock unlocking
code (PIN code), for example, information obtained by
using application or sensor information, is defined as a
second lock.
[0062] Note that instead of the lock unlocking code
(PIN code), it is also possible to use, for unlocking of the
first lock, what is called "pattern authentication" which is
authentication that prompts a user to touch a plurality of
points displayed on a panel in a particular order, or bio-
metric authentication that uses bioinformation such as a
fingerprint, an iris, or the face of an owner. In that case,
information other than the information used for unlocking
of the first lock is used for unlocking of the second lock.
[0063] Note that the second-lock unlocking condition
stored on the memory of the wearable device 102 in-
cludes information that specifies applications or sensors
for acquiring information for second-lock unlocking deci-
sion and second-lock unlocking decision conditions.
[0064] Specifically, for example, conditions like the fol-
lowing ones are set:

Application specifying information = location infor-
mation acquisition application, and
Second-lock unlocking condition = that the current
location is within a specified particular area.
Note that specific examples are explained in detail
in the following paragraphs.

(Step S103)

[0065] Next, at Step S103, the wearable device 102 is
worn on an arm, the lock unlocking code is input, and the
first lock of the IC card function installed on the wearable
device 102 is unlocked.
[0066] However, it should be noted that even if the first
lock is unlocked, it is not necessarily possible to use the
IC card function of the wearable device 102.
[0067] In a case where the second lock is set for the
wearable device 102, it becomes possible to use the IC

card function of the wearable device 102 only after the
second-lock unlocking condition set at Step S102 is sat-
isfied.
[0068] Specifically, the IC card function of the wearable
device 102 can be used in the state of Step S104 depicted
in FIG. 4.

(Step S104)

[0069] Step S104 is a process to be performed in a
case where a control section that executes the IC card
function locking process and lock unlocking process of
the wearable device 102 has decided that the second-
lock unlocking condition set at Step S102 is satisfied.
[0070] In this case, the second lock of the IC card func-
tion of the wearable device 102 is unlocked, and the user
can use the IC card function of the wearable device 102.

(Step S105)

[0071] Step S105 is a process to be performed in a
case where the control section that executes the IC card
function locking process and lock unlocking process of
the wearable device 102 has decided that the second-
lock unlocking condition set at Step S102 is not satisfied.
[0072] In this case, the second lock of the IC card func-
tion of the wearable device 102 remains locked without
being unlocked. In this case, the user cannot use the IC
card function of the wearable device 102.
[0073] In this manner, the information processing ap-
paratus of the present disclosure, that is, the information
processing apparatus such as a smartphone or a wear-
able device on which an IC card function execution ap-
plication is installed, executes the IC card function lock
control by deciding whether or not a user-set condition
is satisfied in accordance with acquisition information of
applications or sensors in the information processing ap-
paratus.

[3. About Example of Condition Setting of Second Lock 
that can be Set by User and Specific Example of Lock 
Control Process]

[0074] Next, an example of condition setting of the sec-
ond lock that can be set by a user, and a specific example
of a lock control process are explained.
[0075] FIG. 5 is a diagram depicting a flowchart for
explaining the example of the condition setting of the sec-
ond lock for the information processing apparatus of the
present disclosure, that is, the information processing
apparatus such as a smartphone or a wearable device
having IC card functions, and a lock control process se-
quence according to the setting.
[0076] The table depicted on the left side in FIG. 5 de-
picts each of the following pieces of data.

(a) Locking target application (IC card function pro-
viding application)

11 12 
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(b) Lock (second-lock) unlocking decision applica-
tion
(c) Lock (second-lock) unlocking condition

[0077] (a) Locking target application (IC card function
providing application) is an application to be a lock setting
and an unlocking target in the present embodiment.
[0078] In many cases, a large number of applications
that provide IC card functions such as those that enable
payment processes are installed on and can be used with
the information processing apparatus such as a smart-
phone or a wearable device having IC card functions.
[0079] For example, those applications include: a
transportation riding function providing application that
can be used as tickets for trains, buses, and the like; a
credit card function providing application having a credit
card function that can be used at various stores; a shop-
specific application that can be used at a particular res-
taurant chain and can be used for payments specific to
particular stores; and the like.
[0080] In the configuration of the present disclosure,
an IC card function providing application to be a locking
target can be specified, and lock control of the IC card
function providing application can be performed.
[0081] Furthermore, in a case where a plurality of dif-
ferent services (e.g., a train ticket function providing serv-
ice, a shopping payment function service, etc.) is set such
that they can be used by using one IC card function pro-
viding application, it is also possible to perform lock con-
trol for each service.
[0082] The example depicted in FIG. 5 is a setting ex-
ample for (a) Locking target application (IC card function
providing application) = transportation ticket function pro-
viding application.
[0083] (b) Lock (second-lock) unlocking decision ap-
plication is an application for acquiring information that
can be used for lock setting and unlocking decision of (a)
Locking target application (IC card function providing ap-
plication) = transportation ticket function providing appli-
cation described above.
[0084] (c) Lock (second-lock) unlocking condition is in-
formation to be a lock (second-lock) unlocking condition
acquired from the lock (second-lock) unlocking decision
application described above.
[0085] In the example depicted in FIG. 5,

(b) Lock (second-lock) unlocking decision applica-
tion = step counting application, and
(c) Lock (second-lock) unlocking condition = step
count of the day > 10,000.

[0086] Each piece of information of (a) to (c) can be
set freely by a user. For example, in the sequence ex-
plained with reference to FIG. 3 earlier, they can be set
at Step S102.
[0087] Specific lock control based on the lock unlock-
ing condition setting depicted in FIG. 5 is performed in
the following manner.

[0088] The user goes out wearing a wearable device
having an IC card function (transportation ticket function
providing application) and the step counting application.
[0089] In a case where the step count of the user of
the day has not exceeded 10,000, the second lock of the
IC card function (transportation ticket function providing
application) remains locked and thus cannot be used.
That is, it is not possible to pass through a ticket gate by
using the IC card function (transportation ticket function
providing application) and to get on a train.
[0090] In a case where the step count of the user of
the day has exceeded 10,000, the second lock of the IC
card function (transportation ticket function providing ap-
plication) is unlocked. This unlocking of the second lock
allows the user to pass through a ticket gate by using the
IC card function (transportation ticket function providing
application) and to get on a train.
[0091] For example, such use becomes possible.
[0092] The flowchart depicted on the right side in FIG.
5 is a flowchart for explaining a lock unlocking sequence.
Note that it is assumed that the user is holding the infor-
mation processing apparatus such as a wearable device
in which double locks including a first lock based on a
lock unlocking code and a second lock based on a user
setting condition are set.
[0093] A process at each step is explained.

(Step S121)

[0094] First, at Step S121, the user inputs a lock un-
locking code to the information processing apparatus.
That is, a lock unlocking code such as a PIN code is input.

(Step S122)

[0095] The control section of the information process-
ing apparatus collates the lock unlocking code input by
the user and a code registered on the memory and de-
cides whether or not they match.
[0096] In a case where they match, it is decided that
the correct code has been input, and the process pro-
ceeds to Step S123.
[0097] In a case where they do not match, it is decided
that the correct code has not been input, and the process
returns to Step S121. In this case, unlocking of the first
lock is not performed, and the IC card function cannot be
used.

(Step S123)

[0098] In a case where it is decided that the correct
code has been input at Step S122, the process proceeds
to Step S123.
[0099] In this case, the control section of the informa-
tion processing apparatus unlocks the first lock of the IC
card function.
[0100] Note that the IC card function cannot be used
yet in this state.
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(Step S124)

[0101] Next, the control section of the information
processing apparatus decides whether or not the user-
set second-lock unlocking condition is satisfied.
[0102] The condition information depicted on the left
side in FIG. 5 is stored on a storage section of the infor-
mation processing apparatus. By referring to the second-
lock unlocking condition stored on the storage section of
the information processing apparatus and furthermore
analyzing acquisition information of the second-lock un-
locking decision application = the step counting applica-
tion, the control section of the information processing ap-
paratus decides whether or not the user-set second-lock
unlocking condition is satisfied.
[0103] In a case where it is decided that the second-
lock unlocking condition is satisfied, that is, in a case
where it is decided that the step count of the user has
exceeded 10,000 in the present example, the process
proceeds to Step S125.
[0104] On the other hand, in a case where it is decided
that the second-lock unlocking condition is not satisfied,
that is, in a case where it is decided that the step count
of the user has not exceeded 10,000, the process returns
to Step S123. In this case, the second lock is not un-
locked, and the user cannot use the IC card function
(transportation ticket function providing application).

(Step S125)

[0105] In a case where it is decided that the second-
lock unlocking condition is satisfied at Step S124, that is,
in a case where it is decided that the step count of the
user has exceeded 10,000, the process proceeds to Step
S125.
[0106] In a case where it is decided that the second-
lock unlocking condition is satisfied, the control section
of the information processing apparatus unlocks the sec-
ond lock at Step S125. As a result of this process, it be-
comes possible for the user to use the IC card function
(transportation ticket function providing application).
[0107] Note that while, in the setting in the embodiment
mentioned above, the step counting application counts
a step count of the user of the day, it is also possible to
set the starting point of the counting of the step count to
a certain time like 8 a.m. or 1 p.m., for example. In this
case, step counting by the step counting application is
started on the basis of time measurement information of
a clock of the information processing apparatus. This
starting point condition can also be set and stored on the
storage section by the user.
[0108] The process example explained with reference
to FIG. 5 is a process example according to the following
setting.

(a) Locking target application (IC card function pro-
viding application) = transportation ticket function
providing application

(b) Lock (second-lock) unlocking decision applica-
tion = step counting application
(c) Lock (second-lock) unlocking condition = step
count of the day > 10,000

[0109] In the information processing apparatus of the
present disclosure, it is also possible that the setting of
the second lock is setting which is a combination of ac-
quisition information of a plurality of applications.
[0110] An example of a process of controlling the sec-
ond lock on the basis of acquisition information of two
applications is explained with reference to FIG. 6.
[0111] FIG. 6 depicts an example in which the step
counting application and a weather information applica-
tion are used as lock (second-lock) unlocking decision
applications. That is, the following is set in this example.

(a) Locking target application (IC card function pro-
viding application) = transportation ticket function
providing application
(b1) Lock (second-lock) unlocking decision applica-
tion = step counting application
(b2) Lock (second-lock) unlocking decision applica-
tion = weather information application
(c) Lock (second-lock) unlocking condition

[0112] In a case of the weather ≠ rain, the step count
of the day > 10,000.
[0113] In a case of the weather = rain, there are no
restrictions regarding the step count.
[0114] That is, in a case where the weather is not rain,
the second lock is not unlocked unless the step count of
the user of the day exceeds 10,000, but in a case where
the weather is rain, the second lock is unlocked also in
a case where the step count of the user of the day has
not exceeded 10,000. As a result, in a case where the
weather is rain, the user can get on a train by using the
IC card function, that is, the transportation ticket function
providing application, without having to walk.
[0115] In this manner, the information processing ap-
paratus of the present disclosure allows finer setting of
the IC card function lock control by using acquisition in-
formation of a plurality of applications.

[4. About Process Example of IC Card Function Lock 
Control of Smartphone]

[0116] While in the example explained with reference
to FIG. 3 and FIG. 4 explained earlier, the IC card function
lock setting and unlocking of the wearable device 102
are performed, processes of the present disclosure can
also be used as processes for IC card function lock con-
trol of a smartphone itself.
[0117] A sequence of the IC card function lock control
of the smartphone 101 is explained with reference to FIG.
7 and FIG. 8.
[0118] The IC card function locking process and un-
locking process of the smartphone are executed in ac-
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cordance with a procedure of Steps S141 to S145 de-
picted in FIG. 7 to FIG. 8. A process at each step is ex-
plained.

(Step S141)

[0119] First, at Step S141, by using the setting screen
of the IC card function providing application of the smart-
phone 101, a lock unlocking code (PIN code) is input to
the smartphone 101 and stored on a memory of the
smartphone 101.

(Step S142)

[0120] Next, at Step S142, by using the setting screen
of the IC card function providing application of the smart-
phone 101,

"lock unlocking condition (second-lock unlocking
condition)"
is input to the smartphone 101 and stored on the
memory of the smartphone 101.

(Step S143)

[0121] Next, at Step S143, the user inputs a lock un-
locking code to the smartphone 101 and unlocks the first
lock of the IC card function installed on the smartphone
101.
[0122] However, it should be noted that even if the first
lock is unlocked, it is not necessarily possible to use the
IC card function of the smartphone 101.
[0123] It becomes possible to use the IC card function
of the smartphone 101 only after the second-lock unlock-
ing condition set at Step S142 is satisfied.
[0124] Specifically, the IC card function of the smart-
phone 101 can be used in the state of Step S144 depicted
in FIG. 8.

(Step S144)

[0125] Step S144 is a process to be performed in a
case where the control section that executes the IC card
function locking and unlocking of the smartphone 101
has decided that the second-lock unlocking condition set
at Step S142 is satisfied.
[0126] In this case, the second lock of the IC card func-
tion of the smartphone 101 is unlocked, and the user can
use the IC card function of the smartphone 101.

(Step S145)

[0127] Step S145 is a process to be performed in a
case where the control section that executes the IC card
function locking and unlocking of the smartphone 101
has decided that the second-lock unlocking condition set
at Step S142 is not satisfied.
[0128] In this case, the second lock of the IC card func-

tion of the smartphone 101 remains locked without being
unlocked. In this case, the user cannot use the IC card
function of the smartphone 101.
[0129] In this manner, the information processing ap-
paratus of the present disclosure, that is, the information
processing apparatus such as a smartphone or a wear-
able device on which an IC card function execution ap-
plication is installed, executes the IC card function lock
control by deciding whether or not a user-set condition
is satisfied in accordance with acquisition information of
applications or sensors in the information processing ap-
paratus.
[0130] Note that, in the case of the smartphone, unlike
the wearable device, the user does not wear the device
(smartphone), and there is a possibility that another user
holds the smartphone on her/his hand after the first lock
is unlocked. Accordingly, there is a difference that the
state in which the first lock is unlocked does not continue
unlike the case of the wearable device, and the state
continues only until the screen of the smartphone is
turned off or enters the stand-by state after the first lock
is unlocked.
[0131] Accordingly, in the case of the smartphone, the
smartphone may be set such that the user inputs the PIN
code immediately before holding the smartphone over to
a reader/writer (R/W), the first lock is unlocked, and, in
a case where the second-lock unlocking condition is sat-
isfied at that time point, the second lock is unlocked to
enable use of the IC card function.

[5. About Specific Examples of IC Card Function Provid-
ing Applications to be Locking Targets]

[0132] Next, specific examples of IC card function pro-
viding applications to be locking targets in processes of
the present disclosure are explained.
[0133] As depicted in FIG. 9, in an information process-
ing apparatus (user terminal) 100 of the present disclo-
sure such as the smartphone 101 or the wearable device
102, various applications that provide IC card functions
are set such that they can be used.
[0134] As depicted in FIG. 9, separate applications for
using IC card functions of a transportation IC card, IC
cards as credit cards of various credit companies, and
IC cards that can be used in shopping at shopping cent-
ers, for example, are installed and can be used.
[0135] The IC card function providing applications to
be lock control targets mentioned above can be selected
and specified from the plurality of applications. In addi-
tion, in a case where one application includes a plurality
of different services, setting for each service is also pos-
sible.
[0136] Specific lock control targets can be specified by
specifying system codes, card IDs, service IDs, or the
like, for example.
[0137] Note that, in a case where lock control targets
are not specified, the whole of IC card function providing
applications that can be used with the apparatus is set
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as control targets.
[0138] A specific example of the lock control executed
by the information processing apparatus of the present
disclosure is explained with reference to FIG. 10 and FIG.
11.
[0139] FIG. 10 depicts a flowchart for explaining the
example of the condition setting of the second lock for
the information processing apparatus of the present dis-
closure, that is, the information processing apparatus
such as a smartphone or a wearable device having IC
card functions, and a lock control process sequence ac-
cording to the setting.
[0140] The table depicted on the left side in FIG. 10
depicts each of the following pieces of data.

(a) Locking target application (IC card function pro-
viding application) = electronic money function pro-
viding application
(b) Lock (second-lock) unlocking decision applica-
tion = map application (location information providing
application)
(c) Lock (second-lock) unlocking condition = user lo-
cation is in a specified area

[0141] The second-lock unlocking condition in this set-
ting is that the user location acquired on the basis of the
map application (location information providing applica-
tion) is in a prespecified area.
[0142] In a case where the condition is satisfied, it be-
comes possible to use the electronic money function pro-
viding application, which is a locking target application
(IC card function providing application).
[0143] This setting information is stored on the storage
section in the information processing apparatus, and the
control section executes an unlocking or locking process
by comparing the setting information stored on the stor-
age section and acquisition information of the lock (sec-
ond-lock) unlocking decision application = the map ap-
plication (location information providing application) and
deciding whether or not the lock unlocking condition is
satisfied.
[0144] This process example is a process example in
which it is supposed that, for example, a child wears a
wearable device having an electronic money function and
goes out alone. Her/his parent wants to prevent the child
from using electronic money as she/he likes. The parent
permits use of electronic money at her/his school, but
does not permit use of electronic money at a convenience
store, a supermarket, a vending machine outside the
school, and the like.
[0145] Alternatively, for example, the parent permits
use of electronic money at ticket gates of stations closest
to the house and the school, but does not want the child
to use electronic money at locations other than them.
[0146] This is a process example that can be used in
such cases.
[0147] Before handing the wearable device to the child,
the parent uses a smartphone application to set locations

where the child is allowed to use electronic money that
can be used with the wearable device.
[0148] The child wears the wearable device and un-
locks the first lock of the wearable device. That is, the
child performs the first-lock unlocking process based on
code input. When the wearable device enters an area
that is set in advance as an area where use of electronic
money is permitted while the wearable device stays in
that state, the second lock is unlocked, and it becomes
possible to use the electronic money function.
[0149] Note that, even if the wearable device is brought
into an area where use of electronic money is permitted
while the first lock remains locked, electronic money can-
not be used.
[0150] In addition, even in a state that the first lock is
unlocked, it is not possible to use electronic money until
the second lock is unlocked.
[0151] The flowchart depicted on the right side in FIG.
10 is a flowchart for explaining a lock unlocking se-
quence. Note that it is assumed that the user is holding
the information processing apparatus such as a wearable
device in which double locks including a first lock based
on a lock unlocking code and a second lock based on a
user setting condition are set.
[0152] A process at each step is explained.

(Step S201)

[0153] First, at Step S201, the user inputs a lock un-
locking code to the information processing apparatus.
That is, a lock unlocking code such as a PIN code is input.

(Step S202)

[0154] The control section of the information process-
ing apparatus collates the lock unlocking code input by
the user, and a code registered on the memory and de-
cides whether or not they match.
[0155] In a case where they match, it is decided that
the correct code has been input, and the process pro-
ceeds to Step S203.
[0156] In a case where they do not match, it is decided
that the correct code has not been input, and the process
returns to Step S201. In this case, unlocking of the first
lock is not performed, and the IC card function cannot be
used.

(Step S203)

[0157] In a case where it is decided that the correct
code has been input at Step S202, the process proceeds
to Step S203.
[0158] In this case, the control section of the informa-
tion processing apparatus unlocks the first lock of the IC
card function.
[0159] Note that the IC card function cannot be used
yet in this state.
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(Step S204)

[0160] Next, the control section of the information
processing apparatus decides whether or not the user-
set second-lock unlocking condition is satisfied.
[0161] The condition information depicted on the left
side in FIG. 10 is stored on the storage section of the
information processing apparatus. By referring to the
second-lock unlocking condition stored on the storage
section of the information processing apparatus and fur-
thermore analyzing acquisition information of the sec-
ond-lock unlocking decision application = the step count-
ing application, the control section of the information
processing apparatus decides whether or not the user-
set second-lock unlocking condition is satisfied.
[0162] In a case where it is decided that the second-
lock unlocking condition is satisfied, that is, in a case
where it is decided that the user location is in a specified
area in the present example, the process proceeds to
Step S205.
[0163] On the other hand, in a case where it is decided
that the second-lock unlocking condition is not satisfied,
that is, in a case where it is decided that the user location
is not in the specified area, the process returns to Step
S203. In this case, the second lock is not unlocked, and
the user cannot use the IC card function (electronic mon-
ey function providing application).

(Step S205)

[0164] In a case where it is decided that the second-
lock unlocking condition is satisfied at Step S204, that is,
in a case where it is decided that the user location is in
the specified area, the process proceeds to Step S205.
[0165] In a case where it is decided that the second-
lock unlocking condition is satisfied, the control section
of the information processing apparatus unlocks the sec-
ond lock at Step S205. As a result of this process, it be-
comes possible for the user to use the IC card function
(electronic money function providing application).
[0166] FIG. 11 depicts still another specific example.
[0167] The table depicted on the left side in FIG. 11
depicts each of the following pieces of data.

(a) Locking target application (IC card function pro-
viding application) = car sharing membership card
function application
(b) Lock (second-lock) unlocking decision applica-
tion = physical condition management application
(c) Lock (second-lock) unlocking condition = user
physical condition is good

[0168] The second-lock unlocking condition in this set-
ting is that user physical condition information acquired
by the physical condition management application rep-
resents that the physical condition of the user is good.
[0169] In a case where this condition is satisfied, it be-
comes possible to use the locking target application (car

sharing membership card function application).
[0170] This setting information is stored on the storage
section in the information processing apparatus, and the
control section executes an unlocking or locking process
by comparing the setting information stored on the stor-
age section and acquisition information of the lock (sec-
ond-lock) unlocking decision application = the physical
condition management application and deciding whether
or not the lock unlocking condition is satisfied.
[0171] This process example is an example of a proc-
ess to be performed in a case where, for example, an IC
card function providing application including car sharing
membership card information is installed and used on an
information processing apparatus such as a smartphone
or a wearable device of a user.
[0172] The user can acquire a key to a car to be used,
by holding the smartphone or the wearable device over
to an IC card reader of the car. That is, it is possible to
rent the car without human intervention.
[0173] In conventional mechanisms, regardless of the
physical condition of a driver, it is possible to rent and
drive a car to be used by applying for car sharing and
going to the location of the car with a membership card.
[0174] However, in a case where the driver is suffering
from shortage of sleep or a poor physical condition, or is
extremely stressed, it is highly likely that the driver causes
an accident if she/he drives the car. It is desirable if it is
possible to prevent the car from being rented in a case
where the driver is in a poor physical condition which is
not suited for driving.
[0175] The physical condition management applica-
tion is installed on the smartphone or the wearable device
used by the user, and furthermore, various centers are
mounted on the smartphone or the wearable device. The
physical condition management application measures
the heart rate, amount of activity, sleep, stress level, and
the like of the user via the sensors.
[0176] Furthermore, on the basis of the information,
the physical condition management application decides
whether or not the physical condition of the user is in a
good state.
[0177] In a case where it is decided that the physical
condition of the user is good, the second lock is unlocked.
Thereby, it becomes possible to use the IC card function
providing application as a locking target application, that
is, the car sharing membership card function application
and to rent a car.
[0178] However, in a case where it is decided that the
physical condition of the user is not good, the second
lock is not unlocked. That is, it is not possible to use the
car sharing membership card function application and to
rent the car.
[0179] By performing such lock control, it becomes
possible to prevent driving of a car by a user in a poor
physical condition, and to prevent an accident before it
happens.
[0180] For example, the user wears the wearable de-
vice and unlocks the first lock. Thereafter, the user keeps
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wearing the wearable device until immediately before us-
ing car sharing, and the physical condition management
application keeps recording vital data such as the heart
rate, body temperature, or amount of activity of the user.
[0181] The physical condition management applica-
tion of the wearable device analyzes the vital data of the
user and decides the sleep state or stress level of the
user, and whether or not the user is under the influence
of alcohol.
[0182] In a case where it is decided that the physical
condition of the user is good, the second lock is unlocked.
Thereby, it becomes possible to use the IC card function
providing application as a locking target application, that
is, the car sharing membership card function application
and to rent a car.
[0183] Note that, while the unlocking of the first level
lock may be performed on the basis of input of a lock
unlocking code (PIN code), if only the code input is used,
there can be a case where bioinformation (vital data) re-
corded on a memory of a wearable device differs from
data of the main user in a case where the device is bor-
rowed and lent between family members, for example.
In order to avoid such a situation, in one possible config-
uration, for example, gait authentication by using an ac-
celeration sensor mounted on the wearable device, that
is, an authentication process of identifying an individual
on the basis of a manner of walking, may be performed
in parallel. With this configuration, it is possible to decide
whether or not a wearer of the device when data is re-
corded is a user herself/himself.
[0184] That is, regardless of the locked state, the wear-
able device records a pattern of the manner of walking
of the user (gait data) in addition to information regarding
the physical condition while the user wears the wearable
device. Also at the time point when a user inputs a lock
unlocking code and attempts to unlock the first lock, in
order to confirm that the same user is attempting to unlock
the first lock, the wearable device compares gait data of
the latest period which is the closest to the current time
point and gait data of a predetermined past period. In a
case where it is confirmed that patterns of the gait data
match, the wearable device decides that the current user
is the user herself/himself and accepts input of the lock
unlocking code. That is, if the code is correct, a process
of unlocking the lock is performed.
[0185] The flowchart depicted on the right side in FIG.
11 is a flowchart for explaining a lock unlocking se-
quence. Note that it is assumed that the user is holding
the information processing apparatus such as a wearable
device in which double locks including a first lock that
uses a lock unlocking code and a second lock based on
a user setting condition are set.
[0186] A process at each step is explained.

(Step S221)

[0187] First, at Step S221, the user inputs a lock un-
locking code to the information processing apparatus.

That is, a lock unlocking code such as a PIN code is input.

(Step S222)

[0188] The control section of the information process-
ing apparatus collates the lock unlocking code input by
the user and a code registered on the memory and de-
cides whether or not they match.
[0189] In a case where they match, it is decided that
the correct code has been input, and the process pro-
ceeds to Step S223.
[0190] In a case where they do not match, it is decided
that the correct code has not been input, and the process
returns to Step S221. In this case, unlocking of the first
lock is not performed, and the IC card function cannot be
used.

(Step S223)

[0191] In a case where it is decided that the correct
code has been input at Step S222, the process proceeds
to Step S223.
[0192] In this case, the control section of the informa-
tion processing apparatus unlocks the first lock of the IC
card function.
[0193] Note that the IC card function cannot be used
yet in this state.
[0194] Note that, in this first lock unlocking process at
Steps S221 to S222, as mentioned before, an authenti-
cation method that enables confirmation as to whether
the current user is the user herself/himself and can au-
thenticate individuals may be used. It is possible to use
the individual authentication process mentioned before
on the basis of a manner of walking by using an accel-
eration sensor.
[0195] Note that, for example, in the configuration as
mentioned before in which, regardless of the locked
state, the wearable device records a pattern of the man-
ner of walking of the user (gait data) in addition to infor-
mation regarding the physical condition while the user
wears the wearable device, it becomes possible to exe-
cute a process like the one mentioned below.
[0196] The latest gait data at the time point when a
user is inputting a lock unlocking code and attempting to
unlock the first lock and gait data of a predetermined past
period are compared, and in a case where patterns of
the gait data match, it is decided that the current user is
the user herself/himself, and input of the lock unlocking
code is accepted. That is, if the code is correct, a process
of unlocking the first lock is performed.

(Step S224)

[0197] Next, the control section of the information
processing apparatus decides whether or not the user-
set second-lock unlocking condition is satisfied.
[0198] The information depicted on the left side in FIG.
11 is stored on the storage section of the information
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processing apparatus. By referring to the second-lock
unlocking condition stored on the storage section of the
information processing apparatus and furthermore ana-
lyzing acquisition information of the second-lock unlock-
ing decision application = the physical condition manage-
ment application, the control section of the information
processing apparatus decides whether or not the user-
set second-lock unlocking condition is satisfied.
[0199] In a case where it is decided that the second-
lock unlocking condition is satisfied, that is, in a case
where it is decided that the physical condition of the user
is good in the present example, the process proceeds to
Step S225.
[0200] On the other hand, in a case where it is decided
that the second-lock unlocking condition is not satisfied,
that is, in a case where it is decided that the physical
condition of the user is not good, the process returns to
Step S223. In this case, the second lock is not unlocked,
and the user cannot use the IC card function (car sharing
membership card function application).

(Step S225)

[0201] In a case where it is decided that the second-
lock unlocking condition is satisfied at Step S224, that is,
in a case where it is decided that the physical condition
of the user is good, the process proceeds to Step S225.
[0202] In a case where it is decided that the second-
lock unlocking condition is satisfied, the control section
of the information processing apparatus unlocks the sec-
ond lock at Step S225. As a result of this process, it be-
comes possible for the user to use the IC card function
(car sharing membership card function application).
[0203] Note that, while in the process example men-
tioned above, it is supposed that a decision of unlocking
is made by checking a body temperature or a pulse at
the time point of use, the user may always wear the wear-
able device on her/his body, and sleep time within the
past 24 hours and the like may be used for conditional
decisions.
[0204] In this case, a process is executed in a flow in
which the user operates the wearable device and unlocks
the first lock immediately before using car sharing, and
if a condition that needs to be satisfied for unlocking the
second lock is satisfied at that time point, the second lock
is unlocked, and it becomes possible to rent a car.

[6. About Configuration Example of Information Process-
ing Apparatus]

[0205] Next, a configuration example of the information
processing apparatus 100 of the present disclosure is
explained.
[0206] FIG. 12 is a diagram depicting the configuration
example of the information processing apparatus 100 of
the present disclosure, that is, the information processing
apparatus 100 such as a smartphone or a wearable de-
vice having IC card functions. As depicted in FIG. 12, the

information processing apparatus 100 of the present dis-
closure has a control section (microcomputer etc.) 151,
an operation section 152, a display section 153, a secure
element 154, a memory 155, a clock 156, a group of
various types of sensor 160, a first communication sec-
tion 170, a second communication section 180, and a
power supply section 190.
[0207] The group of various types of sensor 160 in-
cludes an acceleration sensor 161, a fingerprint sensor
162, a GPS sensor 163, and the like, for example. The
first communication section 170 includes a Bluetooth
(registered trademark) communication section 171, a Wi-
Fi communication section 172, and other communication
sections 173. The second communication section 180
includes an NFC-CLF 181, proximity communication
means 182, and other communication sections 183.
[0208] The control section (microcomputer etc.) 151
executes control of processes to be executed at the in-
formation processing apparatus 100. Specifically, the
control section (microcomputer etc.) 151 performs exe-
cution, control, and the like of setting and unlocking proc-
esses of the first lock and the second lock that are ex-
plained earlier, and others like various types of applica-
tion. The control section (microcomputer etc.) 151 also
performs process control of each flow mentioned above.
[0209] Note that control programs, applications, and
the like to be executed by the control section (microcom-
puter etc.) 151 are stored on the memory 155.
[0210] The operation section 152 is an operation sec-
tion that can be operated by a user, and, in addition to
various types of switch, also includes a touch panel and
the like on the display section 153. The user can input
various types of information via the operation section
152. For example, the user can input code information
for unlocking the first lock, application information, un-
locking condition information, and the like to be applied
to the second-lock unlocking, which are explained earlier.
[0211] The display section 153 is a display section
such as a liquid crystal display, for example, and, in ad-
dition to being used for input of the locking condition in-
formation mentioned above, is used for displaying exe-
cution information and the like of various applications.
[0212] The secure element 154 is an IC chip configured
as an element having a secure memory and a memory
control section. IC card function providing applications
and the like are stored on the secure memory in the se-
cure element 154.
[0213] A specific configuration example of the secure
element 154 is explained with reference to FIG. 13 in the
following paragraphs.
[0214] The control programs to be executed by the
control section 151, applications, the lock unlocking code
(PIN code), the second-lock unlocking condition informa-
tion, and the like are recorded on the memory 155, as
mentioned before.
[0215] The clock 156 is clock information, and outputs
clock information to each processing section. The group
of various types of sensor 160 includes the acceleration
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sensor 161, the fingerprint sensor 162, the GPS sensor
163, and the like, for example. Information acquired by
these sensors is used for a process of deciding whether
or not the second-lock unlocking condition is satisfied,
for example.
[0216] The first communication section 170 includes
the Bluetooth (registered trademark) communication
section 171, the Wi-Fi communication section 172, and
the other communication sections 173, and is used for
communication with external apparatuses such as a
server, a PC, a smartphone, a wearable device, and the
like. The second communication section 180 includes
the NFC-CLF 181, the proximity communication means
182, and the other communication sections 183, and per-
forms a process of communication with the reader/writer
(R/W) 21, for example.
[0217] The NFC-CLF 181 is an NFC (Near Field Com-
munication)-CLF (Contactless Front End) and is one type
of IC chip for proximity communication.
[0218] Next, a specific configuration example of the
secure element 154 is explained with reference to FIG.
13.
[0219] The secure element 154 is an IC chip mainly
including the secure memory and the secure memory
control section.
[0220] As depicted in FIG. 13, each IC card function
providing application is stored on the secure memory of
the secure element 154. A card OS executes process
control of each service of IC card function providing ap-
plications stored on the secure memory.
[0221] Note that use of the IC card function providing
applications stored on the secure element 154 is enabled
in a case where the control section 151 unlocks the locks
(the first lock and the second lock).
[0222] In a case where the control section 151 unlocks
the locks (the first lock and the second lock), control of
the card OS which is a control section in the secure ele-
ment 154 executes communication with the reader/writer
(R/W) via, for example, the NFC-CLF of the communica-
tion section 180.
[0223] Next, one example of a state transition process
of an IC card function providing application stored on the
information processing apparatus 100 of the present dis-
closure is explained with reference to FIG. 14.
[0224] As depicted in FIG. 14, the state of each IC card
function providing application stored on the information
processing apparatus 100 is set to any of the following
four states and transitions between the states on the ba-
sis of occurrences of transition conditions.

(State 1) First-lock locked state
(State 2) First-lock unlocked state
(State 3) Second-lock locked state
(State 4) Second-lock unlocked state

[0225] The transition from (State 1) First-lock locked
state to (State 2) First-lock unlocked state occurs when
a first lock unlocking code is input (user authentication).

[0226] The transition from (State 2) First-lock unlocked
state to (State 1) First-lock locked state occurs in a case
where a prespecified first-lock setting condition is satis-
fied. For example, the transition occurs in a case where
the wearable terminal is removed, and then a certain
length of time has elapsed while the wearable device is
left stationary, in a case where it is decided, on the basis
of sensing information of a vein sensor, that the wearable
device is no longer worn on a human body, in a case
where the IC card function providing application has not
been used for a prespecified length of time, or in other
cases.
[0227] The transition from (State 2) First-lock unlocked
state to (State 3) Second-lock locked state occurs in a
case where a second-lock unlocking condition has been
set and the second-lock unlocking condition is not satis-
fied.
[0228] The transition from (State 3) Second-lock
locked state to (State 2) First-lock unlocked state occurs
in a case where a process of deleting the second-lock
unlocking condition is performed.
[0229] The transition from (State 3) Second-lock
locked state to (State 1) First-lock locked state occurs in
a case where the prespecified first-lock setting condition
is satisfied. For example, the transition occurs in a case
where the wearable terminal is removed, and then a cer-
tain length of time has elapsed while the wearable device
is left stationary, in a case where it is decided, on the
basis of sensing information of a vein sensor, that the
wearable device is no longer worn on a human body, in
a case where the IC card function providing application
has not been used for a prespecified length of time, or in
other cases.
[0230] The transition from (State 3) Second-lock
locked state to (State 4) Second-lock unlocked state oc-
curs in a case where the second-lock unlocking condition
is satisfied.
[0231] The transition from (State 4) Second-lock un-
locked state to (State 3) Second-lock locked state occurs
in a case where the second-lock unlocking condition is
no longer satisfied.
[0232] The transition from (State 4) Second-lock un-
locked state to (State 1) First-lock locked state occurs in
a case where the prespecified first-lock setting condition
is satisfied. For example, the transition occurs in a case
where the wearable terminal is removed, and then a cer-
tain length of time has elapsed while the wearable device
is left stationary, in a case where it is decided, on the
basis of sensing information of a vein sensor, that the
wearable device is no longer worn on a human body, in
a case where the IC card function providing application
has not been used for a prespecified length of time, or in
other cases.
[0233] In addition, the transition from the other states
to (State 1) First-lock locked state occurs also in a case
where a length of time which is prespecified as a speci-
fication or the like of the wearable device has elapsed
while the user wears the wearable device (irrespective
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of whether or not the IC card function providing applica-
tion is being used).
[0234] The IC card function providing application
stored on the information processing apparatus 100 of
the present disclosure makes the state transition depict-
ed in FIG. 14 in this manner.
[0235] Next, a data example of the second-lock un-
locking condition information stored on the memory 155
of the information processing apparatus 100 is explained
with reference to FIG. 15. Each of the following pieces
of data is recorded in association with each other on the
memory 155 as depicted in FIG. 15.

(A) Rule identifiers
(B) Locking target services (services of IC card func-
tion providing applications)
(C1) Second-lock unlocking conditions 1
(C2) Second-lock unlocking conditions 2

[0236] (A) Rule identifiers are identifiers of applicable
rules. A user can select a rule to be applied from a plurality
of the rules.
[0237] In addition, it is also possible to perform a proc-
ess of adding various new rules and a process of deleting
rules.
[0238] (B) Locking target services (services of IC card
function providing applications) are provided services of
applications to be second-lock setting and unlocking tar-
gets.
[0239] For example, a rule is recorded for each appli-
cation providing service of: a transportation riding func-
tion providing application that can be used as tickets for
trains, buses, and the like; a credit card function providing
application having a credit card function that can be used
at various stores; a shop-specific application that can be
used at a particular restaurant chain and can be used for
payments specific to particular stores; and the like.
[0240] A plurality of second-lock unlocking conditions
can be recorded in (C1), (C2), ...
[0241] The second-lock unlocking conditions 1, 2, ...
are AND conditions, and second locks of (B) Locking
target services (services of IC card function providing
applications) are unlocked, and use of them is enabled
in a case where all of unlocking conditions recorded as
(C1), (C2), ... are satisfied.
[0242] Note that each of the following pieces of data
is recorded as (C1) Second-lock unlocking conditions 1.

(C1a) Second-lock unlocking decision applications
or sensors
(C1b) Unlocking condition values 1
(C1c) Unlocking condition values 2

[0243] Applications or sensors for acquiring informa-
tion to be applied to second-lock unlocking decisions are
recorded as (C1a) Second-lock unlocking decision ap-
plications or sensors.

(C1b) Unlocking condition values 1
(C1c) Unlocking condition values 2

[0244] As these values, values which are information
acquired by (C1a) Second-lock unlocking decision appli-
cations or sensors and are used as second-lock unlock-
ing conditions of (B) Locking target services (services of
IC card function providing applications) are recorded.
[0245] For example, as Rule 1, data including

(B) Locking target service (service of IC card function
providing application) = xxxx,
(C1a) Second-lock unlocking decision applications
or sensors = physical condition management appli-
cation, pulse sensor, and body temperature sensor,
(C1b) Unlocking condition value 1 = (pulse = 60 to
90), and
(C1c) Unlocking condition value 2 = (body tempera-
ture 35°C to 37°C)

is recorded.
[0246] This is a rule corresponding to the second-lock
unlocking process of the car-sharing membership card
function service explained with reference to FIG. 11 ear-
lier. That is, this corresponds to the setting rule of

(B) Locking target service (service of IC card function
providing application) = xxxx
= car-sharing membership card function service.

[0247] Rule 1 is a rule under which the second lock of
the service represented by (B) (xxxx = car-sharing mem-
bership card function service) is unlocked and use of the
service is enabled in a case where the pulse and the
body temperature of the user acquired by the physical
condition management application, the pulse sensor and
the body temperature sensor are 60 to 90 and 35°C to
37°C, respectively.
[0248] In addition, as Rule 2, data including

(B) Locking target service (service of IC card function
providing application) = yyyy,
(C1a) Second-lock unlocking decision applications
or sensors = step counting application, acceleration
sensor,
(C1b) Unlocking condition value 1 = (step count >
10,0000),
(C2a) Second-lock unlocking decision application or
sensor = system clock, and
(C2b) Unlocking condition value 1 = (current time =
pp to qq) is recorded.

[0249] This is a rule similar to the second-lock unlock-
ing process of the transportation ticket function providing
service explained with reference to FIG. 5 earlier. That
is, this corresponds to the setting rule of

(B) Locking target service (service of IC card function
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providing application) = yyyy
= transportation ticket function providing service.

[0250] Rule 2 is a rule under which the second lock of
the service (yyyy = transportation ticket function provid-
ing service) represented by (B) is unlocked and use of
the service is enabled in a case where the step count of
the user acquired by the step counting application and
the acceleration sensor is larger than 10,000, and the
current time obtained by the system clock is pp to qq.
[0251] Note that, for example, in a case where it is de-
sired to set a count start time of the step count of the user
to a particular time such as 8 o’clock, the user is only
required to set the unlocking condition value 1 of the sys-
tem clock to a step count start time = 8:00 a.m. or the like.
[0252] In addition, as Rule 3, data including

(B) Locking target service (service of IC card function
providing application) = yyyy,
(C1a) Second-lock unlocking decision applications
or sensors = step counting application, acceleration
sensor,
(C1b) Unlocking condition value 1 = (step count >
10,0000),
(C1a) Second-lock unlocking decision application or
sensor = weather information application, and
(C1b) Unlocking condition value 1 = (weather = ap-
plication) is recorded.

[0253] This is a rule related to the second-lock unlock-
ing process of the transportation ticket function providing
service which is the same as Rule 2 mentioned above.
That is, this corresponds to the setting rule of

(B) Locking target service (service of IC card function
providing application) = yyyy
= transportation ticket function providing service.

[0254] Rule 2 and Rule 3 are rules related to the same
service, and the user can freely set which of them is ap-
plied.
[0255] Rule 3 is a rule similar to the second-lock un-
locking process of the transportation ticket function pro-
viding service explained with reference to FIG. 6 earlier.
[0256] Rule 3 is a rule under which the second lock of
the service (yyyy = transportation ticket function provid-
ing service) represented by (B) is unlocked and use of
the service is enabled in a case where the step count of
the user acquired by the step counting application and
the acceleration sensor is larger than 10,000 or the
weather obtained by the weather information application
is rain.
[0257] Conditions that are recorded in the lateral direc-
tion of (C1), (C2) ... are AND conditions, but conditions
that are recorded in the longitudinal direction in each data
field of (C1) or the like are OR conditions.
[0258] Furthermore, as Rule 4, data including

(B) Locking target service (service of IC card function
providing application) = zzzz,
(C1a) Second-lock unlocking decision application or
sensor = GPS,
(C1b) Unlocking condition value 1 = (current location
= latitude = aa to bb, longitude = cc to dd),
(C2a) Second-lock unlocking decision application or
sensor = system clock, and
(C2b) Unlocking condition value 1 = (current time =
uu to vv) is recorded.

[0259] This rule is an example rule under which the
second-lock unlocking decision applications or sensors
are only the GPS and the system clock and a lock un-
locking decision is executed by using only acquisition
information of sensors (including the clock) to which in-
formation acquisition applications are not applied.
[0260] The control section 151 of the information
processing apparatus 100 performs a lock unlocking de-
cision by using only sensor acquisition information in this
manner in some cases.
[0261] Rule 4 is a rule under which the second lock of
the service (zzzz) represented by (B) is unlocked and
use of the service is enabled in a case where the current
location of the user acquired by the GPS represents a
location at the latitude of aa to bb and the longitude of cc
to dd and the current time obtained by the system clock
is uu to vv.
[0262] In this manner, each piece of data including

(A) Rule identifiers,
(B) Locking target services (services of IC card func-
tion providing applications),
(C1) Second-lock unlocking conditions 1,
(C2) Second-lock unlocking conditions 2

is recorded in association with each other as the second-
lock unlocking condition information on the memory 155
of the information processing apparatus 100.
[0263] The control section 151 refers to the data to
perform lock control of each service of IC card function
providing applications.
[0264] Note that while, in the example depicted in FIG.
15, recorded data of (B) Locking target services (services
of IC card function providing applications) is recorded for
each service, it is also possible to record rules for each
application including a plurality of services, and, in an-
other possible configuration, rules can be set for each
set of system codes that provide a plurality of applications
or for each card ID or the like.

[7. About Sequences of Processes Executed by Informa-
tion Processing Apparatus]

[0265] Next, sequences of various processes execut-
ed by the information processing apparatus 100 of the
present disclosure are explained.
[0266] Each of the following processes is explained
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with reference to a flowchart depicted in FIG. 16.

(1) Initial setting process of wearable device (FIG.
16)
(2) First-lock unlocking process of wearable device
(FIG. 17)
(3) Second-lock unlocking condition setting process
for wearable device (FIG. 18)
(4) First-lock and second-lock unlocking process of
wearable device (FIG. 19)
(5) Second-lock unlocking condition deletion proc-
ess of wearable device (FIG. 20)
(6) Lock unlocking process of wearable device based
on command input from reader/writer (FIG. 21)

[0267] Note that each of these processes is executed
under the control of the control section 151 including a
CPU having a program executing function or the like in
accordance with programs stored on the memory 155 of
the information processing apparatus 100.
[0268] Hereinafter, the processes are explained se-
quentially.

(1) Initial setting process of wearable device

[0269] First, a sequence of an initial setting process of
the wearable device is explained with reference to a flow-
chart depicted in FIG. 16.
[0270] Processes at steps are explained sequentially.

(Step S301)

[0271] First, at Step S301, communication connection
is established between the smartphone 101 and the
wearable device 102.
[0272] Note that, in this connection process, for exam-
ple, a specified authentication process is executed, and
mutual validity confirmation is performed, preferably.

(Step S302)

[0273] Next, at Step S302, the smartphone 101 acti-
vates the IC card function setting application.

(Step S303)

[0274] Next, at Step S303, the smartphone 101 inputs
a lock unlocking code (PIN code) on a setting screen of
the IC card function setting application and transmits the
lock unlocking code to the wearable device 102.

(Step S304)

[0275] Next, at Step S304, a user causes a setting
screen of the IC card function providing application to be
displayed on the wearable device 102 and inputs a lock
unlocking code (PIN code).

(Step S305)

[0276] Next, at Step S305, the control section of the
wearable device 102 decides whether or not the code
received from the smartphone 101, and the code input
by the user to the wearable device 102 at Step S304
match. In a case where they match, the code is stored
on the memory of the wearable device 102.
[0277] In a case where they do not match, the process
returns to Step S303.

(2) First-lock unlocking process of wearable device

[0278] Next, a sequence of a first-lock unlocking proc-
ess of the wearable device is explained with reference
to a flowchart depicted in FIG. 17.
[0279] Processes at steps are explained sequentially.

(Step S321)

[0280] First, at Step S321, the user wears the wearable
device 102.

(Step S322)

[0281] Next, at Step S322, the setting screen of the IC
card function providing application is displayed on the
wearable device 102, and a lock unlocking code (PIN
code) is input.

(Step S323)

[0282] Next, at Step S323, the control section of the
wearable device 102 decides whether or not the input
code matches the code registered on the memory.
[0283] In a case where they do not match, the process
returns to Step S322.
[0284] In a case where they match, the process pro-
ceeds to Step S324.

(Step S324)

[0285] Next, at Step S324, the control section of the
wearable device 102 unlocks a first lock.

(Step S325)

[0286] Next, at Step S325, the control section of the
wearable device 102 decides whether or not the weara-
ble device 102 is no longer worn on a human body.
[0287] For example, this decision is made on the basis
of a sensing value of an acceleration sensor, sensing
information of a vein sensor, or the like.
[0288] In a case where the wearable device 102 is still
worn on a human body, the process returns to Step S324,
and the first-lock unlocked state is continued.
[0289] On the other hand, in a case where it is decided
that the wearable device 102 is no longer worn on a hu-
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man body, the process proceeds to Step S326.

(Step S326)

[0290] At Step S325, in a case where the wearable
device 102 is left stationary for a specified length of time
or in a case where it is decided, on the basis of sensing
information of a vein sensor, that the wearable device
102 is no longer worn on a human body, at Step S326,
the control section of the wearable device 102 stops the
first-lock unlocked state and triggers a transition to the
first-lock locked state.
[0291] Note that the transition to the first-lock locked
state occurs also in a case where a length of time which
is prespecified as a specification or the like of the wear-
able device has elapsed while the user wears the wear-
able device (irrespective of whether or not the IC card
function providing application is being used).
[0292] Thereafter, processes that are subsequent to
Step S322 are executed in accordance with the code
input by the user at Step S322.

(3) Second-lock unlocking condition setting process for 
wearable device

[0293] Next, a sequence of a second-lock unlocking
condition setting process for the wearable device is ex-
plained with reference to a flowchart depicted in FIG. 18.
[0294] Processes at steps are explained sequentially.

(Step S341)

[0295] First, at Step S341, communication connection
is established between the smartphone 101 and the
wearable device 102.
[0296] Note that, in this connection process, for exam-
ple, a specified authentication process is executed, and
mutual validity confirmation is performed, preferably.

(Step S342)

[0297] Next, at Step S342, the smartphone 101 acti-
vates the IC card function setting application.

(Step S343)

[0298] Next, at Step S343, the user inputs a second-
lock unlocking condition information to the smartphone
101. Specifically, the memory-registered data explained
with reference to FIG. 15 earlier, that is, data including

(B) Locking target services (services of IC card func-
tion providing applications)
(C1a) Second-lock unlocking decision applications
or sensors, and
(C1b) Unlocking condition values

is input.

(Step S344)

[0299] Next, at Step S344, the smartphone 101 trans-
mits, to the wearable device 102, the second-lock un-
locking condition information input at Step S343.

(Step S345)

[0300] Next, at Step S345, the wearable device 102
stores, on the memory of the wearable device 102, the
second-lock unlocking condition information received
from the smartphone 101.

(4) First-lock and second-lock unlocking process of wear-
able device

[0301] Next, a sequence of a first-lock and second-lock
unlocking process of the wearable device is explained
with reference to a flowchart depicted in FIG. 19.
[0302] Processes at steps are explained sequentially.

(Step S361)

[0303] First, at Step S361, the user wears the wearable
device 102.

(Step S362)

[0304] Next, at Step S362, the setting screen of the IC
card function providing application is displayed on the
wearable device 102, and a lock unlocking code (PIN
code) is input.

(Step S363)

[0305] Next, at Step S363, the control section of the
wearable device 102 decides whether or not the input
code matches the code registered on the memory.
[0306] In a case where they do not match, the process
returns to Step S362.
[0307] In a case where they match, the process pro-
ceeds to Step S364.

(Step S364)

[0308] Next, at Step S364, the control section of the
wearable device 102 unlocks a first lock.

(Steps S365 to S366)

[0309] Next, at Step S365, the control section of the
wearable device 102 decides whether or not the weara-
ble device 102 is no longer worn on a human body.
[0310] For example, this decision is made on the basis
of a sensing value of an acceleration sensor, sensing
information of a vein sensor, or the like.
[0311] In a case where the wearable device 102 is left
stationary for a specified length of time or in a case where
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it is decided that the wearable device 102 is no longer
worn on a human body on the basis of sensing informa-
tion of a vein sensor, the process proceeds to Step S366,
a transition to the first-lock locked state is triggered, and
the process returns to Step S362.
[0312] Note that the transition to the first-lock locked
state occurs also in a case where a length of time which
is prespecified as a specification or the like of the wear-
able device has elapsed while the user wears the wear-
able device (irrespective of whether or not the IC card
function providing application is being used).
[0313] On the other hand, in a case where the wearable
device 102 has not been left stationary for the specified
length of time, the process returns to Step S324, the first-
lock unlocked state is continued, and the process pro-
ceeds to Step S371.

(Step S371)

[0314] Next, at Step S371, the control section of the
wearable device 102 decides whether or not a second-
lock unlocking condition has been set, that is, whether
or not there is a set rule to be applied to the IC card
function applying application.
[0315] In a case where there are no such rules, the
process proceeds to Step S374, and use of the execution
service of the IC card function applying application is en-
abled.
[0316] On the other hand, in a case where there is an
applicable rule, the process proceeds to Step S372.

(Step S372)

[0317] Next, at Step S372, the control section of the
wearable device 102 decides whether or not the second-
lock unlocking condition is satisfied.
[0318] In this decision process, it is decided whether
or not the unlocking condition is satisfied by referring to
the setting information of the rules recorded on the mem-
ory, that is, the following information explained earlier
with reference to FIG. 15 including

(B) Locking target services (services of IC card func-
tion providing applications),
(C1a) Second-lock unlocking decision applications
or sensors, and
(C1b) Unlocking condition values

and comparing it with acquisition information of the ap-
plications or sensors.
[0319] In a case where it is decided that the second-
lock unlocking condition is not satisfied, the decision
process at Step S372 is executed continuously without
unlocking the second lock.
[0320] On the other hand, in a case where it is decided
that the second-lock unlocking condition is satisfied, the
process proceeds to Step S373.

(Step S373)

[0321] In a case where it is decided that the second-
lock unlocking condition is satisfied at Step S372, the
control section of the wearable device 102 executes the
second-lock unlocking process at Step S373.
[0322] As a result, the process proceeds to Step S374,
and use of the execution service of the IC card function
applying application is enabled.

(5) Second-lock unlocking condition deletion process of 
wearable device

[0323] Next, a sequence of a second-lock unlocking
condition deletion process of the wearable device is ex-
plained with reference to a flowchart depicted in FIG. 20.
[0324] Processes at steps are explained sequentially.

(Step S381)

[0325] First, at Step S381, communication connection
is established between the smartphone 101 and the
wearable device 102.
[0326] Note that, in this connection process, for exam-
ple, a specified authentication process is executed, and
mutual validity confirmation is performed, preferably.

(Step S382)

[0327] Next, at Step S382, the smartphone 101 acti-
vates the IC card function setting application.

(Step S383)

[0328] Next, at Step S383, the user selects, on the
smartphone 101, a rule to be deleted from a list of the
second-lock unlocking condition information read out
from the memory of the wearable device 102.

(Step S384)

[0329] Next, at Step S384, by remote operation from
the smartphone 101, the control section of the smart-
phone 101 deletes the deletion target rule stored on the
memory of the wearable device 102.

(6) Lock unlocking process of wearable device based on 
command input from reader/writer

[0330] Next, a sequence of a lock unlocking process
of the wearable device based on command input from a
reader/writer is explained with reference to a flowchart
depicted in FIG. 21.
[0331] Processes at steps are explained sequentially.

(Step S391)

[0332] First, at Step S391, the reader/writer waits in a
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card-waiting state. In this period, the reader/writer is ex-
ecuting a constant polling process (command transmis-
sion to a card).

(Step S392)

[0333] Next, at Step S392, the wearable device 102
receives a polling message from the reader/writer.

(Step S393)

[0334] Next, at Step S393, according to the reception
of the polling message from the reader/writer, the control
section of the wearable device 102 checks a lock unlock-
ing condition corresponding to a service of the IC card
providing application requested by the reader/writer.
Note that the check target lock unlocking condition is the
second-lock unlocking condition. It is assumed that the
first lock has been unlocked.

(Step S394)

[0335] Next, at Step S394, it is decided whether or not
the lock unlocking condition corresponding to the service
of the IC card providing application requested by the
reader/writer is satisfied.
[0336] In a case where the lock unlocking condition is
not satisfied, the process ends without execution of sub-
sequent processes as a response to the reader/writer.
[0337] On the other hand, in a case where it is decided
that the lock unlocking condition corresponding to the
service of the IC card providing application requested by
the reader/writer is satisfied, the process proceeds to
Step S395.

(Step S395)

[0338] Next, at Step S395, the control section of the
wearable device 102 unlocks the second lock corre-
sponding to the service of the IC card providing applica-
tion requested by the reader/writer.

(Step S396)

[0339] Next, at Step S396, the control section of the
wearable device 102 transmits, to the reader/writer, a
response to the polling message.

[8. About Other Embodiments]

[0340] Next, other embodiments are explained.
[0341] The following two embodiments are explained.

(1) Embodiment in which second-lock unlocking con-
dition is use fee of particular IC card service of wear-
able device in certain length of time
(2) Embodiment in which lock unlocking condition is
written on wearable device from reader/writer (R/W)

when wearable device is held over to reader/writer
(R/W)
(3) About other second-lock unlocking decision ap-
plications

(1) Embodiment in which second-lock unlocking condi-
tion is use fee of particular IC card service of wearable 
device in certain length of time

[0342] First, an embodiment in which the second-lock
unlocking condition is the use fee of a particular IC card
service of the wearable device in a certain length of time
is explained.
[0343] For example, if there is purchase that involves
a payment of a certain amount of money or higher with
electronic money by using the wearable device, a locker
for luggage storage or a door for a rest space in a shop
is opened, and it becomes possible to use them, by hold-
ing the wearable device over to a reader/writer (R/W)
installed at the locker, the door, or the like.
[0344] In the present embodiment, the second-lock un-
locking condition to be set is that the location of the user
(wearable device) is in a particular area, and the amount
of electronic money used in a certain length of time is
equal to or higher than a predetermine specified amount,
and so on.
[0345] It is decided whether or not the second-lock un-
locking condition is satisfied on the basis of location in-
formation acquired by a sensor or the like of the wearable
device, time information, a use history of particular serv-
ices of IC card function applications, and the like. Control
to lock/unlock the second lock is performed in accord-
ance with a result of the decision.
[0346] In the present example, the lock unlocking tar-
get service is a service to open and close a locker, a
lounge or the like.

(2) Embodiment in which lock unlocking condition is writ-
ten on wearable device from reader/writer (R/W) when 
wearable device is held over to reader/writer (R/W)

[0347] Next, an embodiment in which a lock unlocking
condition is written on the wearable device from a read-
er/writer (R/W) when the wearable device is held over to
the reader/writer (R/W) is explained.
[0348] For example, at an entertainment facility or the
like where an IC card function of the wearable device is
used as an admission ticket, a service of permitting the
user to visit another area in the facility if a condition is
satisfied is provided.
[0349] It is decided that the condition has been satis-
fied when the user holds the wearable device over to a
particular reader/writer (R/W), and a new lock unlocking
condition is written onto the wearable device from the
reader/writer (R/W).
[0350] For example, the new lock unlocking condition
is a lock unlocking condition under which certain contents
are deemed to be achieved if the user approaches the
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next area within two hours after the user has been near
the entrance of another area and holds the wearable de-
vice over to the reader/writer, and so on.
[0351] In this example, the lock unlocking target serv-
ice is an IC admission ticket providing service for a par-
ticular area in the facility.
[0352] (3) About other second-lock unlocking decision
applications Next, other second-lock unlocking decision
applications are explained.
[0353] In the embodiments mentioned above, for ex-
ample, a plurality of second-lock unlocking decision ap-
plications such as a step counting application is ex-
plained. Other than the examples mentioned above, for
example, an activity-amount measurement application
can also be used as a second-lock unlocking decision
application.
[0354] The activity-amount measurement application
makes comprehensive determinations about the amount
of exercise of the user (the user walks, runs, rides a bi-
cycle, walks up and down stairs, and so on) on the basis
of information of a plurality of sensors such as an accel-
eration sensor, or a heart rate sensor.
[0355] By using the application, for example, it be-
comes possible to perform lock unlocking control based
on a condition:
Second-lock unlocking condition = consumed calory of
the user has exceeded a specified consumed calory.
[0356] In addition, other than the weather information
acquisition application, examples of lock unlocking deci-
sion applications that do not use information of sensors
include various applications including an application for
games, quizzes, or the like in which case a lock is un-
locked if a problem is solved, and so on, for example, a
stamp card or point card application in which case a lock
is unlocked if use of a particular service has exceeded a
threshold, and so on, for example.

[9. About Hardware Configuration Example of Informa-
tion Processing Apparatus]

[0357] Next, a hardware configuration example of the
information processing apparatus of the present disclo-
sure is explained with reference to FIG. 22.
[0358] The configuration depicted in FIG. 22 is ex-
plained.
[0359] A CPU (Central Processing Unit) 301 functions
as a control section or a data processing section that
executes various types of process in accordance with a
program stored on a ROM (Read Only Memory) 302 or
a storage section 308. For example, the CPU 301 exe-
cutes the processes according to the sequences ex-
plained in the embodiment mentioned above. A RAM
(Random Access Memory) 303 stores programs execut-
ed by the CPU 301, data, and the like. These CPU 301,
ROM 302, and RAM 303 are interconnected by a bus 304.
[0360] The CPU 301 is connected to an input/output
interface 305 via the bus 304, and the input/output inter-
face 305 is connected with an input section 306 including

various types of switch, a keyboard, a mouse, a micro-
phone, and the like, and with an output section 307 in-
cluding a display, a speaker, and the like. The CPU 301
executes various types of process in response to com-
mands input from the input section 306 and outputs
processing results to the output section 307, for example.
[0361] The storage section 308 connected to the in-
put/output interface 305 includes a flash memory, a hard
disk, and the like, for example, and stores programs to
be executed by the CPU 301 and various types of data.
A communication section 309 functions as a transmit-
ting/receiving section for Wi-Fi communication, Blue-
tooth (registered trademark) (BT) communication, or oth-
er data communication via networks such as the Internet
or a local area network and communicates with external
apparatuses.
[0362] A drive 310 connected to the input/output inter-
face 305 drives a removable medium 311 such as a mag-
netic disk, an optical disk, a magnetooptical disk, or a
semiconductor memory such as a memory card and ex-
ecutes data recording or readout.

[10. Summary of Configuration of Present Disclosure]

[0363] Thus far, embodiments of the present disclo-
sure are explained in detail with reference to a particular
embodiment. However, it is selfevident that those skilled
in the art can make corrections to, or use substitutes in
the embodiment within the scope not deviating from the
gist of the present disclosure. That is, the present inven-
tion has been disclosed in exemplary forms, and should
not be interpreted in a limited manner. In order to deter-
mine the gist of the present disclosure, the section of
claims should be considered.
[0364] Note that the technology disclosed in this spec-
ification can have configuration like the ones mentioned
below.

(1) An information processing apparatus including:

a storage section configured to store a first ap-
plication; and
a control section configured to acquire sensor
information from an installed sensor and exe-
cute lock control of disabling use of the first ap-
plication by prohibiting access to the storage
section on a basis of the acquired sensor infor-
mation.

(2) The information processing apparatus according
to (1), in which the control section further executes
lock control of the first application on a basis of ac-
quisition information of a lock unlocking decision ap-
plication.
(3) The information processing apparatus according
to (1) or (2), in which the control section executes
lock control for each provided service included in the
first application.
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(4) The information processing apparatus according
to any of (1) to (3), in which the control section exe-
cutes lock control of the first application on a basis
of acquisition information of a plurality of different
lock unlocking decision applications.
(5) The information processing apparatus according
to any of (1) to (4), in which, for the first application,
the control section executes

a first-lock unlocking process based on an input
code, and
a second-lock unlocking process based on ac-
quisition information of the lock unlocking deci-
sion application.

(6) The information processing apparatus according
to any of (1) to (5), in which

the information processing apparatus has a
memory storing lock unlocking condition infor-
mation of the first application based on acquisi-
tion information of the lock unlocking decision
application, and
the control section compares the lock unlocking
condition information stored on the memory, and
the acquisition information of the lock unlocking
decision application, and executes a lock un-
locking process of the first application.

(7) The information processing apparatus according
to (6), in which the control section receives the lock
unlocking condition information of the first applica-
tion from an external apparatus and stores the lock
unlocking condition information on the memory.
(8) The information processing apparatus according
to any of (1) to (7), in which

the lock unlocking decision application is a step
counting application, and
the control section executes a lock unlocking
process of the first application in a case where
a step count of a user holding the information
processing apparatus has exceeded a specified
step count that is a prespecified lock unlocking
condition.

(9) The information processing apparatus according
to any of (1) to (8), in which

the lock unlocking decision application is a phys-
ical condition management application, and
the control section executes a lock unlocking
process of the first application in a case where
it is decided that a physical condition of a user
holding the information processing apparatus is
good.

(10) The information processing apparatus accord-

ing to any of (1) to (9), in which

the lock unlocking decision application is a lo-
cation information acquisition application, and
the control section executes a lock unlocking
process of the first application in a case where
a current location of a user holding the informa-
tion processing apparatus is in a prespecified
area.

(11) The information processing apparatus accord-
ing to any of (1) to (10), in which

the lock unlocking decision application is a
weather information acquisition application, and
the control section executes a lock unlocking
process of the first application in a case where
a current weather is a prespecified weather.

(12) The information processing apparatus accord-
ing to any of (1) to (11), in which the control section
executes lock control of the first application on a ba-
sis of acquisition information of the lock unlocking
decision application, and time information obtained
from a clock.
(13) The information processing apparatus accord-
ing to any of (1) to (12), in which the information
processing apparatus is a wearable device.
(14) An information processing system including:

a first information processing apparatus, and
a wearable device, in which
the wearable device is a device that is able to
use a first application,
the first information processing apparatus trans-
mits, to the wearable device, lock unlocking con-
dition information to be used when lock control
including a locking process of disabling use of
the first application of the wearable device, and
a lock unlocking process of enabling use of the
first application of the wearable device is exe-
cuted, and
the wearable device

receives the lock unlocking condition infor-
mation from the first information processing
apparatus and stores the lock unlocking
condition information on a memory, and
compares acquisition information of a lock
unlocking decision application that is an ap-
plication different from the first application
and the lock unlocking condition information
stored on the memory, and executes lock
control of the first application.

(15) An information processing method executed in
an information processing apparatus, in which
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the information processing apparatus has a stor-
age section storing a first application, and
a control section acquires sensor information
from an installed sensor, and executes lock con-
trol of the first application of disabling use of the
first application by prohibiting access to the stor-
age section on a basis of the acquired sensor
information.

(16) An information processing method executed in
an information processing system having a first in-
formation processing apparatus, and a wearable de-
vice, in which

the wearable device is a device that is able to
use a first application,
the first information processing apparatus trans-
mits, to the wearable device, lock unlocking con-
dition information to be used when lock control
including a locking process of disabling use of
the first application of the wearable device and
a lock unlocking process of enabling use of the
first application of the wearable device is exe-
cuted, and
the wearable device

receives the lock unlocking condition infor-
mation from the first information processing
apparatus and stores the lock unlocking
condition information on a memory, and
compares acquisition information of a lock
unlocking decision application which is an
application different from the first applica-
tion and the lock unlocking condition infor-
mation stored on the memory, and executes
lock control of the first application.

(17) A program causing information processing to
be executed in an information processing apparatus,
in which

the information processing apparatus has a stor-
age section storing a first application, and
the program causes a control section to acquire
sensor information from an installed sensor and
execute lock control of the first application of dis-
abling use of the first application by prohibiting
access to the storage section on a basis of the
acquired sensor information.

[0365] In addition, a series of processes explained in
the specification can be executed by hardware, software,
or a combined configuration of both hardware and soft-
ware. In a case where the processes are executed by
software, a program having process sequences recorded
thereon can be installed on a memory in a computer in-
corporated into dedicated hardware and executed ther-
eon, or the program can be installed on a generalpurpose

computer that can execute various types of process and
executed thereon. For example, the program can be re-
corded in advance on a recording medium. Other than
being installed from the recording medium onto a com-
puter, the program can be received via networks like a
LAN (Local Area Network) and the Internet and installed
on a recording medium such as a built-in hard disk.
[0366] Note that various types of process described in
the specification may not only be executed in time series
in accordance with the description, but may be executed
in parallel or individually in accordance with the process-
ing capability of an apparatus that executes the process-
es or as necessary. In addition, in this specification, sys-
tems are a logical collective configuration of a plurality
of apparatuses, and systems are not limited to ones hav-
ing apparatuses of individual configurations that are lo-
cated in the same housing.

[Industrial Applicability]

[0367] As explained above, according to the configu-
ration of one embodiment of the present disclosure, a
configuration that performs lock control such as unlock-
ing of IC card function providing applications in various
types of fine condition setting is realized.
[0368] Specifically, for example, the configuration has
the control section that executes lock control including a
locking process in which use of an IC card function pro-
viding application is disabled and a lock unlocking proc-
ess in which use of the IC card function providing appli-
cation is enabled. On the basis of acquisition information
of a lock unlocking decision application which is an ap-
plication different from the IC card function providing ap-
plication, the control section executes the lock control of
the IC card function providing application. For example,
in a case where a step count of a user counted by a step
counting application has exceeded a specified step count
that is a prespecified lock unlocking condition, the control
section executes the lock unlocking process of the IC
card function providing application.
[0369] According to this configuration, the configura-
tion that performs lock control such as unlocking of IC
card function providing applications in various types of
fine condition setting is realized.

[Reference Signs List]

[0370]

10: User
11: IC card
20: Shop
21: Reader/writer (R/W)
32: Information processing apparatus (user termi-

nal)
100: Information processing apparatus
101: Smartphone
102: Wearable terminal
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151: Control section (microcomputer etc.)
152: Operation section
153: Display section
154: Secure element
155: Memory
156: Clock
160: Group of various types of sensor
170: First communication section
180: Second communication section
190: Power supply section
301: CPU
302: ROM
303: RAM
304: Bus
305: Input/output interface
306: Input section
307: Output section
308: Storage section
309: Communication section
310: Drive
311: Removable medium

Claims

1. An information processing apparatus comprising:

a storage section configured to store a first ap-
plication; and
a control section configured to acquire sensor
information from an installed sensor and exe-
cute lock control of disabling use of the first ap-
plication by prohibiting access to the storage
section on a basis of the acquired sensor infor-
mation.

2. The information processing apparatus according to
claim 1, wherein the control section further executes
lock control of the first application on a basis of ac-
quisition information of a lock unlocking decision ap-
plication.

3. The information processing apparatus according to
claim 1, wherein the control section executes lock
control for each provided service included in the first
application.

4. The information processing apparatus according to
claim 1, wherein the control section executes lock
control of the first application on a basis of acquisition
information of a plurality of different lock unlocking
decision applications.

5. The information processing apparatus according to
claim 1, wherein, for the first application, the control
section executes

a first-lock unlocking process based on an input

code, and
a second-lock unlocking process based on ac-
quisition information of the lock unlocking deci-
sion application.

6. The information processing apparatus according to
claim 1, wherein

the information processing apparatus has a
memory storing lock unlocking condition infor-
mation of the first application based on acquisi-
tion information of the lock unlocking decision
application, and
the control section compares the lock unlocking
condition information stored on the memory and
the acquisition information of the lock unlocking
decision application and executes a lock unlock-
ing process of the first application.

7. The information processing apparatus according to
claim 6, wherein the control section receives the lock
unlocking condition information of the first applica-
tion from an external apparatus and stores the lock
unlocking condition information on the memory.

8. The information processing apparatus according to
claim 1, wherein

the lock unlocking decision application is a step
counting application, and
the control section executes a lock unlocking
process of the first application in a case where
a step count of a user holding the information
processing apparatus has exceeded a specified
step count that is a prespecified lock unlocking
condition.

9. The information processing apparatus according to
claim 1, wherein

the lock unlocking decision application is a phys-
ical condition management application, and
the control section executes a lock unlocking
process of the first application in a case where
it is decided that a physical condition of a user
holding the information processing apparatus is
good.

10. The information processing apparatus according to
claim 1, wherein

the lock unlocking decision application is a lo-
cation information acquisition application, and
the control section executes a lock unlocking
process of the first application in a case where
a current location of a user holding the informa-
tion processing apparatus is in a prespecified
area.
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11. The information processing apparatus according to
claim 1, wherein

the lock unlocking decision application is a
weather information acquisition application, and
the control section executes a lock unlocking
process of the first application in a case where
a current weather is a prespecified weather.

12. The information processing apparatus according to
claim 1, wherein the control section executes lock
control of the first application on a basis of acquisition
information of the lock unlocking decision application
and time information obtained from a clock.

13. The information processing apparatus according to
claim 1, wherein the information processing appara-
tus is a wearable device.

14. An information processing system comprising:

a first information processing apparatus, and
a wearable device, wherein
the wearable device is a device that is able to
use a first application,
the first information processing apparatus trans-
mits, to the wearable device, lock unlocking con-
dition information to be used when lock control
including a locking process of disabling use of
the first application of the wearable device and
a lock unlocking process of enabling use of the
first application of the wearable device is exe-
cuted, and
the wearable device

receives the lock unlocking condition infor-
mation from the first information processing
apparatus and stores the lock unlocking
condition information on a memory, and
compares acquisition information of a lock
unlocking decision application that is an ap-
plication different from the first application
and the lock unlocking condition information
stored on the memory and executes lock
control of the first application.

15. An information processing method executed in an
information processing apparatus, wherein

the information processing apparatus has a stor-
age section storing a first application, and
a control section acquires sensor information
from an installed sensor and executes lock con-
trol of the first application of disabling use of the
first application by prohibiting access to the stor-
age section on a basis of the acquired sensor
information.

16. An information processing method executed in an
information processing system having a first infor-
mation processing apparatus and a wearable de-
vice, wherein

the wearable device is a device that is able to
use a first application,
the first information processing apparatus trans-
mits, to the wearable device, lock unlocking con-
dition information to be used when lock control
including a locking process of disabling use of
the first application of the wearable device and
a lock unlocking process of enabling use of the
first application of the wearable device is exe-
cuted, and
the wearable device

receives the lock unlocking condition infor-
mation from the first information processing
apparatus and stores the lock unlocking
condition information on a memory, and
compares acquisition information of a lock
unlocking decision application which is an
application different from the first applica-
tion and the lock unlocking condition infor-
mation stored on the memory and executes
lock control of the first application.

17. A program causing information processing to be ex-
ecuted in an information processing apparatus,
wherein

the information processing apparatus has a stor-
age section storing a first application, and
the program causes a control section to acquire
sensor information from an installed sensor and
execute lock control of the first application of dis-
abling use of the first application by prohibiting
access to the storage section on a basis of the
acquired sensor information.
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