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Description

TECHNICAL FIELD

[0001] The disclosed embodiments relate generally to
managing replicas of objects in a distributed storage sys-
tem.

BACKGROUND

[0002] The enterprise computing landscape has re-
cently undergone a fundamental shift in storage archi-
tectures in which the central-service architecture has giv-
en way to distributed storage systems. Distributed stor-
age systems built from commodity computer systems can
deliver high performance, availability, and scalability for
new data-intensive applications at a fraction of cost com-
pared to monolithic disk arrays. To unlock the full poten-
tial of distributed storage systems, data is replicated
across multiple instances of the distributed storage sys-
tem at different geographical locations, thereby increas-
ing availability and reducing network distance from cli-
ents.
[0003] In a distributed storage system, objects are dy-
namically created and deleted in different instances of
the distributed storage system. However, different repli-
cation requests may have different priorities. It is impor-
tant to execute replication requests in priority order so
as to replicate the more important objects first. For ex-
ample, a newly uploaded object has just one replica.
Thus, it is more important to create replicas of the new
object before creating replicas of existing objects that
already has a plurality of replicas in order to minimize the
probability of data loss in the new object. Another exam-
ple is a video that becomes a hit over night. In this case,
the number of replicas of the video needs to be increased
as soon as possible in order to handle the increased de-
mand. Therefore, it is desirable to properly prioritize rep-
lication requests and execute them in a timely fashion
while sustaining very high loads.
[0004] In a small-scale distributed storage system,
managing replicas of objects is a tractable problem. How-
ever, there are no existing techniques for managing rep-
licas of objects in a planet-wide distributed storage sys-
tem that includes trillions of objects, petabytes of data,
dozens of data centers across the planet.
[0005] US Patent Application No: US 2007/156842 A1
provides a distributed, web-services based storage sys-
tem which may include a web services interface config-
ured to receive, according to a web services protocol, a
given client request for access to a given data object, the
request including a key value corresponding to the object,
the system may also include storage nodes configured
to store replicas of the objects, where each replica is
accessible via respective unique locator value, and a key-
map instance configured to store a respective keymap
entry for each object. For the given object, the respective
keymap entry includes the key value and each locator

value corresponding to replicas of the object. A coordi-
nator may receive the given request from the web serv-
ices interface, responsively access the keymap instance
to identify locator values corresponding to the key value
and, for a particular locator value, retrieve a correspond-
ing replica from a corresponding storage node.

SUMMARY

[0006] The present invention provides a computer-im-
plemented method as set out in claim 1. Further aspects
of the present invention are set out in the remaining
claims.
[0007] In some embodiments, the priority of a respec-
tive replication request is calculated as a difference be-
tween a metric corresponding to a benefit of performing
the respective replication request and a metric corre-
sponding to a cost of performing the respective replica-
tion request.
[0008] In some embodiments, a respective subset of
replication requests for a respective group of replication
requests is distributed to a respective instance of the dis-
tributed storage system for execution by distributing a
respective sorted group of replication requests to the re-
spective instance of the distributed storage system.
[0009] In some embodiments, the current state of the
distributed storage system includes a current network
state, current user quotas for storage space in the dis-
tributed storage system, storage space in the distributed
storage system that are currently used by users, current
storage space available at instances of the distributed
storage system, current statuses of replication queues
at instances of the distributed storage system, current
planned maintenance operations zones, and a list of cur-
rent replicas of objects in the distributed storage system.
[0010] In some embodiments, a replication policy for
an object includes criteria selected from the group con-
sisting of, a minimum number of replicas of the object
that must be present in the distributed storage system,
a maximum number of the replicas of the object that are
allowed to be present in the distributed storage system,
storage device types on which the replicas of the object
are to be stored, locations at which the replicas of the
object may be stored, locations at which the replicas of
the object may not be stored, and a range of ages for the
object during which the replication policy for the object
applies.
[0011] In some embodiments, the replication requests
are background replication requests.
[0012] In some embodiments, a respective object is a
binary large object (blob).
[0013] Some embodiments provide a system, a com-
puter-readable storage medium including instructions,
and a computer-implemented method for generating rep-
lication requests for objects in a distributed storage sys-
tem. For each object in a distributed storage system, rep-
lication policies for the object that have not been satisfied
are determined. Next, the replication requests for the ob-
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ject whose replication policies have not been satisfied
are ranked based on a number of replicas of the object
that need to be created in order to satisfy the replication
policies for the object. Replication requests for the object
are generated based at least in part on the replication
policies for the object that have not been satisfied, costs
and benefits for performing the replication requests, and
a current state of the distributed storage system, wherein
a respective replication request for a respective object
instructs a respective instance of the distributed storage
system to replicate the respective object so as to at least
partially satisfy a replication policy for the respective ob-
ject. At least a subset of the replication requests for the
objects in the distributed storage system are distributed
to respective instances of the distributed storage system
corresponding to the replication requests for execution.
[0014] In some embodiments, prior to distributing the
at least the subset of the replication requests for the ob-
jects in the distributed storage system to respective in-
stances of the distributed storage system corresponding
to the replication requests for execution, the replication
requests are partitioned into groups of respective repli-
cation requests corresponding to respective instances of
the distributed storage system at which respective pre-
determined actions of the respective replication requests
are to be performed. Priorities of the replication requests
are then calculated. For each group of replication re-
quests, the replication requests in the group of replication
requests are sorted by priority to produce a sorted group
of replication requests.
[0015] In some embodiments, a priority of a respective
replication request is calculated as a difference between
a metric corresponding to a benefit of performing the re-
spective replication request and a metric corresponding
to a cost of performing the respective replication request.
[0016] In some embodiments, prior to distributing the
at least the subset of the replication requests for the ob-
jects in the distributed storage system to respective in-
stances of the distributed storage system corresponding
to the replication requests for execution, the at least the
subset of replication requests that can be completed with-
in a predetermined time interval is determined. In some
embodiments, replication requests for the respective
group of replication requests that are not included in the
subset of replication requests for the respective group of
replication requests are discarded.
[0017] In some embodiments, replication requests are
distributed to a replication queue in a respective instance
of the distributed storage system.
[0018] Also disclosed herein are examples that provide
a system, a computer-readable storage medium includ-
ing instructions, and a computer-implemented method
for simulating a state of a distributed storage system. A
current state of a distributed storage system and replica-
tion policies for the objects in the distributed storage sys-
tem is obtained. Proposed modifications to the current
state of the distributed storage system are received. The
state of the distributed storage system over time is sim-

ulated based on the current state of the distributed stor-
age system, the replication policies for the objects in the
distributed storage system, and the proposed modifica-
tions to the current state of the distributed storage sys-
tem. Reports relating to the time evolution of the current
state of the distributed storage system are generated
based on the simulation.
[0019] In some examples, a respective proposed mod-
ification to the current state of the distributed storage sys-
tem includes information relating to the respective pro-
posed modification to the current state of the distributed
storage system and a time at which the respective pro-
posed modification to the current state of the distributed
storage system is to occur.
[0020] In some examples, a respective proposed mod-
ification to the current state of the distributed storage sys-
tem is selected from the group consisting of an addition
of storage space in the distributed storage system, a re-
moval of storage space in the distributed storage system,
an addition of instances of the distributed storage system,
a removal of instances of the distributed storage system,
an increase in the amount of data stored in the distributed
storage system, a decrease in the amount of data stored
in the distributed storage system, a modification to rep-
lication policies for objects in the distributed storage sys-
tem, an addition of network resources in the distributed
storage system, and a modification to an algorithm that
generates replication requests.
[0021] In some examples, at least one of the proposed
modifications to the current state of the distributed stor-
age system are implemented based on the reports.
[0022] Also disclosed herein are examples that provide
a system, a computer-readable storage medium includ-
ing instructions, and a computer-implemented method
for generating and distributing replica removal requests
for objects in a distributed storage system. Replica re-
moval requests for objects in a distributed storage system
are generated based at least in part on replication policies
for the objects, wherein a respective replica removal re-
quest instructs a respective instance of the distributed
storage system to remove a respective replica of the re-
spective object so as to at least partially satisfy replication
policies for the respective object. The replica removal
requests for the objects in the distributed storage system
are then distributed to respective instances of the distrib-
uted storage system corresponding to the replica remov-
al requests for execution.
[0023] In some examples, a replica removal request
for a respective object in the distributed storage system
is generated based at least in part on replication policies
for the respective object as follows. Replication policies
for the respective object that have been violated are iden-
tified. Next, a replica of the respective object to be re-
moved from an instance of the distributed storage system
is selected based at least in part on last access times of
replicas of the respective object and the current storage
space available at instances of the distributed storage
system including the replicas of the respective object.
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The replica removal request for the replica of the respec-
tive object is then generated.
[0024] In some examples, a replica removal request
for the replica of the respective object is generated as
follows. It is determined that an instance of the distributed
storage system including a replica of the respective ob-
ject is being deactivated. It is then determined whether
the deactivation of the instance of the distributed storage
system causes a number of replicas of the respective
object to be below a minimum number of replicas of the
respective object as specified by the replication policies
for the respective object. If the deactivation of the in-
stance of the distributed storage system causes the
number of replicas of the respective object to be below
the minimum number of replicas of the respective object,
a replication request to replicate the respective object is
generated based at least in part on replication policies
for the respective object and a current state of the dis-
tributed storage system. Next, the replication request is
distributed to a respective instance of the distributed stor-
age system for execution. The replica removal request
for the respective object is generated only after the rep-
lication request to replicate the respective object has
been completed.
[0025] In some examples, replica removal requests
are generated for an object whose replicas violate repli-
cation policies for the object.
[0026] In some examples, replica removal requests
are generated for an object for which dynamic replication
requests caused the number of replicas of the object to
exceed the number of replicas of the object specified in
the replication policies for the object, wherein a dynamic
replication request generates a replica of the object
based at least in part on a current level of demand for
the object.
[0027] Also disclosed herein are examples that provide
a system, a computer-readable storage medium includ-
ing instructions, and a computer-implemented method
for generating and distributing replica removal requests
for objects in a distributed storage system. The following
operations are performed for each object in a distributed
storage system. One or more replicas of the object to be
removed from the distributed storage system are identi-
fied based at least in part on replication policies for the
object. Next, replica removal requests for the one or more
replicas of the object are generated, wherein a respective
replica removal request instructs a respective instance
of the distributed storage system to remove a respective
replica of the respective object so as to at least partially
satisfy replication policies for the respective object. The
replica removal requests for the object in the distributed
storage system are then distributed to respective instanc-
es of the distributed storage system corresponding to the
replical removal requests for execution.
[0028] In some examples, the replica removal requests
for the one or more replicas of the object are generated
as follows. Replication policies for the object that have
been violated are identified. Next, the one or more rep-

licas of the object to be removed from instances of the
distributed storage system are selected based at least in
part on last access times of replicas of the respective
object and the current storage space available at the in-
stances of the distributed storage system including the
replicas of the respective object. The replica removal re-
quests for the one or more selected replica of the respec-
tive object are then generated.
[0029] In some examples, a replica removal requests
for the one or more replicas of the object are generated
as follows. It is determined that instance of the distributed
storage system including the replica of the object is being
deactivated. Next, it is determined whether the deactiva-
tion of the instance of the distributed storage system
causes a number of replicas of the object to be below a
minimum number of replicas of the object as specified
by the replication policies for the object. If the deactivation
of the instance of the distributed storage system causes
the number of replicas of the object to be below the min-
imum number of replicas of the object, a replication re-
quest to replicate the object is generated based at least
in part on replication policies for the object and a current
state of the distributed storage system. The replication
request is then distributed to a respective instance of the
distributed storage system for execution. The replica re-
moval request for the object is generated only after the
replication request to replicate the object has been com-
pleted.

BRIEF DESCRIPTION OF THE DRAWINGS

[0030]

Figure 1A is a conceptual illustration for placing mul-
tiple instances of a database at physical sites all over
the globe, according to some embodiments.

Figure 1B illustrates basic functionality at each in-
stance according to some embodiments.

Figures 1C-1G illustrate ways that a distributed stor-
age system may be integrated with systems that pro-
vide user applications according to some embodi-
ments.

Figure 2 is a block diagram illustrating multiple in-
stances of a replicated database, with an exemplary
set of programs and/or processes shown for the first
instance according to some embodiments.

Figure 3 is a block diagram that illustrates an exem-
plary instance for the system, and illustrates what
blocks within the instance with which a user interacts,
according to some embodiments.

Figure 4 is a block diagram of an instance server that
may be used for the various programs and process-
es, according to some embodiments.
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Figure 5 illustrates a typical allocation of instance
servers to various programs or processes, according
to some embodiments.

Figure 6A is a block diagram illustrating the creation
and the initial replication of an object, according to
some embodiments.

Figure 6B is a block diagram illustrating the back-
ground replication of the object, according to some
embodiments.

Figure 6C is a block diagram illustrating a dynamic
replication of the object, according to some embod-
iments.

Figure 6D is a block diagram illustrating the removal
of a replica of the object, according to some embod-
iments.

Figure 7 is a flowchart of a method for generating
replication requests for objects in a distributed stor-
age system, according to some embodiments.

Figure 8 is a flowchart of another method for gener-
ating and distributing replication requests for objects
in a distributed storage system, according to some
embodiments.

Figure 9 is a flowchart of a method for generating
replica removal requests for objects in a distributed
storage system, according to some embodiments.

Figure 10 is a flowchart of a method for generating
a replica removal request for an object in the distrib-
uted storage system, according to some embodi-
ments.

Figure 11 is a flowchart of another method for gen-
erating a replica removal request for an object in the
distributed storage system, according to some em-
bodiments.

Figure 12 is a flowchart of another method for gen-
erating and distributing replica removal requests for
objects in a distributed storage system, according to
some embodiments.

Figure 13 is a flowchart of a method for generating
replica removal requests for the one or more replicas
of an object, according to some embodiments.

Figure 14 is a flowchart of another method for gen-
erating replica removal requests for the one or more
replicas of an object, according to some embodi-
ments.

Figure 15 is a flowchart of a method for simulating a

state of a distributed storage system, according to
some embodiments.

[0031] Like reference numerals refer to corresponding
parts throughout the drawings.

DESCRIPTION OF EMBODIMENTS

[0032] Before discussing techniques for managing
replicas of objects in a distributed storage system, it is
instructive to present an exemplary system in which
these techniques may be used.

Distributed Storage System Overview

[0033] The present specification describes a distribut-
ed storage system. In some embodiments, as illustrated
in Figure 1A, the distributed storage system is implement-
ed on a global or planet-scale. In these embodiments,
there is a plurality of instances 102-1, 102-2, ... 102-N at
various locations on the Earth 100, connected by network
communication links 104-1, 104-2, ... 104-M. In some
embodiments, an instance (such as instance 102-1) cor-
responds to a data center. In other embodiments, multi-
ple instances are physically located at the same data
center. Although the conceptual diagram of Figure 1A
shows a limited number of network communication links
104-1, etc., typical embodiments would have many more
network communication links. In some embodiments,
there are two or more network communication links be-
tween the same pair of instances, as illustrated by links
104-5 and 104-6 between instance 2 (102-2) and in-
stance 6 (102-6). In some embodiments, the network
communication links are composed of fiber optic cable.
In some embodiments, some of the network communi-
cation links use wireless technology, such as micro-
waves. In some embodiments, each network communi-
cation link has a specified bandwidth and/or a specified
cost for the use of that bandwidth. In some embodiments,
statistics are maintained about the transfer of data across
one or more of the network communication links, includ-
ing throughput rate, times of availability, reliability of the
links, etc. Each instance typically has data stores and
associated databases (as shown in Figures 2 and 3), and
utilizes a farm of server computers ("instance servers,"
see Figure 4) to perform all of the tasks. In some embod-
iments, there are one or more instances that have limited
functionality, such as acting as a repeater for data trans-
missions between other instances. Limited functionality
instances may or may not have any of the data stores
depicted in Figures 3 and 4.
[0034] Figure 1B illustrates data and programs at an
instance 102-i that store and replicate data between in-
stances. The underlying data items 122-1, 122-2, etc.
are stored and managed by one or more database units
120. Each instance 102-i has a replication unit 124 that
replicates data to and from other instances. The replica-
tion unit 124 also manages one or more egress maps
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134 that track data sent to and acknowledged by other
instances. Similarly, the replication unit 124 manages
one or more ingress maps, which track data received at
the instance from other instances. Egress maps and in-
gress maps are described in more detail with respect to
Figures 14A - 14D, 15A, and 17 of co-pending U.S. Patent
Application No. 12/703,167, "Method and System for Ef-
ficiently Replicating Data in Non-Relational Databases,"
filed February 9, 2010, which is incorporated herein by
reference in its entirety.
[0035] Each instance 102-i has one or more clock serv-
ers 126 that provide accurate time. In some embodi-
ments, the clock servers 126 provide time as the number
of microseconds past a well-defined point in the past. In
some embodiments, the clock servers provide time read-
ings that are guaranteed to be monotonically increasing.
In some embodiments, each instance server 102-i stores
an instance identifier 128 that uniquely identifies itself
within the distributed storage system. The instance iden-
tifier may be saved in any convenient format, such as a
32-bit integer, a 64-bit integer, or a fixed length character
string. In some embodiments, the instance identifier is
incorporated (directly or indirectly) into other unique iden-
tifiers generated at the instance. In some embodiments,
an instance 102-i stores a row identifier seed 130, which
is used when new data items 122 are inserted into the
database. A row identifier is used to uniquely identify
each data item 122. In some embodiments, the row iden-
tifier seed is used to create a row identifier, and simulta-
neously incremented, so that the next row identifier will
be greater. In other embodiments, unique row identifiers
are created from a timestamp provided by the clock serv-
ers 126, without the use of a row identifier seed. In some
embodiments, a tie breaker value 132 is used when gen-
erating row identifiers or unique identifiers for data chang-
es (described with respect to Figure 6 - 9 of co-pending
U.S. Patent Application No. 12/703,167, "Method and
System for Efficiently Replicating Data in Non-Relational
Databases," filed February 9, 2010, which is incorporated
herein by reference in its entirety. In some embodiments,
a tie breaker 132 is stored permanently in non-volatile
memory (such as a magnetic or optical disk).
[0036] The elements described in Figure 1B are incor-
porated in embodiments of the distributed storage sys-
tem 200 illustrated in Figures 2 and 3. In some embodi-
ments, the functionality described in Figure 1B is included
in a blobmaster 204 and metadata store 206. In these
embodiments, the primary data storage (i.e., blobs) is in
the data stores 212, 214, 216, 218, and 220, and man-
aged by bitpushers 210. The metadata for the blobs is in
the metadata store 206, and managed by the blobmaster
204. The metadata corresponds to the functionality iden-
tified in Figure 1B. Although the metadata for storage of
blobs provides an exemplary embodiment of the present
invention, one of ordinary skill in the art would recognize
that the present invention is not limited to this embodi-
ment.
[0037] In some embodiments the disclosed distributed

storage system 200, the distributed storage system is
used by one or more user applications 308, which are
provided by application servers, such as 150-1, 150-2,
150-3, 150-4, and 150-5 illustrated in Figures 1C - 1G.
Exemplary user applications that use embodiments of
the disclosed distributed storage system include Gmail,
YouTube, Orkut, Google Docs, and Picasa. Some em-
bodiments of the disclosed distributed storage system
simultaneously provide storage for multiple distinct user
applications, and impose no limit on the number of distinct
user applications that can use the distributed storage sys-
tem. For example, a single implementation of the dis-
closed distributed storage system may provide storage
services for all of the exemplary user applications listed
above. In some embodiments, a user application 308
runs in a web browser 306, on a user computer system
304. A user 302 interacts with a user application 308
according to the interface provided by the user applica-
tion. Each user application 308 uses a client library 310
to store and retrieve data from the distributed storage
system 200.
[0038] Figure 1C illustrates an embodiment in which a
user application is provided by one or more application
servers 150-1. In some embodiments, the web browser
306 downloads user application 308 over a network 328
from the application servers 150-1. In addition to com-
munication between the application server 150-1 and the
user system 304, the application server(s) 150-1 com-
municate over network 328 with the distributed storage
system 200. In particular, the application servers may
establish storage policies 326 that are applicable to all
data stored by the supplied user application. For exam-
ple, administrators of the Gmail Application servers may
establish storage policies 326 that are applicable to mil-
lions of user of Gmail.
[0039] In some embodiments, communication be-
tween the client library 310 and the distributed storage
system utilizes a load balancer 314, which can distribute
user requests to various instances within the distributed
storage system based on various conditions, such as net-
work traffic and usage levels at each instance. In the
embodiment illustrated in Figure 1C, the load balancer
314 is not an integrated component of the distributed
storage system 200. The load balancer 314 communi-
cates with both the client library 310 and the distributed
storage system 200 over one or more networks 328. The
network 328 may include the Internet, one or more local
area networks (LANs), one or more wide are networks
(WANs), one or more wireless networks (WiFi networks),
or various combinations of these.
[0040] Figure 1D illustrates an embodiment that is sim-
ilar to Figure 1C, except that the load balancing system
314 just returns information to the client library 310 to
specify which instance 102 within the distributed storage
system 200 should be contacted. The client library 310
then contacts the appropriate instance 102 directly.
[0041] Figure 1E illustrates an embodiment that is sim-
ilar to Figure 1C, except that the load balancing system
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314 is an integrated part of the distributed storage appli-
cation 200. In some embodiments, load balancers 314
are included at some or all of the instances within the
distributed storage system 200. Even in these embodi-
ments, a load balancer 314 may direct the communica-
tion to a different instance.
[0042] Figure 1F illustrates an embodiment that is sim-
ilar to Figure 1C, except that the load balancing service
314 is included in the application servers 150-4. This em-
bodiment is more commonly used when the distributed
storage system 200 is being used by a single user appli-
cation provided by the application servers 150-4. In this
case, the load balancer 314 has a complete picture of
the load because the application servers 150-4 receive
all of the traffic directed to the distributed storage system.
[0043] Figure 1G illustrates a variation of Figure 1F, in
which the client library 310 is maintained at the applica-
tion servers 150-5 rather than integrated within the run-
ning user application 308.
[0044] The distributed storage system 200 shown in
Figures 2 and 3 includes certain global applications and
configuration information 202, as well as a plurality of
instances 102-1, ... 102-N. In some embodiments, the
global configuration information includes a list of instanc-
es and information about each instance. In some embod-
iments, the information for each instance includes: the
set of storage nodes (data stores) at the instance; the
state information, which in some embodiments includes
whether the metadata at the instance is global or local;
and network addresses to reach the blobmaster 204 and
bitpusher 210 at the instance. In some embodiments, the
global configuration information 202 resides at a single
physical location, and that information is retrieved as
needed. In other embodiments, copies of the global con-
figuration information 202 are stored at multiple locations.
In some embodiments, copies of the global configuration
information 202 are stored at some or all of the instances.
In some embodiments, the global configuration informa-
tion can only be modified at a single location, and chang-
es are transferred to other locations by one-way replica-
tion. In some embodiments, there are certain global ap-
plications, such as the location assignment daemon 346
(see Figure 3) that can only run at one location at any
given time. In some embodiments, the global applications
run at a selected instance, but in other embodiments,
one or more of the global applications runs on a set of
servers distinct from the instances. In some embodi-
ments, the location where a global application is running
is specified as part of the global configuration information
202, and is subject to change over time.
[0045] Figures 2 and 3 illustrate an exemplary set of
programs, processes, and data that run or exist at each
instance, as well as a user system that may access the
distributed storage system 200 and some global appli-
cations and configuration. In some embodiments, a user
302 interacts with a user system 304, which may be a
computer or other device that can run a web browser
306. A user application 308 runs in the web browser, and

uses functionality provided by database client 310 to ac-
cess data stored in the distributed storage system 200
using network 328. Network 328 may be the Internet, a
local area network (LAN), a wide area network (WAN),
a wireless network (WiFi), a local intranet, or any com-
bination of these. In some embodiments, a load balancer
314 distributes the workload among the instances, so
multiple requests issued by a single client 310 need not
all go to the same instance. In some embodiments, da-
tabase client 310 uses information in a global configura-
tion store 312 to identify an appropriate instance for a
request. The client uses information from the global con-
figuration store 312 to find the set of blobmasters 204
and bitpushers 210 that are available, and where to con-
tact them. A blobmaster 204 uses a global configuration
store 312 to identify the set of peers for all of the replica-
tion processes. A bitpusher 210 uses information in a
global configuration store 312 to track which stores it is
responsible for. In some embodiments, user application
308 runs on the user system 304 without a web browser
306. Exemplary user applications are an email applica-
tion and an online video application.
[0046] In some embodiments, each instance has a
blobmaster 204, which is a program that acts as an ex-
ternal interface to the metadata table 206. For example,
an external user application 308 can request metadata
corresponding to a specified blob using client 310. Note
that a "blob" (i.e., a binary large object) is a collection of
binary data (e.g., images, videos, binary files, executable
code, etc.) stored as a single entity in a database. This
specification uses the terms "blob" and "object" inter-
changeably and embodiments that refer to a "blob" may
also be applied to "objects," and vice versa. In general,
the term "object" may refer to a "blob" or any other object
such as a database object, a file, or the like, or a portion
(or subset) of the aforementioned objects. In some em-
bodiments, every instance 102 has metadata in its meta-
data table 206 corresponding to every blob stored any-
where in the distributed storage system 200. In other em-
bodiments, the instances come in two varieties: those
with global metadata (for every blob in the distributed
storage system 200) and those with only local metadata
(only for blobs that are stored at the instance). In partic-
ular, blobs typically reside at only a small subset of the
instances. The metadata table 206 includes information
relevant to each of the blobs, such as which instances
have copies of a blob, who has access to a blob, and
what type of data store is used at each instance to store
a blob. The metadata table 206 is described in greater
detail in co-pending U.S. Patent Application No.
12/703,167, "Method and System for Efficiently Replicat-
ing Data in Non-Relational Databases," filed February 9,
2010, which is incorporated herein by reference in its
entirety.
[0047] When a client 310 wants to read a blob of data,
the blobmaster 204 provides one or more read tokens to
the client 310, which the client 310 provides to a bitpusher
210 in order to gain access to the relevant blob. When a
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client 310 writes data, the client 310 writes to a bitpusher
210. The bitpusher 210 returns write tokens indicating
that data has been stored, which the client 310 then pro-
vides to the blobmaster 204, in order to attach that data
to a blob. A client 310 communicates with a bitpusher
210 over network 328, which may be the same network
used to communicate with the blobmaster 204. The com-
munication between the client 310 and bitpushers is also
subject to load balancing 314. Because of load balancing
or other factors, communication with a blobmaster 204
at one instance may be followed by communication with
a bitpusher 210 at a different instance. For example, the
first instance may be a global instance with metadata for
all of the blobs, but may not have a copy of the desired
blob. The metadata for the blobs identifies which instanc-
es have copies of the desired blob, so the subsequent
communication with a bitpusher 210 to read or write is
at a different instance.
[0048] A bitpusher 210 copies data to and from data
stores. In some embodiments, the read and write oper-
ations comprise entire blobs. In other embodiments, each
blob comprises one or more chunks, and the read and
write operations performed by a bitpusher are on solely
on chunks. In some of these embodiments, a bitpusher
deals only with chunks, and has no knowledge of blobs.
In some embodiments, a bitpusher has no knowledge of
the contents of the data that is read or written, and does
not attempt to interpret the contents. Embodiments of a
bitpusher 210 support one or more types of data store.
In some embodiments, a bitpusher supports a plurality
of data store types, including inline data stores 212, Big-
Table stores 214, file server stores 216, and tape stores
218. Some embodiments support additional other stores
220, or are designed to accommodate other types of data
stores as they become available or technologically fea-
sible.
[0049] Inline stores 212 actually use storage space 208
in the metadata store 206. Inline stores provide faster
access to the data, but have limited capacity, so inline
stores are generally for relatively "small" blobs. In some
embodiments, inline stores are limited to blobs that are
stored as a single chunk. In some embodiments, "small"
means blobs that are less than 32 kilobytes. In some
embodiments, "small" means blobs that are less than 1
megabyte. As storage technology facilitates greater stor-
age capacity, even blobs that are currently considered
large may be "relatively small" compared to other blobs.
[0050] BigTable stores 214 store data in BigTables lo-
cated on one or more BigTable database servers 316.
BigTables are described in several publicly available
publications, including "Bigtable: A Distributed Storage
System for Structured Data," Fay Chang et al, OSDI
2006, which is incorporated herein by reference in its
entirety. In some embodiments, the BigTable stores save
data on a large array of servers 316.
[0051] File stores 216 store data on one or more file
servers 318. In some embodiments, the file servers use
file systems provided by computer operating systems,

such as UNIX. In other embodiments, the file servers 318
implement a proprietary file system, such as the Google
File System (GFS). GFS is described in multiple publicly
available publications, including "The Google File Sys-
tem," Sanjay Ghemawat et al., SOSP’03, October 19-22,
2003, which is incorporated herein by reference in its
entirety. In other embodiments, the file servers 318 im-
plement NFS (Network File System) or other publicly
available file systems not implemented by a computer
operating system. In some embodiments, the file system
is distributed across many individual servers 318 to re-
duce risk of loss or unavailability of any individual com-
puter.
[0052] Tape stores 218 store data on physical tapes
320. Unlike a tape backup, the tapes here are another
form of storage. The tape stores 218 are described in
greater detail in co-pending U.S. Provisional Patent Ap-
plication No. 61/302,909, "Method and System for Pro-
viding Efficient Access to a Tape Storage System," filed
February 9, 2010, which is incorporated herein by refer-
ence in its entirety. In some embodiments, a Tape Master
application 222 assists in reading and writing from tape.
In some embodiments, there are two types of tape: those
that are physically loaded in a tape device, so that the
tapes can be robotically loaded; and those tapes that
physically located in a vault or other offline location, and
require human action to mount the tapes on a tape de-
vice. In some instances, the tapes in the latter category
are referred to as deep storage or archived. In some em-
bodiments, a large read/write buffer is used to manage
reading and writing data to tape. In some embodiments,
this buffer is managed by the tape master application
222. In some embodiments there are separate read buff-
ers and write buffers. In some embodiments, a client 310
cannot directly read or write to a copy of data that is stored
on tape. In these embodiments, a client must read a copy
of the data from an alternative data source, even if the
data must be transmitted over a greater distance.
[0053] In some embodiments, there are additional oth-
er stores 220 that store data in other formats or using
other devices or technology. In some embodiments, bit-
pushers 210 are designed to accommodate additional
storage technologies as they become available.
[0054] Each of the data store types has specific char-
acteristics that make them useful for certain purposes.
For example, inline stores provide fast access, but use
up more expensive limited space. As another example,
tape storage is very inexpensive, and provides secure
long-term storage, but a client cannot directly read or
write to tape. In some embodiments, data is automatically
stored in specific data store types based on matching the
characteristics of the data to the characteristics of the
data stores. In some embodiments, users 302 who create
files may specify the type of data store to use. In other
embodiments, the type of data store to use is determined
by the user application 308 that creates the blobs of data.
In some embodiments, a combination of the above se-
lection criteria is used. In some embodiments, each blob
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is assigned to a storage policy 326, and the storage policy
specifies storage properties. A blob policy 326 may spec-
ify the number of copies of the blob to save, in what types
of data stores the blob should be saved, locations where
the copies should be saved, etc. For example, a policy
may specify that there should be two copies on disk (Big
Table stores or File Stores), one copy on tape, and all
three copies at distinct metro locations. In some embod-
iments, blob policies 326 are stored as part of the global
configuration and applications 202.
[0055] In some embodiments, each instance 102 has
a quorum clock server 228, which comprises one or more
servers with internal clocks. The order of events, includ-
ing metadata deltas 608, is important, so maintenance
of a consistent time clock is important. A quorum clock
server regularly polls a plurality of independent clocks,
and determines if they are reasonably consistent. If the
clocks become inconsistent and it is unclear how to re-
solve the inconsistency, human intervention may be re-
quired. The resolution of an inconsistency may depend
on the number of clocks used for the quorum and the
nature of the inconsistency. For example, if there are five
clocks, and only one is inconsistent with the other four,
then the consensus of the four is almost certainly right.
However, if each of the five clocks has a time that differs
significantly from the others, there would be no clear res-
olution. It is important to note that even if the quorum
clock server 228 determines that the independent clocks
are consistent with each other (or with a subset of each
other), the independent clocks may still be unreliable.
For example, it is possible the independent clocks are
skewed in the same direction (e.g., skewed to the future
or past). Thus, calculating time intervals using times re-
ported by the quorum clock server 228 may still produce
incorrect behavior. The embodiments described below
may be used to determine time intervals between two
times reported by an unreliable clock (e.g., the clock gen-
erated by the quorum clock server 228). Techniques for
determining time intervals between two times reported
by an unreliable clock are described in greater detail in
co-pending U.S. Provisional Patent Application Serial
No. 61/302,894, "System and Method for Determining
the Age of Objects in the Presence of Unreliable Clocks,"
filed February 9, 2010, which is incorporated herein by
reference in its entirety.
[0056] In some embodiments, each instance has a rep-
lication module 224, which identifies blobs or chunks that
will be replicated to other instances. In some embodi-
ments, the replication module 224 may use one or more
replication queues 226-1, 226-2, ... Items to be replicated
are placed in a replication queue 226, and the items are
replicated when resources are available. In some em-
bodiments, items in a replication queue 226 have as-
signed priorities, and the highest priority items are repli-
cated as bandwidth becomes available. There are mul-
tiple ways that items can be added to a replication queue
226. In some embodiments, items are added to replica-
tion queues 226 when blob or chunk data is created or

modified. For example, if an end user 302 modifies a blob
at instance 1, then the modification needs to be trans-
mitted to all other instances that have copies of the blob.
In embodiments that have priorities in the replication
queues 226, replication items based on blob content
changes have a relatively high priority. In some embod-
iments, items are added to the replication queues 226
based on a current user request for a blob that is located
at a distant instance. For example, if a user in California
requests a blob that exists only at an instance in India,
an item may be inserted into a replication queue 226 to
copy the blob from the instance in India to a local instance
in California. That is, since the data has to be copied from
the distant location anyway, it may be useful to save the
data at a local instance. These dynamic replication re-
quests receive the highest priority because they are re-
sponding to current user requests. The dynamic replica-
tion process is described in more detail in co-pending
U.S. Provisional Patent Application No. 61/302,896,
"Method and System for Dynamically Replicating Data
within a Distributed Storage System," filed February 9,
2010, incorporated herein by reference in its entirety.
[0057] In some embodiments, a background replica-
tion process creates and deletes copies of blobs based
on blob policies 326 and blob access data provided by a
statistics server 324. The blob policies specify how many
copies of a blob are desired, where the copies should
reside, and in what types of data stores the data should
be saved. In some embodiments, a policy may specify
additional properties, such as the number of generations
of a blob to save, or time frames for saving different num-
bers of copies. E.g., save three copies for the first 30
days after creation, then two copies thereafter. Using
blob policies 326, together with statistical information pro-
vided by the statistics server 324, a location assignment
daemon 322 determines where to create new copies of
a blob and what copies may be deleted. When new copies
are to be created, records are inserted into a replication
queue 226. In some embodiments, the location assign-
ment daemon 322 manages replicas of objects globally
for the distributed storage system 200. In other words,
there is only one location assignment daemon 322 in the
distributed storage system 200. The use of blob policies
326 and the operation of a location assignment daemon
322 are described in more detail below. The replication
queues 226 are described in more detail in co-pending
patent U.S. Provisional Patent Application No.
61/302,908, "System and Method for Replicating Objects
in a Distributed Storage System," filed February 9, 2010,
which is incorporated herein by reference in its entirety.
[0058] Figure 4 is a block diagram illustrating an In-
stance Server 400 used for operations identified in Fig-
ures 2 and 3 in accordance with some embodiments of
the present invention. An Instance Server 400 typically
includes one or more processing units (CPU’s) 402 for
executing modules, a clock 403 that reports the current
date and/or time, programs and/or instructions stored in
memory 414 and thereby performing processing opera-
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tions, one or more network or other communications in-
terfaces 404, memory 414, and one or more communi-
cation buses 412 for interconnecting these components.
In some embodiments, the clock 403 is a local clock that
is periodically synchronized with a clock server (e.g., a
quorum clock server 228 or any other clock server on a
network, etc.). In some embodiments, an Instance Server
400 includes a user interface 406 comprising a display
device 408 and one or more input devices 410. In some
embodiments, memory 414 includes high-speed random
access memory, such as DRAM, SRAM, DDR RAM or
other random access solid state memory devices. In
some embodiments, memory 414 includes non-volatile
memory, such as one or more magnetic disk storage de-
vices, optical disk storage devices, flash memory devic-
es, or other non-volatile solid state storage devices. In
some embodiments, memory 414 includes one or more
storage devices remotely located from the CPU(s) 402.
Memory 414, or alternately the non-volatile memory de-
vice(s) within memory 414, comprises a computer read-
able storage medium. In some embodiments, memory
414 or the computer readable storage medium of mem-
ory 414 stores the following programs, modules and data
structures, or a subset thereof:

• an operating system 416 that includes procedures
for handling various basic system services and for
performing hardware dependent tasks;

• a communications module 418 that is used for con-
necting an Instance Server 400 to other Instance
Servers or computers via the one or more commu-
nication network interfaces 404 (wired or wireless)
and one or more communication networks 328, such
as the Internet, other wide area networks, local area
networks, metropolitan area networks, and so on;

• an optional user interface module 420 that receives
commands from the user via the input devices 410
and generates user interface objects in the display
device 408;

• one or more server applications 422, such as a blob-
master 204 that provides an external interface to the
blob metadata; a bitpusher 210 that provides access
to read and write data from data stores; a replication
module 224 that copies data from one instance to
another; a quorum clock server 228 that provides a
stable clock; a location assignment daemon 322 that
determines where copies of a blob should be located;
and other server functionality as illustrated in Figures
2 and 3. As illustrated, two or more server applica-
tions 424 and 426 may execute on the same physical
computer; and

• one or more database servers 428 that provides stor-
age and access to one or more databases 430. The
databases 430 may provide storage for metadata

206, replication queues 226, blob policies 326, global
configuration 312, the statistics used by statistics
server 324, as well as ancillary databases used by
any of the other functionality. Each database 430
has one or more tables with data records 432. In
some embodiments, some databases include aggre-
gate tables 434, such as the statistics used by sta-
tistics server 324;

• one or more file servers 436 that provide access to
read and write files, such as files 438. File server
functionality may be provided directly by an operat-
ing system (e.g., UNIX or Linux), or by a software
application, such as the Google File System (GFS).

[0059] Each of the above identified elements may be
stored in one or more of the previously mentioned mem-
ory devices, and corresponds to a set of instructions for
performing a function described above. The above iden-
tified modules or programs (i.e., sets of instructions) need
not be implemented as separate software programs, pro-
cedures or modules, and thus various subsets of these
modules may be combined or otherwise rearranged in
various embodiments. In some embodiments, memory
414 may store a subset of the modules and data struc-
tures identified above. Furthermore, memory 414 may
store additional modules or data structures not described
above.
[0060] Although Figure 4 shows an instance server
used for performing various operations or storing data
as illustrated in Figures 2 and 3, Figure 4 is intended
more as functional description of the various features
which may be present in a set of one or more computers
rather than as a structural schematic of the embodiments
described herein. In practice, and as recognized by those
of ordinary skill in the art, items shown separately could
be combined and some items could be separated. For
example, some items shown separately in Figure 4 could
be implemented on individual computer systems and sin-
gle items could be implemented by one or more computer
systems. The actual number of computers used to im-
plement each of the operations, databases, or file storage
systems, and how features are allocated among them
will vary from one implementation to another, and may
depend in part on the amount of data at each instance,
the amount of data traffic that an instance must handle
during peak usage periods, as well as the amount of data
traffic that an instance must handle during average usage
periods. Furthermore, for embodiments in which the lo-
cation assignment daemon 322 manages replicas of ob-
jects globally for the distributed storage system 200, the
location assignment daemon 322 is located on a com-
puter system that is separate and distinct from the in-
stance servers. The components of the computer system
that includes the location assignment daemon 322 are
similar to the instance server 400 with the exception that
computer system may omit the server applications 424
and 426, the replication module 224, the database server
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428, the file servers 436, and any combination thereof.
In some embodiments, each instance of the distributed
storage system 200 includes a stripped-down version of
the location assignment daemon 322. The stripped-down
version of the location assignment daemon 322 is used
by a particular instance of the distributed storage system
200 when a new object is created. These embodiments
are described in more detail below.
[0061] To provide faster responses to clients and to
provide fault tolerance, each program or process that
runs at an instance is generally distributed among mul-
tiple computers. The number of instance servers 400 as-
signed to each of the programs or processes can vary,
and depends on the workload. Figure 5 provides exem-
plary information about a typical number of instance serv-
ers 400 that are assigned to each of the functions. In
some embodiments, each instance has about 10 in-
stance servers performing (502) as blobmasters. In some
embodiments, each instance has about 100 instance
servers performing (504) as bitpushers. In some embod-
iments, each instance has about 50 instance servers per-
forming (506) as BigTable servers. In some embodi-
ments, each instance has about 1000 instance servers
performing (508) as file system servers. File system serv-
ers store data for file system stores 216 as well as the
underlying storage medium for BigTable stores 214. In
some embodiments, each instance has about 10 in-
stance servers performing (510) as tape servers. In some
embodiments, each instance has about 5 instance serv-
ers performing (512) as tape masters. In some embodi-
ments, each instance has about 10 instance servers per-
forming (514) replication management, which includes
both dynamic and background replication. In some em-
bodiments, each instance has about 5 instance servers
performing (516) as quorum clock servers.

Life of an Object

[0062] Figures 6A-6D present block diagrams 600,
610, 620, and 630 illustrating an exemplary sequence of
events in the life of an exemplary object in the distributed
storage system 200, according to some embodiments.
In Figure 6A, a client computer system 601 uploads (1)
an object to instance 102-1 of the distributed storage sys-
tem 200. In order to ensure data integrity, an initial rep-
lication of the object (2) is performed. In this example, a
replica of the object is created in instance 102-3 of the
distributed storage system 200.
[0063] Some time later, the location assignment dae-
mon 322 initiates background replication (A, B) of the
object based on replication policies for the object. The
location assignment daemon 322 generates a replication
request based on the policies for the object. The replica-
tion policies specify, among other things, a minimum
and/or a maximum number of replicas of the object to be
maintained in the distributed storage system 200. The
replication request for the object includes a priority that
is used when inserting the replication request into a rep-

lication queue 226 (i.e., a priority queue). In this example,
replicas of the object are stored in instances 102-2 and
102-4 of the distributed storage system. The location as-
signment daemon 322 is described in more detail below.
[0064] At some point in time (either before or after the
events illustrated in Figure 6B), the object experiences
a large demand. For example, client computer systems
602, 603, and 604 may request (3) access to the object.
If the demand for the object exceeds the current capacity
of a particular instance of the distributed storage system,
a dynamic replication of the object (3) is performed in
which a replica of the object is created in one or more
instances. In this example, a replica of the object is cre-
ated in instance 102-5 of the distributed storage system.
A subset of the requests for the object are then redirected
to the instance 102-5 as illustrated in Figure 6C. Note
that a dynamic replication of the object may also be per-
formed to reduce the network latency between the client
computer systems attempting to access the object and
the instance at which the object is located. For example,
if the replicas of the object are initially located in instances
of the distributed storage system 200 within the United
States, but there is a large demand for the object from
Japan, replicas of the object may be created in instances
of the distributed storage system 200 that located are
within Japan.
[0065] Dynamic replication requests may increase the
number of replicas of the object beyond a number allowed
by the replication policies for the object. When the de-
mand of an object decreases (e.g., only client computer
systems 602 and 604 are still requesting the object), rep-
licas of the object that exceed the replication policies for
the object may be removed. In these cases, the location
assignment daemon 322 removes (5) the extra replicas
of the object when it has been determined that the extra
replicas of the object are no longer needed (e.g., demand
for the object has decreased), as illustrated in Figure 6D.

Location Assignment Daemon and Replication Poli-
cies

[0066] In some embodiments, a single location assign-
ment daemon 322 globally manages replicas of objects
across all instances of the distributed storage system
200. In these embodiments, in order to satisfy replication
policies of the objects in the distributed storage system
200, the location assignment daemon 322 generates rep-
lication requests that add replicas of objects and/or rep-
lica removal requests that delete replicas of objects in
the distributed storage system 200.
[0067] In some embodiments, the location assignment
daemon 322 generates replication requests and replica
removal requests based on a cost-benefit analysis. For
example, a benefit is obtained when a replica of an object
whose number of replicas is below the minimum number
of replicas specified in the replication policy for the object
is added to the distributed storage system 200. The cost
of adding a replica of an object is a storage cost, network
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bandwidth usage, and transaction costs (e.g., processing
required by a source instance and destination instance).
Similarly, a benefit is obtained when replica of an object
whose number of replicas is exceeds the maximum
number of replicas specified in the replication policy for
the object is removed from the distributed storage system
200.
[0068] In some embodiments, the location assignment
daemon 322 determines whether a replica for an object
at a particular instance can be deleted. In these embod-
iments, the replica of the object at the instance is removed
only when (1) the removal of the replica of the object
does not put the number of replicas of the object below
the minimum number of replicas for the object as spec-
ified in the replication policies for the object and (2) a last
access time of the replica for the object at the instance
is greater than a predetermined threshold. Note that the
predetermined threshold may be defined by the distrib-
uted storage system, the user (i.e., application), and/or
the amount of free storage space at the instance.
[0069] In some embodiments, the location assignment
daemon 322 moves replicas of objects from one instance
of the distributed storage system 200 to another instance
of the distributed storage system 200. Again, the location
assignment daemon 322 performs a cost-benefit analy-
sis of moving the replicas of the objects, as described
above.
[0070] In some embodiments, a replication policy for
an object includes criteria selected from the group con-
sisting of a minimum number of replicas of the object that
must be present in the distributed storage system, a max-
imum number of the replicas of the object that are allowed
to be present in the distributed storage system, storage
device types on which the replicas of the object are to be
stored, locations at which the replicas of the object may
be stored, locations at which the replicas of the object
may not be stored, and a range of ages for the object
during which the replication policy for the object applies.
For example, a first replication policy for a webmail ap-
plication may specify that each object in the webmail ap-
plication must have a minimum of 2 replicas and a max-
imum of 5 replicas, wherein the replicas of the objects
can be stored in data centers outside of China, and
wherein at least 1 replica of each object must be stored
on tape. A second replication policy for the webmail ap-
plication may also specify that for objects older than 30
days, a minimum of 1 replica and a maximum of 3 replicas
are stored in the distributed storage system 200, wherein
the replicas of the objects can be stored in data centers
outside of China, and wherein at least 1 replica of each
object must be stored on tape.
[0071] In some embodiments, the location assignment
daemon 322 continuously scans through the metadata
for all objects (e.g., the metadata may be stored in a
global metadata table) in the distributed storage system
200 and generates replication requests or replica remov-
al requests to attempt to satisfy the replication policies
for the objects.

[0072] In some embodiments, the location assignment
daemon 322 periodically scans through the metadata for
all objects (e.g., the metadata may be stored in a global
metadata table) in the distributed storage system 200
and generates replication requests or replica removal re-
quests to attempt to satisfy the replication policies for the
objects. The period between successive runs of the lo-
cation assignment daemon 322 may be determined in
part on the number of objects in the distributed storage
system 200 and/or the number of servers available to
scan through the metadata for the objects in the distrib-
uted storage system 200. In some embodiments, the or-
der in which the location assignment daemon 322 scans
the metadata for the objects in the distributed storage
system 200 is varied between successive iterations. For
example, in a first iteration, the location assignment dae-
mon 322 may scan the metadata for the objects in se-
quential order in a metadata table. In a second iteration,
the location assignment daemon 322 may scan the meta-
data for the objects in reverse sequential order in a meta-
data table. In other iterations, the location assignment
daemon 322 may scan the metadata for the objects in a
random order or an order based on a mathematical func-
tion.
[0073] In some embodiments, when a new object is
created, a stripped-down version of the location assign-
ment daemon 322 (also referred to as "micro-LAD") is
executed by the instance in which the new object was
created. The micro-LAD generates high-priority replica-
tion requests to replicate the newly-created object. These
high-priority replication requests ensure that the newly-
created object has sufficient replicas for backup and re-
dundancy purposes (e.g., to guard against loss of access
to instances of the distributed storage system 200).
[0074] The process of managing replicas of objects is
described in more detail with respect to Figures 7-14 be-
low. Figures 7-8 discuss embodiments for generating
replication requests for replicating objects in the distrib-
uted storage system 200 and Figures 9-14 discuss em-
bodiments for removing replicas of objects from the dis-
tributed storage system 200.

Generating Replication Requests

[0075] Figure 7 is a flowchart of a method 700 for gen-
erating replication requests for objects in a distributed
storage system, according to some embodiments. The
location assignment daemon 322 generates (702) repli-
cation requests for objects in a distributed storage system
based at least in part on replication policies for the objects
and a current state of the distributed storage system,
wherein a respective replication request for a respective
object instructs a respective instance of the distributed
storage system to replicate the respective object so as
to at least partially satisfy a replication policy for the re-
spective object, wherein a respective replication policy
includes criteria specifying at least storage device types
on which replicas of object are to be stored.
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[0076] In some embodiments, the current state of the
distributed storage system includes a current network
state, current user quotas for storage space in the dis-
tributed storage system, storage space in the distributed
storage system that are currently used by users, current
storage space available at each instance of the distrib-
uted storage system, current statuses of replication
queues at each instance of the distributed storage sys-
tem, current planned maintenance operations zones
(e.g., groups of instances of the distributed storage sys-
tem that are shut down for maintenance at the same
time), and a list of current replicas of objects in the dis-
tributed storage system.
[0077] In some embodiments, the replication requests
are background replication requests.
[0078] In some embodiments, a respective object is a
binary large object (blob).
[0079] In some embodiments, the location assignment
daemon 322 partitions (704) the replication requests into
groups of respective replication requests corresponding
to respective instances of the distributed storage system
at which the respective replication requests are to be
performed.
[0080] In some embodiments, location assignment
daemon 322 calculates (706) priorities of the replication
requests. In some embodiments, the location assign-
ment daemon 322 calculates (706) the priority of the re-
spective replication request as a difference between a
metric corresponding to a benefit of performing the re-
spective replication request and a metric corresponding
to a cost of performing the respective replication request.
For each group of replication requests, the location as-
signment daemon 322 then sorts (708) the replication
requests in the group of replication requests by priority
to produce a sorted group of replication requests.
[0081] In some embodiments, for each group of repli-
cation requests, the location assignment daemon 322
determines (710) the respective subset of replication re-
quests for the respective group that can be completed
within a predetermined time interval. In some embodi-
ments, the predetermined time interval is the time interval
between iterations of the generating, the partitioning, and
the distributing.
[0082] In some embodiments, the location assignment
daemon 322 discards (712) replication requests for the
respective group of replication requests that are not in-
cluded in the subset of replication requests for the re-
spective group of replication requests (e.g., the subset
of replication requests for the respective group that can
be completed within a predetermined time interval).
[0083] The location assignment daemon 322 distrib-
utes (714) at least a subset of the replication requests to
the respective instances of the distributed storage sys-
tem for execution. In some embodiments, the location
assignment daemon 322 distributes (714) a respective
subset of replication requests for a respective group of
replication requests to a respective instance of the dis-
tributed storage system for execution by distributing a

respective sorted group of replication requests to the re-
spective instance of the distributed storage system.
[0084] Figure 8 is a flowchart of another method 800
for generating and distributing replication requests for
objects in a distributed storage system, according to
some embodiments. The location assignment daemon
322 performs following operations for each object in a
distributed storage system. The location assignment
daemon 322 determines (802) replication policies for the
object that have not been satisfied. Next, the location
assignment daemon 322 ranks (804) replication requests
for the object whose replication policies have not been
satisfied based on a number of replicas of the object that
need to be created in order to satisfy the replication pol-
icies for the object. The location assignment daemon 322
then generates (806) replication requests for the object
based at least in part on the replication policies for the
object that have not been satisfied, costs and benefits
for performing the replication requests, and a current
state of the distributed storage system, wherein a respec-
tive replication request for a respective object instructs
a respective instance of the distributed storage system
to replicate the respective object so as to at least partially
satisfy a replication policy for the respective object; and
[0085] In some embodiments, the location assignment
daemon 322 partitions (808) the replication requests into
groups of respective replication requests corresponding
to respective instances of the distributed storage system
at which respective predetermined actions of the respec-
tive replication requests are to be performed. The loca-
tion assignment daemon 322 then calculates (810) pri-
orities of the replication requests. In some embodiments,
the location assignment daemon 322 calculates (810) a
priority of a respective replication request by calculating
the priority of the respective replication request as a dif-
ference between a metric corresponding to a benefit of
performing the respective replication request and a met-
ric corresponding to a cost of performing the respective
replication request. For each group of replication re-
quests, the location assignment daemon 322 sorts (812)
the replication requests in the group of replication re-
quests by priority to produce a sorted group of replication
requests.
[0086] In some embodiments, the location assignment
daemon 322 determines (814) the at least the subset of
replication requests that can be completed within a pre-
determined time interval.
[0087] In some embodiments, the location assignment
daemon 322 discards (816) replication requests for the
respective group of replication requests that are not in-
cluded in the subset of replication requests for the re-
spective group of replication requests.
[0088] The location assignment daemon 322 then dis-
tributes (818) at least a subset of the replication requests
for the objects in the distributed storage system to re-
spective instances of the distributed storage system cor-
responding to the replication requests for execution.
[0089] In some embodiments, replication requests are
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distributed to a replication queue in a respective instance
of the distributed storage system.

Removing Replicas of Objects

[0090] As discussed above, a dynamic replication
process may create more replicas of an object to meet
a current demand for the object. However, the number
of replicas of the object may be more than the replication
policies for the object allow. Thus, some embodiments
provide a mechanism for removing replicas of objects
from the distributed storage system 200 so that the rep-
licas of the object conform to the replication policies of
the object.
[0091] Figure 9 is a flowchart of a method 900 for gen-
erating replica removal requests for objects in a distrib-
uted storage system, according to some embodiments.
The location assignment daemon 322 generates (902)
replica removal requests for objects in a distributed stor-
age system based at least in part on replication policies
for the objects, wherein a respective replica removal re-
quest instructs a respective instance of the distributed
storage system to remove a respective replica of the re-
spective object so as to at least partially satisfy replication
policies for the respective object. In some embodiments,
replica removal requests are generated for an object
whose replicas violate replication policies for the object.
In some embodiments, replica removal requests are gen-
erated for an object for which dynamic replication re-
quests caused the number of replicas of the object to
exceed the number of replicas of the object specified in
the replication policies for the object, wherein a dynamic
replication request generates a replica of the object
based at least in part on a current level of demand for
the object.
[0092] Attention is now directed to Figure 10, which is
a flowchart of a method for generating (902) a replica
removal request for a respective object in the distributed
storage system, according to some embodiments. The
location assignment daemon 322 identifies (1002) repli-
cation policies for the respective object that have been
violated. Next, the location assignment daemon 322 se-
lects (1004) a replica of the respective object to be re-
moved from an instance of the distributed storage system
based at least in part on last access times of replicas of
the respective object and the current storage space avail-
able at instances of the distributed storage system in-
cluding the replicas of the respective object. The location
assignment daemon 322 then generates (1006) the rep-
lica removal request for the replica of the respective ob-
ject.
[0093] Figure 11 is a flowchart of another method for
generating (902) a replica removal request for an object
in the distributed storage system, according to some em-
bodiments. The location assignment daemon 322 deter-
mines (1102) that an instance of the distributed storage
system including a replica of the respective object is be-
ing deactivated. The location assignment daemon 322

then determines (1104) whether the deactivation of the
instance of the distributed storage system causes a
number of replicas of the respective object to be below
a minimum number of replicas of the respective object
as specified by the replication policies for the respective
object.
[0094] The location assignment daemon 322 gener-
ates (1108) a replication request to replicate the respec-
tive object based at least in part on replication policies
for the respective object and a current state of the dis-
tributed storage system. Next, the location assignment
daemon 322 distributes (1110) the replication request to
a respective instance of the distributed storage system
for execution. The location assignment daemon 322 then
generates (1112) the replica removal request for the re-
spective object only after the replication request to rep-
licate the respective object has been completed.
[0095] If the deactivation of the instance of the distrib-
uted storage system does not causes the number of rep-
licas of the respective object to be below the minimum
number of replicas of the respective object (1106, no),
the location assignment daemon 322 generates the rep-
lica removal request for the respective object.
[0096] In some embodiments, the replica removal re-
quest is handled by the blobmaster 204 of an instance
that includes the replica that is to be removed.
[0097] Returning to Figure 9, the location assignment
daemon 322 then distributes (904) the replica removal
requests for the objects in the distributed storage system
to respective instances of the distributed storage system
corresponding to the replica removal requests for exe-
cution.
[0098] Figure 12 is a flowchart of another method 1200
for generating and distributing replica removal requests
for objects in a distributed storage system, according to
some embodiments. The location assignment daemon
322 performs the following operations for each object in
a distributed storage system. The location assignment
daemon 322 identifies (1202) one or more replicas of the
object to be removed from the distributed storage system
based at least in part on replication policies for the object.
[0099] Next, the location assignment daemon 322 gen-
erates (1204) replica removal requests for the one or
more replicas of the object, wherein a respective replica
removal request instructs a respective instance of the
distributed storage system to remove a respective replica
of the respective object so as to at least partially satisfy
replication policies for the respective object.
[0100] Figure 13 is a flowchart of a method for gener-
ating (1204) replica removal requests for the one or more
replicas of an object, according to some embodiments.
The location assignment daemon 322 identifies (1302)
replication policies for the object that have been violated.
Next, the location assignment daemon 322 selects
(1304) the one or more replicas of the object to be re-
moved from instances of the distributed storage system
based at least in part on last access times of replicas of
the respective object and the current storage space avail-
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able at the instances of the distributed storage system
including the replicas of the respective object. The loca-
tion assignment daemon 322 then generates (1306) the
replica removal requests for the one or more selected
replica of the respective object.
[0101] Figure 14 is a flowchart of another method for
generating (1204) replica removal requests for the one
or more replicas of an object, according to some embod-
iments. The location assignment daemon 322 deter-
mines (1402) that an instance of the distributed storage
system including the replica of the object is being deac-
tivated. The location assignment daemon 322 then de-
termines (1404) whether the deactivation of the instance
of the distributed storage system causes a number of
replicas of the object to be below a minimum number of
replicas of the object as specified by the replication pol-
icies for the object.
[0102] If the deactivation of the instance of the distrib-
uted storage system causes the number of replicas of
the object to be below the minimum number of replicas
of the object (1406, yes), the location assignment dae-
mon 322 generates (1408) a replication request to rep-
licate the object based at least in part on replication pol-
icies for the object and a current state of the distributed
storage system. Next, the location assignment daemon
322 distributes (1410) the replication request to a respec-
tive instance of the distributed storage system for exe-
cution. The location assignment daemon 322 then gen-
erates (1412) the replica removal request for the object
only after the replication request to replicate the object
has been completed.
[0103] If the deactivation of the instance of the distrib-
uted storage system does not cause the number of rep-
licas of the object to be below the minimum number of
replicas of the object (1406, no), the location assignment
daemon 322 generates (1412) the replica removal re-
quest for the object.
[0104] Returning to Figure 12, the location assignment
daemon 322 then distributes (1206 the replica removal
requests for the object in the distributed storage system
to respective instances of the distributed storage system
corresponding to the replica removal requests for exe-
cution.
[0105] In some embodiments, the replica removal re-
quest is handled by the blobmaster 204 of an instance
that includes the replica that is to be removed.
[0106] In some embodiments, prior to removing repli-
cas of objects, a replica removal request includes instruc-
tions to verify that the replicas of the object that are not
being removed actually exist. In these embodiments,
when the instance of the distributed storage system that
is removing the replica of the object executes the replica
removal request, the instance of the distributed storage
system verifies the existence of the replicas of the object
that are not being removed before removing its own rep-
lica of the object. Verifying the existence of the replicas
of the object that are not being removed is important in
a distributed storage system because a particular in-

stance of the distributed storage system may no longer
have the replica of the object (e.g., the object was deleted
locally, data for the object is corrupted or missing, etc.).
If the existence of the replicas of the object that are not
being removed is not verified, the removal of a replica of
the object may cause the number of replicas of the object
to fall below the minimum number of replicas of the object
as specified by the replication policies for the object. The
level at which a particular replica of the object is verified
may range from a bit-by-bit verification of the replica of
the object to a simple confirmation by the instance in-
cluding the particular replica that metadata for the par-
ticular replica exists at the instance.

Simulating A State Of The Distributed Storage Sys-
tem

[0107] Often, it is desirable to simulate the effects of
changes to the distributed storage system prior to imple-
menting the changes. The simulation may not only sim-
ulate expected traffic (e.g., based on historical or user-
specified trends), but may also simulate the management
of replicas of objects described above.
[0108] Figure 15 is a flowchart of a method 1500 for
simulating a state of a distributed storage system, ac-
cording to some embodiments. The location assignment
daemon 322 obtains (1502) a current state of a distrib-
uted storage system and replication policies for the ob-
jects in the distributed storage system. Next, the location
assignment daemon 322 receives (1504) proposed mod-
ifications to the current state of the distributed storage
system.
[0109] In some embodiments, a respective proposed
modification to the current state of the distributed storage
system includes information relating to the respective
proposed modification to the current state of the distrib-
uted storage system and a time at which the respective
proposed modification to the current state of the distrib-
uted storage system is to occur.
[0110] In some embodiments, a respective proposed
modification to the current state of the distributed storage
system is selected from the group consisting of an addi-
tion of storage space in the distributed storage system,
a removal of storage space in the distributed storage sys-
tem, an addition of instances of the distributed storage
system, a removal of instances of the distributed storage
system, an increase in the amount of data stored in the
distributed storage system, a decrease in the amount of
data stored in the distributed storage system, a modifi-
cation to replication policies for objects in the distributed
storage system, an addition of network resources in the
distributed storage system, and a modification to an al-
gorithm that generates replication requests.
[0111] The location assignment daemon 322 then sim-
ulates (1506) the state of the distributed storage system
over time based on the current state of the distributed
storage system, the replication policies for the objects in
the distributed storage system, and the proposed modi-
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fications to the current state of the distributed storage
system. The location assignment daemon 322 then gen-
erates (1508) reports relating to the time evolution of the
current state of the distributed storage system based on
the simulation. In some embodiments, the reports include
a information relating to the time evolution of the current
state of the distributed storage system (e.g., the used or
available storage space, network traffic, the number of
replicas of objects, the number of objects, etc.).
[0112] In some embodiments, the at least one of the
proposed modifications to the current state of the distrib-
uted storage system are implemented (1510) based on
the reports.
[0113] In some embodiments, the current trends in the
state of the distributed storage system are simulated
without applying proposed modification to the distributed
storage system. These embodiments are typically used
to extrapolate a future state of the distributed storage
system based on the current trends (e.g., statistical
trends) of the distributed storage system so that issues
that might arise in the future can be brought to the atten-
tion of a system operator. In some embodiments, the
extrapolated state of the distributed storage system is
used to optimize the distributed storage system (e.g.,
adding storage capacity, adding servers, adding network
links, adding data centers, etc.). For example, the extrap-
olated state of the distributed storage system may indi-
cate that storage capacity in Brazil can be safely reduced
by 50% while the storage capacity in Ireland should be
increased by 25%.
[0114] The methods 700, 800, 900, 902, 1200, 1204,
and 1500 may be governed by instructions that are stored
in a computer readable storage medium and that are ex-
ecuted by one or more processors of one or more servers.
Each of the operations shown in Figures 7-15 may cor-
respond to instructions stored in a computer memory or
computer readable storage medium. The computer read-
able storage medium may include a magnetic or optical
disk storage device, solid state storage devices such as
Flash memory, or other non-volatile memory device or
devices. The computer readable instructions stored on
the computer readable storage medium are in source
code, assembly language code, object code, or other in-
struction format that is interpreted and/or executable by
one or more processors.
[0115] The foregoing description, for purpose of expla-
nation, has been described with reference to specific em-
bodiments. However, the illustrative discussions above
are not intended to be exhaustive or to limit the invention
to the precise forms disclosed. Many modifications and
variations are possible in view of the above teachings.
The embodiments were chosen and described in order
to best explain the principles of the invention and its prac-
tical applications, to thereby enable others skilled in the
art to best utilize the invention and various embodiments
with various modifications as are suited to the particular
use contemplated.

Claims

1. A computer-implemented method for generating
replication requests for objects (2) in a distributed
storage system, comprising:

at a computer system including one or more
processors and memory storing one or more
programs, for execution by the one or more proc-
essors:

generating (806) replication requests for ob-
jects (2) in a distributed storage system
based at least in part on replication policies
for the objects (2) and a current state of the
distributed storage system, wherein a re-
spective replication request for a respective
object (2) instructs a respective instance of
the distributed storage system to replicate
the respective object (2) so as to at least
partially satisfy a replication policy for the
respective object (2), wherein a respective
replication policy includes criteria specify-
ing at least storage device types on which
replicas of object (2) are to be stored;
partitioning (808) the replication requests
into groups of respective replication re-
quests corresponding to respective instanc-
es of the distributed storage system at which
the respective replication requests are to be
performed;
calculating (810) priorities of the replication
requests; and
for each respective group of replication re-
quests:

sorting (812) the replication requests in
the respective group of replication re-
quests by priority to produce a sorted
group of replication requests;
determining (814) a respective subset
of replication requests for the respec-
tive group of replication requests that
can be completed within a predeter-
mined time interval, wherein replication
requests for the respective group of
replication requests that are not includ-
ed in the respective subset of replica-
tion requests are discarded (816); and
distributing (818) the respective subset
of replication requests for the respec-
tive group of replication requests to the
respective instance of the distributed
storage system corresponding to the
respective group of replication re-
quests for execution;

wherein the predetermined time interval is the
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time interval between iterations of the generat-
ing (806), the partitioning (808), and the distrib-
uting (818).

2. The method of claim 1, wherein calculating a priority
of a respective replication request includes calculat-
ing the priority of the respective replication request
as a difference between a metric corresponding to
a benefit of performing the respective replication re-
quest and a metric corresponding to a cost of per-
forming the respective replication request.

3. The method of claim 1, wherein distributing the re-
spective subset of replication requests for the re-
spective group of replication requests to a respective
instance of the distributed storage system corre-
sponding to the respective group of respective rep-
lication requests for execution includes distributing
a respective sorted group of replication requests to
the respective instance of the distributed storage
system corresponding to the respective group of re-
spective replication requests for execution.

4. The method of claim 1, wherein the current state of
the distributed storage system includes:

a current network state;
current user quotas for storage space in the dis-
tributed storage system;
storage space in the distributed storage system
that are currently used by users;
current storage space available at instances of
the distributed storage system;
current statuses of replication queues at in-
stances of the distributed storage system;
current planned maintenance operations zones;
and
a list of current replicas of objects (2) in the dis-
tributed storage system.

5. The method of claim 1, wherein a replication policy
for an object (2) includes criteria selected from the
group consisting of:

a minimum number of replicas of the object (2)
that must be present in the distributed storage
system;
a maximum number of the replicas of the object
(2) that are allowed to be present in the distrib-
uted storage system;
storage device types on which the replicas of
the object (2) are to be stored;
locations at which the replicas of the object (2)
may be stored;
locations at which the replicas of the object (2)
may not be stored; and
a range of ages for the object (2) during which
the replication policy for the object (2) applies.

6. A system for generating replication requests for ob-
jects (2) in a distributed storage system, comprising:

one or more processors;
memory for storing one or more programs for
execution by the one or more processors, the
one or more programs including instructions for
performing any of the methods of the methods
of claims 1-5.

7. A non-transitory computer readable storage medium
storing one or more programs configured for execu-
tion by a computer, the one or more programs com-
prising instructions to executed by the one or more
processors so as to perform the method of any of
claims 1-5.

Patentansprüche

1. Computerimplementiertes Verfahren zur Erstellung
von Replizierungsanfragen für Objekte (2) in einem
System zur verteilten Speicherung, das Folgendes
umfasst:

an einem Computersystem, das einen oder
mehrere Prozessoren und Speicher umfasst,
der ein oder mehrere Programme speichert, zur
Ausführung durch den einen oder die mehreren
Prozessoren:

das Erstellen (806) von Replizierungsanfra-
gen für Objekte (2) in einem System zur ver-
teilten Speicherung basierend zumindest
teilweise auf Replizierungsstrategien für die
Objekte (2) und einem aktuellen Zustand
des Systems zur verteilten Speicherung,
worin eine jeweilige Replizierungsanfrage
für ein jeweiliges Objekt (2) einer jeweiligen
Instanz des Systems zur verteilten Speiche-
rung befiehlt, das jeweilige Objekt (2) zu re-
plizieren, um so zumindest teilweise eine
Replizierungsstrategie für das jeweilige Ob-
jekt (2) zu erfüllen, worin eine jeweilige Re-
plizierungsstrategie Kriterien umfasst, die
zumindest Speichervorrichtungstypen vor-
gibt, auf welchen Kopien des Objekts (2) zu
speichern sind;
das Unterteilen (808) der Replizierungsan-
fragen in Gruppen von jeweiligen Replizie-
rungsanfragen, die jeweiligen Instanzen
des Systems zur verteilten Speicherung
entsprechen, an denen die jeweiligen Rep-
lizierungsanfragen durchzuführen sind;
das Berechnen (810) von Prioritäten der
Replizierungsanfragen; und
für jede jeweilige Gruppe von Replizie-
rungsanfragen:
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das Ordnen (812) der Replizierungsan-
fragen in der jeweiligen Gruppe von Re-
plizierungsanfragen nach Priorität, um
eine geordnete Gruppe von Replizie-
rungsanfragen zu erzeugen;
das Bestimmen (814) einer jeweiligen
Untergruppe von Replizierungsanfra-
gen für die jeweilige Gruppe von Rep-
lizierungsanfragen, die innerhalb eines
vorbestimmten zeitlichen Intervalls ab-
geschlossen werden können, worin
Replizierungsanfragen für die jeweilige
Gruppe von Replizierungsanfragen,
die nicht in die jeweilige Untergruppe
von Replizierungsanfragen aufgenom-
men sind, verworfen werden (816); und
das Zuteilen (818) der jeweiligen Un-
tergruppe von Replizierungsanfragen
für die jeweilige Gruppe von Replizie-
rungsanfragen zu der jeweiligen In-
stanz des Systems zur verteilten Spei-
cherung, die der jeweiligen Gruppe von
Replizierungsanfragen entspricht, zur
Ausführung;

worin das vorbestimmte zeitliche Intervall das
zeitliche Intervall zwischen Durchläufen des Er-
stellens (806), des Unterteilens (808) und des
Zuteilens (818) ist.

2. Verfahren nach Anspruch 1, worin das Berechnen
einer Priorität einer jeweiligen Replizierungsanfrage
das Berechnen der Priorität der jeweiligen Replizie-
rungsanfrage als Differenz zwischen einer Metrik,
die einem Nutzen der Durchführung der jeweiligen
Replizierungsanfrage entspricht, und eine Metrik,
die einem Aufwand durch die Durchführung der je-
weiligen Replizierungsanfrage entspricht.

3. Verfahren nach Anspruch 1, worin das Zuteilen der
jeweiligen Untergruppe von Replizierungsanfragen
für die jeweilige Gruppe von Replizierungsanfragen
zu einer jeweiligen Instanz des Systems zur verteil-
ten Speicherung, die der jeweiligen Gruppe von je-
weiligen Replizierungsanfragen entspricht, zur Aus-
führung das Zuteilen einer jeweiligen geordneten
Gruppe von Replizierungsanfragen zu der jeweiligen
Instanz des Systems zur verteilten Speicherung, die
der jeweiligen Gruppe von jeweiligen Replizierungs-
anfragen entspricht, zur Ausführung umfasst.

4. Verfahren nach Anspruch 1, worin der aktuelle Zu-
stand des Systems zur verteilten Speicherung Fol-
gendes umfasst:

einen aktuellen Netzwerkzustand;
aktuelle Nutzerquoten für Speicherplatz in dem
System zur verteilten Speicherung;

Speicherplatz in dem System zur verteilten
Speicherung, der aktuell durch Nutzer genutzt
wird;
aktuell verfügbarer Speicherplatz an Instanzen
des Systems zur verteilten Speicherung;
aktuelle Zustände von Replizierungswarte-
schlangen an Instanzen des Systems zur ver-
teilten Speicherung;
aktuell geplante Wartungsarbeitszonen; und
eine Liste aktueller Kopien von Objekten (2) in
dem System zur verteilten Speicherung.

5. Verfahren nach Anspruch 1, worin eine Replizie-
rungsstrategie für ein Objekt (2) aus der aus Folgen-
dem bestehenden Gruppe ausgewählte Kriterien
umfasst:

eine Mindestanzahl an Kopien des Objekts (2),
die in dem System zur verteilten Speicherung
vorhanden sein müssen;
eine Höchstanzahl der Kopien des Objekts (2),
die in dem System zur verteilten Speicherung
vorhanden sein dürfen;
Typen von Speichervorrichtungen, auf denen
die Kopien des Objekts (2) zu speichern sind;
Stellen, an denen die Kopien des Objekts (2)
gespeichert werden können;
Stellen, an denen die Kopien des Objekts (2)
nicht gespeichert werden dürfen; und
einen Altersbereich für das Objekt (2), innerhalb
dessen die Replizierungsstrategie für das Ob-
jekt (2) gilt.

6. System zur Erstellung von Replizierungsanfragen
für Objekte (2) in einem System zur verteilten Spei-
cherung, das Folgendes umfasst:

einen oder mehrere Prozessoren;
Speicher zum Speichern eines oder mehrerer
Programme zur Ausführung durch einen oder
mehrere Prozessoren, wobei das eine oder die
mehreren Programme Befehle zur Durchfüh-
rung jedwedes Verfahrens nach einem der An-
sprüche 1 bis 5 umfasst.

7. Computerlesbares Festspeichermedium, das ein
oder mehrere zur Ausführung durch einen Computer
konfigurierte Programme umfasst, wobei das eine
oder die mehreren Programme Befehle zur Ausfüh-
rung durch einen oder mehrere Prozessoren um-
fasst, um ein Verfahren nach einem der Ansprüche
1 bis 5 durchzuführen.

Revendications

1. Procédé informatique pour la génération de deman-
des de copie pour des objets (2) dans un système
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de stockage distribué, comprenant :

au niveau d’un système informatique compre-
nant un ou plusieurs processeurs et une mémoi-
re stockant un ou plusieurs programmes devant
être exécuté(s) par le(s) processeur(s) :

- la génération (806) de demandes de copie
pour des objets (2) dans un système de
stockage distribué sur la base, au moins en
partie, de politiques de copie pour les objets
(2) et d’un état actuel du système de stoc-
kage distribué, dans lequel une demande
de copie respective pour un objet respectif
(2) instruit une instance respective du sys-
tème de stockage distribué pour copier l’ob-
jet respectif (2) de manière à satisfaire au
moins partiellement une politique de copie
pour l’objet respectif (2), dans lequel une
politique de copie respective comprend des
critères spécifiant au moins des types de
dispositif de stockage sur lesquels des co-
pies d’objet (2) doivent être stockées ;
- la division (808) des demandes de copie
en des groupes de demandes de copie res-
pectives correspondant aux instances res-
pectives du système de stockage distribué
au niveau desquelles les demandes de co-
pie respectives doivent être réalisées ;
- le calcul (810) de priorités des demandes
de copie ; et
- pour chaque groupe respectif de deman-
des de copie ;
- le tri (812) des demandes de copie dans
le groupe respectif de demandes de copie
par priorité pour produire un groupe trié de
demandes de copies ;
- la détermination (814) d’un sous-ensem-
ble respectif de demandes de copie pour le
groupe respectif de demandes de copie qui
peut être traité dans un intervalle de temps
prédéterminé, dans lequel des demandes
de copie pour le groupe respectif de deman-
des de copie qui ne sont pas comprises
dans le sous-ensemble respectif de deman-
des de copie sont écartées (816) ; et
- la distribution (818) du sous-ensemble res-
pectif de demandes de copie pour le groupe
respectif de demandes de copie à l’instance
respective du système de stockage distri-
bué correspondant au groupe respectif de
demandes de copie devant être exécutées ;

dans lequel l’intervalle de temps prédéterminé
est l’intervalle de temps entre des itérations de
génération (806), de division (808) et de distri-
bution (818).

2. Procédé selon la revendication 1, dans lequel le cal-
cul d’une priorité d’une demande de copie respective
comprend le calcul de la priorité de la demande de
copie respective en tant que différence entre une
métrique correspondant à un bénéfice de la réalisa-
tion de la demande de copie respective et une mé-
trique correspondant à un coût de la réalisation de
la demande de copie respective.

3. Procédé selon la revendication 1, dans lequel la dis-
tribution du sous-ensemble respectif de demandes
de copie pour le groupe respectif de demandes de
copie à une instance respective du système de stoc-
kage distribué correspondant au groupe respectif de
demandes de copie respectives devant être exécu-
tées comprend la distribution d’un groupe trié res-
pectif de demandes de copie à l’instance respective
du système de stockage distribué correspondant au
groupe respectif de demandes de copie respectives
devant être exécutées.

4. Procédé selon la revendication 1, dans lequel l’état
actuel du système de stockage distribué comprend :

un état du réseau actuel ;
des quotas d’utilisateurs actuels pour l’espace
de stockage dans le système de stockage
distribué ;
un espace de stockage dans le système de stoc-
kage distribué qui est actuellement utilisé par
des utilisateurs ;
un espace de stockage actuel disponible au ni-
veau d’instances du système de stockage
distribué ;
des statuts actuels de files d’attente de copie au
niveau d’instances du système de stockage
distribué ;
des zones d’opérations de maintenance plani-
fiées actuelles ; et
une liste de copies actuelles d’objets (2) dans
le système de stockage distribué.

5. Procédé selon la revendication 1, dans lequel une
politique de copie pour un objet (2) comprend des
critères sélectionnés parmi le groupe composé des
éléments suivants :

un nombre minimum de copies de l’objet (2) de-
vant être présentes dans le système de stocka-
ge distribué ;
un nombre maximum de copies de l’objet (2)
pouvant être présentes dans le système de stoc-
kage distribué ;
des types de dispositif de stockage sur lesquels
les copies de l’objet (2) doivent être stockées ;
des emplacements au niveau desquels les co-
pies de l’objet (2) peuvent être stockées ;
des emplacements au niveau desquels les co-
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pies de l’objet (2) ne peuvent pas être stockées ;
et
une plage de durées pour l’objet (2) pendant les-
quelles la politique de copie pour l’objet (2) s’ap-
plique.

6. Système de génération de demandes de copie pour
des objets (2) dans un système de stockage distri-
bué, comprenant :

un ou plusieurs processeurs ;
une mémoire pour stocker un ou plusieurs pro-
grammes devant être exécuté(s) par le(s) pro-
cesseur(s), le (s) programme(s) comprenant
des instructions pour exécuter l’un quelconque
des procédés des revendications 1 à 5.

7. Support de stockage lisible par ordinateur non tran-
sitoire stockant un ou plusieurs programmes confi-
gurés pour être exécutés par un ordinateur, le(s) pro-
gramme(s) comprenant des instructions devant être
exécutées par le(s) processeur(s) de manière à met-
tre en oeuvre le procédé selon l’une quelconque des
revendications 1 à 5.
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