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(54) DELIVERY OF AUTOMATED NOTIFICATIONS BY AN INDUSTRIAL ASSET

(57) An automated industrial notification platform
creates a link between a given industrial asset and one
or more people or support entities qualified to provide
support for the asset. An industrial device or machine
stores electronic expert tag information that records and
catalogues one or more support people or entities to be
notified in response to detection of various types of per-
formance or maintenance issues. The tag can include
the experts’ identities, contact information, roles relative
to the industrial asset, event priorities, and other relevant

information. Since the tag is stored in a memory location
of the industrial asset, the tag travels with the asset so
that experts are globally associated with the asset re-
gardless of the asset’s location. Notification components
integrated with the industrial asset detect conditions that
may require expert assistance, and send an automated
notification to one or more experts identified by the tag
information.
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Description

BACKGROUND

[0001] The subject matter disclosed herein relates
generally to industrial automation systems, and, more
particularly, to an automated notification system that sup-
ports creation of an association between an industrial
asset and a set of qualified support people capable of
providing service for the asset.

BRIEF DESCRIPTION

[0002] The following presents a simplified summary in
order to provide a basic understanding of some aspects
described herein. This summary is not an extensive over-
view nor is intended to identify key/critical elements or to
delineate the scope of the various aspects described
herein. Its sole purpose is to present some concepts in
a simplified form as a prelude to the more detailed de-
scription that is presented later.
[0003] In one or more embodiments, an industrial de-
vice is provided, comprising an event identification com-
ponent configured to detect a condition of the industrial
device for which a notification is to be generated; a noti-
fication component configured to determine at least one
recipient for the notification based on expert tag informa-
tion stored on the memory, and to generate notification
information based on the condition; and a communication
component configured to initiate a sending of the notifi-
cation information to the at least one recipient via an ex-
ternal network.
[0004] Also, one or more embodiments provide a meth-
od for generating automated notifications, comprising de-
tecting, by a system comprising at least one processor,
occurrence of an event associated with an industrial de-
vice; determining, by the system, at least one recipient
to be notified of the event based on expert tag information
stored on the industrial device; generating, by the sys-
tem, notification information based on the event; and
sending, by the system, the notification information to the
at least one recipient via an external network.
[0005] Also, according to one or more embodiments,
a non-transitory computer-readable medium is provided
having stored thereon instructions that, in response to
execution, cause a system to perform operations, the
operations comprising, determining that an event asso-
ciated with an industrial device has occurred for which a
notification is to be generated; referencing expert tag in-
formation stored on the industrial device based on the
event; selecting one or more recipients for the notification
based on the referencing; generating the notification
based on the event and device information included in
the expert tag information; and initiating a sending of the
notification to the one or more recipients.
[0006] To the accomplishment of the foregoing and re-
lated ends, certain illustrative aspects are described
herein in connection with the following description and

the annexed drawings. These aspects are indicative of
various ways which can be practiced, all of which are
intended to be covered herein. Other advantages and
novel features may become apparent from the following
detailed description when considered in conjunction with
the drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007]

FIG. 1 is a diagram of an example industrial control
environment.
FIG. 2 is a block diagram of an example industrial
automated notification system.
FIG. 3 is block diagram of an industrial asset that
includes an integrated automated notification sys-
tem.
FIG. 4 is an example expert tag.
FIG. 5 is an example expert tag in which expert tag
information is organized into separate information
tables.
FIG. 6 is a diagram illustrating the data collected by
a notification component in connection with gener-
ating a notification in response to receiving event
information from an event identification component.
FIG. 7 is a diagram illustrating delivery of notifica-
tions to selected recipients.
FIG. 8 is a diagram of an example control cabinet
for a custom-build industrial machine in which an in-
dustrial controller manages notifications for the ma-
chine as a whole.
FIG. 9 is a diagram illustrating a control cabinet de-
ployed within a plant environment and connected to
a plant network, and which is capable of sending
automated notifications to one or more recipients.
FIG. 10 is a diagram illustrating an example embod-
iment in which notification tag information and a no-
tification component are maintained on a cloud plat-
form as part of a cloud-based notification system.
FIG. 11A is a diagram illustrating collection of data
by a cloud-based notification system in connection
with location-based notifications.
FIG. 11B is a diagram illustrating delivery of a loca-
tion-based notification by a cloud-based notification
system.
FIG. 12 is a diagram illustrating an example embod-
iment of a notification system that incorporates video
presentations.
FIG. 13 is an example dashboard that includes a
video window for streaming video information for a
selected work area.
FIG. 14A is a diagram illustrating delivery of notifi-
cations to two recipients by a cloud-based notifica-
tion system that supports video conferencing be-
tween a remote expert and a local plant employee.
FIG. 14B is a diagram illustrating video conferencing
between a remote expert and a local plant employee
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using a cloud-based notification system.
FIG. 15 is a flowchart of an example methodology
for generating and delivering automated notifications
of industrial events by an industrial device.
FIG. 16 is a flowchart of an example methodology
for generating and delivering automated notifications
of industrial events by a cloud-based notification sys-
tem.
FIG. 17 is an example computing environment.
FIG. 18 is an example networking environment.

DETAILED DESCRIPTION

[0008] The subject disclosure is now described with
reference to the drawings, wherein like reference numer-
als are used to refer to like elements throughout. In the
following description, for purposes of explanation, nu-
merous specific details are set forth in order to provide
a thorough understanding thereof. It may be evident,
however, that the subject disclosure can be practiced
without these specific details. In other instances, well-
known structures and devices are shown in block dia-
gram form in order to facilitate a description thereof.
[0009] As used in this application, the terms "compo-
nent," "system," "platform," "layer," "controller," "termi-
nal," "station," "node," "interface" are intended to refer to
a computer-related entity or an entity related to, or that
is part of, an operational apparatus with one or more spe-
cific functionalities, wherein such entities can be either
hardware, a combination of hardware and software, soft-
ware, or software in execution. For example, a compo-
nent can be, but is not limited to being, a process running
on a processor, a processor, a hard disk drive, multiple
storage drives (of optical or magnetic storage medium)
including affixed (e.g., screwed or bolted) or removable
affixed solid-state storage drives; an object; an execut-
able; a thread of execution; a computer-executable pro-
gram, and/or a computer. By way of illustration, both an
application running on a server and the server can be a
component. One or more components can reside within
a process and/or thread of execution, and a component
can be localized on one computer and/or distributed be-
tween two or more computers. Also, components as de-
scribed herein can execute from various computer read-
able storage media having various data structures stored
thereon. The components may communicate via local
and/or remote processes such as in accordance with a
signal having one or more data packets (e.g., data from
one component interacting with another component in a
local system, distributed system, and/or across a network
such as the Internet with other systems via the signal).
As another example, a component can be an apparatus
with specific functionality provided by mechanical parts
operated by electric or electronic circuitry which is oper-
ated by a software or a firmware application executed by
a processor, wherein the processor can be internal or
external to the apparatus and executes at least a part of
the software or firmware application. As yet another ex-

ample, a component can be an apparatus that provides
specific functionality through electronic components
without mechanical parts, the electronic components can
include a processor therein to execute software or
firmware that provides at least in part the functionality of
the electronic components. As further yet another exam-
ple, interface(s) can include input/output (I/O) compo-
nents as well as associated processor, application, or
Application Programming Interface (API) components.
While the foregoing examples are directed to aspects of
a component, the exemplified aspects or features also
apply to a system, platform, interface, layer, controller,
terminal, and the like.
[0010] As used herein, the terms "to infer" and "infer-
ence" refer generally to the process of reasoning about
or inferring states of the system, environment, and/or us-
er from a set of observations as captured via events
and/or data. Inference can be employed to identify a spe-
cific context or action, or can generate a probability dis-
tribution over states, for example. The inference can be
probabilistic-that is, the computation of a probability dis-
tribution over states of interest based on a consideration
of data and events. Inference can also refer to techniques
employed for composing higher-level events from a set
of events and/or data. Such inference results in the con-
struction of new events or actions from a set of observed
events and/or stored event data, whether or not the
events are correlated in close temporal proximity, and
whether the events and data come from one or several
event and data sources.
[0011] In addition, the term "or" is intended to mean an
inclusive "or" rather than an exclusive "or." That is, unless
specified otherwise, or clear from the context, the phrase
"X employs A or B" is intended to mean any of the natural
inclusive permutations. That is, the phrase "X employs
A or B" is satisfied by any of the following instances; X
employs A; X employs B; or X employs both A and B. In
addition, the articles "a" and "an" as used in this applica-
tion and the appended claims should generally be con-
strued to mean "one or more" unless specified otherwise
or clear from the context to be directed to a singular form.
[0012] Furthermore, the term "set" as employed herein
excludes the empty set; e.g., the set with no elements
therein. Thus, a "set" in the subject disclosure includes
one or more elements or entities. As an illustration, a set
of controllers includes one or more controllers; a set of
data resources includes one or more data resources; etc,
Likewise, the term "group" as utilized herein refers to a
collection of one or more entities; e.g., a group of nodes
refers to one or more nodes.
[0013] Various aspects or features will be presented
in terms of systems that may include a number of devices,
components, modules, and the like. It is to be understood
and appreciated that the various systems may include
additional devices, components, modules, etc. and/or
may not include all of the devices, components, modules
etc. discussed in connection with the figures. A combi-
nation of these approaches also can be used.
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[0014] Modem industrial enterprises are reliant on a
large number of industrial assets that are crucial to the
productive and financial goals of the enterprise. These
assets include, for example, industrial machines that car-
ry out manufacturing processes, the industrial controllers
and associated I/O devices that control those machines,
any peripheral systems or devices that participate in the
machine control or quality verification processes (e.g.,
vision systems, quality check systems, industrial safety
systems, motor drives, etc.), and other such assets.
[0015] FIG. 1 is a diagram of an example industrial
control environment. In this example, a number of indus-
trial machines 112 are deployed throughout the plant to
carry out one or more industrial processes relating to
product manufacture, machining, motion control, batch
processing, material handling, or other such industrial
functions. The industrial machines 112 are controlled by
respective industrial controllers 118, which interact with
a number of I/O devices 108 associated with the ma-
chines. The industrial controllers 118 typically execute
respective control programs to facilitate monitoring and
control of their respective machines via the I/O devices
108. The control programs executed by industrial con-
trollers 118 can comprise any conceivable type of code
used to process input signals read from the I/O devices
108 and to control output signals generated by the indus-
trial controllers, including but not limited to ladder logic,
sequential function charts, function block diagrams, or
structured text.
[0016] I/O devices 108 may include both input devices
that provide data relating to the controlled machines to
the industrial controllers 118, and output devices that re-
spond to control signals generated by the industrial con-
trollers 118 to control aspects of the industrial systems.
Example input devices can include telemetry devices
(e.g., temperature sensors, flow meters, level sensors,
pressure sensors, etc.), manual operator control devices
(e.g., push buttons, selector switches, etc.), safety mon-
itoring devices (e.g., safety mats, safety pull cords, light
curtains, etc.), and other such devices. Output devices
may include motor drives, pneumatic actuators, signaling
devices, robot control inputs, valves, and the like.
[0017] Industrial controllers 118 may communicatively
interface with I/O devices 108 over hardwired or net-
worked connections. For example, industrial controllers
118 can be equipped with native hardwired inputs and
outputs that communicate with the I/O devices 108 to
effect control of the machines 112. The native controller
I/O can include digital I/O that transmits and receives
discrete voltage signals to and from the field devices, or
analog I/O that transmits and receives analog voltage or
current signals to and from the devices. The controller
I/O can communicate with a controller’s processor over
a backplane such that the digital and analog signals can
be read into and controlled by the control programs. In-
dustrial controllers 118 can also communicate with I/O
devices 108 over a network using, for example, a com-
munication module or an integrated networking port. Ex-

emplary networks can include the Internet, intranets, Eth-
ernet, DeviceNet, ControlNet, Data Highway and Data
Highway Plus (DH/DH+), Remote I/O, Fieldbus, Modbus,
Profibus, wireless networks, serial protocols, and the like.
Some controllers may also support hardwired point-to-
point communication (e.g. Highway Addressable Re-
mote Transducer, or HART, protocol) that allows the con-
trollers to pass digital information serial over a hardwired
link. The industrial controllers 118 can also store persist-
ed data values that can be referenced by the control pro-
gram and used for control decisions, including but not
limited to measured or calculated values representing
operational states of a controlled machine or process
(e.g., tank levels, positions, alarms, etc.) or captured time
series data that is collected during operation of the au-
tomation system (e.g., status information for multiple
points in time, diagnostic occurrences, etc.).
[0018] Other industrial assets can include, for exam-
ple, one or more human-machine interfaces 114 that al-
low plant personnel to view telemetry and status data
associated with the industrial machines 112, and to con-
trol some aspects of system operation. HMIs 114 may
communicate with one or more of the industrial control-
lers 118 over a wired or wireless plant network 116 or
via a direct communication cable, and exchange data
with the industrial controllers to facilitate visualization of
information relating to the controlled industrial systems
on one or more pre-developed operator interface
screens. HMIs 114 can also be configured to allow op-
erators to submit data to specified data tags or memory
addresses of the industrial controllers 118, thereby pro-
viding a means for operators to issue commands to the
controlled systems (e.g., cycle start commands, device
actuation commands, etc.), to modify setpoint values,
etc. HMIs 114 can generate one or more display screens
through which the operator interacts with the industrial
controllers 118, and thereby with the controlled process-
es and/or systems. Example display screens can visual-
ize present states of industrial systems or their associat-
ed devices using graphical representations of the proc-
esses that display metered or calculated values, employ
color or position animations based on state, render alarm
notifications, or employ other such techniques for pre-
senting relevant data to the operator. Data presented in
this manner is read from industrial controllers 118 by
HMIs 114 and presented on one or more of the display
screens according to display formats chosen by the HMI
developer.
[0019] Other industrial assets may not be directly in-
volved in the control of industrial machines 112, but may
perform related peripheral functions. For example, one
or more data historians 110 may reside on the plant net-
work 116, and serve to aggregate and store operational
and/or production information collected from the indus-
trial controllers 118 or other data sources. This stored
data can be retrieved and viewed by plant personnel, or
leveraged by reporting applications to generate produc-
tion reports.
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[0020] For a given industrial machine, device, or col-
lection of industrial assets within an industrial enterprise,
there is often a limited set of people with special expertise
in operating or maintaining those assets. This is espe-
cially true of custom-built machines, such as those built
by an original equipment manufacturer (OEM) according
to specifications provided by an end user. Consequently,
when these assets experience a fault condition, identify-
ing the most suitable people to respond to the fault con-
dition can be a difficult task. Moreover, if an expert is
located off-premise (as is often the case with OEMs), the
end user may experience difficulty locating and contact-
ing the most suitable people for addressing a machine
issue. Also, if the fault is discovered and reported by a
person with little or no understanding of the asset’s op-
eration, accurately conveying the information required
by the expert to perform an initial diagnosis of the problem
presents another challenge.
[0021] Another complication arises if a machine or oth-
er industrial asset changes location within the plant. For
example, a particular industrial asset may initially be lo-
cated in a first production area, where troubleshooting
and maintenance of the asset is performed by mainte-
nance personnel associated with that production area. If
the asset is relocated to a different production area, main-
tenance personnel assigned to that work area may not
have the same level of knowledge and expertise with
regard to maintenance of the asset. Although the original
team of maintenance personnel may still be available
within the plant to assist with asset performance issues,
the new maintenance personnel may not have immediate
knowledge of which maintenance personnel were origi-
nally responsible for the asset. A similar problem arises
if the industrial asset changes ownership, which involves
not only relocating the asset but also placing the asset
under the supervision of new personnel with no previous
experience in the operation and maintenance of the ma-
chine.
[0022] To address these and other issues, one or more
embodiments of the present disclosure provide an auto-
mated industrial notification platform that creates a per-
manent link between a given industrial asset and one or
more people or entities capable of providing service for
the asset. To this end, an industrial asset or machine
include a means for recording an association between
the asset and one or more relevant people or entities
who have sufficient understanding of the machine to pro-
vide service or advice. This association can be created,
for example, by creating and maintaining a digital tag that
resides on the industrial asset. The tag can include the
experts’ identities, contact information, roles relative to
the industrial asset or machine (e.g., OEM, maintenance
person, system integrator, operator, etc.) and other rel-
evant information. Since the tag is stored in a memory
location associated with the asset, the tag travels with
the industrial asset so that the experts are globally asso-
ciated with the machine regardless of the location of the
asset. The tags allow an industrial machine or device to

be associated with users or companies across different
enterprises, including the machine builder (e.g., the
OEM), local maintenance people or engineers at the cus-
tomer site, system integrators involved with the installa-
tion and integration of the machine into the customer’s
larger industrial system, etc.
[0023] The digital tag works in conjunction with auto-
mated diagnostic and notification components integrated
into the industrial machine or device. These components
automatically detect conditions that may require expert
assistance, such as a downtime condition, an operational
inefficiency, an alarm condition, or other such conditions.
In response to detection of a condition requiring service
or attention, the asset’s automated notification compo-
nents access the tagged information and determine one
or more suitable experts or expert entities based on the
type of the detected issue. In some embodiments, the
system may consider additional factors in connection
with determining the suitable experts, including but not
limited to the time of the detected condition, the current
location of the industrial machine or device, or other such
considerations. The notification components then send
one or more notifications to a personal device associated
with the selected experts based on contact information
recorded on the digital tag. The notification can include
relevant information about the issue, including the current
location of the asset, the specifics for the detected issue,
or other such information.
[0024] In some embodiments, rather than maintaining
the expert information on the industrial asset itself, the
expert information for the asset and associated notifica-
tion components can be maintained on a separate server
device or on a cloud platform. In such embodiments, in
response to detection of a service issue, the industrial
asset can send a message to the server or cloud-based
notification system identifying the asset and the nature
of the service issue. The notification system on the server
or cloud platform can then access the expert information
for the identified asset and determine the appropriate ex-
perts based on the nature of the issue and other relevant
information (e.g., the time of day, the current location of
the machine and/or the respective candidate experts,
etc.).
[0025] FIG. 2 is a block diagram of an example indus-
trial automated notification system 202 according to one
or more embodiments of this disclosure. Aspects of the
systems, apparatuses, or processes explained in this dis-
closure can constitute machine-executable components
embodied within machine(s), e.g., embodied in one or
more computer-readable mediums (or media) associat-
ed with one or more machines. Such components, when
executed by one or more machines, e.g., computer(s),
computing device(s), automation device(s), virtual ma-
chine(s), etc., can cause the machine(s) to perform the
operations described.
[0026] Industrial automated notification system 202
can include an interface component 204, an event iden-
tification component 206, a notification component 208,
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a tag update component 210, a location component 214,
a communication component 216, one or more proces-
sors 218, and memory 220. In various embodiments, one
or more of the interface component 204, event identifi-
cation component 206, notification component 208, tag
update component 210, location component 214, com-
munication component 216, the one or more processors
218, and memory 220 can be electrically and/or commu-
nicatively coupled to one another to perform one or more
of the functions of the industrial automated notification
system 202. In some embodiments, components 204,
206, 208, 210, 214, and 216 can comprise software in-
structions stored on memory 220 and executed by proc-
essor(s) 218. Industrial automated notification system
202 may also interact with other hardware and/or soft-
ware components not depicted in FIG. 2. For example,
processor(s) 218 may interact with one or more external
user interface devices, such as a keyboard, a mouse, a
display monitor, a touchscreen, or other such interface
devices.
[0027] In various embodiments, the components of in-
dustrial automated notification system 202 can be inte-
grated components of an industrial machine, device, or
other asset. For example, in some embodiments, indus-
trial automated notification system 202 can be imple-
mented on an industrial controller, a motor drive (e.g., a
variable frequency drive or other type of motor drive), a
meter or other telemetry device, an HMI terminal, a vision
system, a barcode stamper or reader, a computing com-
ponent of an industrial machine, or other such industrial
asset. Alternatively, some or all of the components of
industrial automated notification system 202 can reside
separately from the industrial asset(s) for which service
notifications are to be delivered. In such embodiments,
the automated notification system may reside and exe-
cute on a cloud-platform, on a web server, on a local
server, or other such platform.
[0028] Interface component 204 can be configured to
receive user input and to render output to the user in any
suitable format (e.g., visual, audio, tactile, etc.). User in-
put can be, for example, expert registration information
that identifies an expert to be associated with the indus-
trial asset, as well as other relevant information about
the expert and/or conditions under which the expert is to
he notified. The expert registration information can in-
clude, for example, contact information for the expert, a
type of issue for which the expert is to be notified, a time
during which the expert may be notified, a company with
which the expert is affiliated, or other such information.
[0029] Event identification component 206 can he con-
figured to monitor for and identify conditions of the indus-
trial asset for which expert assistance may be warranted.
For example, the event identification component 206 may
be configured to monitor statuses of the industrial asset
-e.g., alarm conditions, performance data generated by
the asset during operation, etc. - and identify when one
or more of the monitored statuses satisfies a condition
indicative of a performance issue for which a notification

is to be generated. These detected notification conditions
can include, but are not limited to, alarm statuses indi-
cating a downtime condition or other type of fault with the
industrial asset, a deviation of a key performance indica-
tor from a defined acceptable range, or other such con-
ditions.
[0030] Notification component 208 can be configured
to generate notification information directed to one or
more experts or expert entities in response to detection
of a notification event (by event identification component
206). The recipient(s) and content of the notification in-
formation can be based on the type of issue identified by
the event identification component 206, a scheduled
availability of the candidate experts, a location of the can-
didate experts relative to the industrial asset, a time of
day, or other contextual information. The notification
component 208 can determine one or more recipients
for the notification based on expert information stored on
a digital tag or other type of information storage object.
Once the notification information has been generated
and suitable recipients identified, the notification compo-
nent 208 can initiate sending the notification information
to client devices associated with the selected recipients.
[0031] Tag update component 210 can be configured
to store, maintain, and update expert information in a
memory location associated with the industrial asset, or
in a centralized storage location such as cloud-based
storage or server memory. Location component 214 can
be configured to identify a location of the industrial asset,
which can be leveraged by the notification system to de-
termine one or more suitable experts for a given issue
based in part on the location of the asset (e.g., a geo-
graphical location, a plant in which the asset resides, a
work area within the plant, etc.). The communication
component 216 can be configured to wirelessly commu-
nicate with one or more external networks and/or devices
in connection with delivering notifications and service re-
quests to expert personnel. For example, in one or more
embodiments, the communication component 216 can
be configured to exchange information with a communi-
cation infrastructure via an external network such as the
Internet or a telephone network, in order to send notifi-
cation information to a client device or account associat-
ed with a user (e.g., a personal phone, an email account,
a wearable computer, etc.). In other embodiments, com-
munication component 216 can be configured to com-
municate with devices over a local wireless network with-
in the plant facility in which the industrial asset resides.
[0032] The one or more processors 218 can perform
one or more of the functions described herein with refer-
ence to the systems and/or methods disclosed. Memory
220 can be a computer-readable storage medium storing
computer-executable instructions and/or information for
performing the functions described herein with reference
to the systems and/or methods disclosed.
[0033] FIG. 3 is block diagram of an industrial asset
304 that includes an integrated automated notification
system. Industrial asset 304 can comprise, for example,
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an industrial device such as an industrial controller, an
HMI terminal, a motor drive, a vision system or other qual-
ity verification system, a sensor, a telemetry device, or
other such device. Industrial asset 304 may also com-
prise an industrial machine comprising multiple industrial
devices and component (e.g., a machine or production
line under the control of an industrial controller and as-
sociated I/O devices). According to one or more embod-
iments, the industrial asset 304 can store asset-specific
information in a tag storage area 302, which can comprise
a computer-readable storage medium of the industrial
asset (e.g., flash storage or another type of data storage
medium).
[0034] The tag storage area 302 can store system
identification information 306 that uniquely identifies the
industrial asset for the purpose of generating automated
notifications. The system identification information 306
can comprise, for example, one or more of a user-defined
name for the industrial asset 304, a vendor-defined de-
vice or asset type identifier (e.g., a vendor and model
number of the industrial asset), or other relevant infor-
mation. In some embodiments, system identification in-
formation 306 can also comprise contextual information
relating to a location or function of the industrial asset
304. This contextual information may include, for exam-
ple, a customer identifier that identifies the owner of the
asset (e.g., the industrial enterprise, company, etc.), a
production area or workcell in which the industrial asset
resides, a role of the industrial asset within a particular
industrial enterprise (e.g., control of an identified machin-
ing tool, leak test verification of a die cast engine block,
etc.), or other such information.
[0035] The tag storage area 302 can also store an ex-
pert tag 308 that identifies one or more people or busi-
ness entities qualified to provide assistance for the in-
dustrial asset 304. In addition to identifying the relevant
experts, the expert tag 308 also classifies each expert
according to the type of event or issue the expert is qual-
ified to address. FIG. 4 illustrates an example set of in-
formation that can be recorded in the expert tag 308. In
this example, the expert tag information identifies multi-
ple event categories 402, each identifying a type of event
that, when detected by the event identification compo-
nent 206, will initiate delivery of one or more notifications
to relevant experts identified by the expert tag 308. Event
categories defined in the present example include oper-
ational faults, mechanical downtime faults, software
downtime faults, non-critical software faults, and sched-
uled maintenance events.
[0036] The expert tag information associates each
event category 402 with one or more experts 406 quali-
fied to address the event type, as well as contact infor-
mation 408 used by the system to determine how the
notification should be delivered to the expert. In some
embodiments, the expert tag information also identifies
the company or business entity 404 with which the expert
406 is affiliated. Each item of contact information 408 can
comprise any suitable type of information that can be

used by the system to identify a destination communica-
tion node for the notification, including but not limited to
a phone number (for delivery of text-based notifications
or pre-recorded voice notifications), email addresses, a
pager number, a web site or social media page to which
a notification can be posted, or other such contact infor-
mation.
[0037] In some embodiments, the expert tag informa-
tion may also allow priority levels to be assigned to re-
spective event categories. In such embodiments, the sys-
tem may use the priority level information to determine
how and/or when one or more recipients are to be con-
tacted in response to detection of an event. For example,
if an event having a low priority level is detected at a time
when a candidate recipient is listed as unavailable (e.g.,
non-working hours), the system may defer delivery of the
notification until the current time falls within the available
time range for the recipient (e.g., when the working hours
for the recipient begin). Alternatively, if an event having
a high priority is detected, the system may send the no-
tification immediately regardless of the current time. In
addition to controlling the time at which notifications are
sent, the defined priority level may also determine how
the recipient is notified. For example, detection of a low
priority event may cause the system to send a text mes-
sage or an email notification to the recipient, while de-
tection of a high priority event may cause the system to
send both a text message and an automated phone call.
[0038] In some embodiments, in order to more easily
maintain accurate associations between event catego-
ries and relevant experts capable of providing assistance
for the respective event types, the expert tag information
can be organized into separate information tables, as
shown in FIG. 5. In this example, a first table 502 defines
associations between event types and expert roles qual-
ified to provide assistance for each event type. For ex-
ample, as defined in table 502, operational faults are to
be handled by local maintenance personnel (that is, on-
premise maintenance personnel directly employed by
the plant facility), while mechanical downtime faults are
to be handled by one or both of a systems integrator who
installed the industrial asset on behalf of the owner and/or
an OEM who built the industrial asset for the owner. Soft-
ware downtime faults are to be handled by a local engi-
neer (an engineer directly employed by the plant facility)
or a systems integrator. Non-critical software faults are
to be handled by either a local engineer or a systems
integrator, and a scheduled maintenance event is to be
handled by local maintenance personnel.
[0039] A second table 504 linked to table 502 associ-
ates each defined expert role with one or more experts
having that role. Example table 504 defines three local
maintenance experts associated with the local plant fa-
cility, two local engineers, one OEM, and one systems
integrator. By separating the expert tag information in
this manner, new experts can be added to a particular
expert role using table 504, and those newly added ex-
perts will automatically be linked to the appropriate event
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categories for notification purposes by virtue of table 502.
It is to be appreciated that the separate information tables
depicted in FIG. 5 are only intended to he exemplary,
and that the expert tag information can be segregated
into any number of tables according to any suitable data
table layout. For example, table 502 may also include a
priority level data field that allows each even category to
be associated with a priority level, which determines how
and/or when notifications relating to a given event are
delivered, as described above.
[0040] It is to be appreciated that the example expert
tag information format depicted in FIGs. 4 and 5 are only
intended to be exemplary, and that any suitable format
for associating experts and their associated contact in-
formation with specified types of notification events is
within the scope of one or more embodiments of this dis-
closure. Moreover, the expert tag information may in-
clude other information not illustrated in FIGs. 4 and 5,
and which may be leveraged by the system to determine
which experts should be contacted and how those ex-
perts should be notified. For example, for a given event
category, the tag information may identify multiple ex-
perts categorized according to respective times of day
or days of the week. This may be useful when different
experts are known to be available at different times of
day or days of the week. In such embodiments, when an
event is detected, the time and/or day at which the event
was detected is noted by the system, and the one or more
experts corresponding to both the event type and the
time/day are selected for notifications. In some embodi-
ments, the times at which the notification are sent may
also be a function of a priority or complexity level as-
signed to the event type in the expert tag information.
[0041] Returning now to FIG. 3, tag storage area 302
can also include a record of maintenance notes 310 re-
lating to the industrial asset 304. In one or more embod-
iments, maintenance notes 310 comprises a record of
maintenance or engineering interactions with the indus-
trial asset 304, which may be useful to personnel per-
forming diagnosis or maintenance on the industrial asset
during a downtime event or other operational issue. Main-
tenance notes 310 can include, for example, a record of
a maintenance or engineering action performed on the
industrial asset (e.g., replacement of an identified ma-
chine part or industrial device, reprogramming of a por-
tion of an industrial control program, a scheduled service
operation, etc.), steps taken to solve previous operational
issues, estimated time to correct previous issues, iden-
tification of device documentation that was referenced to
solve a previous issue, version history information doc-
umenting a history of software or firmware versions in-
stalled on the asset (e.g., times and dates that previously
installed firmware or software versions were installed),
etc. At least a portion of these maintenance notes may
be sent or made available to a notified expert in connec-
tion with an event notification.
[0042] Information maintained in tag storage area 302
- including the system identification information 306, ex-

pert tag 308, and maintenance notes 310- can be updat-
ed manually based on input provided by the user via the
interface component 204, or dynamically by the industrial
asset 304 based on detected conditions, events, or
changes of status. Updates to the tag storage area 302
can be managed by a tag update component 210, which
modifies selected sets of the tag information based on
one or both of user input or automatically detected status
changes or events.
[0043] With regard to manual updating of tag informa-
tion, the interface component 204 can be configured to
provide access to selected subsets of the tag information
maintained in tag storage area 302. In one or more em-
bodiments, interface component 204 can be configured
to generate one or more configuration interface displays
that provide access to the selected items of tag informa-
tion, and serve these displays to a client device commu-
nicatively connected to the industrial asset over a wire-
less or hard-wired connection. The configuration inter-
faces may include one or more data entry fields corre-
sponding to one or more items of tag data, allowing the
user to modify the corresponding tag information. The
configuration interfaces may also include interactive fea-
tures that guide the user through the process of associ-
ating a particular event type to one or more expert enti-
ties, as well as configuring any additional information or
criteria required to link a particular event or event type to
a suitable expert (e.g., associating multiple different ex-
pert entities with a given event type, and defining a time
period and/or day of the week for each expert entity de-
fining the respective expected availabilities of each ex-
pert). The configuration interfaces can also allow the user
to set the preferred contact information to be used to
deliver notifications to the respective expert entities.
[0044] Since a given industrial asset may be associat-
ed with a particular set of event types that relate to that
asset, the configuration options presented by the inter-
face component 204 can be dependent on the type of
the industrial asset 304. That is, the interface component
204 for a given industrial asset may be configured to
present a selectable list of possible event types associ-
ated with that particular asset. For example, the interface
component for a telemetry device - such as a pressure,
temperature, or flow meter - may present a list of events
including over value fault, under value fault, and read
failure fault, while the interface component for a motor
drive may present a list of events including overcurrent
or undercurrent faults, overspeed or underspeed faults,
overvoltage or undervoltage faults, etc. In this way, the
user can easily review the event types for which expert
information can be configured.
[0045] When the interface component 204 receives tag
configuration information from the user (e.g., via the con-
figuration interfaces), the tag update component 210 will
update the appropriate items of tag information in accord-
ance with the user’s configuration input. The tag infor-
mation can be updated as needed to reflect changes in
the pool of experts qualified to perform maintenance

13 14 



EP 3 187 951 A1

10

5

10

15

20

25

30

35

40

45

50

55

services on the industrial asset. For example, when new
personnel become qualified to work on industrial asset
304, when a previous expert is no longer available to
work on the asset, or when an expert’s contact informa-
tion changes, information contained in the expert tag 308
can be updated to reflect the changes in order to maintain
an accurate and current list of qualified personnel.
[0046] The industrial asset 304 can also update select-
ed items of the tag information dynamically based on
automatically detected device statuses or location
changes. For example, location component 214 can be
configured to determine a location of industrial asset 304,
which can be used to update one or more items of the
tag information. In one or more embodiments, location
component 214 can determine a geographic location of
the industrial asset 304 (e.g., in terms of geographic co-
ordinates) using, for example, global positioning system
(GPS) capabilities. In some embodiments, the system
can cross-reference this geographic location with enter-
prise-specific location information in order to generate
location information that may he more meaningful to the
particular industrial enterprise in which the asset is used.
For example, facility location information defining geo-
graphical locations of one or more plant facilities associ-
ated with an industrial enterprise may be stored on the
industrial asset. This facility location information may
comprise respective names of the industrial facilities
(e.g., Marysville plant, southwest plant, etc.) as well as
geographical coordinate information defining the loca-
tions of the respective facilities. Upon determining the
current geographic location of the industrial asset 304,
the location component 214 can cross-reference this as-
set location with the facility location information to deter-
mine whether the asset’s current location corresponds
to a location of one of the defined industrial facilities. If
so, the tag information is updated to indicate that the
asset 304 is currently located in the identified industrial
facility.
[0047] In some embodiments, this technique can be
used to determine the asset’s location within an industrial
enterprise at a more granular level. For example, in ad-
dition to the plant facility, the location component 214
can identify a particular work area -of a number of defined
work areas - within the facility in which the asset 304 is
currently located. In this way, the location component
214 can reference a hierarchical geographic model of an
industrial enterprise that defines geographic locations of
one or more plant facilities, work areas within those fa-
cilities, machines within those work areas, etc., in order
to determine a location of the asset 304 within a custom-
defined industrial context. The tag update component
210 can then set this location information as part of the
tag information stored in the tag storage area 302. This
location information can be leveraged by the notification
system to determine one or more suitable experts for a
given issue based in part on the location of the asset.
[0048] Other items of tag information can also be up-
dated dynamically by internal asset components. For ex-

ample, the tag update component 210 can be configured
to automatically track software, firmware, or operating
system version history for the industrial asset 304. Thus,
when a maintenance person or engineer updates the
firmware or other software on industrial asset 304, the
tag update component 210 automatically updates the
stored maintenance notes to record the date and time of
the installation and the firmware/software version that
was installed.
[0049] With the tag information configured and stored
on the industrial asset, the customized expert definitions
remain associated with the asset even if the asset is re-
located to a different work area or plant facility, or sold
to a different industrial enterprise. In this way, the pool
of expertise and experience travels with the industrial
asset, maintaining a link between the asset and the qual-
ified personnel who have been involved with designing,
installing, and/or maintaining the industrial asset in the
past. Moreover, the structured nature of the tag informa-
tion - whereby each defined expert is associated with a
type of maintenance event, a location, a time of day, a
day of week, etc. - provides a means for the industrial
asset to select the appropriate set of experts for a given
event scenario.
[0050] When the industrial asset 304 is deployed within
an industrial environment, the event identification com-
ponent 206 monitors operation of the asset 304 to identify
conditions for which expert assistance may be warranted.
For example, the event identification component 206 can
detect when the industrial asset 304 has generated an
alarm or fault, experienced a downtime condition, per-
formed an out-of-sequence operation, or other such con-
dition. If the industrial asset 304 is an industrial controller
that monitors and controls operation of an industrial ma-
chine or process, the event detected by the event iden-
tification component 206 may relate to the controller’s
internal operation (e.g., a controller fault) or to the ma-
chine or process being controlled. In the latter scenario,
the alarm or fault conditions associated with the control-
led machine or process may be defined by the user as
part of the control program being executed on the indus-
trial controller. For example, process parameter setpoint
values, abnormal machine statuses, process alarm con-
ditions, and other such notifiable conditions may be de-
fined by the user within the industrial control program,
and such conditions will be detected by the event iden-
tification component 206 and used as the basis for a no-
tification trigger.
[0051] Other types of industrial assets, such as telem-
etry devices, motor drives, etc., may have a different set
of associated notifiable conditions that will be monitored
by the event identification component 206. For example,
the event identification component 206 for a motor drive
(e.g., a variable frequency drive or other type of drive)
may monitor internal drive abnormals, including but not
limited to overcurrent or undercurrent faults, overspeed
or underspeed faults, overvoltage or undervoltage faults,
etc.
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[0052] In response to detection of an event falling un-
der a notifiable category (as defined by the tag informa-
tion in tag storage area 302), the event identification com-
ponent 206 provides an indication of the event to the
notification component 208. FIG. 6 is a diagram illustrat-
ing the data collected by the notification component 208
in connection with generating a notification in response
to receiving event information from the event identifica-
tion component 206. Upon detection of a notifiable event,
the event identification component 206 provides event
information describing the event to the notification com-
ponent 208. The event information may include, for ex-
ample, an identification of the detected event or a cate-
gory of the event, a time at which the event occurred, or
other relevant information. Based on the event informa-
tion provided by the event identification component 206,
the notification component 208 references or retrieves
appropriate items of information from the tag storage ar-
ea in order to determine the subset of defined experts or
expert entities to be notified, the preferred contact meth-
od for the selected experts, and any additional informa-
tion that is to be sent to the experts as part of the notifi-
cation.
[0053] For example, the notification component 208
may cross-reference the event or event category with
information in the expert tag 308 in order to determine
which experts or expert entities are defined as being qual-
ified to address the detected issue. With reference to the
example expert tag 308 illustrated in FIG. 4, if the event
information identifies the detected issue as being a me-
chanical downtime fault, the notification component 208
will select two of the define experts - a systems integrator
and an OEM - to be notified of the event. The expert tag
308 also provides the notification component 208 with
contact information for the respective experts, which will
be used to deliver the notification data via the recipients’
preferred means (e.g., email, text, automated voice mes-
sage, social media posting, etc.).
[0054] In order to provide the recipients with sufficient
information regarding the source of the notification and
the nature of the detected event, notification component
208 can retrieve device or machine identification infor-
mation from the system identification information 306. In
some scenarios, the device or machine identification may
comprise a user-defined name assigned to the industrial
asset and recognizable by the recipient. Alternatively or
in addition, the identification information can include a
device model number or other vendor-defined identifier
for the device or machine, current software or firmware
version information if applicable, current device configu-
ration settings, or other information that conveys to the
recipients the identity of the industrial asset and any rel-
evant asset configuration information. Since a notifica-
tion of the detected even may be delivered to systems
integrators or OEMs who are not direct employees of the
industrial enterprise to which the industrial asset belongs,
the system identification information may also include a
customer name identifying the industrial enterprise that

owns the industrial asset so that outside contractors will
be informed of the customer from whom the notification
was received. Information about the device or machine
may be encrypted by the notification component 208 to
ensure secure transport of the information to the recipi-
ents, such that access and/or decryption of the informa-
tion is made possible by a security key provided to the
recipients as part of the initial notification.
[0055] In some embodiments, the notification compo-
nent 208 may also retrieve one or more maintenance
notes 310 from the tag storage area. In such embodi-
ments, the notification component 208 will select a subset
of the stored maintenance notes determined to be rele-
vant to the detected issue. For example, if the detected
event is a software fault, the notification component 208
may retrieve the software version installation history from
maintenance notes 310 for delivery to the selected re-
cipients. In another example, a detected mechanical
downtime issue may cause the notification component
208 to retrieve maintenance notes that were entered by
maintenance personnel in connection with previous sim-
ilar mechanical downtime events. Such maintenance
notes may, for example, outline steps taken by mainte-
nance personnel to address a previous mechanical fault.
[0056] After gathering the selected subset of tag infor-
mation in response to the event notification, the notifica-
tion component 208 sends notification data 602 to the
communication component 216 for delivery to the select-
ed recipients. Notification data 602 includes information
identifying the detected event, as well as the relevant tag
information collected from the tag storage area. Upon
delivery to the recipients’ target devices, the notification
data 602 will render information about the event - e.g.,
the source of the event, the location and/or owner of the
industrial asset, relevant device configuration and soft-
ware version information, maintenance history, etc. - in
a format suitable for display on the respective recipients’
client devices. FIG. 7 is a diagram illustrating delivery of
notifications to selected recipients according to one or
more embodiments. In this example, a number of indus-
trial devices 704 (e.g., industrial controllers, motor drives,
telemetry devises, industrial robots, vision systems, etc.)
are deployed within a plant environment, each having
stored thereon tag information as described above. Each
industrial device 704 also includes an event identification
component 206, a notification component 208, and a
communication component 216, as described above.
[0057] Communication component 216 communica-
tively couples the respective industrial devices 704 to an
external network 706, which may be a public network
such as the Internet, a private or public cloud platform,
or other external network. In one or more embodiments,
communication component 216 may be configured to
support single-direction communication, such that data
can be sent from the industrial devices 704 to the external
network 706, but data cannot be written to the industrial
devices from the external network. Alternatively, some
embodiments of communication component 216 may be
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configured to support limited or secured bidirectional
communication that allows a user to remotely access da-
ta on the industrial device via the external network 706.
In such embodiments, notification information delivered
to selected recipients may include security key data that
permits access to and decryption of information on the
industrial device. In some scenarios, the industrial devic-
es 704 may be configured to access the external network
through a common firewall device located on a plant net-
work.
[0058] When the notification component 208 of one of
the industrial devices 704 initiates sending a notification
of a detected event (e.g., a machine downtime condition,
a device abnormal, a process parameter that has fallen
outside a defined range, etc.), the communication com-
ponent 216 sends the notification data 602 generated by
the notification component 208 to the external network
706 for delivery to the selected recipients. The commu-
nication component 216 leverages the contact informa-
tion for the respective recipients in order to instruct the
communication infrastructure of the external network
how to deliver the notifications to the respective recipi-
ents. For example, for recipients whose preferred contact
method is email, the communication component 216 will
send the notification data as an email directed to the email
address defined for the recipient in the tag storage area.
Depending on the communication method specified for
the respective recipients, the communication component
216 can also send the notification data as a text message
to be directed to the user’s mobile device via the com-
munication platform of the external network 706, as a
social media posting on the recipient’s social media page,
as an automated text-to-speech message to be directed
to the user’s mobile phone, or as another suitably for-
matted notification message.
[0059] The notification information is then delivered to
the one or more selected recipients, who may reside out-
side the plant (e.g., recipient 710a) or within the plant
(e.g., recipient 710b). Upon delivery, the notification in-
formation will render, on the respective client devices,
information gathered by the notification component 208
from the tag storage area determined to be relevant to
the detected event, including but not limited to the type
of the event; the plant facility, work area, and/or machine
affected by the event; a time at which the event occurred;
current configuration settings of the source device; cur-
rent versions of software or firmware installed on the
source device; previously recorded maintenance notes
relevant to the detected issue; a list of other people to
whom notifications of the event were sent; etc.
[0060] In some embodiments, the notification compo-
nent can also be configured to include a security key in
the delivered notifications that enables the recipients to
remotely connect to the industrial device via the external
network 706 for a temporary time and access additional
information available on the device that may assist in
remotely diagnosing the detected issue. For example, a
notification received on the recipient’s client device may

generate and render a control (e.g., a soft button or other
activation means) that, when activated, initiates a proc-
ess of connecting the client device to the industrial device
via the external network. The security key included in the
notification data authenticates the client device for re-
mote access to the industrial device. Once connected,
the recipient may remotely browse available data items
(e.g., device statuses, previously stored maintenance
notes, etc.) store on the industrial device. Browsing of
the stored information may be performed in connection
with encryption features implemented on the industrial
device that ensures the information remains secure from
users other than the recipient.
[0061] Although the configuration illustrated in FIG. 7
depicts the industrial devices 704 as sending the notifi-
cations via an external network (e.g., the Internet or a
cloud platform) that resides outside the plant environ-
ment, in some embodiments, the industrial devices 704
may be configured to send notifications exclusively over
an internal network such as a hard-wired or wireless plant
network. In such configurations, notifications may be lim-
ited to personnel within the plant, since notifications will
only be delivered to client devices accessible via the in-
ternal plant network.
[0062] As noted above, the tag and notification fea-
tures described above can be applied at the machine
level as well as at the device level. Machine-level notifi-
cations can be useful when an industrial enterprise has
taken possession of a custom machine designed, built,
and installed by outside contractors such as OEMs or
system integrators. FIG. 8 is a diagram of an example
control cabinet for a custom-build industrial machine, in
which an industrial controller (e.g., a PLC or other type
of industrial controller) manages notifications for the ma-
chine as a whole. In this example, industrial controller
810 is mounted in a control cabinet 802 as part of a control
system 812 to be installed at a plant facility. The control
system 812 is housed in control cabinet 802, which may
have been designed and built by an OEM, a systems
integrator, or other machine builder to fulfill a customer
order.
[0063] Control system 812 may comprise a number of
I/O devices 806 (e.g., motor drives, sensors or other te-
lemetry devices, solenoid valves, remote I/O modules,
etc.) interfaced with the industrial controller 810. The I/O
devices 806 may be hardwired to the industrial control-
ler’s I/O modules, or may exchange data with the indus-
trial controller 810 over a local network (e.g., EthernetIP,
common industrial protocol, etc.). In addition, one or
more of the I/O devices 806 may have a number of sub-
devices 808 connected thereto. For example, if an I/O
device is a remote I/O module, sub-devices 808 may
comprise the I/O devices connected to that remote I/O
module. The control cabinet 802 may also include an
HMI terminal 804 for visualizing the machine or process
being controlled by the control system 812. The HMI ter-
minal 804 is communicatively connected to the industrial
controller 810 over a local network connection or an in-
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terface cable.
[0064] In this example, the notification functionality of
the industrial controller 810 manages notifications for the
machine as whole. Accordingly, industrial controller 810
maintains notification tag information 814 for the ma-
chine. The notification tag information 814 may define,
as the pool of experts, the engineers and machine build-
ers associated with the OEM that provided the machine,
the engineers or technicians associated with a systems
integrator that installed the machine at the customer site
(if installation and integration was not handled by the
OEM), technical support personnel associated with a
vendor of the industrial controller 810 and/or the I/O de-
vices 806 and sub-devices 808, as well as any local sup-
port personnel associated with the customer facility who
may have been assigned responsibility for operating or
maintaining the machine (e.g., machine operators, shift
supervisors, on-site maintenance personnel or engi-
neers, etc.). Since the industrial control program execut-
ing on the industrial controller 810 typically defines the
machine fault conditions as a function of the states of the
I/O devices and sub-devices (e.g., proximity and/or op-
tical sensors, meters that monitor machine parameters,
etc.), the event identification component 206 residing on
the industrial controller 810 can detect fault conditions
for the industrial machine based on states of data regis-
ters of the controller’s data table corresponding to defined
fault conditions.
[0065] FIG. 9 is a diagram illustrating the control cab-
inet 802 deployed within a plant environment and con-
nected to a plant network 902. When a fault condition for
the machine has been detected by the event identification
component 206 residing on the industrial controller 810,
the controller’s communication component sends notifi-
cation data directed to selected expert recipients, as de-
scribed in previous examples. In this example, the plant
network 902 is connected to external network 908 (e.g.,
the Internet or a cloud platform) via a firewall device 904
that resides within the plant and serves as a secure gate-
way between the local plant network 902 and the external
network 908. The communication component of the in-
dustrial controller is configured to package the notifica-
tion data to yield one or more data packets capable of
being conveyed to the external network 908 via the fire-
wall device. Accordingly, the communication component
can be configured with necessary security settings in or-
der to allow the industrial controller to communicate to
outside networks via the firewall device.
[0066] Examples described above have depicted the
notification tag information and notification component
as residing on the industrial device or asset for which
notifications are to be generated. In some alternative em-
bodiments, the tag information and notification compo-
nent may reside on an external network, such as a cloud
platform. FIG. 10 is a diagram illustrating an example
embodiment in which the notification tag information and
notification component are maintained on a cloud plat-
form as part of a cloud-based notification system 1006.

In this example, one or more controlled processes 1004
are monitored and/or controlled by one or more industrial
assets, which comprise one or more industrial devices
1002 (e.g., industrial controllers, sensors, meters, motor
drives, or other such devices). Similar to previously de-
scribed examples, industrial devices 1002 include an
event identification component that detects occurrence
of a defined condition requiring attention of expert per-
sonnel, as well as communication components that com-
municatively link the devices to an external network. In
the present example, the external network is a cloud plat-
form on which a cloud-based notification system 1006
executes as a cloud service.
[0067] The communication components of industrial
devices 1002 can be configured to discover and interact
with cloud-based computing services (including the
cloud-based notification system) 1006 hosted by the
cloud platform. The cloud platform can be any infrastruc-
ture that allows shared computing services to be ac-
cessed and utilized by cloud-capable devices. The cloud
platform can be a public cloud accessible via the Internet
by devices having Internet connectivity and appropriate
authorizations to utilize the services. In some scenarios,
the cloud platform can be provided by a cloud provider
as a platform-as-a-service (PaaS). In some such config-
urations, access to the cloud platform and the notification
system can be provided to customers as a subscription
service by an owner of the notification system. Alterna-
tively, the cloud platform can be a private cloud operated
internally by the industrial enterprise. An example private
cloud platform can comprise a set of servers hosting the
notification service and residing on a corporate network
protected by a firewall.
[0068] Hosting the notification system 1006 on a cloud
platform allows a common notification system to service
multiple industrial assets, including assets belonging to
multiple different end customers or industrial enterprises.
Since the notification system 1006 provides notification
services to multiple customers, the expert tag information
for multiple different industrial assets is stored on the
cloud platform and segregated according to customer.
For example, the expert tag and maintenance note infor-
mation for respective different industrial assets can be
segregated according to customer and stored as cus-
tomer profiles 1012. Each customer profile can have an
associated customer identifier that uniquely identifies the
customer or industrial entity to whom the notification tag
information belongs. In addition, each customer profile
may also include other customer-level information, in-
cluding but not limited to primary contact information for
the customer, general notification preferences to be ap-
plied to all notifications for that customer, preferred sup-
port personnel, any service contract information between
the customer and a support provider (e.g., OEM, systems
integrator, vendor, etc.) that dictates how and when no-
tifications are sent, or other such customer-specific in-
formation.
[0069] When the event identification component of an
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industrial device 1002 detects a notifiable event, the no-
tification component of that device sends notification in-
formation 1014 to a cloud interface 1010 of the notifica-
tion system 1006, which manages communication be-
tween the industrial assets and the cloud services. The
notification information 1014 generated by the industrial
device can include, for example, information identifying
the event, the device or machine from which the event
originated, and a customer identifier that identifies the
customer or industrial enterprise that owns the industrial
asset. Since the expert tag information is stored as part
of a customer profile on the cloud platform, rather than
on the industrial asset itself, the notification information
1014 sent to the cloud platform does not need to include
recipient information and contact information. Instead,
selection of one or more suitable experts to be notified
of the event will be performed on the cloud platform by
the cloud-based notification system 1006 in this config-
uration.
[0070] Upon receipt of the notification information
1014, the notification component 1008 will identify the
customer profile corresponding to the customer identifier
received in the notification information 1014, and cross-
reference the reported event with the expert tag informa-
tion stored in association with the selected customer pro-
file in order to determine the set of qualified personnel to
be notified of the event, in a manner similar to examples
described above. The notification component 1008 can
also retrieve any relevant maintenance notes stored in
the customer profile determined to be relevant to the de-
tected event and include these maintenance notes in the
notification. The cloud-based notification system can
then initiate delivery of a notification 1016 to the one or
more identified experts in accordance with the specified
contact preferences for each expert.
[0071] Storing the expert tag information on a central-
ized system as depicted in FIG. 10 allows the notification
preferences for multiple different customers to be man-
aged collectively by a single administrative entity. More-
over, since cloud-based storage is less limited than stor-
age on the device level, this cloud-based architecture
can be used to store additional information that affords
a greater degree of control with regard to how and when
notifications are sent. The cloud-based architecture can
also at least partially automate some administrative as-
pects of technical support provision. For example, some
embodiments of cloud-based notification system 1006
may be configured to enforce service agreements be-
tween customers and support providers. In such embod-
iments, a service agreement between an owner of the
industrial assets and a support provider (e.g., device ven-
dor, OEM, systems integrator, etc.) may define a limit on
the number of support responses that can be provided
to the customer by the support provider within the term
of the service agreement (e.g., one year), or a time period
during which contact can be made. Accordingly, the
cloud-based notification system 1006 can track the
number of notifications that have been sent to the support

provider within the term of the service contract. If an im-
pending notification will cause the customer to exceed
their allotment of service requests, the notification system
may send a preliminary notification to a specified repre-
sentative of the customer to confirm that the notification
should be sent, informing the customer that the support
provider may charge an additional fee if the notification
is sent. The customer’s representative can then respond
to this notification (e.g., by selecting a link or graphical
control include in the preliminary message) instructing
the notification system to either discard the impending
notification or to proceed with sending the notification to
the support entity. Since the cloud-based notification sys-
tem 1006 can track the number of automated notifications
sent to various support entities for each customer, this
collected data can also be used for billing purposes if the
customer’s service contract charges for each service re-
quest.
[0072] In another example, some embodiments of the
cloud-based notification system 1006 can be configured
to generate automated work orders if the detected event
is determined to require an on-site visit to the customer’s
plant facility by an outside contractor. In such embodi-
ments, the expert tag information may categorize differ-
ent event types according to whether a site visit by a
support provider is expected to be necessary in order to
resolve the detected issue. The cloud-based system may
also include billing information for customers participat-
ing in the service agreement. When an industrial asset
reports an issue categorized as requiring a site visit, the
notification system can, in addition to sending a notifica-
tion to the support provider, generate an electronic work
order using the customer’s billing information, and make
the work order accessible to the support provider. In this
way, the system can mitigate the need for the customer
to generate a work order prior to the support provider’s
visit.
[0073] Similarly, some embodiments of the cloud-
based notification system 1006 can allow the event types
to be categorized according to whether a replacement
device or component will be necessary (e.g., a failed me-
ter or I/O module, etc.). When an industrial asset reports
an issue that is defined as requiring a replacement part,
the notification system 1006 can, in addition to sending
notifications to the relevant personnel, generate a pur-
chase order for the device or component to be replaced.
[0074] As noted above, some embodiments of the no-
tification system can determine one or more suitable re-
cipients for a notification based on the recipients’ loca-
tions in addition to the other criteria defined by the expert
lags. FIGs. 11A and 11B are diagrams illustrating loca-
tion-based notification. In this example, in addition to re-
ceiving and conveying notification information, the cloud-
based notification system is designed to track location
information 1110 for one or more potential notification
recipients. This location information 1110 can be re-
ceived, for example, from a personal device carried by
the recipient (e.g., a mobile phone) and communicatively
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connected to the cloud platform, where the location in-
formation 1110 is generated based on GPS capabilities
of the user’s personal device. In some embodiments, the
location information 1110 can be collected from the us-
er’s personal mobile device by the cloud-based notifica-
tion system on a continuous or semi-continuous basis,
so that the potential recipients are tracked continuously.
Alternatively, the system may audit or query the recipi-
ents’ locations only when notification information 1108 is
received from an industrial asset 1102 in order to assess
which potential recipients satisfy a defined location re-
quirement relative to the location of the industrial asset
1102. The location information 1110 may comprise, for
example, a data packet containing an identity of the re-
cipient (which can correlate with one of the expert iden-
tities defined in the expert tag information in one or more
customer profiles 1012), as well as the geographical lo-
cation of the recipient. In some embodiments, the data
packet can be generated by an application installed on
the user’s mobile device and designed to work in con-
junction with the cloud-based notification system.
[0075] In this embodiment, when notification data is
received by the cloud-based notification system in re-
sponse to a detected issue (e.g., a downtime event of a
machine), the notification component 1008 determines
a set of candidate experts to be notified of the event based
on the expert tag data stored in the customer profiles
1012, as in the examples described above. Additionally,
the notification component 1008 can determine which of
the candidate experts satisfy a location requirement rel-
ative to the location of the asset 1102 affected by the
detected issue. For example, the customer profile corre-
sponding to the owner of asset 1102 may define that, if
multiple candidate recipients are located within the plant
facility in which the asset 1102 resides, only those recip-
ients within a defined distance from the asset are to be
notified. This condition can he determined, for example,
by comparing the current locations of the recipients with
the recorded location of the asset 1102 (e.g., as deter-
mined by the asset’s location component 214). In this
way, the system only notifies local experts who are near-
est to the asset and thus able to respond more quickly
to the issue. In some embodiments, this location criterion
may be applied only to candidate recipients who are with-
in the plant facility, while other support personnel outside
the plant facility (e.g., OEMs, device vendors, systems
integrators, etc.) who are also listed as suitable experts
to be notified of the issue will be sent notifications regard-
less of their relative location to the asset.
[0076] As shown in FIG. 11B, once the notification
component 1008 has identified a candidate expert 1104
who is tagged as being qualified to address the detected
issue and who satisfies the location criterion, the notifi-
cation component 1008 delivers a notification 1112 to
the candidate expert 1104 using the contact information
defined for the expert.
[0077] In addition to the notifications described above,
one or more embodiments of the cloud-based notification

system can also be configured to deliver live video
streams of a device or machine to a user’s personal de-
vice to facilitate remote visual diagnosis. FIG. 12 is a
diagram illustrating an example embodiment of a notifi-
cation system that incorporates video presentations. In
this example, a number of video capture devices 1214
(e.g., digital video cameras or other types of video cap-
ture devices) are installed at various locations throughout
the plant facility to capture video of respective work areas
1216. The video capture devices 1214 are installed on a
network having access to the hardware or cloud-based
platform on which the notification system is implemented.
Each video capture device 1214 pushes video data 1212
to the search system as individual video streams. A video
processing component 1202 associated with the cloud-
based notification system can process and store each
video stream on video storage 1204, such that the video
data from each camera is tagged with identification in-
formation indicating the plant facility and work area re-
corded by the video data.
[0078] In this example, the notification component
1008 delivers a notification to a client device 1218 asso-
ciated with a suitable expert in response to detection of
an issue within one of the work areas 1216. Also, either
in response to detection of the issue or in response to a
subsequent request received from the user’s client de-
vice 1218, the notification component 1008 can select a
dashboard from a set of stored dashboards 1220 for vis-
ualization of data relating to the affected area. The noti-
fication component 1008 is configured to add a video
presentation to the dashboard, which is delivered using
a secure connection. For example, the dashboard 1210
provided to the user may include interactive controls that
allow the user to add live or historical video data 1208
as an overlay on the dashboard if such video information
is available for the work area represented by the dash-
board. In response to interaction with these controls, the
dashboard component can overlay the video data over
a selected portion of the dashboard.
[0079] FIG. 13 illustrates an example dashboard 1304
that includes a video window 1302 for streaming video
information for a selected work area. In this example, the
dashboard includes a graphical representation of Work
Area 6, which may include a control indicating that video
is available for that area. Selection of this control causes
the notification component 1008 to overlay video window
1302 on or near the Work Area 6 graphic. If the user
selects a live video stream the notification component
1008 will begin streaming the most recent video informa-
tion for Work Area 6 from video storage 1204 to the client
device. In some embodiments, the user may also invoke
a historical data stream by entering a day and time of
interest via the dashboard 1304. In response, the notifi-
cation component 1008 will retrieve the video data cor-
responding to the entered day and time, and stream this
video information to the client device. Using this config-
uration, the user can invoke live or historical visual infor-
mation for areas of interest via the search system. For
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example, if the dashboard indicates that an alarm con-
dition is active for a particular machine, the user may
invoke live or historical video in order to visually inspect
the machine remotely via a mobile device.
[0080] Also, some embodiments, of the cloud-based
notification system can facilitate video conferencing be-
tween experts who have been notified of a detected
event. FIGs. 14A and 14B illustrate video conferencing
between a remote expert and a local plant employee us-
ing the cloud-based notification system. In this example,
an industrial device 1404 has detected a notifiable event
(e.g., a machine downtime occurrence, a process param-
eter that has fallen outside a defined range, etc.) and
sent notification information 1410 to the cloud-based no-
tification system indicating one or more of the nature of
the detected event, the effected device or machine, a
customer identifier, or other relevant information, as de-
scribed above in connection with FIG. 7. Two experts -
a local expert 1408a located within the plant facility and
a remote expert 1408b located at a remote support facil-
ity-have been selected to receive notifications of the
event by the notification component 1008. As shown in
FIG. 14B, the notification system also serves as video
conferencing platform that allows the experts 1408a and
1408b to transmit video data from their respective client
devices (e.g., video data collected using cameras inte-
grated with the client devices) to the other client device
via the cloud-based notification platform. In some em-
bodiments, when an expert receives a notification of the
detected event, the received notification can render an
interactive dashboard on the expert’s client device that
displays information about the detected event, as well as
a list of other experts who have been notified of the event.
To initiate video conferencing with another user, the re-
cipient may select one of the listed experts to initiate video
conferencing with that expert. Selection of the expert
from the list can cause a conferencing request to be sent
to the selected user’s client device via the notification
system. If the selected user accepts the request, the no-
tification system can establish a video conference be-
tween the two client devices. This configuration provides
a platform for geographically remote users to discuss the
detected issue, allowing the remote support person to
verbally guide the local user through the process of ad-
dressing the issue while providing the local user with the
ability to send live video of the issue back to the remote
support person.
[0081] FIGs 15-16 illustrate various methodologies in
accordance with one or more embodiments of the subject
application. While, for purposes of simplicity of explana-
tion, the one or more methodologies shown herein are
shown and described as a series of acts, it is to be un-
derstood and appreciated that the subject innovation is
not limited by the order of acts, as some acts may, in
accordance therewith, occur in a different order and/or
concurrently with other acts from that shown and de-
scribed herein. For example, those skilled in the art will
understand and appreciate that a methodology could al-

ternatively be represented as a series of interrelated
states or events, such as in a state diagram. Moreover,
not all illustrated acts may be required to implement a
methodology in accordance with the innovation. Further-
more, interaction diagram(s) may represent methodolo-
gies, or methods, in accordance with the subject disclo-
sure when disparate entities enact disparate portions of
the methodologies. Further yet, two or more of the dis-
closed example methods can be implemented in combi-
nation with each other, to accomplish one or more fea-
tures or advantages described herein.
[0082] FIG. 15 illustrates an example methodology
1500 for generating and delivering automated notifica-
tions of industrial events by an industrial device. Initially,
at 1502, a status of an industrial device is detected, the
status being indicative of an event for which one or more
people are to be notified. The event may comprise, for
example, a machine downtime occurrence, a device or
machine fault, a process or operating parameter that has
fallen outside a defined acceptable range, or other such
event. The event can be detected by the industrial device
itself (e.g., by the event identification component 206)
based on an examination of one or more data registers
on the device that indicate relevant device statuses and
parameter values.
[0083] At 1504, electronic tag information stored on
the industrial device is referenced to determine a set of
recipients who satisfy one or more criteria relative to the
event detected at step 1502. For example, the electronic
tag information can define, for respective different events
or event types, one or more experts qualified to address
the event or event type. The electronic tag information
can also define contact information for each expert, times
that the respective experts are available, and other such
information. A notification component of the industrial de-
vice can reference this tag information in order to deter-
mine which experts correspond to the event or event type,
and are currently available to receive notifications.
[0084] At 1506, contextual information relevant to the
detected event is collected by the industrial device. This
contextual information can include, for example, a time
at which the event occurred, configuration settings of the
industrial device at the time the event occurred, a current
software or firmware version installed in the industrial
device, maintenance history information stored on the
industrial device, or other such contextual information.
At 1508, notification information is generated and sent
to the set of recipients selected at step 1504, the notifi-
cation information containing an identification of the
event as well as the contextual information collected at
step 1506. A communication component of the industrial
device can send the notification information to the recip-
ients via one or more wired or wireless networks, includ-
ing but not limited to a plant network to which the device
is connected, an external network such as the Internet
or a cloud platform, a mobile telephone service platform,
or other such networks.
[0085] At 1510, secure connection information is gen-
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erated that enables the set of recipients to remotely con-
nect to either the industrial device or a separate notifica-
tion system in order to access or collect additional infor-
mation about the event, the industrial device, and/or the
owner of the industrial device. This may include, for ex-
ample, generating authentication information that per-
mits the set of recipients to access and/or decrypt the
additional information.
[0086] FIG. 16 illustrates an example methodology for
generating and delivering automated notifications of in-
dustrial events by a cloud-based notification system. In-
itially, at 1602, a notification request from an industrial
device is received at a cloud-based notification system,
the notification request identifying an industrial event for
which one or more people are to be notified. The cloud-
based notification system may execute on a cloud plat-
form as a cloud-based service, and the notification re-
quest may be received from an industrial device that is
communicatively linked to the cloud platform.
[0087] At 1604, a customer profile corresponding to
the source of the detected event is selected by the cloud-
based notification system. For example, the notification
request may include a customer identifier that identifies
a customer (e.g., an industrial enterprise or owner of an
industrial asset) with whom the industrial device is asso-
ciated. The cloud-based notification system may main-
tain on cloud storage a set of customer-specific profiles,
each having associated expert tag information that cor-
relates events and/or event types with respective experts
who are to be notified in response to detection of the
defined events or event types. When a notification re-
quest is received, the cloud-hased notification system
selects the customer profile corresponding to the cus-
tomer identifier included in the request.
[0088] At 1606, electronic tag information associated
with the customer profile selected at 1604 is referenced
to determine a set of recipients who satisfy one or more
criteria relative to the detected event (e.g., in a manner
similar to step 1504 of methodology 1500). In some em-
bodiments, in addition to the electronic tag information,
the cloud-based notification system may consider other
factors when selected a suitable set of recipients, includ-
ing but not limited to the locations of the recipients relative
to a source of the detected event. At 1608, notification
information is generated and sent to the set of recipients
by the cloud-based notification system, the notification
information containing an identification of the event and
contextual information relating to the event.
[0089] Embodiments, systems, and components de-
scribed herein, as well as industrial control systems and
industrial automation environments in which various as-
pects set forth in the subject specification can be carried
out, can include computer or network components such
as servers, clients, programmable logic controllers
(PLCs), automation controllers, communications mod-
ules, mobile computers, wireless components, control
components and so forth which are capable of interacting
across a network. Computers and servers include one

or more processors-electronic integrated circuits that
perform logic operations employing electric signals-con-
frgured to execute instructions stored in media such as
random access memory (RAM), read only memory
(ROM), a hard drives, as well as removable memory de-
vices, which can include memory sticks, memory cards,
flash drives, external hard drives, and so on.
[0090] Similarly, the term PLC or automation controller
as used herein can include functionality that can he
shared across multiple components, systems, and/or
networks. As an example, one or more PLCs or automa-
tion controllers can communicate and cooperate with var-
ious network devices across the network. This can in-
clude substantially any type of control, communications
module, computer, Input/Output (I/O) device, sensor, ac-
tuator, instrumentation, and human machine interface
(HMI) that communicate via the network, which includes
control, automation, and/or public networks. The PLC or
automation controller can also communicate to and con-
trol various other devices such as standard or safety-
rated I/O modules including analog, digital, pro-
grammed/intelligent I/O modules, other programmable
controllers, communications modules, sensors, actua-
tors, output devices, and the like.
[0091] The network can include public networks such
as the internet, intranets, and automation networks such
as control and information protocol (CIP) networks in-
cluding DeviceNet, ControlNet, and Ethernet/IP. Other
networks include Ethernet, DH/DH+, Remote I/O, Field-
bus, Modbus, Profibus, CAN, wireless networks, serial
protocols, near field communication (NFC), Bluetooth,
and so forth. In addition, the network devices can include
various possibilities (hardware and/or software compo-
nents). These include components such as switches with
virtual local area network (VLAN) capability, LANs,
WANs, proxies, gateways, routers, firewalls, virtual pri-
vate network (VPN) devices, servers, clients, computers,
configuration tools, monitoring tools, and/or other devic-
es.
[0092] In order to provide a context for the various as-
pects of the disclosed subject matter, FIGs. 17 and 18
as well as the following discussion are intended to provide
a brief, general description of a suitable environment in
which the various aspects of the disclosed subject matter
may be implemented.
[0093] With reference to FIG. 17, an example environ-
ment 1710 for implementing various aspects of the afore-
mentioned subject matter includes a computer 1712. The
computer 1712 includes a processing unit 1714, a system
memory 1716, and a system bus 1718. The system bus
1718 couples system components including, but not lim-
ited to, the system memory 1716 to the processing unit
1714. The processing unit 1714 can be any of various
available processors. Multi-core microprocessors and
other multiprocessor architectures also can be employed
as the processing unit 1714.
[0094] The system bus 1718 can be any of several
types of bus structure(s) including the memory bus or
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memory controller, a peripheral bus or external bus,
and/or a local bus using any variety of available bus ar-
chitectures including, but not limited to, 8-bit bus, Indus-
trial Standard Architecture (ISA), Micro-Channel Archi-
tecture (MSA), Extended ISA (EISA), Intelligent Drive
Electronics (IDE), VESA Local Bus (VLB), Peripheral
Component Interconnect (PCI), Universal Serial Bus
(USB), Advanced Graphics Port (AGP), Personal Com-
puter Memory Card International Association bus (PCM-
CIA), and Small Computer Systems Interface (SCSI).
[0095] The system memory 1716 includes volatile
memory 1720 and nonvolatile memory 1722. The basic
input/output system (BIOS), containing the basic routines
to transfer information between elements within the com-
puter 1712, such as during start up, is stored in nonvol-
atile memory 1722. By way of illustration, and not limita-
tion, nonvolatile memory 1722 can include read only
memory (ROM), programmable ROM (PROM), electri-
cally programmable ROM (EPROM), electrically erasa-
ble PROM (EEPROM), or flash memory. Volatile memory
1720 includes random access memory (RAM), which
acts as external cache memory. By way of illustration
and not limitation, RAM is available in many forms such
as synchronous RAM (SRAM), dynamic RAM (DRAM),
synchronous DRAM (SDRAM), double data rate SDRAM
(DDR SDRAM), enhanced SDRAM (ESDRAM), Synch-
link DRAM (SLDRAM), and direct Rambus RAM (DR-
RAM).
[0096] Computer 1712 also includes removable/non-
removable, volatile/nonvolatile computer storage media.
FIG. 17 illustrates, for example a disk storage 1724. Disk
storage 1724 includes, but is not limited to, devices like
a magnetic disk drive, floppy disk drive, tape drive, Jaz
drive, Zip drive, LS-100 drive, flash memory card, or
memory stick. In addition, disk storage 1724 can include
storage media separately or in combination with other
storage media including, but not limited to, an optical disk
drive such as a compact disk ROM device (CD-ROM),
CD recordable drive (CD-R Drive), CD rewritable drive
(CD-RW Drive) or a digital versatile disk ROM drive
(DVD-ROM). To facilitate connection of the disk storage
1724 to the system bus 1718, a removable or non-re-
movable interface is typically used such as interface
1726.
[0097] It is to be appreciated that FIG. 17 describes
software that acts as an intermediary between users and
the basic computer resources described in suitable op-
erating environment 1710. Such software, includes an
operating system 1728. Operating system 1728, which
can be stored on disk storage 1724, acts to control and
allocate resources of the computer 1712. System appli-
cations 1730 take advantage of the management of re-
sources by operating system 1728 through program
modules 1732 and program data 1734 stored either in
system memory 1716 or on disk storage 1724. It is to be
appreciated that one or more embodiments of the subject
disclosure can be implemented with various operating
systems or combinations of operating systems.

[0098] A user enters commands or information into the
computer 1712 through input device(s) 1736. Input de-
vices 1736 include, but are not limited to, a pointing de-
vice such as a mouse, trackball, stylus, touch pad, key-
board, microphone, joystick, game pad, satellite dish,
scanner, TV tuner card, digital camera, digital video cam-
era, web camera, and the like. These and other input
devices connect to the processing unit 1714 through the
system bus 1718 via interface port(s) 1738. Interface
port(s) 1738 include, for example, a serial port, a parallel
port, a game port, and a universal serial bus (USB). Out-
put device(s) 1740 use some of the same type of ports
as input device(s) 1736. Thus, for example, a USB port
may be used to provide input to computer 1712, and to
output information from computer 1712 to an output de-
vice 1740. Output adapters 1742 are provided to illustrate
that there are some output devices 1740 like monitors,
speakers, and printers, among other output devices
1740, which require special adapters. The output adapt-
ers 1742 include, by way of illustration and not limitation,
video and sound cards that provide a means of connec-
tion between the output device 1740 and the system bus
1718. It should be noted that other devices and/or sys-
tems of devices provide both input and output capabilities
such as remote computer(s) 1744.
[0099] Computer 1712 can operate in a networked en-
vironment using logical connections to one or more re-
mote computers, such as remote computer(s) 1744. The
remote computer(s) 1744 can be a personal computer,
a server, a router, a network PC, a workstation, a micro-
processor based appliance, a peer device or other com-
mon network node and the like, and typically includes
many or all of the elements described relative to computer
1712. For purposes of brevity, only a memory storage
device 1746 is illustrated with remote computer(s) 1744.
Remote computer(s) 1744 is logically connected to com-
puter 1712 through a network interface 1748 and then
physically connected via communication connection
1750. Network interface 1748 encompasses communi-
cation networks such as local-area networks (LAN) and
wide-area networks (WAN). LAN technologies include
Fiber Distributed Data Interface (FDDI), Copper Distrib-
uted Data Interface (CDDI). Ethernet/IEEE 802.3, Token
Ring/IEEE 802.5 and the like. WAN technologies include,
but are not limited to, point-to-point links, circuit switching
networks like Integrated Services Digital Networks (IS-
DN) and variations thereon, packet switching networks,
and Digital Subscriber Lines (DSL). Network interface
1748 can also encompass near field communication
(NFC) or Bluetooth communication.
[0100] Communication connection(s) 1750 refers to
the hardware/software employed to connect the network
interface 1748 to the system bus 1718. While communi-
cation connection 1750 is shown for illustrative clarity
inside computer 1712, it can also be external to computer
1712. The hardware/software necessary for connection
to the network interface 1748 includes, for exemplary pur-
poses only, internal and external technologies such as,
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modems including regular telephone grade modems, ca-
ble modems and DSL modems, ISDN adapters, and Eth-
ernet cards.
[0101] FIG. 18 is a schematic block diagram of a sam-
ple computing environment 1800 with which the dis-
closed subject matter can interact. The sample comput-
ing environment 1800 includes one or more client(s)
1802. The client(s) 1802 can be hardware and/or soft-
ware (e.g., threads, processes, computing devices). The
sample computing environment 1800 also includes one
or more server(s) 1804. The server(s) 1804 can also be
hardware and/or software (e.g., threads, processes,
computing devices). The servers 1804 can house
threads to perform transformations by employing one or
more embodiments as described herein, for example.
One possible communication between a client 1802 and
servers 1804 can be in the form of a data packet adapted
to be transmitted between two or more computer proc-
esses. The sample computing environment 1800 in-
cludes a communication framework 1806 that can be em-
ployed to facilitate communications between the client(s)
1802 and the server(s) 1804. The client(s) 1802 are op-
erably connected to one or more client data store(s) 1808
that can be employed to store information local to the
client(s) 1802. Similarly, the server(s) 1804 are operably
connected to one or more server data store(s) 1810 that
can be employed to store information local to the servers
1804.
[0102] What has been described above includes ex-
amples of the subject innovation. It is, of course, not pos-
sible to describe every conceivable combination of com-
ponents or methodologies for purposes of describing the
disclosed subject matter, but one of ordinary skill in the
art may recognize that many further combinations and
permutations of the subject innovation are possible. Ac-
cordingly, the disclosed subject matter is intended to em-
brace all such alterations, modifications, and variations
that fall within the spirit and scope of the appended
claims.
[0103] In particular and in regard to the various func-
tions performed by the above described components, de-
vices, circuits, systems and the like, the terms (including
a reference to a "means") used to describe such compo-
nents are intended to correspond, unless otherwise in-
dicated, to any component which performs the specified
function or the described component (e.g., a functional
equivalent), even though not structurally equivalent to
the disclosed structure, which performs the function in
the herein illustrated exemplary aspects of the disclosed
subject matter. In this regard, it will also be recognized
that the disclosed subject matter includes a system as
well as a computer-readable medium having computer-
executable instructions for performing the acts and/or
events of the various methods of the disclosed subject
matter.
[0104] In addition, while a particular feature of the dis-
closed subject matter may have been disclosed with re-
spect to only one of several implementations, such fea-

ture may be combined with one or more other features
of the other implementations as may be desired and ad-
vantageous for any given or particular application. Fur-
thermore, to the extent that the terms "includes," and
"including" and variants thereof are used in either the
detailed description or the claims, these terms are intend-
ed to be inclusive in a manner similar to the term "com-
prising."
[0105] In this application, the word "exemplary" is used
to mean serving as an example, instance, or illustration.
Any aspect or design described herein as "exemplary" is
not necessarily to be construed as preferred or advanta-
geous over other aspects or designs. Rather, use of the
word exemplary is intended to present concepts in a con-
crete fashion.
[0106] Various aspects or features described herein
may be implemented as a method, apparatus, or article
of manufacture using standard programming and/or en-
gineering techniques. The term "article of manufacture"
as used herein is intended to encompass a computer
program accessible from any computer-readable device,
carrier, or media. For example, computer readable media
can include but are not limited to magnetic storage de-
vices (e.g., hard disk, floppy disk, magnetic strips...), op-
tical disks [e.g., compact disk (CD), digital versatile disk
(DVD)...], smart cards, and flash memory devices (e.g.,
card, stick, key drive...).

Claims

1. An industrial device, comprising:

a memory that stores executable components;
a processor, operatively coupled to the memory,
that executes the executable components, the
executable components comprising:

an event identification component config-
ured to detect a condition of the industrial
device for which a notification is to be gen-
erated;
a notification component configured to de-
termine at least one recipient for the notifi-
cation based on expert tag information
stored on the memory, and to generate no-
tification information based on the condi-
tion; and
a communication component configured to
initiate a sending of the notification informa-
tion to a client device associated with the at
least one recipient via an external network.

2. The industrial device of claim 1, wherein the expert
tag information defines one or more of:

one or more event types and one or more recip-
ients, including the at least one recipient, re-
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spectively corresponding to the one or more
event types, and wherein the notification com-
ponent selects the at least one recipient based
on which of the one or more event types corre-
sponds to the condition; and
contact information for respective recipients of
the one or more recipients, and the communi-
cation component is configured to format the no-
tification information for delivery in accordance
with the contact information defined for the at
least one recipient.

3. The industrial device of claim 1 or 2, wherein the
condition comprises at least one of a machine down-
time condition, a device fault, a mechanical fault, a
software fault, a condition in which a process param-
eter has fallen outside a defined range, an opera-
tional inefficiency, an alarm condition, or a scheduled
maintenance event.

4. The industrial device of one of claims 1 to 3, wherein
the notification component is further configured to
one or more of:

control sending of the notification information to
the client device based at least in part on a cur-
rent location of at least one of the client device
or the at least one recipient; and
retrieve, from the memory, one or more mainte-
nance notes determined to be relevant to the
condition of the industrial device, and the com-
munication component is further configured to
include the one or more maintenance notes in
the notification information.

5. The industrial device of one of claims 1 to 4, further
comprising a tag update component configured to
one or more of:

update the expert tag information based on at
least one of manual input received via an inter-
face component of the industrial device or an
automatically detected status of the industrial
device; and
determine a geographical location of the indus-
trial device, and the communication component
is further configured to include location informa-
tion identifying the geographical location in the
notification information.

6. The industrial device of one of claims 1 to 5, wherein
the industrial device comprises at least one of an
industrial controller, a motor drive, a meter, a telem-
etry device, a sensor, an industrial robot, or a vision
system.

7. A method for generating automated notifications,
comprising:

detecting, by a system comprising at least one
processor, occurrence of an event associated
with an industrial device;
determining, by the system, at least one recipi-
ent to be notified of the event based on expert
tag information stored on the industrial device;
generating, by the system, notification informa-
tion based on the event; and
initiating, by the system, a sending of the notifi-
cation information to a client device associated
with the at least one recipient via an external
network.

8. The method of claim 7, wherein the determining com-
prises one or more of:

determining an event type to which the event
belongs and identifying the at least one expert
as being associated with the event type based
on the expert tag information; and
determining the at least one recipient based in
part on a current location of at least one of the
client device or the at least one recipient.

9. The method of claim 7 or 8, wherein the detecting
comprises detecting at least one of a machine down-
time event, a device fault, a mechanical fault, a soft-
ware fault, a condition in which a process parameter
has fallen outside a defined range, an operational
inefficiency, an alarm condition, or a scheduled
maintenance event.

10. The method of one of claims 7 to 9, wherein the send-
ing comprises sending the notification information in
accordance with contact information defined for the
at least one recipient by the expert tag information.

11. The method of one of claims 7 to 10, further com-
prising updating, by the system, the expert tag infor-
mation based on at least one of manual input or an
automatically detected status of the industrial de-
vice.

12. The method of one of claims 7 to 11, wherein the
generating comprises one or more of:

generating the notification information to include
security credential information that enables re-
mote access to the industrial device by the client
device; and
retrieving one or more maintenance notes
stored on the industrial device determined to be
relevant to the event, and generating the notifi-
cation information to include the maintenance
notes.

13. The method of one of claims 7 to 12, further com-
prising:

35 36 



EP 3 187 951 A1

21

5

10

15

20

25

30

35

40

45

50

55

determining a geographical location of the in-
dustrial device; and
generating the notification information to include
location information identifying the geographical
location.

14. A non-transitory computer-readable medium having
stored thereon instructions that, in response to exe-
cution, cause a system comprising a processor to
perform operations, the operations comprising:

determining that an event associated with an in-
dustrial device has occurred for which a notifi-
cation is to be generated;
referencing expert tag information stored on the
industrial device based on an identification of
the event;
selecting one or more recipients for the notifica-
tion based on the referencing;
generating the notification based on the event
and device information included in the expert
tag information; and
initiating a sending of the notification to one or
more client devices respectively associated with
the one or more recipients.

15. The non-transitory computer-readable medium of
claim 14, wherein the selecting comprises determin-
ing that the one or more recipients are defined by
the expert tag information as being associated with
an event type to which the event belongs.
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