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(57) A measurement device (102) measures an elec-
trical body resistance of a user to generate a measure-
ment result. A controller (104) receives the measurement

result and generates a random number based on the
measurement result.
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Description

Technical Field

[0001] The present disclosure relates to an apparatus
and method for generating a random number.

Background

[0002] A number of applications require random num-
bers, i.e. numbers that cannot feasibly be predicted. For
example, random numbers are used in statistical sam-
pling to ensure that members of a population have an
equal chance of being selected. In computer simulation,
random numbers may be used to model real-world sce-
narios such as, for example, collisions between mole-
cules or the nuclear decay of atoms. Random numbers
are particularly important in the fields of computer secu-
rity and cryptography, where random numbers are used
to generate passwords, PINs (personal identification
numbers), encryption keys and the like. Random number
generation is the process of generating random numbers
for use in these and other fields.
[0003] Pseudorandom number generators use an al-
gorithm to produce sequences of seemingly random
numbers. A pseudorandom number generator generates
a sequence of numbers based on a seed number. The
generated sequence of numbers is not truly random be-
cause it is completely determined by the initial seed
number. Whilst an advantage of pseudorandom number
generators is that many pseudorandom numbers are
generated in a short time, if the starting point or seed in
the sequence is known, those numbers can be repro-
duced later. This opens up the possibility of malicious
software or persons to hack into a computer (or other
electronic device) to, for example, steal personal details,
financial information, etc.
[0004] On the other hand, "true" random numbers pro-
duced by "true" random number generators are impos-
sible (or at least significantly more difficult) to predict.

Summary

[0005] According to a first aspect disclosed herein,
there is provided apparatus comprising: a measurement
device constructed and arranged to measure an electri-
cal body resistance of a user to generate a measurement
result; and a controller configured to receive the meas-
urement result and to generate a random number based
on the measurement result.
[0006] An advantage of this is that the random num-
bers are generated based on data that is external to the
apparatus. The electrical body resistance of the user can-
not be predicted, by software or other techniques. In-
stead, the electrical body resistance, which is unique to
a given user, can only be measured with a physical de-
vice. A remote hacker is therefore unable to obtain the
measurement result on which the random numbers are

based. This therefore enables the generation of random
numbers or pseudorandom numbers that are less sus-
ceptible to prediction by malicious parties.
[0007] In an example, the measurement device is pro-
vided by an input device via which a user can input com-
mands, the input device comprising one or more electri-
cally conductive surfaces which are physically contacta-
ble by a user to enable the electrical body resistance of
said user to be measured.
[0008] In an example, the input device is at least one
of: a keyboard, a mouse, and a touch pad.
[0009] In an example, the controller comprises a ran-
dom number generator and is configured to input the
measurement result into the random number generator
to generate the random number.
[0010] In an example, the random number generator
is a pseudorandom number generator, and wherein the
controller is configured to input the measurement result
as a seed number to the pseudorandom number gener-
ator to cause the pseudorandom number generator to
generate a pseudorandom number.
[0011] In an example, the measurement device is con-
figured to measure the electrical body resistance of a
user to generate a plurality of measurement results, each
measurement result corresponding to the electrical body
resistance of the user at a different time, and wherein the
controller is configured to input a second one of the plu-
rality of measurement results as a seed number to the
pseudorandom number generator to cause the pseudor-
andom number generator to generate a second pseu-
dorandom number.
[0012] According to a second aspect disclosed herein,
there is provided a method of generating a random
number, the method comprising: measuring an electrical
body resistance of a user to generate a measurement
result; and generating a random number based on the
measurement result.
[0013] In an example, the measuring the electrical
body resistance comprises measuring the electrical body
resistance of the user via one or more electrically con-
ductive surfaces of an input device which are in physical
contact with the user.
[0014] In an example, the input device is at least one
of: a keyboard, a mouse, and a touch pad.
[0015] In an example, generating the random number
comprises inputting the measurement result into a ran-
dom number generator to generate the random number.
[0016] In an example, the random number generator
is a pseudorandom number generator, and wherein gen-
erating the random number comprises inputting the
measurement result as a seed number to the pseudor-
andom number generator to generate a pseudorandom
number.
[0017] In an example, measuring the electrical body
resistance of a user to generate a plurality of measure-
ment results, each measurement result corresponding
to the electrical body resistance of the user at a different
time, wherein generating the random number comprises
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inputting a second one of the plurality of measurement
results as a seed number to the pseudorandom number
generator to generate a second pseudorandom number.

Brief Description of the Drawings

[0018] To assist understanding of the present disclo-
sure and to show how embodiments may be put into ef-
fect, reference is made by way of example to the accom-
panying drawings in which:

Figure 1 shows schematically an example of appa-
ratus for generating a random number based on a
measured electrical body resistance of a user.

Detailed Description

[0019] Today, security issues are constraining the de-
velopment of, for example, network based applications,
serverless architectures and Internet of Things (IoT) sys-
tems. The development of these systems is hampered
by a lack of truly random numbers. Random numbers are
required by these systems and across other fields (e.g.
computer security, cryptography, etc.), as discussed
briefly above. Examples described herein provide a
source of truly random numbers based on user-specific
information, specifically their electrical body resistance,
which offers an alternative to predictable, purely software
generated numbers (including for example pseudoran-
dom numbers). In particular examples, IoT devices hav-
ing hardware limitations may harvest a source of ran-
domness via user interaction.
[0020] Figure 1 illustrates an example of an apparatus
100 for generating random numbers. The apparatus 100
has a measurement device 102 and a controller 104.
[0021] The measurement device 102 and the controller
104 may be provided together in a single, integrated ap-
paratus 100. For example, the measurement device 102
and the controller 104 may be provided as parts of a
laptop or notebook computer, a "smart" phone, etc. Al-
ternatively or additionally, the measurement device 102
and the controller 104 may be provided as separate items
(as shown by way of example in Figure 1). For example,
the measurement device 102 may be provided as part
of some input device, such as a mouse or touchpad or
the like, and the controller 104 may be provided as a part
of a computing device with which the measurement de-
vice 102 is in wireless and/or wired communication.
[0022] The apparatus 100 may be or include, for ex-
ample, a media device such as a television set, a display
screen or panel, a set top box, a PVR (personal video
recorder, also known as a DVR or digital video recorder),
a DVD player, a Blu Ray player, a personal computing
device such as a laptop or desktop or tablet computer, a
video game console, a cellular phone (including a so-
called "smart phone"), a media player, etc. Additionally
or alternatively, the apparatus 100 may be an Internet of
Things (IoT) device. In general, as used herein, an IoT

is a device that has an addressable interface (e.g. an
Internet protocol (IP) address, a Bluetooth identifier (ID),
a near-field communication (NFC) ID, etc.) and can trans-
mit information to one or more other devices over a wired
or wireless connection. IoT devices may in general in-
clude or be incorporated in for example sensors, refrig-
erators, ovens, microwaves, freezers, dishwashers,
clothes washing machines, clothes dryers, furnaces, air
conditioners, thermostats, televisions and other consum-
er electronic devices, light fixtures, vacuum cleaners,
sprinklers, electricity meters, gas meters, etc.
[0023] In some examples, the measurement device
102 may be provided by or as part of an input device 102.
The input device 102 allows the user to input commands.
The input device 102 may, in some examples, be a
mouse 102 (e.g. for controlling a desktop computer or
laptop computer), a keyboard 102’ (e.g. of a desktop com-
puter or a laptop), a touch pad (e.g. of a laptop computer
or a standalone touchpad that is connected wirelessly or
by wired connection to another device), etc.
[0024] The input device 102 may allow the user to con-
trol the apparatus 100. For example, a mouse 102 or
keyboard 102’ may control a desktop computer. Addi-
tionally or alternatively, the input device 102 may allow
the user to control a different apparatus (e.g. one which
is connected to the input device and/or the apparatus via
a wired or wireless connection). For example, the input
device 102 may be a remote control which controls a
media device such as, for example, a television set.
[0025] The measurement device 102 may in general
be any device that is configured to measure an electrical
body resistance of a (human) user to generate a meas-
urement result. The controller 104, which may be for ex-
ample a processor, is operatively coupled to the meas-
urement device 102. The controller 104 is configured to
receive a measurement result from the measurement de-
vice 102 and generate a random number based on that
measurement result. The controller 104 may also be op-
eratively coupled to data storage 106.
[0026] The measurement device 102 in this example
has one or more electrically conductive surfaces 108
which are physically contactable by the user. For exam-
ple, the electrically conductive surfaces 108 may be met-
al strips or contact pads or the like. The electrically con-
ductive surfaces 108 are in use connected to an instru-
ment such as, for example, a multimeter or an impedance
meter (e.g. a bio-impedance analysis meter), which may
be housed within the measurement device 102 or pro-
vided separately.
[0027] The one or more electrically conductive surfac-
es 108 may be located on one or more surfaces of the
input device 102. For example, as shown in Figure 1, one
example input device 102 has a single conductive sur-
face 108. On the other hand, the other example input
device 102’ has multiple conductive surfaces 108’.
[0028] As an optional feature, the or each electrically
conductive surface 108 may be located in positions on
the input device 102 that are intended to be held or
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touched by the user during operation of that device (e.g.
in ergonomic positions). For example, if the input device
102 is a mouse, the conductive surfaces 108 may be
placed at the sides of the mouse, or on the "click" pads,
or on the main surface of the mouse where a user’s palm
rests in use. As another example, if the input device 102
is a keyboard or touch pad, the conductive surfaces 108
may be placed on one, some or all of the keys or pads
of the input device 102, and/or in a region of the input
device 102 in which a user may rest their hands or palms
in use. In general, the electrically conductive surfaces
108 may be positioned over any buttons, pads, switches,
triggers, handles or other surfaces that are interacted
with or touched by the user.
[0029] The human body has resistance to current flow.
The human body has both skin resistance and (internal)
body resistance, with the total resistance of the body be-
ing equal to the body resistance plus twice the skin re-
sistance (i.e. the total resistance from the skin, through
the body and through the skin again). The majority of the
body’s resistance to electric current flow is at the skin
(typically up to around 100,000 Ω, though as low as
around 1000 Ω for wet or sweaty skin), whereas internal
body resistance is about 300 Ω, and is related to the wet,
relatively salty tissues beneath the skin.
[0030] Skin resistance varies with inter alia the state
of sweat glands in the skin. Sweating is controlled by the
sympathetic nervous system, and skin conductance is
an indication of psychological or physiological arousal. If
the sympathetic branch of the autonomic nervous system
is highly aroused, then sweat gland activity also increas-
es, which in turn increases skin conductance. In this way,
skin conductance can be a measure of emotional and
sympathetic responses.
[0031] In contrast, body resistance is influenced by,
amongst other factors, the body’s water content, body
fat percentage, muscle percentage, and the flow of blood
through the body. That is, the body resistance is influ-
enced by the internal make-up of the human body and
not by, for example, the human’s emotional state.
[0032] The electrical body resistance of the user may
be measured by introducing a small (alternating or direct)
electrical current into the body (e.g. via the electrically
conductive surfaces 108 discussed above) and measur-
ing the potential difference that results. The electrical
body resistance is the ratio of the magnitude of the po-
tential difference to the magnitude of the current. The
electrical body resistance of the human body varies with
the frequency of the applied current. As an example, a
typical current used may be 1 to 10 mA and the typical
frequency used may be above 10 kHz. These values re-
sult in an applied current that is below the human per-
ception threshold by approximately a factor of at least
one thousand. Furthermore, the electric fields that are
induced in the body at these values are far below the
electrical susceptibility limits of devices such as pace-
makers or implantable defibrillator-converters.
[0033] In some examples, to avoid electrode polariza-

tion and to minimize the effects of the resistance of skin
beneath the electrodes, the measurement device 102
may comprise a plurality of electrically conductive sur-
faces (or electrodes) 108, with one or more of the elec-
trodes 108 passing current into the body and one or more
of the electrodes 108 that are not passing current into
the body sensing the resulting voltage drop. In one ex-
ample, two electrodes 108 may be used to pass current
into the body and two electrodes may be used to sense
the voltage drop.
[0034] The controller 104 may comprise a random
number generator, which may be implemented in soft-
ware and/or hardware. The measurement result itself,
i.e. the measure of the electrical body resistance of a
user, may be input to the random number generator by
the controller 104 to cause a random number to be gen-
erated. In an example, the random number may be the
measurement result. That is, the received measurement
result may be appropriately converted by the random
number generator and output as the desired random
number. Alternatively, the random number generator
may generate a random number by modifying the meas-
urement result. For example, the random number gen-
erator may take part of the measurement result as the
random number (e.g. a subset of the digits that make up
the measurement result in the case that the measure-
ment result is digitised). Either way, an advantage of this
is that the random number is truly random in the sense
that it cannot be predicted since it is based on a user-
specific body measurement.
[0035] Optionally, the random number generator may
be a pseudorandom number generator. The measure-
ment result may be input to the pseudorandom number
generator by the controller 104 to generate a pseudor-
andom number. Here, the measurement result acts a
seed number for the pseudorandom number generator.
Pseudorandom number generators are implemented
through programming based on deterministic computa-
tion. A pseudorandom number generator applies an al-
gorithm to the seed number to generate one or more
pseudorandom numbers. It will always produce the same
sequence when initialized with the same seed number.
The pseudorandom number generator may generate a
sequence of pseudorandom numbers from the seed
number. The number of pseudorandom numbers gener-
ated is controlled by the pseudorandom number gener-
ator and may be user defined. An advantage of using the
measurement result as a seed number is that a large
number of pseudorandom numbers may be generated
in a small amount of time, i.e. requiring only a single
measure of the electrical body resistance of the user.
Whilst the pseudorandom numbers are not truly random,
the seed number is a user-specific measurement result
and therefore cannot be predicted by for example a hack-
er or malicious software. Therefore, even if the particular
algorithm used by the pseudorandom number generator
is compromised, the hacker or software would still not be
able to predict the seed number that is input into the pseu-
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dorandom number generator. Without knowledge of the
seed number, the particular pseudorandom numbers
generated by a known algorithm still cannot be predicted.
[0036] In some examples, the controller 104 may first
format and align the measurement result(s) into a partic-
ular data format to feed the random number generator.
For example, the controller 104 may digitise the meas-
urement result(s) to present the result(s) as a string of
binary 0s and 1s. The controller 104 may also set at least
a lower boundary and optionally an upper boundary on
the size of the formatted measurement result(s). The set-
ting of a suitably high threshold for the lower boundary
assists in preventing a hacker or malicious software
"guessing" the value of the formatted measurement re-
sult(s).
[0037] The measurement device 102 may be config-
ured, for example by the user, to measure the electrical
body resistance of the user continuously, periodically, at
irregular intervals or in response to a user-defined or ap-
paratus-defined trigger.
[0038] The measurement device 102 may also be con-
figured, for example by the user, to generate a plurality
of measurement results. Each measurement result may
be taken at a different moment in time. For example, the
measurement device 102 may measure the electrical
body resistance of the user at regular intervals (e.g. every
second). The controller 104 may input a different meas-
urement result (i.e. a measurement obtained at a later
point in time) to the random number generator to gener-
ate a different random number. For instance, the control-
ler 104 may input a different measurement result as a
seed number to the pseudorandom number generator to
generate a different pseudorandom number (or a differ-
ent sequence of pseudorandom numbers). An advan-
tage of this is that the seed number may be updated (e.g.
periodically) to generate fresh pseudorandom numbers.
[0039] It will be understood that the processor or
processing system or circuitry referred to herein may in
practice be provided by a single chip or integrated circuit
or plural chips or integrated circuits, optionally provided
as a chipset, an application-specific integrated circuit
(ASIC), field-programmable gate array (FPGA), digital
signal processor (DSP), graphics processing units
(GPUs), etc. The chip or chips may comprise circuitry
(as well as possibly firmware) for embodying at least one
or more of a data processor or processors, a digital signal
processor or processors, baseband circuitry and radio
frequency circuitry, which are configurable so as to op-
erate in accordance with the exemplary embodiments.
In this regard, the exemplary embodiments may be im-
plemented at least in part by computer software stored
in (non-transitory) memory and executable by the proc-
essor, or by hardware, or by a combination of tangibly
stored software and hardware (and tangibly stored
firmware).
[0040] Reference is made herein to data storage for
storing data. This may be provided by a single device or
by plural devices. Suitable devices include for example

a hard disk and non-volatile semiconductor memory (e.g.
a solid-state drive or SSD).
[0041] Although at least some aspects of the embod-
iments described herein with reference to the drawings
comprise computer processes performed in processing
systems or processors, the invention also extends to
computer programs, particularly computer programs on
or in a carrier, adapted for putting the invention into prac-
tice. The program may be in the form of non-transitory
source code, object code, a code intermediate source
and object code such as in partially compiled form, or in
any other non-transitory form suitable for use in the im-
plementation of processes according to the invention.
The carrier may be any entity or device capable of car-
rying the program. For example, the carrier may comprise
a storage medium, such as a solid-state drive (SSD) or
other semiconductor-based RAM; a ROM, for example
a CD ROM or a semiconductor ROM; a magnetic record-
ing medium, for example a floppy disk or hard disk; optical
memory devices in general; etc.
[0042] The examples described herein are to be un-
derstood as illustrative examples of embodiments of the
invention. Further embodiments and examples are en-
visaged. Any feature described in relation to any one ex-
ample or embodiment may be used alone or in combi-
nation with other features. In addition, any feature de-
scribed in relation to any one example or embodiment
may also be used in combination with one or more fea-
tures of any other of the examples or embodiments, or
any combination of any other of the examples or embod-
iments. Furthermore, equivalents and modifications not
described herein may also be employed within the scope
of the invention, which is defined in the claims.

Claims

1. Apparatus (100) comprising:

a measurement device (102) constructed and
arranged to measure an electrical body resist-
ance of a user to generate a measurement re-
sult; and
a controller (104) configured to receive the
measurement result and to generate a random
number based on the measurement result.

2. Apparatus (100) according to claim 1, wherein the
measurement device (102) is provided by an input
device (102) via which a user can input commands,
the input device (102) comprising one or more elec-
trically conductive surfaces (108) which are physi-
cally contactable by a user to enable the electrical
body resistance of said user to be measured.

3. Apparatus (100) according to claim 2, wherein the
input device (102) is at least one of: a keyboard, a
mouse, and a touch pad.
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4. Apparatus (100) according to any of claims 1 to 3,
wherein the controller (104) comprises a random
number generator and is configured to input the
measurement result into the random number gener-
ator to generate the random number.

5. Apparatus (100) according to claim 4, wherein the
random number generator is a pseudorandom
number generator, and wherein the controller (104)
is configured to input the measurement result as a
seed number to the pseudorandom number gener-
ator to cause the pseudorandom number generator
to generate a pseudorandom number.

6. Apparatus (100) according to claim 5, wherein the
measurement device (102) is configured to measure
the electrical body resistance of a user to generate
a plurality of measurement results, each measure-
ment result corresponding to the electrical body re-
sistance of the user at a different time, and wherein
the controller (104) is configured to input a second
one of the plurality of measurement results as a seed
number to the pseudorandom number generator to
cause the pseudorandom number generator to gen-
erate a second pseudorandom number.

7. A method of generating a random number, the meth-
od comprising:

measuring an electrical body resistance of a us-
er to generate a measurement result; and
generating a random number based on the
measurement result.

8. A method according to claim 7, wherein the meas-
uring the body resistance comprises measuring the
electrical body resistance of the user via one or more
electrically conductive surfaces (108) of an input de-
vice (102) which are in physical contact with the user.

9. A method according to claim 8, wherein the input
device (102) is at least one of: a keyboard, a mouse,
and a touch pad.

10. A method according to any of claims 7 to 9, wherein
generating the random number comprises inputting
the measurement result into a random number gen-
erator to generate the random number.

11. A method according to claim 10, wherein the random
number generator is a pseudorandom number gen-
erator, and wherein generating the random number
comprises inputting the measurement result as a
seed number to the pseudorandom number gener-
ator to generate a pseudorandom number.

12. A method according to claim 11, comprising meas-
uring the electrical body resistance of a user to gen-

erate a plurality of measurement results, each meas-
urement result corresponding to the electrical body
resistance of the user at a different time, wherein
generating the random number comprises inputting
a second one of the plurality of measurement results
as a seed number to the pseudorandom number
generator to generate a second pseudorandom
number.
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