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(54) Method and system for managing a transaction

(57) A method of managing a transaction between a
user intending to acquire a product and a merchant of-
fering products. The user has a first terminal for commu-
nicating with said merchant and a second terminal for
communicating with the financial institution. At least one

transmission during the transaction is performed by near
field communications. In addition, security is enhanced
because longer validation codes can be used by the
method.
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Description

TECHNICAL FIELD

[0001] The present invention concerns a method for
purchasing a product, for authenticating the purchaser
of the product and for managing the payment of the pur-
chased product. It further concerns a system for imple-
menting this method.
[0002] More specifically, the invention relates to a
method for managing a transaction between a user in-
tending to acquire a product and a merchant offering
products, the user being registered at a financial institu-
tion and having an account with the financial institution,
said user having a first terminal for communicating with
said merchant and a second terminal for communicating
with the financial institution.
[0003] The invention further relates to a system of man-
aging a transaction between a user intending to acquire
a product and a merchant offering products, the user be-
ing registered at a financial institution and having an ac-
count with the financial institution.

BACKGROUND ART

[0004] Near Field Communication Technology, known
by the acronym "NFC", is a wireless, high frequency com-
munication technology, having a range of a few centim-
eters, for the exchange of information between multiple
devices. This technology is derived from a combination
of a smart card interface and a contactless reader in a
single device.
[0005] An NFC device is able to communicate with oth-
er NFC devices as well as devices operating in accord-
ance with the ISO 14443 standard (contactless smart
cards).
[0006] NFC standards cover the NFC communication
protocols and data exchange formats and are based on
existing standards for radio frequency identification
(RFID) such as ISO/IEC 14443, FeliCa and ISO/IEC
18092. They include standards defined by the "NFC Fo-
rum", which was founded in 2004 by Nokia, Philips and
Sony and includes more than 180 members.
[0007] NFC is an extension of RFID technology, allow-
ing two-way communication between two devices, while
previous systems, such as contactless smart cards, al-
lowed only one-way communication.
[0008] NFC technology is usable only over a short dis-
tance of about a few centimeters, which implies a volun-
tary use and prevents unintentional use.
[0009] NFC devices can be active or passive. A pas-
sive NFC device, such as a tag, a smart card or a simple
chip affixed to an object contains information only read-
able by other NFC-enabled devices. A passive NFC de-
vice is powered by the electromagnetic field generated
by a reader (active device) and therefore does not need
its own power supply.
[0010] An active NFC device, however, is a device that

generates an electromagnetic field. This generation can
be done to communicate with a passive device (de-
scribed above) or to establish a communication channel
between two active devices.
[0011] The fact that a device like a smartphone has a
power supply does not necessarily mean that it will work
in active mode only. That is, a smartphone can handle
the NFC interface in active or passive modes. In passive
mode, the device emulates a chip card. In this mode, the
smartphone (or any other portable device such as tab-
lets) will store, in a secure memory, information that is
normally stored in a card. Thus, when the smartphone
detects an electromagnetic field, it can access the secure
memory and a corresponding device having NFC capac-
ities will be able to read information in passive mode from
the secure memory.
[0012] The following are examples of known applica-
tions that use NFC technology:

• payment using a credit card or contactless mobile
device (e.g., mobile phone, smartphone, laptop, tab-
let computer, etc.) on a contactless payment termi-
nal;

• payment for a parking space on a terminal accepting
contactless payment using an NFC mobile terminal;

• contactless purchase of a ticket and contactless val-
idation of a ticket displayed on a mobile phone;

• management of coupons, loyalty points, etc. in a
store, at retailers, etc. (e.g., couponing);

• accessing and starting a vehicle using a mobile
phone;

• reading product information (e.g., price, composi-
tion, allergy, etc.) in a store;

• controlling physical access to premises (e.g., meet-
ing room, business, classroom, etc.);

• exchanging profiles between users of a social net-
work or a game by bringing phones close together
(e.g., user peer- to-peer communications);

• reading an electronic business card with a PDA (Per-
sonal Digital Assistant);

• synchronizing Internet bookmarks and contacts be-
tween a PDA and a mobile phone;

• recovering a key to a WiFi access point approaching
an NFC device from an authorized terminal; and

• accessing automation features of a building.

[0013] Presently, online access to some confidential
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pieces of information as well as online payments for pur-
chasing products such as physical products (e.g., books,
electronic devices, food, etc.) or digital products (e.g.,
access right to a pay TV event, online lesson, etc.) may
be quite complex and cumbersome for users. When mak-
ing of a payment for purchasing a product, the user has
to log onto the bank’s web server and must enter a per-
sonal code. If a validation or authentication procedure is
successful, the user receives another code through e.g.,
SMS message or an e-mail on a user’s first terminal; the
user must enter the code with a keyboard or a remote
control device on a user’s second terminal. To enhance
security, the code is usually quite long and the risk of
errors during the typing of the code is great. Moreover,
the communication path between the remote control and
the receiver is usually not trusted. Therefore, the security
of such a transaction is not optimal.

SUMMARY OF THE INVENTION

[0014] The invention disclosed herein seeks to simplify
the process of entering a code in a terminal and to en-
hance the security.
[0015] An object of the disclosed invention is achieved
by a method as defined in the preamble and comprising
the steps of:

- connecting the user’s first terminal with said mer-
chant;

- sending to said merchant, through said user’s first
terminal, a request containing an identifier of the
product the user intends to acquire, information con-
cerning the identity of the user and information con-
cerning the financial institution at which the user is
registered;

- connecting said merchant with said financial institu-
tion and transmitting a request to the financial insti-
tution, said request containing at least a mechanism
for identifying the user and an indication concerning
the amount of the transaction;

- connecting said financial institution to said user’s
second terminal, transmitting a message containing
a validation code from the financial institution to said
user’s second terminal and transmitting to said mer-
chant, from said financial institution, a response con-
taining a mechanism for enabling the verification of
said validation code;

- upon reception of said validation code by the user’s
second terminal, transmitting said validation code
from the user’s second terminal to the user’s first
terminal, said transmission being performed by near
field communications;

- sending to the merchant said validation code re-

ceived by the user’s first terminal from the user’s
second terminal;

- verifying the validation code received by the mer-
chant from the user’s first terminal by using the mech-
anism for verifying said validation code received from
the financial institution; and

- validating the transaction if the verification step
yields a positive result, said validation step compris-
ing the steps of debiting the user’s account an
amount corresponding to the amount of the transac-
tion and crediting a merchant’s account the amount
corresponding to the amount of the transaction, and
providing the user with the acquired product.

[0016] An object of the disclosed invention is also
achieved by a system of managing a transaction between
a user intending to acquire a product and a merchant
offering products, the user being registered at a financial
institution and having an account with the financial insti-
tution, said system comprising:

- a user’s first terminal for communicating with a mer-
chant server;

- a user’s second terminal for communicating with a
financial institution server; wherein said system is
adapted to:

- connect the user’s first terminal with said merchant
server;

- send to the merchant server, through the user’s first
terminal, a request containing an identifier of the
product the user intends to acquire, information con-
cerning the identity of the user and information con-
cerning the financial institution at which the user is
registered;

- connect the merchant server with the financial insti-
tution server and transmit a request to the financial
institution server, the request containing a mecha-
nism for identifying the user and an indication con-
cerning the amount of the transaction;

- connect the financial institution server to the user’s
second terminal, transmit a message containing a
validation code from the financial institution server
to the user’s second terminal and transmit to the mer-
chant server, from the financial institution server, a
response containing a mechanism for enabling the
verification of the validation code;

- upon reception of the validation code by the user’s
second terminal, transmit the validation code from
the user’s second terminal to the user’s first terminal,
the transmission being performed by near field com-
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munications;

- send to the merchant server the validation code re-
ceived by the user’s first terminal from the user’s
second terminal;

- verify the validation code received by the merchant
server from the user’s first terminal by using the
mechanism for verifying the validation code received
from the financial institution server; and

- validate the transaction if the verification yields a
positive result, said validation comprising debiting
the user’s account an amount corresponding to the
amount of the transaction and crediting a merchant’s
account the amount corresponding to the amount of
the transaction, and providing the user with the ac-
quired product.

[0017] In actual 3D payments today, a merchant pro-
viding products that can be purchased by a user must be
connected to an online banking system. The user or client
of this merchant must also connect a user’s first device
to a bank or a financial institution where the user is reg-
istered and owns an account. The user uses his/her own
credentials to validate the purchase. The bank the user
is registered with will then send the user an SMS mes-
sage or an e-mail comprising a token to validate the trans-
action on the merchant site. The user needs to wait for
the reception of the bank token, and then types it on the
web interface, usually from another device.
[0018] The embodiments disclosed herein simplifies
this process by adding a direct link between the device
receiving the bank’s token and the computer’s browser
waiting for the token to be entered by the user. Due to
this direct link, it is not necessary to read the token on a
first device and then type it on a second device. Thus,
the token can be longer than prior art tokens, which en-
hances the security of the transaction. Moreover, the risk
of false introduction of a token is lowered and the risk
that the communication between the first and the second
devices will be spied on is lowered.

BRIEF DESCRIPTION OF DRAWING

[0019] The present invention and its advantages will
be better understood with reference to the enclosed
drawings and to the following detailed description, in
which:

Fig. 1 illustrates a system carrying out the method
disclosed herein; and

Fig. 2 is a block diagram illustrating the method dis-
closed herein.

DETAILED DESCRIPTION OF THE INVENTION

[0020] According to the invention disclosed herein and
with reference to the figures, the disclosed method com-
prises a first step whereby a user identifies a merchant
M that offers a product P the user intends to acquire.
Once identified, the user uses a first terminal T1 to con-
nect to the merchant M. In a most common embodiment,
the user’s first terminal T1 is a computer, the merchant
owns an online shop and the user’s first terminal T1 con-
nects itself to the merchant through the Internet to pur-
chase the product.
[0021] Once the user’s first terminal T1 is connected
to the merchant M or to the merchant’s online shop, the
user chooses the product P to be acquired. The user’s
first terminal T1 forms a request R1 containing at least a
user identifier UID, a product identifier PID and a financial
institution identifier BID.
[0022] The user identifier UID may not be necessary
on the merchant’s level, but is used by the financial in-
stitution B managing the payment associated with the
transaction. The product identifier PID is necessary to
determine which product the user intends to purchase.
Once the product P is identified, the merchant is able to
determine the cost for that product (i.e., the amount AMT
of the transaction). The identifier of the financial institu-
tion BID is used by the merchant to determine which fi-
nancial institution to deal with and to contact.
[0023] The request R1 that is sent from the user to the
merchant is usually in unencrypted. It should be appre-
ciated, however, that the request could be encrypted, for
example, when the merchant requires a registration of
its users prior to authorizing a transaction. The user iden-
tifier UID should, however, be unencrypted to enable the
merchant to determine which user sent the request.
[0024] Once the merchant receives the request R1, the
merchant determines, from this request, the financial in-
stitution B to deal with. This piece of information is con-
tained in the request sent from the user. The merchant
prepares a request R2 intended to be sent to the con-
cerned financial institution, said request R2 contains at
least one mechanism for identifying the user, which can
be the user identifier UID, and an indication of an amount
AMT. The amount corresponds to the amount due for the
purchase of the product P the user intends to acquire.
The request R2 can be sent unencrypted or encrypted.
[0025] When the request R2 is received by the financial
institution B, the user’s identification is read. The financial
institution determines if the user is registered and has an
account and, if the user is registered and has an account,
determines if the user is allowed to make a payment for
the amount AMT indicated in the request. If one of these
conditions is not satisfied, an error message can be sent
to the merchant, which, in turn can send or display a
message on the user’s first and/or second terminal. The
transaction is not allowed in this case.
[0026] If the conditions are satisfied, the financial in-
stitution B sends a message M1 containing a validation

5 6 



EP 2 779 069 A1

5

5

10

15

20

25

30

35

40

45

50

55

code VC to a second terminal T2 of the user. This second
terminal is typically a mobile terminal such as e.g., a mo-
bile phone, smartphone, PDA or tablet. A personal and
specific message can be sent to the user if he has to be
registered at the financial institution. The message could
be in unencrypted or encrypted.
[0027] The financial institution further sends a re-
sponse Resp1 to the merchant, said response containing
a mechanism VVC for verifying the validity of the valida-
tion code VC. Further details concerning this mechanism
will be given below.
[0028] The message M1 sent from the financial insti-
tution to the user’s second terminal T2 is transmitted to
the user’s first terminal T1. Contrary to prior art methods,
the transmission of the validation code VC or token from
the second terminal T2 to the first terminal T1 is not done
by manually copying the validation code. Instead, the
transmission is done by using near field communication
(NFC) technology.
[0029] In order to enable the near field communication
transmission between the user’s second terminal T2 and
the first terminal T1, two specific applications are provid-
ed. On the user’s first terminal, a browser application is
adapted to detect and recognize NFC systems. Once
detected, a communication with the detected terminal is
initiated to retrieve the validation code.
[0030] On the user’s second device, a dedicated ap-
plication is also available. This application receives the
validation code or token from the financial institution
through e.g., SMS reception, and is adapted to transmit
said validation code to the user’s first terminal T1 through
NFC. Thus, the validation code is automatically received
by the first terminal T1 and can be used by this terminal.
[0031] According to a common embodiment, the first
and second terminals are separate devices. The first ter-
minal may be e.g., a desktop computer, portable com-
puter, tablet or smartphone, or any device enabling a
connection to the merchant’s online shop. The second
terminal may be e.g., a desktop computer, portable com-
puter, tablet, smartphone or mobile phone, or any device
adapted to receive a personal message from the financial
institution.
[0032] In addition, both terminals could be embedded
in the same device such as e.g., a computer, tablet or
smartphone. In this case, three different communication
paths are used. One is a point-to-point remote commu-
nication path between the financial institution and the us-
er’s terminal. Another is a remote communication path
between the merchant and the user’s terminal and the
third is a local communication path using NFC.
[0033] Because it is not necessary to copy an alpha-
numeric code, the length of this code can be much longer
than ones used in the prior art. This provides a much
higher security level as the length of the code is an im-
portant parameter for security.
[0034] As the near field communication technology has
a range of a few centimeters, both user terminals must
be close to each other. Accordingly, it is not necessary

to encrypt the transmission. However, the transmission
could be encrypted, for example for forcing a pairing be-
tween the user’s devices.
[0035] Once the code is transmitted from the user’s
second terminal T2 to the user’s first terminal T1, the
code is transmitted to the merchant M. In a prior step,
the merchant received a response Resp1 from the finan-
cial institution containing a mechanism for verifying the
validation code. The mechanism is used to determine if
the validation code received from the user’s first device
is valid.
[0036] The mechanism could be the validation code
itself or a value that can be used to check the code. Ac-
cording to a specific embodiment, the mechanism for ver-
ifying the validity of the code could be a hash of this code
or the result of an encryption of the code. According to
another embodiment, the response Resp1 sent by the
financial institution contains the validation code and the
message sent from the first terminal T1 to the merchant
contains a hash or the result of encryption applied on the
validation code. As the merchant knows the original val-
idation code, it can check the validity of the code received
from the second terminal if it has the corresponding keys.
[0037] If the code is invalid, the transaction is not final-
ized. An error message can be sent to the user on its first
and/or second terminal. The transaction can also be
stopped without warning.
[0038] However, if the code is valid, an instruction I1 is
sent from the merchant to the financial institution. The
instruction informs the financial institution that the trans-
action must be finalized. This means that the amount
AMT must be debited from the user’s account and a cor-
responding amount must be credited to the merchant’s
account.
[0039] Once the amount is credited to the merchant’s
account, the product P is sent to the user in a manner
that will depend on the type of product purchased by the
user. As already explained, the product can be a right,
key, service or a physical object, for example.
[0040] The invention disclosed herein enhances secu-
rity due to the fact that a longer validation code can be
used, that there is no risk of introducing errors while cop-
ying the code and that the validation code can only be
read by a terminal that is in close proximity from the emit-
ting terminal. Moreover, as can be appreciated, the meth-
od disclosed herein simplifies the procedure to render it
less cumbersome for the user.

Claims

1. A method of managing a transaction between a user
intending to acquire a product and a merchant offer-
ing products, the user being registered at a financial
institution and having an account with the financial
institution, the user having a first terminal for com-
municating with the merchant and a second terminal
for communicating with the financial institution, said
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method comprises the steps of:

- connecting the user’s first terminal with said
merchant;
- sending to the merchant, through the user’s
first terminal, a request containing an identifier
of the product the user intends to acquire, infor-
mation concerning the identity of the user and
information concerning the financial institution
at which the user is registered;
- connecting the merchant with the financial in-
stitution and transmitting a request to the finan-
cial institution, the request containing a mecha-
nism for identifying the user and an indication
concerning the amount of the transaction;
- connecting the financial institution to the user’s
second terminal, transmitting a message con-
taining a validation code from the financial insti-
tution to the user’s second terminal and trans-
mitting to the merchant, from the financial insti-
tution, a response containing a mechanism for
enabling the verification of the validation code;
- upon reception of the validation code by the
user’s second terminal, transmitting the valida-
tion code from the user’s second terminal to the
user’s first terminal, the transmission being per-
formed by near field communications;
- sending to the merchant the validation code
received by the user’s first terminal from the us-
er’s second terminal;
- verifying the validation code received by the
merchant from the user’s first terminal by using
the mechanism for verifying the validation code
received from the financial institution; and
- validating the transaction if the verification step
yields a positive result, said validation step com-
prising the steps of debiting the user’s account
an amount corresponding to the amount of the
transaction and crediting a merchant’s account
the amount corresponding to the amount of the
transaction, and providing the user with the ac-
quired product.

2. The method according to claim 1, wherein the user’s
first terminal is a computer.

3. The method according to claim 1, wherein the user’s
second terminal is a mobile terminal.

4. The method according to claim 3, wherein the mobile
terminal is selected from the group comprising a mo-
bile phone, smartphone, personal digital assistant
and tablet.

5. The method according to claim 1, wherein the user’s
first terminal and second terminal are embedded in
a same device.

6. A system of managing a transaction between a user
intending to acquire a product and a merchant offer-
ing products, the user being registered at a financial
institution and having an account with the financial
institution, said system comprising:

- a user’s first terminal for communicating with
a merchant server;
- a user’s second terminal for communicating
with a financial institution server;
wherein said system is adapted to:

- connect the user’s first terminal with said
merchant server;
- send to the merchant server, through the
user’s first terminal, a request containing an
identifier of the product the user intends to
acquire, information concerning the identity
of the user and information concerning the
financial institution at which the user is reg-
istered;
- connect the merchant server with the fi-
nancial institution server and transmit a re-
quest to the financial institution server, the
request containing a mechanism for identi-
fying the user and an indication concerning
the amount of the transaction;
- connect the financial institution server to
the user’s second terminal, transmit a mes-
sage containing a validation code from the
financial institution server to the user’s sec-
ond terminal and transmit to the merchant
server, from the financial institution server,
a response containing a mechanism for en-
abling the verification of the validation code;
- upon reception of the validation code by
the user’s second terminal, transmit the val-
idation code from the user’s second termi-
nal to the user’s first terminal, the transmis-
sion being performed by near field commu-
nications;
- send to the merchant server the validation
code received by the user’s first terminal
from the user’s second terminal;
- verify the validation code received by the
merchant server from the user’s first termi-
nal by using the mechanism for verifying the
validation code received from the financial
institution server; and
- validate the transaction if the verification
yields a positive result, said validation com-
prising debiting the user’s account an
amount corresponding to the amount of the
transaction and crediting a merchant’s ac-
count the amount corresponding to the
amount of the transaction, and providing the
user with the acquired product.
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7. The system according to claim 6, wherein the user’s
first terminal is a computer.

8. The system according to claim 6, wherein the user’s
second terminal is a mobile terminal.

9. The system according to claim 8, wherein the mobile
terminal is selected from the group comprising a mo-
bile phone, smartphone, personal digital assistant
and tablet.

10. The system according to claim 6, wherein the user’s
first terminal and second terminal are embedded in
a same device.
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