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(54) DEVICES, SYSTEMS, AND METHODS FOR PROVIDING ON-DEMAND ENGINE SOFTWARE 
USING A DISTRIBUTED LEDGER

(57) Devices, systems, and methods for providing
software to aircraft (130) using a distributed ledger are
disclosed. A software delivery system (100) includes air-
craft (130) having an engine controller (136) configured
to verify and install software utilized by components of
the aircraft (130), an electronic distribution system (124)
coupled to the aircraft (130), an edge manager (170) cou-
pled to the electronic distribution system (124), and com-
puting devices (182) acting as nodes in a distributed ledg-
er base (180) maintaining a distributed ledger. The elec-
tronic distribution system (124) verifies a request for soft-

ware, requests software, and initiates an installation pro-
tocol with the engine controller (136). The edge manager
(170) maintains software. The distributed ledger base
(180) is coupled to the aircraft (130), the electronic dis-
tribution system (124), and the edge manager (170). The
distributed ledger provides a record including information
pertaining to a request for software, verifications of the
request by the electronic distribution system (124), the
edge manager (170), and the engine controller (136),
and an installation of the software.
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Description

FIELD

[0001] The present disclosure relates to devices, sys-
tems, and methods for providing on-demand engine soft-
ware to aircraft engine management systems, and more
specifically, for devices, systems, and methods for utiliz-
ing a distributed ledger to track and provide software to
aircraft engine management systems.

BACKGROUND

[0002] Aircraft components, particularly aircraft en-
gines, may incorporate a plurality of sensors that sense
various conditions relating to the aircraft components,
which are used by software to detect, diagnose, or predict
issues and/or faults in real time, even as the aircraft is
being operated (e.g., flying). Such software is frequently
updated as more information regarding operation of air-
craft components is obtained such that the software be-
comes more accurate in diagnosing or predicting issues
and/or faults with each successive update. Further, soft-
ware is certified with specific functionality and adaptation
in service is limited only to engine configuration based
on an ID plug, a presence of particular engine hardware,
or aircraft on which the engine is installed.
[0003] Currently, software updates cannot be pushed
to the aircraft (or components thereof) or computer sys-
tems communicatively coupled to the aircraft automati-
cally. Rather, software are provided by a manufacturer
on a physical medium and is only installed by an operator
or a service center upon receiving a corresponding serv-
ice bulletin and testing the software. As such, the aircraft
(or components thereof) does not always have the most
up-to-date software installed. In addition, the software
has a fixed functionality based on the part to which it is
to be applied, and cannot be adapted for use with other
parts.

SUMMARY

[0004] In a first aspect A1, a software delivery system
includes aircraft having an engine control system config-
ured to verify and install one or more software applica-
tions utilized by one or more components of the aircraft.
The software delivery system further includes an elec-
tronic distribution system communicatively coupled to the
aircraft. The electronic distribution system verifies a re-
quest for a software, requests the software, and initiates
an installation protocol with the engine control system.
The software delivery system further includes an edge
manager communicatively coupled to the electronic dis-
tribution system. The edge manager maintains one or
more software. The software delivery system further in-
cludes a plurality of computing devices acting as nodes
of a distributed ledger base, the plurality of computing
devices maintain a distributed ledger. The plurality of

computing devices are communicatively coupled to the
aircraft, the electronic distribution system, and the edge
manager. The distributed ledger provides a record in-
cluding information pertaining to a request for a software,
a first verification of the request by the electronic distri-
bution system, a second verification of the request by the
edge manager, a third verification of the request by the
engine control system, and an installation of the software.
[0005] A second aspect A2 includes the software de-
livery system of first aspect A1, wherein the one or more
components of the aircraft are selected from an aircraft
control mechanism, an aircraft memory, an aircraft proc-
essor, an aircraft system, an aircraft sensor, and an air-
craft engine
[0006] A third aspect A3 includes the software delivery
system of any of the first-second aspects A1-A2, wherein
the aircraft is communicatively coupled to the electronic
distribution system and the distributed ledger base via a
ground communication system such that the aircraft
maintains communication while flying.
[0007] A fourth aspect A4 includes the software deliv-
ery system of any of the first-third aspects A1-A3, wherein
the engine control system includes one or more of a full
authority digital engine control (FADEC) system and a
prognostics and health monitoring system.
[0008] A fifth aspect A5 includes the software delivery
system of any of the first-fourth aspects A1-A4, wherein
the software contains programming instructions that,
when executed by a processor, cause the processor to
receive data from one or more aircraft sensors, determine
one or more faults pertaining to the one or more compo-
nents of the aircraft from the data, and complete one or
more processes to address the one or more faults.
[0009] A sixth aspect A6 includes the software delivery
system of any of the first-fifth aspects A1-A5, wherein
the electronic distribution system automatically pushes
one or more software updates to the engine control sys-
tem when the one or more software updates are available
via the edge manager.
[0010] A seventh aspect A7 includes the software de-
livery system of any of the first-sixth aspects A1-A6,
wherein one or more of the electronic distribution system
and the edge manager is a node of the distributed ledger
base.
[0011] In an eighth aspect A8, a method of providing
software to aircraft includes receiving a request for a soft-
ware via a record generated in a distributed ledger. The
record includes information pertaining to the request, in-
formation pertaining to an identification of the aircraft,
and information pertaining to one or more aircraft sys-
tems of the aircraft. The method further includes verify-
ing, by an electronic distribution system, that the software
corresponds to the aircraft, modifying, by the electronic
distribution system, the record in the distributed ledger
with data corresponding to the verification, and request-
ing, by the electronic distribution system, the software
from an edge manager. The record is modified to include
a request for the software and is accessible by the edge
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manager. The method further includes receiving, by the
electronic distribution system, the software from the edge
manager. The edge manager modifies the record in the
distributed ledger to indicate a transmission of the soft-
ware to the edge distribution system. The method further
includes providing, by the electronic distribution system,
the software to an engine control system of the aircraft
for installation.
[0012] A ninth aspect A9 includes the method of the
eighth aspect A8, further including receiving an update
to the record in the distributed ledger, the update indicat-
ing that the software installation is complete.
[0013] A tenth aspect A10 includes the method of the
ninth aspect A9, wherein receiving the update occurs at
the time of completion of the software or when the engine
control system establishes a data link with a network after
completion of the software installation.
[0014] An eleventh aspect A11 includes the method of
any of eighth-tenth aspects A8-A10, wherein verifying
that the software corresponds to the aircraft includes ac-
cessing, by the electronic distribution system, a look-up
table that includes a cross reference between the soft-
ware and one or more of a valid operator, a valid engine
model, a valid engine serial number, and a valid time
constraint. Verifying further includes determining, by the
electronic distribution system, one or more of an operator
of the aircraft, an engine model of the aircraft, an engine
serial number, and a time at which the record was gen-
erated from the information pertaining to the request, the
information pertaining to the identification of the aircraft,
and the information pertaining to the one or more aircraft
systems of the aircraft. Verifying further includes deter-
mining, by the electronic distribution system, that the one
or more of the operator of the aircraft, the engine model
of the aircraft, the engine serial number, and the time at
which the record was generated corresponds to the valid
operator, the valid engine model, the valid engine serial
number, and the valid time constraint. Verifying further
includes validating, by the electronic distribution system,
the software for use with the aircraft.
[0015] A twelfth aspect A12 includes the method of any
of eighth-eleventh aspects A8-A11, wherein the informa-
tion pertaining to the identification of the aircraft includes
one or more of an aircraft operator, an aircraft type, an
aircraft model number, an aircraft serial number, an air-
craft identifier, and a manufacturer of the aircraft.
[0016] A thirteenth aspect A13 includes the method of
any of eighth-twelfth aspects A8-A12, wherein the infor-
mation pertaining to one or more aircraft systems of the
aircraft includes one or more of, an engine model number,
an engine serial number, an engine identifier, an engine
manufacturer, a sensor type, and a sensor function.
[0017] A fourteenth aspect A14 includes the method
of any of eighth-thirteenth aspects A8-A13, wherein the
request for the software is provided by an engine man-
ufacturer or an aircraft operator.
[0018] A fifteenth aspect A15 includes the method of
any of eighth-fourteenth aspects A8-A14, wherein receiv-

ing the request for the software includes receiving an
automatic notification of a software update from a sub-
scription server.
[0019] In a sixteenth aspect A16, a method of providing
software to aircraft communicatively coupled in a soft-
ware delivery system to an electronic distribution system
and an edge manager includes receiving a request for a
software via a record generated in a distributed ledger.
The record includes information pertaining to the request,
information pertaining to an identification of the aircraft,
and information pertaining to one or more aircraft sys-
tems of the aircraft. The method further includes verify-
ing, by the electronic distribution system, that the soft-
ware corresponds to the aircraft, modifying, by the elec-
tronic distribution system, the record in the distributed
ledger with first data corresponding to the verification,
and requesting, by the electronic distribution system, the
software. The record is modified to include a request for
the software. The method further includes verifying, by
the edge manager, that the request for the software is a
valid request, modifying, by the edge manager, the
record in the distributed ledger with second data corre-
sponding to the valid request, providing, by the edge
manager, the software to the electronic distribution sys-
tem, initiating, by the electronic distribution system, an
installation protocol of the software, verifying, by an en-
gine control system of the aircraft, that the record in the
distributed ledger corresponds to the installation proto-
col, installing, by the engine control system of the aircraft,
the software, and modifying, by the engine control system
of the aircraft, the record to indicate that the software
installation is complete.
[0020] A seventeenth aspect A17 includes the method
of sixteenth aspect A16, wherein modifying the record
includes modifying the record after establishing a data
connection between the engine control system and a dis-
tributed ledger base storing the distributed ledger.
[0021] An eighteenth aspect A18 includes the method
of any of sixteenth-seventeenth aspects A16-A17,
wherein verifying, by the electronic distribution system,
that the software corresponds to the aircraft includes ac-
cessing, by the electronic distribution system, a look-up
table comprising a cross reference between the software
and one or more of a valid operator, a valid engine model,
a valid engine serial number, and a valid time constraint.
Verifying further includes determining, by the electronic
distribution system, one or more of an operator of the
aircraft, an engine model of the aircraft, an engine serial
number, and a time at which the record was generated
from the information pertaining to the request, the infor-
mation pertaining to the identification of the aircraft, and
the information pertaining to the one or more aircraft sys-
tems of the aircraft. Verifying further includes determin-
ing, by the electronic distribution system, that the one or
more of the operator of the aircraft, the engine model of
the aircraft, the engine serial number, and the time at
which the record was generated corresponds to the valid
operator, the valid engine model, the valid engine serial
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number, and the valid time constraint. Verifying further
includes validating, by the electronic distribution system,
the software for use with the aircraft.
[0022] A nineteenth aspect A19 includes the method
of any of sixteenth-eighteenth aspects A16-A18, wherein
the request for the software is provided by an engine
manufacturer or an aircraft operator.
[0023] A twentieth aspect A20 includes the method of
any of sixteenth-nineteenth aspects A16-A19, further in-
cluding, prior to providing by the edge manager, obtain-
ing, by the edge manager, the software from a repository
and testing, by the edge manager, the software to ensure
the software functions in the aircraft.
[0024] These and other features, and characteristics
of the present technology, as well as the methods of op-
eration and functions of the related elements of structure
and the combination of parts and economies of manu-
facture, will become more apparent upon consideration
of the following description and the appended claims with
reference to the accompanying drawings, all of which
form a part of this specification, wherein like reference
numerals designate corresponding parts in the various
figures. It is to be expressly understood, however, that
the drawings are for the purpose of illustration and de-
scription only and are not intended as a definition of the
limits of the invention. As used in the specification and
in the claims, the singular form of ’a’, ’an’, and ’the’ include
plural referents unless the context clearly dictates other-
wise.

BRIEF DESCRIPTION OF THE DRAWINGS

[0025]

FIG. 1 schematically depicts an illustrative software
delivery system according to one or more embodi-
ments shown and described herein;

FIG. 2A depicts a block diagram of illustrative internal
components of an electronic distribution system ac-
cording to one or more embodiments shown and de-
scribed herein;

FIG. 2B depicts a block diagram of illustrative logic
modules contained within a memory component of
the electronic distribution system of FIG. 2A accord-
ing to one or more embodiments shown and de-
scribed herein;

FIG. 3A depicts a block diagram of illustrative internal
components of an edge manager according to one
or more embodiments shown and described herein;

FIG. 3B depicts a block diagram of illustrative logic
modules contained within a memory component of
the edge manager of FIG. 3A according to one or
more embodiments shown and described herein;

FIG. 3C depicts a block diagram of a software eco-
system of the edge manager of FIG. 3A that is used
to distribute software according to one or more em-
bodiments shown and described herein;

FIG. 4 depicts a flow diagram of an illustrative over-
view method of distributing a software to aircraft
and/or components thereof according to one or more
embodiments shown and described herein;

FIG. 5A depicts a flow diagram of an illustrative meth-
od completed by an electronic distribution system to
distribute a software to aircraft and/or components
thereof according to one or more embodiments
shown and described herein;

FIG. 5B depicts a flow diagram of an illustrative meth-
od of verifying that a software corresponds to an air-
craft according to one or more embodiments shown
and described herein; and

FIG. 6 depicts a flow diagram of an illustrative meth-
od completed by an edge manager to retrieve and
verify functionality of a software to be installed on
aircraft and/or components thereof according to one
or more embodiments shown and described herein.

DETAILED DESCRIPTION

[0026] The present disclosure generally relates to de-
vices, systems, and methods that utilize a distributed
ledger, such as a blockchain or the like, for the purposes
of providing software and/or software updates to aircraft
and/or components thereof. The devices, systems, and
methods described herein enable aircraft component
(e.g., engine) software functionality on demand, includ-
ing, but not limited to, on-engine software for advanced
engine control or to monitor engine health, and/or off-
board diagnostic software. The devices, systems, and
methods described herein ensure that the software is
compatible with the aircraft components (e.g., an aircraft
engine) and that the operator of the aircraft is authorized
to use the software. Further, the devices, systems, and
methods described herein allow for software to be au-
thorized for use by a specific line-replaceable unit (LRU)
on a specific aircraft component serial number.
[0027] As noted above, the devices, systems and
methods described herein utilize a distributed ledger
technology, such as, for example, blockchain technolo-
gy. Blockchain is a software mechanism that provides a
distributed system of trusted assets and transactions
without the need for a central trust authority. For use as
a distributed ledger, a blockchain may be managed by a
peer-to-peer network collectively adhering to a protocol
for inter-node communication and validating new blocks.
Once recorded, the data in any given block cannot be
altered retroactively without alteration of all subsequent
blocks, which requires consensus of the network major-
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ity. Although blockchain records are not able to be al-
tered, blockchains may be considered secure by design
and exemplify a distributed computing system with high
Byzantine fault tolerance. Decentralized consensus has
therefore been claimed with a blockchain. The devices,
systems, and method described herein, which use "smart
contracts" based on blockchain technology, enable soft-
ware that allows an incorporation of functionality in the
software that can be unlocked with a subscription key,
applications that get downloaded when operators sub-
scribe to them, and advanced diagnostics targeted to
specific engines to diagnose problems in the field.
[0028] Accordingly, the devices, systems, and meth-
ods described herein ensure integrity of distributed soft-
ware, ensure compatibility of the distributed software with
the hardware on which it is to run, ensure an operator is
authorized to use the software, and enable subscription-
based models.
[0029] Previously, engine software distribution models
included releasing software as a fixed version, which has
been certified for a very specific functionality. As such,
adaptation of the software in service is limited to engine
configurations that are based on an identification plug
(ID plug), a presence of particular engine hardware,
and/or particular aircraft on which an engine is installed.
Furthermore, software may be assigned a part number,
which is identified on an aircraft component part list (e.g.,
an engine part list). Upgrades to the software are distrib-
uted like spare parts in that the distributed software has
a fixed functionality based on the part, and is installed
from a fixed medium (e.g., a CD, a DVD, a flash drive)
by an operator or service center based on a service bul-
letin. Accordingly the software has a fixed functionality
that cannot be changed without distributing a new ver-
sion.
[0030] The previous distributing software process in-
cluded the following steps. First a Program Control Board
(PCB) reviews the design impact and timing of the soft-
ware and approves a change in design (CID). Then the
CID is approved and is issued by an engineering depart-
ment within a digital workbench. The CID flows to an
engineering bill of materials (eBOM) from the digital work-
bench, and business attributes are assigned by a con-
figuration platform leader (e.g., Ship Code is future, a
procurement code is limited, whether shipping is control-
led, etc.). In addition, an engineering team assigns an
export control classification number (ECCN) to the soft-
ware part number in the engine component testing (ECT)
system (or other aircraft component system). A service
bulletin regarding the software is issued by technical pub-
lishers, and the issued service bulletin information flows
to the eBOM. Aviation maintenance professionals can
then obtain the software after reading the service bulletin
by completing several steps such as requesting the soft-
ware, obtaining approval, contacting supply chain plan-
ners, finding buyers, waiting for physical media to be
shipped, and/or the like. As a result, the previous proc-
esses are long and unwieldy and require several individ-

uals to work together to obtain the necessary software
before it can even be installed.
[0031] By incorporating the use of smart contracts
based on distributed ledgers (e.g., blockchain technolo-
gy), the present devices, systems, and methods are able
to activate functionality in software, which may already
be incorporated in an aircraft hardware component, but
inactive until it is enabled or downloaded and run within
a container. Primary software (e.g., main engine soft-
ware) may still be certified and released as an aircraft
part. However, the certified software may incorporate
features allowing functionality to be modified after the
software is installed on the aircraft component (e.g., en-
gine). In some embodiments, the software may be mod-
ified to unlock functionality using a subscription key,
download additional applications when operators sub-
scribe to such applications, and/or complete advanced
diagnostics that are targeted to specific aircraft compo-
nents to diagnose and/or predict problems in the field.
[0032] "Software" as used herein includes machine-
readable and/or machine-executable instructions (e.g.,
"programming instructions"), particularly machine-read-
able and/or machine-executable instructions that are
readable and/or executable by an engine control system
or aircraft system. As used herein, "software" also in-
cludes information or data that is utilized by a processing
device when executing existing machine-readable
and/or machine-executable instructions. That is, the ex-
isting machine-readable and/or machine-executable in-
structions instruct a processing device to access a data
file for information that guides a particular processing
step. The software as described herein may include such
a data file, which can be updated as necessary. The soft-
ware as used herein may include new software that re-
place old or existing software or new software that sup-
plement old or existing software in some embodiments.
In other embodiments, the software as used herein may
include an update to an existing software. That is, the
update may not be a fully executable software, but rather
may include one or more pieces of code that are injected
into an existing software to update the software.
[0033] FIG. 1 depicts an illustrative software delivery
system, generally designated 100, that is used to distrib-
ute software to aircraft 130 according to various embod-
iments. As shown in FIG. 1, the software delivery system
100 generally contains an interconnectivity of compo-
nents coupled via a network 110, which may include a
wide area network, such as the internet, a local area net-
work (LAN), a mobile communications network, a public
service telephone network (PSTN) and/or other network
and may be configured to electronically connect compo-
nents. The illustrative components that may be connect-
ed via the network 110 include, but are not limited to, a
ground system 120 in communication with the aircraft
130 (e.g., via a ground wireless communications link 122
and an aircraft wireless communications link 166), an
electronic distribution system 124, an edge manager 170,
and/or a distributed ledger base 180.
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[0034] The aircraft 130 generally includes a fuselage
132, wing assemblies 138, and one or more engines 140.
While FIG. 1 depicts the aircraft 130 as being a fixed-
wing craft having two wing assemblies 138 with one en-
gine 140 mounted on each wing assembly 138 (two en-
gines 140 total), other configurations are contemplated.
For example, other configurations may include more than
two wing assemblies 138, more than two engines 140
(e.g., trijets, quadjets, etc.), engines 140 that are not
mounted to a wing assembly 138 (e.g., mounted to the
fuselage, mounted to the tail, mounted to the nose, etc.),
non-fixed wings (e.g., rotary wing aircraft), and/or the like.
[0035] As illustrated in FIG. 1, the aircraft 130 may in-
clude the engines 140 coupled to the wing assemblies
138 and/or the fuselage 132, a cockpit 134 positioned in
the fuselage 132, and the wing assemblies 138 extending
outward from the fuselage 132. A control mechanism 160
for controlling the aircraft 130 is included in the cockpit
134 and may be operated by a pilot located therein. It
should be understood that the term "control mechanism"
as used herein is a general term used to encompass all
aircraft control components, particularly those typically
found in the cockpit 134.
[0036] A plurality of additional aircraft systems 144 that
enable proper operation of the aircraft 130 may also be
included in the aircraft 130 as well as an engine control
system 136, and a communication system having the
aircraft wireless communications link 166. The additional
aircraft systems 144 may generally be any systems that
effect control of one or more components of the aircraft
130, such as, for example, cabin pressure controls, ele-
vator controls, rudder controls, flap controls, spoiler con-
trols, landing gear controls, heat exchanger controls,
and/or the like. In some embodiments, the avionics of
the aircraft 130 may be encompassed by one or more of
the additional aircraft systems 144. The aircraft wireless
communications link 166 may generally be any air-to-
ground communication system now known or later de-
veloped. Illustrative examples of the aircraft wireless
communications link 166 include, but are not limited to,
a transponder, a very high frequency (VHF) communica-
tion system, an aircraft communications addressing and
reporting system (ACARS), a controller-pilot data link
communications (CPDLC) system, a future air navigation
system (FANS), and/or the like. The engine control sys-
tem 136 may be operably coupled to the plurality of air-
craft systems 144 and the engines 140. While the em-
bodiment depicted in FIG. 1 specifically refers to the en-
gine control system 136, it should be understood that
other controllers may also be included within the aircraft
130 to control various other aircraft systems 144 that do
not specifically relate to the engines 140.
[0037] The engine control system 136 generally in-
cludes one or more components for controlling each of
the engines 140, such as, for example, a diagnostic com-
puter, an engine-related digital electronic unit that is
mounted on one or more of the engines 140 or the aircraft
130, and/or the like. The engine control system may also

be referred to as a digital engine control system. Illustra-
tive other components within the engine control system
that may function with the engine control system 136 and
may require software to operate include, but are not lim-
ited to, an electronic engine control (EEC), an electronic
engine control unit (EECU), a distributed control module
(DCM), a digital engine control (DEC), an engine moni-
toring unit (EMU), and an engine monitoring system (EM-
SC). The software used by any one of these components
may be software that is distributed as described herein
[0038] The engine control system 136 may also be
connected with other controllers of the aircraft 130. In
embodiments, the engine control system 136 may in-
clude a processor 162 and/or memory 164, including
non-transitory memory. In some embodiments, the mem-
ory 164 may include random access memory (RAM),
read-only memory (ROM), flash memory, or one or more
different types of portable electronic memory, such as
discs, DVDs, CD-ROMs, or the like, or any suitable com-
bination of these types of memory. The processor 162
may carry out one or more programming instructions
stored on the memory 164, thereby causing operation of
the engine control system 136. That is, the processor
162 and the memory 164 within the engine control system
136 may be operable to carry out the various processes
described herein with respect to the engine control sys-
tem 136, including operating various components of the
aircraft 130 (such as the engine 140 and/or components
thereof), monitoring the health of various components of
the aircraft 130 (e.g., the engine 140 and/or components
thereof), monitoring operation of the aircraft 130 and/or
components thereof, installing software, installing soft-
ware updates, modifying a record in a distributed ledger
to indicate that software has been installed, and/or up-
dated, carrying out processes according to installed
and/or updated software, and/or the like.
[0039] In some embodiments, the engine control sys-
tem 136 may include a full authority digital engine control
(FADEC) system. Such a FADEC system can include
various electronic components, one or more sensors,
and/or one or more actuators that control each of the
engines 140. In particular embodiments, the FADEC sys-
tem includes an electronic engine control system (EEC)
or engine control unit (ECU), as well as one or more ad-
ditional components that are configured to control various
aspects of performance of the engines 140. The FADEC
system generally has full authority over operating param-
eters of the engines 140 and cannot be manually over-
ridden. A FADEC system generally functions by receiving
a plurality of input variables of a current flight condition,
including, but not limited to, air density, throttle lever po-
sition, engine temperature, engine pressure, and/or the
like. The inputs are received, analyzed, and used to de-
termine operating parameters such as, but not limited to,
fuel flow, stator vane position, bleed valve position,
and/or the like. The FADEC system may also control a
start or a restart of the engines 140. The operating pa-
rameters of the FADEC can be modified by installing
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and/or updating software, such as the software that is
distributed by the software delivery system 100 described
herein. As such, the FADEC can be programmatically
controlled to determine engine limitations, receive engine
health reports, receive engine maintenance reports
and/or the like to undertake certain measures and/or ac-
tions in certain conditions.
[0040] In some embodiemtns, the engine control sys-
tem 136 may include a Prognostics and Health Monitor-
ing (PHM) system. Such a PHM system can include var-
ious electronic components, one or more sensors, and/or
one or more actuators that monitor one or more engine
systems in the aircraft 130. In some embodiments, the
PHM system may be used to predict a future performance
of a component by assessing an extent of deviation
and/or degradation of a system from its expected normal
operating conditions. This may be completed by analyz-
ing failure modes, detecting early signs of wear and ag-
ing, and detecting fault conditions. Such actions may be
data driven, and may be improved by utilizing machine
learning or the like to more accurately predict conditions
and determine potential faults. As such, software that is
implemented by the PHM system may be continuously
updated via the systems and methods described herein
to cause the PHM system to more accurately sense and
predict component performance.
[0041] In some embodiments, the engine control sys-
tem 136 may include one or more programming instruc-
tions for diagnosing and/or predicting one or more engine
system faults in the aircraft 130. Diagnosed and/or pre-
dicted faults may include, but are not limited to, improper
operation of components, failure of components, indica-
tors of future failure of components, and/or the like. As
used herein, the term diagnosing refers to a determina-
tion after the fault has occurred and contrasts with pre-
diction, which refers to a forward looking determination
that makes the fault known in advance of when the fault
occurs. Along with diagnosing, the engine control system
136 may detect the fault.
[0042] The software run by the engine control system
136 (e.g., executed by the processor 162 and stored with-
in the memory 164) may include a computer program
product that includes machine-readable media for carry-
ing or having machine-executable instructions or data
structures. Such machine-readable media may be any
available media, which can be accessed by a general
purpose or special purpose computer or other machine
with a processor. Generally, such a computer program
may include routines, programs, objects, components,
data structures, algorithms, and/or the like that have the
technical effect of performing particular tasks or imple-
menting particular abstract data types. Machine-execut-
able instructions, associated data structures, and pro-
grams represent examples of program code for executing
the exchange of information as disclosed herein. Ma-
chine-executable instructions may include, for example,
instructions and data, which cause a general purpose
computer, special purpose computer, or special purpose

processing machine to perform a certain function or
group of functions. In some embodiments, the computer
program product may be provided by a component ex-
ternal to the engine control system 136 and installed for
use by the engine control system 136. For example, the
computer program product may be provided by the edge
manager 170 and/or the electronic distribution system
124, as described in greater detail herein. The computer
program product may generally be updatable via a soft-
ware update that is received from one or more compo-
nents of the software delivery system 100, such as, for
example, the edge manager 170 and/or the electronic
distribution system 124, as described in greater detail
herein. The software is generally updated by the engine
control system 136 by installing the update such that the
update supplements and/or overwrites one or more por-
tions of the existing program code for the computer pro-
gram product. The software update may allow the com-
puter program product to more accurately diagnose
and/or predict faults, provide additional functionality not
originally offered, and/or the like.
[0043] In some embodiments, the engine control sys-
tem 136, particularly the processor 162 and the memory
164 thereof, may be communicatively coupled to the dis-
tributed ledger base 180 (e.g., via the aircraft wireless
communications link 166 and the ground wireless com-
munications link 122 of the ground system 120, which is
communicatively coupled to the distributed ledger base
180 via the network 110) such that the engine control
system 136 can add or modify a record in a distributed
ledger stored on the computing devices 182 of the dis-
tributed ledger base. In other embodiments, the engine
control system 136 may act as a node in the distributed
ledger base 180. That is, the engine control system 136,
along with the computing devices 182 of the distributed
ledger base 180, may contain a copy of the distributed
ledger and the records stored thereon, and may function
to validate records as they are updated in a manner sim-
ilar to the computing devices 182 in the distributed ledger
base 180.
[0044] In embodiments, each of the engines 140 may
include a fan 142 and one or more sensors 150 for sens-
ing various characteristics of the fan 142 during operation
of the engines 140. Illustrative examples of the one or
more sensors 150 include, but are not limited to, a fan
speed sensor 152, a temperature sensor 154, and a pres-
sure sensor 156. The fan speed sensor 152 is generally
a sensor that measures a rotational speed of the fan 142
within the engine 140. The temperature sensor 154 may
be a sensor that measures a fluid temperature within the
engine 140 (e.g., an engine air temperature), a temper-
ature of fluid (e.g., air) at an engine intake location, a
temperature of fluid (e.g., air) within a compressor, a tem-
perature of fluid (e.g., air) within a turbine, a temperature
of fluid (e.g., air) within a combustion chamber, a tem-
perature of fluid (e.g., air) at an engine exhaust location,
a temperature of cooling fluids and/or heating fluids used
in heat exchangers in or around an engine, and/or the
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like. The pressure sensor 156 may be a sensor that
measures a fluid pressure (e.g., air pressure) in various
locations in and/or around the engine 140, such as, for
example, a fluid pressure (e.g., air pressure) at an engine
intake, a fluid pressure (e.g., air pressure) within a com-
pressor, a fluid pressure (e.g., air pressure) within a tur-
bine, a fluid pressure (e.g., air pressure) within a com-
bustion chamber, a fluid pressure (e.g., air pressure) at
an engine exhaust location, and/or the like.
[0045] In some embodiments, each of the engines 140
may have a plurality of sensors 150 associated therewith
(including one or more fan speed sensors 152, one or
more temperature sensors 154, and/or one or more pres-
sure sensors 156). That is, more than one of the same
type of sensor 150 may be used to sense characteristics
of an engine 140 (e.g., a sensor 150 for each of the dif-
ferent areas of the same engine 140). In some embodi-
ments, one or more of the sensors 150 may be utilized
to sense characteristics of more than one of the engines
140 (e.g., a single sensor 150 may be used to sense
characteristics of two engines 140). The engines 140
may further include additional components not specifi-
cally described herein, and may include one or more ad-
ditional sensors 150 incorporated with or configured to
sense such additional components in some embodi-
ments.
[0046] In embodiments, each of the sensors 150 (in-
cluding, but not limited to, the fan speed sensors 152,
the temperature sensors 154, and the pressure sensors
156) may be communicatively coupled to one or more
components of the aircraft 130 such that signals and/or
data pertaining to one or more sensed characteristics are
transmitted from the sensors 150 for the purposes of de-
termining, detecting, and/or predicting a fault, as well as
completing one or more other actions in accordance with
software that requires sensor information. As indicated
by the dashed lines extending between the various sen-
sors 150 (e.g., the fan speed sensors 152, the tempera-
ture sensors 154, and the pressure sensors 156) and the
aircraft systems 144 and the engine control system 136
in the embodiment depicted in FIG. 1, the various sensors
150 may be communicatively coupled to the aircraft sys-
tems 144 and/or the engine control system 136 in some
embodiments. As such, the various sensors 150 may be
communicatively coupled via wires or wirelessly to the
aircraft systems 144 and/or the engine control system
136 to transmit signals and/or data to the aircraft systems
144 and/or the engine control system 136.
[0047] It should be understood that the aircraft 130
merely represents one illustrative embodiment that may
be configured to implement embodiments or portions of
embodiments of the devices, systems, and methods de-
scribed herein. During operation, the aircraft 130 (such
as the engine control system 136 and/or another com-
ponent) may diagnose or predict a system fault in one or
more of the various aircraft systems 144. By way of non-
limiting example, while the aircraft 130 is being operated,
the control mechanism 160 may be utilized to operate

one or more of the aircraft systems 144. Various sensors
150, including, but not limited to, the fan speed sensors
152, the temperature sensors 154, and/or the pressure
sensors 156 may output data relevant to various charac-
teristics of the engine 140 and/or the other aircraft sys-
tems 144. The engine control system 136 may utilize
inputs from the control mechanism 160, the fan speed
sensors 152, the temperature sensors 154, the pressure
sensors 156, the various aircraft systems 144, one or
more database, and/or information from airline control,
flight operations, or the like to diagnose, detect, and/or
predict faults that airline maintenance crew may be un-
aware of. Among other things, the engine control system
136 may analyze the data output by the various sensors
150 (e.g., the fan speed sensors 152, the temperature
sensors 154, the pressure sensors 156, etc.), over a pe-
riod of time to determine drifts, trends, steps, or spikes
in the operation of the engines 140 and/or the various
other aircraft systems 144. The engine control system
136 may also analyze the system data to determine his-
toric pressures, historic temperatures, pressure differ-
ences between the plurality of engines 140 on the aircraft
130, temperature differences between the plurality of en-
gines 140 on the aircraft 130, and/or the like, and to di-
agnose, detect, and/or predict faults in the engines 140
and/or the various other aircraft systems 144 based ther-
eon. Once a fault has been diagnosed, detected, and/or
predicted, an indication may be provided on the aircraft
130 and/or at the ground system 120. It is contemplated
that the diagnosis, detection, and/or prediction of faults
may be completed during pre-flight checks, may be com-
pleted during flight, may be completed post flight, or may
be completed after a plurality of flights has occurred. The
aircraft wireless communications link 166 and the ground
wireless communications link 122 may transmit data
such that data and/or information pertaining to the fault
may be transmitted off the aircraft 130.
[0048] While the embodiment of FIG. 1 specifically re-
lates to components within an aircraft 130, the present
disclosure is not limited to such. That is, the various com-
ponents depicted with respect to the aircraft 130 may be
incorporated within various other types of craft and may
function in a similar manner to deliver and install new
software and/or updated software to the engine control
system 136 as described herein. For example, the vari-
ous components described herein with respect to the air-
craft 130 may be present in watercraft, spacecraft, and/or
the like without departing from the scope of the present
disclosure.
[0049] Still referring to FIG. 1, the ground system 120
is generally a transmission system located on the ground
that is capable of transmitting and/or receiving signals
to/from the aircraft 130. That is, the ground system 120
may include a ground wireless communications link 122
that is communicatively coupled to the aircraft wireless
communications link 166 wirelessly to transmit and/or
receive signals and/or data. In some embodiments, the
ground system 120 may be an air traffic control (ATC)
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tower and/or one or more components or systems there-
of. Accordingly, the ground wireless communications link
122 may be a VHF communication system, an ACARS
unit, a CPDLC system, FANS, and/or the like. Using the
ground system 120 and the ground wireless communi-
cations link 122, the various non-aircraft components de-
picted in the embodiment of FIG. 1 may be communica-
tively coupled to the aircraft 130, even in instances where
the aircraft 130 is airborne and in flight, thereby allowing
for on-demand transmission of software and/or software
updates whenever such software and/or software up-
dates may be needed. However, it should be understood
that the embodiment depicted in FIG. 1 is merely illus-
trative. In other embodiments, the aircraft 130 may be
communicatively coupled to the various other compo-
nents of the software delivery system 100 when on the
ground and physically coupled to one of the components
of the software delivery system 100, such as, for exam-
ple, the edge manager 170 and/or the electronic distri-
bution system 124.
[0050] The electronic distribution system 124 is a com-
puting system that receives requests for software, veri-
fies requests, transmits verified requests to other com-
ponents of the software delivery system 100 (e.g., to the
edge manager 170), receives software from other com-
ponents of the software delivery system 100 (e.g., from
the edge manager 170), and provides software to the
aircraft 130 and/or components thereof (e.g., the engine
control system 136). In some embodiments, the electron-
ic distribution system 124 may be communicatively cou-
pled to the distributed ledger base 180 (including the
computing devices 182 thereof) to generate and/or mod-
ify records in a distributed ledger, but may not function
as a node in the distributed ledger base 180. In other
embodiments, the electronic distribution system 124 may
be a node of the distributed ledger base in some embod-
iments. That is, the electronic distribution system 124
may store a copy of a distributed ledger and the various
records included therewith, may generate new records
for a distributed ledger, may modify records in a distrib-
uted ledger, and/or may verify records of a distributed
ledger. Various hardware components that allow the
electronic distribution system 124 to perform the func-
tionality will be discussed herein with respect to FIGS.
2A-2B.
[0051] Still referring to FIG. 1, the edge manager 170
is a computing system or a network of devices that re-
ceives requests for software, verifies requests, transmits
software to other components of the software delivery
system 100 (e.g., the electronic distribution system 124),
and/or the like. In some embodiments, the edge manager
170 may be communicatively coupled to the distributed
ledger base 180 (including the computing devices 182
thereof) to generate and/or modify records in a distributed
ledger, but may not function as a node in the distributed
ledger base 180. In other embodiments, the edge man-
ager 170 may be a node of the distributed ledger base
in some embodiments. That is, the edge manager 170

may store a copy of a distributed ledger and the various
records included therewith, may generate new records
for a distributed ledger, may modify records in a distrib-
uted ledger, and/or may verify records of a distributed
ledger. Various hardware components that allow the
edge manager 170 to perform the functionality will be
discussed herein with respect to FIGS. 3A-3C.
[0052] While FIG. 1 depicts the electronic distribution
system 124 and the edge manager 170 as being separate
components, this is a nonlimiting example. That is, in
other embodiments, a single device may include all of
the components (and corresponding functionality) of both
the electronic distribution system 124 and the edge man-
ager 170 without departing from the scope of the present
disclosure.
[0053] Still referring to FIG. 1, the distributed ledger
base 180 is a database that is stored on the plurality of
computing devices 182. Each one of the plurality of com-
puting devices has a copy of the data that is stored in the
distributed ledger base 180. When a distributed ledger
in the distributed ledger base 180 is modified (e.g., by
creation of a new record, modification of an existing
record, and/or deletion of a record), each copy stored on
each of the computing devices 182 is also modified ac-
cordingly, and each of the computing devices 182 verifies
the modification. Thus, the distributed ledger base 180
acts as a peer-to-peer network of the computing devices
182 that adhere to a protocol for inter-node communica-
tion and validation of new records that are generated,
records that are modified, and/or records that are delet-
ed. Further, each of the computing devices 182, when
modifying a record, append the previous version of the
record with the new data (e.g., in the case of a blockchain,
creating a new block in the chain). It should be under-
stood that in the distributed ledger, data cannot be ret-
roactively altered without alteration of all subsequently
created or modified records (e.g., subsequent blocks in
the chain), which requires a consensus of a majority of
the computing devices 182 in the distributed ledger base
180. In embodiments, the distributed ledger may be man-
aged autonomously by the computing devices 182 in the
distributed ledger base 180 by using peer-to-peer func-
tionality and a distributed timestamping server.
[0054] Each record in a distributed ledger (e.g., each
block in a blockchain) can hold one or more batches of
validated transactions that are hashed an encoded into
a Merkle tree, in which each subsequent record (child
record) of an initial record (parent record) includes a cryp-
tographic hash of labels that appear in the initial record,
such that the subsequent records refer back to the initial
record. By including the cryptographic hash of the parent
record, the parent and child are ranked together. The
linked records form a chain (e.g., a blockchain) due to
the iterative process of linking. As a result, the iterative
process confirms the integrity of previous records (e.g.,
previous blocks), all the way back to an initial genesis
record (e.g., a genesis block).
[0055] As noted herein, various other components of

15 16 



EP 3 825 840 A1

10

5

10

15

20

25

30

35

40

45

50

55

the software delivery system 100 may function as nodes
within the distributed ledger base 180, thus functioning
along with the computing devices 182 to form the distrib-
uted ledger. For example, in some embodiments, the en-
gine control system 136 may be a node in the distributed
ledger base 180. In some embodiments, the electronic
distribution system 124 may be a node in the distributed
ledger base 180. In some embodiments, the edge man-
ager 170 may be a node in the distributed ledger base
180. In further embodiments, any combination of the en-
gine control system 136, the electronic distribution sys-
tem 124, and the edge manager 170 may be one or more
nodes in the distributed ledger base 180 in addition to
the computing devices 182. In some embodiments, the
computing devices 182 may be omitted. Rather, the var-
ious components of the software delivery system 100
may comprise the various nodes of the distributed ledger
base 180. That is, the engine control system 136 (includ-
ing a plurality of engine control systems 136 in a plurality
of aircraft 130), the electronic distribution system 124,
and the edge manager 170 may make up the distributed
ledger base 180 for hosting the distributed ledger that is
used to distribute software.
[0056] The computing devices 182 that make up the
distributed ledger base 180 may generally be any net-
worked computing device that contains computer com-
ponents necessary for the purposes of creating, updat-
ing, verifying, and/or storing records in a distributed ledg-
er. As such, the computing devices 182 may each include
a processor (or a plurality of processors), one or more
memory devices containing programming instructions,
one or more data storage devices, communications hard-
ware, and/or the like.
[0057] Turning to FIG. 2A, the various internal compo-
nents of the electronic distribution system 124 depicted
in FIG. 1 are shown. Particularly, FIG. 2A depicts various
system components for receiving requests for software,
verifying requests, transmitting verified requests, receiv-
ing software, and/or providing software.
[0058] As illustrated in FIG. 2A, the electronic distribu-
tion system 124 may include one or more processing
devices 202, a non-transitory memory component 204,
network interface hardware 208, device interface hard-
ware 210, and a data storage component 206. A local
interface 200, such as a bus or the like, may interconnect
the various components.
[0059] The one or more processing devices 202, such
as a computer processing unit (CPU), may be the central
processing unit of the electronic distribution system 124,
performing calculations and logic operations to execute
a program. The one or more processing devices 202,
alone or in conjunction with the other components, are
illustrative processing devices, computing devices, proc-
essors, or combinations thereof. The one or more
processing devices 202 may include any processing
component configured to receive and execute instruc-
tions (such as from the data storage component 206
and/or the memory component 204).

[0060] The memory component 204 may be config-
ured as a volatile and/or a nonvolatile computer-readable
medium and, as such, may include random access mem-
ory (including SRAM, DRAM, and/or other types of ran-
dom access memory), read only memory (ROM), flash
memory, registers, compact discs (CD), digital versatile
discs (DVD), and/or other types of storage components.
The memory component 204 may include one or more
programming instructions thereon that, when executed
by the one or more processing devices 202, cause the
one or more processing devices 202 to complete various
processes, such as the processes described herein with
respect to FIG. 4 and 5A-5B.
[0061] Still referring to FIG. 2A, the programming in-
structions stored on the memory component 204 may be
embodied as a plurality of software logic modules, where
each logic module provides programming instructions for
completing one or more tasks. FIG. 2B depicts the vari-
ous modules of the memory component 204 of FIG. 2A
according to various embodiments.
[0062] As shown in FIG. 2B, the memory component
204 includes a plurality of logic modules. Each of the
logic modules shown in FIG. 2B may be embodied as a
computer program, firmware, or hardware, as an exam-
ple. Illustrative examples of logic modules present in the
memory component 204 include, but are not limited to,
request receiving logic 252, device interface logic 254,
ledger interface logic 256, ledger modifying logic 258,
ledger verifying logic 260, installation logic 262, and/or
software receiving logic 264.
[0063] Referring to FIGS. 2A and 2B, the request re-
ceiving logic 252 may generally include one or more pro-
gramming instructions for communicating with one or
more components outside the electronic distribution sys-
tem 124 to receive a request for software and/or software
update. That is, referring also to FIG. 1, the request re-
ceiving logic 252 contains programming for receiving a
transmission from the aircraft 130 or component thereof
(e.g., the engine control system 136), from the edge man-
ager 170, and/or from one or more external computing
devices (not shown), such as, for example, computing
devices owned and/or operated by an aircraft manufac-
turer, an aircraft component manufacturer (e.g., an en-
gine manufacturer), an aircraft operator (e.g., an airline),
and/or an aircraft maintenance facility. The various com-
ponents outside the electronic distribution system 124
generally represent those components that may transmit
a request for software for the aircraft 130 (e.g., the engine
control system 136 thereof) and/or a request for a soft-
ware update for the aircraft 130 (e.g., the engine control
system 136 thereof).
[0064] Referring to FIGS. 1, 2A, and 2B, the device
interface logic 254 includes one or more programming
instructions for establishing communicative connections
with the various devices or components of the software
delivery system 100 (FIG. 1) external to the electronic
distribution system 124. For example, the device inter-
face logic 254 may include programming instructions us-
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able to establish connections with the aircraft 130 or com-
ponent thereof (e.g., the engine control system 136), from
the edge manager 170, and/or from one or more external
computing devices (not shown) in various embodiments.
In another example, the device interface logic 254 may
contain programming instructions for working in tandem
with the programming instructions of the request receiv-
ing logic 252, the installation logic 262, and/or the soft-
ware receiving logic 264 to establish connections with
the aircraft 130 or component thereof (e.g., the engine
control system 136), from the edge manager 170, and/or
from one or more external computing devices (not
shown).
[0065] Still referring to FIGS. 1, 2A, and 2B, the ledger
interface logic 256 includes one or more programming
instructions for establishing communicative connections
with the one or more computing devices 182 that act as
nodes of the distributed ledger base 180. For example,
the ledger interface logic 256 may include programming
instructions usable to establish connections with the one
or more computing devices 182 that act as nodes of the
distributed ledger base 180. In embodiments where the
electronic distribution system 124 is a node of the dis-
tributed ledger base 180, the ledger interface logic 256
may generally include programming instructions in ac-
cordance with the established protocols for nodes in the
distributed ledger base such that the electronic distribu-
tion system 124 can write new records, generate a cryp-
tographic hash to reference existing records (e.g., estab-
lish child block(s) associated with a parent block in a
blockchain), verify cryptographic hashes that are gener-
ated by the one or more computing devices 182, and/or
the like.
[0066] The ledger modifying logic 258 includes one or
more programming instructions for modifying records in
a ledger. That is, the ledger modifying logic 258 may in-
clude programming instructions for creating a new record
(e.g., a genesis block in a blockchain), updating a record
(e.g., creating a child block that relates to a parent block
in a blockchain), adding information to a record (e.g.,
appending information to a block in a blockchain), linking
records together (e.g., generating cryptographic hash-
es), and/or the like. In embodiments where the electronic
distribution system 124 is not a node of the distributed
ledger base 180, the ledger modifying logic 258 may in-
clude programming instructions for transmitting instruc-
tions to the one or more computing devices 182 to cre-
ating a record, updating a record, adding information to
a record, linking records, and/or the like. In embodiments
where the electronic distribution system 124 is a node of
the distributed ledger base 180, the ledger modifying log-
ic 258 may include programming instructions for causing
the electronic distribution system 124 to directly create
a record, update a record, add information to a record,
link records, and/or the like. In some embodiments, the
programming instructions of the ledger modifying logic
258 may comply with a protocol established for the peer-
to-peer network formed between the computing devices

182 and the electronic distribution system 124 for the
purposes of acting as nodes of the distributed ledger base
180.
[0067] The ledger verifying logic 260 includes one or
more programming instructions for verifying records in a
ledger in embodiments where the electronic distribution
system 124 is a node of the distributed ledger base 180.
That is, the ledger verifying logic 260 may include pro-
gramming instructions for verifying a record (e.g., verify-
ing creation of a genesis block, creation of a child block,
and/or the like in a blockchain), verifying that records are
appropriately linked together (e.g., verifying cryptograph-
ic hashes), and/or the like. In embodiments where the
electronic distribution system 124 is not a node of the
distributed ledger base 180, the ledger verifying logic 260
may not be used. In some embodiments, the program-
ming instructions of the ledger verifying logic 260 may
comply with a protocol established for the peer-to-peer
network formed between the computing devices 182 and
the electronic distribution system 124 for the purposes
of acting as nodes of the distributed ledger base 180.
[0068] Still referring to FIGS. 1 and 2A-2B, the instal-
lation logic 262 includes one or more programming in-
structions for providing software to the aircraft 130 (e.g.,
the engine control system 136) for the purposes of in-
stalling the software. That is, the installation logic 262
may include one or more programming instructions for
transmitting an installation file, a plurality of related files
necessary (e.g., an installation package), verifying that
the software was successfully transmitted (e.g., to avoid
corrupted files or the like), and/or the like. In some em-
bodiments, the installation logic 262 may include pro-
gramming instructions for completing the installation.
That is, the installation logic 262 may include program-
ming instructions for unpacking files from an installation
package, writing the files to the memory 164, overwriting
files, verifying files have been written or overwritten,
and/or the like.
[0069] The software receiving logic 264 includes one
or more programming instructions for receiving software
that is to be installed at the aircraft 130 or a component
thereof (e.g., the engine control system 136). That is, the
software receiving logic 264 may include one or more
programming instructions for receiving an installation file,
a plurality of related files necessary (e.g., an installation
package), verifying that the software was successfully
received (e.g., to avoid corrupted files or the like), and/or
the like. In some embodiments, the software receiving
logic 264 may include programming instructions for con-
necting to a device containing the software such that the
software can be transmitted to the electronic distribution
system 124, such as the edge manager 170 or a device
(e.g., a storage device or the like) communicatively cou-
pled to the edge manager 170 and configured to transmit
software upon receiving a command from the edge man-
ager 170 (e.g., an app store configured to transmit upon
receiving a command from the edge manager 170).
[0070] Referring again to FIG. 2A, the network inter-
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face hardware 208 may include any wired or wireless
networking hardware, such as a modem, LAN port, wire-
less fidelity (Wi-Fi) card, WiMax card, mobile communi-
cations hardware, and/or other hardware for communi-
cating with other networks and/or devices. For example,
referring to FIGS. 1 and 2A, the network interface hard-
ware 208 may be used to facilitate communication of the
electronic distribution system 124 with external storage
devices, user computing devices, server computing de-
vices, external control devices, and/or the like via the
network 110. In some embodiments, the network inter-
face hardware 208 may include one or more hardware
components for facilitating communications with the
edge manager 170 and/or the various computing devices
182 of the distributed ledger base 180.
[0071] Still referring to FIGS. 1 and 2A, the device in-
terface hardware 210 may communicate information be-
tween the local interface 200 and one or more compo-
nents of the aircraft 130. For example, the device inter-
face hardware 210 may act as an interface between the
local interface 200 and the sensors 150, the engine con-
trol system 136, the aircraft systems 144, and/or the like.
In some embodiments, the device interface hardware
210 may transmit or receive signals and/or data to/from
the aircraft 130 and/or one or more components thereof.
[0072] Referring again to FIG. 2A, the data storage
component 206, which may generally be a storage me-
dium, may contain one or more data repositories for stor-
ing data that is received and/or generated. The data stor-
age component 206 may be any physical storage medi-
um, including, but not limited to, a hard disk drive (HDD),
memory, removable storage, and/or the like. While the
data storage component 206 is depicted as a local de-
vice, it should be understood that the data storage com-
ponent 206 may be a remote storage device, such as,
for example, a server computing device, cloud based
storage device, or the like. Illustrative data that may be
contained within the data storage component 206 in-
cludes, but is not limited to, software data 212, request
data 214, other data 216 and/or ledger data 218. The
software data 212 may generally be data that is stored
as a result of distributing software, such as, for example,
the files associated with a software, an installer package
associated with a software, a link to software stored in
other locations, and/or the like. The request data 214
may generally be data pertaining to a request for soft-
ware, including, but not limited to, data pertaining to a
device making the request (e.g., an identification of the
device, a location of the device, user login information
associated with a user of the device, and/or the like. The
other data 216 may generally be any other data that is
usable for the purposes of receiving requests for soft-
ware, verifying requests, verifying authorized devices, re-
ceiving software, distributing software, installing soft-
ware, and/or the like, as described herein. Data that is
useable for the purposes of verifying authorized devices
may include information pertaining to valid operators, val-
id engine models, valid engine serial numbers, valid time

constraints, and/or the like. In some embodiments, the
data may be in the form of a look-up table or the like.
Referring again to FIGS. 1 and 2A, the ledger data 218
may be present in embodiments where the electronic dis-
tribution system 124 is a node of the distributed ledger
base 180. That is, the ledger data 218 may include data
that is particular to operation of the electronic distribution
system 124 as a node of the distributed ledger base 180.
As such, the ledger data 218 may include a copy of one
or more distributed ledgers (e.g., blockchains), including
each record (e.g., block) stored therein and information
pertaining to a connection between records (e.g., a cryp-
tographic hash). In such embodiments, the ledger data
218 may comply with parameters established for distrib-
uted storage of a distributed ledger.
[0073] It should be understood that the components
illustrated in FIGS. 2A-2B are merely illustrative and are
not intended to limit the scope of this disclosure. More
specifically, while the components in FIGS. 2A-2B are
illustrated as residing within the electronic distribution
system 124, this is a nonlimiting example. In some em-
bodiments, one or more of the components may reside
external to the electronic distribution system 124.
[0074] Turning to FIG. 3A, the various internal compo-
nents of the edge manager 170 depicted in FIG. 1 are
shown. Particularly, FIG. 3A depicts various system com-
ponents for receiving requests for software, verifying re-
quests, transmitting verified requests, receiving soft-
ware, and/or providing software.
[0075] As illustrated in FIG. 3A, the edge manager 170
may include one or more processing devices 302, a non-
transitory memory component 304, network interface
hardware 308, device interface hardware 310, and a data
storage component 306. A local interface 300, such as
a bus or the like, may interconnect the various compo-
nents.
[0076] The one or more processing devices 302, such
as a computer processing unit (CPU), may be the central
processing unit of the edge manager 170, performing
calculations and logic operations to execute a program
(e.g., software). The one or more processing devices
302, alone or in conjunction with the other components,
are illustrative processing devices, computing devices,
processors, or combinations thereof. The one or more
processing devices 302 may include any processing
component configured to receive and execute instruc-
tions (such as from the data storage component 306
and/or the memory component 304).
[0077] The memory component 304 may be config-
ured as a volatile and/or a nonvolatile computer-readable
medium and, as such, may include random access mem-
ory (including SRAM, DRAM, and/or other types of ran-
dom access memory), read only memory (ROM), flash
memory, registers, compact discs (CD), digital versatile
discs (DVD), and/or other types of storage components.
The memory component 304 may include one or more
programming instructions thereon that, when executed
by the one or more processing devices 302, cause the
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one or more processing devices 302 to complete various
processes, such as the processes described herein with
respect to FIGS. 4 and 6.
[0078] Still referring to FIG. 3A, the programming in-
structions stored on the memory component 304 may be
embodied as a plurality of software logic modules, where
each logic module provides programming instructions for
completing one or more tasks. FIG. 3B depicts the vari-
ous modules of the memory component 304 of FIG. 3A
according to various embodiments.
[0079] As shown in FIG. 3B, the memory component
304 includes a plurality of logic modules. Each of the
logic modules shown in FIG. 3B may be embodied as a
computer program (e.g., software), firmware, or hard-
ware, as an example. Illustrative examples of logic mod-
ules present in the memory component 304 include, but
are not limited to, request receiving logic 352, device in-
terface logic 354, ledger interface logic 356, ledger mod-
ifying logic 358, ledger verifying logic 360, software pro-
viding logic 362, and/or software receiving logic 364.
[0080] Referring to FIGS. 3A and 3B, the request re-
ceiving logic 352 may generally include one or more pro-
gramming instructions for communicating with one or
more components outside the edge manager 170 to re-
ceive a request for software and/or software update. That
is, referring also to FIG. 1, the request receiving logic 352
contains programming for receiving a transmission from
the aircraft 130 or component thereof (e.g., the engine
control system 136), and/or from the electronic distribu-
tion system 124. The various components outside the
edge manager 170 generally represent those compo-
nents that may transmit a request for software for the
aircraft 130 (e.g., the engine control system 136 thereof)
and/or a request for a software update for the aircraft 130
(e.g., the engine control system 136 thereof) after an in-
itial verification has been completed by the electronic dis-
tribution system 124 as described herein.
[0081] Referring to FIGS. 1, 3A, and 3B, the device
interface logic 354 includes one or more programming
instructions for establishing communicative connections
with the various devices or components of the software
delivery system 100 (FIG. 1) external to the edge man-
ager 170. For example, the device interface logic 354
may include programming instructions usable to estab-
lish connections with the aircraft 130 or component there-
of (e.g., the engine control system 136), with the elec-
tronic distribution system 124, and/or with one or more
external computing devices (not shown) in various em-
bodiments. In another example, the device interface logic
354 may contain programming instructions for working
in tandem with the programming instructions of the re-
quest receiving logic 352, the software providing logic
362, and/or the software receiving logic 364 to establish
connections with the aircraft 130 or component thereof
(e.g., the engine control system 136), with the electronic
distribution system 124, and/or with one or more external
computing devices (not shown).
[0082] Still referring to FIGS. 1, 3A, and 3B, the ledger

interface logic 356 includes one or more programming
instructions for establishing communicative connections
with the one or more computing devices 182 that act as
nodes of the distributed ledger base 180. For example,
the ledger interface logic 356 may include programming
instructions usable to establish connections with the one
or more computing devices 182 that act as nodes of the
distributed ledger base 180. In embodiments where the
edge manager 170 is a node of the distributed ledger
base 180, the ledger interface logic 356 may generally
include programming instructions in accordance with the
established protocols for nodes in the distributed ledger
base 180 such that the edge manager 170 can write new
records, generate a cryptographic hash to reference ex-
isting records (e.g., establish child block(s) associated
with a parent block in a blockchain), verify cryptographic
hashes that are generated by the one or more computing
devices 182, and/or the like.
[0083] The ledger modifying logic 358 includes one or
more programming instructions for modifying records in
a ledger. That is, the ledger modifying logic 358 may in-
clude programming instructions for creating a new record
(e.g., a genesis block in a blockchain), updating a record
(e.g., creating a child block that relates to a parent block
in a blockchain), adding information to a record (e.g.,
appending information to a block in a blockchain), linking
records together (e.g., generating cryptographic hash-
es), and/or the like. In embodiments where the edge man-
ager 170 is not a node of the distributed ledger base 180,
the ledger modifying logic 358 may include programming
instructions for transmitting instructions to the one or
more computing devices 182 to creating a record, updat-
ing a record, adding information to a record, linking
records, and/or the like. In embodiments where the edge
manager 170 is a node of the distributed ledger base
180, the ledger modifying logic 358 may include program-
ming instructions for causing the edge manager 170 to
directly create a record, update a record, add information
to a record, link records, and/or the like. In some embod-
iments, the programming instructions of the ledger mod-
ifying logic 358 may comply with a protocol established
for the peer-to-peer network formed between the com-
puting devices 182 and the edge manager 170 for the
purposes of acting as nodes of the distributed ledger base
180.
[0084] The ledger verifying logic 360 includes one or
more programming instructions for verifying records in a
ledger in embodiments where the edge manager 170 is
a node of the distributed ledger base 180. That is, the
ledger verifying logic 360 may include programming in-
structions for verifying a record (e.g., verifying creation
of a genesis block, creation of a child block, and/or the
like in a blockchain), verifying that records are appropri-
ately linked together (e.g., verifying cryptographic hash-
es), and/or the like. In embodiments where the edge man-
ager 170 is not a node of the distributed ledger base 180,
the ledger verifying logic 360 may not be used. In some
embodiments, the programming instructions of the ledg-
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er verifying logic 360 may comply with a protocol estab-
lished for the peer-to-peer network formed between the
computing devices 182 and the edge manager 170 for
the purposes of acting as nodes of the distributed ledger
base 180.
[0085] Still referring to FIGS. 1 and 3A-3B, the software
providing logic 362 includes one or more programming
instructions for providing software to the electronic dis-
tribution system 124 for the purposes of providing to the
aircraft 130 (e.g., the engine control system 136) such
that the software can be installed. That is, the software
providing logic 362 may include one or more program-
ming instructions for transmitting an installation file, a plu-
rality of related files necessary (e.g., an installation pack-
age), verifying that the software was successfully trans-
mitted (e.g., to avoid corrupted files or the like), and/or
the like.
[0086] The software receiving logic 364 includes one
or more programming instructions for receiving software
that is to be installed at the aircraft 130 or a component
thereof (e.g., the engine control system 136). That is, the
software receiving logic 364 may include one or more
programming instructions for receiving an installation file,
a plurality of related files necessary (e.g., an installation
package), verifying that the software was successfully
received (e.g., to avoid corrupted files or the like), and/or
the like. In some embodiments, the software receiving
logic 364 may include programming instructions for con-
necting to a device containing the software such that the
software can be transmitted to the electronic distribution
system 124, such as a device (e.g., a storage device or
the like) communicatively coupled to the edge manager
170. In such embodiments, the device may be an app
store 370 or the like, as described herein with respect to
FIG. 3C.
[0087] Referring again to FIG. 3A, the network inter-
face hardware 308 may include any wired or wireless
networking hardware, such as a modem, LAN port, wire-
less fidelity (Wi-Fi) card, WiMax card, mobile communi-
cations hardware, and/or other hardware for communi-
cating with other networks and/or devices. For example,
referring to FIGS. 1 and 3A, the network interface hard-
ware 308 may be used to facilitate communication of the
edge manager 170 with external storage devices, user
computing devices, server computing devices, external
control devices, and/or the like via the network 110. In
some embodiments, the network interface hardware 308
may include one or more hardware components for fa-
cilitating communications with the electronic distribution
system 124 and/or the various computing devices 182
of the distributed ledger base 180.
[0088] Still referring to FIGS. 1 and 3A, the device in-
terface hardware 310 may communicate information be-
tween the local interface 300 and one or more external
devices that host the software that are available for in-
stallation, such as an app store 370 or the like. For ex-
ample, the device interface hardware 310 may act as an
interface between the local interface 300 and the app

store 370. In some embodiments, the device interface
hardware 310 may transmit or receive signals and/or data
to/from the app store 370. Additional information regard-
ing such communications will be described with respect
to FIG. 3C.
[0089] Referring again to FIG. 3A, the data storage
component 306, which may generally be a storage me-
dium, may contain one or more data repositories for stor-
ing data that is received and/or generated. The data stor-
age component 306 may be any physical storage medi-
um, including, but not limited to, a hard disk drive (HDD),
memory, removable storage, and/or the like. While the
data storage component 306 is depicted as a local de-
vice, it should be understood that the data storage com-
ponent 306 may be a remote storage device, such as,
for example, a server computing device, cloud based
storage device, or the like. Illustrative data that may be
contained within the data storage component 306 in-
cludes, but is not limited to, operating system data 311,
software data 312, request data 314, other data 316
and/or ledger data 318. The operating system data 311
may generally be data that is generated as a result of
operation of the edge manager 170 and/or data that is
used for the purposes of operating the edge manager
170. The software data 312 may generally be data that
is stored as a result of distributing software, such as, for
example, the files associated with a software, an installer
package associated with a software, a link to software
stored in other locations, and/or the like. The request
data 314 may generally be data pertaining to a request
for software, including, but not limited to, data pertaining
to a device making the request (e.g., an identification of
the device, a location of the device, user login information
associated with a user of the device, and/or the like. The
other data 316 may generally be any other data that is
usable for the purposes of receiving requests for soft-
ware, verifying requests, verifying authorized devices, re-
ceiving software, distributing software, installing soft-
ware, and/or the like, as described herein. Data that is
useable for the purposes of verifying authorized devices
may include information pertaining to valid operators, val-
id engine models, valid engine serial numbers, valid time
constraints, and/or the like. In some embodiments, the
data may be in the form of a look-up table or the like.
Referring again to FIGS. 1 and 3A, the ledger data 318
may be present in embodiments where the edge man-
ager 170 is a node of the distributed ledger base 180.
That is, the ledger data 318 may include data that is par-
ticular to operation of the edge manager 170 as a node
of the distributed ledger base 180. As such, the ledger
data 318 may include a copy of one or more distributed
ledgers (e.g., blockchains), including each record (e.g.,
block) stored therein and information pertaining to a con-
nection between records (e.g., a cryptographic hash). In
such embodiments, the ledger data 318 may comply with
parameters established for distributed storage of a dis-
tributed ledger.
[0090] FIG. 3C depicts an illustrative software ecosys-
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tem that may be present within various components of
the edge manager 170, such as, for example, within the
data storage component 306 (FIG. 3A), the memory com-
ponent 304 (FIG. 3A), and/or the like. Referring to FIGS.
3A-3C, the edge manager 170 may be communicatively
coupled to the app store 370 or other similar database
that contains a plurality of available software applications
that can be transmitted by the edge manager 170 to one
or more components of the software delivery system 100
(FIG. 1) after receiving a request and completing one or
more verification steps, as described herein. The soft-
ware applications that are available via the app store 370
may be generated, for example, in an open developer
environment 380 whereby one or more developers gen-
erate the applications and made the applications availa-
ble via the app store 370.
[0091] Still referring to FIGS. 3A-3C, the various com-
ponents of the edge manager 170, particularly the mem-
ory component 304 and/or the data storage component
306 may provide one or more applications, applets,
and/or the like that provide the functionality of the edge
manager 170 described herein. For example, the edge
manager 170 may include an edge operating system
(OS) 383 that operates the edge manager 170 and the
functionality thereof. The edge OS 383 may be aided by
one or more applications and/or services 382, each of
the one or more applications and/or services providing a
particular functionality to the edge manager 170. Within
the edge OS 383, one or more programs, applets, and/or
the like may also provide particular functionality to the
edge manager 170. Illustrative examples include, but are
not limited to, one or more device adaptors 384 that pro-
vide programming for connecting to one or more partic-
ular devices, one or more applications and/or services
385 that are similar to the applications and/or services
382, an optimization application 386, a digital twin 387
that provides a digital replica of physical assets, lifing
software 388 that is particularly used to determine a life
of the engine 140 (FIG. 1), open service gateway initiative
(OSGi) 389 that provides a Java framework for develop-
ing and deploying modular software and libraries, an
edge agent 390 that provides a command-line utility for
running the edge manager 170, and/or a container 391
providing a secure Linux based system for software to
be tested and/or run before distribution. In some embod-
iments, the edge manager 170 may further include a hy-
pervisor 392, which is a virtual machine monitor (VMM)
that creates a virtual machine for the purposes of running
a particular software while isolating engine control func-
tionality. In some embodiments, the edge manager 170
may provide real time control software 393 and a real
time operating system (RTOS) 394, which can interface
with a user computing device 395 to test software re-
sponse using simulated real time controls, which can fur-
ther be used to further develop the real time controls to
ensure the software functions in a manner that is suited
for the aircraft 130 (FIG. 1).
[0092] It should be understood that the components

illustrated in FIGS. 3A-3C are merely illustrative and are
not intended to limit the scope of this disclosure. More
specifically, while the components in FIGS. 3A-3C are
illustrated as residing within the edge manager 170, this
is a nonlimiting example. In some embodiments, one or
more of the components may reside external to the edge
manager 170.
[0093] FIG. 4 depicts a flow diagram of an illustrative
overview method 400 of providing software to the aircraft
130 (FIG. 1). Referring now to FIGS. 1-4, at block 402,
software is requested. In some embodiments, a software
request may be received from an operator of the aircraft
130, maintenance crew, a component manufacturer
(e.g., a manufacturer of the engines 140), and/or the like.
The request may be received from a computing device
owned or operated by the requestor (e.g., a user com-
puting device). In some embodiments, the request may
be received via one or more of the nodes of the distributed
ledger base 180 (e.g., the one or more computing devices
182, the electronic distribution system 124 in some em-
bodiments, and/or the edge manager 170 in some em-
bodiments), which causes a record to be generated in
the distributed ledger to begin a transaction (e.g., a gen-
esis block for a transaction). In other embodiments, the
request may be received by the electronic distribution
system 124, which, in turn generates a record in the dis-
tributed ledger corresponding to the request. The request
should generally identify the requestor, the software de-
sired, the aircraft 130, the various components of the
aircraft 130 (e.g., the engines 140), and/or any other in-
formation that may be necessary to determine which soft-
ware is requested, whether the requestor is authorized
to obtain the software, and whether the software is com-
patible with the aircraft 130 and/or the components there-
of (e.g., the engines 140).
[0094] At block 404, the electronic distribution system
124 verifies that the software is compatible with the air-
craft 130 and/or the various components thereof (e.g.,
the engines 140). Such a verification generally includes
reviewing information pertaining to the request received
at block 402 and additional information pertaining to the
software, as described in greater detail herein with re-
spect to FIG. 5B.
[0095] Still referring to FIG. 4, at block 406, the elec-
tronic distribution system 124 modifies the distributed
ledger stored on the distributed ledger base 180 to indi-
cate that a request was made (if such a modification was
not completed at block 402) and/or that the request was
verified according to block 404. That is, the electronic
distribution system 124 may generate a record in a dis-
tributed ledger, modify a record in a distributed ledger,
and/or append a record in a distributed ledger to include
information pertaining to the request and/or the verifica-
tion (including evidence of the verification).
[0096] At block 408, the request is forwarded to the
edge manager 170. In some embodiments, the request
may be forwarded by transmitting data and/or signals
from the electronic distribution system 124 to the edge

27 28 



EP 3 825 840 A1

16

5

10

15

20

25

30

35

40

45

50

55

manager 170. In other embodiments, the edge manager
170 may be configured to monitor the distributed ledger
base 180 for new records and/or updates to records that
are indicative of a request (e.g., after the record is initially
written or modified, as described herein).
[0097] At block 410, the edge manager 170 may com-
plete an additional verification and may further test the
software to ensure the software can be properly installed
on the aircraft 130 and/or a component thereof, can be
properly run, and/or the like. The edge manager 170 may
also verify that the verification step completed according
to block 404 is correct in some embodiments. Additional
details regarding the verification and testing will be de-
scribed herein with respect to FIG. 6.
[0098] At block 412, the edge manager 170 modifies
the distributed ledger to indicate whether the request was
verified. Such an indication may occur, for example, by
appending a record (e.g., adding another block to the
blockchain), modifying a record (e.g., modifying an ex-
isting block in the blockchain), generating a new record
that references an existing record (e.g., a cryptographic
hash), and/or the like. In some embodiments, the soft-
ware may be locked by the distributed ledger up until this
point such that it cannot be transferred to the electronic
distribution system 124 and/or the aircraft 130. That is,
the modification of the distributed ledger to indicate that
the software has been verified to correspond to the air-
craft may cause the software to be unlocked for installa-
tion. Such a safeguard may avoid instances where the
software is sideloaded to the aircraft 130 or a component
thereof, thereby bypassing the protocol described herein.
[0099] At block 414, the edge manager 170 transmits
the software to the electronic distribution system 124.
That is, the edge manager 170 may transmit data and/or
signals corresponding to the software to the electronic
distribution system 124. In some embodiments, the trans-
mission may be recorded as part of the record(s) in the
distributed ledger to ensure a record of transmission from
the edge manager 170 is maintained, and to maintain an
integrity of the software as it is transferred.
[0100] The electronic distribution system 124, upon re-
ceiving the software, may function with the aircraft 130
to install the software at block 416. In some embodi-
ments, the electronic distribution system 124 may initiate
an install by transferring the software or a portion thereof
to the aircraft 130 and/or a component thereof, and the
aircraft 130 (and/or a component thereof) executes the
installation. In other embodiments, the electronic distri-
bution system 124 may install the software directly onto
the aircraft 130 or component thereof.
[0101] Once the software is installed, the distributed
ledger is modified at block 418 to indicate that the instal-
lation is complete, thereby closing the transaction. That
is, the electronic distribution system 124 and/or the air-
craft 130 (or a component thereof such as the engine
control system 136) may transmit a signal and/or data to
at least one of the computing devices 182 to add a record,
modify a record, append a record, and/or the like. Alter-

natively, the electronic distribution system 124 and/or the
aircraft 130 or component thereof (e.g., the engine con-
trol system 136) may add a record, modify a record, ap-
pend a record, and/or the like to close the transaction.
[0102] Turning now to FIGS. 5A and 5B, additional de-
tails regarding the functionality of the electronic distribu-
tion system 124 (FIG. 1) is described. Referring to FIGS.
1 and 5A, a flow diagram of an illustrative method 500
completed by the electronic distribution system 124 to
receive a request and distribute the software is depicted.
At block 502, software is requested. In some embodi-
ments, a software request may be received from an op-
erator of the aircraft 130, maintenance crew, a compo-
nent manufacturer (e.g., a manufacturer of the engines
140), and/or the like. The request may be received from
a computing device owned or operated by the requestor
(e.g., a user computing device). In some embodiments,
the request may be received via one or more of the nodes
of the distributed ledger base 180 (e.g., the one or more
computing devices 182, the electronic distribution sys-
tem 124 in some embodiments, and/or the edge manager
170 in some embodiments), which causes a record to be
generated in the distributed ledger to begin a transaction
(e.g., a genesis block for a transaction). In other embod-
iments, the request may be received by the electronic
distribution system 124.
[0103] The request should generally identify the re-
questor, the software desired, the aircraft 130, the vari-
ous components of the aircraft 130 (e.g., the engines
140), and/or any other information that may be necessary
to determine which software is requested, whether the
requestor is authorized to obtain the software, and wheth-
er the software is compatible with the aircraft 130 and/or
the components thereof (e.g., the engines 140). Such
information may include, for example, information per-
taining to an operator of the aircraft 130, an engine model
of the aircraft 130, an engine serial number, and/or the
like. As such, a determination is made at block 504 as to
whether all of this information is present in the request,
or if more information is needed. If more information is
needed, the electronic distribution system 124 may trans-
mit a request back for additional information at block 506.
That is, the electronic distribution system 124 may trans-
mit the request for additional information directly to the
device making the request for the software and/or may
update a record in the distributed ledger to indicate that
additional information is needed. The process may then
repeat at block 504. If no additional information is needed,
the process may proceed to block 508.
[0104] At block 508, the electronic distribution system
124 verifies that the software is compatible with the air-
craft 130 and/or the various components thereof (e.g.,
the engines 140). Such a verification generally includes
reviewing information pertaining to the request received
at block 502 and additional information pertaining to the
software, such as a stored description of the software, a
list of compatible components for which the software
functions, a list of approved operators, and/or the like. A
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comparison can then be made as to whether each piece
of obtained information corresponds to the other piece(s)
to verify that the software matches the aircraft 130. Ad-
ditional details regarding the verification are provided in
FIG. 5B. Referring to FIGS. 1, 2A, and 5B, the electronic
distribution system 124 may access a look-up table or
the like stored in a storage device (e.g., the data storage
component 206). At block 552, the electronic distribution
system 124 may determine at block 552 information re-
garding the aircraft 130 and the requester. The informa-
tion may generally be obtained from the request, as de-
scribed herein. At block 554, a determination may be
made as to whether the information regarding the aircraft
130 and the requester corresponds to information in the
look-up table corresponding to verified aircraft and/or
components thereof and/or requesters. If so, the software
may be validated for use with the aircraft 130 at block
556. If not, an error message may be transmitted at block
558 (e.g., to the requester) and the record in the distrib-
uted ledger may be updated, appended, and/or the like
at block 560.
[0105] Referring again to FIGS. 1 and 5A, at block 510,
the record in the ledger is modified by the electronic dis-
tribution system 124 to indicate that a request was made
(if such a modification was not completed at block 402)
and/or that the request was verified according to block
404. That is, the electronic distribution system 124 may
generate a record in a distributed ledger, modify a record
in a distributed ledger, and/or append a record in a dis-
tributed ledger to include information pertaining to the
request and/or the verification (including evidence of the
verification).
[0106] At block 512, the software is requested from the
edge manager 170. That is, signals and/or data are trans-
mitted by the electronic distribution system 124 to the
edge manager 170 to cause the edge manager 170 to
complete the various steps of verifying the request, test-
ing the software, and distributing the software, as de-
scribed herein. In some embodiments, the edge manager
170 may be configured to monitor the distributed ledger
base 180 and/or receive a signal from the electronic dis-
tribution system 124 to access the distributed ledger base
180 to retrieve the record indicating a request.
[0107] Once the edge manager 170 has completed the
steps described herein, the electronic distribution system
124 receives the software from the edge manager 170
at block 514. In some embodiments, the electronic dis-
tribution system 124 may receive data corresponding to
the software. In other embodiments, the electronic dis-
tribution system 124 may receive a code or the like (e.g.,
an installation key, a link to a private server, and/or the
like) from the record in the distributed ledger, and may
use the code or the like to access the software (e.g., by
accessing the link, by entering the installation key, and/or
the like).
[0108] At block 516, the electronic distribution system
124 provides the software to the aircraft 130 (or a com-
ponent thereof, such as the engine control system 136)

and/or installs the software to the aircraft 130 or a com-
ponent thereof (e.g., the engine control system 136). In
some embodiments, the electronic distribution system
124 may initiate an install by transferring the software or
a portion thereof to the aircraft 130 and/or a component
thereof, and the aircraft 130 (and/or a component thereof)
executes the installation. In other embodiments, the elec-
tronic distribution system 124 may install the software
directly onto the aircraft 130 or component thereof.
[0109] A determination may be made at block 518 as
to whether the installation is complete. If not, the process
may repeat at block 518 until the installation has been
completed. Once completed, the distributed ledger is
modified at block 520 to indicate that the installation is
complete. That is, the electronic distribution system 124
and/or the aircraft 130 (or a component thereof such as
the engine control system 136) may transmit a signal
and/or data to at least one of the computing devices 182
to add a record, modify a record, append a record, and/or
the like. Alternatively, the electronic distribution system
124 and/or the aircraft 130 or component thereof (e.g.,
the engine control system 136) may add a record, modify
a record, append a record, and/or the like.
[0110] FIG. 6 depicts an illustrative method 600 com-
pleted by the edge manager 170 in response to a request
for software. Referring to FIGS. 1, 5A, and 6, the request
that is provided by the electronic distribution system 124
at block 512 may be received by the edge manager 170
at block 602. That is, the request may be received directly
from the electronic distribution system 124 (e.g., via sig-
nals and/or data), the distributed ledger base 180 may
be monitored for new records, updates to records, and/or
record appendixes, and/or the electronic distribution sys-
tem 124 may transmit a signal to the edge manager 170
to instruct the edge manager 170 to access the distrib-
uted ledger base 180 for information pertaining to the
request.
[0111] At block 604, the edge manager 170 verifies
that the request for the software is a valid request. Re-
ferring to FIGS. 1, 5A-5B, and 6, such a verification may
be similar to the verification completed by the electronic
distribution system 124 at blocks 508 and 550-560. That
is, the edge manager 170 may independently complete
the same steps as the electronic distribution system 124
to ensure the software is usable for the aircraft and/or a
component thereof (e.g., the engine control system 136).
Once verification has been completed, the edge manager
170 may modify the record in the distributed ledger at
block 606 to indicate that verification has been complet-
ed. That is, the edge manager 170 may generate a record
in a distributed ledger, modify a record in a distributed
ledger, and/or append a record in a distributed ledger to
include information pertaining to the request and/or the
verification (including evidence of the verification).
[0112] At block 608, the software may be obtained by
the edge manager 170 (e.g., from the app store 370) and
tested at block 610. That is, the edge manager 170 may
utilize the one or more programs described herein with
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respect to FIG. 3C to simulate conditions that may occur
in the aircraft to ensure the software functions in an ap-
propriate manner. If the software functions appropriately
(e.g., passes testing) according to block 612, the process
may proceed to block 618. If the software does not func-
tion appropriately (e.g., does not pass testing), the proc-
ess may proceed to block 614.
[0113] At block 614, an error message may be gener-
ated, and the record in the distributed ledger may updated
accordingly at block 616 to indicate that the software has
not passed. Such a process ends without the software
being provided for installation on the aircraft 130 and/or
a component thereof (e.g., the engine control system
136).
[0114] At block 618, the software may be provided. In
some embodiments, the edge manager 170 may transmit
data containing the software directly to the electronic dis-
tribution system 124. In other embodiments, the edge
manager 170 may update the ledger record (e.g., accord-
ing to block 620) to provide a link to a server for down-
loading the software, a passcode that is used to unlock
the software, and/or the like. In addition, at block 620,
the record on the distributed ledger may further be up-
dated to indicate that the software application has been
provided by the edge manager 170.
[0115] It should now be understood that that the de-
vices, systems, and methods described herein utilize a
distributed ledger, such as a blockchain or the like, for
the purposes of providing software and/or software up-
dates to aircraft and/or components thereof. The devices,
systems, and methods described herein complete this
software distribution in a manner that allows for software
applications and/or updates to be supplied automatically
and on-demand without any human intervention, but is
still completed in a manner to ensure that the software
application and/or update is compatible with the aircraft
and/or component thereof, has been tested in simulated
conditions, and ensures that unauthorized installs of soft-
ware is avoided.
[0116] While particular embodiments have been illus-
trated and described herein, it should be understood that
various other changes and modifications may be made
without departing from the spirit and scope of the claimed
subject matter. Moreover, although various aspects of
the claimed subject matter have been described herein,
such aspects need not be utilized in combination. It is
therefore intended that the appended claims cover all
such changes and modifications that are within the scope
of the claimed subject matter.
[0117] Further aspects of the invention are provided
by the subject matter of the following clauses.

1. A software delivery system comprising: aircraft
comprising an engine control system configured to
verify and install one or more software applications
utilized by one or more components of the aircraft;
an electronic distribution system communicatively
coupled to the aircraft, the electronic distribution sys-

tem verifying a request for a software, requesting the
software, and initiating an installation protocol with
the engine control system; an edge manager com-
municatively coupled to the electronic distribution
system, the edge manager maintaining one or more
software; and a plurality of computing devices acting
as nodes of a distributed ledger base, the plurality
of computing devices maintaining a distributed ledg-
er and communicatively coupled to the aircraft, the
electronic distribution system, and the edge manag-
er, the distributed ledger providing a record compris-
ing information pertaining to: a request for a soft-
ware, a first verification of the request by the elec-
tronic distribution system, a second verification of
the request by the edge manager, a third verification
of the request by the engine control system, and an
installation of the software.

2. The software delivery system of any preceding
clause, wherein the one or more components of the
aircraft are selected from an aircraft control mecha-
nism, an aircraft memory, an aircraft processor, an
aircraft system, an aircraft sensor, and an aircraft
engine.

3. The software delivery system of any preceding
clause, wherein the aircraft is communicatively cou-
pled to the electronic distribution system and the dis-
tributed ledger base via a ground communication
system such that the aircraft maintains communica-
tion while flying.

4. The software delivery system of any preceding
clause, wherein the engine control system includes
one or more of a full authority digital engine control
(FADEC) system and a prognostics and health mon-
itoring system.

5. The software delivery system of any preceding
clause, wherein the software contains programming
instructions that, when executed by a processor,
cause the processor to receive data from one or more
aircraft sensors, determine one or more faults per-
taining to the one or more components of the aircraft
from the data, and complete one or more processes
to address the one or more faults.

6. The software delivery system of any preceding
clause, wherein the electronic distribution system
automatically pushes one or more software updates
to the engine control system when the one or more
software updates are available via the edge manag-
er.

7. The software delivery system of any preceding
clause, wherein one or more of the electronic distri-
bution system and the edge manager is a node of
the distributed ledger base.
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8. A method of providing software to aircraft, the
method comprising: receiving a request for a soft-
ware via a record generated in a distributed ledger,
the record comprising information pertaining to the
request, information pertaining to an identification of
the aircraft, and information pertaining to one or more
aircraft systems of the aircraft; verifying, by an elec-
tronic distribution system, that the software corre-
sponds to the aircraft; modifying, by the electronic
distribution system, the record in the distributed ledg-
er with data corresponding to the verification; re-
questing, by the electronic distribution system, the
software from an edge manager, wherein the record
is modified to include a request for the software and
is accessible by the edge manager; receiving, by the
electronic distribution system, the software from the
edge manager, wherein the edge manager modifies
the record in the distributed ledger to indicate a trans-
mission of the software to the edge distribution sys-
tem; and providing, by the electronic distribution sys-
tem, the software to an engine control system of the
aircraft for installation.

9. The method of any preceding clause, further com-
prising: receiving an update to the record in the dis-
tributed ledger, the update indicating that the soft-
ware installation is complete.

10. The method of any preceding clause, wherein
receiving the update occurs at the time of completion
of the software or when the engine control system
establishes a data link with a network after comple-
tion of the software installation.

11. The method of any preceding clause, wherein
verifying that the software corresponds to the aircraft
comprises: accessing, by the electronic distribution
system, a look-up table comprising a cross reference
between the software and one or more of a valid
operator, a valid engine model, a valid engine serial
number, and a valid time constraint; determining, by
the electronic distribution system, one or more of an
operator of the aircraft, an engine model of the air-
craft, an engine serial number, and a time at which
the record was generated from the information per-
taining to the request, the information pertaining to
the identification of the aircraft, and the information
pertaining to the one or more aircraft systems of the
aircraft; determining, by the electronic distribution
system, that the one or more of the operator of the
aircraft, the engine model of the aircraft, the engine
serial number, and the time at which the record was
generated corresponds to the valid operator, the val-
id engine model, the valid engine serial number, and
the valid time constraint; and validating, by the elec-
tronic distribution system, the software for use with
the aircraft.

12. The method of any preceding clause, wherein
the information pertaining to the identification of the
aircraft includes one or more of an aircraft operator,
an aircraft type, an aircraft model number, an aircraft
serial number, an aircraft identifier, and a manufac-
turer of the aircraft.

13. The method of any preceding clause, wherein
the information pertaining to one or more aircraft sys-
tems of the aircraft includes one or more of, an en-
gine model number, an engine serial number, an en-
gine identifier, an engine manufacturer, a sensor
type, and a sensor function.

14. The method of any preceding clause, wherein
the request for the software is provided by an engine
manufacturer or an aircraft operator.

15. The method of any preceding clause, wherein
receiving the request for the software comprises re-
ceiving an automatic notification of a software update
from a subscription server.

16. A method of providing software to aircraft com-
municatively coupled in a software delivery system
to an electronic distribution system and an edge
manager, the method comprising: receiving a re-
quest for a software via a record generated in a dis-
tributed ledger, the record comprising information
pertaining to the request, information pertaining to
an identification of the aircraft, and information per-
taining to one or more aircraft systems of the aircraft;
verifying, by the electronic distribution system, that
the software corresponds to the aircraft; modifying,
by the electronic distribution system, the record in
the distributed ledger with first data corresponding
to the verification; requesting, by the electronic dis-
tribution system, the software, wherein the record is
modified to include a request for the software; veri-
fying, by the edge manager, that the request for the
software is a valid request; modifying, by the edge
manager, the record in the distributed ledger with
second data corresponding to the valid request; pro-
viding, by the edge manager, the software to the
electronic distribution system; initiating, by the elec-
tronic distribution system, an installation protocol of
the software; verifying, by an engine control system
of the aircraft, that the record in the distributed ledger
corresponds to the installation protocol; installing, by
the engine control system of the aircraft, the soft-
ware; and modifying, by the engine control system
of the aircraft, the record to indicate that the software
installation is complete.

17. The method of any preceding clause, wherein
modifying the record comprises modifying the record
after establishing a data connection between the en-
gine control system and a distributed ledger base
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storing the distributed ledger.

18. The method of any preceding clause, wherein
verifying, by the electronic distribution system, that
the software corresponds to the aircraft comprises:
accessing, by the electronic distribution system, a
look-up table comprising a cross reference between
the software and one or more of a valid operator, a
valid engine model, a valid engine serial number,
and a valid time constraint; determining, by the elec-
tronic distribution system, one or more of an operator
of the aircraft, an engine model of the aircraft, an
engine serial number, and a time at which the record
was generated from the information pertaining to the
request, the information pertaining to the identifica-
tion of the aircraft, and the information pertaining to
the one or more aircraft systems of the aircraft; de-
termining, by the electronic distribution system, that
the one or more of the operator of the aircraft, the
engine model of the aircraft, the engine serial
number and the time at which the record was gen-
erated corresponds to the valid operator, the valid
engine model, the valid engine serial number and
the valid time constraint; and validating, by the elec-
tronic distribution system, the software for use with
the aircraft.

19. The method of any preceding clause, wherein
the request for the software is provided by an engine
manufacturer or an aircraft operator.

20. The method of any preceding clause, further
comprising, prior to providing by the edge manager:
obtaining, by the edge manager, the software from
a repository; and testing, by the edge manager, the
software to ensure the software functions in the air-
craft.

Claims

1. A software delivery system (100) comprising:

aircraft (130) comprising an engine controller
(136) configured to verify and install one or more
software applications utilized by one or more
components of the aircraft (130);
an electronic distribution system (124) commu-
nicatively coupled to the aircraft (130), the elec-
tronic distribution system (124) verifying a re-
quest for a software program, requesting the
software program, and initiating an installation
protocol with the engine controller (136);
an edge manager (170) communicatively cou-
pled to the electronic distribution system (124),
the edge manager (170) maintaining one or
more software programs; and
a plurality of computing devices (182) acting as

nodes of a distributed ledger base (180), the plu-
rality of computing devices (182) maintaining a
distributed ledger and communicatively coupled
to the aircraft (130), the electronic distribution
system (124), and the edge manager (170), the
distributed ledger providing a record comprising
information pertaining to:

a request for a software program,
a first verification of the request by the elec-
tronic distribution system (124),
a second verification of the request by the
edge manager (170),
a third verification of the request by the en-
gine controller (136), and
an installation of the software program.

2. The software delivery system (100) of claim 1,
wherein the one or more components of the aircraft
(130) are selected from an aircraft control mecha-
nism, an aircraft memory, an aircraft processor, an
aircraft system, an aircraft sensor, and an aircraft
engine.

3. The software delivery system (100) of claim 1 or
claim 2, wherein the aircraft (130) is communicatively
coupled to the electronic distribution system (124)
and the distributed ledger base (180) via a ground
communication system such that the aircraft (130)
maintains communication while flying.

4. The software delivery system (100) of any one of the
preceding claims, wherein the engine controller
(136) is a full authority digital engine (140) control
(FADEC) system.

5. The software delivery system (100) of any one of the
preceding claims, wherein the software program
contains programming instructions that, when exe-
cuted by a processor (162), cause the processor
(162) to receive data from one or more aircraft (130)
sensors (150), determine one or more faults pertain-
ing to the one or more components of the aircraft
(130) from the data, and complete one or more proc-
esses to address the one or more faults.

6. The software delivery system (100) of any one of the
preceding claims, wherein the electronic distribution
system (124) automatically pushes one or more soft-
ware updates to the engine controller (136) when
the one or more software updates are available via
the edge manager (170).

7. The software delivery system (100) of any one of the
preceding claims, wherein one or more of the elec-
tronic distribution system (124) and the edge man-
ager (170) is a node of the distributed ledger base
(180).
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8. A method of providing software to aircraft (130), the
method comprising:

receiving a request for a software program via
a record generated in a distributed ledger, the
record comprising information pertaining to the
request, information pertaining to an identifica-
tion of the aircraft (130), and information pertain-
ing to one or more aircraft systems (144) of the
aircraft (130);
verifying, by an electronic distribution system
(124), that the software program corresponds to
the aircraft (130);
modifying, by the electronic distribution system
(124), the record in the distributed ledger with
data corresponding to the verification;
requesting, by the electronic distribution system
(124), the software program from an edge man-
ager (170), wherein the record is modified to in-
clude a request for the software program and is
accessible by the edge manager (170);
receiving, by the electronic distribution system
(124), the software program from the edge man-
ager (170), wherein the edge manager (170)
modifies the record in the distributed ledger to
indicate a transmission of the software program
to the edge distribution system; and
providing, by the electronic distribution system
(124), the software program to an engine con-
troller (136) of the aircraft (130) for installation.

9. The method of claim 8, further comprising:
receiving an update to the record in the distributed
ledger, the update indicating that the software pro-
gram installation is complete.

10. The method of claim 9, wherein receiving the update
occurs at the time of completion of the software pro-
gram or when the engine controller (136) establishes
a data link with a network (110) after completion of
the software program installation.

11. The method of any one of claims 8-10, wherein ver-
ifying that the software program corresponds to the
aircraft (130) comprises:

accessing, by the electronic distribution system
(124), a look-up table comprising a cross refer-
ence between the software program and one or
more of a valid operator, a valid engine model,
and a valid time constraint;
determining, by the electronic distribution sys-
tem (124), one or more of an operator of the
aircraft (130), an engine model of the aircraft
(130), and a time at which the record was gen-
erated from the information pertaining to the re-
quest, the information pertaining to the identifi-
cation of the aircraft (130), and the information

pertaining to the one or more aircraft systems
(144) of the aircraft (130);
determining, by the electronic distribution sys-
tem (124), that the one or more of the operator
of the aircraft (130), the engine model of the air-
craft (130), and the time at which the record was
generated corresponds to the valid operator, the
valid engine model, and the valid time constraint;
and
validating, by the electronic distribution system
(124), the software program for use with the air-
craft (130).

12. The method of any one of claims 8-11, wherein the
information pertaining to the identification of the air-
craft (130) includes one or more of an aircraft oper-
ator, an aircraft (130) type, an aircraft model number,
an aircraft serial number, an aircraft identifier, and a
manufacturer of the aircraft (130).

13. The method of any one of claims 8-12, wherein the
information pertaining to one or more aircraft sys-
tems (144) of the aircraft (130) includes one or more
of, an engine model number, an engine serial
number, an engine identifier, an engine manufactur-
er, a sensor type, and a sensor function.

14. The method of any one of claims 8-13, wherein the
request for the software program is provided by an
engine manufacturer or an aircraft operator.

15. The method of any one of claims 8-14, wherein re-
ceiving the request for the software program com-
prises receiving an automatic notification of a soft-
ware update from a subscription server.
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