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(54) System and method for monitoring authentication attempts

(57) To provide improved computer security, when
an authentication attempt is made to gain access to a
secure environment is made, a notification is transmitted
to the user associated with the user identification used
in the authentication attempt. If the user who receives
the notification did not make the authentication attempt,
then the user is able to alert the appropriate parties of a
breach in security.
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Description

Field of the Invention

[0001] The present disclosure relates generally to
computer system security and, more specifically, to a
system and method for monitoring authentication at-
tempts.

Description of the Related Art

[0002] Remote users are typically allowed to access a
local area network (LAN) via a virtual private network
(VPN) service. To access the LAN, a remote user typi-
cally authenticates with the VPN service by providing a
unique user name and password combination. Once au-
thenticated, the user is able to access the LAN as if the
user was local to the LAN. More specifically, a user who
accesses the LAN via the VPN service has authority to
view and modify assets within the LAN, such as docu-
ments and emails, as if the user was local to the LAN.
[0003] Typically, every authentication attempt made by
a user to access the LAN is logged. Auditors are then
able to view the authentication logs to identify and ad-
dress suspicious authentication activity. However, such
auditing does not occur in real-time. Therefore, suspi-
cious activity may not be addressed in time resulting in
a security compromise of the LAN. Further, activity that
may appear to be suspicious to an auditor is often legit-
imate activity on behalf of the users attempting to access
the LAN. However, because the authentication logs do
not indicate any context related to the authentication at-
tempts, an auditor is required to investigate each authen-
tication attempt that appears to be suspicious. Such in-
vestigations are time consuming and may distract the
auditors from investigating suspicious activity that is truly
malicious in nature.
[0004] As the foregoing illustrates, what is needed in
the art is a more robust and efficient mechanism for track-
ing and monitoring login attempts into a secure environ-
ment.

Summary Of The Invention

[0005] One embodiment of the invention is computer-
implemented method for notifying users when attempts
to login into a secure environment are made. The method
includes the steps of determining that an authentication
attempt has been made by a user and determining that
an authentication attempt has been made with creden-
tials belonging to a user, determining that a notification
indicating that the authentication attempt has been made
should be transmitted to the user, and transmitting the
notification to the user.
[0006] One advantage of the disclosed ap-
proach/mechanism is that, because a user is notified eve-
ry time the user allegedly makes an authentication at-
tempt, the user is able to alert the relevant parties if she

receives a notification that does not correlate with her
authentication activity. Such a notification mechanism
enables real-time alerting of suspicious activities, which
can then be addressed quickly.

Brief Description Of The Figures

[0007] So that the manner in which the above recited
features of the present invention can be understood in
detail, a more particular description of the invention, brief-
ly summarized above, may be had by reference to em-
bodiments, some of which are illustrated in the appended
drawings. It is to be noted, however, that the appended
drawings illustrate only typical embodiments of this in-
vention and are therefore not to be considered limiting
of its scope, for the invention may admit to other equally
effective embodiments.

Figure 1 illustrates a system configured to track user
authentication attempts into a secure environment,
according to one embodiment of the invention;

Figure 2 illustrates a more detailed view of the noti-
fication engine of Figure 1, according to one embod-
iment of the invention;

Figure 3 is a flow diagram of method steps for noti-
fying users of authentication attempts into a secure
environment, according to one embodiment of the
invention; and

Figure 4 is an exemplary system configured to im-
plement one or more aspects of the invention.

Description Of Example Embodiments

[0008] Figure 1 illustrates a system 100 configured to
track user authentication attempts into a secure environ-
ment, according to one embodiment of the invention. As
shown, the system 100 includes, without limitation, au-
thentication engine 102, notification engine 104 and user
database 106.
[0009] The authentication engine 102 is a software en-
gine that allows users of the system 100 to authenticate
and access the system 100 in a secure manner. In one
embodiment, the authentication engine 102 provides a
virtual private network (VPN) service. Once authenticat-
ed, a user is able access any services or assets available
in the system 100. In one embodiment, every authenti-
cation attempt, successful or unsuccessful, made by a
user is logged by the authentication engine 102 in an
authentication record. Such a record may be written to a
memory unit for persistence and may be accessed by
users of the system 100 or by different software modules
of the system 100.
[0010] The notification engine 104 monitors authenti-
cation attempts purportedly made by particular users and
then notifies the users of the attempts so the users can
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verify that the authentication attempts were valid. For
every attempted authentication, the notification engine
104 determines the user identification associated with
the attempted authentication based on information spec-
ified by the authentication engine 102. The notification
engine 104 then accesses the user database 106 to iden-
tify the particular user associated with the user identifi-
cation. Based on a set of notification rules, the notification
engine 104 then determines whether a notification indi-
cating that the authentication attempt has been made
should be sent to the user associated with the user iden-
tification. If a notification should be sent, then the notifi-
cation engine 104 transmits a notification to the user.
More specific details related to the operation of the noti-
fication engine 104 are described in conjunction with Fig-
ure 2 below.
[0011] Figure 2 illustrates a more detailed view of the
notification engine 104 of Figure 1, according to one em-
bodiment of the invention. As shown, the notification en-
gine 104 includes, without limitation, a login monitoring
module 202, a rule-based notification module 204 and
notification rules 206.
[0012] In operation, the login monitoring module 202
periodically accesses the authentication engine 102 to
identify any new authentication attempts that may have
been made by users of the system 100. In one embodi-
ment, the notification engine 104 requests such informa-
tion from the authentication engine 102 via a pre-identi-
fied communication protocol between the authentication
engine 102 and the notification engine 105. In another
embodiment, the notification engine 104 monitors logins
by reading an authentication record maintained by the
authentication engine 102 that specifies every authenti-
cation attempt made by users.
[0013] When the login module 202 identifies a new au-
thentication attempt, the login monitoring module 202 in-
forms the rule-based notification module 204 of the new
authentication attempt. In response, the rule-based no-
tification module 204 determines the credentials, i.e., the
user identification, with which the authentication attempt
was made. In one embodiment, the rule-based notifica-
tion module 204 extracts the user identification from in-
formation retrieved from the authentication engine 102.
The rule-based notification module 204 next identifies
which users, if any, of the system 100 should be notified
of the authentication attempt. Such a determination is
based on the notification rules 206.
[0014] The notification rules 206 include different rules
that are evaluated by the rule-based notification module
204 to determine whether notifications of an authentica-
tion attempt should be transmitted and, if so, to which
users such notifications should be transmitted. One ex-
ample of a rule included in the notification rules 206 is a
white list that specifies a list of users, where each user
in the list does not need to be notified when the user
makes an authentication attempt into system 100.
[0015] Similarly, a white list could be based on a list of
computer networks (e.g., identified by IP address or do-

main name) from which access attempts should not result
in a notification. In another scenario, a rule could specify
that only one notification message should be sent for
accesses attempts from a particular location, even if mul-
tiple attempts are made during the course of a day.
[0016] Another example of a rule included in the noti-
fication rules 206 is a configurable rule that specifies
whether notifications should only be transmitted if an au-
thentication attempt was successful. Another example of
a rule included in the notification rules 206 is multi-user
notification rule that specifies a list of high-risk users,
where, if an authentication attempt is made using the
credentials of a high-risk user, then a list of additional
users specified by the rule should be notified. Another
example of a rule included in the notification rules 206 is
a location-based rule that specifies a threshold distance
between a location from which a previous authentication
attempt using the credentials was made and a location
from which the current authentication attempt was made
that should trigger the transmission of a notification to
the user.
[0017] Yet another example of a rule included in the
notification rules 206 is a time-based rule that specifies
a time period in a day during which notifications are not
to be transmitted to the user. Any other rules that dictate
the transmission of notification to users when an authen-
tication attempt is made are within the scope of the
present invention. Another rule could be based on an
analysis of a pattern of login attempts, such as a notifi-
cation rule that evaluates the latency between two access
attempts. For example, if a current login originated from
an IP address in California, while a prior access attempt
originated from an IP Address in New York, a rule could
evaluate the time between the two attempts. In such a
case, certain network latency from the requestor would
be expected (assuming both attempts were legitimate).
Thus, if the rule determined that the time between access
attempts did not exceed a an expected amount (possibly
because the request is being routed through several
proxies), then the rule could trigger a notification mes-
sage. More sophisticated rules could be based on ma-
chine learning or clustering techniques that developed
patterns of expected access attempts for a given user or
class of users.
[0018] In one embodiment, the notification rules 206
are configurable such that a system administrator of the
system 100 is able to add, delete, enable and disable
rules. In one embodiment, users of the system 100 are
divided into different groups. In such an embodiment, for
an authentication attempt made using a credential be-
longing to a particular user, the rule-based notification
engine 204 evaluates only a pre-determined subset of
the notification rules 206 associated with the group to
which the user belongs.
[0019] In operation, for each new authentication at-
tempt, the rule-based notification module 204 identifies
the set of relevant rules included in the notification rules
206 that should be evaluated to determine which users
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of the system 100, if any, should be notified of the au-
thentication attempt. The rule-based notification module
204 then evaluates each rule in the set of relevant rules.
In one embodiment, the rule-based notification module
204 determines that the notification should be transmitted
only if every rule in the set of relevant rules is satisfied.
In an alternative embodiment, the rule-based notification
module 204 determines that the notification should be
transmitted even if any of the rules in the relevant set
relevant rules is satisfied.
[0020] To evaluate a particular rule, the rule-based no-
tification module 204 determines whether the particular
rule is satisfied thus necessitating the transmission of a
notification to at least the user associated with the cre-
dentials with which the authentication attempt was made.
For example, for the location-based rule discussed
above, the rule-based notification module 204 deter-
mines whether the difference between the location of a
previous authentication attempt and the location of the
current authentication attempt is greater than the thresh-
old distance specified in the location-based rule. If the
distance is greater than the threshold distance, then the
rule-based notification module 204 determines that a no-
tification should be transmitted. As another example, for
the multi-user notification rule, the rule-based notification
module 204 determines whether the user whose creden-
tials were used to make the login attempt is included in
the list of high-risk users. If the user is included in the list
of high-risk users, then the rule-based notification module
204 determines that a notification should be transmitted
to the user as well as to each of the additional users
included in the list of additional users specified by the rule.
[0021] Once the rule-based notification module 204
determines that notifications of authentication attempt
should be transmitted and the users to be notified are
identified, the rule-based notification module 204 access-
es the user database 106 to retrieve a different notifica-
tion handle associated with each user to be notified. In
one embodiment, the notification handle associated with
a particular user is an email address of the user to which
the notification is to be transmitted. In another embodi-
ment, the notification handle associated with a particular
user is a phone number of the user to which the notifica-
tion is to be transmitted via a short messaging system
(SMS). The notifications are then transmitted to each us-
er to be notified via the associated notification handle.
Further, the notification itself can provide a user (or other
individual) with a variety of information. For example, in
addition to notifying the user of the attempted access
itself, a notification message could indicate the location
of the attempted access as part of the notification sent
to the user. That is, the message could indicate that an
attempted access originated from a particular location.
For example, a geographic location of an access attempt
could be correlated with a source IP address of a VPN
connection request. Further, the notification could indi-
cate what rule (or rules) resulted in a given notification
message being sent, e.g., "you’re receiving this notifica-

tion based on the following notification rule". Of course,
the amount of information could also be tailored to the
notification handle. For example, an email could include
a detailed description of the access attempt that triggered
the notification message. At the same time, an SMS mes-
sage to the same user could simply provide an alert as
to the occurrence of an access attempt triggering the
SMS message, leaving it to the recipient to learn further
details from another source.
[0022] Figure 3 is a flow diagram of method steps for
notifying users of logins made into a secure environment,
according to one embodiment of the invention. Although
the method steps are described in conjunction with the
system for Figure 1 and 2, persons skilled in the art will
understand that any system configured to perform the
method steps, in any order, is within the scope of the
invention.
[0023] A method 300 begins at step 302, where the
login monitoring module 202 monitors the authentication
engine 102 to identify any new authentication attempts
have been made by users of the system 100. At step
304, if a new authentication attempt has not been made,
then the method 300 returns to step 302. If, however, a
new authentication attempt has been made, then the
method 300 proceeds to step 306.
[0024] At step 306, the rule-based notification module
204 determines the credentials (user identification) with
which the authentication attempt was made. In one em-
bodiment, the rule-based notification module 204 ex-
tracts the user identification from information retrieved
from the authentication engine 102. At step 308, the rule-
based notification module 204 identifies a set of relevant
rules included in the notification rules 206 that should be
evaluated to determine which users of the system 100,
if any, should be notified of the authentication attempt.
In one embodiment, the set of relevant rules are deter-
mined based on a particular group to which the user be-
longs, where each group of users is associated with a
set of relevant rules included in the notification rules 206.
[0025] At step 310, the rule-based notification module
204 then evaluates each rule in the set of relevant rules.
Again, to evaluate a particular rule, the rule-based noti-
fication module 204 determines whether the particular
rule is satisfied thus necessitating the transmission of a
notification to at least the user who made the authenti-
cation attempt. At step 312, the rule-based notification
module 204 determines whether a notification indicating
that the authentication attempt has been made should
be transmitted. If so, then the method proceeds to step
314. At step 314, the rule-based notification module 204
accesses the user database 106 to retrieve a notification
handle associated with a user to be notified. The notifi-
cation is then transmitted to the user via the associated
notification handle.
[0026] Figure 4 is an exemplary system 400 configured
to implement one or more aspects of the invention. As
shown, the system 400 includes, without limitation, a sys-
tem memory 402, an external memory 404, a central
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processing unit (CPU) 406, an input device 410 and an
display device 412. The system memory 402 includes
the notification engine 104 previously described herein.
The system memory 402 is a memory space, usually a
random access memory (RAM), that temporarily stores
software programs running within the system 400 at any
given time. The CPU 406 executes a sequence of stored
instructions associated with and/or transmitted from the
various elements in the computer system 400. The ex-
ternal memory 404 is a storage device, e.g. a hard disk,
for storing data associated with the notification engine
104. The input device 410 is an end-user controlled input
device, e.g. a mouse or keyboard, that allows a user to
manipulate various aspects of the notification engine
104. The display device 412 may be a cathode-ray tube
(CRT), a liquid crystal display (LCD) or any other type of
display device.
[0027] One advantage disclosed approach/mecha-
nism is that, because a user is notified every time the
user allegedly makes an authentication attempt, the user
is able to alert the relevant parties if she receives a no-
tification that does not correlate with her authentication
activity. Such a notification mechanism enables real-time
alerting of suspicious activities, which can then be ad-
dressed quickly. Further, the notification mechanism pro-
vides additional context to auditors when investigating
the authentication logs resulting in more efficient inves-
tigations. More specifically, if, after receiving a notifica-
tion, a user indicates that an authentication attempt,
which appears to be suspicious, was legitimate, then the
auditor does not necessarily have to waste time investi-
gating that authentication attempt.
[0028] One embodiment of the invention may be im-
plemented as a program product for use with a computer
system. The program(s) of the program product define
functions of the embodiments (including the methods de-
scribed herein) and can be contained on a variety of com-
puter-readable storage media. Illustrative computer-
readable storage media include, but are not limited to: (i)
non-writable storage media (e.g., read-only memory de-
vices within a computer such as CD-ROM disks readable
by a CD-ROM drive, flash memory, ROM chips or any
type of solid-state non-volatile semiconductor memory)
on which information is permanently stored; and (ii) wri-
table storage media (e.g., floppy disks within a diskette
drive or hard-disk drive or any type of solid-state random-
access semiconductor memory) on which alterable infor-
mation is stored.
[0029] The invention has been described above with
reference to specific embodiments.
[0030] Persons of ordinary skill in the art, however, will
understand that various modifications and changes may
be made thereto without departing from scope of the in-
vention as set forth in the appended claims. The forego-
ing description and drawings are, accordingly, to be re-
garded in an illustrative rather than a restrictive sense.
Therefore, the scope of embodiments of the present in-
vention is set forth in the claims that follow.

Claims

1. A computer-implemented method for notifying us-
ers when attempts to login into a secure environment
are made, the method comprising:

determining that an authentication attempt has
been made with credentials belonging to a user;
determining that a notification indicating that the
authentication attempt has been made should
be transmitted to the user; and
transmitting the notification to the user.

2. The method of claim 1, wherein determining that
the notification should be transmitted comprises
evaluating a set of notification rules to determine
whether at least one of the notification rules is sat-
isfied.

3. The method of claim 2, wherein a first notification
rule in the set of notification rules specifies a list of
users to which notifications should not be transmit-
ted, and evaluating the first notification rule compris-
es determining whether the user is included in the
list of users.

4. The method of claim 2 or claim 3, wherein a first
notification rule in the set of notification rules speci-
fies a threshold distance, and evaluating the first no-
tification rule comprises determining whether a dis-
tance between a location from which a previous au-
thentication attempt made with the credentials be-
longing to the user and a location from which the
authentication attempt was made is below the
threshold distance.

5. The method of any of claims 2 to 4, wherein a first
notification rule in the set of notification rules speci-
fies a time period in a day during which notifications
should not be transmitted, and evaluating the first
notification rule comprises determining whether a
current time does not fall within the time period.

6. The method of any preceding claim, wherein de-
termining that the authentication attempt has been
made comprises accessing a login record main-
tained by an authentication service, wherein the login
record indicates at least the authentication attempt.

7. The method of any preceding claim, transmitting
the notification to the user comprises retrieving a no-
tification handle associated with the user from a user
information repository and transmitting the notifica-
tion to the user via the notification handle, wherein
the notification handle comprises a telephone
number associated with the user and transmitting
the notification to the user further comprises trans-
mitting a short message to the telephone number via
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a short messaging system.

8. The method of any preceding claim, further com-
prising determining that the user belongs to a first
category that includes high-risk users, and transmit-
ting the notification to an additional user.

10. A computer program, optionally stored on a com-
puter readable medium, comprising instructions that,
when executed by a processor, cause the processor
to notify users when attempts to login into a secure
environment are made, by performing the steps of
any of claims 1 to 8.

11. A computer system, comprising a memory and
a processor coupled to the memory and configured
to perform the steps of any of claims 1 to 8.
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