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(54) DATABASE ENCRYPTION SYSTEM, METHOD AND PROGRAM

(57) A user apparatus connected to database appa-
ratus via network comprises: means that manages key
information in order to encrypt and decrypt; storage unit
that stores security configuration information of data
and/or metadata; application response means that de-
termines whether or not encryption is necessary for da-
tabase operation command, and if encryption is neces-
sary, selects encryption algorithm corresponding to data
and/or metadata, performs encryption, and transmits re-
sult to database control means to cause database control
means to execute database operation, if encryption is

not necessary, transmits database operation command
to database control means to cause database control
means to execute database operation, and receives
processing result transmitted by database control
means, and if decryption or conversion of data and/or
metadata of processing result is necessary, performs
necessary decryption or conversion, and returns re-
sponse to database operation command; and security
configuration means that configures security information
of data stored in database.
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Description

[Technical Field]

(REFERENCE TO RELATED APPLICATION)

[0001] The present application claims priority from
Japanese Patent Application No. JP2011-247908 (filed
on November 11, 2011) the content of which is incorpo-
rated herein in its entirety by reference thereto. The
present invention relates to information encryption tech-
nology, and in particular to a database encryption sys-
tem, method, and program.

[Background]

[0002] Recently there is increasing usage of cloud
computing that provides clients with an Internet-based
infrastructure for software, applications, operating sys-
tems (OS) and the like. Henceforth, it is expected that
there will be an increase in usage modes for outsourcing
in the cloud also with regard to databases.
[0003] However, with outsourcing of databases to the
cloud, it is particularly important to prevent information
leakage from the databases. To prevent information leak-
age from databases, a wide variety of methods of en-
crypting data recorded in databases have been proposed
heretofore. While there is no particular limitation in this
regard, examples of these methods are classified as fol-
lows.
[0004] 1. When storing data in a database, the relevant
data is encrypted to be stored, and when the data is ex-
tracted, the data is decrypted to be returned to a user.
[0005] Patent Literature PTL1, for example, discloses
a method and device for automatic database encryption,
wherein encryption is automatically executed in a trans-
parent manner to a database user, without the database
user being aware of it. A client, a database server, and
a database are provided, and operation is performed by
receiving a request to store data in a column of a data-
base system. In a case where a user designates a column
of the database system as an encrypted column, the data
is encrypted automatically using an encryption function.
The encryption function uses a key stored in a key file
managed by a security administrator. After the encryption
of the data, the system stores the data using a storage
function of the database system. Operation is also per-
formed by receiving a request to extract data from an
encrypted column of the database system. The system
checks column ID metadata to inquire whether the rele-
vant column is encrypted, and if encrypted, in a case
where the request to extract data is made by a permitted
user, an encryption parameter is retrieved, a decryption
key is retrieved to decrypt the data, and the decrypted
data is returned to the client. In a case where the request
to extract data is not made by a permitted user, the de-
crypted data is not decrypted. According to the method
and device described in Patent Literature PTL1, the en-

cryption/decryption key is managed on the database
side. Therefore, the user of the database system (data-
base user) does not need to modify enquiries to the da-
tabase.
[0006] 2. A key is managed on a user side by using an
encryption scheme that can process ciphertext as it is.
[0007] Patent Literature PTL2, for example, discloses
an encrypted database retrieval device that performs in-
dex creation processing applicable to a retrieval system
which retrieves documents stored in an encrypted data-
base, in encrypted form, to realize speeding up of retriev-
al processing. Data to be retrieved is encrypted with a
key and encryption scheme the same as the encrypted
data, to perform retrieval. In this system, even if there is
information leakage on the database side, only encrypted
text (ciphertext) is leaked.
[0008] As a system that manages the key on the user
side and encrypts and decrypts data stored in the data-
base by a terminal on the user side, Patent Literature
PTL3, for example, discloses a database access system
wherein the user terminal is provided with private key
generation means for generating a private key using a
public key, storage means for storing the private key,
encryption means for encrypting data based on the public
key, and decryption means for decrypting the encrypted
data using the private key, and wherein data leakage can
be precisely prevented with respect to a third party in-
truding from outside, an administrator who stores and
manages the data, and the like.
[0009] 3. Encrypted text (ciphertext) is processed as it
is, by arbitrary processing.
[0010] Non-Patent Literature NPL1 discloses enabling
arbitrary logical operations on encrypted data by using
Fully Homomorphic Encryption, and without decrypting
a cipher.

[Citation List]

[Patent Literature]

[0011]

[PTL1]
Japanese Translation of PCT International Publica-
tion, Publication No. JP2004-528615 (International
Publication No. 02/029577)
[PTL2]
Japanese Patent Kokai Publication No. JP-
2005-134990A
[PTL3]
Japanese Patent Kokai Publication No. JP-
2004-234344A

[Non Patent Literature]

[0012] [NPL1] Craig Gentry, "Fully Homomorphic En-
cryption Using Ideal Lattices," STOC’09 May 31-June 2,
pp. 169-178, 2009.
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[Summary]

[Technical Problem]

[0013] An analysis of the related technology described
above is given below.

1. With regard to a method in which, when storing to
a database, data is encrypted to be stored, and when
extracting data, data is decrypted to be returned to
a user, since a key for encryption/decryption is dis-
posed on the database side, there is a possibility of
information leakage due to intrusion into the data-
base system from outside, or an impropriety or op-
erational error by a database administrator or the
like.
2. A method enabling a key to be managed on the
user side by using an encryption scheme in which
ciphertext can be processed as it is, can only partly
handle general database operations (SQL: Struc-
tured Query Language) (for example, retrieval
processing).
3. A method enabling processing of ciphertext as it
is, by using Fully Homomorphic Encryption, requires
a vast amount of computation. For example, it is es-
timated that computational processing 1 trillion times
what is presently used would be necessary.

[0014] Therefore, there is a need in the art to provide
a system, method and program that prevent information
leakage of database systems and improve efficiency of
processing. There is also a need in the art to provide a
system, method and program that enable meeting the
need without requiring restructuring of applications that
perform database operations.

[Solution to Problem]

[0015] According to the present invention, there is pro-
vided a database encryption system, comprising: a da-
tabase apparatus that comprises a database, and data-
base control means that controls execution of database
operation; and a user apparatus that is connected to the
database control means via a network. The user appa-
ratus comprises: key usage means that manages key
information for encryption and decryption; security con-
figuration means that configures information related to
configuration of security of data and/or metadata stored
in the database; a first storage unit that stores information
related to the configuration of security; and application
response means that receives a database operation
command issued to the database apparatus, and deter-
mines whether or not encryption is necessary with re-
spect to data and/or metadata handled by the database
operation command, by referring to the information of the
first storage unit. The application response means, if en-
cryption is necessary, transmits to the database control
means, as data and/or metadata of the database oper-

ation command, encrypted data and/or encrypted meta-
data that has been encrypted according to key informa-
tion of the key usage means by using an encryption al-
gorithm corresponding to the security of the data and/or
metadata, to cause the database control means to exe-
cute the database operation. The application response
means, if encryption is not necessary, transmits the da-
tabase operation command as it is, to the database con-
trol means, to cause the database control means to ex-
ecute the database operation. The application response
means receives a database processing result transmit-
ted by the database control means, and if conversion or
decryption of the data and/or metadata of the database
processing result is necessary, returns a result of per-
forming the conversion or the decryption according to
key information of the key usage means, to an issuing
source of the database operation command as a re-
sponse to the database operation command.
[0016] According to another aspect of the present in-
vention, there is provided a user apparatus, connected
to a database apparatus via a network. The user appa-
ratus comprises: key usage means that manages key
information for encryption and decryption; security con-
figuration means that configures information related to
configuration of security of data and/or metadata stored
in the database; a first storage unit that stores information
configured by the security configuration means; and ap-
plication response means that receives a database op-
eration command issued to the database apparatus, and
determines whether or not encryption is necessary with
respect to data and/or metadata handled by the database
operation command, by referring to the information of the
first storage unit. The application response means, if en-
cryption is necessary, transmits to the database appara-
tus, as data and/or metadata of the database operation
command, encrypted data and/or encrypted metadata
that has been encrypted according to key information of
the key usage means by using an encryption algorithm
corresponding to the security of the data and/or metada-
ta, to cause the database apparatus to execute a data-
base operation. The application response means, if en-
cryption is not necessary, transmits the database oper-
ation command as it is, to the database apparatus to
cause the database apparatus to execute the database
operation. The application response means receives a
database processing result transmitted by the database
apparatus, and if conversion or decryption of the data
and/or metadata of the database processing result is nec-
essary, returns a result of performing the conversion or
the decryption according to key information of the key
usage means, to an issuing source of the database op-
eration command as a response to the database opera-
tion command.
[0017] According to a further aspect of the present in-
vention, there is provided a database encryption method,
comprising: by a user apparatus connected to a database
apparatus via a network, storing and managing key in-
formation for encryption and decryption; configuring in-
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formation related to configuration of security of data
and/or metadata stored in the database and storing the
information in a first storage unit; determining, with re-
spect to a database operation command issued to the
database apparatus, whether or not it is necessary to
encrypt the data and/or metadata handled by the data-
base operation command, by referring to the information
of the first storage unit; if encryption is necessary, trans-
mitting to the database apparatus, as data and/or meta-
data of the database operation command, encrypted data
and/or encrypted metadata that has been encrypted ac-
cording to the key information using an encryption algo-
rithm corresponding to the security of the data and/or
metadata, to cause the database apparatus to execute
a database operation; if encryption is not necessary,
transmitting the database operation command as it is, to
the database apparatus to cause the database apparatus
to execute the database operation; and receiving a da-
tabase processing result transmitted by the database ap-
paratus, and if conversion or decryption of the data and/or
metadata of the database processing result is necessary,
returning a result of performing the conversion or the de-
cryption according to the key information to an issuing
source of the database operation command as a re-
sponse to the database operation command.
[0018] According to a further aspect of the present in-
vention, there is provided a program, causing a computer
of a user apparatus, connected to a database apparatus
via a network, to execute: a key usage process of man-
aging key information for encryption and decryption; a
security configuration process of configuring information
related to configuration of security of data and/or meta-
data stored in a database, and storing in a first storage
unit; and an application response process of determining,
with respect to a database operation command issued
to the database apparatus, whether or not encryption is
necessary with respect to data and/or metadata handled
by the database operation command, by referring to the
information of the first storage unit. The application re-
sponse process further comprises: if encryption is nec-
essary, transmitting to the database apparatus, as data
and/or metadata of the database operation command,
encrypted data and/or encrypted metadata that has been
encrypted according to the key information by using an
encryption algorithm corresponding to the security of the
data and/or metadata, to cause the database apparatus
to execute a database operation; if encryption is not nec-
essary, transmitting the database operation command
as it is, to the database apparatus to cause the database
apparatus to execute the database operation; and re-
ceiving a database processing result transmitted by the
database apparatus, and if conversion or decryption of
the data and/or metadata of the database processing re-
sult is necessary, returning a result of performing the con-
version or the decryption according to the key usage
process to an issuing source of the database operation
command as a response to the database operation com-
mand.

[Advantageous Effects of Invention]

[0019] According to the present invention, it is possible
to prevent information leakage of database apparatus
and improve efficiency of processing. Furthermore, ac-
cording to the present invention, implementations that
handle database operations without restructuring of ap-
plications are possible.

[Brief Description of Drawings]

[0020]

FIG.1 is a diagram showing a system configuration
of an exemplary embodiment of the present inven-
tion.

FIG.2 is a diagram showing an overall operational
example of an exemplary embodiment of the present
invention.

FIG.3 is a diagram showing an example of a config-
uration of a database control means in an exemplary
embodiment of the present invention.

FIG.4 is a diagram showing another example of a
configuration of a database control means in an ex-
emplary embodiment of the present invention.

FIG.5 is a diagram describing a cryptographic pro-
tocol information storage unit in an exemplary em-
bodiment of the present invention.

FIG.6 is a diagram describing a security configura-
tion information storage unit in an exemplary embod-
iment of the present invention.

FIG.7 is a diagram describing a ciphertext table in
an exemplary embodiment of the present invention;
(A) is a table before encryption, (B) is a ciphertext
table information listing, (C) is a table after encryp-
tion, and (D) to (F) are ciphertext tables.

FIG.8 is a diagram showing an example of a config-
uration of an application response means in an ex-
emplary embodiment of the present invention.

FIG.9 is a diagram describing a security configura-
tion information temporary storage unit in an exem-
plary embodiment of the present invention.

FIG.10 is a diagram showing an example of a key
information storage unit in an exemplary embodi-
ment of the present invention.

FIG.11 is a flowchart showing process flow in a se-
curity configuration means in an exemplary embod-
iment of the present invention.
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FIG.12 is a flowchart describing configuration
processing with encryption in configuration update
processing of FIG.11.

FIG.13 is a flowchart describing configuration
processing without encryption in configuration up-
date processing of FIG.11.

FIG.14 is a flowchart describing configuration
processing of privacy level in configuration update
processing of FIG.11.

FIG.15 is a diagram describing processing flow re-
flecting configuration target and configuration con-
tent inputted by the security configuration means
with respect to an application response means of an
exemplary embodiment of the present invention.

FIG.16 is a flowchart describing processing of adding
data to a table already created within a database,
with regard to the application response means of an
exemplary embodiment of the present invention.

FIG.17 is a diagram describing an example of the
cryptographic protocol information storage unit in an
exemplary embodiment of the present invention.

FIG.18 is a diagram describing an example of the
security configuration information storage unit in an
exemplary embodiment of the present invention.

FIG.19 is a diagram describing an example of a se-
curity configuration information temporary storage
unit in an exemplary embodiment of the present in-
vention.

FIG.20 is a diagram describing an example of en-
cryption of column data in an exemplary embodiment
of the present invention.

FIG.21 is a diagram describing configuration
processing of data privacy level in an exemplary em-
bodiment of the present invention.

FIG.22 is a diagram describing configuration
processing of data privacy level in an exemplary em-
bodiment of the present invention.

FIG.23 is a diagram describing data operation
processing in an exemplary embodiment of the
present invention.

FIG.24 is a diagram describing data operation
processing in an exemplary embodiment of the
present invention.

FIG.25 is a diagram describing data operation
processing (cryptographic protocol information stor-

age unit) in an exemplary embodiment of the present
invention.

FIG.26 is a diagram showing a configuration exam-
ple of database control means in an exemplary em-
bodiment of the present invention.

FIG.27 is a diagram showing another example of a
configuration of database control means in an ex-
emplary embodiment of the present invention.

FIG.28 is a flowchart describing another example of
configuration processing of privacy level in an exem-
plary embodiment of the present invention.

[Description of Embodiments]

[0021] First a description is given of an outline of the
present invention, and then a description is given con-
cerning exemplary embodiments. According to one
mode of the present invention, there are provided a da-
tabase apparatus (for example, 10 in FIG. 1) that com-
prises: a database (for example, 11 in FIG. 1), and da-
tabase control means that controls execution of database
operations (for example, 12 in FIG. 1); and a user appa-
ratus (for example, 20 in FIG. 1) that is connected to the
database control means (12) via a network (for example,
30 in FIG. 1). The user apparatus (20) comprises key
usage means (for example, 23 in FIG. 1) that manages
key information in order to encrypt and decrypt data
and/or metadata (at least one of data and metadata);
security configuration means (for example, 26 in FIG. 1)
that configures information related to configuration of se-
curity for data and/or metadata stored in the database;
a first storage unit (for example, 25 in FIG. 1) that stores
information configured by the security configuration
means; and application response means (for example,
22 in FIG. 1). The application response means (22) re-
ceives a database operation command issued to the da-
tabase apparatus (10), refers to information in the first
storage unit (25), and determines whether or not encryp-
tion of data and/or metadata handled by the database
operation command is necessary. In a case where en-
cryption is necessary, the application response means
(22) transmits to the database control means (12) en-
crypted data and/or encrypted metadata that has been
encrypted by key information of the key usage means
(23) using an encryption algorithm corresponding to the
security of the data and/or metadata, as the data and/or
metadata of the database operation command, to cause
the database control means (12) to execute the database
operation. In a case where encryption is unnecessary,
the application response means (22) transmits the data-
base operation command as it is (as non-encrypted plain-
text) to the database control means (12) to cause the
database control means (12) to execute the database
operation. The application response means (22) receives
a database processing result transmitted by the database
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control means (12), and in a case where conversion or
decryption of the data and/or metadata of the database
processing result is necessary, performs the conversion
or decryption according to key information of the key us-
age means, and returns a response to the database op-
eration command, to the issuing source (for example, 21
in FIG. 1) of the database operation command.
[0022] According to one mode of the present invention,
the security configuration means (26) performs, for data
or metadata stored in the database (11), at least one of:
a configuration or change with regard to encryption/non-
encryption of metadata, a configuration or change with
regard to encryption/non-encryption of data, and a con-
figuration or change of privacy level information repre-
senting the security level of the data. The metadata in-
cludes a table name and column name for a table. The
first storage unit (25) may be configured to hold, for data
or metadata stored in the database, at least one of: in-
formation as to whether or not the metadata is encrypted,
whether or not the data is encrypted, privacy level infor-
mation representing the security level of the data, and
distinguishing information of an encryption algorithm cor-
responding to the privacy level information.
[0023] According to one mode of the present invention,
the first storage unit (25), in a case where the metadata
including the table name and column name stored in the
database are encrypted, in addition to the encrypted data
name and column name, stores and holds the table name
in plaintext and the column name in plaintext before en-
cryption, as the table name after decryption and the col-
umn name after decryption. In a case where encryption
of the metadata, including the table name and column
name specified by the inputted database operation com-
mand, is necessary, and the metadata is stored and held
as the encrypted table name and column name in the
first storage unit (25), the application response means
(22) obtains the encrypted table name and column name
in the first storage unit (25) as encrypted metadata (in
this case, decryption by a key usage means is not per-
formed). The application response means (22) may have
a configuration in which, in a case where at least one of
the table name and the column name, among metadata
of the database processing result transmitted by the da-
tabase control means (12), is encrypted, at least one of
a plaintext table name and plaintext column name of the
decrypted table name and the decrypted column name
of the first storage unit is obtained (in this case, decryption
by the key usage means is not performed), and returned
to the issuing source as a response to the database op-
eration command.
[0024] According to one mode of the present invention,
the application response means (22) may have a config-
uration in which a determination is made as to whether
or not the table name and the column name specified by
the database operation command are encrypted, by re-
ferring to the first and/or second storage unit, and in a
case where at least one of the table name and the column
name is encrypted, at least one of the plaintext table

name and column name is replaced by ciphertext.
[0025] According to one mode of the present invention,
the database apparatus (10) may be configured to be
provided with: the second storage unit (14) that stores
and holds information as to whether or not the metadata
including the table name and column name stored in the
database is encrypted, whether or not the data is encrypt-
ed, privacy level information representing data security
level, and distinguishing information for an encryption al-
gorithm corresponding to the privacy level information,
and a third storage unit (13) that stores and holds at least
cryptographic protocol distinguishing information asso-
ciating processing content of the database operation
command, privacy level information, and an encryption
algorithm.
[0026] According to one mode of the present invention,
the database (11) may be configured to function as at
least one of the second and/or third storage unit (14, 13),
and information stored in the second and/or third storage
unit held as a table within the database may be stored
as a table in the database.
[0027] According to the present invention, key infor-
mation used in decryption is managed by the user appa-
ratus (20), which is a database user, and after encryption
on the user apparatus (20) side, data/metadata is trans-
mitted to the database apparatus (10) to be stored in the
database (11).
[0028] Furthermore, for a database usage application
(21) on the user side that issues a database operation
command (for example, SQL (Structured Query Lan-
guage)), it is possible to perform a database operation
using a normal database operation command, as a trans-
parent database operation, without the application being
aware of encryption of data. As a result, in the database
usage application, modification or restructuring accom-
panying encryption is unnecessary (however, modifica-
tion or restructuring of the database usage application is
not prohibited).

<A. Prevention of Information Leakage>

[0029] By providing the storage unit (24) that stores
the key information for encryption and decryption of data
and the key usage means (23) that manages the key
information on the user apparatus (10) side, it is possible
to prevent information leakage due to intrusion into the
database apparatus from outside, or an impropriety or
operational error by a database administrator or the like.

<B. Efficient Processing>

[0030] Selection and execution are performed with re-
gard to processing (encryption algorithm) corresponding
to security level (privacy level) required for data that is a
target of operation by the database operation command
inputted from the database usage application (21 in FIG.
1). For example, with data of low required security,
processing is relatively fast, but an encryption algorithm

9 10 
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for relatively low security is used. In addition, with data
that does not require security (privacy), efficient process-
ing is possible by excluding it from encryption.

<C. Handling of arbitrary database operations is possi-
ble>

[0031] In response to the database operation com-
mand inputted from the database usage application (21
in FIG. 1), computational processing (addition or multi-
plication, etc.) is executed in an encrypted state, on en-
crypted data stored in a database.
[0032] As is well known, in additive homomorphic en-
cryption such as Paillier encryption for example, for ci-
phertext E(m1) of plaintext m1, and ciphertext E(m2) of
plaintext m2, the following holds, as ciphertext E(m1+m2)
of m1+m2:

E(m1) + E(m2) = E(m1+m2)

That is, the ciphertext E(m1+m2) of the sum m2+m2 of
plaintext m1 and plaintext m2, is obtained directly from
the sum of the ciphertext of m1 and the ciphertext of m2.
In multiplicative homomorphic encryption such as RSA
encryption, Elgamall encryption, or the like, with regard
to ciphertext E(m1 3 m2) of the product m1 3 m2 of
plaintext m1 and m2, the following holds:

E(m1 3 m2) = E(m1) 3 E(m2)
and the ciphertext E(m1 3 m2) of plaintext m1 3 m2
is obtained directly from the product of the ciphertext
of plaintext m1 and the ciphertext of plaintext m2.

[0033] In a case where the encryption algorithm is the
abovementioned homomorphic encryption, computation
of encrypted data as it is can handle addition or multipli-
cation, but cannot handle complex operations such as
addition, subtraction, multiplication, division, or logical
operations. Therefore, in a case where computation of a
database operation command cannot be obtained by
computation of the encrypted data stored in the database
as it is, the encrypted data recorded in the database is
read and returned to the user apparatus side, computa-
tional processing is performed after decrypting to plain-
text on the user apparatus side, and a computation result
in plaintext that is obtained is returned to a database us-
age application of the issuing source of the database
operation command. Or, in a case where more complex
processing is necessary, multiple processing combining
processing with encrypted data on the database side and
processing with plaintext on the user apparatus side may
be performed, so as to have consecutive execution
where a plaintext computational result, obtained by per-
forming computational processing after decryption to
plaintext on the user apparatus side, is re-encrypted and
transmitted to the database side, and computational
processing with encrypted data is performed on the da-
tabase side. In this way, by combining computational

processing with encrypted data and computational
processing with plain data, handling of arbitrary database
operations is possible.

<D. Configuration of Privacy Level>

[0034] Whether or not information stored in the data-
base on the user apparatus side is encrypted can be
configured, for example, based on table, column, or col-
umn data, and it is possible to select a processing pro-
cedure (encryption algorithm) according to data opera-
tion content and required security (privacy level). In this
way, it is possible to realize processing efficiency.

<E. Avoiding Application Restructuring>

[0035] In implementing the present invention, modifi-
cation of sentence structure of database operation com-
mands (for example, SQL commands or the like) is not
necessary, and in the database usage application (21 in
FIG. 1), the database operation command may be issued
as it is (command sentence structure, and command
specified table name, column name, data and the like,
all in plaintext). When a database operation command is
issued, such as table (listing) creation, column addition,
row addition, or data computation, in the database usage
application (21 in FIG. 1), it is inputted to the application
response means (22 in FIG. 2). In the application re-
sponse means (22 in FIG. 1), an encryption algorithm
corresponding to the data security is selected, and after
performing encryption with the encryption algorithm in
question, the data is transmitted to the database appa-
ratus (10). By providing the security configuration means
(26) to perform security configuration for data stored in
the database (11) separately from the database usage
application (21), restructuring of existing applications that
use the database is unnecessary. That is, in implement-
ing the present invention, data encryption, decryption,
security configuration, and the like, need not be per-
formed by an application and it is possible to handle ar-
bitrary existing applications that issue database opera-
tion commands (it is possible to use existing applications
as they are).
[0036] It is to be noted that Patent Literature PTL3 dis-
closes a database access system where a user terminal
is provided with private key generation means that gen-
erates a private key using a public key, storage means
that stores the private key, encryption means that en-
crypts data based on the public key, and decryption
means that decrypts the encrypted data using the private
key, wherein it is possible to precisely prevent data leak-
age with respect to a third party intruding from the outside
or an administrator storing and managing data. Patent
Literature PTL3 discloses implementation of information
leakage prevention as described above in A, but does
not disclose the abovementioned points B to E.

11 12 



EP 2 778 951 A1

8

5

10

15

20

25

30

35

40

45

50

55

<Exemplary Embodiment>

[0037] A description is given below of an exemplary
embodiment making reference to the attached drawings.

<System Configuration Example>

[0038] FIG. 1 is a diagram describing one exemplary
embodiment of the present invention. Referring to FIG.
1, a database apparatus 10 and a user apparatus (user
apparatus) 20 are connected via a network 30 such as
a LAN (Local Area Network), a WAN (Wide Area Net-
work), or the Internet. The database apparatus 10 is pro-
vided with a database 11, a database control means 12,
a cryptographic protocol information storage unit 13, and
a security configuration information storage unit 14.
[0039] The user apparatus 20 is provided with a data-
base usage application 21, application response means
22, key usage means 23, a key information storage unit
24, a security configuration information temporary stor-
age unit 25, security configuration means 26, and an in-
put/output device 27. There is no particular limitation, but
the user apparatus 20 is implemented, for example, in a
data processing unit (CPU, processor) provided with a
function for realizing a communication connection to the
database apparatus 10 by being connected to the net-
work 30. In this case, the database usage application 21
is an application program that operates in the data
processing unit. Also, while there is no particular limita-
tion, the application response means 22, the key usage
means 23, and the security configuration means 26 may
be implemented by a program
[0040] (control program, or the like) that operates in
the data processing unit. Or, in a case of implementation
in a thin client system or the like, it is possible to introduce
virtualization technology in a server, to implement the
user apparatus in a virtual machine in the server, and to
perform input from a thin client terminal to the database
usage application in the virtual machine in the server.
[0041] It is to be noted that in FIG. 1, respective means
configuring the user apparatus 20 are disposed within
one block, but a configuration is also possible where, for
example, these are installed separately via a communi-
cation network such as a local area network or the like.
Similarly, in the database apparatus 10, the database 11
and the database control means 12 are disposed within
one block, but clearly they may also be disposed sepa-
rately.
[0042] In order to simplify the description, FIG. 1 shows
an example in which one user apparatus 20 is provided,
but clearly it is possible to have a plurality of user appa-
ratuses 20 connected via the network 30 to the database
apparatus 10. In addition, a configuration is possible in
which one application response means 22 connected for
communication to the database apparatus 10 is com-
monly provided for the plurality of user apparatuses 20.
In this case, each of the plurality of user apparatuses 20
is configured to be provided with the key usage means

23 and the key information storage unit 24 for each user,
the key information being stored and managed on the
user side, and the security configuration means 26 is also
provided, and with the configuration being connected to
the database apparatus 10 via the common application
response means 22. The security configuration informa-
tion temporary storage unit 25 may be arranged to be
integrated in one storage device (system) for the plurality
of user apparatuses 20, or may be dispersed among the
individual user apparatuses 20.

<Database apparatus>

[0043] Next, a description is given of an outline of el-
ements of the database apparatus 10. The database con-
trol means 12 is provided with a function to perform op-
erations (database operations by a database operation
command) on the database 11, and a function to execute
cryptographic protocols.
[0044] The security configuration information storage
unit 14 stores and holds, as information for security con-
figuration of data stored within the database 11, informa-
tion of an encryption algorithm used in encryption, for
example. The security configuration information storage
unit 14, for example, stores and holds:

- whether or not metadata including table name and
column name stored in the database 11 is encrypted,

- whether or not data is encrypted,
- privacy level information representing security level

of data, and
- encryption algorithm distinguishing information to

distinguish an encryption algorithm when performing
data encryption.

[0045] The cryptographic protocol information storage
unit 13 stores cryptographic protocol information for en-
crypting data of the database 11. For example, the fol-
lowing is stored and held:

- processing content (simple matching, addition, and
the like) of database operation commands, and dis-
tinguishing information for an encryption algorithm
corresponding to the security level (privacy level) re-
quired for the data, and

- distinguishing information for a cryptographic proto-
col.
The cryptographic protocol information storage unit
13 stores information for selecting an additive homo-
morphic encryption algorithm, in accordance with the
relevant processing content, for addition computa-
tional processing of ciphertext data as it is, within the
database 11.

[0046] The database control means 12 receives a da-
tabase operation command (a database operation in
plaintext) transmitted by the application response means
22, or a cryptographic protocol execution instruction, ex-
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ecutes the database operation with plaintext data or the
cryptographic protocol, and transmits a processing result
to the application response means 22. The database con-
trol means 12 may be implemented as a database server
with the user apparatus (10) as a client.

<User apparatus>

[0047] Next, a description is given of an outline of re-
spective elements of the database apparatus 20. The
database usage application 21 issues a database oper-
ation command. It is to be noted that while there is no
particular limitation, the database usage application 21
is formed of an application program that issues a data-
base operation command (SQL (Structural Query Lan-
guage) command) for executing a database operation.
Or, the database usage application 21 may be imple-
mented as a GUI (Graphical User Interface) environment
that performs operations such as table defining, data ad-
dition, retrieval, computation and the like, on screen, via
the application response means 22 with respect to the
database control means 12 of the database apparatus
10. In this case, an operation selected by the user on
screen is converted to a corresponding SQL command
and inputted to the application response means 22. The
database usage application 21 can use an existing ap-
plication as it is. This does not indicate that the database
usage application 21 must not be newly developed, but,
with regard to newly developing or restructuring or re-
versioning the database usage application 21, indicates
that configuration of information for data encryption, de-
cryption, and data security configuration, need not be
performed by the relevant database usage application
21.
[0048] The security configuration means 26 performs
configuration of information for data security.
[0049] The key usage means 23 refers to the key in-
formation storage unit 24 to generate a key necessary
for execution of respective cryptographic protocols such
as data encryption and decryption.
[0050] An input/output device 27 includes an input de-
vice such as a keyboard, a mouse, a touch panel or the
like, and an output device such as a display device or a
file device (printer), and performs information input from
a user of the database, or outputs or displays output in-
formation. It is to be noted that FIG. 1 shows an input/out-
put device 27 which includes an input/output integrated
device such as a touch panel or tablet display, or a device
in which input and output are separate.
[0051] The security configuration information tempo-
rary storage unit 25 stores information stored in the se-
curity configuration information storage unit 14, and in-
formation for identifying data to be operated on. For ex-
ample, in a case concerning metadata (for example, table
name, column name, etc.) which is information that iden-
tifies data within the database 11, where the relevant
metadata is encrypted:

encrypted metadata, and
decrypted metadata (plaintext metadata)
are associated to be stored and held.

[0052] When a database operation command is input-
ted from the database usage application 21, the applica-
tion response means 22 refers to the security configura-
tion information temporary storage unit 25, the security
configuration information storage unit 14, and the cryp-
tographic protocol information storage unit 13, and co-
operates with the database control means 12 and the
key usage means 23 to execute:

- replacing metadata such as table name, column
names, etc., with ciphertext metadata,

- a cryptographic protocol in accordance with content
(processing content) of a database operation, or

- a normal database operation.

[0053] For example, in a case where a database op-
eration command inputted by the database usage appli-
cation 21 is newly created and a need is generated to
dynamically configure or modify the data security, the
application response means 22 calls the security config-
uration means 26, and after performing configuration of
the security configuration information, creates a table
within the database 11 through the database control
means 12.
[0054] In this regard, the security configuration means
26 may make a screen display recommending input of
the security configuration information to the user. With
regard to input of the security configuration information
when creating a new table, various mode types are pos-
sible besides that described above. For example, before
the database operation command being issued by the
database usage application 21, security configuration in-
formation, such as whether or not the newly created table
name in question is encrypted, may be configured in ad-
vance by the security configuration means 26. Or, with
respect to a table newly created in the database 11, pri-
vacy level and cryptographic protocol distinguishing in-
formation (default information) may be configured for a
template of a table name in which a part of the table name
is replaced by a wild card or the like, and in a case where
the newly created table matches the table name including
the wild card, encryption may be performed by a crypto-
graphic protocol corresponding to the default privacy lev-
el.
[0055] Where it is necessary to encrypt the data to be
operated on by the database operation command input-
ted from the database usage application 21, the applica-
tion response means 22 performs data encryption. In this
regard, the application response means 22 performs en-
cryption using the key information and transmits to the
database control means 12. The application response
means 22 returns a database operation result (process-
ing result) returned by the database control means 12 to
the database usage application 21. While there is no par-
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ticularly limitation here, the database usage application
21 outputs a database operation result to the input/output
device 27.

<Operation Overview>

[0056] An overview is given of an operation example
of the system shown in FIG. 1. In a case where a database
operation command inputted by the database usage ap-
plication 21 and forwarded via the application response
means 22 is an operation for which there is a crypto-
graphic protocol that can process ciphertext as it is, such
as a query or the like, the database control means 12
performs the processing (query) with ciphertext as it is.
The database control means 12 returns a result of
processing the ciphertext within the database 11 to the
application response means 22 as ciphertext. The appli-
cation response means 22 receives a result in which the
ciphertext is decrypted to plaintext by the key usage
means 23, and returns a plaintext database operation
result to the database usage application 21.
[0057] In a case where a database operation command
inputted by the database usage application 21 is an op-
eration in which processing in the database with cipher-
text as it is, is difficult (for example, complex arithmetic
operations such as addition, subtraction, multiplication,
division, or logical operations), the database control
means 12 extracts the data to be operated on as cipher-
text from the database 11, and transmits it to the appli-
cation response means 22 without performing a compu-
tational operation. The application response means 22
decrypts the encrypted data transmitted by the database
control means 12 using a key for decryption of the key
usage means 23, performs an operation specified by the
database operation command on the obtained plaintext,
and returns an operation result to the database usage
application 21.
[0058] In a case where in complex arithmetic opera-
tions such as plaintext arithmetic, part of the arithmetic
operation can be processed as ciphertext, the database
control means 12 returns an arithmetic result (ciphertext)
obtained by performing the partial arithmetic operation
with ciphertext, to the application response means 22. In
the application response means 22, the arithmetic result
with ciphertext may be decrypted to plaintext by the key
usage means 23, and the remainder of the complex arith-
metic operation may be performed with plaintext. By so
doing, processing is more efficient that in a case where
complex arithmetic operations are performed after de-
crypting all data items.
[0059] By referring to the security configuration infor-
mation storage unit 14, for a database operation com-
mand inputted by the database usage application 21, the
application response means 22 confirms whether or not
protection by encryption is necessary (whether or not en-
cryption is necessary) for data within the database 11
that is a target of operation by the inputted database op-
eration command. Where encryption is not necessary,

processing similar to a normal database operation is per-
formed. By referring to the security configuration infor-
mation temporary storage unit 25, in a case where meta-
data (for example, table name or column name in SQL)
of data which is a target of operation by the database
operation command inputted from the database usage
application 21, is encrypted, the application response
means 22 can identify data that is to be operated on.
[0060] As described above, according to the present
exemplary embodiment, by referring to the security con-
figuration information for the inputted database operation
command, the application response means 22 can de-
termine processing according to the level of security re-
quired in the database 11 that is to be operated on. Thus,
efficient processing is possible for data with low required
security by using an encryption algorithm that is relatively
fast but has low security.
[0061] According to the present exemplary embodi-
ment, since, among data recorded in the database 11,
data for which security is required is encrypted, it is pos-
sible to prevent information leakage of the data in ques-
tion. By cooperation with the application response means
22, a response is possible to an arbitrary inputted data-
base operation command.
[0062] (A) and (B) of FIG. 2 are each flowcharts for
describing processing operations of the application re-
sponse means 22 and the database control means 12 in
the present exemplary embodiment,

<Operation of Application Response Means>

[0063] A description is given of processing operations
of the application response means 22. Referring to (A)
of FIG. 2, the application response means 22 executes
the following steps.
[0064] Step 1: A database operation command (SQL)
is inputted from the database usage application 21.
[0065] Step 2: By referring to the security configuration
information temporary storage unit 25, a determination
is made concerning encryption/non-encryption of meta-
data such as a table name or column name specified as
targets of operation by the database operation command.
[0066] Step 3: In a case where the metadata such as
a table name or column name is encrypted and stored in
the database, replacement processing is performed to
replace with ciphertext the metadata specified as a target
of operation by the database operation command.
[0067] Step 4: Referring to the security configuration
information storage unit 14, a determination is made as
to whether or not encryption is necessary for data spec-
ified as a target of operation by the database operation
command.
[0068] Step 5: In a case where data encryption is not
necessary, the database operation command is trans-
mitted to the database control means 12.
[0069] Step 6: A database operation result is received
from the database control means 12.
[0070] Step 7: A determination is made as to whether
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conversion of the database operation result is necessary.
The determination of Step 7 is performed because the
operation result from the database control means 12 may
be returned as ciphertext.
[0071] Step 8: In a case where conversion (or decryp-
tion) of the database operation result is necessary, con-
version is performed using a decryption key of the key
usage means 23. The conversion processing (decryp-
tion) performs conversion using the decryption key of the
key usage means 23, or conversion referring to the de-
crypted table name or the decrypted column name of the
security configuration information temporary storage unit
25, to be described later.
[0072] Step 14: An operation result (or a conversion
result) is outputted to the database usage application 21.
[0073] On the other hand, in a case where the data
encryption of Step 4 is necessary, the application re-
sponse means 22 performs the following processing.
[0074] Step 9: Referring to the cryptographic protocol
information storage unit 13, encryption processing is per-
formed by the relevant encryption algorithm.
[0075] Step 10: The application response means 22
transmits a cryptographic protocol execution instruction
(request for cryptographic protocol process execution)
to the database control means 12.
[0076] Step 11: The cryptographic protocol is executed
by the database control means 12.
[0077] Step 12: An execution result of the cryptograph-
ic protocol is received from the database control means
12.
[0078] In Steps 11 and 12, the application response
means 22 may decrypt a ciphertext computation result
from the database control means 12 to give plaintext,
and perform execution by cooperatively performing a par-
tial computation with plaintext and encrypting the partial
computation result to be transmitted to the database con-
trol means 12 to perform a computation with ciphertext
by the database control means 12.
[0079] Step 13: Conversion processing decrypting the
execution result of the cryptographic protocol is per-
formed using the key information of the key usage means
23. For the execution result of the cryptographic protocol,
conversion processing is performed by decryption using
the key information of the key usage means 23, or de-
cryption making reference to a decrypted table name and
decrypted column name of the security configuration in-
formation temporary storage unit 25.
[0080] Step 14: The conversion result is outputted to
the database usage application 21.

<Operation of the Database Control Means>

[0081] Referring to (B) of FIG. 2, the following occurs
in the database control means 12:

Step 1: The database control means 12 waits to re-
ceive an instruction from the application response
means 22.

Step 2: When a database operation command is re-
ceived from the application response means 22, the
database operation command is executed.
Step 3: The database operation result is returned to
the application response means 22.
Step 4: When a cryptographic protocol processing
request is received from the application response
means 22, the cryptographic protocol is executed
(corresponding to Step 11 in FIG. 2 (A)).
Step 5: The cryptographic protocol execution
processing result is returned to the application re-
sponse means 22.

<Operational Effect of Exemplary Embodiment>

[0082] As shown in FIG. 2, by cooperation between
the database control means 12 and the application re-
sponse means 22, information leakage in the database
apparatus 10 is prevented, and handling of arbitrary da-
tabase operations and efficient process execution are
realized.
[0083] In the user apparatus 20, management of the
key information for encryption and decryption is per-
formed, data encrypted in the database 11 is forwarded
to the user apparatus 20, and decryption processing is
performed on the user apparatus 11 side. As a result, an
increase in the probability of information leakage in the
database apparatus 10 is curtailed.
[0084] The security configuration information storage
unit 14 is provided to store information as to whether or
not data in the database 11 is encrypted and information
of required security level, and when a database operation
command is inputted, the application response means
22 refers to the security configuration information storage
unit 14, determines whether or not encryption of data that
is an operation target is necessary, and if the data en-
cryption is not necessary (a case of normal database
operation), does not perform encryption processing
(Steps 5 and 6 in (A) of FIG. 2). In this way, by excluding
data for which privacy is not required, from being a target
of encryption, it is possible to curtail effects on processing
performance that arise when all database operations are
encrypted.
[0085] With regard to metadata (for example, in SQL,
table name or column name) for identifying data in the
database, information corresponding to encrypted meta-
data and decrypted metadata is held in the user appara-
tus 20. Accordingly, even if the metadata is encrypted in
the database 11, it is possible to easily identify data that
is a target of operation. Effects on processing perform-
ance due to encryption of the metadata can be avoided.

<Configuration of Database Control Means>

[0086] Next, a detailed description is given concerning
the abovementioned database control means 12. FIG. 3
is a diagram showing an example of a configuration of
the database control means 12 of FIG. 1. Referring to
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FIG. 3, the database control means 12 is provided with
a database operation unit 121, a cryptographic protocol
process execution unit 122, a processing/communication
control unit 125, a cryptographic protocol information op-
eration unit 123, and a security configuration information
operation unit 124.
[0087] The cryptographic protocol process execution
unit 122 executes retrieval, addition, and the like, of the
encrypted database 11.
[0088] The database operation unit 121 executes da-
tabase operations (table creation, data addition or dele-
tion, data retrieval, data computation, and the like) on the
database 11. In a case of the processing/communication
control unit 125 receiving a database operation com-
mand to perform storing, adding, deleting, or updating,
with regard to the database 11 in plaintext from the ap-
plication response means 22, the plaintext data is for-
warded as it is, from the processing/communication con-
trol unit 125 to the database operation unit 121, and the
database operation unit 121 performs a database oper-
ation with plaintext data.
[0089] It is to be noted that the cryptographic protocol
process execution unit 122 performs operations on data
in an encrypted state as it is, but access to the database
11 is performed via the database operation unit 121. For
example, regarding a command in a case of obtaining
columns B and C from table A within the database 11:
an SQL query
SELECT B, C FROM A
where columns B and C in table A in the database 11 are
encrypted, the database operation unit 121 performs re-
trieval processing with columns B and C in an encrypted
state without change, and returns a retrieval result to the
cryptographic protocol process execution unit 122.
[0090] The processing/communication control unit 125
performs communication with the application response
means 22 via the network 30, and control of respective
units within the database control means 12.
[0091] The cryptographic protocol information opera-
tion unit 123 performs reading and writing of cryptograph-
ic protocol information with respect to the cryptographic
protocol information storage unit 12. The cryptographic
protocol information operation unit 123 accesses the
cryptographic protocol information storage unit 13 with
respect to an access request (read request) to the cryp-
tographic protocol information storage unit 13 from the
application response means 22, and returns the read
cryptographic protocol information to the application re-
sponse means 22 via the processing/communication
control unit 125.
[0092] The security configuration information opera-
tion unit 124 performs reading of security configuration
information from the security configuration information
storage unit 14 and writing to the security configuration
information storage unit 14. The security configuration
information operation unit 124 accesses the security con-
figuration information storage unit 14 with respect to an
access request (read request) to the security configura-

tion information storage unit 14 from the application re-
sponse means 22, and returns the security configuration
information read from the security configuration informa-
tion storage unit 14 to the application response means
22 via the processing/communication control unit 125.

<First Modified Example of Database Control Means>

[0093] FIG. 4 is a diagram showing a modified example
of FIG. 3. In the example shown in FIG. 4, cryptographic
protocol information and security configuration informa-
tion are stored within the database 11, as a cryptographic
protocol information table 111, and a security configura-
tion information table 112. By issuing a database oper-
ation command (an SQL command specifying a table
name as a cryptographic protocol information table) to
the database operation unit 121, the cryptographic pro-
tocol information operation unit 123 of FIG. 4 accesses
information of the cryptographic protocol information ta-
ble 111 within the database 11. Similarly, the security
configuration information operation unit 124 accesses in-
formation of the security configuration information table
112 within the database 11 via the database operation
unit 121.

<Second Modified Example of Database Control Means>

[0094] FIG. 26 is a diagram showing a further config-
uration example of the database control means 12 of
FIG. 1. Referring to FIG. 26, the database control means
12 is provided with the database control unit 121, the
cryptographic protocol process execution unit 122, the
processing/communication control unit 125, the crypto-
graphic protocol information operation unit 123, the se-
curity configuration information operation unit 124, and
an encryption computation unit 126. There is a difference
from FIG. 3 in that the encryption computation unit 126
is provided. The database operation unit 121, the cryp-
tographic protocol process execution unit 122, the
processing/communication control unit 125, the crypto-
graphic protocol information operation unit 123, and the
security configuration information operation unit 124 are
similar to those in FIG. 3, and a description thereof is
omitted.
[0095] In a case where an encryption algorithm relates
to public key encryption, the application response means
22 transmits the public key used in encryption to the da-
tabase control means 12, and encryption is performed
by the encryption computation unit 126 of the database
control means 12. In a case where data stored in the
database 11, for example, is encrypted and stored, in the
configuration of FIG. 3 the data to be encrypted must be
sent from the database apparatus 10 side to the user
apparatus 20 side to be encrypted on the user apparatus
20 side, and the encrypted data must be transmitted from
the user apparatus 20 to the database apparatus 10. Ac-
cording to the configuration of FIG. 26, when the data
stored in the database 11 is encrypted and stored, the
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data to be encrypted is encrypted by the encryption com-
putation unit 126. Accordingly, transmission from the da-
tabase apparatus 10 side to the user apparatus 20 side
is not necessary. As a result, an effect of curtailing an
increase in communication volume between the data-
base apparatus 10 and the user apparatus 20 can be
expected.

<Third Modified Example of Database Control Means>

[0096] FIG. 27 is a diagram showing another example
of a configuration of the database control means 12 of
FIG. 1. Referring to FIG. 27, the present exemplary em-
bodiment is provided with the cryptographic protocol in-
formation table 111 and the security configuration infor-
mation table 112 within the database 11, similar to FIG.
4, with respect to the configuration of FIG. 26. The en-
cryption computation unit 126 is similar to that of FIG.
26, and a description thereof is omitted.

<Example of Cryptographic protocol Information Storage 
Unit>

[0097] FIG. 5 is a diagram for describing an example
of the cryptographic protocol information storage unit 13
of FIG. 1. In FIG. 5, a processing content identifier relates
to information for identifying processing content of a da-
tabase operation. While there is no particular limitation
here, in FIG. 5, identifying codes for database operations
such as "simple match" (simple check of whether there
is a match with a specified character string), "addition,"
and the like, are configured.
[0098] Security level indicates the degree of security
(privacy) of data, and while there is no particular limita-
tion, example has configurations of any of "high," "medi-
um," or "low." The privacy level may also be made a nu-
merical value.
[0099] The encryption algorithm identifier represents
an encryption algorithm used in encryption of data. The
cryptographic protocol identifier maintains privacy re-
garding respective information of processing content
identifier, privacy level, and encryption algorithm identi-
fier, and stores an identifier of an executable crypto-
graphic protocol.
[0100] When the privacy level is "medium" in a case of
performing "simple match" processing on data encrypted
by an encryption algorithm of "SE1," for example, a cryp-
tographic protocol of "SE1_SS_M" of the third row of FIG.
5 is executed by the cryptographic protocol process ex-
ecution unit 122 of the database control means 12. SS
(simple search) in "SE1_SS_M" represents a simple
match, and M indicates that the privacy level is middle
(medium).
[0101] The cryptographic protocol information opera-
tion unit 123 reads a cryptographic protocol identifier from
the cryptographic protocol information storage unit 13,
and by decoding the processing content identifier, the
privacy level, and the encryption algorithm identifier, the

processing content, the privacy level and the encryption
algorithm of the data are derived.
[0102] It is to be noted that AES (Advance Encryption
Standard) is a common key encryption scheme specified
as a new standard in the United States. HE1 indicates
Homomorphic Encryption (HE) (in this case, additive ho-
momorphic encryption, Paillier encryption). SE1 indi-
cates Searchable Encryption (SE) of a public key
scheme.
[0103] It is to be noted that, as shown in FIG. 5, even
if processing content involves the same addition, the en-
cryption algorithm AES that is not homomorphic encryp-
tion (where additive computations of ciphertext as it is,
are not possible) may be set. In this case, ciphertext of
the database 11 is transmitted to the application re-
sponse means 22, and in the application response
means 22 the text is decrypted by the encryption algo-
rithm AES with the key usage means 23, and an additive
computation is performed on the data as plaintext.

<Example of Security Configuration Information Storage 
Unit>

[0104] FIG. 6 is a diagram showing an example of the
security configuration information storage unit 14. Refer-
ring to FIG. 6, the security configuration information stor-
age unit 14 includes sections of: table name created in
the database 11, whether or not the table name is en-
crypted (table name encrypted?), column name, whether
or not the column name is encrypted (column name en-
crypted?), whether or not column data is encrypted (col-
umn data encrypted?), column data privacy level, and
encryption algorithm identifier used in encryption of the
column data (column data encryption algorithm identifi-
er).
[0105] In the security configuration information storage
unit 14 of FIG. 6, the table name of "employee listing" in
the first row, for example, is not encrypted, the column
name "work location" is not encrypted, the column data
is encrypted, the security level of the column data is "me-
dium," and the encryption algorithm identifier is "SE1."
With regard to the table name of "employee listing," in
the third row the column name is encrypted, the column
data is encrypted, the privacy level of the column data is
"high," and the encryption algorithm identifier is "AES."
The table name in the fourth row is encrypted, and the
column name and column data are not encrypted (NULL
is configured in the relevant section). On the other hand,
the table name of the fifth row is not encrypted, the column
name is encrypted, and the column data is not encrypted.
[0106] Encryption of metadata such as the table name,
column name, and the like, may be done by a similar
encryption algorithm to the encryption algorithm that en-
crypts the column data. In the security configuration in-
formation storage unit 14, the table name, column name,
and column data encrypted by the same encryption al-
gorithm are associated with each other and form one
entry. Or, the encryption algorithm used in encrypting the
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table name and column name may be a different encryp-
tion algorithm from the encryption algorithm used in en-
crypting the column data. Or, the encryption algorithm
used in encrypting the table name and column name may
be a specified encryption algorithm commonly decided
for a plurality of table names and column names.
[0107] The security configuration information storage
unit 14, for example, holds security configuration infor-
mation related to all tables recorded in the database 11.
It is to be noted that configuration content of respective
sections of the security configuration information storage
unit 14 is based on information configured by the user
(administrator of the user apparatus 20), with respect to
the security configuration means 26 of the user apparatus
20.

<Example of Table in Database>

[0108] FIG. 7 is a diagram for describing table infor-
mation within the database 11. As in the column "work
location" in the security configuration information storage
unit 14 shown in FIG. 6 mentioned above, data may be
encrypted by a plurality of encryption algorithms. Accord-
ingly, a main body of ciphertext encrypted by a plurality
of encryption algorithms is managed by another table.
[0109] For the table name, column name and encryp-
tion algorithm, a ciphertext table information listing of (B)
of FIG. 7 associates and holds:

name of a ciphertext table (ciphertext table name)
that is a table storing the ciphertext main body,
encryption algorithm, and
parameter (parameter given to the encryption algo-
rithm).

[0110] As a parameter of the encryption algorithm, the
encryption algorithm SE1 (Searchable Encryption: public
key) in (B) of FIG. 7 has a security parameter used in a
key generation algorithm (that outputs a public key and
a private key). Parameters of the encryption algorithm
AES, may be key length, plaintext block length, round
number, or the like (in (B) of FIG. 7 parameters are not
configured. In this case, default values are used.)
[0111] For the table name "employee listing" of the first
row of the ciphertext table information listing in (B) of FIG.
7:

the column name is "work location,"
the encryption algorithm is "AES,"
the parameter is "Null," and
the ciphertext table name is "ciphertext_AES_1."

[0112] For the table name "employee listing" of the sec-
ond row of the ciphertext table information listing in (B)
of FIG. 7:

the column name is "work location,"
the encryption algorithm is "SE1,"

the parameter is "Ox16a..." (0x indicates a hexadec-
imal representation),
the ciphertext table name is "ciphertext_SE1_1."
Listings where the ciphertext table name is
"ciphertext_AES_1" and "ciphertext_SE1_1" are
shown in (D) and (E) of FIG. 7 respectively.

[0113] A serial number is stored as plaintext in a col-
umn of a listing (employee listing in (A) of FIG. 7) in which
plaintext before encryption is stored. Serial numbers as
in 1, 2, ... are attached to "Head Office," "Tamagawa"
etc. of the column "work location" of the table "employee
listing" in (A) of FIG. 7.
[0114] As shown in (C) of FIG. 7, in the employee listing
after encryption, the column name "company position" is
encrypted as "0xa638..., and the serial numbers for the
column name "work location" and the column
name "0xa638..." correspond to IDs indicating encrypted
content.
[0115] In the ciphertext_AES_1 listing that is encrypted
by the encryption algorithm AES in (D) of FIG. 7, cipher-
texts "0x3d8..." and "0x962..." for ID = 1 and 2 are cipher-
texts of data for serial numbers ID = 1 and 2, with respect
to "0xa638..." obtained by performing AES encryption on
the column name "work location" " (encrypted data
of "Head Office" and "Tamagawa" in (A) of FIG. 7).
[0116] In the ciphertext_AES_2 listing that is encrypted
by the encryption algorithm AES in (E) of FIG. 7, cipher-
texts "0x61b..." and "0xa53..." for ID = 1 and 2 are cipher-
texts of data for serial numbers ID = 1 and 2, with respect
to "0xa638..." obtained by encrypting the column name
"company position" (encrypted data of "section chief" and
"principal" in (A) of FIG. 7).
[0117] In the ciphertext_SE1_1 listing that is encrypted
by the encryption algorithm SE1 in (F) of FIG. 7, cipher-
texts "0x8ec..." and "0xA7c0..." for ID = 1 and 2 are ci-
phertexts of data for serial numbers ID = 1 and 2, with
respect to "0xa638..." obtained by encrypting the column
name "company position" (encrypted data of "section
chief" and "principal" in (A) of FIG. 7).
[0118] As described above, with regard to the data
"Head Office" and "Tamagawa" of the column name
"work location" of the employee listing in (A) of FIG. 7,
after encryption, serial numbers ID = 1, 2, ... are respec-
tively attached to the section "work location," as shown
in (C) of FIG. 7. The ciphertext table storing the encrypted
data is stored in the database 11 in a format shown in
(D) to (F) of FIG. 7, namely, in a format that stores ci-
phertexts corresponding respectively to the serial num-
bers 1, 2, ...
[0119] Thus, in the present exemplary embodiment:

- information for identifying a table storing the cipher-
text main body, and

- encryption algorithm parameters

are managed by the ciphertext table information listing
((B) of FIG. 7). The ciphertext table information listing
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((B) of FIG. 7) may be stored within the security config-
uration information storage unit 14. Or, the ciphertext ta-
ble information listing ((B) of FIG. 7) may be managed
by a storage unit other than the security configuration
information storage unit 14.

<Configuration Example of Application Response 
Means>

[0120] FIG. 8 is a diagram showing a configuration ex-
ample of the application response means 22, the security
configuration means 26, and the key usage means 23 of
FIG. 1. Referring to FIG. 8, the application response
means 22 is provided with a processing/communication
control unit 221, a cryptographic protocol process exe-
cution unit 222, a database operation conversion
processing unit 223, an encryption computation unit 224,
and a security configuration information operation unit
225.
[0121] The security configuration means 26 is provided
with a configuration display unit 261 and a configuration
input unit 262. The configuration display unit 261 and the
configuration input unit 262 perform output and input with
respect to the input/output device 27 of FIG. 1. Specifi-
cally, display of an operation screen (menu), menu se-
lection, and input of input information are performed with
respect to a display device forming the input/output de-
vice 27.
[0122] The key usage means 23 is provided with an
encryption computation unit 231 and a key information
management unit 232.
[0123] The processing/communication control unit 221
performs communication with the database usage appli-
cation 21, the security configuration means 26, the key
usage means 23, and the database control means 12 of
the database apparatus 10, and performs control of re-
spective units within the application response means 22.
[0124] The encryption computation unit 224 performs
encryption computation using information that is not pri-
vate, among the key information, such as encryption
computation by public key encryption, for example.
[0125] The database operation conversion processing
unit 223 performs cryptographic protocol processing in
accordance with the privacy level of data that is a target
of operation, with respect to a database operation com-
mand inputted from the database usage application 21,
or in a case of determining a normal database operation
and performing encryption, performs conversion
processing to a cryptographic protocol (corresponding to
processing of Steps 4 and 9 in (A) of FIG. 2).
[0126] The database operation conversion processing
unit 223 converts cryptographic protocol processing from
the database control means 12, or the processing result
obtained by the normal database operation, to a process-
ing result corresponding to the inputted normal database
operation command (corresponding to processing of
Steps 7, 8, and 13 in (A) of FIG. 2).
[0127] The cryptographic protocol process execution

unit 222 executes a search of ciphertext as it is, in the
database control means 12 that accesses the database
11, or cryptographic protocol processing such as addi-
tion, multiplication or the like, according to processing
content, by communicating with the database control
means 12 (corresponding to processing of Step 11 in (A)
of FIG. 2).
[0128] The security configuration information opera-
tion unit 225 obtains information (including information
as to whether or not metadata is encrypted) stored in the
security configuration information storage unit 14 of the
database apparatus 10, via the processing/communica-
tion control unit 221, and creates auxiliary information for
identifying data that is a target of operation. The security
configuration information operation unit 225 performs
reading and writing of information with respect to the se-
curity configuration information temporary storage unit
25.
[0129] By holding (caching) information, which is held
in the security configuration information storage unit 14
of the database apparatus 10, in the security configura-
tion information temporary storage unit 25 of the user
apparatus 20, queries (traffic) to the database apparatus
10 from the application response means 22 are reduced,
and processing by the application response means 22
of the user apparatus 20 is speeded up.
[0130] In the security configuration means 26, the con-
figuration display unit 261 displays and outputs to the
output device (27 in FIG. 1) security configuration infor-
mation such as privacy level information configured for
data stored in the database 11 via the application re-
sponse means 22. The configuration input unit 262 re-
ceives input information related to the privacy level infor-
mation of the data via the input device 27, reflects the
input configuration information in the security configura-
tion information temporary storage unit 25, via the appli-
cation response means 22, and also reflects this in the
security configuration information storage unit 14 of the
database apparatus 10. In this regard, the input config-
uration information may be written at the same time to
the security configuration information temporary storage
unit 25 and the security configuration information storage
unit 14, or may be written only to the security configura-
tion information temporary storage unit 25, and thereafter
written to the security configuration information storage
unit 14.
[0131] In the key usage means 23, the encryption com-
putation unit 231 performs encryption computation such
as decryption processing of ciphertext using the key in-
formation (private key) read via the key information man-
agement unit 232.
[0132] The key information management unit 232
reads the data that is a database operation target and
key information corresponding to security configuration
information thereof, from the key information storage unit
24 after obtaining authentication for a user (for example,
a user of the database usage application 21, or a system
administrator on the user apparatus side) who is an own-
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er of the relevant key information. The key information
management unit 232 writes the key information to the
key information storage unit 24.

<Example of Security Configuration Information Tempo-
rary Storage Unit>

[0133] FIG. 9 is a diagram showing a schematic exam-
ple of content of the security configuration information
temporary storage unit 25 on the user apparatus 20 side
of FIG. 1. In the security configuration information tem-
porary storage unit 25, "decrypted table name" and "de-
crypted column name" are added as auxiliary information
for identifying a database operation target, to content of
the security configuration information storage unit 14 of
the database apparatus 10 shown in FIG. 6. Other infor-
mation is the same as content of the security configura-
tion information storage unit 14 of FIG. 6.
[0134] With regard to the table name "employee listing"
of FIG. 9, the encrypted column name "0xa638...," for
example, indicates, from "decrypted column name," that
the decrypted plaintext column name is "company posi-
tion." This represents a correspondence relationship be-
tween the column "company position" in the table "em-
ployee listing" in (A) of FIG. 7 and the encrypted column
name "0xa638..." in (C) of FIG. 7.
[0135] In FIG. 9, in a case of executing a database
query referring to "xx listing" within the database 11, for
example, it is necessary to refer to the encrypted table
name "0x30c8a4..." in the database 11.
[0136] Where the table name "xx listing" is included in
a database operation command inputted from the data-
base usage application 21 (for example, an SQL com-
mand: select column name, from "xx listing"), the security
configuration information operation unit 225 extracts an
encrypted table name "0x30c8a4..." corresponding to "xx
listing" from the security configuration information tem-
porary storage unit 25, and transmits a database opera-
tion command (select column name, from "0x30c8a4..."
related to the encrypted table name "0x30c8a4...," via
the cryptographic protocol process execution unit 222,
and the processing/communication control unit 221, to
the database control means 12, via the processing/com-
munication control unit 221.

<Example of Key Information Storage Unit>

[0137] FIG. 10 is a diagram showing an example of the
key information storage unit 24. The key information stor-
age unit 24 includes encryption algorithm identifiers and
key information. In the example shown in FIG. 9, the key
information used in encryption or decryption of data by
the encryption algorithm "AES" is "0x51a4...." Key infor-
mation of the encryption algorithm HE1, which is public
key encryption, is "0xb316...," and the key information
includes public key information used in encryption or ho-
momorphic computation processing, and private key in-
formation used in decryption.

<Processing by Security Configuration Means>

[0138] A detailed description is given below of process-
ing procedures of the security configuration means 26
described with reference to FIG. 1 and FIG. 8. In the user
apparatus 20, the security configuration means 26 con-
figures security information related to data of the data-
base 11.
[0139] FIG. 11 is a flowchart showing an example of
processing procedures of the security configuration
means 26. An existing application is used, for example,
as the database usage application 21. In the present ex-
emplary embodiment, in order to avoid restructuring for
an existing application, processing of configuring privacy
level of data is implemented by inputting the privacy level
by the security configuration means 26. A description is
given of processing flow of the security configuration
means 26, making reference to FIG. 11.

Step 1: Obtaining security configuration information:

[0140] A request for current security configuration in-
formation of the database 11 is made to the application
response means 22 to obtain the security configuration
information. The application response means 22 refers
to the security configuration information storage unit 14
of the database apparatus 10 or the security configura-
tion information temporary storage unit 25 of the user
apparatus 20, to obtain security configuration information
relevant to data that is a target of a database operation,
and return this information to the security configuration
means 26.
[0141] In a case where the security configuration infor-
mation (see FIG. 9) is obtained from the security config-
uration information storage unit 14, the application re-
sponse means 22 creates a data format (see FIG. 6) for
the security configuration information temporary storage
unit 25 to be returned. That is, with regard to the security
configuration information (see FIG. 6) obtained from the
security configuration information storage unit 14, for a
portion where metadata (table name and column name)
is encrypted, the encrypted metadata is decrypted using
the key usage means 23, and plaintext metadata is cre-
ated and returned to the security configuration means
26. Or, with regard to the security configuration informa-
tion (see FIG. 9) obtained from the security configuration
information storage unit 14, for a portion where metadata
(table name and column name) is encrypted, information
(plaintext metadata) of the sections of the decrypted table
name and column name is returned to the security con-
figuration means 26.
[0142] In obtaining the security configuration informa-
tion in Step 1, it is also possible to selectively (partially)
obtain and display in stages information related to a table
name or information related to a specific table, rather
than the entire database 11.
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Step 2: Security configuration information display:

[0143] The configuration display unit 261 of the secu-
rity configuration means 26 displays the security config-
uration information returned from the application re-
sponse means 22 in the input/output device 27.

Step 3: Configuration target and configuration content 
input:

[0144] The configuration input unit 262 of the security
configuration means 26 receives a configuration target
(for example, table name, column name) and configura-
tion content (for example, whether or not the table name
is encrypted, whether or not the column name is encrypt-
ed, privacy level of column data), inputted by a user of
the database from the input/output device 27.

Step 4: Configuration updating processing:

[0145] The configuration input unit 262 of the security
configuration means 26 transmits the inputted configu-
ration target and configuration content to the application
response means 22 and requests a configuration change
(update). The change in the security configuration is writ-
ten to each of the security configuration information stor-
age unit 14 and the security configuration information
temporary storage unit 25 by the security configuration
information operation unit 124 of the database control
means 12 and the security configuration information op-
eration unit 225 of the application response means 22.
[0146] It is to be noted that, with respect to execution
timing of the processing procedures of the security con-
figuration means 26 shown in FIG. 11, in a case of newly
creating a table in the database 11, the user may perform
configuration in advance, before the database usage ap-
plication 21 issues a database operation command. Or,
when the database operation command is issued by the
database usage application 21, in a case where the rel-
evant table name is not recorded in the security config-
uration information storage unit 14 or the security con-
figuration information temporary storage unit 25, the user
may be prompted to input information such as table name
and column name, whether or not the table name is en-
crypted, whether or not the column name is encrypted,
the privacy level of the column data, and the like, by the
security configuration means 26 making a screen display.
In a case of changing security configuration for a table
or the like created in the database 11, the user changes
the configuration via the security configuration means
26. In this regard, in the security configuration means 26,
a GUI (Graphical User Interface) for the input/output de-
vice 27 is optional, but, for example, as an operation
menu, a table list display command or the like may be
selectively executed, all or some of the list of table names
may be displayed on the screen (in a case where a table
name is encrypted, reference is made to a decrypted
table name in the security configuration information tem-

porary storage unit 25, to display the plaintext table
name), and the user may select the table in question and
select a configuration operation, to update the configu-
ration information.

<Configuration update processing (change to make en-
crypted)>

[0147] FIG. 12 is a flowchart describing detailed con-
figuration update processing of Step 4 of FIG. 11. Here,
a description is given concerning processing to configure
metadata (table name, column name) so that encryption
thereof is "yes." Here, the metadata in question (table
name, column name) is configured with encryption being
"no," in the security configuration information storage unit
14 and the security configuration information temporary
storage unit 25.
[0148] Step 0: The security configuration means 26 re-
ceives metadata (table name, column name) and config-
uration content (encryption "yes") for a configuration tar-
get, from the input/output device 27.

Step 1: Create ciphertext of target metadata:

[0149] The application response means 22 that re-
ceives a configuration update request from the security
configuration means 26 creates the ciphertext of the
metadata (table name, and/or column name) that is a
configuration target, using the key usage means 23. The
application response means 22 refers to the security con-
figuration information temporary storage unit 25 or the
security configuration information storage unit 14, to ob-
tain encryption algorithm information corresponding to
the metadata in question, encrypts the metadata (table
name and/or column name) by the encryption computa-
tion unit 231, and creates the encrypted metadata.

Step 2: Change plaintext metadata of database to cipher-
text metadata:

[0150] The application response means 22 that re-
ceives the instruction to make a configuration change
from the security configuration means 26 makes a re-
quest to the database control means 12 to replace the
metadata that is the configuration target in the database
11, by ciphertext metadata created in Step 1 described
above. The database control means 12 replaces the
plaintext metadata in the database 11 with the encrypted
metadata. The present invention is not limited in any par-
ticular way by being implementation specific, and in a
case of changing a table name to a ciphertext, for exam-
ple, in the application response means 22, for an SQL
command of:

ALTER TABLE pre-change table RENAME TO post-
change table name, an SQL text with post-change
table name as ciphertext table name may be auto-
matically generated and issued to the database op-
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eration unit 121 (FIG. 4) of the database control
means 12. In a case of changing a column name to
a ciphertext, for example, for an SQL command of:
ALTER TABLE table name RENAME COLUMN pre-
change column name TO post-change column
name,
an SQL text to have the post-change column name
as the ciphertext column name may be automatically
generated by the application response means 22,
and issued to the database operation unit 121 (FIG.
4).

Step 3: Change security configuration information:

[0151] The application response means 22 makes a
request to the database control means 12, with regard
to the security configuration information storage unit 14
(see FIG. 6) to similarly replace a plaintext table name
or column name that is a configuration target with a ci-
phertext table name or a ciphertext column name, and
to perform a change of the section concerning table name
encryption or column name encryption to "yes," and the
security configuration information operation unit 124 of
the database control means 12 changes the security con-
figuration information of the security configuration infor-
mation storage unit 14. The relevant table name and col-
umn name for the table name in the ciphertext table in-
formation listing ((B) of FIG. 7) are replaced with a ci-
phertext table name and ciphertext column name.

Step 4: Change security configuration information tem-
porary storage unit:

[0152] The security configuration information opera-
tion unit 225 of the application response means 22 writes
the plaintext table name or column name that is a con-
figuration target, in the section of the decrypted table
name or decrypted column name, in the security config-
uration information temporary storage unit 25 (see FIG.
9), replaces the table name or column name with a ci-
phertext table name or a ciphertext column name, and
changes the section "table name encrypted?" or "column
name encrypted?" to "yes."

Step 5: Reply that change has been completed:

[0153] The application response means 22 replies to
the security configuration means 26 that the configuration
change (configuration update processing) has been
completed. The security configuration means 26 makes
a display indicating completion in the input/output device
27. In this regard, post-change content of the security
configuration information temporary storage unit 25 may
be displayed on the screen to present to the user the fact
that the change has been completed.
[0154] It is to be noted that in the security configuration
means 26, the table name and column name may be
changed simultaneously to encryption "yes," or the table

name and column name may be changed separately. Or,
a plurality of tables or a plurality of columns may be col-
lectively changed to encryption "yes." In this case, the
processing of Steps 1 to 4 described above is executed
for each table/column.

<Configuration update processing (change to encryption 
"no")>

[0155] Next, as a detailed processing procedure of the
configuration update processing of Step 4 of FIG. 11, a
description is given of processing to change to encryption
"no." FIG. 13 is a flowchart describing detailed processing
of Step 4, configuration updating processing, of FIG. 11.
FIG. 13 shows a procedure for processing to change from
encryption "yes" to encryption "no" for metadata (table
name, column name). Here, the metadata (table name,
column name) is previously configured to "yes."
[0156] Step 0: The security configuration means 26 re-
ceives metadata (table name, column name) that is a
configuration target and configuration content (encryp-
tion "no") from the input/output device 27.

Step 1: Obtain pair (plaintext, ciphertext) of metadata tar-
get:

[0157] The application response means 22 that re-
ceives a configuration change instruction from the secu-
rity configuration means 26 refers to the security config-
uration information temporary storage unit 25 (see FIG.
9), obtains ciphertext metadata within the database 11
for the metadata (table name or column name) that is a
configuration target, and obtains a corresponding plain-
text table name or a plaintext column name, from the
section of the decrypted table name or decrypted column
name.

Step 2: Change ciphertext metadata of database 11 to 
plaintext metadata:

[0158] The application response means 22 requests
the database control means 12 to replace ciphertext
metadata (table name or column name) with correspond-
ing plaintext metadata, and replaces a table name /col-
umn name within the database 11 with a plaintext table
name /column name. In a case of changing the table
name, in the database control means 12, an SQL com-
mand of, for example:

ALTER TABLE pre-change table name RENAME
TO post-change table name may be issued, with pre-
change table name as ciphertext and post-change
table name as plaintext, to the database operation
unit 121 (FIG. 4). In a case of changing a column
name to a ciphertext, an SQL command of, for ex-
ample:
ALTER TABLE table name RENAME COLUMN pre-
change column name TO post-change column
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name,
may be issued, with pre-change column name as
ciphertext and post-change column name as plain-
text, to the database operation unit 121 (FIG. 4). The
relevant table name and column name of the table
name of the ciphertext table information listing ((B)
of FIG. 7) are replaced with plaintext table name and
plaintext column name.

Step 3: Change security configuration information:

[0159] For the security configuration information stor-
age unit 14 (see FIG. 6) also, the database control means
12 replaces the section of the ciphertext table name or
ciphertext column name with a plaintext table name or a
plaintext column name. A request is made to change the
section of the "table name encrypted?" or "column name
encrypted?" to "no," and the security configuration infor-
mation operation unit 124 of the database control means
12 changes the security configuration information.

Step 4: Change security configuration information tem-
porary storage unit:

[0160] The security configuration information opera-
tion unit 225 of the application response means 22 re-
places the ciphertext table name or ciphertext column
name, in the security configuration information temporary
storage unit 25 (see FIG. 9), with the corresponding plain-
text table name or plaintext column name, changes the
section of the decrypted table name or decrypted column
name to "NULL," and changes the section of the "table
name encrypted?" or "column name encrypted?" to "no."

Step 5: Reply that change has been completed:

[0161] The application response means 22 replies to
the security configuration means 26 that the change has
been completed.
[0162] It is to be noted that in the security configuration
means 26, the table name and column name may be
changed simultaneously to encryption "no," or the table
name and column name may be changed separately. Or,
a plurality of tables or a plurality of columns may be col-
lectively changed to encryption "no." In this case, the
processing of Steps 1 to 4 described above is executed
for each table/column.

<Privacy level configuration processing>

[0163] In the present exemplary embodiment, in order
to avoid (make unnecessary) restructuring of the existing
database usage application 21, an operation to configure
data privacy level is performed via the security configu-
ration means 26. The security configuration means 26
makes a query to the application response means 22
concerning current content of the security configuration
information storage unit 14 and content of the database

11. Rather than making a query concerning all informa-
tion at once, the security configuration means 26 may
make a query in parts/stages, as in a list of all table
names, and then a list of column names and security
configurations for a certain table.
[0164] The application response means 22 reads con-
tent of the security configuration information storage unit
14, and in a case where metadata is encrypted, after the
encrypted metadata is decrypted by the key usage
means 23, sends the metadata to the security configu-
ration means 26.
[0165] According to the present exemplary embodi-
ment, efficient processing is possible by using informa-
tion held in the security configuration information tempo-
rary storage unit 25.
[0166] The application response means 22 reads con-
tent of the database 11 via the database control means
12, and in a case where the metadata (table name, col-
umn name) or column data is encrypted, after decryption
by the key usage means 23, sends the metadata to the
security configuration means 26, and the security con-
figuration means 26 displays the security configuration
information or the database information.
[0167] A database user inputs an indication of whether
or not metadata is encrypted, or an indication of column
data privacy level (for example, 3 stages of "low," "me-
dium," and "high") from the input/output device 27 to the
security configuration means 26.
[0168] The security configuration means 26 transmits
the inputted privacy level information to the application
response means 22. The application response means
22 reflects the privacy level information transmitted from
the security configuration means 26 in the security con-
figuration information temporary storage unit 25, and fur-
thermore changes content of the database 11, with re-
spect to the security configuration information storage
unit 14 via the database control means 12.

<Privacy Level Configuration 1>

[0169] FIG. 14 is a flowchart describing a processing
procedure of configuring the privacy level of plaintext col-
umn data (encrypting plaintext column data) stored in the
database 11.

Step 0: Receive configuration target and configuration 
content (privacy level):

[0170] The application response means 22 receives a
table name and column name that are configuration tar-
gets, and configuration content (privacy level) from the
security configuration means 26.

Step 1: Select encryption algorithm:

[0171] The application response means 22 refers to
the cryptographic protocol information storage unit 13
(see FIG. 5), obtains a list of encryption algorithm iden-
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tifiers corresponding to inputted privacy level (high, me-
dium, low), and selects one thereof. In a case of selecting
one from among the list of encryption algorithm identifiers
corresponding to the same privacy level, a selection
known to have good processing efficiency is made. The
encryption algorithm identifier may be automatically se-
lected by the application response means 22, or a list of
encryption algorithm identifiers may be displayed on a
screen via the security configuration means 26 and the
user performs a change operation of privacy level may
make a selection.

Step 2: Change security configuration information:

[0172] The application response means 22 requests
the security configuration information operation unit 124
of the database control means 12 to change the section
of the column data privacy level of a table name and
column name that are configuration targets in the security
configuration information storage unit 14 (see FIG. 6), to
an inputted privacy level, requests that the section of the
column data encryption algorithm identifier be changed
to the selection made in Step 1, and updates the security
configuration information of the security configuration in-
formation storage unit 14. In a case where the configu-
ration target table name and column are encrypted, the
application response means 22 detects a name matching
a plaintext table name or a plaintext column name input-
ted from the security configuration means 26, from a de-
crypted table name or decrypted column name of the
security configuration information temporary storage unit
25, obtains a corresponding encrypted table name or en-
crypted column name, and identifies the ciphertext table
name and ciphertext column name that are configuration
targets, in the security configuration information storage
unit 14 (see FIG. 6).

Step 3: Change security configuration information tem-
porary storage unit:

[0173] The security configuration information opera-
tion unit 225 of the application response means 22 chang-
es the section of the column data privacy level of the
configuration target table name and column name from
Null to the inputted privacy level, with respect to the se-
curity configuration information temporary storage unit
25, and changes the section of the column data encryp-
tion algorithm identifier to the selection of Step 1.

Step 4: Obtain configuration target column data:

[0174] The application response means 22 requests
the database control means 12 to obtain column data of
the configuration target table name and column name,
to obtain the column data. As described above, the col-
umn data is stored as a ciphertext table (referred to in
the ciphertext table name of (B) of FIG. 7) in the database
11. If there is no column data of a relevant column in the

database, control moves to Step 9.

Step 5: Create column data encryption, serial number, 
plaintext and ciphertext:

[0175] The application response means 22 transmits
obtained column data (plaintext column data) and the
encryption algorithm identifier selected in Step 1 to the
key usage means 23, and requests encryption of the col-
umn data. The application response means 22 attaches
a serial number to the obtained cipher text column data,
and creates a list of tuples:

[serial number, plaintext column data, ciphertext col-
umn data].

Step 6: Create ciphertext table:

[0176] The application response means 22 requests
the database control means 12 to create a table storing
a list of tuples as in:

[serial number, ciphertext column data]
created in Step 5, and creates a ciphertext table (the
ciphertext table name is ciphertext_encryption algo-
rithm identifier, as shown in (B) of FIG. 7) in the da-
tabase 11.

Step 7: Update ciphertext table information listing:

[0177] The application response means 22 requests
the database control means 12 to add to the ciphertext
table information listing (see (B) of FIG. 7) the tuple:

[configuration target table name, configuration target
column name, encryption algorithm identifier select-
ed in Step 1, name of created ciphertext table].

[0178] The database control means 12 adds to the ci-
phertext table information listing (see (B) of FIG. 7) the
tuple:

[table name, column name, encryption algorithm
identifier, ciphertext table name].

Step 8: Replacement of plaintext column data:

[0179] The application response means 22 requests
the database control means 12 to rewrite plaintext col-
umn data of the database operation target column (for
example, data of the column name "work location" of (A)
of FIG. 7) with a serial number associated by the tuple:

"serial number, plaintext column data, ciphertext col-
umn data"
created in Step 5 (see (C) of FIG. 7).

[0180] The database control means 12 associates and
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stores ciphertext column data encrypted in Step 5, for
each of ID = 1, 2, ... in the ciphertext table (see storage
format of (D) to (F) FIG. 7).

Step 9: Reply that change has been completed:

[0181] The application response means 22 replies to
the security configuration means 26 that the change has
been completed.
[0182] It is to be noted that in the procedure of FIG.
14, besides the case where plaintext column data already
stored in the database 11 is encrypted by an encryption
algorithm corresponding to the privacy level and stored
in the database 11, application is also possible to a case
where plaintext column data is stored in the database 11
by a database operation command inputted to the appli-
cation response means 22 (for example, a case where
the privacy level is configured by the security configura-
tion means 26, for newly recorded column data, but en-
cryption algorithm selection or the like has not been per-
formed).

<Privacy Level Configuration 2>

[0183] In a case where the database control means 12
has a configuration of FIG. 3 or FIG. 4, the privacy level
configuration procedure of FIG. 14 described above is a
processing procedure to configure the privacy level of
plaintext column data stored in the database 11. FIG. 28
is a flowchart describing a processing procedure to con-
figure the privacy level for plaintext column data stored
in the database 11, for a case where the database control
means 12 has a configuration of FIG. 26 or FIG. 27. In
FIG. 28, Steps 1 to 9 are the same as Steps 1 to 9 of
FIG. 14. In FIG. 28, for public key encryption such as
HE1 or the like, the encryption algorithm selected in Step
1 branches to Step 10 after Step 3.
[0184] Step 10: In a case where the encryption algo-
rithm selected in Step 1 is public key encryption such as
HE1 or the like, the application response means 22 ob-
tains the public key information via the key usage means
23, transmits the obtained public key information together
with a corresponding encryption algorithm identifier to
the database control means 12, and requests encryption
of the plaintext column data.
[0185] Step 11: The database control means 12 ob-
tains plaintext column data that is a configuration target
from the database 11. If the relevant column data is not
present, control branches to Step 16.
[0186] Step 12: The database control means 12 en-
crypts the column data in the encryption computation unit
126, using the encryption algorithm identifier received
and the public key information from the application re-
sponse means 22. A serial number is attached to the
column data of the obtained cipher text, and a list of tuples
is created: [serial number, plaintext column data, cipher-
text column data].
[0187] Step 13: The database control means 12 cre-

ates a ciphertext table (see (D) to (F) of FIG. 7) storing
a list of tuples:

[serial number, ciphertext column data].

[0188] Step 14: The database control means 12 adds
to the ciphertext table information listing (see (B) of FIG.
7) the tuple:

[configuration target table name, configuration target
column name, encryption algorithm identifier select-
ed in Step 1, name of ciphertext table created in Step
12].

[0189] Step 15: The database control means 12 re-
writes plaintext column data for a column that is an op-
eration target to a serial number associated by the tuple:

[serial number, plaintext column data, ciphertext col-
umn data] as created in Step 12, to be stored in the
database 11.

[0190] Step 16: The database control means 12 replies
to the application response means 22 that encryption of
the plaintext column data has been completed. The ap-
plication response means 22 replies to the security con-
figuration means 26 that the change has been completed
(Step 9).

<Change of Privacy Level>

[0191] With regard to processing that reflects specify-
ing the privacy level of the column data in the security
configuration information storage unit 14, the security
configuration information temporary storage unit 25, and
the database 11, a description is given below concerning
a case where the privacy level is already configured.
[0192] The application response means 22 refers to
the security configuration information storage unit 14, ob-
tains column data privacy level information configured in
a specified column, compares with a newly specified pri-
vacy level, and if the privacy level is the same, does not
perform any particular processing. In a case where the
newly specified privacy level is lower than the column
data privacy level configured in the security configuration
information storage unit 14, a section with the column
data a privacy level in the security configuration informa-
tion is changed to the newly specified privacy level.
[0193] In a case where the privacy level specified by
the security configuration means 26 is higher than the
column data privacy level configured in the security con-
figuration information storage unit 14, processing from
Step 4 onwards in FIG. 15 is performed.
[0194] FIG. 15 is a diagram describing processing flow
reflecting configuration target and configuration content
inputted from the security configuration means 26, with
respect to the application response means 22. A descrip-
tion is given of processing (processing of the application
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response means 22) that changes the configured privacy
level (changes to a higher value), referring to FIG. 15.

Step 0: Receive configuration target and configuration 
content (privacy level):

[0195] The application response means 22 receives a
table name and column name that are configuration tar-
gets, and configuration content (change of privacy level)
from the security configuration means 26.

Step 1: Obtain list of already configured encryption algo-
rithm identifiers:

[0196] The application response means 22 obtains a
list of encryption algorithm identifiers used in encryption
of column data specified by the inputted configuration
target table name and column name, from the security
configuration information storage unit 14 (see FIG. 6) of
the database apparatus 10. It is to be noted that in a case
where the configuration target table name and column
are encrypted, the application response means 22 de-
tects a name matching a plaintext table name or a plain-
text column name inputted from the security configuration
means 26, from a decrypted table name or decrypted
column name of the security configuration information
temporary storage unit 25, obtains a corresponding en-
crypted table name or encrypted column name, and iden-
tifies the ciphertext table name and ciphertext column
name that are configuration targets, in the security con-
figuration information storage unit 14 (see FIG. 6).

Step 2: Obtain list of encryption algorithm identifiers cor-
responding to specified privacy level:

[0197] The application response means 22 refers to
the cryptographic protocol information storage unit 13
(see FIG. 5) of the database apparatus 10 and obtains
a list of encryption algorithm identifiers corresponding to
the newly inputted privacy level.

Step 3: Comparison of encryption algorithm identifiers:

[0198] The application response means 22 compares
the list of encryption algorithm identifiers obtained in Step
1 and the list of encryption algorithm identifiers corre-
sponding to the new privacy level obtained in Step 2.

Step 4: Creation of new ciphertext table:

[0199] As a result of the comparison in Step 3, in a
case where there is no common encryption algorithm
identifier in the list of encryption algorithm identifiers ob-
tained in Step 1 and the list of encryption algorithm iden-
tifiers corresponding to the new privacy level obtained in
Step 2, the application response means 22 creates a new
ciphertext table by the following procedure. Where there
is a common encryption algorithm identifier, since data

encrypted by an encryption algorithm of the same privacy
level exists, the following privacy level change process-
ing (data is re-encrypted by an encryption algorithm cor-
responding to the new privacy level information to create
a ciphertext table and update the ciphertext table infor-
mation) is not performed.

Step 5: Obtain all ciphertext from existing ciphertext ta-
ble:

[0200] In a case where a plurality of encryption algo-
rithm identifiers are included in the encryption algorithm
identifier list obtained in Step 1, the application response
means 22 selects one encryption algorithm identifier from
among them (where there is only 1, the 1 encryption al-
gorithm identifier is selected), and requests the database
control means 12 to obtain content of the ciphertext table
corresponding to the selected encryption algorithm iden-
tifier from the database 11. The database control means
12 refers to the ciphertext table information listing (see
(B) of FIG. 7), identifies the ciphertext table name corre-
sponding to the selected encryption algorithm identifier,
obtains content (stored as a pair format of ID and cipher-
text) of the identified ciphertext table, and transmits this
to the application response means 22.

Step 6: Decryption of ciphertext:

[0201] The application response means 22 transmits
the encryption algorithm identifier selected in Step 5 and
the obtained ciphertext to the key usage means 23, and
requests decryption to plaintext.

Step 7: Creation of ciphertext by encryption algorithm of 
new identifier:

[0202] In a case where there are a plurality of encryp-
tion algorithm identifiers included in only the list of en-
cryption algorithm identifiers corresponding to the priva-
cy level obtained in Step 2 (not included in the encryption
algorithm identifier list obtained in Step 1), the application
response means 22 selects one encryption algorithm
identifier from among them (in a case where there is only
1 encryption algorithm identifier included in the list of en-
cryption algorithm identifiers corresponding to the priva-
cy level obtained in Step 2, the 1 encryption algorithm
identifier is selected), transmits this to the key usage
means 23 together with plaintext obtained in Step 6, and
requests encryption by the encryption algorithm of the
new identifier. A list of new tuples is created:

[serial number, plaintext, ciphertext].

Step 8: Creation of ciphertext table:

[0203] The application response means 22 requests
the database control means 12 to create a ciphertext
table storing a list of tuples:
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[serial number, ciphertext],
and creates a ciphertext table (see storage format
of (D) to (F) of FIG. 7).

Step 9: Updating of ciphertext table information listing:

[0204] In order to add a new table to the encryption
table information listing (see (B) of FIG. 7) the application
response means 22 requests the database control
means 12 to add the tuple:

[target table name, target column name, new encryp-
tion algorithm identifier, ciphertext table name cre-
ated in Step 8].

Step 10: Deletion of encryption table not satisfying spec-
ified privacy level:

[0205] A request is made to the database control
means 12 regarding an encryption algorithm identifier
included in only Step 1, to refer to the ciphertext table
information listing (see (B) of FIG. 7) to identify a corre-
sponding ciphertext table and to delete the ciphertext ta-
ble in question and a corresponding portion of the cipher-
text table information listing (a row (entry) including the
table name of the ciphertext table that is to be deleted)
from the database 11. By this operation, with regard to
column data for which a change in privacy level is spec-
ified, encryption column data encrypted by an encryption
algorithm of a privacy level lower than the newly specified
privacy level is deleted from the database 11.
[0206] In a case where the column data privacy level
is configured to a value lower than the currently config-
ured privacy level by the security configuration means
26, processing similar to that described above is per-
formed. In a case where data exists that is encrypted by
an encryption algorithm of a privacy level the same as
the newly specified privacy level, processing to perform
re-encryption with the encryption algorithm correspond-
ing to the newly specified privacy level and create a ci-
phertext table is not performed.

<Data Addition Processing>

[0207] Next, a description is given of an example of a
processing procedure for adding new column data to the
database 11. FIG. 16 is a flowchart describing processing
of adding data to a table already created within the da-
tabase 11, with regard to the application response means
22.

Step 0: receive data addition instruction:

[0208] The application response means 22 recognizes
that a database operation command inputted from the
database usage application 21 is a data addition instruc-
tion such as an SQL:

INSERT Text (INSERT INTO (column name 1, col-
umn name 2...) VALUES (value 1, value 2...)

Step 1: Confirmation whether or not metadata is encrypt-
ed:

[0209] The application response means 22 refers to
the security configuration information storage unit 14 or
security configuration information temporary storage unit
25 of the database apparatus 10, and confirms whether
or not the addition target table name or column name is
encrypted in the database 11.

Step 2: Replacing of plaintext data with ciphertext:

[0210] In a case where a table name or column name
specified by a database operation command in the data
addition instruction is encrypted, the application re-
sponse means 22 obtains a ciphertext table name or col-
umn name corresponding to plaintext table name and
column name of a section of decrypted table name and
decrypted column name in the security configuration in-
formation temporary storage unit 25, and replaces the
plaintext table name and plaintext column name included
in the data addition instruction, such as the INSERT text
described above, with the obtained ciphertext table name
and the ciphertext column name.
[0211] The application response means 22 refers to
the security configuration information storage unit 14 or
the security configuration information temporary storage
unit 25, and obtains column data privacy level and en-
cryption algorithm identifier, for the column that is an ad-
dition target.

Step 3: Confirmation of already configured privacy level:

[0212] In a case where the column data privacy level
of the relevant table name and column name is Null, in
the security configuration information storage unit 14 or
the security configuration information temporary storage
unit 25 (a case where the privacy level is not configured),
the application response means 22 moves control to Step
8. On the other hand, in a case where the column data
privacy level is configured, the application response
means 22 executes the following Step 4.

Step 4: Creation of encrypted data according to config-
ured privacy level:

[0213] In a case where the column privacy level and
the encryption algorithm identifier are configured, with
regard to all configured encryption algorithm identifiers,
the application response means 22 sends the plaintext
data to be added and encryption algorithm identifier to
the key usage means 23, and creates a list of tuples:

[encryption algorithm identifier, encrypted data]
by which the plaintext data is encrypted by the con-
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figured encryption algorithm.

Step 5: Request to add data including encryption algo-
rithm identifier and encrypted data:

[0214] The application response means 22 transmits
to the database control means 12:

addition target table name and column name, and
[encryption algorithm identifier, encrypted data]
obtained in Step 4, and requests addition to the da-
tabase 11.

Step 6: Encrypted data addition to ciphertext table:

[0215] The database control means 12 obtains the
maximum value of serial numbers stored in the addition
target column and makes the serial number maximum
value + 1 the starting number IDx for an extra ID.
[0216] The database control means 12 refers to the
ciphertext table information listing (see (B) of FIG. 7) with
regard to all of:

[encryption algorithm identifier, encrypted data]
obtained in Step 4, and obtains the ciphertext table
name corresponding to the encryption algorithm
identifier specified for the addition target table and
column.

[0217] The database control means 12 adds a tuple of
[extra ID, encrypted data]
to the obtained ciphertext table. The ciphertext table
stores pair information of ID and encrypted data, as
shown in (D) to (F) of FIG. 7. Therefore,
[extra ID, ciphertext data]
is added to the end of the ciphertext table. In a case of
a plurality of data to be added, the extra ID is incremented
as in IDx+1, IDx+2, ... in order, from the start number IDx
thereof.

Step 7: Add extra ID to column of target table:

[0218] The extra ID obtained in Step 6 is added as
column data to a column of an addition target table. For
example, an extra ID is added to the end of the column
of the table (after encryption) of (C) of FIG. 7. In a case
where the there are N items of added data, IDx, IDx+1,
IDx+2, ..., IDx+N-1 is added to the end of the column of
the table (after encryption) of (C) of FIG. 7, and the ID
maximum value is updated to IDx+1.
[0219] Steps 4 to 7 above related to data addition
processing in a case where privacy level is configured.
[0220] In Step 3, in a case where the privacy level is
not configured, the following processing is performed.

Step 8: Request for data addition to target table:

[0221] The application response means 22 transmits

an instruction to add data after replacement to ciphertext
of addition target table name and column name obtained
in Step 2, to the database control means 12, and requests
addition of data to the database 11.

Step 9: Data addition to target table:

[0222] The database control means 12 adds data to
the database 11 in accordance with the data addition
instruction transmitted by the application response
means 22.
[0223] In the present exemplary embodiment, a de-
scription has been given above of a processing proce-
dure for configuration as to whether or not there is en-
cryption, and configuration of privacy level, and a
processing procedure of an operation of adding column
data as an example of a database operation, making ref-
erence to respective flow diagrams. Below, a description
is given of several representative processes of a system
of the present exemplary embodiment (note that since
there is basically no branching in the processing, refer-
ence is not made to the flowcharts).

<Initial operation after starting application response 
means>

[0224] A description is given of initial operations after
starting the application response means 22. In the initial
operations of the application response means, in order
to make the following processing efficient, processing to
read some information placed in the database apparatus
10, on the user apparatus 20 side, and processing to
generate auxiliary information are preformed, as the in-
itial operations after starting.
[0225] The application response means 22 reads con-
tent of the security configuration information storage unit
14 of the database apparatus 10 via the database control
means 12, and stores the content in the security config-
uration information temporary storage unit 25.
[0226] In a case where metadata (table name, column
name) of the database 11 is encrypted, the application
response means 22 decrypts the encrypted metadata
thereof by the key usage means 23, and stores the meta-
data in a section of decrypted table name and decrypted
column name of the security configuration information
temporary storage unit 25. Furthermore, content of the
cryptographic protocol information storage unit 13 of the
database apparatus 10 may be read on the user appa-
ratus 20 side in the initial operation of the application
response means 22, and this may be stored and held in
a storage unit.

<Processing of operations on metadata>

[0227] A description is given concerning operations of
adding a new table to the database 11, and changing an
existing table name or column name (operations on
metadata). In a case of adding a new table to the data-
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base 11, configuration of security information is per-
formed by the security configuration means 26, as de-
scribed above.
[0228] When a database operation command for table
addition from the database usage application 21 is input-
ted, the application response means 22 notifies the se-
curity configuration means 26. The security configuration
means 26 displays content of the table addition com-
mand, and prompts the database user to input security
configuration information of the table to be added (wheth-
er or not table name and column name are encrypted,
and privacy level of the column data). The security con-
figuration means 26 transmits the security configuration
information inputted by the database user to the applica-
tion response means 22.
[0229] After the table name and column name have
been encrypted in accordance with the security configu-
ration information transmitted by the security configura-
tion means 26, the application response means 22 trans-
mits the database operation command for table addition
to the database control means 12, and creates a table in
the database 11.
[0230] The application response means 22 transmits
the security configuration information to the database
control means 12, to be stored in the security configura-
tion information storage unit 14. The application re-
sponse means 22 stores security configuration informa-
tion the same as the security configuration information
stored in the security configuration information storage
unit 14, in the security configuration information tempo-
rary storage unit 25. In a case where the table name and
column name are encrypted, the table name and column
name before encryption are stored as the table name
and column name after decryption.

<Change of table name and column name>

[0231] A change of configuration content of metadata
such as table name or column name of a table stored in
the database 11 (a change to encryption "yes," or a
change to encryption "no") has already been described
with reference to FIG. 12 and FIG. 13. A description is
given below concerning a change to a table name or col-
umn name.
[0232] In a case of changing an existing table name or
column name already stored in the database 11, it is nec-
essary to change processing according to whether or not
the table name or column name is encrypted.
[0233] When a database operation command to
change the table name or column name is inputted, the
application response means 22 searches the security
configuration information temporary storage unit 25, and
confirms whether or not configuration regarding encryp-
tion of the table name or column name to be changed,
is "yes."
[0234] If the configuration regarding encryption is "no,"
a normal database operation command is transmitted to
the database control means 12, and a database opera-

tion is executed. The table name or column name that
are stored in the security configuration information stor-
age unit 14 and the security configuration information
temporary storage unit 25 are changed together. If the
configuration regarding encryption is "yes," the following
processing is performed.
[0235] Step 1: The application response means 22 en-
crypts plaintext table name or column name after the
specified change, by the key usage means 23, and cre-
ates a tuple with regard to the table name or column
name after the change:

[plaintext table name or column name, ciphertext ta-
ble name or column name].

[0236] Step 2: The application response means 22 re-
fers to the security configuration information temporary
storage unit 25, searches for the ciphertext table name
or column name, corresponding to the plaintext table
name or column name that is a target of the specified
change, and identifies a ciphertext table name or column
name recorded in the database 11.
[0237] Step 3: The application response means 22
transmits a database operation command to the data-
base control means 12 to replace the ciphertext table
name or column name recorded in the database 11 at
present, as identified in Step 2, with a post-change ci-
phertext table name or column name as created in Step
1, and executes a change of the table name or column
name of in the database 11.
[0238] Step 4: The application response means 22 re-
places the ciphertext table name or column name as iden-
tified in Step 2, as recorded in the security configuration
information storage unit 14 or security configuration in-
formation temporary storage unit 25, with a ciphertext
table name or column name as created in Step 1. A cor-
responding plaintext table name or column name (de-
crypted table name or column name) as recorded in the
security configuration information temporary storage unit
25 is replaced with plaintext gable name or column name
after the specified change.

<Adding data to existing table>

[0239] Addition of data to a column of an existing table
already stored in the database 11 has been described
making reference to FIG. 16. The added data is encrypt-
ed, and as data of a specified column of a specified table,
a value of +1 (extra ID) is added to the number of rows
(maximum serial number) of the current table, reference
is made to the ciphertext table information listing ((B) of
FIG. 7), and a pair, extra ID and ciphertext, are added to
a ciphertext table for an encryption algorithm correspond-
ing to the added data (in a case of a plurality of encryption
algorithms, to a plurality of ciphertext tables respectively
corresponding to the plurality of encryption algorithms).
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<Change of data of existing table>

[0240] A description is given of processing of the ap-
plication response means 22 and the database control
means 12 for a case where a database operation com-
mand inputted from the database usage application 21
is for a data change. The data change corresponds, for
example, to an SQL command (UPDATE table name
SET <column> = <value>) or the like.
[0241] Step 1: The application response means 22 re-
fers to the security configuration information storage unit
14 (or the security configuration information temporary
storage unit 25), and confirms whether or not the table
name or column name that is a target of an additional
change, is encrypted.
[0242] Step 2: In a case where the table name or col-
umn name that is a target of an additional change, is
encrypted, the application response means 22 refers to
the security configuration information temporary storage
unit 25, obtains the ciphertext table name or column
name in the database 11, and replaces the (plaintext)
table name or column name corresponding to the data-
base operation command inputted to the application re-
sponse means 22, with the obtained ciphertext table
name or column name.
[0243] Step 3: The application response means 22 re-
fers to the security configuration information storage unit
14 (or the security configuration information temporary
storage unit 25), and confirms whether or not the privacy
level is configured in the column name that is a target for
change.
[0244] Step 4: In a case where the column data privacy
level of the relevant table name or the relevant column
name of the security configuration information storage
unit 14 (or the security configuration information tempo-
rary storage unit 25) is Null (a case where the privacy
level is not configured), a database operation command
performing only replacement of the table name or column
name described above is transmitted to the database
control means 12, and a change is executed.
[0245] In a case where the column data privacy level
of the relevant table name or the relevant column name
of the security configuration information storage unit 14
(or the security configuration information temporary stor-
age unit 25) is configured, the following processing is
performed.
[0246] Step 5: The application response means 22 re-
fers to the security configuration information storage unit
14 (or the security configuration information temporary
storage unit 25), and obtains all encryption algorithm
identifiers of the target column.
[0247] Step 6: The application response means 22 en-
crypts the plaintext data that is a target of change, by
encryption algorithms of all the obtained identifiers.
[0248] Step 7: The application response means 22
transmits to the database control means 12 the table
name or column name that is a target of change, an in-
dication of a row that is a target of change, and all created

tuples of
[encryption algorithm identifier, ciphertext].
[0249] Step 8: The database control means 12 refers
to table/column that is a target of change, to obtain a
serial number stored in a row that is a target of change.
[0250] Step 9: The database control means 12 refers
to the ciphertext table information to specify a ciphertext
table for each encryption algorithm, and rewrites cipher-
text of a row corresponding to the serial number obtained
in Step 4, with ciphertext received in Step 7.

<Deletion of data from an existing table>

[0251] A description is given of processing of the ap-
plication response means 22 and the database control
means 12 for a case where a database operation com-
mand inputted from the database usage application 21
is for data deletion from the database 11.
[0252] Step 1: The application response means 22 re-
fers to the security configuration information storage unit
14 (or the security configuration information temporary
storage unit 25), and confirms whether or not a table
name that is an operation target, is encrypted.
[0253] Step 2: In a case where the table name that is
an operation target is not encrypted, the application re-
sponse means 22 transmits a normal database operation
command as it is, to the database control means 12.
[0254] Step 3: In a case where the table name that is
an operation target is encrypted, the application re-
sponse means 22 refers to the security configuration in-
formation temporary storage unit 25, obtains a ciphertext
table name in the database 11 and replaces the table
name that is an operation target with the obtained cipher-
text table name, to be transmitted to the database control
means 12.
[0255] Step 4: The database control means 12 per-
forms data deletion, in accordance with the database op-
eration command from the application response means
22. At this time, a confirmation is made with regard to the
deletion target table, as to whether or not there is a col-
umn in which data is encrypted, and in a case where
there is an encrypted column, deletion of the correspond-
ing ciphertext table data is performed.

<Retrieval and computation of data of existing table>

[0256] A description is given below of processing in a
case where a database operation command relates to
retrieval and computation with respect to data of an ex-
isting table within the database 11.
[0257] Step 1: The application response means 22 re-
fers to the security configuration information storage unit
14 (or the security configuration information temporary
storage unit 25), and confirms whether or not a table
name or column name that is an operation target is en-
crypted.
[0258] Step 2: In a case where the table name or col-
umn name that is an operation target is encrypted, the
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application response means 22 refers to the security con-
figuration information temporary storage unit 25, obtains
the ciphertext table name or column name in the data-
base 11, and replaces the plaintext table name or column
name corresponding to the database operation com-
mand inputted to the application response means 22,
with the obtained ciphertext table name or column name.
[0259] Step 3: The application response means 22 re-
fers to the security configuration information storage unit
14 or the security configuration information temporary
storage unit 25, and confirms whether or not the column
data privacy level is configured for the data of the column
that is an operation target.
[0260] In a case where the privacy level of the column
that is an operation target is not configured (the column
data is not encrypted), processing of Steps 4 to 6 as
below is performed.
[0261] Step 4: The application response means 22
transmits a database operation command (retrieval or
computation) replacing the table name or column name
described above, to the database control means 12.
[0262] Step 5: The database control means 12 exe-
cutes the database operation (retrieval or computation)
received from the application response means 22, and
returns an execution result to the application response
means 22.
[0263] Step 6: In a case where a table name or column
name included in the database operation command (re-
trieval or computation) is replaced by ciphertext, the da-
tabase control means 12, again replaces the table name
or column name included in the execution result of the
database operation with a corresponding plaintext table
name or column name, and transmits this to the applica-
tion response means 22.
[0264] A description is given below of retrieval or com-
putation of data of an existing table within the database
11 in a case where the column data privacy level of the
column that is an operation target is configured.
[0265] Step 7: The application response means 22 re-
fers to the security configuration information storage unit
14 and obtains an identifier of an encryption algorithm
used in encryption of the column that is an operation tar-
get.
[0266] Step 8: The application response means 22 re-
fers to the cryptographic protocol information storage unit
13, and obtains a cryptographic protocol identifier (see
FIG. 5) corresponding to a triplet:

[processing content, privacy level configured for a
column that is an operation target, encryption algo-
rithm identifier used in encryption of a column that
is an operation target].

[0267] Step 9: Input of [cryptographic protocol identifi-
er, operation target column, processing content] is made
to the cryptographic protocol process execution unit 222
of the application response means 22.
[0268] Step 10: The cryptographic protocol process

execution unit 222 of the application response means 22
communicates with the database control means 12 in
accordance with the inputted cryptographic protocol
identifier, to execute the database operation and obtain
an execution result. It is to be noted that specific content
of the cryptographic protocol processing differs accord-
ing to cryptographic protocol.
[0269] Step 11: If replacement of the table name or
column name included in the database operation com-
mand is performed, the database control means 12 again
replaces ciphertext table name or column name included
in the obtained execution result with plaintext table name
or column name, and sends the execution result to the
application.

<Operation example of processing to configure privacy 
level for data>

[0270] Next, a description is given concerning a case
of configuring a column of "employee listing" and a col-
umn of "work location" to a privacy level of "medium," in
a table in the database 11 in the present exemplary em-
bodiment.

Step 1: Select encryption algorithm:

[0271] The application response means 22 selects an
encryption algorithm corresponding to the privacy level
specified by a user, by the security configuration means
26. As shown in FIG. 17, reference is made to the cryp-
tographic protocol information storage unit 13 to obtain
a list ("SE1," "AES," "HE1") of encryption algorithm iden-
tifiers corresponding to the privacy level "medium." One
algorithm is selected from among the list ("SE1," "AES,"
"HE1") of encryption algorithm identifiers. Here, efficien-
cy of ciphertext creation is viewed as important, and
"AES" is selected.

Step 2. Change of security configuration information stor-
age unit:

[0272] With regard to a row storing information of the
table name "employee listing" and column name "work
location" of the security configuration information storage
unit 14, as shown in FIG. 18, the security configuration
information operation unit 124 of the database apparatus
10 changes:

the section "column data encrypted?" from "no" to
"yes,"
the section "column data privacy level" from "NULL"
to "medium," and
the section "column data encryption algorithm iden-
tifier" from "NULL" to "AES."
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Step 3: Change of security configuration information tem-
porary storage unit 25:

[0273] With regard to the row storing information of the
table name "employee listing" and column name "work
location" of the security configuration information tempo-
rary storage unit 25, the security configuration informa-
tion operation unit 225 of the application response means
22 makes a change similar to the security configuration
information storage unit 14. That is, as shown in FIG. 19,
regarding the table name "employee listing," concerning
the row storing information of the column name "work
location," the section "column data encrypted?" is
changed from "no" to "yes,"
the section "column data privacy level" is changed from
"NULL" to "medium," and
the section "column data encryption algorithm identifier"
is changed from "NULL" to "AES."

Step 4: Obtaining target column data:

[0274] The table "employee listing" is as shown in (A)
of FIG. 20. The database control means 12 obtains a list
of data of the column "work location" from the table "em-
ployee listing," and transmits the list to the application
response means 22. At this time, a main key column for
uniquely distinguishing a line of the table "employee list-
ing" is also obtained therewith. Here, "employee number"
is the main key.

Step 5: Encryption of obtained column data:

[0275] The application response means 22 encrypts
data of the column "work location" by the key usage
means 23, associates the ciphertext with the original
plaintext and employee number, and makes a list with
attached serial numbers, 1, 2, 3, ..., as shown in (B) of
FIG. 20. It is to be noted that this list is held by a storage
unit within the application response means 22.

Step 6: Creation of ciphertext table:

[0276] Among the list ((A) of FIG. 21) created in Step
5, a list of tuples: (ciphertext "0x3d8..." of plaintext "Head
Office," ciphertext "0x962..." of plaintext "Tamagawa")
and serial numbers (1, 2, ...) is sent to the database con-
trol means 12, and a ciphertext table is created and
stored. The ciphertext table name is "ciphertext_AES_1,"
as shown in (B) of FIG. 21. The ciphertext table is formed
of a pair: serial number and ciphertext.

Step 7: Updating of ciphertext table information listing:

[0277] As shown in (C) of FIG. 21, the ciphertext table
information listing stores: table name "employee listing,"
column name "work location," encryption algorithm
"AES," and ciphertext table name "ciphertext_AES_1."

Step 8. Replacement of plaintext column data:

[0278] The list of tuples of employee number and serial
number ((A) of FIG. 22), created in Step 5, is sent to the
database control means 12, and values of the column
"work location" of the table "employee listing" are re-
placed with serial numbers (1, 2, ...), as shown in (B) of
FIG. 22. When the replacing to serial numbers is com-
pleted, the list created in Step 5 ((A) of FIG. 22) is deleted.
The ciphertext table and ciphertext table information list-
ing of (C) and (D) of FIG. 22 are the same as the ciphertext
table and ciphertext table information listing of (B) and
(C) of FIG. 21.

<Average value computation>

[0279] Next, a description is given concerning an ex-
ample of a computation operation to obtain an average
value of the encrypted data stored in the database 11.
FIG. 23 is a diagram showing an example of the security
configuration information temporary storage unit 25 re-
ferred to in this example. A description is given concern-
ing processing to obtain an average value of data where
the column name is "overtime hours" for a table name of
"work hours management listing" stored in the database
11, when the data is encrypted.
[0280] The column data for the column "work hours"
and the column data of the first column of "overtime
hours," in the table with table name "work hours man-
agement listing," each have a column data privacy level
configured to "medium," and are encrypted by an encryp-
tion algorithm with identifier "AES." The column data of
the second column of "overtime hours" is encrypted by
an encryption algorithm with identifier "HE1." It is to be
noted that the security configuration information storage
unit 14 of the database apparatus 10 side is the same
as the security configuration information temporary stor-
age unit 25 of FIG. 23 with "decrypted table name" and
"decrypted column name" removed.
[0281] The main body of the table name "work hours
management listing" has content as shown, for example,
in (A) of FIG. 24. It is to be noted that serial numbers (ID)
1, 2, 3... in "work hours" and "overtime hours" are serial
numbers (ID) 1, 2, 3..., stored with ciphertext, as pairs in
a ciphertext table. An example of the ciphertext table
"ciphertext_AES_1" storing encrypted data of "work
hours," and ciphertext tables "ciphertext_AES_2" and
"ciphertext_HE1_1" storing encrypted data of "overtime
hours" are as in (C), (D), and (E) of FIG. 24, and a ci-
phertext table information listing defining correspond-
ence relationships between these is as shown, for exam-
ple, in (B) of FIG. 24.
[0282] The cryptographic protocol information storage
unit 13 is as shown in FIG. 25. An encryption algorithm
identifier OPE1 represents an Oder Preserving Symmet-
ric Encryption algorithm (common key scheme). HE1 rep-
resents Homomorphic Encryption, and SE1 represents
Searchable Encryption.
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[0283] Where a database operation command inputted
from the database usage application 21 is an average
value computation operation (for example, SQL text: SE-
LECT AVERAGE (column name) FROM table name),
the application response means 22 determines whether
or not metadata (table name, column name) is encrypted.
The application response means 22 refers to the security
configuration information temporary storage unit 25 of
FIG. 23, and obtains information corresponding to col-
umn name "overtime hours" of table name "work hours
management listing." Reference is made to the sections
"table name encrypted?" and "column name encrypt-
ed?," to confirm that encryption of both is configured to
"no." In this case, the application response means 22
does not perform metadata replacement processing.
[0284] Next, the application response means 22 refers
to the section "column data privacy level" where column
name is "overtime hours" for a table name of "work hours
management listing" of the security configuration infor-
mation temporary storage unit 25 of FIG. 23, and confirms
that the column data privacy level is configured to "me-
dium." Processing accompanying cryptographic protocol
processing is then performed.
[0285] The application response means 22 confirms
the section "column data encryption algorithm identifier"
where table name is "work time management listing" of
the security configuration information temporary storage
unit 25 of FIG. 23, and obtains encryption algorithm iden-
tifiers "AES" and "HE1" that are used in encryption.
[0286] The application response means 22 refers to
the cryptographic protocol information storage unit 13
(see FIG. 25), and searches for cryptographic protocol
identifiers corresponding to processing content "aver-
age" with privacy level "medium," for the encryption al-
gorithms "AES" and "HE1," respectively.
[0287] As a result of the search, the application re-
sponse means 22 obtains a cryptographic protocol iden-
tifier "HE1_AVG_M," for the encryption algorithm "HE1."
[0288] The following are inputted to the cryptographic
protocol process execution unit 222 of the application
response means 22: cryptographic protocol identifier:
"HE1_AVG_M,"
table name: "work hours management listing,"
column name: "overtime hours,"
encryption algorithm: "HE1," and
processing content: "average."
[0289] The cryptographic protocol process execution
unit 222 performs cryptographic protocol processing by
interacting with the cryptographic protocol process exe-
cution unit 122 of the database control means 12, in ac-
cordance with the inputted cryptographic protocol iden-
tifier. Specific operations thereof vary according to cryp-
tographic protocol or implementation (there are no par-
ticular limitations, and 1 example of operations is de-
scribed below). A result of execution of the cryptographic
protocol process execution unit 222 is reflected in the
database usage application 21.
[0290] The cryptographic protocol process execution

unit 222 on the user apparatus 20 side sends the 4 items:
table name "work hours management listing" that is an
operation target, column name "overtime hours," encryp-
tion algorithm identifier "HE1," and cryptographic proto-
col identifier "HE1_AVG_M," to the cryptographic proto-
col process execution unit 122 of the database control
means 12.
[0291] The cryptographic protocol process execution
unit 122 operates as follows, in accordance with a
processing procedure specified by the received crypto-
graphic protocol identifier "HE1_AVG_M."
[0292] The cryptographic protocol process execution
unit 122 refers to the ciphertext table information listing
((B) of FIG. 24), to obtain table name "ciphertext_HE1_1"
that stores data encrypted by the encryption algorithm
"HE1," with regard to the column "work hours" of the table
"work hours management listing."
[0293] The cryptographic protocol process execution
unit 122 then obtains all ciphertext data stored in the col-
umn "ciphertext" of "ciphertext_HE1_1" and the number
of data items.
[0294] The cryptographic protocol process execution
unit 122 computes sum total of ciphertext for the plaintext,
rather than decrypting the obtained ciphertext data. In
additive homomorphic encryption such as Paillier en-
cryption, for example, with regard to ciphertext E(m1) of
plain text m1 and ciphertext E(m2) of plain text m2, for
ciphertext E(m1+m2) of m1+m2, the following holds:
E(m1) + E(m2) = E(m1+m2). Accordingly, the sum total
of ciphertext E(∑mi) is computed as ∑E(mi).
[0295] The cryptographic protocol process execution
unit 122 of the database control means 12 sends the
obtained sum total of ciphertext and the number of data
items to the cryptographic protocol process execution
unit 222 (see FIG. 8) on the user apparatus 20 side, via
the processing/communication control unit 125 (see FIG.
3). It is to be noted that RSA encryption and Elgamal
encryption described above are multiplicative homomor-
phic. Therefore, an encryption algorithm corresponding
to a computation operation (processing content identifier)
is configured. In the example of the cryptographic proto-
col information storage unit 13 of FIG. 25, for example,
the homomorphic encryption algorithm HE1 (in this case,
HE1 is Paillier encryption or the like) is configured for a
processing content operator of "average."
[0296] In the cryptographic protocol process execution
unit 222 on the user apparatus 20 side, the ciphertext
total sum received from the database control means 12
and the encryption algorithm identifier "HE1" are send to
the key usage means 23, the ciphertext total sum is de-
crypted, and the plaintext total sum is obtained. The cryp-
tographic protocol process execution unit 222 obtains an
average value (plaintext) by dividing the total sum (plain-
text) by the number of data items (plaintext). The obtained
average value is returned to the database usage appli-
cation 21 that originally issued the database operation
command (average value).
[0297] Outside of the abovementioned average value,
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in a case where some complex arithmetic computations,
such as addition, multiplication, etc., use an additive ho-
momorphic encryption algorithm or a multiplicative ho-
momorphic encryption algorithm, and it is possible to per-
form computational processing of ciphertext as it is, in
the cryptographic protocol process execution unit 122 of
the database control means 12, a result (ciphertext) of
performing computation of ciphertext as it is is returned
to the cryptographic protocol process execution unit 222
of the application response means 22, and in the appli-
cation response means 22, a ciphertext of the processing
result is decrypted to plaintext by the key usage means
23, and computation of the rest of the complex arithmetic
computation is performed with plaintext, to return a com-
putation result to the database usage application 21.
Processing is made efficient by the configuration in ques-
tion. In the database control means 12, in a case where
computation of the database operation command is a
computation outside of addition or multiplication (for ex-
ample, decryption computation of addition, subtraction,
multiplication, division, or the like, size comparison com-
putation, logical computation, or the like), in a case where
it is not possible to perform computational processing of
ciphertext as it is, computation target data of the database
11 is transmitted to the application response means 22
as it is. In the application response means 22, computa-
tion target ciphertext data is decrypted to plaintext using
the key usage means 23, the computation is performed
on the plaintext data in question, and a computation result
is returned to the database usage application 21. The
configuration in question can handle arbitrary computa-
tion.
[0298] In the abovementioned exemplary embodiment
an SQL command is shown as an example of a database
operation command, but clearly the database operation
command is not limited to an SQL command.
[0299] At least some of the abovementioned exempla-
ry embodiment is appended, as an example, as follows.
(Note that there is no limitation to the following).

(Appendix 1)

[0300] A database encryption system, comprising:

a database apparatus that comprises a database,
and database control means that controls execution
of a database operation; and
a user apparatus that is connected to the database
control means via a network, wherein

the user apparatus comprises:

key usage means that manages key information for
encryption and decryption;
security configuration means that configures infor-
mation related to configuration of security of data
and/or metadata stored in the database;
a first storage unit that stores information related to

the configuration of security; and
application response means that receives a data-
base operation command issued to the database ap-
paratus, and determines whether or not encryption
is necessary with respect to data and/or metadata
handled by the database operation command, by re-
ferring to the information of the first storage unit,
wherein
the application response means, if encryption is nec-
essary, transmits to the database control means, as
data and/or metadata of the database operation
command, encrypted data and/or encrypted meta-
data that has been encrypted according to key infor-
mation of the key usage means by using an encryp-
tion algorithm corresponding to the security of the
data and/or metadata, to cause the database control
means to execute the database operation,
the application response means, if encryption is not
necessary, transmits the database operation com-
mand as it is, to the database control means, to
cause the database control means to execute the
database operation, and
the application response means receives a database
processing result transmitted by the database con-
trol means, and if conversion or decryption of the
data and/or metadata of the database processing
result is necessary, returns a result of performing the
conversion or the decryption according to key infor-
mation of the key usage means, to an issuing source
of the database operation command as a response
to the database operation command.

(Appendix 2)

[0301] The database encryption system according to
appendix 1, wherein the security configuration means
performs at least one of:

a configuration or change with regard to whether or
not the metadata is encrypted,
a configuration or change with regard to whether or
not the data is encrypted, and
a configuration or change of privacy level information
representing the security level.

(Appendix 3)

[0302] The database encryption system according to
appendix 2, wherein
the first storage unit holds information with regard to
whether or not the metadata is encrypted, whether or not
the data is encrypted, privacy level information repre-
senting the security level of the data, and distinguishing
information for an encryption algorithm corresponding to
the privacy level information.
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(Appendix 4)

[0303] The database encryption system according to
appendix 3, wherein
the first storage unit, in a case where the metadata in-
cluding a table name and column name stored in the
database is encrypted, holds the encrypted table name
and column name, in addition to storing and holding the
table name in plaintext and the column name in plaintext,
before encryption, as a decrypted table name and a de-
crypted column name, respectively.

(Appendix 5)

[0304] The database encryption system according to
appendix 4, wherein
the application response means, in a case where at least
one of a table name and column name among metadata
of the database processing result is encrypted, obtains
at least one of the table name in plaintext and the column
name in plaintext, held as the decrypted table name and
the decrypted column name of the first storage unit.

(Appendix 6)

[0305] The database encryption system according to
any one of appendices 1 to 5, wherein
the database control means receives the database op-
eration command transmitted by the application re-
sponse means, executes a database operation using a
cryptographic protocol on encrypted data or a database
operation on plaintext data, with respect to the database,
and returns a processing result to the application re-
sponse means as the database processing result.

(Appendix 7)

[0306] The database encryption system according to
appendix 6, wherein
the database control means, with regard to a predeter-
mined prescribed operation and computation of the da-
tabase operation command, performs the operation or
computation on ciphertext data stored in the database,
as ciphertext, and transmits a ciphertext processing re-
sult to the application response means as the database
processing result.

(Appendix 8)

[0307] The database encryption system according to
any one of appendices 4 to 7, wherein
the database apparatus comprises:

a second storage unit that stores and holds informa-
tion as to whether or not the metadata including a
table name and column name stored in the database
is encrypted, whether or not the data is encrypted,
privacy level information representing the security

level of the data, and distinguishing information for
an encryption algorithm corresponding to the privacy
level information; and
a third storage unit that stores and holds at least
cryptographic protocol distinguishing information as-
sociating processing content of the database oper-
ation command, the privacy level information, and
the encryption algorithm.

(Appendix 9)

[0308] The database encryption system according to
appendix 8, wherein
the database functions as the second and/or third storage
unit, and holds information stored in the second and/or
third storage unit as a table within the database.

(Appendix 10)

[0309] The database encryption system according to
appendix 8 or 9, wherein the application response means
selects an encryption algorithm corresponding to the pri-
vacy level information corresponding to the data by re-
ferring to at least one of the first to third storage units,
and encrypts the data using the selected encryption al-
gorithm and key information of the key usage means, to
transmit the data to the database control means.

(Appendix 11)

[0310] The database encryption system according to
appendix 10, wherein
the application response means determines whether or
not a table name and column name specified by the da-
tabase operation command are encrypted by referring to
the first and/or second storage unit, and in a case where
at least one of the table name and column name is en-
crypted, replaces at least one of the table name and the
column name of the database operation command with
ciphertext, to be transmitted to the database control
means.

(Appendix 12)

[0311] The database encryption system according to
appendix 10, wherein
the database control means comprises a cryptographic
protocol process execution unit that executes a crypto-
graphic protocol process of processing content corre-
sponding to the database operation command, based on
cryptographic protocol distinguishing information of the
third storage unit, with respect to data encrypted by the
encryption algorithm corresponding to the privacy level
information.

(Appendix 13)

[0312] The database encryption system according to
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any one of appendices 1 to 12, wherein
the database control means, in a case where, with regard
to a computation operation of the database operation
command, data to be operated on, which is stored as
ciphertext in the database, is encrypted by an encryption
algorithm corresponding to a predetermined prescribed
homomorphic computation, and the computation opera-
tion of the database operation command includes the
prescribed homomorphic computation, performs the
computation operation on the encrypted data that is to
be operated on, as ciphertext, and transmits a ciphertext
computation result to the application response means as
the database processing result, and
the application response means:

(A) returns a plaintext computation result obtained
by decrypting the ciphertext computation result
transmitted by the database control means by using
key information of the key usage means, to the is-
suing source of the database operation command, or
(B) in a case where the computation operation of the
database operation command further requires com-
putation in plaintext, performs the computation in
plaintext, and returns the plaintext computation re-
sult to the issuing source of the database operation
command, or the application response means:
(C) decrypts the ciphertext computation result trans-
mitted by the database control means by using key
information of the key usage means, and further per-
forms plaintext computation on a plaintext computa-
tion result obtained;
(D) encrypts the plaintext computation result using
key information of the key usage means, then trans-
mits the encrypted result to the database control
means, and performs a computation operation on
the ciphertext as it is, by the database control means;
(E) decrypts the ciphertext computation result trans-
mitted by the database control means using key in-
formation of the key usage means, to have plaintext;
and
(F) returns the plaintext computation result to the is-
suing source of the database operation command,
or further performs a computation on the plaintext
computation result, or furthermore, repeats the
processing of (D) and (E) at least once and then re-
turns the plaintext computation result to the issuing
source of the database operation command.

(Appendix 14)

[0313] The database encryption system according to
any one of appendices 1 to 12, wherein
the database control means, in a case where data to be
operated on, which is stored as ciphertext, is encrypted
by an encryption algorithm such that a computation op-
eration of the database operation command cannot be
performed with the data as ciphertext, in the database,
transmits the ciphertext data that is a target of the com-

putation operation to the application response means,
and
the application response means decrypts the ciphertext
data transmitted by the database control means using
key information of the key usage means, performs the
computation operation of the database operation com-
mand on plaintext data obtained, and returns the com-
putation operation result to the issuing source of the da-
tabase operation command.

(Appendix 15)

[0314] The database encryption system according to
appendix 8 or 9, wherein according to input to the security
configuration means, in a case of encrypting column data
of a table within the database, the database control
means reads the column data from the database,
the application response means encrypts the column da-
ta obtained by reading from the database by referring to
the first and/or second storage unit, using key information
of the key usage means with an encryption algorithm
corresponding to configured privacy level information,
and transmits the column data to the database control
means,
the database control means creates a ciphertext table
including a pair of a serial number and ciphertext of the
column data, and the database control means comprises
a ciphertext table information listing including a tuple of
table name, column name, encryption algorithm, and ci-
phertext table name, in order to manage the ciphertext
table.

(Appendix 16)

[0315] The database encryption system according to
any one of appendices 1 to 14, wherein
the database control means comprises an encryption
computation unit that encrypts data and/or metadata us-
ing a public key transmitted by the application response
means.

(Appendix 17)

[0316] The database encryption system according to
appendix 16, wherein
in a case of, according to input to the security configura-
tion means, encrypting column data of a table within the
database, the database control means reads the column
data from the database, obtains public key information
from the application response means, and encrypts the
column data by the encryption computation unit,
the database control means creates a ciphertext table
including a pair of a serial number and ciphertext of the
column data, and the database control means comprises
a ciphertext table information listing including a tuple of
table name, column name, encryption algorithm, and ci-
phertext table name, in order to manage the ciphertext
table.
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(Appendix 18)

[0317] The database encryption system according to
appendix 15, wherein
the application response means, in a case where a da-
tabase operation command to add column data is input-
ted and encryption of the column data is necessary, en-
crypts the added data by an encryption algorithm corre-
sponding to the column data using key information of the
key usage means, and transmits the added data to the
database control means, and
the database control means adds a pair of an updated
serial number and ciphertext to an end of the ciphertext
table of the database.

(Appendix 19)

[0318] The database encryption system according to
appendix 3, wherein
the application response means, on receiving an instruc-
tion to change privacy level information of data stored in
the database from the security configuration means, de-
crypts encrypted data stored in the database once to
plaintext using key information of the key usage means,
re-encrypts the plaintext with an encryption algorithm cor-
responding to the changed privacy level information and
then transmits the re-encrypted data to the database con-
trol means, stores the re-encrypted data in the database,
and updates the privacy level information and the en-
cryption algorithm distinguishing information of the first
storage unit.

(Appendix 20)

[0319] The database encryption system according to
appendix 19, wherein
the security configuration means specifies, with regard
to a change of privacy level information of data stored in
the database, a table name, a column name, and privacy
level information after change,
the application response means obtains a first set of en-
cryption algorithm identifiers used in encryption of the
data of the table name and column name stored in the
database from the second storage unit, and obtains a
second set of encryption algorithm identifiers corre-
sponding to inputted privacy level information,
in a case where a common encryption algorithm identifier
does not exist in the first and second sets, ciphertext of
the data of the table name and column name, encrypted
by an encryption algorithm of one of the encryption algo-
rithm identifiers among the first set, is decrypted to plain-
text using key information of the key usage means, and
the plaintext is encrypted by an encryption algorithm cor-
responding to the inputted privacy level information of
the second set, to be transmitted to the database control
means, and
the database control means stores a pair of a serial
number and ciphertext in a ciphertext table and then up-

dates the ciphertext table information listing, and with
regard to data for which a change of the privacy level
information is specified, deletes a ciphertext table that
does not correspond to the specified privacy level infor-
mation.

(Appendix 21)

[0320] The database encryption system according to
any one of appendices 1 to 20, wherein
the user apparatus issues a database operation com-
mand to the database, and executes a database usage
application program that receives a processing result of
the database operation command, and the application
response means receives a database operation com-
mand from the database usage application program and
returns a processing result of the database operation
command to the database usage application program.

(Appendix 22)

[0321] A user apparatus, connected to a database ap-
paratus via a network, the user apparatus comprising:

key usage means that manages key information for
encryption and decryption;
security configuration means that configures infor-
mation related to configuration of security of data
and/or metadata stored in the database;
a first storage unit that stores information configured
by the security configuration means; and
application response means that receives a data-
base operation command issued to the database ap-
paratus, and determines whether or not encryption
is necessary with respect to data and/or metadata
handled by the database operation command, by re-
ferring to the information of the first storage unit,
wherein
the application response means, if encryption is nec-
essary, transmits to the database apparatus, as data
and/or metadata of the database operation com-
mand, encrypted data and/or encrypted metadata
that has been encrypted according to key information
of the key usage means by using an encryption al-
gorithm corresponding to the security of the data
and/or metadata, to cause the database apparatus
to execute a database operation,
the application response means, if encryption is not
necessary, transmits the database operation com-
mand as it is, to the database apparatus to cause
the database apparatus to execute the database op-
eration, and
the application response means receives a database
processing result transmitted by the database appa-
ratus, and if conversion or decryption of the data
and/or metadata of the database processing result
is necessary, returns a result of performing the con-
version or the decryption according to key informa-

63 64 



EP 2 778 951 A1

34

5

10

15

20

25

30

35

40

45

50

55

tion of the key usage means, to an issuing source of
the database operation command as a response to
the database operation command.

(Appendix 23)

[0322] The user apparatus according to appendix 22,
wherein
the security configuration means performs at least one
of: a configuration or change with regard to whether or
not the metadata including a table name and column
name stored in the database is encrypted, a configuration
or change with regard to whether or not the data is en-
crypted, and a configuration or change of privacy level
information representing data security level.

(Appendix 24)

[0323] The user apparatus according to appendix 23,
wherein
the first storage unit holds information as to whether or
not metadata including a table name and column name
stored in the database is encrypted, whether or not data
is encrypted, privacy level information representing the
security level of the data, and distinguishing information
for an encryption algorithm corresponding to the privacy
level information, and
the first storage unit, in a case where the table name and
column name are encrypted, stores and holds, in addition
to an encrypted table name and column name, the table
name in plaintext and column name in plaintext before
encryption, as a decrypted table name and column name.

(Appendix 25)

[0324] The user apparatus according to appendix 24,
wherein
the application response means determines whether or
not a table name and column name specified by the da-
tabase operation command are encrypted by referring to
the first storage unit,
the application response means replaces plaintext with
ciphertext in a case where at least one of the table name
and column name is encrypted, and
the application response means, by referring to the first
storage unit, in a case of encrypting data, encrypts the
data using key information of the key usage means using
an encryption algorithm corresponding to the privacy lev-
el information, and transmits the encrypted data to the
database apparatus.

(Appendix 26)

[0325] A database apparatus that receives a database
operation command transmitted by the user apparatus
according to any one of appendices 22 to 25, executes
a database operation using a cryptographic protocol on
encrypted data, or a database operation on plaintext da-

ta, with respect to the database, and returns a processing
result to the application response means, as the data-
base processing result.

(Appendix 27)

[0326] The database apparatus according to appendix
26, wherein
the database control means receives a database oper-
ation command transmitted by the application response
means, executes a database operation using a crypto-
graphic protocol on encrypted data, or a database oper-
ation on plaintext data, with respect to the database, and
returns a processing result to the application response
means, as the database processing result.

(Appendix 28)

[0327] The database apparatus according to appendix
26, wherein the database control means, with regard to
a predetermined prescribed operation and computation
of the database operation command, performs the oper-
ation or computation on ciphertext data stored in the da-
tabase, as ciphertext, and transmits the ciphertext
processing result to the application response means as
the database processing result.

(Appendix 29)

[0328] The database apparatus according to appendix
26, wherein
the database apparatus comprises:

a second storage unit that stores and holds informa-
tion as to whether or not the metadata including a
table name and column name stored in the database
is encrypted, whether or not the data is encrypted,
privacy level information representing the security
level of the data, and distinguishing information for
an encryption algorithm corresponding to the privacy
level information; and
a third storage unit that stores and holds at least
cryptographic protocol distinguishing information
that associates processing content of the database
operation command, privacy level information, and
encryption algorithm.

(Appendix 30)

[0329] The database apparatus according to appendix
29, wherein
the database functions as the second and/or third storage
unit, and holds information stored in the second and/or
third storage unit as a table within the database.

(Appendix 31)

[0330] The database apparatus according to appendix
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29, wherein
the database control means comprises a cryptographic
protocol process execution unit that executes a crypto-
graphic protocol process of processing content corre-
sponding to the database operation command, based on
cryptographic protocol distinguishing information of the
third storage unit, with respect to data encrypted by the
encryption algorithm corresponding to the privacy level
information.

(Appendix 32)

[0331] The database apparatus according to any one
of appendices 26 to 31, wherein
the database control means, in a case where, with regard
to a computation operation of the database operation
command, data to be operated on, which is stored as
ciphertext in the database, is encrypted by an encryption
algorithm corresponding to a predetermined prescribed
homomorphic computation, and the computation opera-
tion of the database operation command includes the
prescribed homomorphic computation, performs the
computation operation on the encrypted data that is to
be operated on, as ciphertext, and transmits a ciphertext
computation result to the application response means as
the database processing result, and
the application response means:

(A) returns a plaintext computation result obtained
by decrypting the ciphertext computation result
transmitted by the database control means by using
key information of the key usage means, to the is-
suing source of the database operation command, or
(B) in a case where the computation operation of the
database operation command further requires com-
putation in plaintext, performs the computation in the
plaintext, and returns the plaintext computation re-
sult to the issuing source of the database operation
command, or the application response means:
(C) decrypts the ciphertext computation result trans-
mitted by the database control means by using key
information of the key usage means, and further per-
forms plaintext computation on a plaintext computa-
tion result obtained;
(D) encrypts the plaintext computation result using
key information of the key usage means, then trans-
mits the encrypted result to the database control
means, and performs a computation operation on
the ciphertext as it is, in the database control means;
(E) decrypts the ciphertext computation result trans-
mitted by the database control means using key in-
formation of the key usage means, to have plaintext;
and
(F) returns the plaintext computation result to the is-
suing source of the database operation command,
or further performs a computation on the plaintext
computation result, or furthermore, repeats the
processing of (D) and (E) at least once and then re-

turns the plaintext computation result to the issuing
source of the database operation command.

(Appendix 33)

[0332] The database apparatus according to any one
of appendices 26 to 31, wherein
the database control means, in a case where data to be
operated on, which is stored as ciphertext, is encrypted
by an encryption algorithm such that a computation op-
eration of the database operation command cannot be
performed with the data as ciphertext, transmits the ci-
phertext data that is a computation operation target to
the application response means, and
the application response means decrypts the ciphertext
data transmitted by the database control means using
key information of the key usage means, performs a com-
putation operation of the database operation command
on the obtained plaintext data, and returns the computa-
tion operation result to the issuing source of the database
operation command.

(Appendix 34)

[0333] The database apparatus according to appendix
26, wherein in a case of encrypting column data of a table
within the database,
the database control means reads the column data from
the database, the application response means refers to
the first and/or the second storage unit to encrypt the
column data obtained by reading from the database, us-
ing key information of the key usage means with an en-
cryption algorithm corresponding to configured privacy
level information, and transmits the column data to the
database control means,
the database control means creates a ciphertext table
including a pair of a serial number and ciphertext of the
column data, and the database control means comprises
a ciphertext table information listing including a tuple of
table name, column name, encryption algorithm, and ci-
phertext table name, in order to manage the ciphertext
table.

(Appendix 35)

[0334] The database apparatus according to appendix
26, wherein
the database control means comprises an encryption
computation unit that encrypts data and/or metadata us-
ing a public key transmitted by the application response
means.

(Appendix 36)

[0335] The database apparatus according to appendix
26, wherein
in a case of encrypting column data of a table within the
database,
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the database control means reads the column data from
the database, obtains public key information from the ap-
plication response means, and encrypts the column data
by the encryption computation unit,
the database control means creates a ciphertext table
including a pair of a serial number and ciphertext of the
column data, and the database control means comprises
a ciphertext table information listing including a tuple of
table name, column name, encryption algorithm, and ci-
phertext table name, in order to manage the ciphertext
table.

(Appendix 37)

[0336] The database apparatus according to appendix
26, wherein
the application response means, in a case where a da-
tabase operation command to add column data is input-
ted and encryption of the column data is necessary, en-
crypts the added data by an encryption algorithm corre-
sponding to the column data using key information of the
key usage means and transmits the added data to the
database control means, and
the database control means adds a pair of an updated
serial number and ciphertext to the end of the ciphertext
table of the database.

(Appendix 38)

[0337] A database encryption method, comprising:

by a user apparatus connected to a database appa-
ratus via a network, storing and managing key infor-
mation for encryption and decryption;
configuring information related to configuration of se-
curity of data and/or metadata stored in the database
and storing the information in a first storage unit;
determining, with respect to a database operation
command issued to the database apparatus, wheth-
er or not it is necessary to encrypt the data and/or
metadata handled by the database operation com-
mand, by referring to the information of the first stor-
age unit;
if encryption is necessary, transmitting to the data-
base apparatus, as data and/or metadata of the da-
tabase operation command, encrypted data and/or
encrypted metadata that has been encrypted ac-
cording to the key information using an encryption
algorithm corresponding to the security of the data
and/or metadata, to cause the database apparatus
to execute a database operation;
if encryption is not necessary, transmitting the data-
base operation command as it is, to the database
apparatus to cause the database apparatus to exe-
cute the database operation; and
receiving a database processing result transmitted
by the database apparatus, and if conversion or de-
cryption of the data and/or metadata of the database

processing result is necessary, returning a result of
performing the conversion or the decryption accord-
ing to the key information to an issuing source of the
database operation command as a response to the
database operation command.

(Appendix 39)

[0338] The database encryption method according to
appendix 38, comprising: performing, in configuring the
security, at least one of: a configuration or change with
regard to whether or not the metadata is encrypted, a
configuration or change with regard to whether or not the
data is encrypted, and a configuration or change of pri-
vacy level information representing data security level.

(Appendix 40)

[0339] The database encryption method according to
appendix 38, wherein the first storage unit holds infor-
mation as to whether or not the metadata is encrypted,
whether or not the data is encrypted, privacy level infor-
mation representing the security level of the data, and
distinguishing information for the encryption algorithm
corresponding to the privacy level information.

(Appendix 4 1)

[0340] The database encryption method according to
appendix 40, wherein
the first storage unit holds, in a case where the metadata
including a table name and column name stored in the
database is encrypted, the encrypted table name and
column name, in addition to storing and holding the table
name in plaintext and the column name in plaintext, be-
fore encryption, as a decrypted table name and a de-
crypted column name, respectively.

(Appendix 42)

[0341] The database encryption method according to
appendix 41, comprising: obtaining, in a case where at
least one of a table name and column name among meta-
data of the database processing result is encrypted, at
least one of the table name in plaintext and the column
name in plaintext, held as the decrypted table name and
the decrypted column name in the first storage unit.

(Appendix 43)

[0342] The database encryption method according to
any one of appendices 38 to 42, wherein
the database apparatus receives the database operation
command transmitted by the user apparatus, executes
a database operation using a cryptographic protocol on
encrypted data, or a database operation on plaintext da-
ta, with respect to the database, and returns a processing
result to the user apparatus, as the database processing
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result.

(Appendix 44)

[0343] The database encryption method according to
appendix 43, wherein the database control means per-
forms, with regard to a predetermined prescribed oper-
ation and computation of the database operation com-
mand, the operation or computation on ciphertext data
stored in the database, as ciphertext, and transmits a
ciphertext processing result to the user apparatus as the
database processing result.

(Appendix 45)

[0344] The database encryption method according to
any one of appendices 41 to 44, wherein
the database apparatus stores and holds in a second
storage unit information as to whether or not the metadata
including the table name and column name stored in the
database is encrypted, whether or not the data is encrypt-
ed, privacy level information representing data security
level, and distinguishing information for an encryption al-
gorithm corresponding to the privacy level information,
and
the database apparatus stores and holds in a third stor-
age unit at least cryptographic protocol distinguishing in-
formation that associates processing content of the da-
tabase operation command, privacy level information,
and an encryption algorithm.

(Appendix 46)

[0345] The database encryption method according to
appendix 45, wherein
the database functions as the second and/or third storage
unit, and holds information stored in the second and/or
third storage unit, as a table within the database.

(Appendix 47)

[0346] The database encryption method according to
appendix 45 or 46, wherein the user apparatus selects
an encryption algorithm corresponding to the privacy lev-
el information corresponding to the data by referring to
at least one of the first to third storage units, and encrypts
data using the selected encryption algorithm and key in-
formation of the key usage means, to transmit the data
to the database apparatus.

(Appendix 48)

[0347] The database encryption method according to
appendix 47, wherein the user apparatus determines
whether or not the table name and column name speci-
fied by the database operation command are encrypted
by referring to the first and/or second storage unit, and
in a case where at least one of the table name and column

name is encrypted, replaces at least one of the table
name and the column name of the database operation
command with ciphertext, and then transmits the cipher-
text to the database apparatus.

(Appendix 49)

[0348] The database encryption method according to
appendix 47, wherein the database apparatus comprises
a cryptographic protocol process execution unit that ex-
ecutes a cryptographic protocol process of processing
content corresponding to the database operation com-
mand, based on the cryptographic protocol distinguish-
ing information of the third storage unit, with respect to
the data encrypted by the encryption algorithm corre-
sponding to the privacy level information.

(Appendix 50)

[0349] The database encryption method according to
any one of appendices 38 to 49, wherein
the database apparatus, in a case where, with regard to
a computation operation of the database operation com-
mand, data to be operated on, which is stored as cipher-
text in the database, is encrypted by an encryption algo-
rithm corresponding to a predetermined prescribed ho-
momorphic computation, and the computation operation
of the database operation command includes the pre-
scribed homomorphic computation, performs the com-
putation operation on the encrypted data that is to be
operated on, as ciphertext, and transmits a ciphertext
computation result to the user apparatus as the database
processing result; and
the user apparatus:

(A) returns a plaintext computation result obtained
by decrypting the ciphertext computation result
transmitted by the database apparatus by using key
information of the key usage means, to the issuing
source of the database operation command, or
(B) in a case where the computation operation of the
database operation command requires computation
in plaintext, performs the computation in the plain-
text, and returns the plaintext computation result to
the issuing source of the database operation com-
mand, or
the user apparatus:
(C) decrypts the ciphertext computation result trans-
mitted by the database apparatus by using key in-
formation of the key usage means, and performs
plaintext computation on a plaintext computation re-
sult obtained;
(D) encrypts the plaintext computation result using
key information of the key usage means, then trans-
mits the encrypted result to the database apparatus
and performs a computation operation on the cipher-
text as it is, in the database apparatus;
(E) decrypts the ciphertext computation result trans-
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mitted by the database apparatus using the key in-
formation, to have plaintext; and
(F) returns the plaintext computation result to the is-
suing source of the database operation command,
or performs a computation on the plaintext compu-
tation result, or furthermore, repeats the processing
of (D) and (E) at least once and then returns the
plaintext computation result to the issuing source of
the database operation command.

(Appendix 51)

[0350] The database encryption method according to
any one of appendices 38 to 49, wherein
the database apparatus, in a case where data to be op-
erated on, which is stored as ciphertext, is encrypted by
an encryption algorithm such that a computation opera-
tion of the database operation command cannot be per-
formed with the data as ciphertext, in the database, trans-
mits the ciphertext data that is a computation operation
target to the user apparatus, and
the user apparatus decrypts the ciphertext data transmit-
ted by the database apparatus using key information of
the key usage means, performs a computation operation
of the database operation command on the obtained
plaintext data, and returns the computation operation re-
sult to the issuing source of the database operation com-
mand.

(Appendix 52)

[0351] The database encryption method according to
appendix 45 or 48, wherein
in a case of encrypting column data of a table within the
database according to input of the security configuration,
the database apparatus reads the column data from the
database,
the user apparatus encrypts the column data that is read
from the database by referring to the first and/or second
storage units, using key information of the key usage
means with an encryption algorithm corresponding to the
configured privacy level information, and transmits the
encrypted column data to the database control means,
the database apparatus creates a ciphertext table includ-
ing a pair of a serial number and ciphertext of the column
data, and
the database apparatus comprises a ciphertext table in-
formation listing including a tuple of table name, column
name, encryption algorithm, and ciphertext table name,
in order to manage the ciphertext table.

(Appendix 53)

[0352] The database encryption method according to
any one of appendices 38 to 51, wherein
the database apparatus encrypts data and/or metadata
using a public key transmitted by the application re-
sponse means.

(Appendix 54)

[0353] The database encryption method according to
appendix 53, wherein
in a case of encrypting column data of a table within the
database according to input of the security configuration,
the database apparatus reads the column data from the
database, obtains public key information from the appli-
cation response means, and encrypts the column data
by the encryption computation unit,
the database apparatus creates a ciphertext table includ-
ing a pair of a serial number and ciphertext of the column
data, and
the database apparatus comprises a ciphertext table in-
formation listing including a tuple of table name, column
name, encryption algorithm, and ciphertext table name,
in order to manage the ciphertext table.

(Appendix 55)

[0354] The database encryption method according to
appendix 52, wherein
the user apparatus, in a case where a database operation
command to add column data is inputted and encryption
of the column data is necessary, encrypts the added data
by an encryption algorithm corresponding to the column
data, using the key information, and transmits the added
data to the database apparatus, and
the database apparatus adds a pair of an updated serial
number and ciphertext to the end of the ciphertext table
of the database.

(Appendix 56)

[0355] The database encryption method according to
appendix 40, wherein the user apparatus, on receiving
an instruction to change privacy level information of data
stored in the database, with regard to configuration of
the security, decrypts encrypted data stored in the data-
base once to plaintext using the key information, re-en-
crypts the plaintext with an encryption algorithm corre-
sponding to the changed privacy level information and
then transmits the re-encrypted data to the database ap-
paratus, stores the re-encrypted data in the database,
and updates the privacy level information and the en-
cryption algorithm distinguishing information in the first
storage unit.

(Appendix 57)

[0356] The database encryption method according to
appendix 56, comprising: specifying, for a change of pri-
vacy level information of data stored in the database, with
regard to configuration of the security, a table name, a
column name, and privacy level information after change;
by the user apparatus, obtaining a first set of encryption
algorithm identifiers used in encryption of the data of the
table name and column name stored in the database
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from the second storage unit, and obtaining a second set
of encryption algorithm identifiers corresponding to in-
putted privacy level information,
in a case where a common encryption algorithm identifier
does not exist in the first and second sets, by decrypting
ciphertext of the data of the table name and column
name, encrypted by an encryption algorithm of one of
the encryption algorithm identifiers among the first set,
to plaintext using the key information, and encrypting the
plaintext by an encryption algorithm corresponding to the
inputted privacy level information of the second set, to
be transmitted to the database apparatus; and
by the database apparatus, storing a pair of a serial
number and ciphertext in a ciphertext table and then up-
dating the ciphertext table information listing, and with
regard to data for which a change of the privacy level
information is specified, deleting a ciphertext table that
does not correspond to the specified privacy level infor-
mation.

(Appendix 58)

[0357] The database encryption method according to
any one of appendices 38 to 57, wherein
the user apparatus issues a database operation com-
mand to the database, and executes a database usage
application program that receives a processing result of
the database operation command, and the user appara-
tus receives a database operation command from the
database usage application program, and returns a
processing result of the database operation command to
the database usage application program.

(Appendix 59)

[0358] The database encryption method according to
appendix 38, wherein
the database apparatus receives the database operation
command transmitted by the user apparatus, executes
a cryptographic protocol on encrypted data, or a data-
base operation on plaintext data, with respect to the da-
tabase, and returns a processing result to the user ap-
paratus.

(Appendix 60)

[0359] A program, causing a computer of a user appa-
ratus, connected to a database apparatus via a network,
to execute:

a key usage process of managing key information
for encryption and decryption;
a security configuration process of configuring infor-
mation related to configuration of security of data
and/or metadata stored in a database, and storing
in a first storage unit; and
an application response process of determining, with
respect to a database operation command issued to

the database apparatus, whether or not encryption
is necessary with respect to data and/or metadata
handled by the database operation command, by re-
ferring to the information of the first storage unit,
wherein
the application response process further comprises:

if encryption is necessary, transmitting to the da-
tabase apparatus, as data and/or metadata of
the database operation command, encrypted
data and/or encrypted metadata that has been
encrypted according to the key information by
using an encryption algorithm corresponding to
the security of the data and/or metadata, to
cause the database apparatus to execute a da-
tabase operation;
if encryption is not necessary, transmitting the
database operation command as it is, to the da-
tabase apparatus to cause the database appa-
ratus to execute the database operation; and
receiving a database processing result transmit-
ted by the database apparatus, and if conversion
or decryption of the data and/or metadata of the
database processing result is necessary, return-
ing a result of performing the conversion or the
decryption according to the key usage process
to an issuing source of the database operation
command as a response to the database oper-
ation command.

(Appendix 61)

[0360] A program, causing a computer forming a da-
tabase apparatus to execute:

a process of executing, on receiving an encrypted
database operation command from the user appa-
ratus of appendix 60, a cryptographic protocol on the
database; a process of executing, on receiving an
unencrypted database operation command from the
user apparatus, a database operation on plaintext
data with respect to the database; and
a process of returning the processing result to the
user apparatus.

(Appendix 62)

[0361] A computer readable storage medium that
stores the program of appendix 60 or 61.
[0362] It is to be noted that that the respective disclo-
sures of the abovementioned Patent Literatures PTL1 to
PTL3 and Non-Patent Literature NPL1 are incorporated
herein by reference thereto. Modifications and adjust-
ments of embodiments and examples are possible within
the bounds of the entire disclosure (including the scope
of the claims) of the present invention, and also based
on fundamental technological concepts thereof. Further-
more, a wide variety of combinations and selections of
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various disclosed elements (including respective ele-
ments of respective appendices, respective elements of
respective exemplary embodiments, respective ele-
ments of respective drawings, and the like) is possible
within the scope of the claims of the present invention.
That is, the present invention clearly includes every type
of transformation and modification that a person skilled
in the art can realize according to the entire disclosure
including the scope of the claims and to technological
concepts thereof.

[Reference Signs List]

[0363]

10 database apparatus
11 database
12 database control means
13 cryptographic protocol information storage unit
14 security configuration information storage unit
20 user apparatus
21 database usage application (program)
22 application response means
23 key usage means
24 key information storage unit
25 security configuration information temporary stor-

age unit
26 security configuration means
27 input/output device
30 network
111 cryptographic protocol information table
112 security configuration information table
121 database operation unit
122 cryptographic protocol process execution unit
123 cryptographic protocol information operation unit
124 security configuration information operation unit
125 processing/communication control unit
126 encryption computation unit
221 processing/communication control unit
222 cryptographic protocol process execution unit
223 database operation conversion processing unit
224 encryption computation unit
225 security configuration information operation unit
231 encryption computation unit
232 key information management unit
261 configuration display unit
262 configuration input unit

Claims

1. A database encryption system, comprising:

a database apparatus that comprises a data-
base, and database control means that controls
execution of database operation; and
a user apparatus that is connected to the data-
base control means via a network, wherein

the user apparatus further comprises:

key usage means that manages key infor-
mation for encryption and decryption;
security configuration means that config-
ures information related to configuration of
security of data and/or metadata stored in
the database;
a first storage unit that stores information
related to the configuration of security; and
application response means that receives
a database operation command issued to
the database apparatus, and determines
whether or not encryption is necessary with
respect to data and/or metadata handled by
the database operation command, by refer-
ring to the information of the first storage
unit, wherein
the application response means, if encryp-
tion is necessary, transmits to the database
control means, as data and/or metadata of
the database operation command, encrypt-
ed data and/or encrypted metadata that has
been encrypted according to key informa-
tion of the key usage means by using an
encryption algorithm corresponding to the
security of the data and/or metadata, to
cause the database control means to exe-
cute the database operation,
the application response means, if encryp-
tion is not necessary, transmits the data-
base operation command as it is, to the da-
tabase control means, to cause the data-
base control means to execute the data-
base operation, and
the application response means receives a
database processing result transmitted by
the database control means, and if conver-
sion or decryption of the data and/or meta-
data of the database processing result is
necessary, returns a result of performing
the conversion or the decryption according
to key information of the key usage means,
to an issuing source of the database oper-
ation command as a response to the data-
base operation command.

2. The database encryption system according to claim
1, wherein the security configuration means per-
forms at least one of:

a configuration or change with regard to whether
or not the metadata is encrypted,
a configuration or change with regard to whether
or not the data is encrypted, and
a configuration or change of privacy level infor-
mation representing the security level.
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3. The database encryption system according to claim
2, wherein
the first storage unit holds information with regard to
whether or not the metadata is encrypted, whether
or not the data is encrypted, privacy level information
representing the security level of the data, and dis-
tinguishing information for an encryption algorithm
corresponding to the privacy level information.

4. The database encryption system according to claim
3, wherein
the first storage unit, in a case where the metadata
including a table name and column name stored in
the database is encrypted, holds the encrypted table
name and column name, in addition to storing and
holding the table name in plaintext and the column
name in plaintext, before encryption, as a decrypted
table name and a decrypted column name, respec-
tively.

5. The database encryption system according to claim
4, wherein
the application response means, in a case where at
least one of a table name and column name among
metadata of the database processing result is en-
crypted, obtains at least one of the table name in
plaintext and the column name in plaintext, held as
the decrypted table name and the decrypted column
name of the first storage unit.

6. The database encryption system according to any
one of claims 1 to 5, wherein
the database control means receives the database
operation command transmitted by the application
response means, executes a database operation us-
ing a cryptographic protocol on encrypted data or a
database operation on plaintext data, with respect
to the database, and returns a processing result to
the application response means as the database
processing result.

7. The database encryption system according to claim
6, wherein
the database control means, with regard to a prede-
termined prescribed operation and computation of
the database operation command, performs the op-
eration or computation on ciphertext data stored in
the database, as ciphertext, and transmits a cipher-
text processing result to the application response
means as the database processing result.

8. The database encryption system according to any
one of claims 4 to 7, wherein
the database apparatus comprises:

a second storage unit that stores and holds in-
formation as to whether or not the metadata in-
cluding a table name and column name stored

in the database is encrypted, whether or not the
data is encrypted, privacy level information rep-
resenting the security level of the data, and dis-
tinguishing information for an encryption algo-
rithm corresponding to the privacy level informa-
tion; and
a third storage unit that stores and holds at least
cryptographic protocol distinguishing informa-
tion associating processing content of the data-
base operation command, the privacy level in-
formation, and the encryption algorithm.

9. The database encryption system according to claim
8, wherein
the database functions as the second and/or third
storage unit, and holds information stored in the sec-
ond and/or third storage unit as a table within the
database.

10. The database encryption system according to claim
8 or 9, wherein
the application response means selects an encryp-
tion algorithm corresponding to the privacy level in-
formation corresponding to the data by referring to
at least one of the first to third storage units, and
encrypts the data using the selected encryption al-
gorithm and key information of the key usage means,
to transmit the data to the database control means.

11. The database encryption system according to claim
10, wherein
the application response means determines whether
or not a table name and column name specified by
the database operation command are encrypted by
referring to the first and/or second storage unit, and
in a case where at least one of the table name and
column name is encrypted, replaces at least one of
the table name and the column name of the database
operation command with ciphertext, to be transmit-
ted to the database control means.

12. The database encryption system according to claim
10, wherein
the database control means comprises a crypto-
graphic protocol process execution unit that exe-
cutes a cryptographic protocol process of processing
content corresponding to the database operation
command, based on cryptographic protocol distin-
guishing information of the third storage unit, with
respect to data encrypted by the encryption algo-
rithm corresponding to the privacy level information.

13. The database encryption system according to any
one of claims 1 to 12, wherein
the database control means, in a case where, with
regard to a computation operation of the database
operation command, data to be operated on, which
is stored as ciphertext in the database, is encrypted
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by an encryption algorithm corresponding to a pre-
determined prescribed homomorphic computation,
and the computation operation of the database op-
eration command includes the prescribed homomor-
phic computation, performs the computation opera-
tion on the encrypted data that is to be operated on,
as ciphertext, and transmits a ciphertext computa-
tion result to the application response means as the
database processing result, and
the application response means:

(A) returns a plaintext computation result ob-
tained by decrypting the ciphertext computation
result transmitted by the database control
means by using key information of the key usage
means, to the issuing source of the database
operation command, or
(B) in a case where the computation operation
of the database operation command further re-
quires computation in plaintext, performs the
computation in plaintext, and returns the plain-
text computation result to the issuing source of
the database operation command, or
the application response means:
(C) decrypts the ciphertext computation result
transmitted by the database control means by
using key information of the key usage means,
and further performs plaintext computation on a
plaintext computation result obtained;
(D) encrypts the plaintext computation result us-
ing key information of the key usage means,
then transmits the encrypted result to the data-
base control means, and performs a computa-
tion operation on the ciphertext as it is, by the
database control means;
(E) decrypts the ciphertext computation result
transmitted by the database control means us-
ing key information of the key usage means, to
have plaintext; and
(F) returns the plaintext computation result to
the issuing source of the database operation
command, or further performs a computation on
the plaintext computation result, or furthermore,
repeats the processing of (D) and (E) at least
once and then returns the plaintext computation
result to the issuing source of the database op-
eration command.

14. The database encryption system according to any
one of claims 1 to 12, wherein
the database control means, in a case where data
to be operated on, which is stored as ciphertext, is
encrypted by an encryption algorithm such that a
computation operation of the database operation
command cannot be performed with the data as ci-
phertext, in the database, transmits the ciphertext
data that is a target of the computation operation to
the application response means, and

the application response means decrypts the cipher-
text data transmitted by the database control means
using key information of the key usage means, per-
forms the computation operation of the database op-
eration command on plaintext data obtained, and re-
turns the computation operation result to the issuing
source of the database operation command.

15. The database encryption system according to claim
8 or 9, wherein
in a case of encrypting column data of a table within
the database according to input to the security con-
figuration means,
the database control means reads the column data
from the database,
the application response means encrypts the column
data obtained by reading from the database by re-
ferring to the first and/or second storage unit, using
key information of the key usage means with an en-
cryption algorithm corresponding to configured pri-
vacy level information, and transmits the column da-
ta to the database control means,
the database control means creates a ciphertext ta-
ble including a pair of a serial number and ciphertext
of the column data, and
the database control means comprises a ciphertext
table information listing including a tuple of table
name, column name, encryption algorithm, and ci-
phertext table name, in order to manage the cipher-
text table.

16. The database encryption system according to any
one of claims 1 to 14, wherein
the database control means comprises an encryp-
tion computation unit that encrypts data and/or meta-
data using a public key transmitted by the application
response means.

17. The database encryption system according to claim
16, wherein
in a case of, according to input to the security con-
figuration means, encrypting column data of a table
within the database, the database control means
reads the column data from the database, obtains
public key information from the application response
means, and encrypts the column data by the encryp-
tion computation unit,
the database control means creates a ciphertext ta-
ble including a pair of a serial number and ciphertext
of the column data, and
the database control means comprises a ciphertext
table information listing including a tuple of table
name, column name, encryption algorithm, and ci-
phertext table name, in order to manage the cipher-
text table.

18. The database encryption system according to claim
15, wherein
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the application response means, in a case where a
database operation command to add column data is
inputted and encryption of the column data is nec-
essary, encrypts the added data by an encryption
algorithm corresponding to the column data using
key information of the key usage means, and trans-
mits the added data to the database control means,
and
the database control means adds a pair of an updat-
ed serial number and ciphertext to an end of the ci-
phertext table of the database.

19. The database encryption system according to claim
3, wherein
the application response means, on receiving an in-
struction to change privacy level information of data
stored in the database from the security configura-
tion means, decrypts encrypted data stored in the
database once to plaintext using key information of
the key usage means, re-encrypts the plaintext with
an encryption algorithm corresponding to the
changed privacy level information and then transmits
the re-encrypted data to the database control means,
stores the re-encrypted data in the database, and
updates the privacy level information and the encryp-
tion algorithm distinguishing information of the first
storage unit.

20. The database encryption system according to claim
19, wherein
the security configuration means specifies, with re-
gard to a change of privacy level information of data
stored in the database, a table name, a column
name, and privacy level information after change,
the application response means obtains a first set of
encryption algorithm identifiers used in encryption of
the data of the table name and column name stored
in the database from the second storage unit, and
obtains a second set of encryption algorithm identi-
fiers corresponding to inputted privacy level informa-
tion,
in a case where a common encryption algorithm
identifier does not exist in the first and second sets,
ciphertext of the data of the table name and column
name, encrypted by an encryption algorithm of one
of the encryption algorithm identifiers among the first
set, is decrypted to plaintext using key information
of the key usage means, and the plaintext is encrypt-
ed by an encryption algorithm corresponding to the
inputted privacy level information of the second set,
to be transmitted to the database control means, and
the database control means stores a pair of a serial
number and ciphertext in a ciphertext table and then
updates the ciphertext table information listing, and
with regard to data for which a change of the privacy
level information is specified, deletes a ciphertext
table that does not correspond to the specified pri-
vacy level information.

21. The database encryption system according to any
one of claims 1 to 20, wherein
the user apparatus issues a database operation
command to the database, and executes a database
usage application program that receives a process-
ing result of the database operation command, and
the application response means receives a database
operation command from the database usage appli-
cation program and returns a processing result of
the database operation command to the database
usage application program.

22. A user apparatus, connected to a database appara-
tus via a network, the user apparatus comprising:

key usage means that manages key information
for encryption and decryption;
security configuration means that configures in-
formation related to configuration of security of
data and/or metadata stored in the database;
a first storage unit that stores information con-
figured by the security configuration means; and
application response means that receives a da-
tabase operation command issued to the data-
base apparatus, and determines whether or not
encryption is necessary with respect to data
and/or metadata handled by the database op-
eration command, by referring to the information
of the first storage unit, wherein
the application response means, if encryption is
necessary, transmits to the database apparatus,
as data and/or metadata of the database oper-
ation command, encrypted data and/or encrypt-
ed metadata that has been encrypted according
to key information of the key usage means by
using an encryption algorithm corresponding to
the security of the data and/or metadata, to
cause the database apparatus to execute a da-
tabase operation,
the application response means, if encryption is
not necessary, transmits the database operation
command as it is, to the database apparatus to
cause the database apparatus to execute the
database operation, and
the application response means receives a da-
tabase processing result transmitted by the da-
tabase apparatus, and if conversion or decryp-
tion of the data and/or metadata of the database
processing result is necessary, returns a result
of performing the conversion or the decryption
according to key information of the key usage
means, to an issuing source of the database op-
eration command as a response to the database
operation command.

23. The user apparatus according to claim 22, wherein
the security configuration means performs at least
one of: a configuration or change with regard to
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whether or not the metadata including a table name
and column name stored in the database is encrypt-
ed, a configuration or change with regard to whether
or not the data is encrypted, and a configuration or
change of privacy level information representing da-
ta security level.

24. The user apparatus according to claim 23, wherein
the first storage unit holds information as to whether
or not metadata including a table name and column
name stored in the database is encrypted, whether
or not data is encrypted, privacy level information
representing the security level of the data, and dis-
tinguishing information for an encryption algorithm
corresponding to the privacy level information, and
the first storage unit, in a case where the table name
and column name are encrypted, stores and holds,
in addition to an encrypted table name and column
name, the table name in plaintext and column name
in plaintext before encryption, as a decrypted table
name and column name.

25. The user apparatus according to claim 24, wherein
the application response means determines whether
or not a table name and column name specified by
the database operation command are encrypted by
referring to the first storage unit,
the application response means replaces plaintext
with ciphertext in a case where at least one of the
table name and column name is encrypted, and
the application response means, by referring to the
first storage unit, in a case of encrypting data, en-
crypts the data using key information of the key us-
age means using an encryption algorithm corre-
sponding to the privacy level information, and trans-
mits the encrypted data to the database apparatus.

26. A database apparatus that receives a database op-
eration command transmitted by the user apparatus
according to any one of claims 22 to 25, executes a
database operation using a cryptographic protocol
on encrypted data, or a database operation on plain-
text data, with respect to the database, and returns
a processing result to the application response
means, as the database processing result.

27. A database encryption method, comprising:

by a user apparatus connected to a database
apparatus via a network, storing and managing
key information for encryption and decryption;
configuring information related to configuration
of security of data and/or metadata stored in the
database and storing the information in a first
storage unit;
determining, with respect to a database opera-
tion command issued to the database appara-
tus, whether or not it is necessary to encrypt the

data and/or metadata handled by the database
operation command, by referring to the informa-
tion of the first storage unit;
if encryption is necessary, transmitting to the da-
tabase apparatus, as data and/or metadata of
the database operation command, encrypted
data and/or encrypted metadata that has been
encrypted according to the key information us-
ing an encryption algorithm corresponding to the
security of the data and/or metadata, to cause
the database apparatus to execute a database
operation;
if encryption is not necessary, transmitting the
database operation command as it is, to the da-
tabase apparatus to cause the database appa-
ratus to execute the database operation; and
receiving a database processing result transmit-
ted by the database apparatus, and if conversion
or decryption of the data and/or metadata of the
database processing result is necessary, return-
ing a result of performing the conversion or the
decryption according to the key information to
an issuing source of the database operation
command as a response to the database oper-
ation command.

28. The database encryption method according to claim
27, wherein
the database apparatus receives the database op-
eration command transmitted by the user apparatus,
executes a cryptographic protocol on encrypted da-
ta, or a database operation on plaintext data, with
respect to the database, and returns a processing
result to the user apparatus.

29. A program, causing a computer of a user apparatus
connected to a database apparatus via a network to
execute:

a key usage process of managing key informa-
tion for encryption and decryption;
a security configuration process of configuring
information related to configuration of security
of data and/or metadata stored in a database,
and storing in a first storage unit; and
an application response process of determining,
with respect to a database operation command
issued to the database apparatus, whether or
not encryption is necessary with respect to data
and/or metadata handled by the database op-
eration command, by referring to the information
of the first storage unit, wherein
the application response process further com-
prises:

if encryption is necessary, transmitting to
the database apparatus, as data and/or
metadata of the database operation com-
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mand, encrypted data and/or encrypted
metadata that has been encrypted accord-
ing to the key information by using an en-
cryption algorithm corresponding to the se-
curity of the data and/or metadata, to cause
the database apparatus to execute a data-
base operation;
if encryption is not necessary, transmitting
the database operation command as it is,
to the database apparatus to cause the da-
tabase apparatus to execute the database
operation; and
receiving a database processing result
transmitted by the database apparatus, and
if conversion or decryption of the data
and/or metadata of the database process-
ing result is necessary, returning a result of
performing the conversion or the decryption
according to the key usage process to an
issuing source of the database operation
command as a response to the database
operation command.

30. A program, causing a computer forming a database
apparatus to execute:

a process of executing, on receiving an encrypt-
ed database operation command from the user
apparatus of claim 29, a cryptographic protocol
on the database;
a process of executing, on receiving an unen-
crypted database operation command from the
user apparatus, a database operation on plain-
text data with respect to the database; and
a process of returning the processing result to
the user apparatus.
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