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Description

Technical Field

[0001] The present disclosure relates to server man-
agement and in particular to transport protocol server
relocation. In some variants, the present disclosure spe-
cifically relates to a moving user equipment (UE) which
is communicating with a server in a transport protocol
environment such as that being standardized in the
3GPP (Third Generation Partnership Project), and how
to transfer the UE to a closer server when the UE has
moved.

Background

[0002] Storing of the same content at multiple sites is
a known method for speeding up access to the content
from a client perspective, and is often referred to as cach-
ing or local caching, where the term ’local’ implies that
the storage is close in network terms to the location of
some relevant group of users who may wish to access
the content, for example at the same local site as a server
which is in transport protocol communication with one or
more users who may wish to access the content. In a
general packet data network, the network will have logic
in its control plane for selecting an appropriate server for
the client based on which server is closest having regard
to the network topology. Advantages gained by local
caching of content include shorter RTT (Round Trip
Time) with improved responsiveness, backhaul offload
and closer interaction with a mobile radio network.
[0003] It should be understood that when we use the
term "cache" in this document, we are referring to any
scenario in which a server is in communication with a
client. In particular, what is of interest are situations in
which proximity of the server to the client are important.
This therefore includes client-server network relation-
ships which may not be conventionally thought of as local
caching, but in which a service would benefit from a serv-
er being placed close to a client. For example, if a server
is generating a large traffic load, locating the server close
to the client would reduce network backhaul. Local place-
ment relative to a client would also benefit servers of
object response-time constrained services, for example
in split-sensor architectures where a controller is sepa-
rated from its sensor hardware. Local placement relative
to a client would also benefit servers of latency-con-
strained services, such as industrial controllers.
[0004] One way to enable local caching is to distribute
the client’s IP POP (Internet Protocol Point of Presence),
i.e. the anchor, to at least the sites where the caches are
located and then to select a cache that is close to the
access point to the network. There are techniques ena-
bling anchor distribution for a selected portion of the traf-
fic, such as the SIPTO (Selected IP Traffic Offload) con-
cept defined in 3GPP. SIPTO is 3GPP’s standard solu-
tion for local anchor re-selection, called SIPTO. SIPTO

is described in Section 4.3.15 of 3GPP TS 23.401 version
13.6.1 Release 13 of May 2016. Selection of a closer
cache may be done based on geographical information
about the access point of the terminal or by using anycast
IP addressing and routing to the caches. In either case,
the outcome is that the routing of data from the cache
will take the optimum path.
[0005] Another way to enable local caching is to main-
tain a central IP POP (i.e. anchor) and to break out the
traffic to a local cache by using some traffic classifiers.
[0006] Figure 1 shows a background example of a local
caching architecture using distributed anchor points. A
UE or client 20 having a UA is in communication with a
local cache 14_1 labeled Cache 1. The client 20 is an-
chored to a distributed anchor point 12_1 labeled Anchor
Point 1. Both Cache 1 and Anchor Point 1 are located on
a local site 10_1 labeled Local Site 1. There are also
other similar local sites which are not being used by the
client 20, one of which is shown for the purposes of illus-
tration, namely Local Site 2 having Cache 2 and Anchor
Point 2 which have reference numerals 10_2, 14_2 and
12_2 respectively. From a business perspective, the local
site may be managed by diverse entities depending on
the particular commercial circumstances. Possible oper-
ators of the local site are the network provider (e.g. ISP),
the server operator, or a third party.
[0007] Figure 2 shows another background example
of a local caching architecture using a central anchor
point and a local breakout. Local breakout is a mecha-
nism which permits a UE to be connected to a PDN gate-
way specific to a visited network as well as a home PDN
gateway. A UE or client 20 having a UA is in communi-
cation with a local cache 14_1 labeled Cache 1. The client
20 is anchored to a central anchor point 12 labeled Cen-
tral Anchor. Cache 1 is located on a local site 10_1 la-
beled Local Site 1 which also has a local breakout 16_1.
There are also other local sites which are not being used
by the client 20, one of which is shown for the purposes
of illustration, namely Local Site 2 having Cache 2 and
a Local Breakout which have reference numerals 10_2,
14_2 and 16_2 respectively.
[0008] It is important to be able to guarantee mainte-
nance of session continuity during user mobility, be-
cause, if the connection is broken, the user experience
is negatively impacted. There are known methods for
achieving session continuity.
[0009] In the distributed anchor case of Figure 1, the
session continuity to the original cache may be kept, ei-
ther by retaining the initially selected anchor, i.e. the IP
address of the client remains the same, or by selecting
another, closer anchor, i.e. letting the client IP address
change, and relying on higher layer protocol features to
maintain session continuity. One possibility is to use TP
features as these higher layer protocol features. Both
MPTCP and the recently proposed QUIC protocol pro-
vide features for session continuity towards the same
server during nomadic access change. MPTCP is de-
scribed in "TCP Extensions for Multipath Operation with
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Multiple Addresses", IETF RFC 6824 ht-
tps://tools.ietf.org/html/rfc6824. QUIC (Quick User Dat-
agram Protocol (UDP) Internet Connections) which is a
TP for HyperText Transfer Protocol 2 (HTTP2) is de-
scribed in Iyengar & Swett 2015 ht-
tp://tools.ietf.org/html/draft-tsvwgquic-protocol-00
"QUIC: A UDP-Based Secure and Reliable Transport for
HTTP/2" 17 June 2015.
[0010] It is noted that if the background example of
Figure 2 were modified such that the new local site had
no local breakout, then intervention from a central entity,
such as a central network server having the content,
would be needed to maintain session continuity. In this
case, the central network server would need to commu-
nicate with the currently accessed local cache and take
over the current session by obtaining the relevant session
states.
[0011] Figure 3 shows a background example of a local
caching architecture using a central anchor point and a
local breakout similar to Figure 2, but with additional el-
ements for coordinating change of local cache and local
breakout. A UE or client 20 having a UA was in commu-
nication with a local cache 14_1 labeled Cache 1, but
has recently moved to close to a local cache 14_2 labeled
Cache 2. The client 20 is anchored throughout to a central
anchor 12 labeled Central Anchor. Cache 1 is located on
a local site 10_1 labeled Local Site 1 which also has a
local breakout 16_1. Cache 2 is located on a local site
10_2 labeled Local Site 2 which also has a local breakout
16_2. A central network server 14 is provided and has
coordination logic to synchronize the states between the
’old’ cache 14_1 and the ’new’ cache 14_2, so that the
new cache 14_2 can take over the ongoing session. It is
noted the coordination logic could be hosted elsewhere
in the network, not necessarily in a central server. It is
additionally noted that, if Local Site 1 did not have a
cache, then the client 20 could access the content from
the central server. In that case, initially the client would
be connected to the central server to access the content,
but after relocation to Local Site 2, the client would con-
nect to Local Cache 2 to access the content, i.e. the cache
relocation would be from a central cache to a local cache.
[0012] Figure 4A and Figure 4B show further back-
ground examples of a local caching architecture using
distributed anchor points similar to Figure 1, where the
same reference numerals are used as in Figure 1. Spe-
cifically, Figure 4A and Figure 4B show two related un-
desirable situations where cache relocation has not been
effected efficiently. In both Figure 4A and Figure 4B,
movement of a UE has resulted in an inefficient data rout-
ing path for the current session. The current session is
still using local caching, but over a non-optimal path
which at least partially negates the advantages of local
caching. Figure 4A shows the situation in which the UE
has moved to close to Cache 2, but still communicates
with Cache 1 via Anchor Point 1. Figure 4B shows the
same situation, except that the anchor point assigned to
the UE has changed to Anchor Point 2, which is located

at the "correct" Local Site 2. This effect is called "trom-
boning" from the kinked shape of the data path.
[0013] Figure 5 shows a further background example
of a local caching architecture using a central anchor
point and breakouts similar to Figure 2, where the same
reference numerals are used as in Figure 2. With a central
anchor 12, after the UE 20 has moved, there is a risk of
a sub-optimal path for the content transfer. This happens
when the UE moves to close to a new local site, Local
Site 2, where the local breakout function is not configured
to recognize the cache’s IP address. As a consequence,
the traffic has to pass through the central anchor point
12 to reach the "old" cache, Cache 1, on Local Site 1.
This is another example of the tromboning effect, since,
after UE handover, the traffic between Cache 1 and the
UE is routed through Local Site 2 and the central anchor
point 12.
[0014] Solutions that involve additional network func-
tionality to coordinate session transfer to a closer cache,
such as the situation described above with reference to
Figure 3, are of course possible, but they are relatively
complex, implying new functionality and APIs (Applica-
tion Programming Interfaces) on the cache side.
[0015] Separate from the above discussion of the
background art, there are fundamentally two different IP
addressing schemes that can be used for cache reloca-
tion. These are anycast IP addressing or addressing in
which each cache has a unique IP address. Anycasting
is a method used to advertise one IP address from mul-
tiple points in a network topology, and, with the help of
dynamic routing, to deliver traffic to the nearest point.
[0016] If anycast addressing is used, UE mobility caus-
es the client traffic to be redirected to a closer cache, if
one exists. The problems with anycasting for cache re-
location are the following. If the client-server communi-
cation is encrypted, the new cache (i.e. new server) will
not be able to decrypt the communication and will reset
the connection resulting in loss of session continuity.
Moreover, in order to keep session continuity, there is a
need for complex state transfer between an "old" cache
and a "new" local cache, involving a server that is ad-
dressable by all local caches and is continuously updated
with information about the on-going transfers including
the content being served and the flow 5-tuple. This is
because the new cache cannot infer the location of the
old cache and the content being transferred in the on-
going transfer, since the destination address is the same
unicast address, and since all other information is poten-
tially encrypted. Another problem with anycast address-
ing relevant for both distributed anchor and local breakout
implementations is that cache relocation will happen in
an uncoordinated way, specifically without taking into
consideration factors such as whether the new local
cache actually has the content which the user is currently
accessing or the available capacity to serve the request
adequately.
[0017] On the other hand, if the caches each have
unique IP addresses, the tromboning effect problem de-
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scribed above in relation to Figure 4A, Figure 4B and
Figure 5 arises.
[0018] In summary of the background discussion, a
better server relocation approach would be one in which,
following movement of the UE, the data path is moved
to connect to the most appropriate new local site while
maintaining session continuity, whether that be via dis-
tributed local anchors (Figure 1), a local breakout in a
network with a central anchor (Figure 2), or a local brea-
kout in a network with a central anchor and central server
(Figure 3). Moreover, an improved solution would involve
as little additional network or client functionality as pos-
sible.
[0019] EP2924956A1 discloses a method for hando-
ver between content servers using MPTCP, so there is
no need for IP address information delivery between ac-
cess routers. Instead, context information to be delivered
between content servers is changed into context infor-
mation according to MPTCP. If the mobile node performs
handover to a target access router, the new content serv-
er removes the legacy IP address and adds a newly-
assigned IP address. Through this process, the MPTCP
session is moved from the legacy content server and the
mobile node to the new content server and the mobile
node.
[0020] US2015/0281367A1 discloses interaction be-
tween a client device and multiple content servers in a
content delivery network. In operation, the methodology
proceeds by first establishing an initial MPTCP connec-
tion between a client and server. The server then deter-
mines that it is desired to invoke multipath to connect the
client to another server in the network. The determination
to invoke multipath may be based on the desire to invoke
or achieve one or more of the following use cases. For
example, initiating multipath will provide path redundan-
cy, or may be prompted by the server determining that
the client is poorly mapped, or if the session indicates a
need for an object above a particular threshold size or
having a particular sensitivity level (e.g., bank account
data), then the server can initiate multipath so that deliv-
ery of that object can be made from another more suitable
server, or if the client makes a request for content asso-
ciated with a given content provider that is known to be,
or known to be likely to be, stored upstream in the net-
work. The server initiates multipath by sending a mes-
sage to the client containing the other server’s address.
This enables the client to add a new subflow to the
MPTCP connection to the other server. In parallel, the
existing server communicates to the new server to inform
the new server to prepare for a connection from the client.
The old server then passes to the new server a set of
information about the MPTCP connection to assist the
new server in making a connection to the client.

Summary

[0021] There is a need for a server relocation that
avoids one or more of the disadvantages of existing ap-

proaches discussed above, or other disadvantages.
[0022] According to one aspect of the disclosure, there
is provided a method for managing a server according
to an independent claim.
[0023] In some embodiments, a local anchor point is
provided for a client IP POP to permit a client to be con-
nected to the server. With the server transfer, the local
anchor point can then be changed from that associated
with the server to that associated with the other server.
In other embodiments a local breakout can be provided
to permit the client to be connected to the server, option-
ally in combination with a central anchor point for a client
IP POP.
[0024] In some embodiments, the server communi-
cates with the client at least partially over an evolved
radio access network.
[0025] Various transport protocols could be used. For
example, the transport protocol could be a multipath
transmission control protocol and the session state infor-
mation could be a cryptographic hash of a client key.
Alternatively, the transport protocol could be a quick user
datagram protocol internet connections protocol and the
session state information could be a connection identifier.
[0026] In some embodiments, at least one of the server
and the other server is a local cache.
[0027] According to one aspect of the disclosure, there
is provided a server for a packet data network according
to another independent claim.
[0028] In some embodiments, the communication logic
is operable to connect the server to a client with its IP
POP via a local anchor point. In other embodiments, the
communication logic is operable to connect the server to
a client with its IP POP via a central anchor point. In
further embodiments, the communication logic is opera-
ble to connect the server to a client via a local breakout.
[0029] According to another aspect of the disclosure,
there is provided a method for managing a server ac-
cording to another independent claim.
[0030] A local breakout may be provided to permit the
client to be connected to the server and optionally also
a central anchor point for a client IP POP.
[0031] In some embodiments, the server communi-
cates with the client at least partially over an evolved
radio access network.
[0032] Various transport protocols could be used. For
example, the transport protocol could be a multipath
transmission control protocol and the session state infor-
mation could be a cryptographic hash of a client key.
Alternatively, the transport protocol could be a quick user
datagram protocol internet connections protocol and the
session state information could be a connection identifier.
[0033] In some embodiments, at least one of the server
and the other server is a local cache.
[0034] According to another aspect of the disclosure,
there is provided a server for a packet data network com-
prising communication logic according to another inde-
pendent claim.
[0035] In some embodiments, the communication logic
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is operable to connect the server to a client with its IP
POP via a local anchor point. In other embodiments, the
communication logic is operable to connect the server to
a client with its IP POP via a central anchor point. In
further embodiments, the communication logic is opera-
ble to connect the server to a client via a local breakout.
[0036] Various transport protocols could be used. For
example, the transport protocol could be a multipath
transmission control protocol and the session state infor-
mation could be a cryptographic hash of a client key.
Alternatively, the transport protocol could be a quick user
datagram protocol internet connections protocol and the
session state information could be a connection identifier.
[0037] In some embodiments, the server is a local
cache.
[0038] According to another aspect of the disclosure,
there is provided a method for managing a session trans-
fer between servers according to another independent
claim.
[0039] In some embodiments, the server communi-
cates with the client at least partially over an evolved
radio access network.
[0040] After the session has been transferred to the
second server, the first server can remove its transport
protocol path to the client.
[0041] In some embodiments, the client has an Internet
Protocol Point of Presence, IP POP, and the method may
further comprise providing at least first and second local
anchor points for the IP POP respectively associated with
at least the first server and the second server to permit
the client to be connected to at least the first server and
the second server respectively. With the change from
first server to second server, the local anchor point can
be changed from that associated with the first server to
that associated with the second server. Alternatively, at
least first and second local breakouts can be provided
respectively associated with at least the first server and
the second server to permit the client to be connected to
at least the first server and the second server respective-
ly. The client may have an Internet Protocol Point of Pres-
ence, IP POP, and a central anchor point for the IP POP
can be provided.
[0042] Various transport protocols could be used. For
example, the transport protocol could be a multipath
transmission control protocol and the session state infor-
mation could be a cryptographic hash of a client key.
Alternatively, the transport protocol could be a quick user
datagram protocol internet connections protocol and the
session state information could be a connection identifier.
[0043] In some embodiments, at least one of the first
server and the second server is a local cache.
[0044] According to another aspect of the disclosure,
there is provided a plurality of servers for a packet data
network according to another independent claim.
[0045] In some embodiments, the first server is oper-
able to connect to a client with its IP POP via a first local
anchor point and wherein the second server is operable
to connect to a client with its IP POP via a second local

anchor point. In some embodiments, the first server is
operable to connect to a client with its IP POP via one of
a local anchor point and a central anchor point. Moreover,
the second server is operable to connect to a client with
its IP POP via the other of a local anchor point and a
central anchor point. In some embodiments, the first serv-
er is operable to connect to a client via a first local brea-
kout and the second server is operable to connect to a
client via a second local breakout.
[0046] Various transport protocols could be used. For
example, the transport protocol could be a multipath
transmission control protocol and the session state infor-
mation could be a cryptographic hash of a client key.
Alternatively, the transport protocol could be a quick user
datagram protocol internet connections protocol and the
session state information could be a connection identifier.
[0047] In some embodiments, at least one of the first
server and the second server is a local cache.
[0048] According to another aspect of the disclosure,
there is provided a computer program product according
to another independent claim. The computer program
product may be stored on a computer readable recording
medium according to another independent claim.
[0049] The above-described aspects of the disclosure
relate to methods and apparatus for server relocation.
The following aspects of the disclosure relate to methods
and apparatus for supporting server relocation. It is noted
that these two groups of aspects may be combined as
desired, or may represent separate independent aspects
as recited.
[0050] In some embodiments, there is provided a
method for managing a server in a packet data network,
the method comprising: providing a server; initiating a
session by establishing a transport protocol path be-
tween the server and a client, wherein the transport pro-
tocol path is assigned an n-tuple identifier, whereupon
the server transmits to the client data packets with the n-
tuple identifier; wherein the server additionally transmits
declarative information as signaling packets with the n-
tuple identifier, wherein the declarative information in-
cludes an identifier for the ongoing session.
[0051] In some embodiments, the server has content
stored thereon. The data packets may transmit the con-
tent. Moreover, the identifier in the declarative informa-
tion can be used to identify the content being transmitted.
[0052] In some embodiments, the server communi-
cates with the client at least partially over an evolved
radio access network.
[0053] Various different transport protocols can be
used. For example, the transport protocol may be a mul-
tipath transmission control protocol and the session state
information could be a cryptographic hash of a client key.
Alternatively, the transport protocol could be a quick user
datagram protocol internet connections protocol and the
session state information could be a connection identifier.
[0054] At least one of the server and the other server
is a local cache.
[0055] In some embodiments, there is provided a serv-
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er in a packet data network comprising communication
logic operable to: initiate a session by establishing a
transport protocol path between the server and a client,
wherein the transport protocol path is assigned an n-tuple
identifier; transmit data packets from the server to the
client with the n-tuple identifier; transmit declarative in-
formation as signaling packets with the n-tuple identifier,
wherein the declarative information includes an identifier
for the ongoing session.
[0056] In some embodiments, the server has content
stored thereon, the data packets transmit the content,
and wherein the identifier in the declarative information
identifies the content being transmitted.
[0057] In some embodiments, the server is interoper-
able with an anchor point or local breakout via which the
server can connect to a client with the transport protocol
path.
[0058] Various transport protocols could be used. For
example, the transport protocol could be a multipath
transmission control protocol and the session state infor-
mation could be a cryptographic hash of a client key.
Alternatively, the transport protocol could be a quick user
datagram protocol internet connections protocol and the
session state information could be a connection identifier.
[0059] In some embodiments, the server is a local
cache.
[0060] In some embodiments, there is provided a
method for managing a server in a packet data network,
the method comprising: providing a server; receiving by
the server signaling packets from another server relating
to a session between the other server and the client,
wherein the session uses a transport protocol path which
is assigned an n-tuple identifier, and wherein the other
server transmits data packets to the client with the n-tuple
identifier, wherein the other server additionally transmits
the declarative information as the signaling packets with
the n-tuple identifier, wherein the declarative information
includes an identifier for the ongoing session, and where-
in the server identifies the session based on detecting
the signaling packets; and deciding on whether to take
over the session based on policy rules and if ’yes’ trans-
mitting to the other server an offer to take over the ses-
sion. In some embodiments, the server and the other
server have common content stored thereon, which the
data packets are transmitting from the other server to the
client, and wherein the identifier in the declarative infor-
mation identifies that the content is being transmitted.
[0061] Various different transport protocols can be
used. For example, the transport protocol may be a mul-
tipath transmission control protocol and the session state
information could be a cryptographic hash of a client key.
Alternatively, the transport protocol could be a quick user
datagram protocol internet connections protocol and the
session state information could be a connection identifier.
[0062] In some embodiments, at least one of the server
and the other server is a local cache.
[0063] In some embodiments, the signaling packets
are mirrored to the server from the other server using a

classifying function to identify the session.
[0064] In some embodiments, there is provided a serv-
er in a packet data network, the server being operable
to: receive signaling packets from another server relating
to a session between another server and a client, wherein
the session uses a transport protocol path which is as-
signed an n-tuple identifier, and wherein the other server
transmits to the client data packets with the n-tuple iden-
tifier, wherein the other server additionally transmits the
declarative information as the signaling packets with the
n-tuple identifier, wherein the declarative information in-
cludes an identifier for the ongoing session, and wherein
the server identifies the session based on detecting the
signaling packets; and decide on whether to take over
the session based on policy rules and if ’yes’ transmitting
to the other server an offer to take over the session.
[0065] In some embodiments, the server and the other
server have common content stored thereon, which the
data packets are transmitting from the other server to the
client, and wherein the identifier in the declarative infor-
mation identifies that the content is being transmitted.
[0066] In some embodiments, the server is interoper-
able with an anchor point or local breakout via which the
server can connect to a client with the transport protocol
path.
[0067] Various transport protocols could be used. For
example, the transport protocol could be a multipath
transmission control protocol and the session state infor-
mation could be a cryptographic hash of a client key.
Alternatively, the transport protocol could be a quick user
datagram protocol internet connections protocol and the
session state information could be a connection identifier.
[0068] In some embodiments, the server is a local
cache.
[0069] The signaling packets can be mirrored to the
server from the other server using a classifying function
to identify the session.
[0070] In some embodiments, there is provided a
method for managing a session transfer between two
servers in a packet data network, the method comprising:
providing a server; initiating a session by establishing a
transport protocol path between the server and a client,
wherein the transport protocol path is assigned an n-tuple
identifier, whereupon the server transmits to the client
data packets with the n-tuple identifier; wherein the serv-
er additionally transmits declarative information as sign-
aling packets with the n-tuple identifier, wherein the de-
clarative information includes an identifier for the ongoing
session, providing a further server; and mirroring the sig-
naling packets to the further server using a classifying
function associated with the further server, wherein the
further server analyses the declarative information in the
signaling packets to identify the ongoing session, and
wherein the further server decides on whether to take
over the session based on policy rules and if ’yes’ trans-
mits to the server an offer to take over the session. In
some embodiments, the server and the further server
have common content stored thereon, which the data
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packets are transmitting from the server to the client, and
wherein the identifier in the declarative information iden-
tifies that the content is being transmitted.
[0071] In some embodiments, the server communi-
cates with the client at least partially over an evolved
radio access network.
[0072] After the session has been transferred to the
second server, the first server can remove its transport
protocol path to the client.
[0073] Various transport protocols could be used. For
example, the transport protocol could be a multipath
transmission control protocol and the session state infor-
mation could be a cryptographic hash of a client key.
Alternatively, the transport protocol could be a quick user
datagram protocol internet connections protocol and the
session state information could be a connection identifier.
[0074] In some embodiments, at least one of the first
server and the second server is a local cache.
[0075] In some embodiments, there is provided a plu-
rality of servers for a packet data network comprising: a
server operable to initiate a session by establishing a
transport protocol path between the server and a client,
wherein the transport protocol path is assigned an n-tuple
identifier, whereupon the server is operable to transmit
to the client data packets with the n-tuple identifier,
wherein the server additionally is operable to transmit
declarative information as signaling packets with the n-
tuple identifier, wherein the declarative information in-
cludes an identifier for the ongoing session; a further
server; a classifier unit associated with the further server
operable to mirror the signaling packets to the further
server using a classifying function, wherein the further
server has logic operable to analyse the declarative in-
formation in the signaling packets to identify the ongoing
session, and to decide on whether to take over the ses-
sion based on policy rules and if ’yes’ to transmit to the
server an offer to take over the session. In response to
receiving a message from the second server of its will-
ingness to take over the session, the first server can be
operable to send information to the second server relat-
ing to the session, and the second server can then be
operable to establish a new transport protocol path to the
client based on the received information, the first and
second servers then being operable to coordinate trans-
fer of the session to the second server. In some embod-
iments, the server and the further server have common
content stored thereon, which the data packets are trans-
mitting from the server to the client, and wherein the iden-
tifier in the declarative information identifies that the con-
tent is being transmitted.
[0076] Various transport protocols could be used. For
example, the transport protocol could be a multipath
transmission control protocol and the session state infor-
mation could be a cryptographic hash of a client key.
Alternatively, the transport protocol could be a quick user
datagram protocol internet connections protocol and the
session state information could be a connection identifier.
[0077] At least one of the first server and the second

server can be a local cache.
[0078] In some embodiments, there is provided a com-
puter program product bearing machine readable in-
structions executable to implement the methods for sup-
porting server relocation recited above. The computer
program product may be stored on a computer readable
recording medium.
[0079] We now discuss further aspects and features
of the invention which may apply both to the group of
methods and apparatus that relate to server relocation
and the group of methods and apparatus which relate to
supporting server relocation.
[0080] The snooping server can use logic to analyse
the declarative information in the signaling packets to
identify the existence of the ongoing session and recog-
nize its ability to take it over. It is worth noting that, al-
though the declarative information is packaged in a pack-
et as if it were intended for the client, it is not intended
for the client, but rather intended to be snooped by other
servers which also have the content. Using open TCP or
encrypted QUIC-based TPs are envisaged realisations
for this approach.
[0081] One method of configuring signaling packets so
that they can be snooped, i.e. identified as signaling pack-
ets by other servers, is to manipulate the CRC of the
signaling packets when they are created, so that they will
fail error checking by a legacy end-to-end protocol. The
error check can then be used by the snooping server as
a pre-filter for identifying potential signaling packets. The
"failed" packets can then be further analysed by the
snooping server. A signaling packet can be identified by
reading its ’magic number’, which identifies the new pro-
tocol. Another option would be to XOR the CRC with a
pre-determined bit range of the metadata. The signaling
packets are thus packaged for transmission in such a
way that, if and when they arrive at the client, the client
ignores or drops them, whereas any snooping server can
identify them.
[0082] Before transmitting its willingness to take over
the session, the snooping server can use its logic to de-
cide on whether to do so based on snooping server policy
rules, and only if ’yes’ to transmit to the active server its
willingness to take over the session. In addition, before
the active server sends information to the snooping serv-
er relating to the session, the active server can use logic
to decide on whether to do so based on the active server’s
policy rules, and only if ’yes’ to send information to the
snooping server relating to the session.
[0083] In the following, the active and snooping servers
of the first aspect may be referred to as the old and new
servers respectively.
[0084] It is worth noting that, although the declarative
information is packaged in a packet as if it were intended
for the client, it is not intended for the client, but rather
intended to be snooped by other servers which also have
the content. Consequently, the signaling packets are
packaged in such a way that, if and when they arrive at
the client, the client ignores or drops them.
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[0085] In some embodiments, one or both of the serv-
ers can be local caches of content.
[0086] In other embodiments, one of the servers is a
central server and the other is a local cache. This situation
may arise when the client moves to or from a local site
in which there is no cache of the content, so the client
needs to connect to a central server to access the content
either before or after moving.
[0087] It is an inherent feature of the above methods
that the content being served by the local caches or cen-
tral server does not need to be made accessible to other
network nodes, so the content in the data path can be
encrypted and this does not disturb the cache relocation.
In other words, the method is inherently compatible with
content encryption.
[0088] It is also an inherent feature of the above meth-
ods that, after a cache relocation, the previous local site
and its cache are no longer relevant. Consequently, dur-
ing a single content transfer session there can be repeat-
ed handovers from one local cache to another, each per-
formed in the same way. Specifically, the previous cach-
es are not involved, only the currently serving cache (i.e.
old cache) and the candidate cache (i.e. new cache). The
earlier history is not relevant.
[0089] The methods can be embodied based on mes-
sages requesting cache relocation which, if ignored, have
no impact of continuity of service, since the content will
continue to be served from the original cache or central
server, if no appropriate local cache exists proximal to
the UE’s new location which is willing to serve the content.
[0090] The methods can be embodied such that either
or both of the currently active server (i.e. old server) and
the candidate server (i.e. new server) can make an in-
formed decision on when to relocate based on their own
local factors, such as server load, content availability,
segment completion and remaining content fraction to
be served to the client. The decisions are made by ap-
plying policy rules that can be contained in logic hosted
by the server or some other entity associated with the
server.
[0091] The methods can also be embodied with differ-
ent mobility management types, specifically with a central
anchor point or with distributed anchor points.
[0092] If the transport protocol used by the network
supports change of IP address, local cache relocation
can be achieved in the client application layer.
[0093] In certain embodiments, the client is hosted by
a user equipment. Moreover, the user equipment may
communicate with the servers over an evolved radio ac-
cess network and/or a fixed line network (e.g. wire or
optical cable).
[0094] After the session has been transferred to the
new server, the old server can remove its transport pro-
tocol path to the client, since it is no longer needed.
[0095] In some embodiments, the client has an Internet
Protocol Point of Presence, IP POP, and there are pro-
vided at least first and second local anchor points for the
IP POP respectively associated with at least the first serv-

er and the second server to permit the client to be con-
nected to at least the first server and the second server
respectively. As part of the change of serving content
from first server to second server, the local anchor point
can be changed from that associated with the first server
to that associated with the second server. Alternatively,
the local anchor point can remain that associated with
the first server, i.e. not be moved.
[0096] In other embodiments, at least first and second
local breakouts are provided respectively associated with
at least the first server and the second server to permit
the client to be connected to at least the first server and
the second server respectively. Moreover, in these other
embodiments, the client has an Internet Protocol Point
of Presence, IP POP, and a central anchor point for the
IP POP is provided.
[0097] According to further aspects of the disclosure,
a computer program product bearing machine readable
instructions executable to implement the method of the
first aspect or the method of the second aspect is pro-
vided. The computer program product may be stored on
a computer-readable recording medium, such as a CD-
ROM, DVD-ROM or semiconductor memory. The com-
puter program product may also be provided in the form
of a data signal and/or for download via a network con-
nection.

Brief Description of the Drawings

[0098] The embodiments of the technique presented
herein are described herein below with reference to the
accompanying drawings.

Figure 1 shows a background example of a local
caching architecture using distributed an-
chor points.

Figure 2 shows a background example of a local
caching architecture using a central anchor
point and local breakouts.

Figure 3 shows another background example of a
local caching architecture using a central
anchor point.

Figure 4A shows a further background example of a
local caching architecture using distributed
anchor points similar to Figure 1.

Figure 4B shows a further background example of a
local caching architecture using distributed
anchor points similar to Figure 1.

Figure 5 shows a further background example of a
local caching architecture using a central
anchor point and local breakouts similar to
Figure 2.
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Figure 6 is a message sequence diagram illustrating
in detail the method for cache relocation
according to an embodiment of the inven-
tion.

Figure 7A shows an embodiment of a local caching
architecture using distributed anchor
points.

Figure 7B shows another embodiment of a local cach-
ing architecture using distributed anchor
points.

Figure 8 shows an embodiment of a local caching
architecture using a central anchor point
and local breakouts.

Figure 9 shows a structure of a computer and com-
puter program code that may be used to
implement any of the disclosed methods
and may be incorporated in any of the dis-
closed components.

Figure 10 is a block diagram showing a cache relo-
cation unit present in the packet data net-
work of Figure 7A, 7B or 8.

Figure 11 is a block diagram showing a unit for sup-
porting cache relocation in a local site of
the packet data network of Figure 7A, 7B
or 8.

Figure 12 is a block diagram showing a first server
conducting a user session present in the
packet data network of Figure 7A, 7B or 8.

Figure 13 is a block diagram showing a second server
taking over a user session present in the
packet data network of Figure 7A, 7B or 8.

Figure 14 is a block diagram showing a first server for
supporting server relocation present in the
packet data network of Figure 7A, 7B or 8.

Figure 15 is a block diagram showing a second server
for supporting server relocation present in
the packet data network of Figure 7A, 7B
or 8.

Detailed Description

[0099] In the following description, for purposes of ex-
planation and not limitation, specific details are set forth
(such as particular method steps) in order to provide a
thorough understanding of the technique presented
herein. It will be apparent to one skilled in the art that the
present technique may be practiced in other embodi-
ments that depart from these specific details. For exam-

ple, while the following embodiments will be described
with reference to 5G and also 4G networks, it will be
appreciated that the technique presented herein is not
limited to any type of cellular network access.
[0100] Those skilled in the art will further appreciate
that the services, functions and steps explained herein
may be implemented using software functioning in con-
junction with a programmed microprocessor, or using an
Application Specific Integrated Circuit (ASIC), a Digital
Signal Processor (DSP), a field programmable gate array
(FPGA) or general purpose computer. It will also be ap-
preciated that while the following embodiments are de-
scribed in the context of methods and systems, the tech-
nique presented herein may also be embodied in a com-
puter program product as well as in a system comprising
a computer processor and a memory coupled to the proc-
essor, wherein the memory is encoded with one or more
programs that execute the services, functions and steps
disclosed herein.
[0101] It is known to a person skilled in the art that a
transport protocol such as TCP establishes an end-to-
end path (i.e. connection) between two network ele-
ments, wherein the TP path typically is bi-directional (i.e.
full duplex) and the unit of data transfer typically is a seg-
ment. An n-tuple is used to identify a single TP connection
by source endpoint information and destination endpoint
information and usually also by declaration of the protocol
type being used. Specifically, the 5-tuple in a convention-
al TP such as TCP consists of: 1) Source IP address; 2)
Source Port Number; 3) Destination IP address; 4) Des-
tination Port Number; and 5) Protocol type (e.g. TCP,
UDP). The source address is the IP address of the net-
work that creates and sends a data packet (i.e. in our
example implementations the local cache or central serv-
er), and the destination address is the recipient (i.e. in
our example implementations typically the client or UE).
System and network administrators use 5-tuples to iden-
tify key requirements for creating a network connection
between two network nodes, typically referred to as a
client and a server, which may for example be a user
agent (client) and a network entity (server).
[0102] Throughout this document where we refer to a
UA, UE or client moving closer to another local site, an-
chor, breakout or cache it is understood that "closer"
should not be interpreted literally, but rather in a func-
tional sense to mean that taking account of all prevailing
network conditions it is sensible for the UE, UA or client
to connect to a different local site, anchor, breakout or
cache, or this has been decided by the network, e.g. by
logic in its control plane.
[0103] Certain terms used in the following detailed de-
scription of exemplary embodiments are defined as fol-
lows:

4G: is the fourth generation of mobile telecommuni-
cations technology as defined by the ITU in IMT Ad-
vanced, such as LTE.
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5G: is the fifth generation of mobile telecommunica-
tions and wireless technology which is not yet fully
defined, but in an advanced draft stage, e.g. in 3GPP
TS 23.401 version 13.6.1 Release 13 of May 2016.

SIP: is the protocol used for messaging defined in
the IETF’s RFC 3261 "SIP: Session Initiation Proto-
col"

UA: is part of a UE and acts as a client in a TP for
communication with a server.

UE: is a terminal that resides with the user which
hosts a UA.

[0104] The description uses a number of acronyms,
the meaning of which are as follows:

[0105] Figure 6 is a message sequence diagram illus-
trating in detail a method embodiment for cache reloca-
tion for a client (i.e. UA of a UE) from an old cache to a
new cache.
[0106] Step 1 shows the on-going content transfer from
the old cache to the client.
[0107] Step 2 shows that the old cache is periodically
sending declarative information. The declarative infor-
mation includes information about the on-going transfer,
particularly the Content_ID. The role of Content_ID is to
unambiguously identify the content for a potential cache
lying in the path in such a way that other third party nodes
on the path cannot identify it. One solution is to provide
Content_ID as a cryptographic hash of the content. In

Acronym Description

3GPP Third Generation Partnership Project
CID Connection Identifier
CRC Cyclic Redundancy Check
GPRS General Packet Radio Service
GTP GPRS Tunneling Protocol
IP Internet Protocol
LTE Long-term evolution
MPTCP Multipath TCP
POP Point of Presence
PDN Packet Data Network
PDU Packet Data Unit
QUIC Quick UDP Internet Connections
RAN Evolved Radio Access Network
RTT Round Trip Time
SIP Session Initiation Protocol
SIPTO Selected IP Traffic Offload
TCP Transmission Control Protocol
TP Transport Protocol
UA User Agent
UDP User Datagram Protocol
UE User Equipment

this way only the entities that have the content may iden-
tify the content, i.e., only the relevant local caches and
the central server whence the content originates. The
declarative information is not intended for the client, and
so is not sent as part of the end-to-end encrypted com-
munication. The declarative information is sent on-path
by using the 5-tuple of the content transfer. The declar-
ative information message is prepared in such a way that
it will be ignored or dropped if received by the client. More
details on how to achieve such an on-path metadata
transfer for different TPs may be found in the article
"Method for In-band Meta-data Transfer" published dig-
itally on 18 February 2016, and in the March 2016 paper
journal, in Research Disclosure, Questel Ireland Limited,
ISSN 0374-4353 as database number 623051, the con-
tents of which are incorporated herein by reference in
their entirety.
[0108] Step 3 involves the new cache reading the
metadata information, which was sent by the old cache.
(It is noted that the method can also be implemented in
cases where there are multiple caches intercepting the
metadata between the old cache and the client). After
reading the metadata, the new cache uses logic to check
whether the content identified by Content_ID is present
in its local storage (i.e. local cache). If it has the content,
it does not automatically decide to transmit its willingness
to take over the session to the old cache. Rather, it makes
a decision on whether it wants to offer to take over the
session by using inbuilt logic to apply policy rules which
may be part of the server with the local cache or some
other part of the local site. The decision can be conditional
on various factors. For example, the candidate new
cache can take into account its own load, so that if its
load is too high, it might decide not to serve the content
to the particular client. After a positive decision to offer
to become the new cache, the candidate new cache in-
forms the old (i.e. existing) cache of its willingness to
serve the remaining content to the client. It does this by
sending, in step 4, a "New cache on path" message to
the old cache, including its IP address. The new cache
may infer the TP from the frame structure of the received
packet (e.g. MPTCP or QUIC). Of course, if the candidate
new cache decides not to serve the content, e.g. because
it does not have the content or it has too high a load, it
does not send a message.
[0109] Step 5 is a decision step in which the old cache
decides whether to accept the relocation to the new
cache in response to receiving the "New cache on path"
message from the would-be new cache. The existing (i.e.
old) cache can decide to accept or deny the transfer, i.e.
also this decision can be either positive or negative. This
decision is made by applying policy rules contained in
logic which can be hosted by the server with the old cache
or by some other part of the associated local site. The
timing of the decision is also the old cache’s responsibil-
ity, e.g. it can wait until transfer of the current chunk of
content is finished. A negative decision might follow from,
for example, a situation where there is not much more
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content to transfer, or a situation in which the state trans-
fer is deemed to be difficult.
[0110] In Step 6, following a positive decision, the new
cache is informed by the old cache. The old cache then
send the new cache the information it needs to add itself
to the content transfer. One example is based on multi-
path TCP and is described in more detail below.
[0111] In Step 7, making use of the TP features for
multi-access, a new TP path is added between the new
cache and the client, whereupon the client has a TP path
both to the new cache and the old cache.
[0112] In Step 8, the relocation is coordinated between
the old cache and the new cache. This could, for example,
include sending different byte offsets, e.g. which byte was
last sent from the new cache to the old cache and which
byte is the last acknowledged by the client. Further details
are given below in relation to multipath TCP and QUIC
examples.
[0113] In Step 9, after receiving the required informa-
tion, the new cache continues transferring the content to
the client. Thus, the content is transferred on a shorter
path than previously.
[0114] Finally, at Step 10, the old cache removes the
old path from the TP connection by sending a message
to the client. The content transfer then continues from
the new cache, without the client application having been
involved in the change of cache.
[0115] Example relocation based on Multipath TCP:
As one example, MPTCP can be used as the TP between
the caches and the client. MPTCP is a standardized mul-
tipath extension of TCP that defines sub-flows to transfer
data over different paths (available through e.g., different
access types). MPTCP allows multiple IP addresses to
be used simultaneously by the communication parties.
When using MPTCP as a transport protocol, Step 6
above is realized by sending the cryptographic hash of
the receiver’s (i.e. the client’s) key, as exchanged in the
initial MP_CAPABLE handshake. At Step 7, the new
cache sends a SYN packet (i.e. with the SYN bit set) with
the MP_JOIN option, indicating that the new TP path be-
longs to the original MPTCP connection with the old
cache. Step 8 includes transmitting ACKs received by
the old cache to the new cache. Removing the old path
at Step 10 includes sending an MPTCP segment with
the FIN (finish) bit set. In MPTCP, this indicates that the
subflow is to be closed by the endpoint.
[0116] Example relocation based on QUIC: QUIC is a
recent industry proposal for a reliable, UDP-based TP
for HTTP2 transfers with embedded security. The ses-
sion state in QUIC is defined by the security state and
not by the IP/port and protocol number 5-tuple. There-
fore, mobility between different accesses with IP address
change is simple to handle in QUIC, by sending an iden-
tification of the session/security state, named CID. Multi-
path for QUIC is under development, but because of the
above QUIC characteristics, multi-path with different IP
addresses will be easy to achieve. Therefore, QUIC is
seen as a TP that will be suitable for supporting the meth-

od disclosed herein in the future. Some additional pa-
rameters, e.g., security states would be required to trans-
fer between the old and new cache, i.e., in Step 6.
[0117] Network support considerations for the pro-
posed mechanism of cache relocation are now dis-
cussed. The proposed mechanism involves the metada-
ta being conveyed from the serving cache, i.e. the old
cache, to the cache closer to the user, i.e. the new cache.
This requires network support. This is straightforward
when the business actor operating the local cache is the
network operator. Otherwise, the cache provider needs
to have some kind of business agreement with the net-
work operator. Based on this agreement, the network
operator may configure its network "middleboxes" to mir-
ror relevant metadata, such as the signaling packets from
Step 2 in Figure 6, to the caches in the local cloud. Mir-
roring means that the packets carrying signaling infor-
mation are duplicated, i.e., they are also conveyed to the
client; in this way, they may also contain payload infor-
mation to the client. Note that if mirroring is used, then
this is not a typical middlebox action, because the original
traffic may pass untouched to the endpoint, since the
signaling information is conveyed in such a way that it is
discarded by the client if received.
[0118] The signaling packets from Step 2 in Figure 6
can be identified through a specific bit pattern (so-called
magic number). A magic number is a distinct unique value
that is statistically unlikely to be mistaken for any other
number. In the context of the present application that
means a magic number is a bit pattern with a value that
is sufficiently large to make it highly unlikely that the same
bit pattern could exist for some other reason in the cor-
responding part of the end-to-end data packet. The pur-
pose of the magic number is to allow a very fast way, i.e.
a method that is easily implementable in hardware, to
decide that packets that do not include the magic number
are not signaling packets.
[0119] The placement of the network operator middle-
boxes depends on the network solution that is provided
for local cache selection, e.g. distributed anchor point or
local breakout. Here it is noted that the anchor point and
the classifier function are two different logical functional-
ities, so need to be considered independently.
[0120] Some further embodiments are now described.
[0121] Figure 7A and Figure 7B show two different dis-
tributed anchor point variants embodying the invention.
It is noted that only the traversed logical elements are
shown. In both variants, the distributed anchor points on
the local sites implement the middlebox functionality for
the network.
[0122] Figure 7A shows an embodiment which can be
compared with the background example of Figure 4A.
The path of data packets is shown with a solid line, and
the path of signaling packets with a dashed line. The
starting situation is that a UE or client 20 having a UA is
in communication with a local cache 14_1 labeled Cache
1. The client 20 is anchored to a distributed anchor point
12_1 labeled Anchor Point 1. Both Cache 1 and Anchor
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Point 1 are located on a local site 10_1 labeled Local Site
1. There are also other similar local sites, one of which
is shown, namely Local Site 2 10_2. Local Site 2 has
Cache 2 14_2, Anchor Point 2 (not shown since not tra-
versed) and a classifier unit, Classifier 2 18_2. It is noted
Local Site 1 also has a classifier, Classifier 1, but this is
not shown, since it is not traversed. What is depicted is
the moment in time after the client 20 has moved to prox-
imal Local Site 2, wherein at this moment in time the
metadata contained in the signaling packets is being mir-
rored by Classifier 2 to Cache 2 in preparation for switch-
ing to use Cache 2, i.e. in preparation for re-routing the
data path to Cache 2 and ceasing to use Cache 1 for the
data path. Local Site 2 includes a classifier functionality
unit, Classifier 2, which is operable to mirror packets con-
taining metadata (i.e. signaling packets) to the cache on
its local site, e.g. if the magic number is seen. In this
variant, the anchor point is not changed even though
there is going to be a change of local cache.
[0123] Figure 7B shows an embodiment which can be
compared with the background example of Figure 4B.
The path of data packets is shown with a solid line, and
the path of signaling packets with a dashed line. The
starting situation is that a UE or client 20 having a UA is
in communication with a local cache 14_1 labeled Cache
1, and that the client 20 is anchored to a distributed an-
chor point (not shown, but the same as Figure 7A). Both
Cache 1 and Anchor Point 1 are located on a local site
10_1 labeled Local Site 1. There are also other similar
local sites, one of which is shown, namely Local Site 2
10_2. Local Site 2 has Cache 2 14_2, Anchor Point 2
(not shown since not traversed) and a classifier unit, Clas-
sifier 2 18_2. It is noted Local Site 1 also has a classifier,
Classifier 1, but this is not shown, since it is not traversed.
What is depicted is the moment in time after the client 20
has moved to proximal Local Site 2, wherein at this mo-
ment in time the metadata contained in the signaling
packets is being mirrored by Classifier 2 to Cache 2 in
preparation for switching to use Cache 2, i.e. in prepa-
ration for re-routing the data path to Cache 2 and ceasing
to use Cache 1 for the data path. In this variant, the anchor
point has already been changed to Anchor Point 2 as a
result of the movement of the client 20 to proximal to
Local Site 2. Local Site 2 includes a classifier functionality
unit, Classifier 2, which is operable to mirror packets con-
taining metadata (i.e. signaling packets) to the cache on
its local site, e.g. if the magic number is seen. In this
variant, the anchor point is thus changed as well as the
change of local cache as a result of the client movement.
[0124] Figure 8 shows a central anchor and local brea-
kout variant embodying the invention comparable with
the background example of Figure 5. Local breakout is
a mechanism which permits a UE to be connected to a
PDN gateway specific to a visited network as well as a
home PDN gateway. The path of data packets is shown
with a solid line, and the path of signaling packets with a
dashed line. The starting situation is that a UE or client
20 having a UA is in communication with a local cache

14_1 labeled Cache 1. The client 20 is anchored to a
central anchor point 12 labeled Central Anchor. Cache
1 is located on a local site 10_1 labeled Local Site 1 which
also has a local breakout, Local Breakout 1, 16_1. Local
Breakout 1 incorporates a classifier 18_1, Classifier 1,
having a classifier functionality. There are also other local
sites including the illustrated Local Site 2 having Cache
2 and Local Breakout 2 which have reference numerals
10_2, 14_2 and 16_2 respectively. Local Breakout 2 in-
corporates a classifier 18_2, Classifier 2, having a clas-
sifier functionality. What is depicted is the moment in time
after the client 20 has moved to proximal Local Site 2,
wherein at this moment in time the metadata contained
in the signaling packets is being mirrored by Classifier 2
of Breakout 2 to Cache 2 in preparation for switching to
use Cache 2, i.e. in preparation for re-routing the data
path to Cache 2 and ceasing to use Cache 1 for the data
path. The local breakout unit with local breakout func-
tionality thus incorporates a classifier unit with classifying
functionality that copies, i.e. mirrors, packets containing
metadata to the caches, if the magic number is seen.
The placement of the network operator middleboxes de-
pends on the network solution that is provided for local
cache selection. In many cases, the breakout function
will be performed by the radio base station. However, in
the case that the local breakout function is performed by
IP filters to break out from GTP tunnels, it may be that
the nodes, i.e. network entities, that perform the local
breakout function also perform the break-out function. It
is noted that in this case the routers on the local sites
should also be configured to route these packets to the
breakout function, if not secured otherwise.
[0125] Figure 9 shows a structure of a computer and
computer program code that may be used to implement
any of the above-described methods and may be incor-
porated in any of the above-described components. Spe-
cifically, such a computer as shown may be incorporated
in or configured to implement any of the following: local
sites, local breakouts, local caches, central server, an-
chor points (central or local), clients, and classifiers.
[0126] Computer system 901 comprises a processor
903 coupled through one or more I/O Interfaces 909 to
one or more hardware data storage devices 911 and one
or more I/O devices 913 and 915. Processor 903 may
also be connected to one or more memory devices or
memories 905. At least one memory device 905 contains
stored computer program code 907, which is a computer
program that comprises computer-executable instruc-
tions. The stored computer program code includes a pro-
gram that implements the method and method aspects
presented herein. The data storage devices 911 may
store the computer program code 907. Computer pro-
gram code 907 stored in the storage devices 911 is con-
figured to be executed by processor 903 via the memory
devices 905. Processor 903 executes the stored compu-
ter program code 907.
[0127] Memory 905 may comprise any known compu-
ter-readable storage medium, which is described below.
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In one implementation, cache memory elements of mem-
ory 905 provide temporary storage of at least some pro-
gram code (e.g., program code 907) in order to reduce
the number of times code needs to be retrieved from bulk
storage while instructions of the program code are carried
out. Moreover, similar to CPU 903, memory 905 may
reside at a single physical location, comprising one or
more types of data storage, or be distributed across a
plurality of physical systems in various forms.
[0128] I/O interface 909 comprises any system for ex-
changing information to or from an external source. I/O
devices 913, 915 comprise any known type of external
device, including a display device (e.g., monitor), key-
board, etc. A bus provides a communication link between
each of the components in computer system 901, and
may comprise any type of transmission link, including
electrical, optical, wireless, etc.
[0129] I/O interface 909 also allows computer system
901 to store information (e.g., data or program instruc-
tions such as program code 907) on and retrieve the in-
formation from computer data storage unit 911 or another
computer data storage unit (not shown). Computer data
storage unit 911 may comprise any known computer-
readable storage medium. For example, computer data
storage unit 911 may be a non-volatile data storage de-
vice, such as a semiconductor memory, a magnetic disk
drive (i.e., hard disk drive) or an optical disc drive (e.g.,
a CD-ROM drive which receives a CD-ROM disk).
[0130] An implementation of the present disclosure
may take the form of a computer program product em-
bodied in one or more computer-readable storage medi-
um(s) (e.g., memory 905 and/or computer data storage
unit 911) having computer-readable program code (e.g.,
program code 907) embodied or stored thereon.
[0131] Program code (e.g., program code 907) embod-
ied on a computer-readable medium may be transmitted
using any appropriate medium, including but not limited
to wireless, wireline, optical fiber cable, radio frequency
(RF), etc., or any suitable combination of the foregoing.
[0132] Figure 10 is a block diagram showing a cache
relocation unit 100 present in the packet data network of
Figure 7A, 7B or 8. The cache relocation unit 100 com-
prises a session establishing unit 102 operable to initiate
a session by establishing a transport protocol path be-
tween a client and a server, so that the server can transmit
content cached on the server to the client. The cache
relocation unit 100 further comprises a session identify-
ing unit 104 operable to identify any other sessions which
are not being served by the server, to check if the server
could volunteer to take over any of these sessions. If the
session establishing unit 102 is currently fully occupied
serving content, then the session identifying unit 104 may
be disabled. The cache relocation unit 100 further com-
prises a server dialogue unit 106 operable to manage
messaging relating to handover of sessions between the
server and other servers. The different types of message
include: volunteering to take over a session; messaging
to decline or accept a volunteering message. Specifically,

after a server has identified a session which it could take
over, it may transmit its willingness to the serving server
to take over the session. The cache relocation unit 100
further comprises a session handover unit 108 operable
to transfer information such as state data to enable ses-
sion hand over after hand over has been agreed between
two servers and also to establish a new transport protocol
path to the client based on the received information. The
session handover unit 108 is operable to coordinate the
transfer of the session to the new server, whereafter the
session continues with the new server transmitting con-
tent to the client.
[0133] Figure 11 is a block diagram showing a unit 110
for supporting cache relocation in a local site of the packet
data network of Figure 7A, 7B or 8. The cache relocation
support unit 110 comprises a session establishing unit
112 operable to initiate a session by establishing a trans-
port protocol path between a client and a server, so that
the server can transmit content cached on the server to
the client. The transport protocol path is assigned an n-
tuple identifier, such as a 5-tuple identifier. The cache
relocation support unit 110 further comprises a data
packet transmission unit 114 operable to transmit content
to the client as data packets with the n-tuple identifier.
The cache relocation support unit 110 further comprises
a signal packet transmission unit 116 which is operable
to transmit declarative information as signaling packets
with the n-tuple identifier, wherein the declarative infor-
mation includes an identifier of the content being trans-
mitted in the ongoing session. The cache relocation sup-
port unit 110 further comprises a signal packet detection
unit 118 which is operable to analyse declarative infor-
mation in signaling packets from sessions which are not
serving content from a server hosted at its local site in
order to identify other sessions which are not being
served by the server, to check if the server could volun-
teer to take over any of these sessions.
[0134] Figure 12 is a block diagram showing a first
server 120 operable to conduct a user session present
in the packet data network of Figure 7A, 7B or 8. The first
server 120 comprises a session initiation unit 122 oper-
able to initiate a session by establishing a transport pro-
tocol path from the server to a client. The first server 120
further comprises a message receiver unit 124 operable
to receive a message from another server offering to take
over the session. The first server 120 further comprises
an accept/reject offer unit 126 operable to decide on
whether to accept the offer based on policy rules, and if
’yes’ to send a message to the other server containing
state information on the session. The first server 120 fur-
ther comprises a TP path removal unit 128 operable to
remove its transport protocol path to the client once the
session has been transferred to the other server.
[0135] Figure 13 is a block diagram showing a second
server 130 operable to take over a user session present
in the packet data network of Figure 7A, 7B or 8. The
second server 130 comprises a session identifier unit
132 operable to identify a session between another serv-

23 24 



EP 3 494 686 B1

14

5

10

15

20

25

30

35

40

45

50

55

er and a client. The second server 130 further comprises
an offer decision unit 134 operable to decide on whether
to offer to take over the session based on policy rules,
and if ’yes’ to transmit to the other server an offer to take
over the session. The second server 130 further com-
prises a TP path establishing unit 136 operable, on re-
ceipt of state information for the session from the other
server, to establish a transport protocol path from the
server to the client. The second server 130 further com-
prises a session continuance unit 138 operable to con-
tinue the session to the client from the server.
[0136] Figure 14 is a block diagram showing a first
server 140 for supporting server relocation present in the
packet data network of Figure 7A, 7B or 8. The first server
140 comprises a session initiation unit 142 operable to
initiate a session by establishing a transport protocol path
between the server and a client. The first server 140 fur-
ther comprises a data transmission unit 144 operable to
transmit content from the server to the client as data pack-
ets. The first server 140 further comprises a declarative
information transmission unit 146 operable to transmit
declarative information as signaling packets with an n-
tuple identifier, wherein the declarative information in-
cludes an identifier of the content being transmitted in
the ongoing session.
[0137] Figure 15 is a block diagram showing a second
server 150 for supporting server relocation present in the
packet data network of Figure 7A, 7B or 8. The second
server 150 comprises a signaling packet receiver unit
152 operable to receive signaling packets mirrored from
another server using a classifying function to identify a
session between another server and a client which is
serving content that is stored in the second server’s
stored content. The session uses a transport protocol
path. The other server transmits the content to the client
as data packets. The other server additionally transmits
the declarative information as the signaling packets with
an n-tuple identifier, wherein the declarative information
includes an identifier of the content being transmitted in
the ongoing session. The second server identifies the
session based on detecting the signaling packets. The
second server 150 further comprises a take-over session
decision unit 154 operable to decide on whether to take
over the session based on policy rules. The second serv-
er 154 further comprises an offer transmission unit, which
following a decision to offer to take over the session from
the other server, is operable to transmit to the other server
an offer to take over the session.

Claims

1. A method for managing a server (14_1) on which is
stored content, comprising:

i) initiating (1) a session by establishing a trans-
port protocol path from the server to a client (20)
and initiating transmission of said content From

the server to the client;
ii) sending (2) metadata by the server (14_1),
wherein the metadata comprises a Content_ID
unambiguously identifying the content for anoth-
er server (14_2) lying on the transport protocol
path and wherein the Content_ID is a crypto-
graphic hash of the content;
iii) receiving (4) a message from another server
(14_2) on which is also stored said content, the
message offering to take over the session from
said server, wherein the other server is lying on
the transport protocol path;
iv) deciding (5) on whether to accept the offer
based on policy rules, and if ’yes’ to send (6) a
message to the other server containing state in-
formation on the session; and
v) removing (10) said server’s transport protocol
path to the client once the session has been
transferred to the other server.

2. The method of claim 1, wherein the server and the
other server (14_1, 14_2) each connects to the client
with its IP POP via a local anchor point (12_1, 12_2).

3. The method of claim 2, wherein, with the server
transfer, the local anchor point is changed from that
associated with the server to that associated with
the other server.

4. The method of any one of claims 1 to 3, wherein the
server and the other server (14_1, 14_2) each con-
nects to the client with a local breakout (16_1, 16_2).

5. The method of claim 4, further comprising providing
a central anchor point (12) for a client IP POP.

6. The method of any one of claims 1 to 5, wherein the
transport protocol is a multipath transmission control
protocol having a session state defined by a crypto-
graphic hash of a key for the client.

7. The method of any one of claims 1 to 5, wherein the
transport protocol is quick user datagram internet
protocol connection, QUIC, having a session state
defined by a connection identifier.

8. The method of any preceding claim, wherein at least
one of the server and the other server is a local
cache.

9. A server (14_1, 14_2)) for a packet data network
having content stored thereon and comprising com-
munication logic operable to:

i) initiate a session by establishing a transport
protocol path from the server to a client (20) and
initiating transmission of said content from the
server to the client;
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ii) send metadata by the server (14_1), wherein
the metadata comprises a Content_ID unambig-
uously identifying the content for another server
(14_2) lying on the transport protocol path and
wherein the Content_ID is a cryptographic hash
of the content;
iii) receive a message from another server, on
which is also stored said content, offering to take
over the session from said server, wherein the
other server is lying on the transport protocol
path;
iv) decide on whether to accept the offer based
on policy rules, and if ’yes’ to send a message
to the other server containing state information
on the session; and
v) remove its transport protocol path to the client
once the session has been transferred to the
other server.

10. A method for managing a server (14_2), comprising:

i) identifying (1) a session between another serv-
er (14_1) and a client (20), wherein the session
involves transmitting content which is stored
both on the other server and the server, wherein
the server is lying on a first transport protocol
path between the another server and the client;
ii) intercepting (2) metadata between the other
server (14_1) and the client (20), wherein the
metadata comprises a Content_ID unambigu-
ously identifying the content for a potential serv-
er lying on the first transport protocol path;
iii) deciding (3) on whether to offer to take over
the session based on policy rules by using logic
to check whether the content identified by
Content_ID is present in a local storage of the
server, and if ’yes’ to transmit to the other server
an offer to take over the session;
iv) on receipt (6) of state information for the ses-
sion from the other server, establishing (7) a sec-
ond transport protocol path from the server to
the client; and
v) continuing (9) the session to the client by con-
tinuing transmission of said content to the client,
now from said server.

11. A server (14_2) for a packet data network comprising
communication logic operable to:

i) identify a session running on another server
(14_1) between the other server and a client (20)
that involves transmitting content which is stored
both on the other server and the server, wherein
the server is lying on a first transport protocol
path between the another server and the client;
ii) intercept metadata between the other server
(14_1) and the client (20), wherein the metadata
comprises a Content_ID unambiguously identi-

fying the content for a potential server lying on
the first transport protocol path;
iii) decide on whether to offer to take over the
session based on policy rules by using logic to
check whether the content identified by
Content_ID is present in a local storage of the
server, and if ’yes’ to transmit to the other server
an offer to take over the session;
iv) on receipt of state information for the session
from the other server, establish a second trans-
port protocol path from the server to the client;
and
v) continue the session to the client by continu-
ing transmission of said content to the client,
now from said server.

12. A method for managing a session transfer between
servers, comprising:

providing a first server (14_1) on which is stored
content;
initiating a session by establishing a first trans-
port protocol path between the first server and
a client (20) and sending metadata from the first
server (14_1) to the client (20), wherein the
metadata comprises a Content_ID unambigu-
ously identifying the content for a second poten-
tial server (14_2) lying on the first transport pro-
tocol path and wherein the Content_ID is a cryp-
tographic hash of the content;
providing at least a second server (14_2) on
which is also stored said content, wherein the
second server is lying on the first transport pro-
tocol path between the first server and the client;
the second server identifying the ongoing ses-
sion, and intercepting the metadata between the
first server (14_1) and the client (20) and decid-
ing (3) on whether to offer to take over the ses-
sion based on policy rules by using logic to check
whether the content identified by the content_ID
is present in a local storage of the second server,
and if ’yes’, transmitting, to the first server, an
offer to take over the session;
the first server sending state information to the
second server relating to the session;
the second server establishing a new second
transport protocol path to the client based on the
received state information; and
the first server and the second server coordinat-
ing transfer of the session to the second server,
whereafter the session continues with the sec-
ond server continuing to transmit said content
to the client, so that the session involves trans-
mitting content to the client initially from the first
server and then from the second server after
transfer of the session.

13. A system comprising a plurality of servers for a pack-
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et data network, the system comprising:

a first server (14_1) according to claim 9; and
a second server (14_2) according to claim 11,
the first and second servers then being operable
to coordinate transfer of the session to the sec-
ond server, and
wherein the first server and the second server
have common content stored thereon, and are
operable to continue transmitting content to the
client after the session has been transferred
from the first server to the second server.

14. A computer program product bearing machine read-
able instructions executable to implement the meth-
od of any one of claims 1 to 8, 10 or 12.

15. A computer readable recording medium on which is
stored a computer program product according to
claim 14.

Patentansprüche

1. Verfahren zur Verwaltung eines Servers (14_1), auf
dem Inhalt gespeichert ist, umfassend:

i) Initiieren (1) einer Sitzung durch Aufbauen ei-
nes Transportprotokollpfads vom Server zu ei-
nem Client (20) und Initiieren von Übertragung
des Inhalts vom Server an den Client;
ii) Senden (2) von Metadaten durch den Server
(14_1), wobei die Metadaten eine Content_ID
umfassen, die den Inhalt für einen anderen Ser-
ver (14_2), der auf dem Transportprotokollpfad
liegt, eindeutig identifiziert, und wobei die
Content_ID ein kryptografischer Hash des In-
halts ist;
iii) Empfangen (4) einer Nachricht von einem an-
deren Server (14_2), auf dem der Inhalt eben-
falls gespeichert ist, wobei die Nachricht eine
Übernahme der Sitzung vom Server anbietet,
wobei der andere Server auf dem Transportpro-
tokollpfad liegt;
iv) Entscheiden (5) darüber, ob das Angebot an-
genommen werden soll, basierend auf Richtli-
nienregeln und, wenn ’ja’, eine Nachricht an den
anderen Server zu senden (6), die Zustandsin-
formationen über die Sitzung enthält; und
v) Entfernen (10) des Transportprotokollpfads
des Servers zum Client, sobald die Sitzung an
den anderen Server übergeben wurde.

2. Verfahren nach Anspruch 1, wobei der Server und
der andere Server (14_1, 14_2) jeweils mit ihrem IP-
POP über einen lokalen Ankerpunkt (12_1, 12_2)
eine Verbindung zum Client herstellen.

3. Verfahren nach Anspruch 2, wobei bei der Serverü-
bergabe der lokale Ankerpunkt von dem, der mit dem
Server assoziiert ist, zu dem gewechselt wird, der
mit dem anderen Server assoziiert ist.

4. Verfahren nach einem der Ansprüche 1 bis 3, wobei
der Server und der andere Server (14_1, 14_2) je-
weils mit einem lokalen Breakout (16_1, 16_2) eine
Verbindung zum Client herstellen.

5. Verfahren nach Anspruch 4, ferner umfassend ein
Bereitstellen eines zentralen Ankerpunkts (12) für
ein Client-IP-POP.

6. Verfahren nach einem der Ansprüche 1 bis 5, wobei
das Transportprotokoll ein Mehrpfad-Übertragungs-
steuerungsprotokoll mit einem Sitzungszustand ist,
der durch einen kryptografischen Hash eines
Schlüssels für den Client definiert ist.

7. Verfahren nach einem der Ansprüche 1 bis 5, wobei
es sich bei dem Transportprotokoll um eine schnelle
Benutzerdatagramm-Internetprotokollverbindung,
QUIC, mit einem Sitzungszustand handelt, der durch
eine Verbindungskennung definiert ist.

8. Verfahren nach einem der vorhergehenden Ansprü-
che, wobei mindestens einer des Servers und des
anderen Servers ein lokaler Cache ist.

9. Server (14 1, 14 2) für ein Paketdatennetzwerk, der
Inhalt darauf gespeichert aufweist und Kommunika-
tionslogik umfasst, die ausgelegt ist zum:

i) Initiieren einer Sitzung durch Aufbauen eines
Transportprotokollpfades vom Server zu einem
Client (20) und Initiieren von Übertragung des
Inhalts vom Server an den Client;
ii) Senden von Metadaten durch den Server
(14_1), wobei die Metadaten eine Content_ID
umfassen, die den Inhalt für einen anderen Ser-
ver (14_2), der auf dem Transportprotokollpfad
liegt, eindeutig identifiziert, und wobei die
Content_ID ein kryptografischer Hash des In-
halts ist;
iii) Empfangen einer Nachricht von einem ande-
ren Server, auf dem der Inhalt ebenfalls gespei-
chert ist, mit einem Angebot zur Übernahme der
Sitzung vom Server, wobei der andere Server
auf dem Transportprotokollpfad liegt,
iv) Entscheiden darüber, ob das Angebot ange-
nommen werden soll, basierend auf Richtlinien-
regeln und, wenn ’ja’, eine Nachricht an den an-
deren Server zu senden, die Zustandsinforma-
tionen über die Sitzung enthält; und
v) Entfernen seines Transportprotokollpfads
zum Client, sobald die Sitzung an den anderen
Server übergeben wurde.

29 30 



EP 3 494 686 B1

17

5

10

15

20

25

30

35

40

45

50

55

10. Verfahren zur Verwaltung eines Servers (14_2), um-
fassend:

i) Identifizieren (1) einer Sitzung zwischen ei-
nem anderen Server (14_1) und einem Client
(20), wobei die Sitzung ein Senden von Inhalt
umfasst, der sowohl auf dem anderen Server
als auch auf dem Server gespeichert ist, wobei
der Server auf einem ersten Transportprotokoll-
pfad zwischen dem anderen Server und dem
Client liegt;
ii) Abhören (2) von Metadaten zwischen dem
anderen Server (14_1) und dem Client (20), wo-
bei die Metadaten eine Content_ID umfassen,
die den Inhalt für einen potenziellen Server, der
auf dem ersten Transportprotokollpfad liegt, ein-
deutig identifizieren;
iii) Entscheiden (3) darüber, ob eine Übernahme
der Sitzung angeboten werden soll, basierend
auf Richtlinienregeln durch Verwenden von Lo-
gik, um zu prüfen, ob der durch die Content_ID
identifizierte Inhalt in einem lokalen Speicher
des Servers vorhanden ist, und, wenn ’ja’, ein
Angebot zur Übernahme der Sitzung an den an-
deren Server zu senden;
iv) Aufbauen (7) eines zweiten Transportproto-
kollpfads vom Server zum Client bei Empfang
(6) von Zustandsinformationen für die Sitzung
vom anderen Server; und
v) Fortsetzen (9) der Sitzung mit dem Client
durch Fortsetzen der Übertragung des Inhalts
an den Client, jetzt vom anderen Server.

11. Server (14_2) für ein Paketdatennetzwerk, umfas-
send Kommunikationslogik, die ausgelegt ist zum:

i) Identifizieren einer Sitzung, die auf einem an-
deren Server (14_1) zwischen einem anderen
Server und einem Client (20) ausgeführt wird
und die Inhalt umfasst, der sowohl auf dem an-
deren Server als auch auf dem Server gespei-
chert ist, wobei der Server auf einem ersten
Transportprotokollpfad zwischen dem anderen
Server und dem Client liegt;
ii) Abhören von Metadaten zwischen dem ande-
ren Server (14_1) und dem Client (20), wobei
die Metadaten eine Content_ID umfassen, die
den Inhalt für einen potenziellen Server, der auf
dem ersten Transportprotokollpfad liegt, ein-
deutig identifizieren;
iii) Entscheiden darüber, ob eine Übernahme
der Sitzung angeboten werden soll, basierend
auf Richtlinienregeln durch Verwenden von Lo-
gik, um zu prüfen, ob der durch die Content_ID
identifizierte Inhalt in einem lokalen Speicher
des Servers vorhanden ist, und, wenn ’ja’, ein
Angebot zur Übernahme der Sitzung an den an-
deren Server zu senden;

iv) Aufbauen eines zweiten Transportprotokoll-
pfads vom Server zum Client bei Empfang von
Zustandsinformationen für die Sitzung vom an-
deren Server; und
v) Fortsetzen der Sitzung mit dem Client durch
Fortsetzen der Übertragung des Inhalts an den
Client, jetzt vom Server.

12. Verfahren zur Verwaltung einer Sitzungsübergabe
zwischen Servern, umfassend:

Bereitstellen eines ersten Servers (14_1), auf
dem Inhalt gespeichert ist;
Initiieren einer Sitzung durch Aufbauen eines
ersten Transportprotokollpfads zwischen dem
ersten Server und einem Client (20) und Senden
von Metadaten vom ersten Server (14_1) an den
Client (20), wobei die Metadaten eine
Content_ID umfassen, die den Inhalt für einen
zweiten potenziellen Server (14_2), der auf dem
ersten Transportprotokollpfad liegt, eindeutig
identifiziert, und wobei die Content_ID ein kryp-
tografischer Hash des Inhalts ist;
Bereitstellen mindestens eines zweiten Servers
(14_2), auf dem der Inhalt ebenfalls gespeichert
ist, wobei der zweite Server auf dem ersten
Transportprotokollpfad zwischen dem ersten
Server und dem Client liegt;
wobei der zweite Server die laufende Sitzung
identifiziert und die Metadaten zwischen dem
ersten Server (14_1) und dem Client (20) abhört
und basierend auf Richtlinienregeln durch Ver-
wenden von Logik, um zu prüfen, ob der durch
die Content_ID identifizierte Inhalt in einem lo-
kalen Speicher des zweiten Servers vorhanden
ist, darüber entscheidet, ob er eine Übernahme
der Sitzung anbieten soll, und, wenn ’ja’, ein An-
gebot zur Übernahme der Sitzung an den ande-
ren Server zu senden;
der erste Server Zustandsinformationen in Be-
zug auf die Sitzung an den zweiten Server sen-
det;
der zweite Server basierend auf den empfange-
nen Zustandsinformationen einen neuen, zwei-
ten Transportprotokollpfad zum Client aufbaut;
und
der erste Server und der zweite Server die Über-
gabe der Sitzung an den zweiten Server koor-
dinieren, woraufhin die Sitzung mit dem zweiten
Server fortfährt, der mit dem Senden des Inhalts
an den Client fortfährt, so dass die Sitzung ein
Senden von Inhalt an den Client anfänglich vom
ersten Server und dann, nach der Übergabe der
Sitzung, vom zweiten Server umfasst.

13. System, umfassend eine Mehrzahl von Servern für
ein Paketdatennetzwerk, wobei das System umfas-
send:
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einen ersten Server (14_1) nach Anspruch 9;
und
einen zweiten Server (14_2) nach Anspruch 11,
wobei der erste und der zweite Server dann zum
Koordinieren der Übergabe der Sitzung an den
zweiten Server ausgelegt sind, und
wobei der erste Server und der zweite Server
gemeinsamen Inhalt darauf gespeichert aufwei-
sen und zum Fortfahrten mit dem Senden von
Inhalt an den Client nach der Übergabe der Sit-
zung vom ersten Server an den zweiten Server
ausgelegt sind.

14. Computerprogrammprodukt, das maschinenlesba-
re Anweisungen trägt, die zum Implementieren des
Verfahrens nach einem der Ansprüche 1 bis 8, 10
oder 12 ausgeführt werden können.

15. Computerlesbares Aufzeichnungsmedium, auf dem
ein Computerprogrammprodukt nach Anspruch 14
gespeichert ist.

Revendications

1. Procédé de gestion d’un serveur (14_1) sur lequel
est stocké un contenu, comprenant :

i) le lancement (1) d’une session par l’établisse-
ment d’une voie de protocole de transport de-
puis le serveur jusqu’à un client (20) et le lance-
ment d’une transmission dudit contenu depuis
le serveur au client ;
ii) l’envoi (2) de métadonnées par le serveur
(14_1), dans lequel les métadonnées compren-
nent un Content_ID identifiant sans ambiguïté
le contenu pour un autre serveur (14_2) se trou-
vant sur la voie de protocole de transport et dans
lequel le Content_ID est un hachage cryptogra-
phique du contenu ;
iii) la réception (4) d’un message depuis un autre
serveur (14_2) sur lequel est également stocké
ledit contenu, le message proposant de prendre
le contrôle de la session audit serveur, dans le-
quel l’autre serveur se trouve sur la voie de pro-
tocole de transport ;
iv) la décision (5) d’accepter ou non la proposi-
tion sur la base de règles de politique, et, si
« oui », d’envoyer (6) un message à l’autre ser-
veur contenant des informations d’état sur la
session ; et
v) la suppression (10) de la voie de protocole de
transport dudit serveur au client une fois que la
session a été transférée à l’autre serveur.

2. Procédé selon la revendication 1, dans lequel cha-
cun du serveur et de l’autre serveur (14 1, 14_2) se
connecte au client avec son IP POP via un point

d’ancrage local (12_1, 12_2).

3. Procédé selon la revendication 2, dans lequel, avec
le transfert de serveur, le point d’ancrage local est
changé de celui associé au serveur à celui associé
à l’autre serveur.

4. Procédé selon l’une quelconque des revendications
1 à 3, dans lequel chacun du serveur et de l’autre
serveur (14_1, 14_2) se connecte au client avec un
raccordement local (16_1, 16_2).

5. Procédé selon la revendication 4, comprenant en
outre la fourniture d’un point d’ancrage central (12)
pour un IP POP client.

6. Procédé selon l’une quelconque des revendications
1 à 5, dans lequel le protocole de transport est un
protocole de commande de transmission multivoies
ayant un état de session défini par un hachage cryp-
tographique d’une clé pour le client.

7. Procédé selon l’une quelconque des revendications
1 à 5, dans lequel le protocole de transport est une
connexion de protocole Internet de datagramme uti-
lisateur rapide, QUIC, ayant un état de session défini
par un identifiant de connexion.

8. Procédé selon l’une quelconque des revendications
précédentes, dans lequel au moins l’un du serveur
et de l’autre serveur est une mémoire cache locale.

9. Serveur (14_1, 14_2) pour un réseau de données
en paquets ayant un contenu stocké sur celui-ci et
comprenant une logique de communication utilisa-
ble pour :

i) lancer une session par l’établissement d’une
voie de protocole de transport depuis le serveur
jusqu’à un client (20) et le lancement d’une
transmission dudit contenu depuis le serveur au
client ;
ii) envoyer des métadonnées par le serveur
(14_1), dans lequel les métadonnées compren-
nent un Content_ID identifiant sans ambiguïté
le contenu pour un autre serveur (14_2) se trou-
vant sur la voie de protocole de transport et dans
lequel le Content_ID est un hachage cryptogra-
phique du contenu ;
iii) recevoir un message depuis un autre serveur
sur lequel est également stocké ledit contenu,
proposant de prendre le contrôle de la session
audit serveur, dans lequel l’autre serveur se
trouve sur la voie de protocole de transport ;
iv) décider d’accepter ou non la proposition sur
la base de règles de politique, et, si « oui », d’en-
voyer un message à l’autre serveur contenant
des informations d’état sur la session ; et
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v) supprimer sa voie de protocole de transport
au client une fois que la session a été transférée
à l’autre serveur.

10. Procédé de gestion d’un serveur (14_2),
comprenant :

i) l’identification (1) d’une session entre un autre
serveur (14_1) et un client (20), dans lequel la
session implique la transmission d’un contenu
qui est stocké à la fois sur l’autre serveur et sur
le serveur, dans lequel le serveur se trouve sur
une première voie de protocole de transport en-
tre l’autre serveur et le client ;
ii) l’interception (2) de métadonnées entre l’autre
serveur (14_1) et le client (20), dans lequel les
métadonnées comprennent un Content_ID
identifiant sans ambiguïté le contenu pour un
serveur potentiel se trouvant sur la première
voie de protocole de transport ;
iii) la décision (3) de proposer ou non de prendre
le contrôle de la session sur la base de règles
de politique en utilisant une logique pour con-
trôler si le contenu identifié par Content_ID est
présent dans un stockage local du serveur, et,
si « oui », de transmettre, à l’autre serveur, une
proposition de prendre le contrôle de la session ;
iv) à la réception (6) d’informations d’état pour
la session depuis l’autre serveur, l’établisse-
ment (7) d’une deuxième voie de protocole de
transport depuis le serveur au client ; et
v) la continuation (9) de la session au client en
continuant une transmission dudit contenu au
client, désormais depuis ledit serveur.

11. Serveur (14_2) pour un réseau de données en pa-
quets comprenant une logique de communication
utilisable pour :

i) identifier une session s’exécutant sur un autre
serveur (14_1) entre l’autre serveur et un client
(20) qui implique la transmission d’un contenu
qui est stocké à la fois sur l’autre serveur et sur
le serveur, dans lequel le serveur se trouve sur
une première voie de protocole de transport en-
tre l’autre serveur et le client ;
ii) intercepter des métadonnées entre l’autre
serveur (14_1) et le client (20), dans lequel les
métadonnées comprennent un Content_ID
identifiant sans ambiguïté le contenu pour un
serveur potentiel se trouvant sur la première
voie de protocole de transport ;
iii) décider de proposer ou non de prendre le
contrôle de la session sur la base de règles de
politique en utilisant une logique pour contrôler
si le contenu identifié par Content_ID est présent
dans un stockage local du serveur, et, si « oui »,
de transmettre à l’autre serveur une proposition

de prendre le contrôle de la session ;
iv) à la réception d’informations d’état pour la
session depuis l’autre serveur, établir une
deuxième voie de protocole de transport depuis
le serveur au client ; et
v) continuer la session au client en continuant
une transmission dudit contenu au client, désor-
mais depuis ledit serveur.

12. Procédé de gestion d’un transfert de session entre
des serveurs, comprenant :

la fourniture d’un premier serveur (14_1) sur le-
quel un contenu est stocké ;
le lancement d’une session par l’établissement
d’une première voie de protocole de transport
entre le premier serveur et un client (20) et l’en-
voi de métadonnées depuis le premier serveur
(14 1) au client (20), dans lequel les métadon-
nées comprennent un Content_ID identifiant
sans ambiguïté le contenu pour un deuxième
serveur potentiel (14_2) se trouvant sur la pre-
mière voie de protocole de transport et dans le-
quel le Content_ID est un hachage cryptogra-
phique du contenu ;
la fourniture d’au moins un deuxième serveur
(14 2) sur lequel ledit contenu est également
stocké, dans lequel le deuxième serveur se trou-
ve sur la première voie de protocole de transport
entre le premier serveur et le client ;
le deuxième serveur identifiant la session en
cours, et interceptant les métadonnées entre le
premier serveur (14_1) et le client (20) et déci-
dant (3) de proposer ou non de prendre le con-
trôle de la session sur la base de règles de po-
litique en utilisant une logique pour contrôler si
le contenu identifié par le Content_ID est pré-
sent dans un stockage local du deuxième ser-
veur, et, si « oui », transmettant, au premier ser-
veur, une proposition de prendre le contrôle de
la session ;
le premier serveur envoyant des informations
d’état au deuxième serveur en ce qui concerne
la session ;
le deuxième serveur établissant une nouvelle
deuxième voie de protocole de transport au
client sur la base des informations d’état
reçues ; et
le premier serveur et le deuxième serveur coor-
donnant un transfert de la session au deuxième
serveur, après quoi la session continue avec le
deuxième serveur continuant à transmettre ledit
contenu au client, de sorte que la session impli-
que la transmission de contenu au client initia-
lement depuis le premier serveur puis depuis le
deuxième serveur après un transfert de la ses-
sion.
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13. Système comprenant une pluralité de serveurs pour
un réseau de données en paquets, le système
comprenant :

un premier serveur (14_1) selon la revendica-
tion 9 ; et
un deuxième serveur (14_2) selon la revendica-
tion 11,
les premier et deuxième serveurs étant ensuite
utilisables pour coordonner un transfert de la
session au deuxième serveur, et
dans lequel le premier serveur et le deuxième
serveur ont un contenu commun stocké sur ce-
lui-ci, et sont utilisables pour continuer à trans-
mettre un contenu au client après que la session
a été transférée du premier serveur au deuxiè-
me serveur.

14. Produit de programme informatique portant des ins-
tructions lisibles par machine exécutables pour met-
tre en œuvre le procédé selon l’une quelconque des
revendications 1 à 8, 10 ou 12.

15. Support d’enregistrement lisible par ordinateur sur
lequel est stocké un produit de programme informa-
tique selon la revendication 14.
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