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Description

FIELD

[0001] Embodiments of the invention relate to the field
of computer networking; and more specifically, to tech-
niques for exposing maximum node and/or link segment
identifier depth utilizing Open Shortest Path First (OSPF).

BACKGROUND

[0002] Segment Routing (SR) is a recently-developed
routing technique leveraging the source routing para-
digm. In SR networks, a node steers a packet through
an ordered list of instructions called segments. A seg-
ment can represent any instruction, topological or serv-
ice-based, and can have a local semantic to an SR node
or global within an SR domain.
[0003] SR allows traffic of a flow to be passed through
any topological path and service chain while maintaining
per-flow state only at the ingress node to the SR domain.
SR can be directly applied to the common Multiprotocol
Label Switching (MPLS) architecture without requiring
any change to the forwarding planes of participating
nodes. For example, a segment can be encoded as an
MPLS label, and an ordered list of segments can be en-
coded as a stack of labels. The segment to process is
on the top of the stack. Upon completion of a segment,
the related label is popped from the stack.
[0004] SR can also be applied to the Internet Protocol
(IP) version 6 (IPv6) architecture using a new type of
routing extension header. A segment can be encoded as
an IPv6 address. An ordered list of segments is encoded
as an ordered list of IPv6 addresses in the routing exten-
sion header. The segment to process is indicated by a
pointer in the routing extension header. Upon completion
of a segment, the pointer is incremented.
[0005] SR can provide many benefits, including ena-
bling a scalable end-to-end policy, the fact that it was
designed for IP and Software Defined Networking (SDN)
(i.e., has Equal-Cost Multi-path (ECMP) awareness, and
balance between distributed intelligence, centralized op-
timization, and application-based policy creation), has
operational simplicity, and can provide better utilization
of the installed infrastructure thanks to centralized opti-
mization.

SUMMARY

[0006] The present invention is defined by the append-
ed independent claims, to which reference should now
be made. Specific embodiments are defined in the de-
pendent claims. In some embodiments, a method in a
device implementing a network element in a SR network
includes transmitting, by the network element, a Type
Length Value (TLV) element including a Maximum Seg-
ment Identifier Depth (MSD) value. The TLV element is
transmitted using the OSPF protocol. The MSD value

identifies a maximum number of segment identifier (SID)
labels that the network element is able to push into packet
headers of received packets to enable forwarding of the
received packets through the SR network. The method
also includes receiving, from a controller, data for a path
to be utilized by the network element for forwarding the
received packets through the SR network. The data in-
cludes a set of one or more SID labels to be pushed into
the received packets associated with the path. The set
of SID labels includes less than or equal to the MSD value
number of SID labels, and the controller and the network
element do not utilize the Path Computation Element Pro-
tocol (PCEP) over a southbound interface.
[0007] In some embodiments, the OSPF protocol uti-
lized comprises either OSPF version 2 (OSPFv2) or
OSPF version 3 (OSPFv3).
[0008] In some embodiments, the TLV element is a
node MSD TLV and is carried by either an OSPFv2 Rout-
er Information Opaque Link State Advertisement (LSA)
or an OSPFv3 Router Information Opaque LSA.
[0009] In some embodiments, the TLV element is a
link MSD sub-TLV and is carried by either an OSPFv2
Extended Link Opaque LSA, an OSPFv2 TE LSA, or an
OSPVv3 E-Router-LSA.
[0010] In some embodiments, the method further in-
cludes determining, by the network element, the MSD
value as a smallest one of one or more MSD values of
one or more line cards of the network element.
[0011] According to some embodiments, a non-transi-
tory computer-readable storage medium has instructions
which, when executed by one or more processors of a
device, cause the device to implement a network element
in a SR network and perform operations. The operations
include transmitting a TLV element including a MSD val-
ue. The TLV element is transmitted using the OSPF pro-
tocol. The MSD value identifies a maximum number of
SID labels that the network element is able to push into
packet headers of received packets to enable forwarding
of the received packets through the SR network. The
operations also
[0012] In some embodiments, the OSPF protocol uti-
lized comprises either OSPF version 2 (OSPFv2) or
OSPF version 3 (OSPFv3).
[0013] In some embodiments, the TLV element is a
node MSD TLV and is carried by either an OSPFv2 Rout-
er Information Opaque Link State Advertisement (LSA)
or an OSPFv3 Router Information Opaque LSA.
[0014] In some embodiments, the TLV element is a
link MSD sub-TLV and is carried by either an OSPFv2
Extended Link Opaque LSA, an OSPFv2 TE LSA, or an
OSPVv3 E-Router-LSA.
[0015] According to some embodiments, a non-transi-
tory computer-readable storage medium has instructions
which, when executed by one or more processors of a
device, cause the device to implement a network element
in a SR network and perform operations. The operations
include transmitting a TLV element including a MSD val-
ue. The TLV element is transmitted using the OSPF pro-
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tocol. The MSD value identifies a maximum number of
SID labels that the network element is able to push into
packet headers of received packets to enable forwarding
of the received packets through the SR network. The
operations also include receiving, from a controller, data
for a path to be utilized by the network element for for-
warding the received packets through the SR network.
The data includes a set of one or more SID labels to be
pushed into the received packets associated with the
path. The set of SID labels includes less than or equal
to the MSD value number of SID labels, and the controller
and the network element do not utilize the PCEP over a
southbound interface.
[0016] In some embodiments, a device includes one
or more processors and a non-transitory computer-read-
able storage medium. The non-transitory computer-read-
able storage medium has instructions which, when exe-
cuted by the one or more processors, cause the device
to implement a network element in a SR network and
perform operations. The operations include transmitting
a TLV element including a MSD value. The TLV element
is transmitted using the OSPF protocol. The MSD value
identifies a maximum number of SID labels that the net-
work element is able to push into packet headers of re-
ceived packets to enable forwarding of the received pack-
ets through the SR network. The operations also include
receiving, from a controller, data for a path to be utilized
by the network element for forwarding the received pack-
ets through the SR network. The data includes a set of
one or more SID labels to be pushed into the received
packets associated with the path. The set of SID labels
includes less than or equal to the MSD value number of
SID labels, and the controller and the network element
do not utilize the PCEP over a southbound interface.
[0017] A system includes a controller and a network
element. The network element, which is implemented by
a device, participates in a SR network and performs op-
erations. The operations include transmitting a TLV ele-
ment including a MSD value. The TLV element is trans-
mitted using the OSPF protocol. The MSD value identi-
fies a maximum number of SID labels that the network
element is able to push into packet headers of received
packets to enable forwarding of the received packets
through the SR network. The operations also include re-
ceiving, from the controller, data for a path to be utilized
by the network element for forwarding the received pack-
ets through the SR network. The data includes a set of
one or more SID labels to be pushed into the received
packets associated with the path. The set of SID labels
includes less than or equal to the MSD value number of
SID labels, and the controller and the network element
do not utilize the PCEP over a southbound interface.
[0018] According to some embodiments, a method in
a controller communicatively coupled with a plurality of
network elements of a SR network includes receiving,
from a first network element of the plurality of network
elements, a TLV element including a MSD value. The
TLV element is transmitted using the OSPF protocol. The

MSD value identifies a maximum number of SID labels
that the first network element is able to push into packet
headers of received packets to enable forwarding of the
received packets through the SR network. The method
also includes determining, based upon the MSD value,
a path from the first network element to a second network
element of the plurality of network elements for an iden-
tifiable set of traffic that includes a set of one or more SID
labels. A number of SID labels in the set of SID labels is
necessarily less than or equal to the MSD value. The
method also includes sending, to the first network ele-
ment, data for the path to be utilized by the network ele-
ment for the forwarding of the received packets through
the SR network. The data includes the set of SID labels
to be pushed into received packets of the identifiable set
of traffic. The controller and the first network element do
not utilize the PCEP over a southbound interface.
[0019] In some embodiments, the OSPF protocol com-
prises either OSPF version 2 (OSPFv2) or OSPF version
3 (OSPFv3).
[0020] In some embodiments, the TLV element is a
node MSD TLV and is carried by either an OSPFv2 Rout-
er Information Opaque LSA, or an OSPFv3 Router Infor-
mation Opaque LSA.
[0021] In some embodiments, the TLV element is a
link MSD sub-TLV and is carried by either an OSPFv2
Extended Link Opaque LSA, an OSPFv2 TE LSA, or an
OSPVv3 E-Router-LSA.
[0022] According to some embodiments, a non-transi-
tory computer-readable storage medium has instructions
which, when executed by one or more processors of a
device, cause the device to implement a controller to be
communicatively coupled with a plurality of network ele-
ments of a SR network and perform operations. The op-
erations include receiving, from a first network element
of the plurality of network elements, a TLV element in-
cluding a MSD value. The TLV element was transmitted
using the OSPF protocol. The MSD value identifies a
maximum number of SID labels that the first network el-
ement is able to push into packet headers of received
packets to enable forwarding of the received packets
through the SR network. The operations also include de-
termining, based upon the MSD value, a path from the
first network element to a second network element of the
plurality of network elements for an identifiable set of traf-
fic that includes a set of one or more SID labels. A number
of SID labels in the set of SID labels is necessarily less
than or equal to the MSD value. The operations also in-
clude sending, to the first network element, data for the
path to be utilized by the network element for the forward-
ing of the received packets through the SR network. The
data includes the set of SID labels to be pushed into
received packets of the identifiable set of traffic. The con-
troller and the first network element do not utilize the
PCEP over a southbound interface.
[0023] In some embodiments, a device includes one
or more processors and a non-transitory computer read-
able storage medium. The non-transitory computer-read-

3 4 



EP 3 417 579 B1

5

5

10

15

20

25

30

35

40

45

50

55

able storage medium has instructions which, when exe-
cuted by the one or more processors, cause the device
to implement a controller to be communicatively coupled
with a plurality of network elements of a SR network and
perform operations. The operations include receiving,
from a first network element of the plurality of network
elements, a TLV element including a MSD value. The
TLV element was transmitted using the OSPF protocol.
The MSD value identifies a maximum number of SID la-
bels that the first network element is able to push into
packet headers of received packets to enable forwarding
of the received packets through the SR network. The
operations also include determining, based upon the
MSD value, a path from the first network element to a
second network element of the plurality of network ele-
ments for an identifiable set of traffic that includes a set
of one or more SID labels. A number of SID labels in the
set of SID labels is necessarily less than or equal to the
MSD value. The operations also include sending, to the
first network element, data for the path to be utilized by
the network element for the forwarding of the received
packets through the SR network. The data includes the
set of SID labels to be pushed into received packets of
the identifiable set of traffic. The controller and the first
network element do not utilize the PCEP over a south-
bound interface.
[0024] In some embodiments, a system includes a con-
troller that is communicatively coupled with a plurality of
network elements of a SR network. The controller can
be implemented by a device and configured to perform
operations. The operations include receiving, from a first
network element of the plurality of network elements, a
TLV element including a MSD value. The TLV element
was transmitted using the OSPF protocol. The MSD val-
ue identifies a maximum number of SID labels that the
first network element is able to push into packet headers
of received packets to enable forwarding of the received
packets through the SR network. The operations also
include determining, based upon the MSD value, a path
from the first network element to a second network ele-
ment of the plurality of network elements for an identifi-
able set of traffic that includes a set of one or more SID
labels. A number of SID labels in the set of SID labels is
necessarily less than or equal to the MSD value. The
operations also include sending, to the first network ele-
ment, data for the path to be utilized by the network ele-
ment for the forwarding of the received packets through
the SR network. The data includes the set of SID labels
to be pushed into received packets of the identifiable set
of traffic. The controller and the first network element do
not utilize the PCEP over a southbound interface.

BRIEF DESCRIPTION OF THE DRAWINGS

[0025] The invention may best be understood by refer-
ring to the following description and accompanying draw-
ings that are used to illustrate embodiments of the inven-
tion. The embodiments referring to the use of IS-IS do

not fall under the scope of the claims. In the drawings:

Figure 1 is a high-level block diagram illustrating a
system of network elements communicatively cou-
pled within a SR-enabled network configured to ex-
pose maximum node and/or link segment identifier
depth according to some embodiments.
Figure 2 illustrates an OSPF Node MSD TLV ele-
ment, an OSPFv2 Router Information Opaque LSA
carrying the OSPF Node MSD TLV, and an OSPFv3
Router Information Opaque LSA carrying the OSPF
Node MSD TLV, which can be used for exposing
maximum node segment identifier depth according
to some embodiments.
Figure 3 illustrates an OSPF Link MSD sub-TLV el-
ement, an OSPFv2 Extended Link TLV carrying the
OSPF Link MSD sub-TLV, and an OSPFv2 Link TLV
carrying the OSPF Link MSD sub-TLV, which can
be used for exposing maximum link segment identi-
fier depth according to some embodiments.
Figure 4 illustrates an OSPFv3 Router-Link TLV car-
rying the OSPF Link MSD sub-TLV of Figure 3 that
can be used for exposing maximum link segment
identifier depth according to some embodiments.
Figure 5 illustrates an IS-IS Node MSD TLV element
and an IS-IS Router Capability TLV carrying the IS-
IS Node MSD TLV that which can be used for ex-
posing maximum node segment identifier depth ac-
cording to some embodiments.
Figure 6 illustrates an IS-IS Link MSD sub-TLV ele-
ment and several types of IS-IS TLVs, which can be
used for exposing maximum link segment identifier
depth according to some embodiments.
Figure 7A illustrates a flow for exposing maximum
node and/or link segment identifier depth according
to some embodiments.
Figure 7B illustrates a high-level block diagram of a
network element that can perform the flow of Figure
7A according to some embodiments.
Figure 8A illustrates a flow for utilizing an exposed
maximum node and/or link segment identifier depth
according to some embodiments.
Figure 8B illustrates a high-level block diagram of a
controller that can perform the flow of Figure 8A ac-
cording to some embodiments.
Figure 9A illustrates connectivity between network
devices (NDs) within an exemplary network, as well
as three exemplary implementations of the NDs ac-
cording to some embodiments.
Figure 9B illustrates an exemplary way to implement
a special-purpose network device according to some
embodiments.
Figure 9C illustrates various exemplary ways in
which virtual network elements (VNEs) may be cou-
pled according to some embodiments.
Figure 9D illustrates a network with a single network
element (NE) on each of the NDs, and within this
straight forward approach contrasts a traditional dis-
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tributed approach (commonly used by traditional
routers) with a centralized approach for maintaining
reachability and forwarding information (also called
network control), according to some embodiments.
Figure 9E illustrates the simple case of where each
of the NDs implements a single NE, but a centralized
control plane has abstracted multiple of the NEs in
different NDs into (to represent) a single NE in one
of the virtual network(s), according to some embod-
iments.
Figure 9F illustrates a case where multiple VNEs are
implemented on different NDs and are coupled to
each other, and where a centralized control plane
has abstracted these multiple VNEs such that they
appear as a single VNE within one of the virtual net-
works, according to some embodiments.
Figure 10 illustrates a general purpose control plane
device with centralized control plane (CCP) soft-
ware), according to some embodiments.

DESCRIPTION OF EMBODIMENTS

[0026] In the following description, numerous specific
details such as logic implementations, opcodes, means
to specify operands, resource partitioning/sharing/dupli-
cation implementations, types and interrelationships of
system components, and logic partitioning/integration
choices are set forth in order to provide a more thorough
understanding of the present invention. It will be appre-
ciated, however, by one skilled in the art that the invention
may be practiced without such specific details. In other
instances, control structures, gate level circuits and full
software instruction sequences have not been shown in
detail in order not to obscure the invention. Those of or-
dinary skill in the art, with the included descriptions, will
be able to implement appropriate functionality without
undue experimentation.
[0027] References in the specification to "one embod-
iment," "an embodiment," "an example embodiment,"
etc., indicate that the embodiment described may include
a particular feature, structure, or characteristic, but every
embodiment may not necessarily include the particular
feature, structure, or characteristic. Moreover, such
phrases are not necessarily referring to the same em-
bodiment. Further, when a particular feature, structure,
or characteristic is described in connection with an em-
bodiment, it is submitted that it is within the knowledge
of one skilled in the art to affect such feature, structure,
or characteristic in connection with other embodiments
whether or not explicitly described.
[0028] Bracketed text and blocks with dashed borders
(e.g., large dashes, small dashes, dot-dash, and dots)
may be used herein to illustrate optional operations that
add additional features to some embodiments. However,
such notation should not be taken to mean that these are
the only options or optional operations, and/or that blocks
with solid borders are not optional in certain embodi-
ments.

[0029] In the following description and claims, the
terms "coupled" and "connected," along with their deriv-
atives, may be used. It should be understood that these
terms are not intended as synonyms for each other. "Cou-
pled" is used to indicate that two or more elements, which
may or may not be in direct physical or electrical contact
with each other, co-operate or interact with each other.
"Connected" is used to indicate the establishment of com-
munication between two or more elements that are cou-
pled with each other.
[0030] In SR networks, a controller may be tasked with
determining one or more Segment Identifiers (SIDs)(also
referred to as a "label stack") that are to be added by a
network element to network traffic to allow that traffic to
transit a particular path in the SR network. For example,
a network element (e.g., an edge router at the edge of
the SR network portion) could receive a packet to be
forwarded across the SR network, determine a config-
ured set of SIDs to be inserted into the packet, and add
those labels. These SIDs can be examined by other net-
work elements in the SR network to quickly identify how
the traffic is to be forwarded. As the packets move
through the SR network, these SIDs can be stripped (or
"popped") as a particular segment (or portion of the path)
has been completed. Accordingly, a controller can con-
figured a network element that initially receives the traffic
to place a particular set of SIDs in the traffic to ensure
that the traffic is forwarded appropriately.
[0031] However, many network devices (providing net-
work element functionality) have limitations - based upon
hardware and/or software - that limit how the network
devices can process traffic. For example, different net-
work devices have different capabilities to insert different
numbers of SIDs into traffic, and even different compo-
nents of network devices (e.g., line cards) - even within
a single network device - can have different capabilities
to insert different numbers of SIDs into traffic. For exam-
ple, a single network device could employ a first line card
only able to inject four labels, while a second line card of
the single network device could inject twelve labels, and
while a third line card of the single network device could
inject sixteen labels.
[0032] Thus, when SR tunnels are computed by a cen-
tralized controller (e.g., a Path Computation Element
(PCE) or SDN controller), it is crucial that the controller
knows what the "Maximum SID Depth" (or "MSD") of the
particular node is, so that it does not attempt to create a
path/tunnel with a set of SID that is deeper (i.e., larger)
than what the node is capable of inserting into the traffic.
[0033] For example, if a controller selects a path for a
set of traffic that requires the insertion of six labels (SIDs),
this path cannot be implemented by a network element
that only has the ability to insert three labels into the traf-
fic. In such situations, a variety of problems can result,
which can cause network congestion, dropped traffic,
and network failures.
[0034] Accordingly, efforts have been made to address
this problem using extensions of the Path Computation
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Element Communication Protocol (PCEP) (e.g., via the
southbound interface between a controller and its net-
work elements serving as the forwarding plane, perhaps
using a TLV within a PCEP OPEN message) by allowing
a network element to provide a MSD value for the network
element to the controller. Thus, the network element can
report the maximum depth of SIDs that it can inject, and
the controller can take that into account when determin-
ing paths for traffic so that it does not attempt to create
a path having more SIDs than can be inserted by the
network element.
[0035] Although this development is certainly useful, it
still falls short in many environments where the PCEP is
not used (or cannot be used), and thus the network ele-
ments cannot report their MSDs to a controller. For ex-
ample, in many environments certain network elements
(e.g., a network element at a head-end of a SR tunnel)
do not support PCEP. (Additionally, any effort to use Bor-
der Gateway Protocol (BGP) for providing this informa-
tion similarly is problematic as network elements in many
deployments may also not support or "speak" BGP.)
[0036] Further, in environments where a single net-
work device may have multiple capabilities on multiple
links (e.g., different capabilities from different line cards),
the aforementioned PCEP approach effectively "wastes"
the ability of some components of the device. For exam-
ple, to be safe it is apparent that using PCEP, the network
element must report the smallest/lowest MSD capability
that all of its components can support as its MSD value.
Thus, this "wastes" the excess capabilities of any larger-
capability components, as these components could inject
larger numbers of SIDs but are unable to do so because
the controller is not allowed to provide such SIDs to the
network element for use. For example, for a network de-
vice with a first line card able to inject three labels and
with a second line card able to inject sixteen labels, the
network device would need to report back a MSD value
of only three, and thus the controller can only provide
three-label paths to the network device - likely severely
limiting the paths that it can utilize, despite the fact that
the second line card could handle larger sets of SIDs.
[0037] Accordingly, improved techniques that can rem-
edy these deficiencies are desirable.
[0038] As described herein, in some embodiments a
MSD value can be reported back to a controller using a
Label Distribution Protocol (LDP) such as the OSPF pro-
tocol or the Intermediate System to Intermediate System
(IS-IS) protocol, thereby eliminating the need for PCEP
to be utilized. Moreover, in some embodiments a network
element can optionally report (for the controller) a MSD
for multiple of its links (e.g., line cards), which can allow
the controller to more fully utilize the capabilities of the
network by considering and/or installing longer sets of
SIDs for those links that can accommodate them.
[0039] Figure 1 is a high-level block diagram illustrating
a system 100 of network elements 102A-102F commu-
nicatively coupled within a SR enabled network 120 con-
figured to expose maximum node and/or link segment

identifier depth according to some embodiments. This
system includes a controller 104 and six network ele-
ments A-F (102A-102F) serving as the forwarding plane
of the SR network 120. In this example, we assume that
no PCEP channel 116 exists between the controller 104
and at least network element ’A’ 102A. Notably, a PCEP
channel 116 may or may not exist between others of the
network elements B-F (102B-102F).
[0040] In this example, as illustrated by circle ’1’, net-
work element ’A’ 102A determines an MSD value 112
(e.g., two), and advertises the MSD value 112 within a
TLV element 110. In some embodiments, this TLV ele-
ment 110 is sent as part of an IGP advertisement, such
as within an OSPF LSA or IS-IS TLV. As is known those
of skill in the art, this advertisement can travel a variety
of physical communication paths, as the network element
’A’ 102A likely is not in direct communication with the
controller, and instead, the advertised TLV 110 may be
sent out one or more (or all) of its interfaces leading to
other IGP-participating nodes, and eventually the adver-
tised TLV 110 can be provided to the controller 104 at
circle ’2’.
[0041] At this point, the controller 104 can use the MSD
value 112 of network element ’A’ 102A when determining
paths for traffic that is to transit the SR network 120 that
is first received at network element ’A’ 102A. Accordingly,
when attempting to create a path for an identifiable group
of traffic (e.g., a flow or other uniquely identifiable type
of traffic, such as packets 150A), the controller 104 can
limit its consideration of candidate paths to be pro-
grammed to only those requiring a same number (or
smaller number) of SIDs to be injected by network ele-
ment ’A’ 102A. Thus, in some embodiments the MSD
value 112 can be treated by the controller 104 similar to
a TE requirement/constraint, thus limiting the path pos-
sibilities that can ultimately be selected.
[0042] In this example, the controller 104 at circle ’3’
will program network element ’A’ 102A (e.g., send a mes-
sage to network element ’A’ 102A with data including
path information such as the set of SIDs 152) with a path
114 having a number of SIDs that do not exceed the
reported MSD value 112 of network element ’A’ 102A -
here, the valid path 122 is selected, which could utilize
one or two SIDs, for example, to transit network element
’C’ 102C and network element ’E’ 102E. Thereafter, upon
receipt of traffic (e.g., packets 150A at circle ’4’), the net-
work element ’A’ 102A can identify the set of SIDs and
inject the set of SIDs into that traffic, resulting in the traffic
(forwarded packets 150B) being sent using the valid path
122 toward their destination at circle ’5’.
[0043] For the sake of illustration, Figure 1 also shows
an invalid path 124 that might have been considered by
the controller 104 but for the fact that it requires a larger
SID label stack than the reported MSD value 112 - for
example, four labels. Notably, prior systems might have
attempted to utilize this path due to a controller 104 not
being aware of the capabilities of the network element
’A’ 102A, which would have led to network problems that
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embodiments described herein can avoid.
[0044] As described earlier, the MSD value 112 can
be advertised using a variety of IGP protocols, including
but not limited to OSPF and IS-IS.

OSPF

[0045] For example, Figure 2 illustrates an OSPF Node
MSD TLV element 110A, an OSPFv2 Router Information
Opaque LSA 210 carrying the OSPF Node MSD TLV
110A, and an OSPFv3 Router Information Opaque LSA
250 carrying the OSPF Node MSD TLV 110A, which can
be used for exposing maximum node segment identifier
depth according to some embodiments.
[0046] In some embodiments, the OSPF Node MSD
TLV 110A can be utilized to advertise a "node" MSD value
112A that is of a node (or network element) level of gran-
ularity. In some embodiments where multiple different
supported SID depths may apply to a single network el-
ement (e.g., a network device has multiple different line
cards with different injectable SID depths), the MSD val-
ue can be the lowest value of the multiple SID depths
supported. This OSPF Node MSD TLV 110A includes a
2 byte type value 202, which can be a unique value (e.g.,
unique within a particular set of TLVs utilized in a partic-
ular system or according to a particular standard) that
identifies the OSPF Node MSD TLV 110A as such, a 2
byte length value 204 indicating a length of the "value"
part of the TLV 110A - the Node MSD value 112A.
[0047] The Node MSD value 112A, in some embodi-
ments, is a 2 byte value including a value representing
a number in the range of zero ("0") to 254. In some em-
bodiments, a value of zero can represent a lack of ability
of the sending network element to push a SIDs of any
depth, and any other value can represent that particular
number of SIDs supported by the node. Again, in some
embodiments this value can represent the lowest value
supported by node when multiple different link-level val-
ues of supported SID injectable-depth are possible (e.g.,
because of different types of line cards in a network el-
ement). Notably, in some embodiments the use of this
OSPF Node MSD TLV 110A is optional, and thus it may
or may not be advertised.
[0048] However, in some embodiments the OSPF
Node MSD TLV 110A can be carried by an OSPFv2 Rout-
er Information Opaque LSA 210, which is described by
Internet Engineering Task Force (IETF) Request for
Comments (RFC) 4970. This OSPFv2 Router Informa-
tion Opaque LSA 210 can include a 2 byte link state (LS)
age 212 field, a 1 byte options 214 field, 1 byte carrying
a representation of ’9’ or ’10’ or ’11’, 1 byte carrying a
representation of ’4’ (an Opaque type value), 3 bytes car-
rying a representation of ’0’ (an Opaque ID value), 4 bytes
of an advertising router 216 identifier, 4 bytes of a LS
sequence number 218, 2 bytes of a LS checksum 220,
2 bytes of a length 222 of the size of the following TLV(s)
224, and the TLV(s) 224, which can carry this new Node
MSD TLV 110A.

[0049] Similarly, in some embodiments OSPF Node
MSD TLV 110A can be carried by an OSPFv3 Router
Information Opaque LSA 250, which is also described
by IETF RFC 4970. This OSPFv3 Router Information
Opaque LSA 250 includes some similar and some differ-
ent fields/values as the OSPFv2 Router Information
Opaque LSA 210, and similarly carries the new Node
MSD TLV 110A in its TLV(s) 224 field.
[0050] As alluded to above, in some embodiments a
network element can report different capabilities for SID
injection sizes of the network element. Turning to Figure
3, an illustration is provided of an OSPF Link MSD sub-
TLV element 110B, an OSPFv2 Extended Link TLV 308
carrying the OSPF Link MSD sub-TLV, and an OSPFv2
Link TLV 330 carrying the OSPF Link MSD sub-TLV,
which can be used for exposing maximum link segment
identifier depth according to some embodiments.
[0051] In some embodiments, a network element can
advertise one or more OSPF Link MSD sub-TLVs 110B
- e.g., one for each link of the network element. The Link
MSD sub-TLV 110B can include a 2 byte type 302 field
including a unique identifier that identifies the Link MSD
sub-TLVs 110B as such within a particular context, a 2
byte length value 304 indicating a length of the "value"
part of the TLV - the link MSD value 112B. In some em-
bodiments, the link MSD value 112B can be a 2 byte
value that is a number in the range of 0-254, where 0
represents lack of ability to push SIDs of any depth, and
any other value represents that number of SIDs for that
particular link.
[0052] Accordingly, in some embodiments a network
element can advertise different MSD values (i.e., link
MSD values 112B) using multiple OSPF Link MSD sub-
TLVs 110B.
[0053] One example OSPF message that can be used
to carry one or more Link MSD sub-TLVs 110B is the
OSPFv2 Extended Link TLV 308 described by IETF RFC
7684, and which itself can be carried within an OSPFv2
Extended Link Opaque LSA. The OSPFv2 Extended Link
TLV 308 can include a 2 byte type 310, a 2 byte length
312, a 1 byte link type 314, 3 bytes of reserved space, a
4 byte link identifier 318, a 4 byte link data 320 value,
and zero or more sub-TLVs 324, where the one or more
Link MSD sub-TLVs 110B can optionally be carried.
[0054] Similarly, in some embodiments a network ele-
ment can use an OSPFv2 Link TLV 330 described by
IETF RFC 3630, which itself can be carried by a TE LSA.
The OSPFv2 Link TLV 330 can include a type 332, length
334, and a variable number of sub-TLVs 336, including
a link type sub-TLV 338, a link identifier sub-TLV 340,
and optionally: the Link MSD sub-TLV 110B, a local in-
terface IP address 342, a remote interface IP address
344, a TE metric 346, a maximum bandwidth 348, a max-
imum reservable bandwidth 350, an unreserved band-
width 352, and/or an admin group 354 value. In some
embodiments, each OSPFv2 Link TLV 330 may carry
only one Link MSD sub-TLV 110B, and thus, two adver-
tise multiple Link MSD sub-TLVs 110B, multiple OSPFv2
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Link TLVs 330 can be sent by the network element (e.g.,
within a TE LSA).
[0055] Additionally, Figure 4 illustrates an OSPFv3
Router-Link TLV 400 carrying the OSPF Link MSD sub-
TLV of Figure 3 that can be used for exposing maximum
link segment identifier depth according to some embod-
iments. The OSPFv3 Router-Link TLV 400 can include
a 2 byte router-link type 210 (e.g., with a value of ’1’), a
2 byte length 212, a 1 byte type 214, a 1 byte represen-
tation of zero, a 2 byte metric 402, a 4 byte interface
identifier 404, a 4 byte neighbor interface identifier 406,
a 4 byte neighbor router identifier 408, and a variable
amount of sub-TLVs 418, which can carry a Link MSD
sub-TLV 110B.

IS-IS

[0056] As described earlier, various IGP protocols can
be utilized for exposing maximum node and/or link seg-
ment identifier depth of network elements to a controller
without the use of PCEP. For example, some embodi-
ments utilize IS-IS. Figure 5 illustrates an IS-IS Node
MSD sub-TLV element 110C and an IS-IS Router Capa-
bility TLV 506 carrying the IS-IS Node MSD TLV that
which can be used for exposing maximum node segment
identifier depth according to some embodiments.
[0057] In some embodiments, the IS-IS Node MSD
sub-TLV element 110C includes a 1 byte type 502 car-
rying a value that uniquely identifies the IS-IS Node MSD
sub-TLV element 110C as being a IS-IS Node MSD sub-
TLV element 110C within a particular context (e.g., is
unique across all types of sub-TLVs in a particular usage
scenario). The IS-IS Node MSD sub-TLV element 110C
can also include a 1 byte length 504 value indicating a
length of the "value" portion of the sub-TLV that carries
the Node MSD value 112A, which is 2 bytes in some
embodiments.
[0058] Similar to the Node MSD value 112A presented
with regard to Figure 2, this Node MSD value 112A can
also be a 2 byte value representing a number in the range
of zero ("0") to 254. In some embodiments, a value of
zero can represent a lack of ability of the sending network
element to push/inject a SIDs of any depth, and any other
value can represent that particular number of SIDs that
can be pushed/injected by the node. Again, in some em-
bodiments this value can represent the lowest value sup-
ported by node when multiple different link-level values
of supported SID injectable-depth are possible (e.g., be-
cause of different types of line cards in a network ele-
ment).
[0059] In systems utilizing IS-IS, the IS-IS Node MSD
sub-TLV element 110C can be advertised using, for ex-
ample, an IS-IS Router Capability TLV 506 as defined
by IETF RFC 4971. This IS-IS Router Capability TLV
506, in some embodiments, includes a 1 byte type 508,
a 1 byte length 510 value, and a variable length "value"
512 portion. In some embodiments, the variable length
value 512 portion can include a 4 byte router identifier

514, 1 byte of flags 515, and a variable amount of sub-
TLVs 324, which can (optionally) carry the IS-IS Node
MSD sub-TLV element 110C.
[0060] Like in OSPF, link-level MSD values can simi-
larly be advertised in systems utilizing IS-IS. Figure 6
illustrates an IS-IS Link MSD sub-TLV element 110D and
several types of IS-IS TLVs (606/630) that can be used
for exposing maximum link segment identifier depth ac-
cording to some embodiments.
[0061] In some embodiments, a new IS-IS Link MSD
sub-TLV 110D can be used to carry per-link MSD values.
For example, the IS-IS Link MSD sub-TLV 110D can in-
clude 1 byte of a type 602 that uniquely identifies the type
of this sub-TLV, a 1 byte length 604 value of the "value"
portion of the sub-TLV, which is the 2 byte link MSD value
112B.
[0062] The IS-IS Link MSD sub-TLV 110D can be car-
ried by a variety of different IS-IS TLVs, depending upon
context of use. For example, one or more IS-IS Link MSD
sub-TLVs 110D can be carried by an IS-IS "Type 22"
Extended IS Reachability TLV 606A, as described by
IETF RFC 5305, or by an IS-IS "Type 23" IS Neighbor
Attribute TLV 606B, as described by IETF RFC 5311.
[0063] These TLVs 606A-606B can include a 1 byte
type 608 (of ’22’ or ’23’), a 1 byte length 610 of the "value"
of the TLV: namely, the 7 byte system ID and pseudonode
number 612, a 3 byte default metric 614, a 1 byte sub-
TLV length 616, and a variable number of sub-TLVs,
which can include the one or more IS-IS Link MSD sub-
TLVs 110D.
[0064] Similarly, the IS-IS Link MSD sub-TLV 110D
can be carried by a "Type 222" IS-IS Multi-Topology (MT)
IS TLV 630A, as described by IETF RFC 5120, or in a
"Type 223" IS-IS MT IS Neighbor Attribute TLV 630B, as
described by IETF RFC 5311. These TLVs 630A-630B
can include a 1 byte type 632 (of ’222’ or ’223’), a 1 byte
length 634, 4 reserved bits, 12 bits of a MT identifier 636,
and the TLV 606 (e.g., the IS-IS Extended IS Reachability
TLV 606A illustrated above).
[0065] In some embodiments, only one IS-IS Link MSD
sub-TLV 110D exists for a particular link. Although in
some embodiments only one IS-IS Link MSD sub-TLV
110D is carried by a particular TLV (e.g., a Type
22/23/222/223 TLV as described above), in some em-
bodiments multiple IS-IS Link MSD sub-TLVs 110D - i.e.,
for multiple links - can be packed into just one of these
TLVs (e.g., Type 22/23/222/223).

Flows and System Components

[0066] Figure 7A illustrates a flow 700 for exposing
maximum node and/or link segment identifier depth ac-
cording to some embodiments. The operations in this
flow diagram and the flow diagram of Figure 8A will be
described with reference to the exemplary embodiments
of the other figures. However, it should be understood
that the operations of the flow diagrams can be performed
by embodiments other than those discussed with refer-
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ence to the other figures, and the embodiments dis-
cussed with reference to these other figures can perform
operations different than those discussed with reference
to the flow diagrams. In some embodiments, though, flow
700 can be performed by a network element of Figure 1,
such as network element ’A’ 102A, which can act as an
"edge" router at the edge of a SR enabled network 120
/ act as a "head" end of a SR tunnel/path.
[0067] At block 705, the flow 700 includes transmitting
a TLV element including a MSD value. This transmission
can be performed by a network element in a SR network,
and can be sent out one or more (or all) of its links leading
to other network elements in the SR network. The MSD
value identifies a maximum number of SID labels that
the network element is able to push into packet headers
of received packets to enable forwarding of the received
packets through the SR network. In some embodiments,
the TLV element is a sub-TLV, and in some embodiments
the TLV element is a "regular" TLV element.
[0068] In the invention, the TLV element is part of an
OSPF advertisement (e.g., an LSA), and in an example
the TLV element is part of an IS-IS advertisement (e.g.,
a TLV). The TLV element may directly or indirectly (e.g.,
via other network elements) ultimately be provided to a
controller.
[0069] In various embodiments, the TLV element could
be carried by an OSPFv2 Router Information Opaque
LSA 210, an OSPFv3 Router Information Opaque LSA
250, an OSPFv2 Extended Link TLV 308, an OSPFv2
Link TLV 330, an OSPFv3 Router-Link TLV 400, an IS-
IS Router Capability TLV 506, an IS-IS "Type 22" Ex-
tended IS Reachability TLV 606A, an IS-IS "Type 23" IS
Neighbor Attribute TLV 606B, a "Type 222" IS-IS Multi-
Topology (MT) IS TLV 630A, and/or a "Type 223" IS-IS
MT IS Neighbor Attribute TLV 630B.
[0070] At block 710, the flow 700 also includes receiv-
ing, from the controller, data for a path to be utilized for
forwarding the received packets through the SR network.
The data includes a set of one or more SID labels to be
pushed into any received packets associated with the
path. Notably, the set of SID labels includes less than or
equal to the MSD value number of SID labels initially
transmitted at block 705.
[0071] Optionally, at blocks 715-720-725, the flow 700
can include receiving one or more packets (e.g., that can
be associated with the path described with regard to block
710), pushing the set of one or more labels (e.g., the set
of SIDs) into the received packets to yield modified pack-
ets, and transmitting the modified packets according to
the path.
[0072] Figure 7B illustrates a high-level block diagram
750 of a network element 102A that can perform the flow
700 of Figure 7A according to some embodiments.
[0073] It is not strictly necessary that each module de-
picted herein be implemented as physically separate
units. Some or all modules may be combined in a physical
unit. Also, the modules need not be implemented strictly
in hardware. It is envisioned that the units may be imple-

mented through a combination of hardware and software.
For example, the electronic device 752 may include one
or more central processing units executing program in-
structions stored in a non-transitory storage medium or
in firmware to perform the functions of the modules.
[0074] The electronic device 752 can implement a net-
work element 102A and include a transmission module
754 and receiving module 756.
[0075] The transmission module 754 can be adapted
to transmit a TLV element including a MSD value, where
the MSD value identifies a maximum number of SID la-
bels that the network element is able to push into packet
headers of received packets to enable forwarding of the
received packets through the SR network. The TLV ele-
ment can be transmitted utilizing an OSPF protocol. In
some embodiments, the transmission module 754 can
perform block 705 of flow 700 of Figure 7A.
[0076] The receiving module 756 can be adapted to
receive, from a controller, data for a path to be utilized
for forwarding the received packets through the SR net-
work, where the data includes a set of one or more SID
labels to be pushed into the received packets associated
with the path, and where the set of SID labels has fewer
than or equal to the MSD value number of SID labels. In
some embodiments, the receiving module 756 can per-
form block 710 of flow 700 of Figure 7A.
[0077] In some embodiments, the electronic device
752 can include other non-illustrated modules, such as
one or modules to perform blocks 715, 720, and/or 725
of flow 700 of Figure 7A, and possibly can include other
non-illustrated modules to perform other operations dis-
closed herein. Thus, the depicted embodiment is illustra-
tive and not limiting.
[0078] Figure 8A illustrates a flow 800 for utilizing an
exposed maximum node and/or link segment identifier
depth according to some embodiments. In some embod-
iments, flow 800 can be performed by a controller such
as the controller 104 of Figure 1.
[0079] At block 805, the flow 800 includes receiving,
from a first network element of a plurality of network el-
ements of a SR network, a TLV element including a MSD
value. The MSD value identifies a maximum number of
SID labels that the first network element is able to push
into packet headers of received packets to enable for-
warding of the received packets through the SR network.
[0080] In the invention, the TLV element is part of an
OSPF advertisement (e.g., an LSA), and in some exam-
ples the TLV element is part of an IS-IS advertisement
(e.g., a TLV). The TLV element may directly or indirectly
(e.g., via other network elements) be provided to the con-
troller from the originating network element.
[0081] In some embodiments, the TLV element is a
sub-TLV, and in some embodiments the TLV element is
a "regular" TLV element.
[0082] In various embodiments, the TLV element could
be carried by an OSPFv2 Router Information Opaque
LSA 210, an OSPFv3 Router Information Opaque LSA
250, an OSPFv2 Extended Link TLV 308, an OSPFv2
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Link TLV 330, an OSPFv3 Router-Link TLV 400, an IS-
IS Router Capability TLV 506, an IS-IS "Type 22" Ex-
tended IS Reachability TLV 606A, an IS-IS "Type 23" IS
Neighbor Attribute TLV 606B, a "Type 222" IS-IS Multi-
Topology (MT) IS TLV 630A, and/or a "Type 223" IS-IS
MT IS Neighbor Attribute TLV 630B.
[0083] At block 810, the flow 800 includes determining,
based upon the MSD value, a path from the first network
element to a second network element of the plurality of
network elements for an identifiable set of traffic. The
path can be represented by a set of one or more SID
labels. The number of SID labels in the set of segment
identifier labels is necessarily less than or equal to the
MSD value received in block 805.
[0084] In some embodiments, block 810 includes per-
forming a path-finding process using the received MSD
value as a constraint such that any selected path will not
have a corresponding number of SIDs that exceeds the
MSD value. For example, in some embodiments, block
810 includes identifying a candidate set of paths, and
eliminating from consideration one or more of the candi-
date paths based upon determining that the path would
require a number of SIDs to be pushed into traffic (e.g.,
by the first network element) that exceeds the MSD value
reported by the first network element.
[0085] In the invention where the MSD value is a "link"
MSD value for a first link of the first network element,
block 805 may also include receiving one or more addi-
tional MSD values for one or more additional links of the
first network element. In this case, the block 810 deter-
mination is based upon one or more of these MSD values,
such that the MSD capabilities of the various links can
be considered when attempting to identify paths using
those various links.
[0086] At block 815, the flow 800 includes sending, to
the first network element, data for the path to be utilized
by the network element for the forwarding of the received
packets through the SR network. The data includes the
set of SID labels to be pushed into received packets of
the identifiable set of traffic.
[0087] Figure 8B illustrates a high-level block diagram
850 of a controller 104, which can perform the flow 800
of Figure 8A according to some embodiments.
[0088] It is not strictly necessary that each module de-
picted herein be implemented as physically separate
units. Some or all modules may be combined in a physical
unit. Also, the modules need not be implemented strictly
in hardware. It is envisioned that the units may be imple-
mented through a combination of hardware and software.
For example, the electronic device 852 may include one
or more central processing units executing program in-
structions stored in a non-transitory storage medium or
in firmware to perform the functions of the modules.
[0089] The electronic device 852 can implement the
controller 104, which can include a receiving module 854,
determination module 856, and/or sending module 858.
[0090] The receiving module 854 can be adapted to
receive, from a first network element of a plurality of net-

work elements of a segment routing network, a TLV el-
ement including a MSD value that identifies a maximum
number of SID labels that the first network element is
able to push into packet headers of received packets to
enable forwarding of the received packets through a SR
network. The TLV element can be sent utilizing an OSPF
protocol. In some embodiments, the receiving module
854 can perform block 805 of flow 800 of Figure 8A.
[0091] The determination module 856 can be adapted
to determine, based upon the MSD value, a path from
the first network element to a second network element
of the plurality of network elements for an identifiable set
of traffic that includes a set of one or more SID labels,
wherein a number of SID labels in the set of SID labels
is less than or equal to the MSD value. In some embod-
iments, the determination module 856 can perform block
810 of flow 800 of Figure 8A.
[0092] The sending module 858 can be adapted to
send, to the first network element, data for the path to be
utilized by the network element for the forwarding of the
received packets through the SR network, where the data
includes the set of SID labels to be pushed into received
packets of the identifiable set of traffic. In some embod-
iments, the sending module 858 can perform block 815
of flow 800 of Figure 8A.
[0093] In some embodiments, the controller 104 can
include other non-illustrated modules to perform other
operations as disclosed herein. Thus, the depicted em-
bodiment is illustrative and not limiting.
[0094] As described herein, some embodiments utilize
electronic devices. An electronic device can store and/or
transmit (internally and/or with other electronic devices
over a network) code (which is composed of software
instructions and which is sometimes referred to as com-
puter program code or a computer program) and/or data
using machine-readable media (also called computer-
readable media), such as machine-readable storage me-
dia (e.g., magnetic disks, optical disks, read only memory
(ROM), flash memory devices, phase change memory)
and machine-readable transmission media (also called
a carrier) (e.g., electrical, optical, radio, acoustical or oth-
er form of propagated signals - such as carrier waves,
infrared signals). Thus, many electronic devices (e.g., a
computer or "computing device") can include hardware
and software, such as a set of one or more processors
coupled to one or more machine-readable storage media
to store code for execution on the set of processors
and/or to store data.
[0095] For example, an electronic device can include
non-volatile memory containing code, as non-volatile
memory can persist code/data even when the electronic
device is turned off (when power is removed). While the
electronic device is turned on, that part of the code that
is to be executed by the processor(s) of that electronic
device is typically copied from the slower non-volatile
memory into volatile memory (e.g., dynamic random ac-
cess memory (DRAM), static random access memory
(SRAM)) of that electronic device. Many electronic de-
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vices also include a set or one or more physical network
interface(s) to establish network connections (to transmit
and/or receive code and/or data using propagating sig-
nals) or otherwise communicate with other electronic de-
vices. One or more parts of various embodiments de-
scribed herein can be implemented using different com-
binations of software, firmware, and/or hardware.
[0096] A network device (ND) is an electronic device
that communicatively interconnects other electronic de-
vices (e.g., other network devices, end-user devices) in
one or more networks. Some network devices are "mul-
tiple services network devices" that provide support for
multiple networking functions (e.g., routing, bridging,
switching, Layer 2 aggregation, session border control,
Quality of Service, and/or subscriber management),
and/or provide support for multiple application services
(e.g., data, voice, and video).
[0097] Figure 9A illustrates connectivity between net-
work devices (NDs) within an exemplary network, as well
as three exemplary implementations of the NDs, accord-
ing to some embodiments. Figure 9A shows NDs 900A-
900H, and their connectivity by way of lines between
900A-900B, 900B-900C, 900C-900D, 900D-900E,
900E-900F, 900F-900G, and 900A-900G, as well as be-
tween 900H and each of 900A, 900C, 900D, and 900G.
These NDs are physical devices, and the connectivity
between these NDs can be wireless or wired (often re-
ferred to as a link). An additional line extending from NDs
900A, 900E, and 900F (and not illustrating as ending at
a terminus) illustrates that these NDs act as ingress and
egress points for the network and thus, these NDs are
sometimes referred to as "edge" NDs while the other NDs
may be called "core" NDs.
[0098] Two of the exemplary ND implementations in
Figure 9A are: 1) a special-purpose network device 902
that can include custom application-specific integrated-
circuits (ASICs) and a special-purpose operating system
(OS); and 2) a general-purpose network device 904 that
can use common off-the-shelf (COTS) components (e.g.,
processors) and a potentially a "standard" OS.
[0099] The special-purpose network device 902 in-
cludes networking hardware 910 comprising compute re-
source(s) 912 (typically including a set of one or more
processors), forwarding resource(s) 914 (which typically
include one or more ASICs and/or network processors),
and physical network interfaces (NIs) 916 (sometimes
called physical ports), as well as non-transitory machine
readable storage media 918 having stored therein net-
working software 920.
[0100] The networking software 920 can, in some em-
bodiments, include MSD advertisement module code
990A useful for implementing an MSD advertisement
module 933A that can perform operations disclosed
herein, including the operations of flow 700 of Figure 7A
and discussed throughout this description. For example,
MSD advertisement module 933A can comprise an in-
stance of an OSPF and/or IS-IS routing engine config-
ured to send MSD values as described herein. These

MSD values can be determined based upon, for example,
the capabilities of the physical network interfaces 916.
[0101] A physical NI is hardware in a ND through which
a network connection (e.g., wirelessly through a wireless
network interface controller (WNIC) or through plugging
in a cable to a physical port connected to a network in-
terface controller (NIC)) is made, such as those shown
by the connectivity between NDs 900A-900H.
[0102] During operation, the networking software 920
may be executed by the networking hardware 910 to in-
stantiate a set of one or more networking software in-
stance(s) 922. Each of the networking software in-
stance(s) 922, and that part of the networking hardware
910 that executes that network software instance (be it
hardware dedicated to that networking software instance
and/or time slices of hardware temporally shared by that
networking software instance with others of the network-
ing software instance(s) 922), can form a (separate) vir-
tual network element 930A-930R. Each of the virtual net-
work element(s) (VNEs) 930A-930R includes a control
communication and configuration module 932A-932R
(sometimes referred to as a local control module or con-
trol communication module) and forwarding table(s)
934A-934R, such that a given virtual network element
(e.g., 930A) includes the control communication and con-
figuration module (e.g., 932A), a set of one or more for-
warding table(s) (e.g., 934A), and that portion of the net-
working hardware 910 that executes the virtual network
element (e.g., 930A).
[0103] In some embodiments, one or more of the con-
trol communication and configuration modules (e.g.,
932A) of the virtual network element(s) (VNEs) 930A-
930R can include an MSD advertisement module 933A
instantiated or implemented by the execution of the MSD
advertisement module code 990A.
[0104] The special-purpose network device 902 is of-
ten physically and/or logically considered to include: 1)
a ND control plane 924 (sometimes referred to as a con-
trol plane) comprising the compute resource(s) 912 that
execute the control communication and configuration
module(s) 932A-932R; and 2) a ND forwarding plane 926
(sometimes referred to as a forwarding plane, a data
plane, or a media plane) comprising the forwarding re-
source(s) 914 that utilize the forwarding table(s) 934A-
934R and the physical NIs 916. By way of example,
where the ND is a router (or is implementing routing func-
tionality), the ND control plane 924 (the compute re-
source(s) 912 executing the control communication and
configuration module(s) 932A-932R) is typically respon-
sible for participating in controlling how data (e.g., pack-
ets) is to be routed (e.g., the next hop for the data and
the outgoing physical NI for that data) and storing that
routing information in the forwarding table(s) 934A-934R,
and the ND forwarding plane 926 is responsible for re-
ceiving that data on the physical NIs 916 and forwarding
that data out the appropriate ones of the physical NIs 916
based on the forwarding table(s) 934A-934R.
[0105] Figure 9B illustrates an exemplary way 937 to
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implement the special-purpose network device 902 ac-
cording to some embodiments. Figure 9B illustrates a
special-purpose network device including cards 938 (typ-
ically hot pluggable). While in some embodiments the
cards 938 are of two types (one or more that operate as
the ND forwarding plane 926 (sometimes called line
cards), and one or more that operate to implement the
ND control plane 924 (sometimes called control cards)),
alternative embodiments may combine functionality onto
a single card and/or include additional card types (e.g.,
one additional type of card is called a service card, re-
source card, or multi-application card). A service card
can provide specialized processing (e.g., Layer 4 to Lay-
er 7 services (e.g., firewall, Internet Protocol Security
(IPsec), Secure Sockets Layer (SSL) / Transport Layer
Security (TLS), Intrusion Detection System (IDS), peer-
to-peer (P2P), Voice over IP (VoIP) Session Border Con-
troller, Mobile Wireless Gateways (Gateway General
Packet Radio Service (GPRS) Support Node (GGSN),
Evolved Packet Core (EPC) Gateway)). By way of ex-
ample, a service card may be used to terminate IPsec
tunnels and execute the attendant authentication and en-
cryption algorithms. These cards are coupled together
through one or more interconnect mechanisms illustrated
as backplane 936 (e.g., a first full mesh coupling the line
cards and a second full mesh coupling all of the cards).
[0106] Within the context of embodiments disclosed
herein, the cards 938 may potentially have different
depths of SIDs that they can inject into traffic, and thus
may have different MSD values. For example, in some
common deployment scenarios, the cards 938 can in-
clude cards manufactured by different vendors, or in-
clude cards that are different models from a same man-
ufacturer, and these cards 938 may have different SID
injection capabilities.
[0107] Returning to Figure 9A, the general purpose
network device 904 includes hardware 940 comprising
a set of one or more processor(s) 942 (which are often
COTS processors) and network interface controller(s)
944 (NICs; also known as network interface cards) (which
include physical NIs 946), as well as non-transitory ma-
chine readable storage media 948 having stored therein
software 950.
[0108] The software 950 can include MSD advertise-
ment module code 990B that can be executed by the
processor(s) 942 to implement a MSD advertisement
module (not illustrated), which may be part of applica-
tion(s) 964A-964R, in order to perform the operations
described herein (e.g., flow 700 of Figure 7). Accordingly,
this MSD advertisement module can advertise the MSD
value of the "node" and/or "links," which can be deter-
mined based upon the capabilities of the NIC(s) 944, and
can be advertised using an IGP such as OSPF or IS-IS.
[0109] During operation, the processor(s) 942 execute
the software 950 to instantiate one or more sets of one
or more applications 964A-964R. While one embodiment
does not implement virtualization, alternative embodi-
ments may use different forms of virtualization. For ex-

ample, in one such alternative embodiment the virtuali-
zation layer 954 represents the kernel of an operating
system (or a shim executing on a base operating system)
that allows for the creation of multiple instances 962A-
962R called software containers that may each be used
to execute one (or more) of the sets of applications 964A-
964R; where the multiple software containers (also called
virtualization engines, virtual private servers, or jails) are
user spaces (typically a virtual memory space) that are
separate from each other and separate from the kernel
space in which the operating system is run; and where
the set of applications running in a given user space,
unless explicitly allowed, cannot access the memory of
the other processes. In another such alternative embod-
iment the virtualization layer 954 represents a hypervisor
(sometimes referred to as a virtual machine monitor
(VMM)) or a hypervisor executing on top of a host oper-
ating system, and each of the sets of applications 964A-
964R is run on top of a guest operating system within an
instance 962A-962R called a virtual machine (which may
in some cases be considered a tightly isolated form of
software container) that is run on top of the hypervisor -
the guest operating system and application may not know
they are running on a virtual machine as opposed to run-
ning on a "bare metal" host electronic device, or through
para-virtualization the operating system and/or applica-
tion may be aware of the presence of virtualization for
optimization purposes. In yet other alternative embodi-
ments, one, some or all of the applications are imple-
mented as unikernel(s), which can be generated by com-
piling directly with an application only a limited set of li-
braries (e.g., from a library operating system (LibOS) in-
cluding drivers/libraries of OS services) that provide the
particular OS services needed by the application. As a
unikernel can be implemented to run directly on hardware
940, directly on a hypervisor (in which case the unikernel
is sometimes described as running within a LibOS virtual
machine), or in a software container, embodiments can
be implemented fully with unikernels running directly on
a hypervisor represented by virtualization layer 954, unik-
ernels running within software containers represented by
instances 962A-962R, or as a combination of unikernels
and the above-described techniques (e.g., unikernels
and virtual machines both run directly on a hypervisor,
unikernels and sets of applications that are run in different
software containers).
[0110] The instantiation of the one or more sets of one
or more applications 964A-964R, as well as virtualization
if implemented, are collectively referred to as software
instance(s) 952. Each set of applications 964A-964R,
corresponding virtualization construct (e.g., instance
962A-962R) if implemented, and that part of the hard-
ware 940 that executes them (be it hardware dedicated
to that execution and/or time slices of hardware tempo-
rally shared), forms a separate virtual network element(s)
960A-960R.
[0111] The virtual network element(s) 960A-960R per-
form similar functionality to the virtual network element(s)
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930A-930R - e.g., similar to the control communication
and configuration module(s) 932A and forwarding ta-
ble(s) 934A (this virtualization of the hardware 940 is
sometimes referred to as network function virtualization
(NFV)). Thus, NFV may be used to consolidate many
network equipment types onto industry standard high vol-
ume server hardware, physical switches, and physical
storage, which could be located in Data centers, NDs,
and customer premise equipment (CPE). While embod-
iments of the invention are illustrated with each instance
962A-962R corresponding to one VNE 960A-960R, al-
ternative embodiments may implement this correspond-
ence at a finer level granularity (e.g., line card virtual ma-
chines virtualize line cards, control card virtual machine
virtualize control cards, etc.); it should be understood that
the techniques described herein with reference to a cor-
respondence of instances 962A-962R to VNEs also ap-
ply to embodiments where such a finer level of granularity
and/or unikernels are used.
[0112] In certain embodiments, the virtualization layer
954 includes a virtual switch that provides similar for-
warding services as a physical Ethernet switch. Specifi-
cally, this virtual switch forwards traffic between instanc-
es 962A-962R and the NIC(s) 944, as well as optionally
between the instances 962A-962R; in addition, this vir-
tual switch may enforce network isolation between the
VNEs 960A-960R that by policy are not permitted to com-
municate with each other (e.g., by honoring virtual local
area networks (VLANs)).
[0113] The third exemplary ND implementation in Fig-
ure 9A is a hybrid network device 906, which includes
both custom ASICs/special-purpose OS and COTS proc-
essors/standard OS in a single ND or a single card within
an ND. In certain embodiments of such a hybrid network
device, a platform VM (i.e., a VM that that implements
the functionality of the special-purpose network device
902) could provide for para-virtualization to the network-
ing hardware present in the hybrid network device 906.
[0114] Regardless of the above exemplary implemen-
tations of an ND, when a single one of multiple VNEs
implemented by an ND is being considered (e.g., only
one of the VNEs is part of a given virtual network) or
where only a single VNE is currently being implemented
by an ND, the shortened term network element (NE) is
sometimes used to refer to that VNE. Also in all of the
above exemplary implementations, each of the VNEs
(e.g., VNE(s) 930A-930R, VNEs 960A-960R, and those
in the hybrid network device 906) receives data on the
physical NIs (e.g., 916, 946) and forwards that data out
the appropriate ones of the physical NIs (e.g., 916, 946).
For example, a VNE implementing IP router functionality
forwards IP packets on the basis of some of the IP header
information in the IP packet; where IP header information
includes source IP address, destination IP address,
source port, destination port (where "source port" and
"destination port" refer herein to protocol ports, as op-
posed to physical ports of a ND), transport protocol (e.g.,
user datagram protocol (UDP), Transmission Control

Protocol (TCP), and differentiated services (DSCP) val-
ues.
[0115] Figure 9C illustrates various exemplary ways in
which VNEs may be coupled according to some embod-
iments of the invention. Figure 9C shows VNEs
970A.1-970A.P (and optionally VNEs 970A.Q-970A.R)
implemented in ND 900A and VNE 970H.1 in ND 900H.
In Figure 9C, VNEs 970A.1-P are separate from each
other in the sense that they can receive packets from
outside ND 900A and forward packets outside of ND
900A; VNE 970A.1 is coupled with VNE 970H.1, and thus
they communicate packets between their respective
NDs; VNE 970A.2-970A.3 may optionally forward pack-
ets between themselves without forwarding them outside
of the ND 900A; and VNE 970A.P may optionally be the
first in a chain of VNEs that includes VNE 970A.Q fol-
lowed by VNE 970A.R (this is sometimes referred to as
dynamic service chaining, where each of the VNEs in the
series of VNEs provides a different service - e.g., one or
more layer 4-7 network services). While Figure 9C illus-
trates various exemplary relationships between the
VNEs, alternative embodiments may support other rela-
tionships (e.g., more/fewer VNEs, more/fewer dynamic
service chains, multiple different dynamic service chains
with some common VNEs and some different VNEs).
[0116] The NDs of Figure 9A, for example, may form
part of the Internet or a private network; and other elec-
tronic devices (not shown; such as end user devices in-
cluding workstations, laptops, netbooks, tablets, palm
tops, mobile phones, smartphones, phablets, multimedia
phones, Voice over Internet Protocol (VoIP) phones, ter-
minals, portable media players, Global Positioning Sys-
tem (GPS) units, wearable devices, gaming systems, set-
top boxes, Internet enabled household appliances) may
be coupled to the network (directly or through other net-
works such as access networks) to communicate over
the network (e.g., the Internet or virtual private networks
(VPNs) overlaid on (e.g., tunneled through) the Internet)
with each other (directly or through servers) and/or ac-
cess content and/or services. Such content and/or serv-
ices are typically provided by one or more servers (not
shown) belonging to a service/content provider or one or
more end user devices (not shown) participating in a
peer-to-peer (P2P) service, and may include, for exam-
ple, public webpages (e.g., free content, store fronts,
search services), private webpages (e.g., user-
name/password accessed webpages providing email
services), and/or corporate networks over VPNs. For in-
stance, end user devices may be coupled (e.g., through
customer premise equipment coupled to an access net-
work (wired or wirelessly)) to edge NDs, which are cou-
pled (e.g., through one or more core NDs) to other edge
NDs, which are coupled to electronic devices acting as
servers. However, through compute and storage virtual-
ization, one or more of the electronic devices operating
as the NDs in Figure 9A may also host one or more such
servers (e.g., in the case of the general purpose network
device 904, one or more of the software instances 962A-
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962R may operate as servers; the same would be true
for the hybrid network device 906; in the case of the spe-
cial-purpose network device 902, one or more such serv-
ers could also be run on a virtualization layer executed
by the compute resource(s) 912); in which case the serv-
ers are said to be co-located with the VNEs of that ND.
[0117] A virtual network is a logical abstraction of a
physical network (such as that in Figure 9A) that provides
network services (e.g., L2 and/or L3 services). A virtual
network can be implemented as an overlay network
(sometimes referred to as a network virtualization over-
lay) that provides network services (e.g., layer 2 (L2, data
link layer) and/or layer 3 (L3, network layer) services)
over an underlay network (e.g., an L3 network, such as
an IP network that uses tunnels (e.g., generic routing
encapsulation (GRE), layer 2 tunneling protocol (L2TP),
IPSec) to create the overlay network).
[0118] A network virtualization edge (NVE) sits at the
edge of the underlay network and participates in imple-
menting the network virtualization; the network-facing
side of the NVE uses the underlay network to tunnel
frames to and from other NVEs; the outward-facing side
of the NVE sends and receives data to and from systems
outside the network. A virtual network instance (VNI) is
a specific instance of a virtual network on a NVE (e.g., a
NE/VNE on an ND, a part of a NE/VNE on a ND where
that NE/VNE is divided into multiple VNEs through em-
ulation); one or more VNIs can be instantiated on an NVE
(e.g., as different VNEs on an ND). A virtual access point
(VAP) is a logical connection point on the NVE for con-
necting external systems to a virtual network; a VAP can
be physical or virtual ports identified through logical in-
terface identifiers (e.g., a VLAN ID).
[0119] Examples of network services include: 1) an
Ethernet LAN emulation service (an Ethernet-based
multipoint service similar to an IETF MPLS or Ethernet
VPN (EVPN) service) in which external systems are in-
terconnected across the network by a LAN environment
over the underlay network (e.g., an NVE provides sepa-
rate L2 VNIs (virtual switching instances) for different
such virtual networks, and L3 (e.g., IP/MPLS) tunneling
encapsulation across the underlay network); and 2) a
virtualized IP forwarding service (similar to IETF IP VPN
(e.g., BGP/MPLS IPVPN) from a service definition per-
spective) in which external systems are interconnected
across the network by an L3 environment over the un-
derlay network (e.g., an NVE provides separate L3 VNIs
(forwarding and routing instances) for different such vir-
tual networks, and L3 (e.g., IP/MPLS) tunneling encap-
sulation across the underlay network)). Network services
may also include quality of service capabilities (e.g., traf-
fic classification marking, traffic conditioning and sched-
uling), security capabilities (e.g., filters to protect custom-
er premises from network - originated attacks, to avoid
malformed route announcements), and management ca-
pabilities (e.g., full detection and processing).
[0120] Fig. 9D illustrates a network with a single net-
work element on each of the NDs of Figure 9A, and within

this straight forward approach contrasts a traditional dis-
tributed approach (commonly used by traditional routers)
with a centralized approach for maintaining reachability
and forwarding information (also called network control),
according to some embodiments of the invention. Spe-
cifically, Figure 9D illustrates network elements (NEs)
970A-970H with the same connectivity as the NDs 900A-
H of Figure 9A.
[0121] Figure 9D illustrates that the distributed ap-
proach 972 distributes responsibility for generating the
reachability and forwarding information across the NEs
970A-970H; in other words, the process of neighbor dis-
covery and topology discovery is distributed.
[0122] For example, where the special-purpose net-
work device 902 is used, the control communication and
configuration module(s) 932A-932R of the ND control
plane 924 typically include a reachability and forwarding
information module to implement one or more routing
protocols (e.g., an exterior gateway protocol such as
BGP, Interior Gateway Protocol(s) (IGP) (e.g., OSPF, IS-
IS, Routing Information Protocol (RIP), LDP, Resource
Reservation Protocol (RSVP) (including RSVP-TE: Ex-
tensions to RSVP for LSP Tunnels and Generalized Mul-
ti-Protocol Label Switching (GMPLS) Signaling RSVP-
TE)) that communicate with other NEs to exchange
routes, and then selects those routes based on one or
more routing metrics. Thus, the NEs 970A-970H (e.g.,
the compute resource(s) 912 executing the control com-
munication and configuration module(s) 932A-932R)
perform their responsibility for participating in controlling
how data (e.g., packets) is to be routed (e.g., the next
hop for the data and the outgoing physical NI for that
data) by distributively determining the reachability within
the network and calculating their respective forwarding
information. Routes and adjacencies are stored in one
or more routing structures (e.g., Routing Information
Base (RIB), Label Information Base (LIB), one or more
adjacency structures) on the ND control plane 924. The
ND control plane 924 programs the ND forwarding plane
926 with information (e.g., adjacency and route informa-
tion) based on the routing structure(s). For example, the
ND control plane 924 programs the adjacency and route
information into one or more forwarding table(s) 934A-
934R (e.g., Forwarding Information Base (FIB), Label
Forwarding Information Base (LFIB), and one or more
adjacency structures) on the ND forwarding plane 926.
For layer 2 forwarding, the ND can store one or more
bridging tables that are used to forward data based on
the layer 2 information in that data. While the above ex-
ample uses the special-purpose network device 902, the
same distributed approach 972 can be implemented on
the general purpose network device 904 and the hybrid
network device 906.
[0123] Figure 9D illustrates that a centralized approach
974 (also known as SDN) that decouples the system that
makes decisions about where traffic is sent from the un-
derlying systems that forwards traffic to the selected des-
tination. The illustrated centralized approach 974 has the

25 26 



EP 3 417 579 B1

16

5

10

15

20

25

30

35

40

45

50

55

responsibility for the generation of reachability and for-
warding information in a centralized control plane 976
(sometimes referred to as a SDN control module, con-
troller, network controller, OpenFlow controller, SDN
controller, control plane node, network virtualization au-
thority, or management control entity), and thus the proc-
ess of neighbor discovery and topology discovery is cen-
tralized.
[0124] The centralized control plane 976 has a south
bound interface 982 with a data plane 980 (sometime
referred to the infrastructure layer, network forwarding
plane, or forwarding plane (which should not be confused
with a ND forwarding plane)) that includes the NEs 970A-
970H (sometimes referred to as switches, forwarding el-
ements, data plane elements, or nodes). The centralized
control plane 976 includes a network controller 978,
which includes a centralized reachability and forwarding
information module 979 that determines the reachability
within the network and distributes the forwarding infor-
mation to the NEs 970A-970H of the data plane 980 over
the south bound interface 982 (which may use the Open-
Flow protocol). Thus, the network intelligence is central-
ized in the centralized control plane 976 executing on
electronic devices that are typically separate from the
NDs.
[0125] In some embodiments, the centralized reacha-
bility and forwarding information module 979 includes an
MSD-aware path selection module 981 that is operable
to perform operations disclosed herein, such as the op-
erations of flow 800 of Figure 8A.
[0126] For example, where the special-purpose net-
work device 902 is used in the data plane 980, each of
the control communication and configuration module(s)
932A-932R of the ND control plane 924 typically include
a control agent that provides the VNE side of the south
bound interface 982. In this case, the ND control plane
924 (the compute resource(s) 912 executing the control
communication and configuration module(s) 932A-
932R) performs its responsibility for participating in con-
trolling how data (e.g., packets) is to be routed (e.g., the
next hop for the data and the outgoing physical NI for
that data) through the control agent communicating with
the centralized control plane 976 to receive the forward-
ing information (and in some cases, the reachability in-
formation) from the centralized reachability and forward-
ing information module 979 (it should be understood that
in some embodiments of the invention, the control com-
munication and configuration module(s) 932A-932R, in
addition to communicating with the centralized control
plane 976, may also play some role in determining reach-
ability and/or calculating forwarding information - albeit
less so than in the case of a distributed approach; such
embodiments are generally considered to fall under the
centralized approach 974, but may also be considered a
hybrid approach).
[0127] While the above example uses the special-pur-
pose network device 902, the same centralized approach
974 can be implemented with the general purpose net-

work device 904 (e.g., each of the VNE 960A-960R per-
forms its responsibility for controlling how data (e.g.,
packets) is to be routed (e.g., the next hop for the data
and the outgoing physical NI for that data) by communi-
cating with the centralized control plane 976 to receive
the forwarding information (and in some cases, the
reachability information) from the centralized reachability
and forwarding information module 979; it should be un-
derstood that in some embodiments of the invention, the
VNEs 960A-960R, in addition to communicating with the
centralized control plane 976, may also play some role
in determining reachability and/or calculating forwarding
information - albeit less so than in the case of a distributed
approach) and the hybrid network device 906. In fact, the
use of SDN techniques can enhance the NFV techniques
typically used in the general purpose network device 904
or hybrid network device 906 implementations as NFV
is able to support SDN by providing an infrastructure upon
which the SDN software can be run, and NFV and SDN
both aim to make use of commodity server hardware and
physical switches.
[0128] Figure 9D also shows that the centralized con-
trol plane 976 has a north bound interface 984 to an ap-
plication layer 986, in which resides application(s) 988.
The centralized control plane 976 has the ability to form
virtual networks 992 (sometimes referred to as a logical
forwarding plane, network services, or overlay networks
(with the NEs 970A-970H of the data plane 980 being
the underlay network)) for the application(s) 988. Thus,
the centralized control plane 976 maintains a global view
of all NDs and configured NEs/VNEs, and it maps the
virtual networks to the underlying NDs efficiently (includ-
ing maintaining these mappings as the physical network
changes either through hardware (ND, link, or ND com-
ponent) failure, addition, or removal).
[0129] While Figure 9D shows the distributed ap-
proach 972 separate from the centralized approach 974,
the effort of network control may be distributed differently
or the two combined in certain embodiments. For exam-
ple: 1) embodiments may generally use the centralized
approach (SDN) 974, but have certain functions delegat-
ed to the NEs (e.g., the distributed approach may be used
to implement one or more of fault monitoring, perform-
ance monitoring, protection switching, and primitives for
neighbor and/or topology discovery); or 2) embodiments
of the invention may perform neighbor discovery and to-
pology discovery via both the centralized control plane
and the distributed protocols, and the results compared
to raise exceptions where they do not agree. Such em-
bodiments are generally considered to fall under the cen-
tralized approach 974, but may also be considered a hy-
brid approach.
[0130] While Figure 9D illustrates the simple case
where each of the NDs 900A-H implements a single NE
970A-970H, it should be understood that the network
control approaches described with reference to Figure
9D also work for networks where one or more of the NDs
900A-900H implement multiple VNEs (e.g., VNEs 930A-
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930R, VNEs 960A-960R, those in the hybrid network de-
vice 906). Alternatively or in addition, the network con-
troller 978 may also emulate the implementation of mul-
tiple VNEs in a single ND. Specifically, instead of (or in
addition to) implementing multiple VNEs in a single ND,
the network controller 978 may present the implementa-
tion of a VNE/NE in a single ND as multiple VNEs in the
virtual networks 992 (all in the same one of the virtual
network(s) 992, each in different ones of the virtual net-
work(s) 992, or some combination). For example, the net-
work controller 978 may cause an ND to implement a
single VNE (a NE) in the underlay network, and then log-
ically divide up the resources of that NE within the cen-
tralized control plane 976 to present different VNEs in
the virtual network(s) 992 (where these different VNEs
in the overlay networks are sharing the resources of the
single VNE/NE implementation on the ND in the underlay
network).
[0131] On the other hand, Figures 9E and 9F respec-
tively illustrate exemplary abstractions of NEs and VNEs
that the network controller 978 may present as part of
different ones of the virtual networks 992. Figure 9E il-
lustrates the simple case of where each of the NDs 900A-
H implements a single NE 970A-970H (see Figure 9D),
but the centralized control plane 976 has abstracted mul-
tiple of the NEs in different NDs (the NEs 970A-970C and
970G-970H) into (to represent) a single NE 9701 in one
of the virtual network(s) 992 of Figure 9D, according to
some embodiments. Figure 9E shows that in this virtual
network, the NE 9701 is coupled to NE 970D and 970F,
which are both still coupled to NE 970E.
[0132] Figure 9F illustrates a case where multiple
VNEs (VNE 970A.1 and VNE 970H.1) are implemented
on different NDs (ND 900A and ND 900H) and are cou-
pled to each other, and where the centralized control
plane 976 has abstracted these multiple VNEs such that
they appear as a single VNE 970T within one of the virtual
networks 992 of Figure 9D, according to some embodi-
ments of the invention. Thus, the abstraction of a NE or
VNE can span multiple NDs.
[0133] While some embodiments implement the cen-
tralized control plane 976 as a single entity (e.g., a single
instance of software running on a single electronic de-
vice), alternative embodiments may spread the function-
ality across multiple entities for redundancy and/or scal-
ability purposes (e.g., multiple instances of software run-
ning on different electronic devices).
[0134] Similar to the network device implementations,
the electronic device(s) running the centralized control
plane 976, and thus the network controller 978 including
the centralized reachability and forwarding information
module 979, may be implemented a variety of ways (e.g.,
a special purpose device, a general-purpose (e.g.,
COTS) device, or hybrid device). These electronic de-
vice(s) include compute resource(s), a set or one or more
physical NICs, and a non-transitory machine-readable
storage medium having stored thereon the centralized
control plane software. For instance, Figure 10 illustrates

a general purpose control plane device 1004 including
hardware 1040 comprising a set of one or more proces-
sor(s) 1042 (which are often COTS processors) and net-
work interface controller(s) 1044 (NICs; also known as
network interface cards) (which include physical NIs
1046), as well as non-transitory machine readable stor-
age media 1048 having stored therein centralized control
plane (CCP) software 1050.
[0135] In some embodiments, the CCP software 1050
includes MSD-aware path selection module code 1081
which, when executed by the processor(s) 1042, can pro-
vide a MSD-aware path selection module 981 component
within the centralized reachability and forwarding infor-
mation module instance 1079 and/or CCP application
layer 1080, depending upon the particular implementa-
tion.
[0136] In embodiments that use compute virtualiza-
tion, the processor(s) 1042 typically execute software to
instantiate a virtualization layer 1054 (e.g., in one em-
bodiment the virtualization layer 1054 represents the ker-
nel of an operating system (or a shim executing on a
base operating system) that allows for the creation of
multiple instances 1062A-R called software containers
(representing separate user spaces and also called vir-
tualization engines, virtual private servers, or jails) that
may each be used to execute a set of one or more ap-
plications; in another embodiment the virtualization layer
1054 represents a hypervisor (sometimes referred to as
a virtual machine monitor (VMM)) or a hypervisor exe-
cuting on top of a host operating system, and an appli-
cation is run on top of a guest operating system within
an instance 1062A-R called a virtual machine (which in
some cases may be considered a tightly isolated form of
software container) that is run by the hypervisor ; in an-
other embodiment, an application is implemented as a
unikernel, which can be generated by compiling directly
with an application only a limited set of libraries (e.g.,
from a library operating system (LibOS) including driv-
ers/libraries of OS services) that provide the particular
OS services needed by the application, and the unikernel
can run directly on hardware 1040, directly on a hyper-
visor represented by virtualization layer 1054 (in which
case the unikernel is sometimes described as running
within a LibOS virtual machine), or in a software container
represented by one of instances 1062A-R). Again, in em-
bodiments where compute virtualization is used, during
operation an instance of the CCP software 1050 (illus-
trated as CCP instance 1076A) is executed (e.g., within
the instance 1062A) on the virtualization layer 1054. In
embodiments where compute virtualization is not used,
the CCP instance 1076A is executed, as a unikernel or
on top of a host operating system, on the "bare metal"
general purpose control plane device 1004. The instan-
tiation of the CCP instance 1076A, as well as the virtu-
alization layer 1054 and instances 1062A-R if implement-
ed, are collectively referred to as software instance(s)
1052.
[0137] In some embodiments, the CCP instance
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1076A includes a network controller instance 1078. The
network controller instance 1078 includes a centralized
reachability and forwarding information module instance
1079 (which is a middleware layer providing the context
of the network controller 978 to the operating system and
communicating with the various NEs), and an CCP ap-
plication layer 1080 (sometimes referred to as an appli-
cation layer) over the middleware layer (providing the
intelligence required for various network operations such
as protocols, network situational awareness, and user-
interfaces). At a more abstract level, this CCP application
layer 1080 within the centralized control plane 976 works
with virtual network view(s) (logical view(s) of the net-
work) and the middleware layer provides the conversion
from the virtual networks to the physical view.
[0138] The centralized control plane 976 transmits rel-
evant messages to the data plane 980 based on CCP
application layer 1080 calculations and middleware layer
mapping for each flow. A flow may be defined as a set
of packets whose headers match a given pattern of bits;
in this sense, traditional IP forwarding is also flow-based
forwarding where the flows are defined by the destination
IP address for example; however, in other implementa-
tions, the given pattern of bits used for a flow definition
may include more fields (e.g., 10 or more) in the packet
headers. Different NDs/NEs/VNEs of the data plane 980
may receive different messages, and thus different for-
warding information. The data plane 980 processes
these messages and programs the appropriate flow in-
formation and corresponding actions in the forwarding
tables (sometime referred to as flow tables) of the appro-
priate NE/VNEs, and then the NEs/VNEs map incoming
packets to flows represented in the forwarding tables and
forward packets based on the matches in the forwarding
tables.
[0139] Standards such as OpenFlow define the proto-
cols used for the messages, as well as a model for
processing the packets. The model for processing pack-
ets includes header parsing, packet classification, and
making forwarding decisions. Header parsing describes
how to interpret a packet based upon a well-known set
of protocols. Some protocol fields are used to build a
match structure (or key) that will be used in packet clas-
sification (e.g., a first key field could be a source media
access control (MAC) address, and a second key field
could be a destination MAC address).
[0140] Packet classification involves executing a
lookup in memory to classify the packet by determining
which entry (also referred to as a forwarding table entry
or flow entry) in the forwarding tables best matches the
packet based upon the match structure, or key, of the
forwarding table entries. It is possible that many flows
represented in the forwarding table entries can corre-
spond/match to a packet; in this case the system is typ-
ically configured to determine one forwarding table entry
from the many according to a defined scheme (e.g., se-
lecting a first forwarding table entry that is matched). For-
warding table entries include both a specific set of match

criteria (a set of values or wildcards, or an indication of
what portions of a packet should be compared to a par-
ticular value/values/wildcards, as defined by the match-
ing capabilities - for specific fields in the packet header,
or for some other packet content), and a set of one or
more actions for the data plane to take on receiving a
matching packet. For example, an action may be to push
a header onto the packet, for the packet using a particular
port, flood the packet, or simply drop the packet. Thus,
a forwarding table entry for IPv4/IPv6 packets with a par-
ticular transmission control protocol (TCP) destination
port could contain an action specifying that these packets
should be dropped.
[0141] Making forwarding decisions and performing
actions occurs, based upon the forwarding table entry
identified during packet classification, by executing the
set of actions identified in the matched forwarding table
entry on the packet.
[0142] However, when an unknown packet (for exam-
ple, a "missed packet" or a "match-miss" as used in Open-
Flow parlance) arrives at the data plane 980, the packet
(or a subset of the packet header and content) is typically
forwarded to the centralized control plane 976. The cen-
tralized control plane 976 will then program forwarding
table entries into the data plane 980 to accommodate
packets belonging to the flow of the unknown packet.
Once a specific forwarding table entry has been pro-
grammed into the data plane 980 by the centralized con-
trol plane 976, the next packet with matching credentials
will match that forwarding table entry and take the set of
actions associated with that matched entry.
[0143] A network interface (NI) may be physical or vir-
tual; and in the context of IP, an interface address is an
IP address assigned to a NI, be it a physical NI or virtual
NI. A virtual NI may be associated with a physical NI, with
another virtual interface, or stand on its own (e.g., a loop-
back interface, a point-to-point protocol interface). A NI
(physical or virtual) may be numbered (a NI with an IP
address) or unnumbered (a NI without an IP address). A
loopback interface (and its loopback address) is a spe-
cific type of virtual NI (and IP address) of a NE/VNE (phys-
ical or virtual) often used for management purposes;
where such an IP address is referred to as the nodal
loopback address. The IP address(es) assigned to the
NI(s) of a ND are referred to as IP addresses of that ND;
at a more granular level, the IP address(es) assigned to
NI(s) assigned to a NE/VNE implemented on a ND can
be referred to as IP addresses of that NE/VNE.
[0144] Next hop selection by the routing system for a
given destination may resolve to one path (that is, a rout-
ing protocol may generate one next hop on a shortest
path); but if the routing system determines there are mul-
tiple viable next hops (that is, the routing protocol gen-
erated forwarding solution offers more than one next hop
on a shortest path - multiple equal cost next hops), some
additional criteria is used - for instance, in a connection-
less network, ECMP (also known as Equal Cost Multi
Pathing, multipath forwarding and IP multipath) may be
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used (e.g., typical implementations use as the criteria
particular header fields to ensure that the packets of a
particular packet flow are always forwarded on the same
next hop to preserve packet flow ordering). For purposes
of multipath forwarding, a packet flow is defined as a set
of packets that share an ordering constraint. As an ex-
ample, the set of packets in a particular TCP transfer
sequence need to arrive in order, else the TCP logic will
interpret the out of order delivery as congestion and slow
the TCP transfer rate down.
[0145] A virtual circuit (VC), synonymous with virtual
connection and virtual channel, is a connection oriented
communication service that is delivered by means of
packet mode communication. Virtual circuit communica-
tion resembles circuit switching, since both are connec-
tion oriented, meaning that in both cases data is delivered
in correct order, and signaling overhead is required dur-
ing a connection establishment phase. Virtual circuits
may exist at different layers. For example, at layer 4, a
connection oriented transport layer datalink protocol
such as Transmission Control Protocol (TCP) may rely
on a connectionless packet switching network layer pro-
tocol such as IP, where different packets may be routed
over different paths, and thus be delivered out of order.
Where a reliable virtual circuit is established with TCP
on top of the underlying unreliable and connectionless
IP protocol, the virtual circuit is identified by the source
and destination network socket address pair, i.e. the
sender and receiver IP address and port number. How-
ever, a virtual circuit is possible since TCP includes seg-
ment numbering and reordering on the receiver side to
prevent out-of-order delivery. Virtual circuits are also pos-
sible at Layer 3 (network layer) and Layer 2 (datalink
layer); such virtual circuit protocols are based on con-
nection oriented packet switching, meaning that data is
always delivered along the same network path, i.e.
through the same NEs/VNEs. In such protocols, the
packets are not routed individually and complete ad-
dressing information is not provided in the header of each
data packet; only a small virtual channel identifier (VCI)
is required in each packet; and routing information is
transferred to the NEs/VNEs during the connection es-
tablishment phase; switching only involves looking up
the virtual channel identifier in a table rather than ana-
lyzing a complete address. Examples of network layer
and datalink layer virtual circuit protocols, where data
always is delivered over the same path: X.25, where the
VC is identified by a virtual channel identifier (VCI); Frame
relay, where the VC is identified by a VCI; Asynchronous
Transfer Mode (ATM), where the circuit is identified by a
virtual path identifier (VPI) and virtual channel identifier
(VCI) pair; General Packet Radio Service (GPRS); and
Multi-protocol label switching (MPLS), which can be used
for IP over virtual circuits (Each circuit is identified by a
label).
[0146] Certain NDs (e.g., certain edge NDs) use a hi-
erarchy of circuits. The leaf nodes of the hierarchy of
circuits are subscriber circuits. The subscriber circuits

have parent circuits in the hierarchy that typically repre-
sent aggregations of multiple subscriber circuits, and
thus the network segments and elements used to provide
access network connectivity of those end user devices
to the ND. These parent circuits may represent physical
or logical aggregations of subscriber circuits (e.g., a vir-
tual local area network (VLAN), a permanent virtual cir-
cuit (PVC) (e.g., for Asynchronous Transfer Mode
(ATM)), a circuit-group, a channel, a pseudo-wire, a
physical NI of the ND, and a link aggregation group). A
circuit-group is a virtual construct that allows various sets
of circuits to be grouped together for configuration pur-
poses, for example aggregate rate control. A pseudo-
wire is an emulation of a layer 2 point-to-point connection-
oriented service. A link aggregation group is a virtual con-
struct that merges multiple physical NIs for purposes of
bandwidth aggregation and redundancy. Thus, the par-
ent circuits physically or logically encapsulate the sub-
scriber circuits.
[0147] Each VNE (e.g., a virtual router, a virtual bridge
(which may act as a virtual switch instance in a Virtual
Private LAN Service (VPLS) is typically independently
administrable. For example, in the case of multiple virtual
routers, each of the virtual routers may share system
resources but is separate from the other virtual routers
regarding its management domain, AAA (authentication,
authorization, and accounting) name space, IP address,
and routing database(s). Multiple VNEs may be em-
ployed in an edge ND to provide direct network access
and/or different classes of services for subscribers of
service and/or content providers.
[0148] Within certain NDs, "interfaces" that are inde-
pendent of physical NIs may be configured as part of the
VNEs to provide higher-layer protocol and service infor-
mation (e.g., Layer 3 addressing). The subscriber
records in the AAA server identify, in addition to the other
subscriber configuration requirements, to which context
(e.g., which of the VNEs/NEs) the corresponding sub-
scribers should be bound within the ND. As used herein,
a binding forms an association between a physical entity
(e.g., physical NI, channel) or a logical entity (e.g., circuit
such as a subscriber circuit or logical circuit (a set of one
or more subscriber circuits)) and a context’s interface
over which network protocols (e.g., routing protocols,
bridging protocols) are configured for that context. Sub-
scriber data flows on the physical entity when some high-
er-layer protocol interface is configured and associated
with that physical entity.
[0149] Some NDs provide support for implementing
VPNs (Virtual Private Networks) (e.g., Layer 2 VPNs
and/or Layer 3 VPNs). For example, the ND where a
provider’s network and a customer’s network are coupled
are respectively referred to as PEs (Provider Edge) and
CEs (Customer Edge). In a Layer 2 VPN, forwarding typ-
ically is performed on the CE(s) on either end of the VPN
and traffic is sent across the network (e.g., through one
or more PEs coupled by other NDs). Layer 2 circuits are
configured between the CEs and PEs (e.g., an Ethernet
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port, an ATM permanent virtual circuit (PVC), a Frame
Relay PVC). In a Layer 3 VPN, routing typically is per-
formed by the PEs. By way of example, an edge ND that
supports multiple VNEs may be deployed as a PE; and
a VNE may be configured with a VPN protocol, and thus
that VNE is referred as a VPN VNE.
[0150] Some NDs provide support for VPLS (Virtual
Private LAN Service). For example, in a VPLS network,
end user devices access content/services provided
through the VPLS network by coupling to CEs, which are
coupled through PEs coupled by other NDs. VPLS net-
works can be used for implementing triple play network
applications (e.g., data applications (e.g., high-speed In-
ternet access), video applications (e.g., television service
such as IPTV (Internet Protocol Television), VoD (Video-
on-Demand) service), and voice applications (e.g., VoIP
service)), VPN services, etc. VPLS is a type of layer 2
VPN that can be used for multi-point connectivity. VPLS
networks also allow end use devices that are coupled
with CEs at separate geographical locations to commu-
nicate with each other across a Wide Area Network
(WAN) as if they were directly attached to each other in
a Local Area Network (LAN) (referred to as an emulated
LAN).
[0151] In VPLS networks, each CE typically attaches,
possibly through an access network (wired and/or wire-
less), to a bridge module of a PE via an attachment circuit
(e.g., a virtual link or connection between the CE and the
PE). The bridge module of the PE attaches to an emu-
lated LAN through an emulated LAN interface. Each
bridge module acts as a "Virtual Switch Instance" (VSI)
by maintaining a forwarding table that maps MAC ad-
dresses to pseudowires and attachment circuits. PEs for-
ward frames (received from CEs) to destinations (e.g.,
other CEs, other PEs) based on the MAC destination
address field included in those frames.
[0152] While the flow diagrams in the figures show a
particular order of operations performed by certain em-
bodiments of the invention, it should be understood that
such order is exemplary (e.g., alternative embodiments
may perform the operations in a different order, combine
certain operations, overlap certain operations, etc.).
[0153] While the invention has been described in terms
of several embodiments, those skilled in the art will rec-
ognize that the invention is not limited to the embodi-
ments described, can be practiced within the scope of
the appended claims. The description is thus to be re-
garded as illustrative instead of limiting.

Claims

1. A method performed by a device (902/904/906) im-
plementing a network element (102A) in a Segment
Routing, SR, network (120), the method comprising:

transmitting, by the network element, a Type
Length Value, TLV, element (110) including a

first Maximum Segment Identifier Depth, MSD,
value (112) and a second MSD value, wherein:

each MSD value identifies a respective
maximum number of segment identifier,
SID, labels that the network element is able
to push into packet headers of received
packets (150A) to enable forwarding of the
received packets (150B) through the SR
network,
the TLV element is transmitted, either di-
rectly or via other network elements, to a
controller (104) using an Open Shortest
Path First, OSPF, advertisement, and
the first MSD value is associated with a first
link of the network element and the second
MSD value is associated with a second link
of the network element; and

receiving, from the controller (104), data (114)
for a path (122) to be utilized by the network
element for forwarding the received packets
through the SR network, wherein the data in-
cludes a set of one or more SID labels (152) to
be pushed into the received packets associated
with the path, and wherein the number of SID
labels included in the set of SID labels is fewer
than or equal to the number of SID labels indi-
cated by the first and second MSD values, and
wherein the controller and the network element
do not utilize the Path Computation Element
Protocol, PCEP, (116) over a southbound inter-
face.

2. The method of claim 1, wherein the OSPF protocol
comprises either OSPF version 2 (OSPFv2) or
OSPF version 3 (OSPFv3).

3. The method of any of claims 1-2, wherein the TLV
element is a node MSD TLV (110A) and is carried
by either:

an OSPFv2 Router Information Opaque Link
State Advertisement (LSA) (210); or
an OSPFv3 Router Information Opaque LSA
(250).

4. The method of any of claims 1-2, wherein the TLV
element is a link MSD sub-TLV (110B) and is carried
by either:

an OSPFv2 Extended Link Opaque Link State
Advertisement (LSA) (308);
an OSPFv2 Traffic Engineering (TE) LSA (330);
or
an OSPVv3 E-Router-LSA (400).

5. A computer program product (918/948) having com-
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puter program logic (920/950) arranged to put into
effect the method of any of claims 1-4.

6. A non-transitory computer-readable storage medi-
um (918/948) having instructions (920/950) which,
when executed by one or more processors (912/942)
of a device (902/904/906), cause the device to im-
plement a network element (102A) to act in a Seg-
ment Routing (SR) network (120) and perform the
method of any of claims 1-4.

7. A device to implement a network element in a Seg-
ment Routing, SR, network, wherein the network el-
ement is adapted to:

transmit a Type Length Value, TLV, element in-
cluding a first Maximum Segment Identifier
Depth, MSD, value and a second MSD value,
wherein:

each MSD value identifies a respective
maximum number of segment identifier,
SID, labels that the network element is able
to push into packet headers of received
packets to enable forwarding of the re-
ceived packets through the SR network,
the TLV element is transmitted, either di-
rectly or via other network elements, to a
controller (104) using an Open Shortest
Path First, OSPF, advertisement, and
the first MSD value is associated with a first
link of the network element and the second
MSD value is associated with a second link
of the network element; and

receive, from a controller, data for a path to be
utilized by the network element for forwarding
the received packets through the SR network,
wherein the data includes a set of one or more
SID labels to be pushed into the received pack-
ets associated with the path, and wherein the
number of SID labels included in the set of SID
labels is fewer than or equal to the number of
SID labels identified by the first and second MSD
values, and
wherein the controller and the network element
do not utilize the Path Computation Element
Protocol, PCEP, over a southbound interface.

8. A device according to claim 7, the device further com-
prising:

one or more processors; and
the the non-transitory computer-readable stor-
age medium of claim 6.

9. A system, comprising:

a controller module (104); and
the device of any of claims 7-8.

10. A method performed by a controller (104) commu-
nicatively coupled with a plurality of network ele-
ments (102A-102F) of a Segment Routing, SR, net-
work (120), the method comprising:

receiving, from a first network element (102A)
of the plurality of network elements, a Type
Length Value (TLV) element (110) including a
first Maximum Segment Identifier Depth (MSD)
value (112) and a second MSD value, wherein:

each MSD value identifies a respective
maximum number of segment identifier,
SID, labels (152) that the first network ele-
ment is able to push into packet headers of
received packets (150A) to enable forward-
ing of the received packets (150B) through
the SR network,
the TLV element is received, either directly
or via other network elements, at the con-
troller (104) using an Open Shortest Path
First, OSPF, advertisement, and
the first MSD value is associated with a first
link of the network element and the second
MSD value is associated with a second link
of the network element;

determining, based upon one of the first and sec-
ond MSD values, a path (122) from the first net-
work element (102A) to a second network ele-
ment (102E) of the plurality of network elements
for an identifiable set of traffic that utilizes a set
of one or more SID labels (152), wherein the
number of SID labels included in the set of SID
labels is less than or equal to the number of SID
labels identified by of the first and second MSD
values; and
sending, to the first network element, data (114)
for the path to be utilized by the network element
for the forwarding of the received packets
through the SR network, wherein the data in-
cludes the set of SID labels to be pushed into
received packets of the identifiable set of traffic,
wherein the controller and the first network ele-
ment do not utilize the Path Computation Ele-
ment Protocol (PCEP) (116) over a southbound
interface.

11. The method of claim 10, wherein the OSPF protocol
comprises either OSPF version 2 (OSPFv2) or
OSPF version 3 (OSPFv3).

12. The method of any of claims 10-11, wherein the TLV
element is a node MSD TLV and is carried by either:
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an OSPFv2 Router Information Opaque Link
State Advertisement (LSA); or
an OSPFv3 Router Information Opaque LSA.

13. The method of any of claims 10-11, wherein the TLV
element is a link MSD sub-TLV and is carried by
either:

an OSPFv2 Extended Link Opaque Link State
Advertisement (LSA);
an OSPFv2 Traffic Engineering (TE) LSA; or
an OSPVv3 E-Router-LSA.

14. A computer program product having computer pro-
gram logic arranged to put into effect the method of
any of claims 10-13.

15. A non-transitory computer-readable storage medi-
um having instructions which, when executed by one
or more processors of a device, cause the device to
implement a controller to perform the method of any
one of claims 10-13.

16. A device adapted to implement a controller (104) to
be communicatively coupled with a plurality of net-
work elements of a Segment Routing, SR, network,
wherein the controller is adapted to:

receive, from a first network element of the plu-
rality of network elements, a Type Length Value,
TLV, element including a first Maximum Seg-
ment Identifier Depth, MSD, value and a second
MSD value, wherein:

each MSD value identifies a respective
maximum number of segment identifier
(SID) labels that the first network element
is able to push into packet headers of re-
ceived packets to enable forwarding of the
received packets through the SR network,
the TLV element is received, either directly
or via other network elements, at the con-
troller (104) using an Open Shortest Path
First, OSPF, advertisement, and
the first MSD value is associated with a first
link of the network element and the second
MSD value is associated with a second link
of the network element;

determine, based upon one of the first or second
MSD values, a path from the first network ele-
ment to a second network element of the plural-
ity of network elements for an identifiable set of
traffic that utilizes a set of one or more SID la-
bels, wherein the number of SID labels included
in the set of SID labels is less than or equal to
the number of SID labels identified by the first
and second MSD values; and

send, to the first network element, data for the
path to be utilized by the network element for
the forwarding of the received packets through
the SR network, wherein the data includes the
set of SID labels to be pushed into received
packets of the identifiable set of traffic,
wherein the controller and the first network ele-
ment do not utilize the Path Computation Ele-
ment Protocol (PCEP) over a southbound inter-
face.

17. A device according to claim 16, the device further
comprising:

one or more processors; and
the non-transitory computer-readable storage
medium of claim 15.

18. A system, comprising:

the device of any of claims 16-17; and
the plurality of network elements of the SR net-
work.

Patentansprüche

1. Verfahren, das von einer Vorrichtung (902/904/906)
durchgeführt wird, die ein Netzwerkelement (102A)
in Segmentrouting-,SR-,Netzwerk (120) implemen-
tiert, wobei das Verfahren umfasst:

Senden eines Typlängenwert-TLV-,Elements
(110), das einen ersten Wert (112) einer maxi-
malen Segmentkennungstiefe, MSD, und einen
zweiten MSD-Wert umfasst, durch das Netzwer-
kelement, wobei:

jeder MSD-Wert eine jeweilige maximale
Anzahl von Segmentkennungs-,SID-,Eti-
ketten identifiziert, die das Netzwerkele-
ment in Paketheader von empfangenen Pa-
keten (150A) pushen kann, um Weiterlei-
tung der empfangenen Pakete (150B)
durch das SR-Netzwerk zu ermöglichen,
das TLV-Element unter Verwendung einer
Offener-kürzester-Pfad-zuerst-,OSPF-,An-
zeige entweder direkt oder über andere
Netzwerkelemente an eine Steuerung
(104) gesendet wird, und
der erste MSD-Wert mit einer ersten Ver-
bindung des Netzwerkelements assoziiert
ist, und der zweite MSD-Wert mit einer zwei-
ten Verbindung des Netzwerkelements as-
soziiert ist; und

Empfangen von Daten (114) von der Steuerung
(104) für einen Pfad (122), der vom Netzwerk-
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element zum Weiterleiten der empfangenen Pa-
kete durch das SR-Netzwerk verwendet werden
soll, wobei die Daten einen Satz eines oder meh-
rerer SID-Etiketten (152) umfassen, die in die
empfangenen Pakete gepusht werden sollen,
die mit dem Pfad assoziiert sind, und wobei die
Anzahl von SID-Etiketten, die im Satz von SID-
Etiketten umfasst ist, kleiner als oder gleich wie
die Anzahl von SID-Etiketten ist, die durch den
ersten und den zweiten MSD-Wert angegeben
wird, und
wobei die Steuerung und das Netzwerkelement
nicht das Pfadberechnungselementprotokoll,
PCEP, (116) über eine Southbound-Schnittstel-
le verwenden.

2. Verfahren nach Anspruch 1, wobei das OSPF-Pro-
tokoll entweder OSPF Version 2 (OSPFv2) oder OS-
PF Version 3 (OSPFv3) umfasst.

3. Verfahren nach einem der Ansprüche 1 bis 2, wobei
das TLV-Element ein MSD-TLV (110A) eines Kno-
tens ist und entweder übertragen wird durch:

eine opake OSPFv2-Routerinformations-Ver-
bindungszustandsanzeige (LSA) (210); oder
eine opake OSPFv3-Routerinformations-LSA
(250).

4. Verfahren nach einem der Ansprüche 1 bis 2, wobei
das TLV-Element ein MSD-Teil-TLV (110B) einer
Verbindung ist und entweder übertragen wird durch:

eine opake OSPFv2-Extended-Link-Verbin-
dungszustandsanzeige (LSA) (308);
eine OSPFv2-Traffic-Engineering-(TE-)LSA
(330); oder
eine OSPVv3-E-Router-LSA (400).

5. Computerprogrammprodukt (918/948) mit Compu-
terprogrammlogik (920/950), die so ausgelegt ist,
dass sie das Verfahren nach einem der Ansprüche
1 bis 4 durchführt.

6. Nicht-transitorisches computerlesbares Speicher-
medium (918/948) mit Anweisungen (920/950), die
bei Ausführung durch einen oder mehrere Prozes-
soren (912/942) einer Vorrichtung (902/904/906) die
Vorrichtung zum Implementieren eines Netzwerke-
lements (102A), das in einem Segmentrou-
ting-(SR-)Netzwerk (120) agiert, und Durchführen
des Verfahrens nach einem der Ansprüche 1 bis 4
veranlassen.

7. Vorrichtung zum Implementieren eines Netzwerke-
lements in einem Segmentrouting-,SR-,Netzwerk,
wobei das Netzwerkelement ausgelegt ist zum:

Senden eines Typlängenwert-TLV-,Elements,
das einen ersten Wert einer maximalen Seg-
mentkennungstiefe, MSD und einen zweiten
MSD-Wert umfasst, wobei:

jeder MSD-Wert eine jeweilige maximale
Anzahl von Segmentkennungs-,SID-,Eti-
ketten identifiziert, die das Netzwerkele-
ment in Paketheader von empfangenen Pa-
keten pushen kann, um Weiterleitung der
empfangenen Pakete durch das SR-Netz-
werk zu ermöglichen,
das TLV-Element unter Verwendung einer
Offener-kürzester-Pfad-zuerst-,OSPF-,An-
zeige entweder direkt oder über andere
Netzwerkelemente an eine Steuerung
(104) gesendet wird, und
der erste MSD-Wert mit einer ersten Ver-
bindung des Netzwerkelements assoziiert
ist, und der zweite MSD-Wert mit einer zwei-
ten Verbindung des Netzwerkelements as-
soziiert ist; und

Empfangen von Daten von einer Steuerung für
einen Pfad, der vom Netzwerkelement zum Wei-
terleiten der empfangenen Pakete durch das
SR-Netzwerk verwendet werden soll, wobei die
Daten einen Satz eines oder mehrerer SID-Eti-
ketten umfassen, die in die empfangenen Pake-
te gepusht werden sollen, die mit dem Pfad as-
soziiert sind, und wobei die Anzahl von SID-Eti-
ketten, die im Satz von SID-Etiketten umfasst
ist, kleiner als oder gleich wie die Anzahl von
SID-Etiketten ist, die durch den ersten und den
zweiten MSD-Wert identifiziert wird, und
wobei die Steuerung und das Netzwerkelement
nicht das Pfadberechnungselementprotokoll,
PCEP, über eine Southbound-Schnittstelle ver-
wenden.

8. Vorrichtung nach Anspruch 7, wobei die Vorrichtung
ferner umfasst:

einen oder mehrere Prozessoren; und
das nicht-transitorische computerlesbares
Speichermedium nach Anspruch 6.

9. System, umfassend:

ein Steuermodul (104); und
die Vorrichtung nach einem der Ansprüche 7 bis
8.

10. Verfahren, das von einer Steuerung (104) durchge-
führt wird, die mit einer Mehrzahl von Netzwerkele-
menten (102A-102F) eines Segmentrou-
ting-,SR-,Netzwerks (120) kommunikativ gekoppelt
ist, wobei das Verfahren umfasst:
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Empfangen eines Typlängenwert-(TLV-)Ele-
ments (110), das einen ersten Wert (112) einer
maximalen Segmentkennungstiefe (MSD) und
einen zweiten MSD-Wert umfasst, von einem
ersten Netzwerkelement (102A) der Mehrzahl
von Netzwerkelementen, wobei:

jeder MSD-Wert eine jeweilige maximale
Anzahl von Segmentkennungs-,SID-,Eti-
ketten (152) identifiziert, die das erste Netz-
werkelement in Paketheader von empfan-
genen Paketen (150A) pushen kann, um
Weiterleitung der empfangenen Pakete
(150B) durch das SR-Netzwerk zu ermög-
lichen,
das TLV-Element unter Verwendung einer
Offener-kürzester-Pfad-zuerst-,OSPF-,An-
zeige entweder direkt oder über andere
Netzwerkelemente an der Steuerung (104)
empfangen wird, und
der erste MSD-Wert mit einer ersten Ver-
bindung des Netzwerkelements assoziiert
ist, und der zweite MSD-Wert mit einer zwei-
ten Verbindung des Netzwerkelements as-
soziiert ist;

Bestimmen basierend auf einem des ersten und
des zweiten MSD-Wertes eines Pfads (122)
vom ersten Netzwerkelement (102A) zu einem
zweiten Netzwerkelement (102E) der Mehrzahl
von Netzwerkelementen für einen identifizierba-
ren Satz von Verkehr, der einen Satz eines oder
mehrerer SID-Etiketten (152) verwendet, wobei
die Anzahl von Etiketten, die im Satz von SID-
Etiketten umfasst ist, kleiner als oder gleich wie
die Anzahl von SID-Etiketten ist, die durch den
ersten und den zweiten MSD-Wert identifiziert
wird; und
Senden von Daten (114) an das erste Netzwer-
kelement für den Pfad, der vom Netzwerkele-
ment für die Weiterleitung der empfangenen Pa-
kete durch das SR-Netzwerk verwendet werden
soll, wobei die Daten den Satz von SID-Etiketten
umfassen, der in empfangene Pakte des iden-
tifizierbaren Satzes von Verkehr gepusht wer-
den soll,
wobei die Steuerung und das Netzwerkelement
nicht das Pfadberechnungselementprotokoll
(PCEP) (116) über eine Southbound-Schnitt-
stelle verwenden.

11. Verfahren nach Anspruch 10, wobei das OSPF-Pro-
tokoll entweder OSPF Version 2 (OSPFv2) oder OS-
PF Version 3 (OSPFv3) umfasst.

12. Verfahren nach einem der Ansprüche 10 bis 11, wo-
bei das TLV-Element ein MSD-TLV eines Knotens
ist und entweder übertragen wird durch:

eine opake OSPFv2-Routerinformations-Ver-
bindungszustandsanzeige (LSA); oder
eine opake OSPFv3-Routerinformations-LSA.

13. Verfahren nach einem der Ansprüche 10 bis 11, wo-
bei das TLV-Element ein MSD-Teil-TLV einer Ver-
bindung ist und entweder übertragen wird durch:

eine opake OSPFv2-Extended-Link-Verbin-
dungszustandsanzeige (LSA);
eine OSPFv2-Traffic-Engineering-(TE-)LSA;
oder
eine OSPVv3-E-Router-LSA.

14. Computerprogrammprodukt mit Computerpro-
grammlogik, die zum Durchführen des Verfahrens
nach einem der Ansprüche 10 bis 13 ausgelegt ist.

15. Nicht-transitorisches computerlesbares Speicher-
medium mit Anweisungen, die bei Ausführung durch
einen oder mehrere Prozessoren einer Vorrichtung
die Vorrichtung zum Implementieren einer Steue-
rung zum Durchführen des Verfahrens nach einem
der Ansprüche 10 bis 13 veranlassen.

16. Vorrichtung, die zum Implementieren einer Steue-
rung (104) ausgelegt ist, die mit einer Mehrzahl von
Netzwerkelementen eines Segmentrou-
ting-,SR-,Netzwerks kommunikativ zu koppeln ist,
wobei die Steuerung ausgelegt ist zum:

Empfangen eines Typlängenwert-,TLV-,Ele-
ments, das einen ersten Wert einer maximalen
Segmentkennungstiefe (MSD) und einen zwei-
ten MSD-Wert umfasst, von einem ersten Netz-
werkelement der Mehrzahl von Netzwerkele-
menten, wobei:

jeder MSD-Wert eine jeweilige maximale
Anzahl von Segmentkennungs-(SID-)Eti-
ketten identifiziert, die das erste Netzwerk-
element in Paketheader von empfangenen
Paketen pushen kann, um Weiterleitung der
empfangenen Pakete durch das SR-Netz-
werk zu ermöglichen,
das TLV-Element unter Verwendung einer
Offenerkürzester-Pfad-zuerst-,OSPF-,An-
zeige entweder direkt oder über andere
Netzwerkelemente an der Steuerung (104)
empfangen wird, und
der erste MSD-Wert mit einer ersten Ver-
bindung des Netzwerkelements assoziiert
ist, und der zweite MSD-Wert mit einer zwei-
ten Verbindung des Netzwerkelements as-
soziiert ist;

Bestimmen basierend auf einem des ersten
oder des zweiten MSD-Wertes eines Pfads vom
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ersten Netzwerkelement zu einem zweiten
Netzwerkelement der Mehrzahl von Netzwerk-
elementen für einen identifizierbaren Satz von
Verkehr, der einen Satz eines oder mehrerer
SID-Etiketten verwendet, wobei die Anzahl von
Etiketten, die im Satz von SID-Etiketten umfasst
ist, kleiner als oder gleich wie die Anzahl von
SID-Etiketten ist, die durch den ersten und den
zweiten MSD-Wert identifiziert wird; und
Senden von Daten an das erste Netzwerkele-
ment für den Pfad, der vom Netzwerkelement
für die Weiterleitung der empfangenen Pakete
durch das SR-Netzwerk verwendet werden soll,
wobei die Daten den Satz von SID-Etiketten um-
fassen, der in empfangene Pakte des identifi-
zierbaren Satzes von Verkehr gepusht werden
soll,
wobei die Steuerung und das Netzwerkelement
nicht das Pfadberechnungselementprotokoll
(PCEP) über eine Southbound-Schnittstelle
verwenden.

17. Vorrichtung nach Anspruch 16, wobei die Vorrich-
tung ferner umfasst:

einen oder mehrere Prozessoren; und
das nicht-transitorische computerlesbares
Speichermedium nach Anspruch 15.

18. System, umfassend:

die Vorrichtung nach einem der Ansprüche 16
bis 17; und
die Mehrzahl von Netzwerkelementen des SR-
Netzwerks.

Revendications

1. Procédé réalisé par un dispositif (902/904/906) met-
tant en œuvre un élément de réseau (102A) dans
un réseau de routage de segment, SR, (120), le pro-
cédé comprenant :

la transmission, par l’élément de réseau, d’un
élément type-longueur-valeur, TLV, (110) in-
cluant une première valeur de profondeur
d’identifiant de segment maximale, MSD, (112)
et une deuxième valeur MSD, dans lequel :

chaque valeur MSD identifie un nombre
maximal respectif d’étiquettes d’identifiant
de segment, SID, que l’élément de réseau
est capable de pousser dans des en-têtes
de paquets de paquets reçus (150A) pour
permettre le transfert des paquets reçus
(150B) à travers le réseau SR,
l’élément TLV est transmis, soit directement

soit via d’autres éléments de réseau, à un
organe de commande (104) en utilisant une
annonce du premier itinéraire ouvert le plus
court, OSPF, et
la première valeur MSD est associée à une
première liaison de l’élément de réseau et
la deuxième valeur MSD est associée à une
deuxième liaison de l’élément de réseau ; et

la réception, depuis l’organe de commande
(104), de données (114) pour un itinéraire (122)
à utiliser par l’élément de réseau pour transférer
les paquets reçus à travers le réseau SR, dans
lequel les données incluent un ensemble d’une
ou plusieurs étiquettes SID (152) à pousser
dans les paquets reçus associés à l’itinéraire,
et dans lequel le nombre d’étiquettes SID inclu-
ses dans l’ensemble d’étiquettes SID est infé-
rieur ou égal au nombre d’étiquettes SID indi-
quées par les première et deuxième valeurs
MSD, et
dans lequel l’organe de commande et l’élément
de réseau n’utilisent pas le protocole d’élément
de calcul d’itinéraire, PCEP, (116) sur une inter-
face de communication avec les niveaux infé-
rieurs.

2. Procédé selon la revendication 1, dans lequel le pro-
tocole OSPF comprend soit OSPF version 2
(OSPFv2) soit OSPF version 3 (OSPFv3).

3. Procédé selon l’une quelconque des revendications
1 et 2, dans lequel l’élément TLV est un nœud MSD
TLV (110A) et est porté par :

soit une annonce d’état de liaison (LSA) opaque
d’informations de routeur OSPFv2 (210) ;
soit une LSA opaque d’informations de routeur
OSPFv3 (250) .

4. Procédé selon l’une quelconque des revendications
1 et 2, dans lequel l’élément TLV est une liaison MSD
sous-TLV (110B) et est porté par :

soit une annonce d’état de liaison (LSA) opaque
de liaison étendue OSPFv2 (308) ;
soit une LSA d’ingénierie de trafic (TE) OSPFv2
(330) ;
soit une LSA d’e-routeur OSPFv3 (400).

5. Produit de programme informatique (918/948) ayant
une logique de programme informatique (920/950)
agencée pour mettre en œuvre le procédé selon
l’une quelconque des revendications 1 à 4.

6. Support de stockage lisible par ordinateur non tran-
sitoire (918/948) ayant des instructions (920/950)
qui, lorsqu’elles sont exécutées par un ou plusieurs
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processeurs (912/942) d’un dispositif
(902/904/906), amènent le dispositif à mettre en œu-
vre un élément de réseau (102A) pour agir dans un
réseau de routage de segment (SR) (120) et réaliser
le procédé selon l’une quelconque des revendica-
tions 1 à 4.

7. Dispositif pour mettre en œuvre un élément de ré-
seau dans un réseau de routage de segment, SR,
dans lequel l’élément de réseau est apte à :

transmettre un élément type-longueur-valeur,
TLV, incluant une première valeur de profon-
deur d’identifiant de segment maximale, MSD,
et une deuxième valeur MSD, dans lequel :

chaque valeur MSD identifie un nombre
maximal respectif d’étiquettes d’identifiant
de segment, SID, que l’élément de réseau
est capable de pousser dans des en-têtes
de paquets de paquets reçus pour permet-
tre le transfert des paquets reçus à travers
le réseau SR,
l’élément TLV est transmis, soit directement
soit via d’autres éléments de réseau, à un
organe de commande (104) en utilisant une
annonce du premier itinéraire ouvert le plus
court, OSPF, et
la première valeur MSD est associée à une
première liaison de l’élément de réseau et
la deuxième valeur MSD est associée à une
deuxième liaison de l’élément de réseau ; et

recevoir, depuis un organe de commande, des
données pour un itinéraire à utiliser par l’élément
de réseau pour transférer les paquets reçus à
travers le réseau SR, dans lequel les données
incluent un ensemble d’une ou plusieurs étiquet-
tes SID à pousser dans les paquets reçus as-
sociés à l’itinéraire, et dans lequel le nombre
d’étiquettes SID incluses dans l’ensemble d’éti-
quettes SID est inférieur ou égal au nombre
d’étiquettes SID identifiées par les première et
deuxième valeurs MSD, et
dans lequel l’organe de commande et l’élément
de réseau n’utilisent pas le protocole d’élément
de calcul d’itinéraire, PCEP, sur une interface
de communication avec les niveaux inférieurs.

8. Dispositif selon la revendication 7, le dispositif com-
prenant en outre :

un ou plusieurs processeurs ; et
le support de stockage lisible par ordinateur non
transitoire selon la revendication 6.

9. Système comprenant :

un module d’organe de commande (104) ; et
le dispositif selon l’une quelconque des reven-
dications 7 et 8.

10. Procédé réalisé par un organe de commande (104)
couplé, de manière à pouvoir communiquer, à une
pluralité d’éléments de réseau (102A-102F) d’un ré-
seau de routage de segment, SR, (120), le procédé
comprenant :

la réception, depuis un premier élément de ré-
seau (102A) de la pluralité d’éléments de ré-
seau, d’un élément type-longueur-valeur, TLV,
(110) incluant une première valeur de profon-
deur d’identifiant de segment maximale, MSD,
(112) et une deuxième valeur MSD, dans
lequel :

chaque valeur MSD identifie un nombre
maximal respectif d’étiquettes d’identifiant
de segment, SID, (152) que le premier élé-
ment de réseau est capable de pousser
dans des en-têtes de paquets de paquets
reçus (150A) pour permettre le transfert des
paquets reçus (150B) à travers le réseau
SR,
l’élément TLV est reçu, soit directement soit
via d’autres éléments de réseau, à l’organe
de commande (104) en utilisant une annon-
ce du premier itinéraire ouvert le plus court,
OSPF, et
la première valeur MSD est associée à une
première liaison de l’élément de réseau et
la deuxième valeur MSD est associée à une
deuxième liaison de l’élément de réseau ;

la détermination, sur la base de l’une des pre-
mière et deuxième valeurs MSD, d’un itinéraire
(122) depuis le premier élément de réseau
(102A) jusqu’à un deuxième élément de réseau
(102E) de la pluralité d’éléments de réseau pour
un ensemble de trafic identifiable qui utilise un
ensemble d’une ou plusieurs étiquettes SID
(152), dans lequel le nombre d’étiquettes SID
incluses dans l’ensemble d’étiquettes SID est
inférieur ou égal au nombre d’étiquettes SID
identifiées par les première et seconde valeurs
MSD ; et
l’envoi, au premier élément de réseau, de don-
nées (114) pour l’itinéraire à utiliser par l’élément
de réseau pour transférer les paquets reçus à
travers le réseau SR, dans lequel les données
incluent l’ensemble d’étiquettes SID à pousser
dans des paquets reçus de l’ensemble de trafic
identifiable,
dans lequel l’organe de commande et le premier
élément de réseau n’utilisent pas le protocole
d’élément de calcul d’itinéraire (PCEP) (116) sur
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une interface de communication avec les ni-
veaux inférieurs.

11. Procédé selon la revendication 10, dans lequel le
protocole OSPF comprend soit OSPF version 2
(OSPFv2) soit OSPF version 3 (OSPFv3).

12. Procédé selon l’une quelconque des revendications
10 et 11, dans lequel l’élément TLV est un nœud
MSD TLV et est porté par :

soit une annonce d’état de liaison (LSA) opaque
d’informations de routeur OSPFv2 ;
soit une LSA opaque d’informations de routeur
OSPFv3.

13. Procédé selon l’une quelconque des revendications
10 et 11, dans lequel l’élément TLV est une liaison
MSD sous-TLV et est porté par :

soit une annonce d’état de liaison (LSA) opaque
de liaison étendue OSPFv2 ;
soit une LSA d’ingénierie de trafic (TE)
OSPFv2 ;
soit une LSA d’e-routeur OSPFv3.

14. Produit de programme informatique ayant une logi-
que de programme informatique agencée pour met-
tre en œuvre le procédé selon l’une quelconque des
revendications 10 à 13.

15. Support de stockage lisible par ordinateur non tran-
sitoire ayant des instructions qui, lorsqu’elles sont
exécutées par un ou plusieurs processeurs d’un dis-
positif, amènent le dispositif à mettre en œuvre un
organe de commande pour réaliser le procédé selon
l’une quelconque des revendications 10 à 13.

16. Dispositif apte à mettre en œuvre un organe de com-
mande (104) à coupler, de manière à pouvoir com-
muniquer, à une pluralité d’éléments de réseau d’un
réseau de routage de segment, SR, dans lequel l’or-
gane de commande est apte à :

recevoir, depuis un premier élément de réseau
de la pluralité d’éléments de réseau, un élément
type-longueur-valeur, TLV, incluant une premiè-
re valeur de profondeur d’identifiant de segment
maximale, MSD, et une deuxième valeur MSD,
dans lequel :

chaque valeur MSD identifie un nombre
maximal respectif d’étiquettes d’identifiant
de segment (SID) que le premier élément
de réseau est capable de pousser dans des
en-têtes de paquets de paquets reçus pour
permettre le transfert des paquets reçus à
travers le réseau SR,

l’élément TLV est reçu, soit directement soit
via d’autres éléments de réseau, à l’organe
de commande (104) en utilisant une annon-
ce du premier itinéraire ouvert le plus court,
OSPF, et
la première valeur MSD est associée à une
première liaison de l’élément de réseau et
la deuxième valeur MSD est associée à une
deuxième liaison de l’élément de réseau ;

déterminer, sur la base de l’une des première
et deuxième valeurs MSD, un itinéraire depuis
le premier élément de réseau jusqu’à un deuxiè-
me élément de réseau de la pluralité d’éléments
de réseau pour un ensemble de trafic identifiable
qui utilise un ensemble d’une ou plusieurs éti-
quettes SID, dans lequel le nombre d’étiquettes
SID incluses dans l’ensemble d’étiquettes SID
est inférieur ou égal au nombre d’étiquettes SID
identifiées par les première et seconde valeurs
MSD ; et
envoyer, au premier élément de réseau, des
données pour l’itinéraire à utiliser par l’élément
de réseau pour transférer les paquets reçus à
travers le réseau SR, dans lequel les données
incluent l’ensemble d’étiquettes SID à pousser
dans des paquets reçus de l’ensemble de trafic
identifiable,
dans lequel l’organe de commande et le premier
élément de réseau n’utilisent pas le protocole
d’élément de calcul d’itinéraire, PCEP, sur une
interface de communication avec les niveaux in-
férieurs.

17. Dispositif selon la revendication 16, le dispositif com-
prenant en outre :

un ou plusieurs processeurs ; et
le support de stockage lisible par ordinateur non
transitoire selon la revendication 15.

18. Système comprenant :

le dispositif selon l’une quelconque des reven-
dications 16 et 17 ; et
la pluralité d’éléments de réseau du réseau SR.
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