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(54) SYSTEM AND METHOD FOR AUTOMATING CLIENT-SIDE SYNCHRONIZATION OF PUBLIC 
KEYS OF EXTERNAL CONTACTS

(57) Systems and methods for automating client-side
synchronization and discovery of public keys and certif-
icates of external contacts include a key synchronizer at
a client device. The key synchronizer obtains, from the
client device, an external contact associated with an ex-
ternal domain outside of a local domain of the client de-
vice and then identifies, based on the external domain,
a public key registry outside of the local domain. The key

synchronizer obtains, from the public key registry, a reg-
istry-supplied public key or digital certificate for the ex-
ternal contact and then stores the registry-supplied key
as a locally-stored key in the local key store such that
the client device can obtain and apply the locally-stored
key to secure an email targeting the external contact as
a recipient of the email.
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Description

[0001] The present disclosure relates generally to au-
tomating client-side synchronization and discovery of
public keys and certificates of external contacts.
[0002] As a result of the increasing popularity and ac-
ceptance of the computer and the Internet and other
forms of networked communications, electronic transac-
tions and documents are increasing in number and sig-
nificance. For example, the volume of consumer pur-
chases, business-to-business commerce, and stock
trading and other forms of investing that occur over the
Internet and/or wireless networks is steadily increasing,
as are other forms of online commerce. In addition, the
number of documents which are generated or available
electronically and the number of documents which exist
only in electronic form (e.g., the paperless office) are also
steadily increasing.
[0003] The increasing number of electronic transac-
tions and documents leads to a corresponding need for
reliable methods for making records of these transactions
and documents. For example, when a consumer pur-
chases an item over the Internet using his credit card, it
is desirable to make a reliable, non-disputable record of
the purchase. If two corporations electronically "sign" a
contract, it is desirable to record both the act of signing
and the contents of the contract. In the paperless office,
it is desirable to "digitally notarize" certain documents,
thus ensuring that their existence at a specific time can
be proved at a later date.
[0004] One approach to the records problem makes
use of cryptography. The characteristics of pubic key
cryptography in particular may be used in various ways
to make strong records of transactions. For example, in
the consumer Internet example, a consumer with a digital
certificate might create a digital signature of his order
including the credit card number, thus creating a record
of the purchase. In the contract example, the two corpo-
rations might similarly create a two-party digital signature
of the contract, each corporation using its digital certifi-
cate. In the digital notary example, a third party (i.e., the
notary) might witness the document by affixing a time
stamp and a digital signature to the document.
[0005] Secure (e.g., encrypted) email and document
signing and verification via public key cryptography rely
on the use of private and public key pairs. Public keys
can include identity keys, digital or identity certificates,
and the like. When networked devices want to interact
with entities over the Internet via secure email, the net-
worked devices’ local key stores must contain the enti-
ties’ public keys for the networked devices to verify the
entities’ cryptographic signature or enable encrypted da-
ta exchanges with the entities. However, networked de-
vices and their users often encounter difficulties when
interacting or exchanging signed and encrypted docu-
ments with other entities over the Internet via secure
email. For instance, no general adopted means currently
exists for the users to discover and obtain public keys

required for such secure interactions or data exchanges.
Instead, provisioning of sender public keys into a recip-
ient’s local key store is currently a manual process not
familiar to most users. Even for users that are familiar,
the manual process is error prone and usually involves
exchanging public keys with the sender over an insecure
communication channel via an out-of-band method, thus
subjecting "secure" interactions and exchanges to com-
promise. Moreover, users trust certificates that are
signed by any one of many certificate authorities, but
certificate authorities are not foolproof and indeed have
mistakenly signed unauthorized certificates.
[0006] Thus, there is a need for simple and intuitive
approaches for users to discover and obtain public keys
required for conducting public key cryptography-based
secure interactions or data exchanges.

SUMMARY

[0007] Implementations of the present disclosure re-
late to systems and methods for automating client-side
synchronization and discovery of public keys of external
contacts. Public keys can include identity keys, certifi-
cates (e.g., digital certificates, identity certificates, etc.),
and the like. Specifically, a key synchronization system
according to various implementations can addresses the
above-described and other issues by acquiring and stor-
ing, locally on a client device operating in a local domain,
public keys of external contacts corresponding to exter-
nal entities that operate in and/or are associated with
external domains outside of the local domain. The key
synchronization system automates the client-side syn-
chronization of the external contacts’ public keys, and
can do so in a manner transparent to client-side applica-
tions, such as an email application running on the client
device, that use a local key store of the client device to
find public keys. The automated client-side synchroniza-
tion of public keys simplifies the use of public key cryp-
tography for secure communications and data exchang-
es without requiring modifications to the client-side ap-
plications. Thus, the key synchronization system encour-
ages greater adoption of public key cryptography, and
thus makes the Internet more secure.
[0008] The key synchronization system can support a
variety of public key registries, which can operate outside
of the local domain. To interact with multiple types as
well as multiple instances of public key registries, the key
synchronization system can include a domain-to-registry
mapping service that provides a mapping between vari-
ous domains and the public key registries responsible
for provisioning public keys for the domains. The domain-
to-registry mapping service can select at least one of the
public key registries to query for public keys belonging
to entities in a particular domain.
[0009] The key synchronization system can include a
key synchronization service that can dynamically re-
trieve, from the public key registries, an external contact’s
public key not found in the local key store. The key syn-
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chronization system can provide the key synchronization
service via an application programming interface ("API")
or a plug-in, and one or more client-side applications can
be enhanced to call the key synchronization service to
dynamically retrieve one or more external contacts’ pub-
lic keys that are not found in the local key store. For ex-
ample, when an enhanced email application detects an
email being drafted that specifies the external contact as
a recipient, the enhanced email application can use a
key synchronization service API or plug-in to retrieve the
external contact’s public key from the public key regis-
tries.
[0010] The key synchronization system can include a
key synchronizer running on the client device to obtain
contacts from the client device, for example, by polling
or parsing contact lists (e.g., address books, certificate
stores, etc.) and emails stored on the client device. The
key synchronizer can locally store, in the local key store,
more than one public key for each of the contacts. For
example, the key synchronizer can locally store multiple
public keys for one contact that expire at different times,
so that when one of the contact’s locally-stored public
keys expires, the key synchronizer can transition to a
different one of that contact’s locally-stored public keys
that is valid.
[0011] In various implementations, the key synchroniz-
er can search for and obtain only external contacts be-
longing to external entities that operate in external do-
mains outside of the client device’s local domain. Alter-
natively or in addition, the key synchronizer can filter the
contacts to exclude contacts that are in the local domain.
The key synchronizer can monitor the client device for
any new or modified external contacts, and can also mon-
itor the local key store for locally-stored copies of public
keys that have become invalid, e.g., revoked, expired,
about to expire, etc. While monitoring the client device,
the key synchronizer can poll the contact lists, email ap-
plication, or the local key store for external contacts that
are new or modified and/or whose locally-stored copies
of public keys have become invalid. The key synchronizer
can poll for such external contacts periodically or in re-
sponse to key synchronization service requests.
[0012] Subsequent to obtaining the external contacts,
the key synchronizer can identify external domains as-
sociated with the external contacts and query the do-
main-to-registry mapping service to select, based on the
external domains, at least one of the public key registries
to query for public keys belonging to the external con-
tacts. The key synchronizer can send a query to the se-
lected public key registry to obtain registry-supplied pub-
lic keys for the external contacts, as well as send a query
to the local key store to access local copies of the external
contacts’ public keys. The key synchronizer can synchro-
nize the local key store with the selected public key reg-
istry based on the registry-supplied public keys. For ex-
ample, the key synchronizer can determine, for each ex-
ternal contact, whether or not a local copy of the external
contact’s public key in the local key store is outdated or

invalid by comparing the local copy to the external con-
tact’s registry-supplied public key. If the local copy is
deemed outdated or invalid, then the key synchronizer
can update the local key store with at least one registry-
supplied public key for the external contact.
[0013] In various implementations, the key synchroni-
zation system can include a key publisher operating in
the local domain that automatically synchronizes public
keys of local contacts with the public key registries. The
key publisher can operate in the local domain and outside
of the key synchronizer running on the client device. Al-
ternatively or in addition, the key synchronizer can pro-
vide (not shown) the key publisher, and thus the key pub-
lisher can run on the client device as a part of the key
synchronizer. The key publisher can communicate or op-
erate in conjunction with the key synchronizer to obtain
and use the local contacts’ information from the local do-
main’s directory server and publish the local contacts’
public keys to at least one public key registry. The key
publisher can discover public keys by periodically search-
ing through the directory server for local contacts and
their associated public keys. The directory server can
also push such information to the key publisher in re-
sponse to additions, deletions, and updates made to at
least one local directory managed by the directory server.
The key publisher can publish new or modified public
keys to the public key registries, and can also delete (i.e.,
unpublish), from the public key registries, public keys for
local contacts that are no longer in the local directory.
[0014] In various implementations, the key synchroniz-
er can periodically query the public key registries to find
published public keys for the local contacts, verify the
published public keys against those stored in the direc-
tory server, and then perform updates and deletes so
that the local contacts’ public keys stored in the public
key registries are consistent with the local contacts’ pub-
lic keys stored in the directory server. When searching
the local directory, the key synchronizer can use "white"
and "black" lists to filter which local contacts are subject
to discovery and consequent publishing of their public
keys.
[0015] Implementations of the present disclosure re-
late to a key synchronization system for automating cli-
ent-side synchronization and discovery of public keys
and certificates of external contacts. The key synchroni-
zation system includes a key synchronizer at a client de-
vice. The key synchronizer can obtain, from the client
device, an external contact associated with an external
domain outside of a local domain of the client device and
then identify, based on the external domain, a public key
registry outside of the local domain. The key synchronizer
can obtain, from the public key registry, a registry-sup-
plied public key or digital certificate for the external con-
tact and then store the registry-supplied key as a locally-
stored key in the local key store such that the client device
can obtain and apply the locally-stored key to secure an
email targeting the external contact as a recipient of the
email.
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[0016] It is to be understood that both the foregoing
general description and the following detailed description
are exemplary and explanatory only and are not restric-
tive of the implementations, as claimed. Further particular
and preferred aspects of the present invention are set
out in the accompanying independent and dependent
claims. Features of the dependent claims may be com-
bined with features of the independent claims as appro-
priate, and in combinations other than those explicitly set
out in the claims.
[0017] The present invention will be described further,
by way of example only, with reference to embodiments
thereof as illustrated in the accompanying drawing, in
which:

FIG. 1 is a block diagram of an example key syn-
chronization system for automating client-side syn-
chronization and discovery of public keys and certif-
icates of external contacts, consistent with the prin-
ciples of the present disclosure.
FIGS. 2A-C are flow diagrams of an example proc-
ess performed by the key synchronization system
for automating client-side synchronization and dis-
covery of public keys and certificates of external con-
tacts, consistent with implementations of the present
disclosure.
FIGS. 3 and 4 are flow diagrams of example proc-
esses performed by the key synchronization system
to populate and synchronize a client device’s local
key store with public key registries, consistent with
implementations of the present disclosure.
FIG. 5 is a block diagram of an example key publi-
cation system for automating synchronization of
public keys and certificates of local contacts with the
public key registries, consistent with the principles
of the present disclosure.
FIG. 6 is a flow diagram of an example process per-
formed by the key publication system to synchronize
the local contacts’ public keys and certificates with
the public key registries, consistent with implemen-
tations of the present disclosure.
FIG. 7 is an example computer system for performing
the disclosed implementations, consistent with the
present disclosure.

[0018] Reference will now be made in detail to example
implementations, which are illustrated in the accompa-
nying drawings. When appropriate, the same reference
numbers are used throughout the drawings to refer to
the same or like parts.
[0019] For simplicity and illustrative purposes, the prin-
ciples of the present disclosure are described by referring
mainly to exemplary implementations thereof. However,
one of ordinary skill in the art would readily recognize
that the same principles are equally applicable to, and
can be implemented in, all types of information and sys-
tems, and that any such variations do not depart from
the true spirit and scope of the present disclosure. More-

over, in the following detailed description, references are
made to the accompanying figures, which illustrate spe-
cific exemplary implementations. Electrical, mechanical,
logical and structural changes may be made to the ex-
emplary implementations without departing from the spir-
it and scope of the present disclosure. The following de-
tailed description is, therefore, not to be taken in a limiting
sense and the scope of the present disclosure is defined
by the appended claims and their equivalents.
[0020] FIG. 1 illustrates an example system 100 for
automating client-side synchronization and discovery of
public keys and certificates of external contacts, consist-
ent with the principles of the present disclosure. Public
keys can include identity keys, digital or identity certifi-
cates (e.g., X.509 certificates), and the like. In various
implementations, an example of which is shown in FIG.
1, system 100 includes a local domain 110 in which a
client device 120 can operate. System 100 automates
the client-side synchronization of public keys in a manner
transparent to an email application 122 and other client-
side applications. Client device 120 can locally store one
or more contact lists 124 that are accessible to email
application 122 and other client-side applications via at
least one contact list API or plug-in. Contact lists 124 can
include any collection of contacts corresponding to enti-
ties, and contacts corresponding to each entity can be
used to address or identify the entity. Examples of contact
lists 124 include address books, certificate stores, secu-
rity services, buddy lists, etc. Client device 120 can locally
store public keys of various contacts in a local key store
126, which email application 122 can search for and ob-
tain locally-stored keys of a contact to secure communi-
cations and data exchanges with that contact. Local key
store 126 simplifies the use of public key cryptography
for secure communications and data exchanges without
requiring any modification to email application 122 and
other client-side applications, which encourages greater
adoption of public key cryptography, and thus makes the
Internet more secure.
[0021] System 100 includes a key synchronizer 130
that can run on client device 120 to obtain contacts from
the client device 120, such as contact lists 124 and emails
associated with email application 122, etc. To obtain con-
tacts from client device 120, key synchronizer 130 can
poll or parse any of contact lists 124, inbound emails sent
by the contacts, draft emails specifying the contacts as
recipients, outbound emails sent to the contacts, etc. Key
synchronizer 130 can locally store, in local key store 126,
more than one public key for each of the contacts. For
example, key synchronizer 130 can locally store multiple
public keys for one contact that expire at different times,
so that when one of the contact’s locally-stored public
keys expires, key synchronizer 130 can transition to a
different one of that contact’s locally-stored public keys
that is valid. Moreover, that contact’s expired public key
can be remain locally-stored in local key store 126 for
archival purposes. In various implementations, key syn-
chronizer 130 can search for and obtain only external
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contacts belonging to external entities 150 that operate
in and/or are associated with external domains outside
of local domain 110 of client device 120. Alternatively or
in addition, key synchronizer 130 can filter the contacts
to exclude contacts that are in local domain 110. External
entities 150 can operate in external domains outside of
local domain 110, and can be communicatively coupled
to client device 120 via at least one network 160. Network
160 can include any combination of one or more wired
or wireless communication networks, such as a local area
network, a near-field communication link or network, a
wide area network, a cellular network, the Internet, a
cloud-based network, and the like.
[0022] System 100 can include a domain-to-registry
mapping service 140 that provides a mapping between
various domains and external key registries 170 respon-
sible for provisioning public keys for the domains. System
100 can support a multiple types and instances of public
key registries, such as external key registries 170 that
operate outside of local domain 110.
[0023] An example public key registry includes a Do-
main Name System ("DNS")-based public key registry
implementing DNS Security Extensions ("DNSSEC")
and DNS-based Authentication of Named Entities
("DANE") that can store public keys in Secure/Multipur-
pose Internet Mail Extensions ("SMIME") "A" records
("SMIMEA") under domains corresponding to email ad-
dresses of various entities. The DNS-based public key
registry can provide Public Key Infrastructure ("PKI") for
secure storage and discovery of public keys. In addition
to providing references to external key registries 170, the
DNS-based public key registry can also provide asser-
tions for the legitimacy of public keys in external key reg-
istries 170 via DNS records containing hashes and/or
signatures. Synchronization of local key store 126 with
the DNS-based public key registry greatly encourages
the adoption of DNSSEC and DANE, and thus makes
the Internet more secure and desirable as a platform for
exchanging secure communications and data.
[0024] Moreover, public keys and certificates stored
and cataloged in the DNS-based public key registry can
be validated using the DNS. Therefore, synchronization
of local key store 126 with the DNS-based public key
registry can resolve the "too many certificate authorities"
problem. For example, a malicious actor can convince a
trusted certificate authority to sign unauthorized certifi-
cates. The malicious actor can use the unauthorized cer-
tificates to sign and send documents to a third party who
will trust the unauthorized certificates based on the cer-
tificate authority’s signature. Key synchronizer 130 can
eliminate this attack vector, for example, by polling for
validated certificates from the DNS-based public key reg-
istry and use the validated certificates to identify and/or
remove the unauthorized certificates.
[0025] Other examples of the public key registry in-
clude the Massachusetts Institute of Technology Pretty
Good Privacy ("PGP") Key Server, Keybase.io, block-
chain, and Lightweight Directory Access Protocol

("LDAP") servers that have been set up to serve as public
key registries.
[0026] Domain-to-registry mapping service 140 can
select at least one public key registry of external key reg-
istries 170 to query for public keys belonging to entities
in a particular domain. Domain-to-registry mapping serv-
ice 140 can select the public key registry based on a
configuration, security policy, or a user-selection (e.g.,
by a user of client device 120, an administrator in local
domain 110, and the like). For example, an entity with
’jdoe@example.com’ as an email address can be
mapped to a public key registry implemented by an au-
thoritative DNS server for ’_smimecert.example.com’.
Domain-to-registry mapping service 140 can run client-
side on client device 120 or server-side on a server ac-
cessible to client device 120, such as a directory server
(not shown). If domain-to-registry mapping service 140
is provided by a server, client device 120 can discover
and access domain-to-registry mapping service 140 by
using configuration information resident on client device
120 or, for greater flexibility, a service discovery protocol
(e.g., DNS-SD) to discover and access domain-to-regis-
try mapping service 140.
[0027] System 100 can include a key synchronization
service (not shown), which can dynamically retrieve, from
external key registries 170, an external contact’s public
key not found in local key store 126. System 100 can
provide the key synchronization service via an API or a
plug-in, and one or more client-side applications can be
enhanced to call the key synchronization service to dy-
namically retrieve one or more external contacts’ public
keys that are not found in local key store 126. For exam-
ple, email application 122 can be enhanced to call the
key synchronization service, and when an email being
drafted specifies the external entity as a recipient, email
application 122, as enhanced, can use a key synchroni-
zation service API or plug-in to retrieve the external con-
tact’s public key from external key registries 170. System
100 can also allow client device 110 to specify a recursive
server that supports privacy, for example, by providing
encrypted connections between client device 110 and
the recursive server. This allows client device 110 to pro-
tect the confidentiality of its users’ communications, for
example, by not leaking the fact that the users are send-
ing an email to a recipient domain in one or more unen-
crypted user datagram protocol packets.
[0028] In various implementations, key synchronizer
130 can monitor client device 120 for any new or modified
external contacts, and can also monitor local key store
126 for locally-stored copies of public keys that have be-
come invalid, e.g., revoked, expired, about to expire, etc.
While monitoring client device 120, key synchronizer 130
can poll contact lists 124, email application 122, or local
key store 126 for external contacts that are new or mod-
ified and/or whose locally-stored copies of public keys
have become invalid. Key synchronizer 130 can poll for
such external contacts periodically or in response to key
synchronization service requests.
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[0029] Subsequent to obtaining the external contacts,
key synchronizer 130 can identify external domains as-
sociated with the external contacts and query domain-
to-registry mapping service 140 to select, based on the
external domains, at least one external key registry of
external key registries 170 to query for public keys be-
longing to the external contacts. Key synchronizer 130
can send a query to the selected external key registry to
obtain registry-supplied public keys for the external con-
tacts, as well as send a query to local key store 126 to
access local copies of the external contacts’ public keys.
Key synchronizer 130 can synchronize local key store
126 with the selected external key registry based on the
registry-supplied public keys. For example, key synchro-
nizer 130 can determine, for each external contact,
whether or not the local copy of the external contact’s
public key in the local key store is outdated or invalid by
comparing the local copy to the external contact’s regis-
try-supplied public key. If the local copy is deemed out-
dated or invalid, then key synchronizer 130 can update
local key store 126 with the registry-supplied public key
for the external contact.
[0030] FIGS. 2A-C are flow diagrams of an example
process 200 performed by a key synchronization system
(e.g., system 100 as shown in FIG. 1) to automate client-
side synchronization and discovery of public keys and
certificates of external contacts, according to implemen-
tations of the present disclosure. At block 210 (as shown
in FIG. 2A), the key synchronization system can provide
a key synchronizer (e.g., key synchronizer 130) to a client
device (e.g., client device 120) operating in a local do-
main (e.g., local domain 110) for execution on the client
device. Next, at block 220, the key synchronization sys-
tem can provide a domain-to-registry mapping service
(e.g., domain-registry mapping service 140) that maps
domains to external key registries (e.g., external key reg-
istries 170) responsible for provisioning public keys for
the domains. The key synchronizer can discover and ac-
cess the domain-to-registry mapping service to identify
at least one external key registry mapped to one or more
domains for public key provisioning.
[0031] At block 230, the key synchronizer can obtain
external contacts from the client device and populate the
client device’s local key store (e.g., local key store 126)
with public keys obtained from the external key registries
for the client device’s external contacts, as well as mon-
itor the client device and synchronize the local key store
with the external key registries. Block 230 is described
in greater detail infra with respect to FIGS. 2B and 3.
Then, at block 260, an email application (e.g., email ap-
plication 122) running on the client device can secure an
email intended for a recipient by searching for, obtaining,
and using a copy of the recipient’s public key stored lo-
cally in the local key store.
[0032] At block 232 (as shown in FIG. 2B), the key
synchronizer can obtain external contacts from the client
device, for example, by polling or parsing contact lists
(e.g., contact lists 124) and emails stored on the client

device. The key synchronizer can search for and obtain
only external contacts belonging to external entities that
operate in external domains outside of the client device’s
local domain. The key synchronizer can also filter the
contacts to exclude contacts that are in the local domain.
For example, as shown in FIG. 3 and described in greater
detail infra, the key synchronizer can send a request for
external contacts from the contact lists, the local key
store, and/or the email application. In response to the
request, the key synchronizer can obtain external con-
tacts from the contact lists and can obtain, from the local
key store, external contacts whose locally-stored copies
of public keys are invalid. In response to the request, the
email application can parse received emails or draft
emails to obtain external contacts therein, and then the
key synchronizer can obtain the external contacts from
the email application.
[0033] Next, at block 234, the key synchronizer can
access the domain-to-registry mapping service to select
at least one of the external key registries responsible for
provisioning public keys for the external domains. At
block 236, the key synchronizer can obtain registry-sup-
plied public keys for the external contacts from the se-
lected external key registry, and then at block 238, the
key synchronizer can populate the local key store with
the registry-supplied public keys, thus locally storing the
external contacts’ public keys on the client device. Next,
at block 240, the key synchronizer can monitor the client
device to synchronize the local key store with the external
key registries. Block 240 is described in greater detail
infra with respect to FIGS. 2C and 4.
[0034] At block 242 (as shown in FIG. 2C), the key
synchronizer can monitor the client device for new exter-
nal contacts, modifications to existing external contacts,
and locally-stored copies of external contacts’ public keys
that have become invalid, e.g., revoked, expired, about
to expire, etc. While monitoring the client device, the key
synchronizer can poll the contact lists, the email applica-
tion, or the local key store for external contacts that are
new or modified and/or whose locally-stored copies of
public keys have become invalid. For example, as shown
in FIG. 4 and described in greater detail infra, the key
synchronizer can send a request to be notified of any
new or modified external contact from the contact lists
and/or the email application. The key synchronizer can
also send a request to be notified of any external contact
whose locally-stored copies of public keys have become
invalid. In response to the notification request, the key
synchronizer can be notified of any new or modified ex-
ternal contact in the contact lists and can be notified of
any external contact whose locally-stored copy of public
key is invalid. In response to the notification request, the
email application can parse received emails or draft
emails to obtain and notify the key synchronizer of new
external contacts therein. The key synchronizer can poll
for such external contacts periodically or in response to
key synchronization service requests.
[0035] At block 244, the key synchronizer can identify,
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based on the monitoring, an external contact that is new
or modified and/or whose locally-stored copy of public
key has become invalid. Next, at block 246, the key syn-
chronizer can query the domain-to-registry mapping
service to select at least one of the external key registries
responsible for provisioning public keys for an external
domain associated with the external contact. At block
248, the key synchronizer can obtain, from the selected
external key registry, a registry-supplied public key for
the external contact. Then, at block 250, the key synchro-
nizer can update the local key store with the registry-
supplied public key, thus synchronizing the locally-stored
public key for the external contact with the registry-sup-
plied public key. For example, as shown in FIG. 4 and
described in greater detail infra, the key synchronizer can
compare the locally-stored public key for the external
contact to the registry-supplied public key to determine
whether or not the locally-stored public key is out of date
or invalid. If the locally-stored public key is deemed to be
out of date or invalid, the key synchronizer can send a
request to the local key store to locally store the external
contact’s registry-supplied public key, and the local key
store can respond by locally storing the registry-supplied
public key for the external contact.
[0036] FIG. 3 is a flow diagram of an example process
300 performed by the key synchronization system to ob-
tain external contacts from the client device and populate
the client device’s local key store with registry-supplied
public keys for the external contacts, according to imple-
mentations of the present disclosure. At 310, the key syn-
chronizer can send a request for external contacts to the
contact lists via the contact list API or plug-in, the local
key store, and/or the email application. At 312, the con-
tact list API or plug-in can obtain external contacts from
the contact list and then respond to the key synchroniz-
er’s request with the external contacts. At 314, the local
key store can obtain external contacts whose locally-
stored copies of public keys are invalid, and then at 316,
respond to the key synchronizer’s request with the ex-
ternal contacts. At 318, the email application can parse
received emails or draft emails to obtain external contacts
therein, and then at 320, respond to the key synchroniz-
er’s request with the external contacts.
[0037] At 330, the key synchronizer can send a service
request to the domain-to-registry mapping service to
identify which of the external key registries are mapped
to external domains associated with the external con-
tacts. Next, at 332, the domain-to-registry mapping serv-
ice can respond to the key synchronizer’s service request
by providing a mapping that identifies one or more of the
external key registries responsible for provisioning public
keys for contacts in the external domains.
[0038] At 340, the key synchronizer can send a request
to the one or more external key registries for the external
contacts’ public keys. At 342, the one or more external
key registries can respond to the key synchronizer’s re-
quest by providing registry-supplied public keys for the
external contacts to the key synchronizer. Then, at 350,

the key synchronizer can send a request to locally store
the external contacts’ registry-supplied public keys in the
local key store. Finally, at 352, the local key store can
respond to the key synchronizer’s request by locally stor-
ing the registry-supplied public keys for the external con-
tacts.
[0039] FIG. 4 is a flow diagram of an example process
400 performed by the key synchronization system to
monitor the client device and synchronize the local key
store with the external key registries, according to imple-
mentations of the present disclosure. At 410, the key syn-
chronizer can send a request to the contact list API or
plugin and/or the email application to notify the key syn-
chronizer of any new or modified external contact. The
key synchronizer can also send a request to the local key
store to notify the key synchronizer of any external con-
tact whose locally-stored public key has become invali-
dated, At 412, the contact list API or plug-in can identify
one or more external contacts in the contact lists that are
new or modified and then notify the key synchronizer of
the external contacts. At 414, the local key store can iden-
tify one or more external contact whose locally-stored
copies of public keys have become invalid, and then at
416, notify the key synchronizer of the external contacts.
At 418, the email application can parse received emails
or draft emails to identify one or more new external con-
tacts therein, and then at 420, notify the key synchronizer
of the external contacts.
[0040] At 430, the key synchronizer can send a service
request to the domain-to-registry mapping service to
identify which of the external key registries are mapped
to one or more external domains associated with the ex-
ternal contacts. Next, at 432, the domain-to-registry map-
ping service can respond to the key synchronizer’s serv-
ice request by providing a mapping that identifies one or
more of the external key registries responsible for provi-
sioning public keys for contacts in the external domains.
[0041] At 440, the key synchronizer can send a request
to the external key registries for the external contacts’
public keys and a request to the local key store for locally-
stored copies of the external contacts’ public keys. Next,
at 442, the one or more external key registries can re-
spond to the key synchronizer’s request by providing one
or more registry-supplied public keys for the external con-
tacts to the key synchronizer. And at 444, the local key
store can respond to the key synchronizer’s request by
providing one or more locally-stored copies of the exter-
nal contacts’ public keys to the key synchronizer. Then,
at 446, the key synchronizer can compare the locally-
stored copies of the external contacts’ public keys to the
registry-supplied public keys to select external contacts
whose locally-stored copies of public key are out of date.
At 450, the key synchronizer can send a request to locally
store the selected external contacts’ registry-supplied
public keys in the local key store. Finally, at 452, the local
key store can respond to the key synchronizer’s request
by locally storing the registry-supplied public keys for the
selected external contacts.
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[0042] It will be appreciated that processes 200, 300,
and 400 described herein are illustrative and that varia-
tions and modifications are possible. Acts described as
sequential can be executed in parallel, order of acts can
be varied, and acts can be modified or combined. While
the disclosure has been described with respect to specific
implementations, those skilled in the art will recognize
that numerous modifications are possible. For instance,
the key synchronizer and the key synchronization system
can have additional functionalities not mentioned herein.
In addition, implementations of the present disclosure
can be realized using any combination of dedicated com-
ponents and/or programmable processors and/or other
programmable devices. While the implementations de-
scribed above can make reference to specific hardware
and software components, those skilled in the art will
appreciate that different combinations of hardware
and/or software components can also be used and that
particular operations described as being implemented in
hardware might also be implemented in software or vice
versa.
[0043] FIG. 5 illustrates an example system 500 for
automating synchronization of public keys and certifi-
cates of the local domain’s entities with the public key
registries, and FIG. 6 is a flow diagram of an example
process performed by system 500 to synchronize the lo-
cal contacts’ public keys and certificates with the public
key registries, consistent with implementations of the
present disclosure.
[0044] In various implementations, an example of
which is shown in FIG. 5, system 500 can include system
100 as shown in FIG. 1 and further include a directory
server 515 and a key publisher 535. Directory server 515
can include one or more directory servers for local do-
main 110 (e.g., an organization’s local network or intran-
et) containing information related to local contacts in local
domain 110, examples of which include an LDAP (e.g.,
MICROSOFT ACTIVE DIRECTORY, APACHE DIREC-
TORY, etc.) server, a managed DNS server, and the like.
Local contacts can include contacts of local entities such
as individuals, computers, servers, etc., or groups thereof
that operate in and/or are associated with local domain
110. Key publisher 535 can automate synchronization of
the local contacts’ public keys with external key registries
170. As shown in FIG. 5, key publisher 535 can operate
in local domain 110 and outside of key synchronizer 130
running on client device 120. Alternatively or in addition,
key synchronizer 130 can provide (not shown) key pub-
lisher 535, and thus key publisher 535 can run on client
device 120 as a part of key synchronizer 130.
[0045] System 500 can address the difficulty in making
public keys available to entities in different domains that
rely on public key cryptography to securely exchange
messages and data. To ensure effective use of public
key cryptography in inter-domain exchanges, the entities
must be able to retrieve the public keys from a public key
registry (e.g., one of external key registries 170) or other
publicly accessible sources. To make a local entity’s pub-

lic key available in the public key registry, the public key
must be published to the public key registry under an
identifier that is associated with the local entity to which
the public key applies, such as a local contact of the local
entity. Existing practices for publishing public keys typi-
cally require manual processes requiring user interaction
that can be time consuming and challenging to learn and
perform, thus inhibiting adoption of public key cryptogra-
phy.
[0046] System 500 can resolve the above-described
difficulty and other issues by automating synchronization
of local entities’ public keys with those stored in external
key registries 170. Key publisher 535 in system 500 can
communicate or operate in conjunction with key synchro-
nizer 130 to obtain and use the local entities’ information
from directory server 515 and to publish the local entities’
public keys to external key registries 170. Each local en-
tity’s information can include, for example, at least one
local contact (e.g., an email address) of the local entity,
at least one public key of the local entity, and the like.
System 500 can discover public keys by periodically
searching through directory server 515 for local entities
and their associated public keys (e.g., blocks 610-614
as shown in FIG. 6). Directory server 515 can also push
such information to key publisher 535 in response to ad-
ditions, deletions, and updates made to at least one local
directory (e.g., blocks 612 and 614). System 500 can
publish new or modified public keys into one or more of
external key registries 170 (e.g., block 620-642), and can
also delete (i.e., unpublish) public keys for local entities
that are no longer in the local directory.
[0047] System 500 can periodically query external key
registries 170 to find published public keys for the local
entities, verify the published public keys against those
stored in directory server 515, and then perform updates
and deletes so that the local entities’ public keys stored
in external key registries 170 are consistent with the local
entities’ public keys stored in directory server 515. When
searching the local directory, system 500 can use "white"
and "black" lists to filter which local entities are subject
to discovery and consequent publishing of their public
keys (e.g., block 616). A white list can contain criteria for
selecting local entities whose public keys are to be pub-
lished. A black list can contain criteria for selecting local
entities whose public keys are not to be published.
[0048] System 500 can support a multiple types and
instances of external key registries 170 that operate out-
side of local domain 110. An example external key reg-
istry includes the DNS-based public key registry imple-
menting DNSSEC and DANE that can store public keys
in SMIMEA under domains corresponding to email ad-
dresses of the local entities. The DNS-based public key
registry can provide assertions for the legitimacy of public
keys in external key registries 170 via DNS records con-
taining hashes and/or signatures. System 500 can reg-
ister local entities into the DNS-based public key registry
based on local domain 110 associated with the local en-
tities. For instance, a local entity with the email address
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’jdoe@example.com’ can be mapped to an authoritative
DNS server for ’_smimecert.example.com’ DNS zone.
System 500 can determine the authoritative DNS serv-
er’s identity by means of the DS record found in the parent
zone, ’example.com’. System 500 can then interact with
the administrative functions for the authoritative DNS
server to publish the public key for the local entity as an
SMIMEA record under ’joe._smimecert.example.com’.
One skilled in the art would understand that different
means for identifying an entity, different mechanisms for
associating a public key with the entity, different means
for identifying authoritative servers, and different admin-
istrative interfaces provided by the authoritative servers
for public key registries are possible. Other examples of
the external key registry include the MIT PGP Key Server,
Keybase.io, blockchain, and LDAP servers that have
been set up to serve as public key registries.
[0049] FIG. 7 illustrates a computer system 700 that is
consistent with implementations of the present disclo-
sure. In general, implementations of a key synchronizer
(e.g., key synchronizer 130) in a key synchronization sys-
tem (e.g., key synchronization system 100) may be im-
plemented in various computer systems, such as a mo-
bile device, a personal computer, a server, a workstation,
an embedded system, a communication device, or a
combination thereof. Certain implementations of the key
synchronizer may be embedded as a computer program.
The computer program may exist in a variety of forms
both active and inactive. For example, the computer pro-
gram can exist as software program(s) comprised of pro-
gram instructions in source code, object code, executa-
ble code or other formats; firmware program(s); or hard-
ware description language (HDL) files. Any of the above
can be embodied on a computer readable medium, which
include storage devices and signals, in compressed or
uncompressed form. However, for purposes of explana-
tion, system 700 is shown as a general purpose computer
that is well known to those skilled in the art. Examples of
the components that may be included in system 700 will
now be described.
[0050] As shown, system 700 may include at least one
processor 702, a keyboard 717, a pointing device 718
(e.g., a mouse, a touchpad, and the like), a display 716,
main memory 710, an input/output controller 715, and a
storage device 714. Storage device 714 can comprise,
for example, RAM, ROM, flash memory, EEPROM, CD-
ROM or other optical disk storage, magnetic disk storage
or other magnetic storage devices, or any other medium
that can be used to carry or store desired program code
in the form of instructions or data structures and that can
be accessed by a computer. A copy of the computer pro-
gram implementation of the key synchronizer can be
stored on, for example, storage device 714. System 700
may also be provided with additional input/output devic-
es, such as a printer (not shown). The various compo-
nents of system 700 communicate through a system bus
712 or similar architecture. In addition, system 700 may
include an operating system (OS) 720 that resides in

memory 710 during operation. One skilled in the art will
recognize that system 700 may include multiple proces-
sors 702. For example, system 700 may include multiple
copies of the same processor. Alternatively, system 700
may include a heterogeneous mix of various types of
processors. For example, system 700 may use one proc-
essor as a primary processor and other processors as
co-processors. For another example, system 700 may
include one or more multi-core processors and one or
more single core processors. Thus, system 700 may in-
clude any number of execution cores across a set of proc-
essors (e.g., processor 702). As to keyboard 717, point-
ing device 718, and display 716, these components may
be implemented using components that are well known
to those skilled in the art. One skilled in the art will also
recognize that other components and peripherals may
be included in system 700.
[0051] Main memory 710 serves as a primary storage
area of system 700 and holds data that is actively used
by applications, such as the key synchronizer in the key
synchronization system, running on processor 702. One
skilled in the art will recognize that applications are soft-
ware programs that each contains a set of computer in-
structions for instructing system 700 to perform a set of
specific tasks during runtime, and that the term "applica-
tions" may be used interchangeably with application soft-
ware, application programs, device drivers, and/or pro-
grams in accordance with implementations of the present
teachings. Memory 710 may be implemented as a ran-
dom access memory or other forms of memory as de-
scribed below, which are well known to those skilled in
the art.
[0052] OS 720 is an integrated collection of routines
and instructions that are responsible for the direct control
and management of hardware in system 700 and system
operations. Additionally, OS 720 provides a foundation
upon which to run application software and device driv-
ers. For example, OS 720 may perform services, such
as resource allocation, scheduling, input/output control,
and memory management. OS 720 may be predominant-
ly software, but may also contain partial or complete hard-
ware implementations and firmware. Well known exam-
ples of operating systems that are consistent with the
principles of the present teachings include MICROSOFT
WINDOWS, MAC OS, LINUX, UNIX, ORACLE SOLA-
RIS, OPEN VMS, and IBM AIX.
[0053] The foregoing description is illustrative, and var-
iations in configuration and implementation may occur to
persons skilled in the art. For instance, the various illus-
trative logics, logical blocks, modules, and circuits de-
scribed in connection with the implementations disclosed
herein may be implemented or performed with a general
purpose processor (e.g., processor 402), a digital signal
processor (DSP), an application specific integrated cir-
cuit (ASIC), a field programmable gate array (FPGA) or
other programmable logic device, discrete gate or tran-
sistor logic, discrete hardware components, or any com-
bination thereof designed to perform the functions de-
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scribed herein. A general-purpose processor may be a
microprocessor, but, in the alternative, the processor
may be any conventional processor, controller, micro-
controller, or state machine. A processor may also be
implemented as a combination of computing devices,
e.g., a combination of a DSP and a microprocessor, a
plurality of microprocessors, one or more microproces-
sors in conjunction with a DSP core, or any other such
configuration.
[0054] In one or more exemplary implementations, the
functions described may be implemented in hardware,
software, firmware, or any combination thereof. For a
software implementation, the techniques described here-
in can be implemented with modules (e.g., procedures,
functions, subprograms, programs, routines, subrou-
tines, modules, software packages, classes, and so on)
that perform the functions described herein. A module
can be coupled to another module or a hardware circuit
by passing and/or receiving information, data, argu-
ments, parameters, or memory contents. Information, ar-
guments, parameters, data, or the like can be passed,
forwarded, or transmitted using any suitable means in-
cluding memory sharing, message passing, token pass-
ing, network transmission, and the like. The software
codes can be stored in memory units and executed by
processors. The memory unit can be implemented within
the processor or external to the processor, in which case
it can be communicatively coupled to the processor via
various means as is known in the art.
[0055] If implemented in software, the functions may
be stored on or transmitted over a computer-readable
medium as one or more instructions or code. Computer-
readable media includes both tangible, non-transitory
computer storage media and communication media in-
cluding any medium that facilitates transfer of a computer
program from one place to another. A storage media may
be any available tangible, non-transitory media that can
be accessed by a computer. By way of example, and not
limitation, such tangible, non-transitory computer-read-
able media can comprise RAM, ROM, flash memory,
EEPROM, CD-ROM or other optical disk storage, mag-
netic disk storage or other magnetic storage devices, or
any other medium that can be used to carry or store de-
sired program code in the form of instructions or data
structures and that can be accessed by a computer. Disk
and disc, as used herein, includes CD, laser disc, optical
disc, DVD, floppy disk and Blu-ray disc where disks usu-
ally reproduce data magnetically, while discs reproduce
data optically with lasers. Also, any connection is properly
termed a computer-readable medium. For example, if
the software is transmitted from a website, server, or oth-
er remote source using a coaxial cable, fiber optic cable,
twisted pair, digital subscriber line (DSL), or wireless
technologies such as infrared, radio, and microwave,
then the coaxial cable, fiber optic cable, twisted pair, DSL,
or wireless technologies such as infrared, radio, and mi-
crowave are included in the definition of medium. Com-
binations of the above should also be included within the

scope of computer-readable media.
[0056] Resources described as singular or integrated
can in one implementation be plural or distributed, and
resources described as multiple or distributed can in im-
plementations be combined. The scope of the present
teachings is accordingly intended to be limited only by
the following claims. Although the invention has been
described with respect to specific implementations, it will
be appreciated that the invention is intended to cover all
modifications and equivalents within the scope of the fol-
lowing claims. Further, although particular embodiments
have been described herein, it will be appreciated that
the invention is not limited thereto and that many modi-
fications and additions thereto may be made within the
scope of the invention. For example, various combina-
tions of the features of the following dependent claims
can be made with the features of the independent claims
without departing from the scope of the present invention.

Claims

1. A system for automating client-side public key syn-
chronization, comprising:

a key synchronizer at a client device; and
a non-transitory memory storing instructions
that, when executed by at least one processor
of the key synchronizer, cause the key synchro-
nizer to perform a method comprising:

obtaining, from the client device, an external
contact associated with an external domain
outside of a local domain of the client de-
vice;
identifying an external key registry based
on the external domain, wherein the exter-
nal key registry includes a public key regis-
try outside of the local domain;
obtaining a registry-supplied key for the ex-
ternal contact from the external key registry,
wherein the registry-supplied key includes
at least one of a public key or a digital cer-
tificate; and
storing the registry-supplied key as a local-
ly-stored key in the local key store, wherein
the client device applies the locally-stored
key to secure an email targeting the external
contact as a recipient of the email.

2. The system of claim 1, wherein the external key reg-
istry includes a Domain Name System (DNS) with
DNS Security Extensions (DNSSEC).

3. The system of claim 1 or 2, wherein the instructions
cause the key synchronizer to further perform ob-
taining the registry-supplied key by:
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accessing at least one Secure/Multipurpose In-
ternet Mail Extensions A record (SMIMEA) of
the external key registry under the external do-
main associated with the external entity; and
obtaining the registry-supplied key for the exter-
nal entity from the at least one SMIMEA.

4. The system of any of claims 1-3, wherein the instruc-
tions cause the key synchronizer to further perform
obtaining the external contact by:

obtaining the external contact from a contact list
at the client device, wherein the contact list in-
cludes at least one of: an address book; a cer-
tificate store; or a network security service.

5. The system of any of claims 1-3, wherein the instruc-
tions cause the key synchronizer to further perform
obtaining the external contact by:

obtaining the external contact from an inbound
email at the client device, wherein the external
contact is a sender of the inbound email.

6. The system of any of claims 1-3, wherein the instruc-
tions cause the key synchronizer to further perform
obtaining the external contact by:

obtaining the external contact from a draft email
being composed at the client device, wherein
the external contact is a recipient of the draft
email.

7. The system of any preceding claim, wherein the in-
structions cause the key synchronizer to further per-
form identifying the external key registry by:

querying a mapping service for the external key
registry responsible for provisioning public keys
for the external domain.

8. The system of any preceding claim, wherein the in-
structions cause the key synchronizer to further per-
form:

receiving a request from a client-side application
on the client device for the at least one locally-
stored key; and
searching for the at least one locally-stored key
in response to the request from the client-side
application.

9. The system of any preceding claim, wherein the in-
structions cause the key synchronizer to further per-
form:

identifying the client device for at least one new
or modified external contact;

obtaining at least one registry-supplied key for
the at least one new or modified external contact
from the external key registry; and
storing the at least one registry-supplied key as
at least one locally-stored key in the local key
store for the at least one new or modified exter-
nal contact.

10. The system of any preceding claim, wherein the in-
structions cause the key synchronizer to further per-
form:

determining that the locally-stored key corre-
sponding to the external entity is invalid; based
on the at least one public key corresponding to
the external entity; and
obtaining at least one registry-supplied key for
the external contact from the external key reg-
istry; and
storing the at least one registry-supplied key as
the locally-stored key in the local key store for
the external contact.

11. A method for automating client-side public key syn-
chronization, the method comprising:

obtaining, from a client device, an external con-
tact associated with an external domain outside
of a local domain of the client device;
identifying an external key registry based on the
external domain, wherein the external key reg-
istry includes a public key registry outside of the
local domain;
obtaining a registry-supplied key for the external
contact from the external key registry, wherein
the registry-supplied key includes at least one
of a public key or a digital certificate; and
storing the registry-supplied key as a locally-
stored key in the local key store, wherein the
client device applies the locally-stored key to se-
cure an email targeting the external contact as
a recipient of the email.

12. A non-transitory computer-readable storage medi-
um including instructions that, when executed by at
least one processor of a client device, causes the at
least one processor to execute a method for auto-
mating client-side public key synchronization, the
method comprising:

obtaining, from the client device, an external
contact associated with an external domain out-
side of a local domain of the client device;
identifying an external key registry based on the
external domain, wherein the external key reg-
istry includes a public key registry outside of the
local domain;
obtaining a registry-supplied key for the external
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contact from the external key registry, wherein
the registry-supplied key includes at least one
of a public key or a digital certificate; and
storing the registry-supplied key as a locally-
stored key in the local key store, wherein the
client device applies the locally-stored key to se-
cure an email targeting the external contact as
a recipient of the email.
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