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Description

Technical Field

[0001] This disclosure relates generally to industrial
process control and automation systems. More specifi-
cally, this disclosure relates to an apparatus and method
for adapting control execution, communication, and or
redundancy management of control devices to a contain-
er-based architecture.

Background

[0002] Industrial process control and automation sys-
tems are typically used to monitor and control complex
and potentially volatile industrial processes without inter-
ruption, often running without scheduled downtime for
years. Over time, a need may arise to upgrade one or
more components in an industrial process control and
automation system. This could be due to various factors,
such as the desire to obtain improvements provided by
new products or the need to replace obsolete products
or address support issues. When one component of the
industrial process control and automation system is up-
graded, it is desirable to provide for compatibility with
legacy technology. For example, a substantial base of
controllers currently used in industrial process control
and automation systems currently exists. It may be nec-
essary to upgrade only a portion of existing controllers
at a give time. It becomes desirable that the upgraded
controllers and the legacy controllers work in harmony
together within the industrial process control and auto-
mation system. This is especially true in distributed con-
trol systems (DCSs) with controllers that provide 1:1 re-
dundancy to improve availability of the system when a
primary controller fails. In such a system an upgraded
controller may be paired in a redundant setting with a
legacy controller. There is a need for upgraded control-
lers which retain compatibility with legacy controllers for
use in industrial process control and automation systems.

Summary

[0003] The disclosure involves a high availability in-
dustrial control automation system comprising: a set of
nodes wherein each node comprises a processor con-
figured with a platform supporting container architecture;
each node comprising one or more containers instanti-
ated with at least one application function selected from
control execution, communication, and redundancy man-
agement; and a high availability management network
connecting the platforms of the nodes in the set of nodes.
The nodes may be a heterogeneous set of nodes. The
set of nodes may comprise physical control devices and
virtual servers. The system may further comprise a pri-
mary control network and a secondary control network
wherein each node is connected to both the primary con-
trol network and the secondary control network. The sys-

tem may further comprising a primary I/O network and a
secondary I/O network wherein each node is connected
to both the primary I/O network and the secondary I/O
network. The at least a first container of a first node and
a second container of a second node may be present in
a redundant relationship. The platform may enable con-
tainer runtime services to the containers.
[0004] The disclosure also involves a high availability
industrial control method comprising: providing a set of
nodes, each node comprising a processor configured
with a platform supporting container architecture and
each node comprising one or more containers instanti-
ated with at least one application function selected from
control execution, communication, and redundancy man-
agement, wherein each node is connected to a high avail-
ability management network; detecting a failure state of
one or more nodes by communications though the high
availability management network; identifying the contain-
ers assigned to the one or more nodes detected in a
failure state; determining available capacity in the re-
maining nodes by communications though the high avail-
ability management network; redistributing the contain-
ers previously assigned to the one or more nodes detect-
ed in a failure state to one or more remaining nodes based
on the determined available capacity; and automatically
starting the redistributed containers. The method may
further comprise detecting I/O connections assigned to
the one or more nodes detected in a failure state and
reassigning the I/O connections along with the redistrib-
uting of the containers. The set of nodes may be a het-
erogeneous set of nodes. The set of nodes may comprise
both physical and virtual nodes. The containers may in-
clude redundant pairs of containers where each member
of the pair is assigned to a different node. The method
may further comprise determining which of the containers
assigned to the one or more nodes detected in a failure
state are primary containers in a redundant pair of a pri-
mary container and a secondary container and elevating
the corresponding secondary container to function as a
new primary container. The method may further comprise
detecting a change in status of a node from a failure state
and rebalancing the distribution of containers across
nodes in a non-failure state. The determining available
capacity may comprise communicating predetermined
container requirements though the high availability man-
agement network. The automatically starting the redis-
tributed containers may further comprise automatically
synchronizing data from a remaining member of the re-
dundant pair of containers.
[0005] The disclosure also involves a high availability
industrial control method comprising: providing a set of
nodes, each node comprising a processor configured
with a platform supporting container architecture and
each node comprising one or more containers instanti-
ated with at least one application function selected from
control execution, communication, and redundancy man-
agement, wherein each node is connected to a high avail-
ability management network; detecting a failure state of
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one or more containers by communications though the
high availability management network; identifying the
failed container assigned to the one or more nodes and
identifying the capacity requirements of the failed con-
tainer; determining available capacity in the nodes by
communications though the high availability manage-
ment network; redistributing the one or more failed con-
tainers to one or more nodes based on the determined
available capacity and the capacity requirements of the
one or more containers; and automatically starting and
synchronizing the redistributed one or more containers.
The set of nodes may comprise a heterogenous mixture
of nodes. The method may further comprise detecting
I/O connections assigned to the one or more containers
detected in a failure state and reassigning the I/O con-
nections along with the redistributing of the containers.
The method may further comprise determining which of
the one or more containers in a failure state are primary
containers in a redundant pair of a primary container and
a secondary container and elevating the corresponding
secondary container to function as a new primary con-
tainer.

Brief Description of Drawings

[0006]

Figure 1 illustrates an industrial process control and
automation system.
Figures 2a and 2b show exemplary container-based
architecture of a control device according to an em-
bodiment where a platform supporting containers is
internal to a processor of the control device.
Figure 3 shows a heterogeneous set of control de-
vices each connected to multiple networks.
Figure 4 shows an exemplary system of three control
devices each connected to a high availability man-
agement network.
Figure 5 shows where one of the control devices of
Figure 4 is in a failed state.
Figure 6 shows the reassignment of containers of
the failed state control device of Figure 5 and the
elevation of a secondary container to a primary con-
tainer of a redundant pair.
Figure 7 shows the return of the control device that
was in a failed state in Figures 5 and 6.
Figure 8 shows redistribution of containers across
control devices.
Figure 9 shows elevation of a redistributed second-
ary container of a redundant pair to the primary con-
tainer.
Figure 10 shows load balancing across a set of con-
trol devices.

Detailed Description

[0007] Figures 1 through 10, discussed below, and the
various embodiments used to describe the principles of

the present invention in this patent document are by way
of illustration only and should not be construed in any
way to limit the scope of the invention. Those skilled in
the art will understand that the principles of the invention
may be implemented in any type of suitably arranged
device or system.
[0008] Industrial automation is an important feature of
today’s industrial processing plants. There is a need for
industrial automation systems to continually provide
greater flexibility in the implantation and operation of in-
dustrial automation systems.
[0009] FIG. 1 illustrates an example industrial automa-
tion system 100 according to this disclosure. As shown
in FIG. 1, the system 100 includes various components
that facilitate production or processing of at least one
product or other material. For instance, the system 100
is used here to facilitate control over components in one
or multiple plants 101 a-101 n. Each plant 101 a-101 n
represents one or more processing facilities (or one or
more portions thereof), such as one or more manufac-
turing facilities for producing at least one product or other
material. In general, each plant 101 a-101 n may imple-
ment one or more processes and can individually or col-
lectively be referred to as a process system. A process
system generally represents any system or portion there-
of configured to process one or more products or other
materials in some manner.
[0010] In FIG. 1, the system 100 is implemented using
the Purdue model of process control. In the Purdue mod-
el, "Level 0" may include one or more sensors 102 a and
one or more actuators 102 b. The sensors 102 a and
actuators 102 b represent components in a process sys-
tem that may perform any of a wide variety of functions.
For example, the sensors 102 a could measure a wide
variety of characteristics in the process system, such as
temperature, pressure, or flow rate. Also, the actuators
102 b could alter a wide variety of characteristics in the
process system. The sensors 102 a and actuators 102
b could represent any other or additional components in
any suitable process system. Each of the sensors 102 a
includes any suitable structure for measuring one or more
characteristics in a process system. Each of the actuators
102 b includes any suitable structure for operating on or
affecting one or more conditions in a process system.
The sensors and actuators may be generally referred to
as field devices.
[0011] At least one network 104 is coupled to the sen-
sors 102 a and actuators 102 b. The network 104 facili-
tates interaction with the sensors 102 a and actuators
102 b. For example, the network 104 could transport
measurement data from the sensors 102 a and provide
control signals to the actuators 102 b. The network 104
could represent any suitable network or combination of
networks. As particular examples, the network 104 could
represent an Ethernet network, an electrical signal net-
work (such as a HART or FOUNDATION FIELDBUS net-
work), a pneumatic control signal network, or any other
or additional type(s) of network(s).
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[0012] In the Purdue model, "Level 1" may include one
or more controllers 106, which are coupled to the network
104. Among other things, each controller 106 may use
the measurements from one or more sensors 102 a to
control the operation of one or more actuators 102 b. For
example, a controller 106 could receive measurement
data from one or more sensors 102 a and use the meas-
urement data to generate control signals for one or more
actuators 102 b. Multiple controllers 106 could also op-
erate in redundant configurations, such as when one con-
troller 106 operates as a primary controller while another
controller 106 operates as a backup controller (which
synchronizes with the primary controller and can take
over for the primary controller in the event of a fault with
the primary controller). Each controller 106 includes any
suitable structure for interacting with one or more sensors
102 a and controlling one or more actuators 102 b. Each
controller 106 could, for example, represent a multivari-
able controller, such as a Robust Multivariable Predictive
Control Technology (RMPCT) controller or other type of
controller implementing model predictive control (MPC)
or other advanced predictive control (APC). As a partic-
ular example, each controller 106 could represent a com-
puting device running a real-time operating system.
[0013] Two networks 108 are coupled to the controllers
106. The networks 108 facilitate interaction with the con-
trollers 106, such as by transporting data to and from the
controllers 106. The networks 108 could represent any
suitable networks or combination of networks. As partic-
ular examples, the networks 108 could represent a pair
of Ethernet networks or a redundant pair of Ethernet net-
works, such as a FAULT TOLERANT ETHERNET (FTE)
network from HONEYWELL INTERNATIONAL INC.
[0014] At least one switch/firewall 110 couples the net-
works 108 to two networks 112. The switch/firewall 110
may transport traffic from one network to another. The
switch/firewall 110 may also block traffic on one network
from reaching another network. The switch/firewall 110
includes any suitable structure for providing communica-
tion between networks, such as a HONEYWELL CON-
TROL FIREWALL (CF9) device. The networks 112 could
represent any suitable networks, such as a pair of Eth-
ernet networks or an FTE network.
[0015] In the Purdue model, "Level 2" may include one
or more machine-level controllers 114 coupled to the net-
works 112. The machine-level controllers 114 perform
various functions to support the operation and control of
the controllers 106, sensors 102 a, and actuators 102 b,
which could be associated with a particular piece of in-
dustrial equipment (such as a boiler or other machine).
For example, the machine-level controllers 114 could log
information collected or generated by the controllers 106,
such as measurement data from the sensors 102 a or
control signals for the actuators 102 b. The machine-level
controllers 114 could also execute applications that con-
trol the operation of the controllers 106, thereby control-
ling the operation of the actuators 102 b. In addition, the
machine-level controllers 114 could provide secure ac-

cess to the controllers 106. Each of the machine-level
controllers 114 includes any suitable structure for provid-
ing access to, control of, or operations related to a ma-
chine or other individual piece of equipment. Each of the
machine-level controllers 114 could, for example, repre-
sent a server computing device running a MICROSOFT
WINDOWS operating system. Although not shown, dif-
ferent machine-level controllers 114 could be used to
control different pieces of equipment in a process system
(where each piece of equipment is associated with one
or more controllers 106, sensors 102 a, and actuators
102 b).
[0016] One or more operator stations 116 are coupled
to the networks 112. The operator stations 116 represent
computing or communication devices providing user ac-
cess to the machine-level controllers 114, which could
then provide user access to the controllers 106 (and pos-
sibly the sensors 102 a and actuators 102 b). As particular
examples, the operator stations 116 could allow users to
review the operational history of the sensors 102 a and
actuators 102 b using information collected by the con-
trollers 106 and/or the machine-level controllers 114. The
operator stations 116 could also allow the users to adjust
the operation of the sensors 102 a, actuators 102 b, con-
trollers 106, or machine-level controllers 114. In addition,
the operator stations 116 could receive and display warn-
ings, alerts, or other messages or displays generated by
the controllers 106 or the machine-level controllers 114.
Each of the operator stations 116 includes any suitable
structure for supporting user access and control of one
or more components in the system 100. Each of the op-
erator stations 116 could, for example, represent a com-
puting device running a MICROSOFT WINDOWS oper-
ating system.
[0017] At least one router/firewall 118 couples the net-
works 112 to two networks 120. The router/firewall 118
includes any suitable structure for providing communica-
tion between networks, such as a secure router or com-
bination router/firewall. The networks 120 could repre-
sent any suitable networks, such as a pair of Ethernet
networks or an FTE network.
[0018] In the Purdue model, "Level 3" may include one
or more unit-level controllers 122coupled to the networks
120. Each unit-level controller 122 is typically associated
with a unit in a process system, which represents a col-
lection of different machines operating together to imple-
ment at least part of a process. The unit-level controllers
122 perform various functions to support the operation
and control of components in the lower levels. For exam-
ple, the unit-level controllers 122 could log information
collected or generated by the components in the lower
levels, execute applications that control the components
in the lower levels, and provide secure access to the com-
ponents in the lower levels. Each of the unit-level con-
trollers 122 includes any suitable structure for providing
access to, control of, or operations related to one or more
machines or other pieces of equipment in a process unit.
Each of the unit-level controllers 122 could, for example,
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represent a server computing device running a MICRO-
SOFT WINDOWS operating system. Although not
shown, different unit-level controllers 122 could be used
to control different units in a process system (where each
unit is associated with one or more machine-level con-
trollers 114, controllers 106, sensors 102 a, and actuators
102b).
[0019] Access to the unit-level controllers 122 may be
provided by one or more operator stations 124. Each of
the operator stations 124 includes any suitable structure
for supporting user access and control of one or more
components in the system 100. Each of the operator sta-
tions 124 could, for example, represent a computing de-
vice running a MICROSOFT WINDOWS operating sys-
tem.
[0020] At least one router/firewall 126 couples the net-
works 120 to two networks 128. The router/firewall 126
includes any suitable structure for providing communica-
tion between networks, such as a secure router or com-
bination router/firewall. The networks 128 could repre-
sent any suitable networks, such as a pair of Ethernet
networks or an FTE network.
[0021] In the Purdue model, "Level 4" may include one
or more plant-level controllers 130coupled to the net-
works 128. Each plant-level controller 130 is typically as-
sociated with one of the plants 101 a-101 n, which may
include one or more process units that implement the
same, similar, or different processes. The plant-level con-
trollers 130 perform various functions to support the op-
eration and control of components in the lower levels. As
particular examples, the plant-level controller 130 could
execute one or more manufacturing execution system
(MES) applications, scheduling applications, or other or
additional plant or process control applications. Each of
the plant-level controllers 130 includes any suitable struc-
ture for providing access to, control of, or operations re-
lated to one or more process units in a process plant.
Each of the plant-level controllers 130 could, for example,
represent a server computing device running a MICRO-
SOFT WINDOWS operating system.
[0022] Access to the plant-level controllers 130 may
be provided by one or more operator stations 132. Each
of the operator stations 132 includes any suitable struc-
ture for supporting user access and control of one or more
components in the system 100. Each of the operator sta-
tions 132 could, for example, represent a computing de-
vice running a MICROSOFT WINDOWS operating sys-
tem.
[0023] At least one router/firewall 134 couples the net-
works 128 to one or more networks 136. The router/fire-
wall 134 includes any suitable structure for providing
communication between networks, such as a secure
router or combination router/firewall. The network 136
could represent any suitable network, such as an enter-
prise-wide Ethernet or other network or all or a portion
of a larger network (such as the Internet).
[0024] In the Purdue model, "Level 5" may include one
or more enterprise-level controllers 138 coupled to the

network 136. Each enterprise-level controller 138 is typ-
ically able to perform planning operations for multiple
plants 101 a-101 n and to control various aspects of the
plants 101 a-101 n. The enterprise-level controllers 138
can also perform various functions to support the oper-
ation and control of components in the plants 101 a-101
n. As particular examples, the enterprise-level controller
138 could execute one or more order processing appli-
cations, enterprise resource planning (ERP) applica-
tions, advanced planning and scheduling (APS) applica-
tions, or any other or additional enterprise control appli-
cations. Each of the enterprise-level controllers 138 in-
cludes any suitable structure for providing access to, con-
trol of, or operations related to the control of one or more
plants. Each of the enterprise-level controllers 138 could,
for example, represent a server computing device run-
ning a MICROSOFT WINDOWS operating system. In
this document, the term "enterprise" refers to an organ-
ization having one or more plants or other processing
facilities to be managed. Note that if a single plant 101 a
is to be managed, the functionality of the enterprise-level
controller 138 could be incorporated into the plant-level
controller 130.
[0025] Access to the enterprise-level controllers 138
may be provided by one or more operator stations 140.
Each of the operator stations 140 includes any suitable
structure for supporting user access and control of one
or more components in the system 100. Each of the op-
erator stations 140 could, for example, represent a com-
puting device running a MICROSOFT WINDOWS oper-
ating system.
[0026] Various levels of the Purdue model can include
other components, such as one or more databases. The
database(s) associated with each level could store any
suitable information associated with that level or one or
more other levels of the system 100. For example, a his-
torian 141 can be coupled to the network 136. The his-
torian 141 could represent a component that stores var-
ious information about the system 100. The historian 141
could, for instance, store information used during pro-
duction scheduling and optimization. The historian 141
represents any suitable structure for storing and facilitat-
ing retrieval of information. Although shown as a single
centralized component coupled to the network 136, the
historian 141 could be located elsewhere in the system
100, or multiple historians could be distributed in different
locations in the system 100.
[0027] In particular embodiments, the various control-
lers and operator stations in FIG. 1 may represent com-
puting devices. For example, each of the controllers
could include one or more processing devices 142 and
one or more memories 144 for storing instructions and
data used, generated, or collected by the processing de-
vice(s) 142. Each of the controllers could also include at
least one network interface 146, such as one or more
Ethernet interfaces or wireless transceivers. Also, each
of the operator stations could include one or more
processing devices 148 and one or more memories 150
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for storing instructions and data used, generated, or col-
lected by the processing device(s) 148. Each of the op-
erator stations could also include at least one network
interface 152, such as one or more Ethernet interfaces
or wireless transceivers.
[0028] Over time, a need or desire to upgrade one or
more components in an industrial process control and
automation system develops. This is true for distributed
control system (DCS) operations as well as other sys-
tems. With the substantial base of installed automation
devices already existing in numerous industrial process
control and automation systems there is a need to adapt
existing automation devices that were developed for OS
(operating system) task or process/thread-based archi-
tecture to more modern architecture. An example of mod-
ern architecture is software container architecture, which
is a form of virtualization that allows for greater granularity
and segmentation of software modules, thereby improv-
ing reliability, security, resources utilization, and engi-
neering efficiency.
[0029] Containers in container architecture provides
isolation within which applications can be instantiated
and executed. Typically, containers virtualize CPU,
memory, storage, and network resources at the OS-level,
thereby providing a sandboxed view of the OS logically
isolated from other applications. Container architecture
is applied herein to control devices employed in industrial
automation systems. In industrial automation systems,
unique requirements exist due to the very nature of in-
dustrial process automation systems compared to, for
example, traditional information technology systems. For
example, real time execution requirements and highly
deterministic requirements must be met for industrial au-
tomation systems. Further, control devices are often re-
source limited, such as limited memory and limited CPU,
and resource utilization is a concern. In industrial auto-
mation systems, care must be taken as to how a container
may be engineered and deployed into the system. Addi-
tionally, not only does a container and its instantiated
applications need to be considered, but also the man-
agement and platform that supports the container. It is
envisioned that some functions may be deployed and
executed as containers, while other functions may be
deployed and executed using different architecture, such
as the existing architecture of an existing control device.
Some applications may need intimate access to the hard-
ware and there may be advantages to maintain a different
architecture for these functions. However, other func-
tions in the same control device may adapt to the con-
tainer architecture.
[0030] Employing one or more containers in a control
device allows the applications instantiated in the contain-
er to be abstracted from the hardware. Many industrial
automation applications today run on the firmware of con-
trol devices. Moving applications to a container architec-
ture allows for the container to run on available hardware
in the control device, even if that hardware is different
from control device to control device. The container ar-

chitecture is flexible and may operate on the hardware
that is available. Upon instantiating an application as a
container, the application then becomes portable. Rep-
lication across multiple control devices becomes man-
ageable.
[0031] Applying container architecture to control de-
vices in an industrial automation system includes instan-
tiating at least one of the following applications as a con-
tainer: control execution algorithm, communication algo-
rithm and or redundancy control algorithm. Each of the
listed algorithms may be built, packaged, and instantiated
as a separate container, or any combination of the listed
algorithms may be built, packaged and instantiated as a
single container. The container is implemented and ex-
ecuted in the control device. The existing control logic of
the industrial control automation system need not be re-
written, and operators can migrate to a new control device
with enhanced capability without having to rewrite the
control logic. Additionally, pre-existing control models
may be adapted to containers without the control model
being re-written
[0032] Employing containers creates a more flexible
control device able to move to next-generation type ca-
pabilities and provide a viable migration path. For exam-
ple, Internet of things (IoT) applications such as alarm
management, analytics, advanced predictive control
may be moved to the edge or embedded in the control
device in a sale and secure manner.
[0033] Containers further provide the opportunity to
use a variety of software modules in the control device.
Purchased software modules may be employed and not
all require custom coding and generation. In an existing
control devices, adapting to a container architecture pro-
vides the opportunity for software modules to be incor-
porated even though previously only software was that
embedded in the control device by, for example, the man-
ufacturer, could be available. The flexibility of the control
device is increased while at the same time the run time
provided by the control device is preserved. The preser-
vation of run time is important because of the limited re-
sources typically found in existing processors of control
devices. At the same time, containers provide isolation
so proprietary modules may be employed using a con-
tainer and then deployed while at the same time main-
taining the confidentiality of the proprietary module. The
benefit of the proprietary software is achieved on an ex-
isting control device while maintaining the secrecy of the
proprietary software. Containers further provide a new
method to simplify with greater granularity on-process
software upgrades and migrations. Control automation
software may be packaged and tested and then be avail-
able to run on different types of control devices as needs
arise.
[0034] The container architecture may be utilized in
DCS operations with the control execution and redun-
dancy that are unique to DCS. Programable logic control
(PLC) systems have control engines and redundancy
that are different from that in a DCS.

9 10 



EP 3 757 701 A1

8

5

10

15

20

25

30

35

40

45

50

55

[0035] The container is abstracted away from the op-
erating system and the hardware. Therefore, to execute
applications instantiated as container, the control device
needs to have a platform able to service and support
container architecture. The platform is the infrastructure
holding the containers. Of the existing or future control
devices, some of the control devices have such platforms
and would be eligible to adaptation to a container archi-
tecture. New control devices can be designed to support
container architecture and be designed with a suitable
platform to support the containers. The platform would
provide resources supporting the containers, especially
those functions that have been abstracted from the con-
tainer. The platform provides the container run time and
virtualization services to the containers. Any platform that
supports the container run time maybe used to support
the containers described herein.
[0036] For example, the platform would need to pro-
vide communication services. The platform would also
need to provide schedular services to ensure that the
process execution exercising the control functions oper-
ates in a real time manner. The platform would need to
provide communication services between two or more
containers running on the same hardware platform. On
a given controller, there may be more than one container.
Each container provides isolation but at the same time,
the applications may need to communicate with one an-
other. The platform provides such communication serv-
ices. The platform is the container run time onto which
the containers are deployed. The container is associated
with the platform and the platform provides the services
to start the container, stop the container, schedule the
container and so on.
[0037] In one embodiment, the control engine, such as
control execution environment (CEE), that is currently
present in today’s control devices and operated with pre-
vious architecture is now packaged and instantiated as
a container and deployed with the platform in the control
device. In another embodiment, the control function and
a communication application layer are packaged as a
stand-alone modular container. In a particular control de-
vice such as the Honeywell C300 control device, the con-
trol function is CEE. Redundancy management may be
included in the container so that each control container
is monolithic and drives to its own atomic cleanpoint. At
a more detailed level and with reference to CEE, a con-
tainer may be packaged with CEE Control Kernel fore-
ground; CEE Control Kernal, background (parameter ac-
cess task); CEE Control Functions; Control Data Access
(CDA); Notification Generator; CDA Responder Object
Adapter; CDA Initiator Object Adapter; I/O Manager; and
CEE Redundancy Management.
[0038] In another embodiment, employing virtualiza-
tion for control, an exemplary container would be instan-
tiated with control and communications functions.
[0039] Communications, including peer, supervisory,
and I/O, are included in either the container or the plat-
form, as discussed above, so that control execution con-

tainers can communicate with each other whether on the
same node or on different physical nodes using an ap-
plication communication layer such as Control Data Ac-
cess, Universal Control Network Communication (UC-
NC) or OPC UA. Further, the control execution notifica-
tion generator, which provides alarms and events, needs
to execute in proximity with the control functions. Also,
the I/O management includes shed management, I/O in-
itialization on hot, warm, and cold start, output distribution
in coordinated coherent manner to prevent retrograde
outputs and proper loop latency and other timing man-
agement.
[0040] Turning to Figure 2a, control device 200 has
processor 202 having infrastructure 214 including micro-
processor, memory, and network interface 216, and hav-
ing platform 212 where platform 212 supports and serv-
ices container architecture. Figure 2a shown an embod-
iment comprising three containers 204, 206, and 208.
Each container 204, 206, 208 may have separate instan-
tiated applications. For example, container 204 is instan-
tiated with at least control execution, container 206 is
instantiated with at least communication, and container
208 is instantiated with at least redundancy manage-
ment. Figure 2b shows control device 200 having proc-
essor 202 in turn having infrastructure 214 and platform
212 where platform 212 supports and services container
architecture. In one embodiment, platform 212 is config-
ured to provide one of communication services, sched-
ular services, or redundancy management services to
the container(s). In another embodiment, platform 212
provides communication services, schedular services,
and redundancy management services to the containt-
er(s). However, Figure 2b shows an embodiment where
a single container 210 is instantiated with multiple appli-
cations. For example, in one embodiment container 210
is instantiated with the application functions of control
execution and communication and redundancy.
[0041] Turning now to high availability for container-
based control execution, a set of nodes, for example con-
trol devices, execute a set of containers where each con-
tainer is backed up so that in the event of a failure the
primary mission may be continued. In other words, a set
of nodes such as the control devices or virtual servers,
have container platforms capable of supporting container
architecture and that host one or more containers. The
container platforms are part of a high availability man-
agement network that connects the set of container plat-
forms together provide the container run times of those
platforms. Through the high availability management net-
work, the platforms communicate with one another so
that the status of each is known. For example, which
containers are running on each specific node and which
containers across the nodes are running which specific
applications are known. In the event of a failure of one
specific node, the remaining container platforms detect
the failure through the intercommunication of the con-
tainer platforms via the high availability management net-
work. The specific node that is in failure and the specific
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containers of that node are detected via the high availa-
bility management network. If an entire node has failed,
the containers assigned to the failed node are redistrib-
uted among the remaining operational nodes via the high
availability management network. The redistributed con-
tainers continue to execute their function on the new host
node. If only one or some of the containers of a specific
node has failed, the container platforms detect the failure
via the intercommunication through the high availability
management network. The functions of the failed con-
tainers may be redistributed to other containers or nodes
so that operations continue. High availability is provided
since even if a node is in failure, remaining nodes with
containers and container platforms that are not in a failed
state may accept assignment and continue the functions
of the failed node. For example, a control execution con-
tainer function of a failed node may be executed instead
by another control execution container of another node
which is not in a failed state.
[0042] The high availability is achieved even though
the nodes or platforms may not be all of the same type.
In other words, the set of nodes may be heterogeneous.
Different types of nodes may be networked together as
a set, such as different generations of control devices,
or perhaps an industrial computer, or a virtual platform.
The nodes may be physical hardware or may be virtual
nodes. Virtual nodes are particularly effective to operate
during the time it takes to repair a physical hardware
node. Similarly, different platforms may be networked to-
gether. Because of the container architecture used and
the abstracting of the containers from the hardware, a
heterogeneous mixture of platform types is networked to
function together.
[0043] High availability though the orchestration of a
set of nodes with platforms supporting container archi-
tecture in a process control setting requires a high degree
of determinism and care that the underlying process be-
ing controlled is not affected. For example, the orches-
tration for high availability in a control setting redistributes
and continues the functions of a failed container or node
within a few hundred milliseconds of the container or
node failing.
[0044] As mentioned previously the nodes themselves
may be physical hardware or virtual, or a set of nodes
may be a mix of physical hardware or virtual environ-
ments. Nodes may be physical embedded control devic-
es with platforms to support container architecture and
provide container run time, and within a set of nodes there
can be virtual infrastructure with a virtual server, which
can allow for additional capacity. Furthermore, different
generations of control devices may be part of the set of
nodes. Different manufactures of control devices may be
part of the set of nodes. The use of containers, where
the applications are not run on the operating system of
a controller, but instead is supported by a platform, and
the abstracting of the applications instantiated in the con-
tainers from the hardware provides the opportunity for a
heterogeneous set of nodes to be employed.

[0045] In previous systems, code and applications
were imbedded within hardware and the hardware was
integral to the executing of functions. With the container-
based architecture herein, functions to be executed are
in a containerized application and the hardware provides
a container runtime though a platform onto which a con-
tainer is deployed. The platforms support redundancy so
that if a node fails, a second node starts one or more
containers of the second node and synchronized the data
from where the failed node left off and transfers the state.
The platform is able to start, host, package applications,
and provide services to run the containerized applica-
tions.
[0046] In addition, the platforms within the nodes fur-
ther provide I/O (input/output) data devices such as to
the support container need to have access to I/O data.
The platforms may be networked to and I/O network,
which may be a primary and secondary network, to pro-
vide communication services between the I/O network
and the containers. If a container is redeployed to a dif-
ferent node, the platform of the new node is also con-
nected to the I/O network and is therefore able to recon-
nect to the newly started container to the I/O network so
that the container may continue to fulfill the control mis-
sion.
[0047] Turning to Figure 3, a portion of an industrial
control automation 500 has heterogeneous set of control
nodes 502 containing several physical control devices
504, 506, and 508 and several virtual servers 510, and
512. Each node in set 502 is connected to a primary
control network 514 and a secondary control network 516
where the control networks are fault tolerant ethernet net-
works. Among other things, the control networks allow
for the uplinks to human machine interfaces. Each node
in set 502 is further connected to a primary I/O mesh
network 518 and a secondary I/O mesh network 520.
Each node in 502 have equal access to the I/O through
the primary I/O mesh network 518 and the secondary I/O
mesh network 520. Each node in set 502 is additionally
connected to a high management network 522 which
connects the nodes in set 502 to one another.
[0048] The high management network 522 allows for
an initial synchronization of the control environments of
the set of nodes 502 by polling the mesh of control hard-
ware to determine the capacity of each of the nodes. A
load calculation for each control container is performed
and the results are fit against the available resources of
a node, such as memory and CPU. Based on this anal-
ysis, containers are initially assigned to nodes, and in a
redundant system, both the primary containers and the
secondary containers are initially assigned. Each control
container may perform a trickle synchronization as de-
scribed in US 6,272,386. Synchronization maintenance
may continue, and each container executes to an atomic
clean point, at which time the primary container commu-
nicates its changed state to the secondary container. It
is not necessary that each container drive to the same
synchronous atomic clean point as the container itself

13 14 



EP 3 757 701 A1

10

5

10

15

20

25

30

35

40

45

50

55

will be complete with regards to its control mission, its
I/O relationships and its peer relationships. For failover,
each node which is acting to provide backup capabilities
polls the primary node periodically to verify that it remains
healthy and is able to detect primary node hardware fail-
ure. When this happens, the secondary function is made
primary and takes control of the I/O. The secondary can
initiate a failover on a per-container basis as opposed to
a per node basis. In this way, a software fault in any one
container is compensated for by redundancy with a sec-
ondary container which can resolve the failure and main-
tain the core control mission.
[0049] Turning to Figure 4, three control devices, 602,
604 and 606 are each connected to a high availability
management network 608. In this embodiment, the
nodes are shown as physical control devices, but the
invention is not limited to only physical control devices
and the overall set of nodes may include virtual servers.
Furthermore, due to the use of containers, the set of
nodes may be a heterogeneous set of nodes, allowing
for different types of control devices to be included in the
set of nodes.
[0050] In Figure 4, each control device has at least two
types of containers instantiated with one or more appli-
cations, and a platform to host the containers and provide
a container run time. It is important to note that Figure 4
is only one possible embodiment. Additional control de-
vices may be included, and not every control device has
a primary container. Some control devices or nodes may
be included to provide extra capacity when needed. At a
first point in time, control device 602 is assigned primary
responsibility for container P1, control device 604 is as-
signed primary responsibility for container P2 and control
device 606 is assigned primary responsibility for contain-
er P3. Control device 602 is also assigned secondary
responsibility for container S1, control device 604 is as-
signed secondary responsibility for container S2 and con-
trol device 606 is assigned secondary responsibility for
container S3. P1 and S1 form a first redundancy relation-
ship, P2 and S2 form a second redundancy relationship
and P3 and S3 form a third redundancy relationship.
[0051] In the redundancy relationships, the redundan-
cy has an initial synchronization as to the initial state of
the containers and subsequently, any changes that hap-
pen as the control is being executed are sent from the
primary to the secondary container so that the secondary
container continually has an up-to-date state so if the
primary fails the secondary can immediately take over
and become the new primary. Thus, the synchronization
of the data between the primary container and the sec-
ondary container in a redundant pair of containers is
maintained during operation. Figure 6 shows the control
devices and containers in steady state.
[0052] Figure 5 shows the situation where control de-
vice 606 has moved to a failed state. Although Figure 5
shows a node, control device 606 as a failed state, the
disclosure here is also directed to the situation where
only a container is in a failed state as opposed to the

node. For example, a software fault may occur where
only one or more contains have failed but the nodes them-
selves have not failed.
[0053] Figure 6 shows the high availability of the sys-
tem as control devices 602 and 603 through high man-
agement network 608 detect that control device 606 is
in a failed state and that the primary container P3 of con-
trol device 606 is no longer available. The secondary
container S3 of control device 602 takes over for una-
vailable primary container P3 of control device 606. How-
ever, primary container P1 in control device 602 no longer
has an available redundancy partner since control device
606 is in a failed state. P1 of control device 602, through
its host platform and high management network 608,
queries the remaining control devices including control
device 604 to determine available capacity sufficient to
start up a container that contains the secondary partner
to P1 and then to synchronize the data. In this example,
control device 604 has sufficient capacity and sends a
message through its platform and network 608 to P1 of
control device 602. The platform of control device 604 is
instructed to start up an instance of container S1 and
synchronize the data with container P1 of control device
602. Multiple control device failures may be tolerated pro-
vided there is sufficient capacity in the remaining control
devices to start containers needed and synchronize data.
Containers, as part of their description or definition can
specify what are the requirement of that container, which
could be memory, CPU and the like. In that way, the
platform can detect whether sufficient capacity exists in
a control device to initiate a given container. The platform
also keeps track of the amount of available capacity in
the control device to be able communicate that amount
to other platforms in other control devices. Therefore,
instructions to initiate a container will only be provided to
control devices having sufficient capacity to start the con-
tainer and synchronize the data and maintain the on-
going data synchronization. The high management net-
work 608 provides the communication between the plat-
forms of all of the control devices and allows for the high
availability of the overall system. With the platforms of
the different control devices communicating with one an-
other, the system can detect when one control device is
failed and detect which of the remaining control devices
have sufficient capacity to take over which of the con-
tainers on the failed control device. In this way multiple
failures may be tolerated, to an extent beyond a tradi-
tional redundancy system. Because containers are ab-
stracted from the hardware, containers provide the ability
to operate on a heterogeneous set of platforms. One ex-
ample of the importance of this feature is when a set of
platforms may include both the control devices and a
large capacity on a virtual server. While a plant engineer
may not want to run continuously on a virtual server, when
there are a large number of failures, the virtual server
may run the containers during the time it takes to repair
the faults of the physical control devices.
[0054] Figure 7 shows where control device 606 has
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been repaired and has just been removed from a failed
status. Control device 606, having been just returned to
service, is not running any containers. With the return of
control device 606, the is a need to balance the load of
all the control devices on the system Figure 8 shows the
start up and synchronization of secondary container S2
on control device 606. Figure 9 shows that after start-up
and synchronization of the data of container S2 on control
device 606, container S2 on control device 606 is
changed to become the primary container, P2 on control
device 606, and the primary container P2 on control de-
vice 604 is changed to become the secondary container
S2 on control device 604. In this way, each control device
602, 604, and 606 has a primary container. Figure 10
shows the continued load balancing across the control
devices as secondary container S1 is started on control
device 606 and synchronized with secondary container
S1 on control device 604. Upon completion of the syn-
chronization, secondary container S1 on control device
604 is shut down and secondary container S1 on control
device 606 continues to provide the redundant partner
to primary container P1 on control device 602.
[0055] The Figures 3 through 10 illustrate a system
having a one to many type of redundant system, that
advantageously uses containers to fulfil multiple control
missions. The multiple control missions can be backed
up by one or more hardware devices with the full ability
to account for node failover to multiple control devices in
a mesh. The mesh then provides new backups among
available hardware.

EMBODIMENTS

[0056] A first embodiment is a high availability indus-
trial control automation system comprising: a set of nodes
wherein each node comprises a processor configured
with a platform supporting container architecture; each
node comprising one or more containers instantiated with
at least one application function selected from control
execution, communication, and redundancy manage-
ment; and a high availability management network con-
necting the platforms of the nodes in the set of nodes.
Another embodiment is the first embodiment wherein the
set of nodes is a heterogeneous set of nodes. Another
embodiment is the first embodiment wherein the set of
nodes comprises physical control devices and virtual
servers. Another embodiment is the first embodiment fur-
ther comprising a primary control network and a second-
ary control network wherein each node is connected to
both the primary control network and the secondary con-
trol network. Another embodiment is the first embodiment
further comprising a primary I/O network and a secondary
I/O network wherein each node is connected to both the
primary I/O network and the secondary I/O network. An-
other embodiment is the first embodiment wherein at
least a first container of a first node and a second con-
tainer of a second node are present in a redundant rela-
tionship. Another embodiment is the first embodiment

wherein the platform enables container runtime services
to the containers.
[0057] A second embodiment is a high availability in-
dustrial control method comprising: providing a set of
nodes, each node comprising a processor configured
with a platform supporting container architecture and
each node comprising one or more containers instanti-
ated with at least one application function selected from
control execution, communication, and redundancy man-
agement, wherein each node is connected to a high avail-
ability management network; detecting a failure state of
one or more nodes by communications though the high
availability management network; identifying the contain-
ers assigned to the one or more nodes detected in a
failure state; determining available capacity in the re-
maining nodes by communications though the high avail-
ability management network; redistributing the contain-
ers previously assigned to the one or more nodes detect-
ed in a failure state to one or more remaining nodes based
on the determined available capacity; and automatically
starting the redistributed containers. Another embodi-
ment is the second embodiment further comprising de-
tecting I/O connections assigned to the one or more
nodes detected in a failure state and reassigning the I/O
connections along with the redistributing of the contain-
ers. Another embodiment is the second embodiment
wherein the set of nodes are a heterogeneous set of
nodes. Another embodiment is the second embodiment
wherein the set of nodes comprise physical and virtual
nodes. Another embodiment is the second embodiment
wherein the containers include redundant pairs of con-
tainers where each member of the pair is assigned to a
different node. Another embodiment is the second em-
bodiment further comprising determining which of the
containers assigned to the one or more nodes detected
in a failure state are primary containers in a redundant
pair of a primary container and a secondary container
and elevating the corresponding secondary container to
function as a new primary container. Another embodi-
ment is the second embodiment further comprising de-
tecting a change in status of a node from a failure state
and rebalancing the distribution of containers across
nodes in a non-failure state. Another embodiment is the
second embodiment wherein the determining available
capacity comprises communicating predetermined con-
tainer requirements though the high availability manage-
ment network. Another embodiment is the second em-
bodiment wherein the automatically starting the redistrib-
uted containers further comprises automatically synchro-
nizing data from a remaining member of the redundant
pair of containers.
[0058] A third embodiment is a high availability indus-
trial control method comprising: providing a set of nodes,
each node comprising a processor configured with a plat-
form supporting container architecture and each node
comprising one or more containers instantiated with at
least one application function selected from control exe-
cution, communication, and redundancy management,
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wherein each node is connected to a high availability
management network; detecting a failure state of one or
more containers by communications though the high
availability management network; identifying the failed
container assigned to the one or more nodes and iden-
tifying the capacity requirements of the failed container;
determining available capacity in the nodes by commu-
nications though the high availability management net-
work; redistributing the one or more failed containers to
one or more nodes based on the determined available
capacity and the capacity requirements of the one or
more containers; and automatically starting and synchro-
nizing the redistributed one or more containers. Another
embodiment is the third embodiment wherein the set of
nodes comprise a heterogenous mixture of nodes. An-
other embodiment is the third embodiment further com-
prising detecting I/O connections assigned to the one or
more containers detected in a failure state and reassign-
ing the I/O connections along with the redistributing of
the containers. Another embodiment is the third embod-
iment further comprising determining which of the one or
more containers in a failure state are primary containers
in a redundant pair of a primary container and a second-
ary container and elevating the corresponding secondary
container to function as a new primary container.

Claims

1. A high availability industrial control automation sys-
tem comprising:

a. a set of nodes wherein each node comprises
a processor configured with a platform support-
ing container architecture; each node compris-
ing one or more containers instantiated with at
least one application function selected from con-
trol execution, communication, and redundancy
management; and
b. a high availability management network con-
necting the platforms of the nodes in the set of
nodes.

2. The system of claim 1 wherein the set of nodes is a
heterogeneous set of nodes.

3. The system of claim 1 further comprising a primary
control network and a secondary control network
wherein each node is connected to both the primary
control network and the secondary control network.

4. The system of claim 1 further comprising a primary
I/O network and a secondary I/O network wherein
each node is connected to both the primary I/O net-
work and the secondary I/O network.

5. The system of claim 1 wherein at least a first con-
tainer of a first node and a second container of a

second node are present in a redundant relationship.

6. A high availability industrial control method compris-
ing:

a. providing a set of nodes, each node compris-
ing a processor configured with a platform sup-
porting container architecture and each node
comprising one or more containers instantiated
with at least one application function selected
from control execution, communication, and re-
dundancy management, wherein each node is
connected to a high availability management
network;
b. detecting a failure state of one or more nodes
by communications though the high availability
management network;
c. identifying the containers assigned to the one
or more nodes detected in a failure state;
d. determining available capacity in the remain-
ing nodes by communications though the high
availability management network;
e. redistributing the containers previously as-
signed to the one or more nodes detected in a
failure state to one or more remaining nodes
based on the determined available capacity; and
f. automatically starting the redistributed con-
tainers.

7. The method of claim 6 further comprising detecting
I/O connections assigned to the one or more nodes
detected in a failure state and reassigning the I/O
connections along with the redistributing of the con-
tainers.

8. The method of claim 6 wherein the containers in-
clude redundant pairs of containers where each
member of the pair is assigned to a different node.

9. The method of claim 6 further comprising determin-
ing which of the containers assigned to the one or
more nodes detected in a failure state are primary
containers in a redundant pair of a primary container
and a secondary container and elevating the corre-
sponding secondary container to function as a new
primary container.

10. The method of claim 6 further comprising detecting
a change in status of a node from a failure state and
rebalancing the distribution of containers across
nodes in a non-failure state.
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