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Description

TECHNICAL FIELD

[0001] The invention relates generally to communica-
tion networks and, more specifically but not exclusively,
to rerouting of packets in communication networks.

BACKGROUND

[0002] Internet Protocol (IP) Fast Reroute, as de-
scribed in Request for Comment (RFC) 5286, is a tech-
nique for forwarding traffic within a network, without in-
curring loss during an outage, when there is sufficient
redundancy in the network to support alternative paths.
More specifically, RFC 5286 describes a technique for
using loop-free alternates to provide local protection for
traffic, in pure IP networks and in Multiprotocol Label
Switching (MPLS) networks using the Label Distribution
Protocol (LDP), in the event of a failure condition (e.g.,
failure of a link, node, or shared risk link group (SRLG).
[0003] In many IP networks employing IP Fast Re-
route, for example, the IP networks may recover from
failures by rerunning a shortest path algorithm while as-
suming that the failed component does not exist in the
IP network, which generally leads to an alternative route
via which the IP networks may resume forwarding of the
traffic. Disadvantageously, however, rerouting packets
via alternate routes within the context of LDP is generally
too slow to satisfy customer Quality-of-Service (QoS) ex-
pectations for voice and other applications (e.g., the as-
sociated recovery/reroute time may exceed several sec-
onds) and, further, packets forwarded to a node associ-
ated with a dropped link may be routed in a manner that
creates a loop condition that may render a portion of the
network unusable.
[0004] Atlas, E. defines and describes in "U-turn Alter-
nates for IP/LDP Fast-Reroute" the use of U-turn alter-
nates to provide local protection for IP unicast and/or
LDP traffic in the event of a single failure, whether link,
node or shared risk link group (SRLG). One proposed
way to explicitly mark U-turn packets is to use a well-
known MPLS label (referred to as a U-turn Label). By
requiring that routers supporting this specification use
the same well-known MPLS label, there is no need to
communicate the label. If a router does not support any
other MPLS mechanism, then a packet received with the
U-turn label can be clearly identified from the layer-2 in-
formation indicating that the packet is MPLS.

SUMMARY

[0005] Various deficiencies in the prior art are ad-
dressed by embodiments of a u-turn fast rerouting capa-
bility.
[0006] The invention is defined by the independent
claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] The teachings herein can be readily understood
by considering the following detailed description in con-
junction with the accompanying drawings, in which:

FIG. 1 depicts an exemplary communication network
illustrating use of u-turn labels to facilitate rapid re-
routing of LDP packets;
FIG. 2 depicts an embodiment illustrating an original
packet having an LDP label and an original packet
having an LDP label and a u-turn label;
FIG. 3 depicts one embodiment of a method for con-
figuring a node of the exemplary communication sys-
tem of FIG. 1 to support rapid rerouting of LDP pack-
ets using u-turn labels;
FIG. 4 depicts one embodiment of a method for rapid
rerouting of an LDP packet using a u-turn label;
FIG. 5 depicts one embodiment of a method for en-
abling a target node to add a u-turn label to a packet
for informing a node from which the packet was re-
ceived that the packet is being returned to the node
deliberately;
FIG. 6 depicts one embodiment of a method for
processing a packet received at a node;
FIG. 7 depicts one embodiment of a method for
processing a packet received at a node; and
FIG. 8 depicts a high-level block diagram of a com-
puter suitable for use in performing the functions de-
scribed herein.

[0008] To facilitate understanding, identical reference
numerals have been used, where possible, to designate
identical elements that are common to the figures.

DETAILED DESCRIPTION OF ILLUSTRATIVE EM-
BODIMENTS

[0009] A u-turn fast rerouting capability is depicted and
described herein. The u-turn fast rerouting capability en-
ables fast rerouting of packets in a manner preventing
dropping of packets and preventing formation of forward-
ing loops.
[0010] Although the u-turn fast rerouting capability is
primarily depicted and described herein within the con-
text of an Internet Protocol (IP) / Multiprotocol Label
Switching (MPLS) network running the Label Distribution
Protocol (LDP), it will be appreciated that the u-turn fast
rerouting capability may be utilized in other suitable types
of communication networks using other suitable proto-
cols.
[0011] Various embodiments of the u-turn fast rerout-
ing capability may be better understood by first consid-
ering an example of a network in which a source node
(S) is transmitting traffic to a destination node (D) where
the network includes two different paths from S to D. In
this example, assume that a first of the two paths travers-
es a first intermediate node (A) to form a path S-A-D and
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that a second of the two paths traverses a second inter-
mediate node (B) to form a path S-B-D. In this example,
further assume that the link weights of all of the links
between the nodes are the same.
[0012] In this example, assume that traffic is flowing
on the first (normal) path S-A-D until the S-A link fails, at
which point the routing protocol of the network runs a
shortest path algorithm while ignoring the S-A link and,
thus, identifies the second (alternate) path S-B-D. This
recovery time is typically on the order of a few seconds,
during which time the packets destined for D are dropped
at S due to lack of an alternate path to D. If the application
at D, for which the traffic is intended, can recover from
loss, the application can continue with, most likely, only
a minor glitch during the recovery period. This could
mean that the application at D can ignore the lost packets
(e.g., as a voice or video application may do) or the ap-
plication at S can retransmit the lost packets to D (e.g.,
as an FTP transfer may do). In this approach, however,
the recovery time can be significant for many applications
(e.g., voice applications typically expect round-trip re-
sponse times of less than 250 milliseconds for reasona-
ble interactivity, such that it is unacceptable to have 3 to
5 seconds of missing voice packets during an outage
recovery scenario such as the one in the example de-
scribed above).
[0013] A solution to the problem of the example de-
scribed above is for S to send the packets to B, with an
expectation that B would forward the packets to D such
that the packets are not lost. For example, if S computed
the path from B to D, and determined that it was a safe
path for purposes of forwarding packets to D, then S could
send the packets to B with an expectation that B would
forward the packets to D by identifying the path B-D as
the best path along which to forward the packets received
from S. In the example above, given that the link weights
of all of the links between the nodes are the same, B
would identify the path B-D as the best path along which
to forward the packets received from S and, thus, would
forward the packets to D. However, certain situations
may arise in which B would not identify the path B-D as
the best path along which to forward packets received
from S and, thus, rather than forwarding the packets to-
ward D along the path B-D, would instead forward the
packets to S along the path B-S-A-D. These situations
may be better understood by considering two modifica-
tions to the example described above.
[0014] In the original example above, there is a link
between nodes B and D. Now consider a modified version
of the above example in which there is no link between
nodes B and D. In this case, the best (and only) path from
B to D is via the path B-S-A-D. As a result, in this modified
example, until B learns that link S-A has failed, B will
continue to forward the packets received from S back to
S. The result, however, is a tight forwarding loop between
S and B, which will render that portion of the network
unusable (e.g., until a time-to-live (TTL) field of the packet
reaches zero and the packet is dropped). Thus, S should

forward packets to B only if the path is safe, i.e., the path
from B to D does not return to S. In this example, since
there is no path from B to D, the best thing for S to do is
to drop the packets intended for D (which will occur after
the failure is detected and the shortest path algorithm is
run).
[0015] In the original example above, the weights of all
of the links between the nodes are the same. Now con-
sider a modified version of the above example in which
the weight of the link B-D is greater than the combined
weight of links B-S, S-A, and A-D. In this case, although
there are two paths from B to D, B will consider the path
B-S-A-D to be a better path than path B-D, due to the
difference in weights. As a result, in this modified exam-
ple, until B learns that link S-A has failed and the routing
protocol converges, B will continue to identify the path
B-S-A-D as the best path and, thus, will continue to for-
ward the packets in a manner that results in creation of
a loop condition, which, again, will render that portion of
the network unusable.
[0016] Various embodiments of the u-turn fast rerout-
ing capability which may prevent formation of such loops
may be better understood by first considering FIG. 1.
[0017] FIG. 1 depicts an exemplary communication
network illustrating use of u-turn labels to facilitate rapid
rerouting of LDP packets.
[0018] In general, communication network 100 may be
implemented as any suitable network and, thus, may in-
clude any suitable type(s) of nodes running any suitable
protocols. In one embodiment, for example, communica-
tion network 100 is implemented as IP/MPLS network
including Label Switching Routers (LSRs) running LDP.
It will be appreciated that communication network 100
may be implemented in any other suitable manner.
[0019] As depicted in FIG. 1, communication network
100 includes a source node 110S (also referred to herein
as node S) and a destination node 110D (also referred
to herein as node D), each of which is connected to two
intermediate nodes 110A and 110B (also referred to here-
in as nodes A and B, respectively). The node S is con-
nected to nodes A and B via a pair of links 120SA and
120SB (also referred to herein as links S-A and S-B, re-
spectively). The node D is connected to nodes A and B
via a pair of links 120DA and 120DB (also referred to herein
as links D-A and D-B, respectively). The link weights of
the links 120SA, 120SB, 120DA, and 120DB are one, one,
one, and four, respectively.
[0020] As further depicted in FIG. 1, each of the nodes
110 is configured to support various functions of the u-
turn fast rerouting capability depicted and described
herein. For example, each of the nodes 110 includes a
processor 111 and a memory 112, where the memory
112 includes a routing table 113 and u-turn programs
114.
[0021] The routing table 113 of a node 110 is config-
ured to support routing of different types of packets using
different types of rules, such as routing IP packets using
a first rule (which is associated with a normal routing
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path), routing LDP packets without u-turn labels using a
second rule (which is associated with a normal routing
path), routing LDP packets with u-turn labels using a third
rule (which is associated with an alternate routing path),
and the like.
[0022] In one embodiment, for example, for a given
destination node, the routing table 113 includes three
rules as follows:

(1) when an IP packet is received: use the Forward-
ing Equivalence Class (FEC) to find a next-hop label
for the packet, insert the next-hop label, and forward
the packet from the node 110 along a normal routing
path toward the destination node;
(2) when an LDP-label packet having a current next-
hop LDP label (i.e., a normally-labeled LDP packet
that does not have a u-turn label associated there-
with) is received: find a next-hop LDP label for the
LDP-labeled packet, replace the current next-hop
LDP label with the determined next-hop LDP label,
and forward the packet from the node 110 along a
normal routing path toward the destination node; and
(3) when an LDP-label packet having a current next-
hop LDP label and a u-turn label is received: find a
next-hop LDP label for the LDP-labeled packet, re-
place the current next-hop LDP label with the deter-
mined next-hop LDP label, and forward the packet
from the node 110 along an alternate routing path
toward the destination node (optionally, this also may
include determining a local u-turn label of the node
110 and replacing the u-turn label with the local u-
turn label of the node 110).

[0023] The u-turn programs 114 are configured to sup-
port various functions of the u-turn fast rerouting capa-
bility. For example, the u-turn programs 114 of a node
110 may be configured for enabling the node 110 to ex-
change u-turn labels with peer nodes 110 for use in con-
figuring itself to support use-of u-turn labels for facilitating
rapid rerouting of LDP packets, for configuring the routing
table 113 of the node 110 to include alternate routing
paths for use by node 110 when packets including u-turn
labels are received, for inserting u-turn labels into pack-
ets for informing peer nodes 110 to use alternate routing
paths under certain conditions, and the like, as well as
various combinations thereof.
[0024] As described herein, packet routing loop con-
ditions may be avoided through use of a specific label
which is denoted herein as a u-turn label. The use of a
u-turn label to avoid a packet routing loop condition may
be better understood by considering an exemplary use
of a u-turn label within the communication network 100
of FIG. 1. In this example, assume that the node S is
transmitting packets to node D via node A until link S-A
fails, at which time node S begins trying to transmit pack-
ets to node D via node B. When node B receives a packet
from node S that is intended for node D, node B uses its
routing table to determine a best path to node D and

forwards the packet according to the determined path.
In this example, since node B is not aware of the una-
vailability of the link S-A and given the link weights of the
links 120, the routing table of node B is configured such
that the path B-S-A-D is the normal routing path to node
D and the path B-D is the alternate routing path to node
D. As a result, since the packet does not include a u-turn
label, node B forwards the packet received from node S
back toward node S. When node S receives the packet
from node B, node S is aware that the packet cannot be
forwarded to node D via node A and, therefore, transmits
the packet back to node B. The node S, however, in order
to avoid a packet routing loop between itself and node
B, inserts a u-turn label into the packet before transmitting
the packet back to node B. The u-turn label is adapted
to inform node B that the packet is being returned to node
B by node S deliberately (i.e., since the normal routing
path selected by node B from its routing table based on
normal routing has a condition associated therewith) and
that node B is to select an alternate routing path for use
in routing the packet to node D. As described above,
when node B-first received the packet, node B selected
the normal routing path B-S-A-D as being the best path
to node D (due to absence of a u-turn label in the packet);
however, upon receiving the packet including the u-turn
label, node B then knows not to select normal routing
path B-S-A-D but, rather, to select the alternate routing
path B-D (i.e., to forward the packet to node D rather than
to node S). In this manner, the u-turn label allows node
B to bypass its normal routing when selecting a next hop
node for the packet (e.g., node S when normal routing is
applied) and, instead, to employ its u-turn mechanism
when selecting a next hop node for the packet (e.g., node
D when the u-turn mechanism is applied). The node B
then forwards the packet to node D rather than to node
S, thereby avoiding the packet routing loop that would
otherwise occur between nodes B and S in the absence
of the u-turn fast rerouting capability). As described here-
in, node B may select the alternate routing path instead
of the normal routing path, upon receiving the packet
returned from node S, using its routing table, where its
routing table is configured to apply different packet rout-
ing rules for forwarding received packets depending on
whether or not those received packets include u-turn la-
bels. The node B, when forwarding the packet to node
D, may insert its own u-turn label into the packet (while
this is not required in this example, it may be used where
there are one or more intermediate nodes between node
B and node D such that the intermediate node(s) may be
informed that the u-turn approach is being applied).
[0025] As described with respect to the example
above, each of the nodes 110 is configured to insert u-
turn labels into packets under certain conditions and to
process received packets based on whether or not those
received packets include u-turn labels. As such, each of
the nodes 110 is configured to support use of u-turn la-
bels, which may include configuration of each of the
nodes 110 with its own u-turn label(s), configuration of
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each of the nodes 110 to have information regarding u-
turn label(s) being used by its peer node(s) 110, config-
uration of the routing tables 113 of each of the nodes 110
in a manner enabling selection of normal routing paths
for packets without u-turn labels and selection of alter-
nate routing paths for packets including u-turn labels, and
the like, as well as various combinations thereof.
[0026] In one embodiment, each node 110 may have
one or more u-turn labels assigned thereto. The deter-
mination as to whether a node 110 has one or multiple
u-turn labels assigned thereto may be based on the struc-
ture of the packets being exchanged between the nodes
110 and the handling of Forwarding Equivalence Classes
(FECs) within exemplary communication network 100.
[0027] In general, a FEC identifies a set of packets for
which the forwarding decision is always the same. For
example, if a route 10.10.1/24 is advertised by node D,
then node B knows that all packets that are destined for
that route (i.e., all packets having a destination IP address
from 10.10.1.1 through 10.10.1.24) should be sent to
node S (assuming that all links of the exemplary commu-
nication network 100 are operational).
[0028] In LDP, without use of the u-turn fast rerouting
capability, an LDP label would be assigned in order to
indicate that FEC. For example, prior to exchanging of
packets, node S would have sent node B a label for FEC
10.10.1/24 (e.g., label 100 or any other suitable value),
that indicates to node B that, if node B has a packet des-
tined to any of the IP addresses in 10.10.1/24, node B
should place that LDP label (i.e., 100) on the packet.
Similarly, for example, prior to exchanging of packets,
node B would have sent node S a label for FEC
10.10.1/24 (e.g., label 200 or any other suitable value),
that indicates to node S that, if node S has a packet des-
tined to any of the IP addresses in 10.10.1/24, node S
should place that LDP label (i.e., 200) on the packet. This
allows nodes S and B to quickly determine how packets
are to be forwarded.
[0029] In one embodiment, in which packets having u-
turn labels include both the original LDP label that is used
for identifying the FEC and the u-turn label, presence of
the LDP label enables a single u-turn label to be used
across all FECs, such that each node 110 only needs to
allocate a single u-turn label to exchange with its peer
nodes 110. An exemplary packet according to one such
embodiment is depicted and described with respect to
FIG. 2.
[0030] As an example, node B could provide node S
with a normal LDP label for the FEC for node D and a u-
turn label for use with any FEC to which node B routes
packets. In this example, when node A fails, node S will
send the packets to node B using a two-label stack in-
cluding the normal LDP label for the FEC for node D and
the u-turn label of node B). As a result, node B would
then override normal packet forwarding (because the
packet includes the u-turn label of node B in addition to
the normal LDP label for the FEC for node D) and, thus,
would forward the packet to node D rather than returning

the packet to node S. An advantage of this approach is
that only a single label u-turn label needs to be used
regardless of the number of FECs supported; however,
this advantage is at the expense of having to use a two-
label stack when routing packets in order to support the
u-turn fast rerouting capability.
[0031] In one embodiment, in which packets having u-
turn labels include only the u-turn label but do not include
the original LDP label that is used for identifying the FEC,
absence of the LDP label within the packet may require
multiple u-turn labels to be used for multiple FECs, such
that each node 110 may need to allocate multiple u-turn
labels to exchange with its peer nodes 110 (e.g., one for
each FEC).
[0032] As an example, node B could provide node S
with a normal LDP label for the FEC for node D and a u-
turn label for the FEC for node D such that, when node
A fails, node S could choose to send the packets to node
B using a single label (i.e., the u-turn label of the FEC for
node D) rather than using two labels (i.e., the normal LDP
label for the FEC for node D and the u-turn label for the
FEC for node D). As a result, node B would then override
normal packet forwarding, because the packet includes
the u-turn label of the FEC for node D rather than the
normal LDP label for the FEC for node D) and, thus, would
forward the packet to node D rather than returning the
packet to node S. An advantage of this approach is that
only a single label (instead of a stack of two labels) is
needed in the packets to distinguish between normal
routing and u-turn routing; however, this advantage is at
the expense of having to use and manage a larger
number of labels than would otherwise be needed in the
absence of u-turn fast rerouting capability (e.g., since
every FEC needs a normal label and a u-turn label as-
signed thereto).
[0033] As indicated above, each of the nodes 110 ex-
changes its u-turn label(s) with its peer node(s) 110 for
purposes of informing the peer node(s) of the u-turn la-
bel(s) that it will use when indicating a u-turn based re-
routing of a packet. The nodes 110 may exchange u-turn
labels in any suitable manner. In one embodiment, for
example, nodes 110 may exchange u-turn labels as part
of the LDP session establishment process. For example,
when an LDP session is being established between two
peer nodes 110, the peer nodes 110 exchange their u-
turn labels (e.g., one of the nodes 110 sends its u-turn
label(s) to the other of the nodes 110, and vice versa).
In one embodiment, for example, nodes 110 may ex-
change u-turn labels as part of a separate u-turn label
exchange process. The nodes 110 may exchange u-turn
labels 110 in any other suitable manner.
[0034] As described herein, the u-turn labels ex-
changed by the nodes 110 are used by the nodes 110
later during packet routing, where the nodes 110 are con-
figured to route packets differently based on whether or
not the packets include u-turn labels (e.g., using a normal
routing path when a packet does not include a u-turn
label and using an alternate routing path when a packet
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does include a u-turn label). Accordingly, in addition to
configuring the nodes 110 by associating u-turn labels
with the nodes 110 and enabling the nodes 110 to ex-
change their u-turn labels with their peer nodes 110, the
nodes 110 also are configured to support selection of
alternate routing paths when packets having u-turn labels
are received at the nodes 110.
[0035] In one embodiment, in order to enable later use
of u-turn labels in this manner, when a target node 110
receives a u-turn label from a peer node 110 during u-
turn label exchange, the target node 110 computes one
or more alternate routing paths to be used when packets
having the u-turn label are received and updates its rout-
ing table 113 to include the alternate routing path(s).
[0036] The alternate routing path(s) computed by a tar-
get node 110 may include any alternate routing path(s)
which may be needed by the target node 110 for packets
received from the peer node 110 with which the target
node 110 has exchanged u-turn labels.
[0037] The routing table 113 of the target node may be
updated in any suitable manner (e.g., associating multi-
ple rules with a single entry associated with a destination
node, providing multiple entries for a destination node
where each entry is accessed under different conditions
associated with received packets, and the like, as well
as various combinations thereof). As routing tables may
already include two rules/entries for each destination
node, computation of an alternate path to be used for a
destination node when a packet intended for the desti-
nation node includes a u-turn label results in three
rules/entries for each destination node. As described
above, the three rules/entries may be defined as follow:

(1) when an IP packet is received: use the FEC to
find a next-hop label for the packet, insert the next-
hop label, and forward the packet from the node 110
along a normal routing path toward the destination
node;
(2) when an LDP-label packet having a current next-
hop LDP label (i.e., a normally-labeled LDP packet
that does not have a u-turn label associated there-
with) is received: find a next-hop LDP label for the
LDP-labeled packet, replace the current next-hop
LDP label with the determined next-hop LDP label,
and forward the packet from the node 110 along a
normal routing path toward the destination node; and
(3) when an LDP-label packet having a current next-
hop LDP label and a u-turn label is received: find a
next-hop label for the LDP-labeled packet, replace
the current next-hop LDP label with the determined
next-hop LDP label, and forward the packet from the
node 110 along an alternate routing path toward the
destination node (optionally, this also may include
determining a local u-turn label of the node 110 and
replacing the u-turn label with the local u-turn label
of the node 110).

[0038] For example, in the example of FIG. 1 described

above, when nodes B and S exchanged u-turn labels
during establishment of their LDP session, node B com-
puted an alternate routing path to node D for situations
in which node B receives packets from node S having
the u-turn label of node S. In this example, at node B,
the normal routing path for node D is the routing path B-
S-A-D, and the alternate routing path computed by node
B for the u-turn label received from node S is the routing
path B-D. As a result, the routing table of node B for
destination node D will include the following three
rules/entries:

(1) when an IP packet is received: use the FEC to
find a next-hop label for the packet, insert the next-
hop label, and forward the packet from node B toward
node S;
(2) when an LDP-label packet having a current next-
hop LDP label (i.e., a normally-labeled LDP packet
that does not have a u-turn label associated there-
with) is received: find a next-hop LDP label for the
LDP-labeled packet, replace the current next-hop
LDP label with the determined next-hop LDP label,
and forward the packet from node B toward node S;
and
(3) when an LDP-label packet having a current next-
hop LDP label and a u-turn label is received: find a
next-hop LDP label for the LDP-labeled packet, re-
place the current next-hop LDP label with the deter-
mined next-hop LDP label, and forward the packet
from node B toward node D.

[0039] As described herein, the u-turn label is adapted
to enable a first node to inform a second node that a
packet being returned to the second node by the first
node (where the second node transmitted the packet to
the first node using a normal routing path selected at the
second node) is being returned to the second node de-
liberately due to a condition preventing routing of the
packet using the normal routing path, thereby instructing
the second node to select an alternate routing path for
use in routing the packet. Thus, the u-turn labels used
by the nodes 110 may be configured in any suitable man-
ner (e.g., using any suitable format, values, and the like).
It will be appreciated that the u-turn label enables com-
munication of information which may not be able to be
propagated within the IP header of the IP packet (e.g.,
where there are no bits in the IP header of an IP packet
that can be used to communicate the information that is
communicated by the u-turn label). In one embodiment,
the u-turn label may be implemented as depicted in FIG.
2.
[0040] FIG. 2 depicts an embodiment illustrating an
original packet having a LDP label and an original packet
having a LDP label and a u-turn label. The original packet
having a LDP label 210 includes an IP packet 211 (having
a payload 212 and an IP header 213) which has a LDP
label 215 prepended thereto. The original packet having
a LDP label and a u-turn label 220 includes an IP packet
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221 (having a payload 222 and an IP header 223) which
has a u-turn label 224 pre-pended thereto which in turn
has a LDP label 225 prepended thereto. Although prima-
rily depicted and described herein with respect to a spe-
cific arrangement of the u-turn label 224 with respect to
the IP packet 221 and LDP label 225, it will be appreciated
that any other suitable arrangement(s) of the u-turn label
224 with respect to the IP packet 221 and the LDP label
225 may be used.
[0041] FIG. 3 depicts one embodiment of a method for
configuring a node of the exemplary communication sys-
tem of FIG. 1 to support rapid rerouting of LDP packets
using u-turn labels. The method 300 is executed by a
target node based on interaction by the target node with
a peer node.
[0042] At step 302, method 300 begins.
[0043] At step 304, the target node exchanges u-turn
labels with the peer node. The target node sends one or
more u-turn labels to the peer node, and receives one or
more u-turn labels from the peer node. As described
herein, the exchange of u-turn labels may be performed
as part of an LDP session establishment process in which
the target node and peer node participate.
[0044] At step 306, the target node computes one or
more alternate routing paths to be used when packets
received from the peer node include the u-turn label(s)
provided by the peer node during u-turn label exchange.
[0045] At step 308, the target node updates its routing
table using the alternate routing path(s) and the u-turn
label(s) received during u-turn label exchange. The rout-
ing table may be updated to reflect an alternate path in
any suitable manner (e.g., including a new rule for the
alternate path within an existing entry of the routing table,
creating a new entry for the alternate path within the rout-
ing table, and the like, as well as various combinations
thereof).
[0046] At step 310, method 300 ends.
[0047] FIG. 4 depicts one embodiment of a method for
rapid rerouting of an LDP packet using a u-turn label.
[0048] As depicted in FIG. 4, a method 400 includes
steps performed by a first node and a second node,
where a portion of the steps of method 400 are performed
by the first node and a portion of the steps of method 400
are performed by the second node. Thus, it will be ap-
preciated that although depicted as a single method,
method 400 may be implemented as one or more proc-
esses running on the first node and one or more proc-
esses running on the second node and, thus, may be
viewed as two or more cooperating processes.
[0049] With respect to method 400, the second node
is connected to the first node and a third node. The sec-
ond node has a routing table that includes, for a given
destination node, a normal routing path which identifies
the first node as the next-hop node toward the destination
node and an alternate routing path with identifies the third
node as the next-hop node toward the destination node.
[0050] With respect to method 400, the first, second,
and third nodes associated with method 400 may corre-

spond to any peer nodes 110 of FIG. 1. For example, in
the example provided within the context of FIG. 1, node
S is the first node, node B is the second node, and node
D is the third node.
[0051] At step 402, method 400 begins.
[0052] At step 404, the first node transmits a packet
toward the second node. At step 406, the second node
receives the packet from the first node. In one embodi-
ment, the packet is an LDP packet (e.g., an IP packet
which has a next-hop LDP label prepended thereto). The
packet is intended for the destination node.
[0053] At step 408, the second node determines for-
warding of the packet. The second node determines a
next-hop node to which to forward the packet, based on
the destination node and a determination by the second
node as to whether or not the packet includes a u-turn
label (i.e., a normal routing path to the destination node
is selected,when the packet does not include a u-turn
label and an alternate routing path to the destination node
is selected when the packet does include a u-turn label).
In this case, since the packet does not include a u-turn
label, the second node identifies a normal routing path
to be used for routing the packet toward the intended
destination node. As described above the normal routing
path identifies the first node as the next-hop node.
[0054] At step 410, the second node modifies the pack-
et for forwarding to the determined next-hop node (i.e.,
the first node). The second node determines a next-hop
LDP label for the packet, and replaces the current next-
hop LDP label with the determined next-hop LDP label..
[0055] At step 412, the second node forwards the mod-
ified packet toward the first node. At step 414, the first
node receives the packet from the second node. The
packet is an LDP packet, which is the same IP packet
that was previously sent from the first node to the second
node, and which includes the next-hop LDP label pre-
pended to the LDP packet by the second node.
[0056] At step 416, the first node identifies the packet
as being the packet previously sent to the second node
by the first node.
[0057] At step 418, the first node determines a next-
hop node to which to forward the packet, based on the
destination node, using its routing table. In this case,
since the packet does not include a u-turn label, the first
node identifies a normal routing path to be used for rout-
ing the packet toward the intended destination node
(which, in this case, again, is the second node). As a
result, in order to inform the second node that the first
node is deliberately returning the packet to the second
node and that the second node should select an alternate
routing path for routing the packet (i.e., in order to prevent
the formation of a forwarding loop between the first node
and the second node), the first node determines that a
u-turn label should be inserted into the packet that is re-
turned to the second node.
[0058] At step 420, the first node modifies the packet
for forwarding to the determined next-hop node (i.e., back
to the second node). The first node determines a next-
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hop LDP label for the packet, and replaces the current
next-hop LDP label with the determined next-hop LDP
label. The first node also determines a u-turn label (e.g.,
a u-turn label provided from the second node to the first
node during exchange of u-turn labels) and inserts the
u-turn label into the packet.
[0059] At step 422, the first node forwards the modified
packet toward the second node. At step 424, the second
node receives the packet from the first node. The packet
is an LDP packet, which is the same IP packet that was
previously sent from the first node to the second node
and from the second node back to the first node, and
which includes the next-hop LDP label prepended to the
LDP packet by the first node and the u-turn label pre-
pended to the LDP packet by the first node.
[0060] At step 426, the second node determines for-
warding of the packet. The second node determines a
next-hop node to which to forward the packet, based on
the destination node and a determination by the second
node as to whether or not the packet includes a u-turn
label (i.e., a normal routing path to the destination node
is selected when the packet does not include a u-turn
label and an alternate routing path to the destination node
is selected when the packet does include a u-turn label).
In this case, since the packet does include a u-turn label,
the second node identifies an alternate routing path to
be used for routing the packet toward the intended des-
tination node. As described above, the alternate routing
path identifies the third node as the next-hop node.
[0061] At step 428, the second node modifies the pack-
et for forwarding to the determined next-hop node (i.e.,
the third node). The second node determines a next-hop
LDP label for the packet, and replaces the current next-
hop LDP label with the determined next-hop LDP label.
The second node also may replace the current u-turn
label with its own u-turn label.
[0062] At step 430, the second node forwards the mod-
ified packet toward the third node.
[0063] At step 432, method 400 ends.
[0064] As noted above, method 400 may be imple-
mented as one or more processes running on the first
node and one or more processes running on the second
node and, thus, may be viewed as two or more cooper-
ating processes. Exemplary embodiments of processes
which may be performed by nodes 110 (e.g.; portions of
method 400) are depicted and described with respect to
FIGs. 5 - 7.
[0065] FIG. 5 depicts one embodiment of a method for
enabling a target node to add a u-turn label to a packet
for informing a node from which the packet was received
that the packet is being returned to the node deliberately.
[0066] At step 502, method 500 begins.
[0067] At step 504, a packet is received from the node.
[0068] At step 506, a determination is made as to
whether the received packet was previously sent to the
node from which the packet was received. If the received
packet was not previously sent to the node from which
the packet was received, method 500 proceeds to step

509, at which point the target node performs standard
packet forwarding for forwarding the packet toward its
intended destination (rather than performing a u-turn
routing of the packet back to the node from which it was
received). If the received packet was previously sent to
the node from which the packet was received, method
500 proceeds to step 508.
[0069] At step 508, a determination is made as to
whether a failure condition prevents forwarding of the
received packet by the target node. If a failure condition
does not prevent forwarding of the received packet by
the target node, method 500 proceeds to step 509, at
which point the target node performs standard packet
forwarding for forwarding the packet toward its intended
destination (again, rather than performing a u-turn routing
of the packet back to the node from which it was re-
ceived). If a failure condition prevents forwarding of the
received packet by the target node, method 500 pro-
ceeds to step 510.
[0070] At step 510, a u-turn label is added to the packet
to form a modified packet. As described herein, the u-
turn label is configured for indicating to the node that the
target node is deliberate returning the packet such that
it may be forwarded using an alternate routing path.
[0071] At step 512, the modified packet is transmitted
from the target node back to the node from which the
packet was received.
[0072] At step 514, method 500 ends.
[0073] It will be appreciated that within the context of
the example of FIG. 1, method 500 may be performed
by node S which inserts the u-turn label into the packet
before returning it to node B. It will be further appreciated
that method 500 of FIG. 5 may be performed by any node
110 of FIG. 1.
[0074] FIG. 6 depicts one embodiment of a method for
processing a packet received at a node.
[0075] At step 602, method 600 begins.
[0076] At step 604, an LDP packet is received at the
node.
[0077] At step 606, a determination is made as to
whether the received LDP packet includes a u-turn label.
[0078] If the received LDP packet does not include a
u-turn label, method 600 proceeds to step 608, at which
point the LDP packet is forwarded using a normal routing
path determined by the node for packets intended for the
destination node of the received LDP packet. From step
608, method 600 proceeds to step 612.
[0079] If the received LDP packet does include a u-
turn label, method 600 proceeds to step 610; at which
point the LDP packet is forwarded using an alternate rout-
ing path determined by the node for packets intended for
the destination node of the received LDP packet. From
step 610, method 600 proceeds to step 612.
[0080] At step 612, method 600 ends.
[0081] It will be appreciated that, within the context of
the example of FIG. 1, method 600 may be performed at
least by nodes S and B. It will be further appreciated that
method 600 of FIG. 6 may be performed by any node
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110 of FIG. 1.
[0082] FIG. 7 depicts one embodiment of a method for
processing a packet received at a node.
[0083] At step 702, method 700 begins.
[0084] At step 704, a packet is received at the node.
[0085] At step 706, a packet type of the received packet
is determined by the node. The determination of the pack-
et type enables a determination as to the manner in which
the packet is forwarded by the node. In one embodiment,
for example, three packet types may be supported as
follows: IP packet, LDP packet without u-turn label, and
LDP packet with u-turn label.
[0086] If the packet is identified as being an IP packet,
method 700 proceeds to step 708, at which point the
forwarding of the packet is performed using a normal IP
packet routing process (e.g., finding a next-hop label for
the packet, inserting the next-hop label, and forwarding
the packet along a normal routing path toward its desti-
nation node). From step 708, method 700 proceeds to
step 714.
[0087] If the packet is identified as being an LDP packet
without a u-turn label, method 700 proceeds to step 710,
at which point the forwarding of the packet is performed
using an LDP packet routing process and a normal rout-
ing path (e.g., finding a next-hop LDP label for the LDP-
labeled packet, replacing the current next-hop LDP label
with the determined next-hop LDP label, and forwarding
the packet along a normal routing path toward its desti-
nation node). From step 710, method 700 proceeds to
step 714.
[0088] If the packet is identified as being an LDP packet
without a u-turn label, method 700 proceeds to step 712,
at which point the forwarding of the packet is performed
using an LDP packet routing process and an alternate
routing path (e.g., finding a next-hop LDP label for the
LDP-labeled packet, replacing the current next-hop LDP
label with the determined next-hop LDP label, and for-
warding the packet along an alternate routing path toward
its destination node). From step 712, method 700 pro-
ceeds to step 714.
[0089] At step 714, method 700 ends.
[0090] In one embodiment, the u-turn fast rerouting ca-
pability depicted and described herein may be employed
in combination with one or more other rerouting schemes.
While the u-turn fast rerouting capability enables LDP to
provide a fast and cost-effective way to accomplish u-
turn fast rerouting within a service provider network, the
u-turn fast rerouting capability may not cover all possible
network topologies which may be implemented within the
service provider network. In one such embodiment, the
Loop-Free Alternate (LFA) scheme may be implemented
within the service provider network, at least to cover
topologies not covered by the u-turn fast rerouting capa-
bility. When a combination of the u-turn fast rerouting
capability and the LFA scheme is used within a service
provider network, fast reroute may be provided for virtu-
ally all types of topologies which may be used within the
service provider networks

[0091] Although the u-turn fast rerouting capability is
primarily depicted and described herein within the con-
text of an IP/MPLS network running LDP, it will be ap-
preciated that the u-turn fast rerouting capability may be
utilized in other suitable types of communication net-
works using other suitable protocols.
[0092] Although the u-turn fast rerouting capability is
primarily depicted and described herein with respect to
embodiments using specific numbers, types, and ar-
rangements of labels, it will be appreciated that various
embodiments of the u-turn fast rerouting capability may
be provided using other numbers, types, and/or arrange-
ments of labels.
[0093] FIG. 8 depicts a high-level block diagram of a
computer suitable for use in performing functions de-
scribed herein.
[0094] As depicted in FIG. 8, computer 800 includes a
processor element 802 (e.g., a central processing unit
(CPU) and/or other suitable processor(s)), a memory 804
(e.g., random access memory (RAM), read only memory
(ROM), and the like), a cooperating module/process 805,
and various input/output devices 806 (e.g., a user input
device (such as a keyboard, a keypad, a mouse, and the
like), a user output device (such as a display, a speaker,
and the like), an input port, an output port, a receiver, a
transmitter, and storage devices (e.g., a tape drive, a
floppy drive, a hard disk drive, a compact disk drive, and
the like)).
[0095] It will be appreciated that the functions depicted
and described herein may be implemented in software
(e.g., via implementation of software on one or more proc-
essors) and/or hardware (e.g., using a general purpose
computer, one or more application specific integrated cir-
cuits (ASIC), and/or any other hardware equivalents).
[0096] It will be appreciated that the functions depicted
and described herein may be implemented in software
for executing on a general purpose computer (e.g., via
execution by one or more processors) so as to implement
a special purpose computer, and/or may be implemented
in hardware (e.g., using one or more application specific
integrated circuits (ASIC) and/or one or more other hard-
ware equivalents).
[0097] In one embodiment, the cooperating process
805 can be loaded into memory 804 and executed by
processor 802 to implement functions as discussed here-
in. Thus, cooperating process 805 (including associated
data structures) can be stored on a computer readable
storage medium, e.g., RAM memory, magnetic or optical
drive or diskette, and the like.
[0098] It will be appreciated that computer 800 depict-
ed in FIG. 8 provides a general architecture and func-
tionality suitable for implementing functional elements
described herein and/or portions of functional elements
described herein. For example, the computer 800 pro-
vides a general architecture and functionality suitable for
implementing one or more of the nodes 110 or portions
of the nodes 110.
[0099] It is contemplated that some of the steps dis-
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cussed herein as software methods may be implemented
within hardware, for example, as circuitry that cooperates
with the processor to perform various method steps. Por-
tions of the functions/elements described herein may be
implemented as a computer program product wherein
computer instructions, when processed by a computer,
adapt the operation of the computer such that the meth-
ods and/or techniques described herein are invoked or
otherwise provided. Instructions for invoking the inven-
tive methods may be stored in fixed or removable media,
transmitted via a data stream in a broadcast or other sig-
nal bearing medium, and/or stored within a memory with-
in a computing device operating according to the instruc-
tions.
[0100] Aspects of various embodiments are specified
in the claims. Those and other aspects of various em-
bodiments are specified in the following numbered claus-
es:

1. A method, comprising:

receiving a packet at a first node, wherein the
packet is received from a second node and is
intended for a destination node, wherein the
packet comprises a u-turn label adapted for in-
dicating to the first node that the packet is being
returned to the first node by the second node
due to a condition preventing propagation of the
packet toward the destination node using a first
routing path selected by the first node for routing
the packet toward the destination node; and
selecting, at the first node based on inclusion of
the u-turn label within the packet, a second rout-
ing path for routing the packet toward the desti-
nation node.

2. The method of clause 1, further comprising:

forwarding the packet toward the destination
node using the second routing path.

3. The method of clause 1, wherein forwarding the
packet toward the destination node using the second
routing path comprises:

determining a new next-hop label for the packet
and replacing the next-hop label received in the
packet with the new next-hop label to form there-
by a modified packet; and
forwarding the modified packet toward the des-
tination node based on the second routing path.

4. The method of clause 1, wherein forwarding the
packet toward the destination node using the second
routing path comprises:

determining a new u-turn label for the packet
and a new next-hop label for the packet;

replacing the u-turn label received in the packet
with the new u-turn label and replacing the next-
hop label received in the packet with the new
next-hop label to form thereby a modified pack-
et; and
forwarding the modified packet toward the des-
tination node based on the second routing path.

5. The method of clause 1, further comprising:

prior to the receiving step:

receiving the packet at the first node, where-
in the packet is received from the second
node, wherein the packet is intended for the
destination node;
selecting the first routing path for routing the
packet toward the destination node; and
transmitting the packet toward the second
node based on the selected first routing
path.

6. The method of clause 1, wherein a cost of the first
routing path is less than a cost of the second routing
path.
8. An apparatus, comprising:

a processor configured to:

receive a packet at a first node, wherein the
packet is received from a second node and
is intended for a destination node, wherein
the packet comprises a u-turn label adapted
for indicating to the first node that the packet
is being returned to the first node by the sec-
ond node due to a condition preventing
propagation of the packet toward the desti-
nation node using a first routing path select-
ed by the first node for routing the packet
toward the destination node; and
select, at the first node based on inclusion
of the u-turn label within the packet, a sec-
ond routing path for routing the packet to-
ward the destination node.

9. The apparatus of clause 8, wherein the processor
is configured to:

forward the packet toward the destination node
using the second routing path.

10. The apparatus of clause 8, wherein the processor
is configured to forward the packet toward the des-
tination node using the second routing path by:

determining a new next-hop label for the packet
and replacing the next-hop label received in the
packet with the new next-hop label to form there-
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by a modified packet; and
forwarding the modified packet toward the des-
tination node based on the second routing path.

11. The apparatus of clause 8, wherein the processor
is configured to forward the packet toward the des-
tination node using the second routing path by:

determining a new u-turn label for the packet
and a new next-hop label for the packet;
replacing the u-turn label received in the packet
with the new u-turn label and replacing the next-
hop label received in the packet with the new
next-hop label to form thereby a modified pack-
et; and
forwarding the modified packet toward the des-
tination node based on the second routing path.

12. The apparatus of clause 8, wherein the processor
is configured to:

prior to the receiving the packet at the first node:

receiving the packet at the first node, where-
in the packet is received from the second
node, wherein the packet is intended for the
destination node;
selecting the first routing path for routing the
packet toward the destination node; and
transmitting the packet toward the second
node based on the selected first routing
path.

13. The apparatus of clause 8, wherein a cost of the
first routing path is less than a cost of the second
routing path.
14. The apparatus of clause 8, wherein the packet
comprises an Internet Protocol (IP) packet and a La-
bel Distribution Protocol (LDP) label, wherein the u-
turn label is prepended to the IP packet and the LDP
label is prepended to the u-turn label.
15. A method, comprising:

receiving a packet at a first node, wherein the
packet is intended for a destination node, where-
in the packet is received from a second node
based on selection of a first routing path for the
packet by the second node;
inserting a u-turn label into the packet at the first
node to form thereby a modified packet, wherein
the u-turn label is adapted for informing the sec-
ond node that the packet is being returned to
the second node by the first node due to a con-
dition preventing propagation of the packet to-
ward the destination node using a first routing
path selected by the second node; and
transmitting the modified packet from the first
node toward the second node for indicating to

the second node that a second routing path is
to be selected by the second node for routing
the packet toward the destination node.

16. The method of clause 15, further comprising:

prior to the receiving step, transmitting the pack-
et from the first node toward the second node.

17. The method of clause 15, wherein a cost of the
first routing path is less than a cost of the second
routing path.
18. The method of clause 15, wherein the packet
comprises an Internet Protocol (IP) packet and a first
Label Distribution Protocol (LDP) label, wherein, for
the modified packet, the u-turn label is prepended to
the IP packet and a second LDP label is prepended
to the u-turn label.
19. An apparatus, comprising:

a processor configured to:

receive a packet at a first node, wherein the
packet is intended for a destination node,
wherein the packet is received from a sec-
ond node based on selection of a first rout-
ing path for the packet by the second node;
insert a u-turn label into the packet at the
first node to form thereby a modified packet,
wherein the u-turn label is adapted for in-
forming the second node that the packet is
being returned to the second node by the
first node due to a condition preventing
propagation of the packet toward the desti-
nation node using a first routing path select-
ed by the second node; and
transmit the modified packet from the first
node toward the second node for indicating
to the second node that a second routing
path is to be selected by the second node
for routing the packet toward the destination
node.

20. The apparatus of clause 19, wherein the proc-
essor is configured to:

prior to the receiving step, transmit the packet
from the first node toward the second node.

21. The apparatus of clause 19, wherein a cost of
the first routing path is less than a cost of the second
routing path.
22. The apparatus of clause 19, wherein the packet
comprises an Internet Protocol (IP) packet and a first
Label Distribution Protocol (LDP) label, wherein, for
the modified packet, the u-turn label is prepended to
the IP packet and a second LDP label is prepended
to the u-turn label.
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[0101] Although various embodiments which incorpo-
rate the teachings of the present invention have been
shown and described in detail herein, those skilled in the
art can readily devise many other varied embodiments
that still incorporate these teachings.

Claims

1. A method, comprising:

receiving a packet at a first node, wherein the
packet is received from a second node and is
intended for a destination node;
wherein the packet comprises an Internet Pro-
tocol, IP, packet (223), a u-turn label (224) pre-
pended to the IP packet, and a Label Distribution
Protocol, LDP, label (225) prepended to the u-
turn label;
wherein the u-turn label is configured to indicate
to the first node that the packet is being returned
to the first node by the second node due to a
condition preventing propagation of the packet
toward the destination node using a first routing
path selected by the first node for routing the
packet toward the destination node; and
selecting, at the first node based on inclusion of
the u-turn label within the packet, a second rout-
ing path for routing the packet toward the desti-
nation node.

2. The method of claim 1, further comprising:

forwarding the packet toward the destination
node using the second routing path.

3. The method of claim 2, wherein the LDP label is a
first LDP label, wherein forwarding the packet toward
the destination node using the second routing path
comprises:

determining a second LDP label for the packet;
forming a modified packet from the packet,
wherein the modified packet comprises the IP
packet and the second LDP label; and
forwarding the modified packet toward the des-
tination node based on the second routing path.

4. The method of claim 2, wherein the u-turn label is a
first u-turn label and the LDP label is a first LDP label,
wherein forwarding the packet toward the destina-
tion node using the second routing path comprises:

determining a second u-turn label for the packet
and second LDP label for the packet;
replacing the first u-turn label received in the
packet with the second u-urn label and replacing
the first LDP label received in the packet with

the second LDP label to form thereby a modified
packet; and
forwarding the modified packet toward the des-
tination node based on the second routing path.

5. The method of claim 1, further comprising:

prior to the receiving step:

receiving the IP packet at the first node,
wherein the IP packet is received from the
second node, wherein the IP packet is in-
tended for the destination node;
selecting the first routing path for routing the
IP packet toward the destination node; and
transmitting the IP packet toward the sec-
ond node based on the selected first routing
path.

6. The method of claim 1, wherein a cost of the first
routing path is less than a cost of the second routing
path.

7. An apparatus, comprising:

a processor and a memory communicatively
connected to the processor, the processor con-
figured to:

receive a packet at a first node, wherein the
packet is received from a second node and
is intended for a destination node;
wherein the packet comprises an Internet
Protocol, IP, packet (223), a u-turn (224) la-
bel prepended to the IP packet, and a Label
Distribution Protocol, LDP, label (225) pre-
pended to the u-turn label;
wherein the u-turn label is configured to in-
dicate to the first node that the packet is
being returned to the first node by the sec-
ond node due to a condition preventing
propagation of the packet toward the desti-
nation node using a first routing path select-
ed by the first node for routing the packet
toward the destination node; and
select, at the first node based on inclusion
of the u-turn label within the packet, a sec-
ond routing path for routing the packet to-
ward the destination node.

8. The apparatus of claim 7, wherein the processor is
configured to:

forward the packet toward the destination node
using the second routing path.

9. The apparatus of claim 8, wherein the LDP label is
a first LDP label, wherein the processor is configured
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to forward the packet toward the destination node
using the second routing path by:

determining a second LDP label for the packet;
forming a modified packet from the packet,
wherein modified packet comprises the IP pack-
et and the second LDP label; and
forwarding the modified packet toward the des-
tination node based on the second routing path.

Patentansprüche

1. Verfahren, umfassend:

Empfangen eines Pakets an einem ersten Kno-
ten, wobei das Paket von einem zweiten Knoten
empfangen wird und an einen Zielknoten gerich-
tet ist;
wobei das Paket ein Internetprotokoll-Paket (IP-
Paket, 223), ein dem IP-Paket vorangestelltes
U-Turn-Label (224) und ein dem U-Turn-Label
vorangestelltes Label-Distribution-Protokoll-La-
bel (LDP-Label, 225) umfasst;
wobei das U-Turn-Label dafür konfiguriert ist,
dem ersten Knoten anzuzeigen, dass das Paket
wegen eines die Verbreitung des Pakets verhin-
dernden Umstands vom zweiten Knoten an den
ersten Knoten zurückgegeben wird, dabei einen
ersten Routingpfad verwendend, der vom ers-
ten Knoten für das Routen des Pakets zum Ziel-
knoten ausgewählt wurde; und
auf der Grundlage der Aufnahme des U-Turn-
Labels in das Paket am ersten Knoten das Aus-
wählen eines zweiten Routingpfads für das Rou-
ten des Pakets zum Zielknoten.

2. Verfahren nach Anspruch 1, weiterhin umfassend:

Weiterleiten des Pakets zum Zielknoten unter
Verwendung des zweiten Routingpfad.

3. Verfahren nach Anspruch 2, wobei das LDP-Label
ein erstes LDP-Label ist, wobei das Weiterleiten des
Pakets zum Zielknoten unter Verwendung des zwei-
ten Routingpfads umfasst:

das Bestimmen eines zweiten LDP-Labels für
das Paket;
das Bilden eines modifizierten Pakets aus dem
Paket, wobei das modifizierte Paket das IP-Pa-
ket und das zweite LDP-Label umfasst; und
das Weiterleiten des modifizierten Pakets zum
Zielknoten auf der Grundlage des zweiten Rou-
tingpfads.

4. Verfahren nach Anspruch 2, wobei das U-Turn-La-
bel ein erstes U-Turn-Label und das LDP-Label ein

erstes LDP-Label ist, wobei das Weiterleiten des Pa-
kets zum Zielknoten unter Verwendung des zweiten
Routingpfads umfasst:

Bestimmen eines zweiten U-Turn-Labels für das
Paket und eines zweiten LDP-Labels für das Pa-
ket;
Ersetzen des ersten im Paket empfangenen U-
Turn-Labels durch das zweite U-Turn-Label und
Ersetzen des ersten im Paket empfangenen
LDP-Labels durch das zweite LDP-Label, um
dadurch ein modifiziertes Paket zu bilden; und
Weiterleiten des modifizierten Pakets zum Ziel-
knoten auf der Grundlage des zweiten Routing-
pfads.

5. Verfahren nach Anspruch 1, weiterhin umfassend:

vor dem Empfangs-Schritt:

Empfangen des IP-Pakets an dem ersten
Knoten, wobei das IP-Paket von dem zwei-
ten Knoten empfangen wird, wobei das IP-
Paket an den Zielknoten gerichtet ist;
Auswählen des ersten Routingpfads für das
Routen des IP-Pakets zum Zielknoten; und
Übertragen des IP-Pakets zum Zielknoten
auf der Grundlage des ausgewählten ersten
Routingpfads.

6. Verfahren nach Anspruch 1, wobei die Kosten des
ersten Routingpfads niedriger sind als die Kosten
des zweiten Routingpfads.

7. Vorrichtung, umfassend:

einen Prozessor und einen Speicher, kommu-
nikativ angeschlossen an den Prozessor, wobei
der Prozessor konfiguriert ist für:

das Empfangen eines Pakets von einem
ersten Knoten, wobei das Paket von einem
zweiten Knoten empfangen wird und an ei-
nen Zielknoten gerichtet ist;
wobei das Paket ein Internetprotokoll-Paket
(IP-Paket, 223), ein dem IP-Paket vorange-
stelltes U-Turn-Label (224) und ein dem U-
Turn-Label vorangestelltes Label-Distribu-
tion-Protokoll-Label (LDP-Label, 225) um-
fasst;
wobei das U-Turn-Label dafür konfiguriert
ist, dem ersten Knoten anzuzeigen, dass
das Paket wegen eines die Verbreitung des
Pakets verhindernden Umstands vom zwei-
ten Knoten an den ersten Knoten zurück-
gegeben wird, dabei einen ersten Routing-
pfad verwendend, der vom ersten Knoten
für das Routen des Pakets zum Zielknoten
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ausgewählt wurde; und
auf der Grundlage der Aufnahme des U-
Turn-Labels in das Paket am ersten Knoten
das Auswählen eines zweiten Routingpfads
für das Routen des Pakets zum Zielknoten.

8. Vorrichtung nach Anspruch 7, wobei der Prozessor
konfiguriert ist für:

das Weiterleiten des Pakets zum Zielknoten un-
ter Verwendung des zweiten Routingpfads,

9. Vorrichtung nach Anspruch 8, wobei das LDP-Label
ein erstes LDP-Label ist, wobei der Prozessor kon-
figuriert ist für das Weiterleiten des Pakets zum Ziel-
knoten unter Verwendung des zweiten Routing-
pfads, was erfolgt durch:

das Bestimmen eines zweiten LDP-Labels für
das Paket;
das Bilden eines modifizierten Pakets aus dem
Paket, wobei das modifizierte Paket das IP-Pa-
ket und das zweite LDP-Label umfasst; und
das Weiterleiten des modifizierten Pakets zum
Zielknoten auf der Grundlage des zweiten Rou-
tingpfads.

Revendications

1. Procédé, comprenant les étapes suivantes :

recevoir un paquet au niveau d’un premier
noeud, le paquet provenant d’un deuxième
noeud et étant destiné à un noeud de
destination ;
le paquet comprenant un paquet de protocole
Internet IP (223), une étiquette de demi-tour
(224) ajoutée au paquet IP et une étiquette du
protocole de distribution d’étiquettes LDP (225)
ajoutée à l’étiquette de demi-tour ;
l’étiquette de demi-tour étant configurée pour in-
diquer au premier noeud que le paquet est ren-
voyé au premier noeud par le deuxième noeud
en raison d’une condition qui empêche la pro-
pagation du paquet vers le noeud de destination
en utilisant un premier chemin de routage sé-
lectionné par le premier noeud pour acheminer
le paquet vers le noeud de destination ; et
sélectionner, au niveau du premier noeud sur la
base de l’inclusion de l’étiquette de demi-tour à
l’intérieur du paquet, un deuxième chemin de
routage pour acheminer le paquet vers le noeud
de destination.

2. Procédé selon la revendication 1, comprenant en
outre l’étape suivante :

transférer le paquet vers le noeud de destination
en utilisant le deuxième chemin de routage.

3. Procédé selon la revendication 2, dans lequel l’éti-
quette LDP est une première étiquette LDP, dans
lequel le transfert du paquet vers le noeud de desti-
nation en utilisant le deuxième chemin de routage
comprend les étapes suivantes :

déterminer une deuxième étiquette LDP pour le
paquet ;
former un paquet modifié à partir du paquet, le
paquet modifié comprenant le paquet IP et la
deuxième étiquette LDP ; et
transférer le paquet modifié vers le noeud de
destination sur la base du deuxième chemin de
routage.

4. Procédé selon la revendication 2, dans lequel l’éti-
quette de demi-tour est une première étiquette de
demi-tour et l’étiquette LDP est une première étiquet-
te LDP, dans lequel le transfert du paquet vers le
noeud de destination en utilisant le deuxième chemin
de routage comprend les étapes suivantes :

déterminer une deuxième étiquette de demi-tour
pour le paquet et une deuxième étiquette LDP
pour le paquet ;
remplacer la première étiquette de demi-tour re-
çue dans le paquet par la deuxième étiquette de
demi-tour et remplacer la première étiquette
LDP reçue dans la paquet par la deuxième éti-
quette LDP afin de former un paquet modifié ; et
transférer le paquet modifié vers le noeud de
destination sur la base du deuxième chemin de
routage.

5. Procédé selon la revendication 1, comprenant en
outre les étapes suivantes :

avant l’étape de réception :

recevoir le paquet IP au niveau du premier
noeud, le paquet IP provenant du deuxième
noeud, le paquet IP étant destiné au noeud
de destination ;
sélectionner le premier chemin de routage
pour acheminer le paquet IP vers le noeud
de destination ; et
transmettre le paquet IP vers le deuxième
noeud sur la base du premier chemin de
routage sélectionné.

6. Procédé selon la revendication 1, dans lequel un
coût du premier chemin de routage est inférieur à un
coût du deuxième chemin de routage.

7. Appareil, comprenant :
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un processeur et une mémoire connectée en
communication au processeur, le processeur
étant configuré pour :

recevoir un paquet au niveau d’un premier
noeud, le paquet provenant d’un deuxième
noeud et étant destiné à un noeud de
destination ;
le paquet comprenant un paquet de proto-
cole Internet IP (223), une étiquette de de-
mi-tour (224) ajoutée au paquet IP et une
étiquette du protocole de distribution d’éti-
quettes LDP (225) ajoutée à l’étiquette de
demi-tour ;
l’étiquette de demi-tour étant configurée
pour indiquer au premier noeud que le pa-
quet est renvoyé au premier noeud par le
deuxième noeud en raison d’une condition
qui empêche la propagation du paquet vers
le noeud de destination en utilisant un pre-
mier chemin de routage sélectionné par le
premier noeud pour acheminer le paquet
vers le noeud de destination ; et
sélectionner, au niveau du premier noeud
sur la base de l’inclusion de l’étiquette de
demi-tour à l’intérieur du paquet, un deuxiè-
me chemin de routage pour acheminer le
paquet vers le noeud de destination.

8. Appareil selon la revendication 7, dans lequel le pro-
cesseur est configuré pour :

transférer le paquet vers le noeud de destination
en utilisant le deuxième chemin de routage.

9. Appareil selon la revendication 8, dans lequel l’éti-
quette LDP est une première étiquette LDP, dans
lequel le processeur est configuré pour transférer le
paquet vers le noeud de destination en utilisant le
deuxième chemin de routage :

en déterminant une deuxième étiquette LDP
pour le paquet ;
en formant un paquet modifié à partir du paquet,
le paquet modifié comprenant le paquet IP et la
deuxième étiquette LDP ; et
en transférant le paquet modifié vers le noeud
de destination sur la base du deuxième chemin
de routage.
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