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Description

Field of the Invention

[0001] Embodiments of the present invention relate to
systems and methods for determining the characteristics
of a computer network. More particularly, embodiments
of the present invention relate to systems and methods
for automatically and passively determining a host con-
figuration of a computer network and providing a user
interface for modifying the host configuration data.

Background

[0002] Computers and computer networks connecting
such computers are vital components of modern society.
Unfortunately, such computer networks are susceptible
to attacks from internal and external hostile sources. In-
trusion detection systems (IDSs) are used to prevent
such attacks. Conventional IDSs operate by analyzing
network traffic in terms of the traffic itself. They do not,
however, consider the end points of that traffic. End
points refer to the originators and recipients of message
traffic. Such end points include, for example, clients and
the servers. Analysis of end points can provide contextual
information about the network such as host addresses
and services. By not considering these end points, a vital
piece of contextual information about the network is
missed. Consequently, a substantial need exists for tech-
nologies that provide information about the end points of
computer network traffic.
[0003] IDSs are less effective than they could be be-
cause they do not have contextual information about the
computer network they are monitoring. For example,
without contextual information, IDSs are susceptible to
a computer network attack known as evasion. Evasion
occurs when an attacker uses network endpoint informa-
tion that the IDS does not have, to evade detection by
the IDS. A known method of evasion is insertion. Insertion
can be used in networks having a routing infrastructure
that handles packets of different sizes. For example, a
routing link (router or some other device) may be attached
to a network that supports a 1500 byte maximum size on
one side of the device and 500 bytes on the other. If
someone was trying to talk to a host on the other side of
the device, the maximum packet size they could send is
500 bytes. This maximum is called the "Path MTU" (Max-
imum Transfer Unit). If an attacker knows this, they can
transmit a large packet between two properly sized pack-
ets and get the IDS to accept the oversized packet, giving
the IDS a bad model of the data that is actually arriving
at the host.
[0004] Not only does the lack of contextual information
make the IDS more susceptible to attack, but it also
makes the IDS less efficient. One such inefficiency is
that, without contextual information, the IDS may not be
able to discern whether or not an attack can cause harm.
Attacks can be directed to a particular service running

on a target host. Without information about the services
running on the target host, an IDS could mistakenly detect
an attack even if that host is not running the targeted
service. That is, the IDS would cause an alarm even
though the attack would be harmless. Such an event is
called a false positive. Large numbers of false positives
can make it more difficult and expensive to locate genuine
attacks that can harm a host on the network.
[0005] Some conventional techniques for providing
contextual information to IDSs are known. One such
technique is for a human to audit each host manually and
gather all desired contextual information. This manual
method has a number of disadvantages including that it
is time consuming, prone to error, and makes mainte-
nance more difficult. One reason for these drawbacks is
that networks are dynamic in nature. Host computers in
computer networks are added, removed, and reconfig-
ured. If these changes are not meticulously documented,
each computer on the network must be revisited period-
ically to insure that the contextual information is up to
date. Documents US 2005/015623, WO01/37511,
US2003/126472 and WO2004/100011 for example re-
late to assigning vulnerability parameters to network de-
vices.
[0006] Another conventional technique for providing
contextual information to an IDS is an automatic discov-
ery system. Conventional automatic discovery systems
are active scanning systems that actively probe end
hosts on a computer network and perform stimulus re-
sponse tests on them to find and record vulnerabilities
that exist on end hosts. Though not manual, active scan-
ning systems also suffer from several problems. One
problem is that active scanning can be destructive to the
network. In testing for vulnerabilities, they can cause both
routers and servers to malfunction or stop functioning.
Another problem is that they may not provide information
useful to an IDS because in many instances a one-to-
one mapping does not exist between the information an
active scanner provides and the information an IDS can
use. Another problem is that active scanners only provide
a snapshot of the network at the time when the scan is
performed. This snapshot is problematic because a host
may run a vulnerable service transiently. In such a case,
the active scanning may be performed at a time when
the vulnerable service is not running. As a result, the
active scan would not cause an alarm despite the tran-
sient nature of the vulnerability.
[0007] While it is advantageous to automatically and
passively determine a host configuration, there may be
occasions when a passively determined map does not
incorporate information that would be useful. For exam-
ple, a certain version of a service may be known to have
certain vulnerabilities while another version of the same
service may not be vulnerable. In some cases, a patch
may have been applied to a service running on a host
thereby eliminating a known vulnerability. In cases such
as these, it is advantageous to provide an interface by
which a user can modify the data stored in the network

1 2 



EP 1 949 242 B1

3

5

10

15

20

25

30

35

40

45

50

55

map. It is a further advantage to allow a user to conven-
iently annotate network map data with a graphical user
interface.
[0008] In view of the foregoing, it can be appreciated
that a substantial need exists for systems and methods
that can advantageously provide a user interface for
modifying an automatically and passively determined
host configuration of a computer network.

Summary of the Invention

[0009] One embodiment of the invention includes a
method as defined by claim 1 for assigning a vulnerability
parameter to a device on a network by defining a vulner-
ability parameter for an operating system or service, stor-
ing the vulnerability parameter in a host map associated
with a network device, providing a graphical user inter-
face for viewing and modifying the vulnerability parame-
ter, and storing the modified vulnerability parameter in
the host map associated with the service or operating
system.
[0010] Another example includes a mechanism for au-
tomatically and passively determining the characteristics
of a network by reading one or more packets transmitted
on the network, identifying a network device on the net-
work using the one or more packets, recording an identity
of the network device in a host map record associated
with the network device, providing a graphical user inter-
face for receiving a parameter from a user, and recording
the user parameter in the host map record associated
with the network device.
[0011] Another embodiment of the invention is a sys-
tem as defined by claim 5 for assigning a vulnerability
parameter to a device on a network including a computer-
readable medium for storing a vulnerability parameter for
an operating system or service in a host map associated
with a network device, a display for displaying a graphical
user interface for viewing and modifying the vulnerability
parameter assigned to the service or operating system,
and a computer-readable medium for storing the modi-
fied vulnerability parameter in the host map associated
with the service or operating system.
[0012] Another example is a mechanism for automat-
ically and passively determining the characteristics of a
network including a receiver for receiving one or more
packets transmitted on the network and identifying a net-
work device on the network using the one or more pack-
ets, a computer-readable medium for storing an identity
of the network device in a host map, a display for dis-
playing a graphical user interface for receiving a param-
eter from a user, and a computer-readable medium for
storing the user parameter in the host map associated
with the identified network device.

Brief Description of the Drawings

[0013]

Figure 1 illustrates an exemplary method for auto-
matically and passively determining the characteris-
tics of a network.
Figure 2 illustrates an exemplary data structure for
storing network device information or host informa-
tion.
Figure 3 illustrates an exemplary user interface for
displaying user-defined host attributes.
Figure 4 illustrates an exemplary user interface for
adding and naming a new attribute and selecting its
type.
Figure 5 illustrates an exemplary user interface for
defining an integer attribute with a range.
Figure 6 illustrates an exemplary user interface for
adding or selecting list items.
Figure 7 illustrates an exemplary user interface for
modifying an attribute in the attribute list.
Figure 8 illustrates an exemplary interface for select-
ing an attribute from a list of user-defined attributes.
Figure 9 illustrates an exemplary user interface in-
cluding collapsed subsections.
Figure 10 illustrates an exemplary interface for edit-
ing attributes in a table view.
Figure 11 illustrates an exemplary vulnerability edi-
tor.
Figure 12 illustrates an exemplary user interface for
displaying "Invalid" or "Not Applicable" vulnerabili-
ties.
Figure 13 illustrates an exemplary interface for
searching a criticality field.
Figure 14 illustrates an exemplary interface for set-
ting a criticality field.
Figure 15 illustrates an exemplary interface for se-
lecting the criticality level for a host.
Figure 16 illustrates an exemplary interface for set-
ting a criticality field.
Figure 17 illustrates an exemplary text or notes field.

Detailed Description of the Invention

[0014] Embodiments of systems and methods for mod-
ifying a passively determined network characteristic da-
tabase are described in this detailed description of the
invention. In this detailed description, for purposes of ex-
planation, numerous specific details are set forth to pro-
vide a thorough understanding of embodiments of the
present invention. One skilled in the art can appreciate,
however, that embodiments of the present invention may
be practiced without these specific details. In other in-
stances, structures and devices are shown in block dia-
gram form. Furthermore, one skilled in the art can readily
appreciate that the specific sequences in which methods
are presented and performed are illustrative and it is con-
templated that the sequences can be varied and still re-
main within the spirit and scope of embodiments of the
present invention.
[0015] The present invention is applicable to IDSs,
such as those described in the co-pending U.S. Patent
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Application Serial No. 10/793,887, filed March 8, 2004,
titled "Methods and Systems for Intrusion Detection," by
Marc A. Norton and Daniel J. Roelker. The present in-
vention is also applicable to analysis of vulnerabilities,
as described in the co-pending U.S. Patent Application
Serial No. 10/843,353, filed May 12, 2004, titled "Systems
and Methods for Determining Characteristics of a Net-
work and Analyzing Vulnerabilities," by Martin Roesch,
William Andrew Vogel, III, and Matt Watchinski.
[0016] Embodiments of the present invention can be
applied to passively determined network maps or char-
acteristic databases. These systems are passive be-
cause they examine packets moving across a network;
they do not perform active scans. They are automatic
because they require little or no human intervention.
Such passive systems operate by performing functions
including: (1) identifying each network device on a net-
work, (2) identifying operating system and services run-
ning on each network device, (3) recording, in real-time,
any changes occurring on the network, and (4) gathering
this information in a format that can be used by a network
reporting mechanism. Exemplary network reporting
mechanisms include IDSs and network management
systems (NMSs).
[0017] Network reporting mechanisms can examine
packets moving across a network in real-time, for char-
acteristic information about the network. One such type
of characteristic information is information related to a
network device, or host, on the network. One skilled in
the art can appreciate that a network device is any device
with a network connection. Network devices include but
are not limited to computers, printers, switches, game
machines, and routers.
[0018] In response to network traffic, the identity of the
network device is recorded. The identity is stored as a
data structure in a file or database, for example. If a pack-
et identifies a network device that has previously been
recorded, the current information and the previous infor-
mation are compared and any changes are recorded. If
no changes have been found, no new information is re-
corded. In either case, the next packet is read.
[0019] Figure 1 is a flowchart showing an exemplary
method 100 for automatically and passively determining
the characteristics of a network in accordance with an
embodiment of the present invention.
[0020] In step 110 of method 100, a packet transmitted
on a network is read.
[0021] In step 120, a network device is identified using
the packet. A network device includes but is not limited
to a computer, a printer, and a router. One skilled in the
art can appreciate that a network device can also be re-
ferred to as a host.
[0022] In step 130, the identity of the network device
is recorded. The identity is stored as a data structure in
a file or database, for example. If a packet identifies a
network device that has previously been recorded, the
current information and the previous information are
compared and changes can be recorded. If no changes

have been found, no new information is recorded. In ei-
ther case, method 100 returns to step 110 to read the
next packet.
[0023] Figure 2 is an exemplary data structure used to
store network device information, or host information.
This data structure is the host representative data struc-
ture. As non-limiting examples, the host information can
includes the initiator Internet protocol (IP) address, a list
of media access control (MAC) addresses with a time-
to-live (TTL) parameter for each MAC address, a list of
operating systems, a list of network protocols, a list of
transport protocols, a list of transmission control protocol
(TCP) service data structures, a list of user datagram
protocol (UDP) service data structures, a virtual local ar-
ea network (VLAN) tag, and a last seen time. The IP
address, MAC address and TTL parameter of at least
one network device on the network are typically included
in each packet transmitted on the network. As a result,
these pieces of host information are obtained by directly
parsing the network and transport protocol fields of each
packet.

Vulnerability Analysis

[0024] In some network monitoring systems, vulnera-
bilities are assigned to hosts discovered on a network.
Vulnerabilities are known methods of maliciously gaining
access to a host or host service, or maliciously attacking
a host or host service. The vulnerabilities assigned to a
host are derived from various sources and this informa-
tion can be stored in the data structures discussed above
for storing network device information. IDSs for example,
can maintain vulnerability lists.
[0025] A list of potential vulnerabilities can be stored
in a vulnerabilities database (VDB). When a host or host
service is identified, one or more vulnerabilities from the
VDB is mapped in real-time to the host or host service.
These vulnerabilities can then be displayed in a graphical
user interface, linked to the particular host or service. An
administrator can use this information in connection with
the patching specific systems or groups of systems.
[0026] In some cases, a discovered host can be ac-
tively scanned in order to refine the list of vulnerabilities
for that host from a list of all possible vulnerabilities to a
smaller set of core vulnerabilities. This elimination of vul-
nerabilities along with the lowering of the priority of vul-
nerabilities that have either already been patched on the
target system or vulnerabilities that are not currently
present due to the configuration of the service, allows
the administrator to target efforts to resolve these vulner-
abilities to identified problem areas.
[0027] The present invention permits the creation and
modification of predefined and user-defined host at-
tributes with predefined or user-defined values. It also
provides the ability for the user to adjust these attribute
values for any host manually. In some embodiments, the
host attributes can be modified through a graphical user
interface (GUI) provided through an application program
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interface (API). Through this interface, the user can have
the ability to modify the network map and/or database
through the graphical user interface. As non-limiting ex-
amples, the user can be provided with functions for (a)
deletion of hosts and network subnets from the network
map, (b) deletion of services from the network map, (c)
marking of vulnerabilities as "not applicable," (d) modifi-
cation of a criticality field for host entries, and (e) text
annotation of hosts.

Selective Marking of Vulnerability Mappings as "Not 
Applicable"

[0028] Users can mark vulnerabilities as "Not Applica-
ble" for a particular host. Vulnerabilities that are "Not Ap-
plicable" can be tagged with a database field in the net-
work device database indicating that they are invalid (or
not applicable) for the specific host or service. As a result,
the "Not Applicable" vulnerabilities can be displayed in a
separate list in the host profile and an impact flag can be
set based on these vulnerabilities. After a vulnerability
has been marked as "Not Applicable," the user can re-
activate the vulnerability. Reactivation of a vulnerability
unsets the database flag, causes the impact flag to use
the vulnerability again, and causes display of the vulner-
ability in the "Valid" or "Applicable" vulnerabilities section
in the user interface. An example user interface showing
"Invalid" or "Not Applicable" vulnerabilities is shown in
Figure 12.
[0029] In some embodiments, a vulnerability marked
as "Not Applicable" can lose status as "Not Applicable"
on the occurrence of one or more predefined events. For
example, if a change to an operating system or service
on an entity occurs that causes a new vulnerability lookup
to be performed, the vulnerability can be remapped to
the entity as a "Valid" vulnerability, if applicable. If an
operating system change event occurs, the previous vul-
nerability list can also be deleted and a new vulnerability
lookup can be performed. If a vulnerability exists for an
operating system and is marked as "Invalid" before an
operating system change event, the vulnerability can be
remapped as a "Valid" vulnerability.

Multiple Vulnerability Modification

[0030] In some embodiments, vulnerabilities can be
marked as "Not Applicable" for several hosts with one
user action. In such embodiments, multiple hosts or serv-
ices mapped with a particular vulnerability are searched
and identified and all of them are marked as "Not Appli-
cable" without requiring the user to manually select each
host or service.

User-Defined Attributes

[0031] Some embodiments of the invention can in-
clude an interface for creating one or more attributes in
the host profile and assigning values or data types to the

attribute. For example, attributes can include (a) an op-
erational criticality attribute with values such as high, me-
dium, or low, (b) a location attribute for storing exemplary
values such as "Rockville," "Santa Clara," "London"; (c)
an room number attribute for storing integer values type
in a predefined range such as 0 to 600.

Attribute Types

[0032] One or more of the following types of attributes
may be edited by a user through a graphical user inter-
face.

Text Attribute Type

[0033] This attribute type is a simple text field that can
be appended to or included in the host profile. Removing
special characters that may cause security issues from
the attribute text value can be handled automatically. An
exemplary text or notes field is shown in Figure 17.

Integer Range Type

[0034] This attribute type is defined as an integer be-
tween a user defined minimum and maximum. If the user
attempts to assign an integer to this attribute that falls
outside the defined range, an error can be returned. If
the attribute definition is modified, any host attribute set-
ting that falls outside the defined range can be deleted.

Value List Type

[0035] This attribute type is defined as a list of string
values. At least one value can be defined per list. Each
entry can contain an ID that can be used to identify the
attribute value when it is assigned to a host. If the attribute
is modified and an item is deleted, any host attribute set-
ting with this item value can also be deleted. For example,
if a "Location" list attribute exists, and a system is as-
signed to the "Rockville" location, if the "Rockville" loca-
tion is deleted, the Location attribute is deleted from all
hosts with the "Rockville" value.

IP Assigned Value List Type

[0036] This attribute type is similar to the Value List
Type, except that each list item can be associated with
a list of network definitions (IP address/netmask pair in
CIDR notation), and the value of the attribute for a host
can be set automatically based on its IP address. If the
value for a specific list item is modified, other hosts having
that value set can be updated automatically.
[0037] The network definitions can be evaluated from
most-specific to least-specific. For example, if the net-
works 10.4.0.0/16 and 10.0.0.0/8 are specified for differ-
ent levels, the host 10.4.12.68 can be assigned the value
matched with the 10.4.0.0/16 network. If the IP ranges
for list items are modified, then the attribute value settings
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for the hosts can be automatically reevaluated.

Host Criticality

[0038] A server criticality field can be provided for hosts
in the network map. This field can be added in both the
database and memory map representations of hosts and
can be a searchable field. An exemplary interface for
searching this attribute is shown in Figure 13.
[0039] In one exemplary embodiment, the criticality
category can contain four levels: none, low, medium, and
high. The "none" level can be defined as the default level.
When new hosts are added to the network map they can
automatically be assigned this level. Users can change
the level for individual hosts or apply a level change to
selected hosts from the search results screen and/or the
host view screen. Exemplary interfaces for setting the
criticality field are shown in Figures 15 and 17. As dis-
cussed in more detail below, the criticality field can also
be used in a rule associated with one or more policies
and responses.
[0040] From the host map view, the criticality of a spe-
cific host may be selected by a user. According to the
exemplary interface shown in Figure 15, if the user clicks
on a link, a pop-up can appear to allow the user to select
the criticality level for the specific host.

Network Monitoring System Integration

[0041] Attribute definitions can contain Universal
Unique Identifiers (UUIDs) to allow high availability peers
and managed sensors to differentiate between locally
and remotely generated attributes. As used herein, a high
availability peer is a second system storing a second copy
of a network map. In some embodiments, the network
map stored for high availability can be synchronized be-
tween multiple peers hosting the map. Hosts assigned a
value on one network monitoring system can be auto-
matically assigned that value on a second high availabil-
ity network monitoring system. In some embodiments,
attributes that have been propagated to a second net-
work entity can be modified on the second entity and
propagated back to the first entity. Any of attributes and/or
validity and applicability parameters described herein
can be made available through high availability peers.
[0042] Users can be given the ability to define generic
attributes that can be applied to all host profiles. The at-
tributes can be usable in host searches and in connection
with policies and responses. Features such as, but not
limited to, adding, deleting and modifying attribute defi-
nitions, and setting and deleting attribute values for spe-
cific hosts can be performed through an API.

Policy and Response

[0043] When attributes are created, these values can
be added to policy and response rules and search con-
straints. For the value list attribute type, users can be

allowed to use the "is" and "is not" operators. For the
integer range attribute type, users can be allowed to use
mathematical operators such as =, <, and >. For text
attributes, regular expression searches can be per-
formed using operators such as "contains", "starts with",
and "ends with."
[0044] In further embodiments, an interface can be pro-
vided so that a user can (a) assign attributes and values
to hosts in the host profile, (b) assign attributes to one or
more hosts in a host table view, (c) automatically assign
and automatically set attribute values to a host based on
an IP address and when the host is detected, (d) set
predefined host attributes for use in a policy and response
rule as a host qualifier, and (e) manage user defined host
attributes.

Graphical User Interface

[0045] The graphical user interface can provide the us-
er with a vulnerability editor to mark a specific vulnera-
bility as "not applicable" for one or more hosts. In some
embodiments, the interface can include a search screen
that includes "vulnerability ID" as a searchable field to
facilitate location of hosts with a selected vulnerability.
Some embodiments can include a user interface to sup-
port user-defined host attributes. Through the interface,
the user can perform one or more of the following func-
tions: (a) creating and modifying attribute definitions, (b)
viewing and modifying attribute settings for specific
hosts, and (c) organizing host displays based on attribute
values.

Existing Attribute List

[0046] The attribute list screen displays user-defined
attributes. Initially, the list may be empty. Activation of a
"create" link can display a separate screen for creating
new attributes. For existing attributes, the table can dis-
play a name, type, and automatically assign a setting for
attributes. The interface can include two links in each row
for modifying and deleting specific attributes: an "edit"
link can display an interface for editing entries and a "de-
lete" link can delete selected items and refresh the table
display. One such exemplary interface is shown in Figure
3.

Add New Attribute

[0047] An add new attribute screen allows the user to
name a new attribute, choose its type, and configure fur-
ther settings based upon the type. As discussed above,
exemplary types of attributes can include: text, integer,
and list. In some embodiments, a limited set of the graph-
ical user interface components for configuring the cur-
rently selected type are displayed. One such exemplary
interface is shown in Figure 4.
[0048] The integer range type interface can display two
new rows containing the minimum and maximum input

9 10 



EP 1 949 242 B1

7

5

10

15

20

25

30

35

40

45

50

55

fields for the integer range. One such exemplary interface
is shown in Figure 5.
[0049] The list type can display two or more lists. One
such exemplary interface is shown in Figure 6. The first
list is the list of values for the attribute. When one of these
values is selected, the second list can display the IP rang-
es that are automatically assigned that value. Values can
be added to either list using input fields. Selected items
can be deleted using the "X" in the top-right of each list
area. When the user is finished configuring the new at-
tribute, the "Save Attribute" button can be used to add
the attribute. The user can return to the attribute list later
by activating a "Return to Attribute List" link or button.

Modify Existing Attribute

[0050] When the user clicks on the modify link for a
specific attribute in the attribute list, an interface for mod-
ifying an existing attribute can be presented. One such
exemplary interface is shown in Figure 7. In some em-
bodiments, a user is not permitted to change the type for
an existing attribute. In such embodiments, the type is
displayed as a label instead of a modifiable combination
box. In some embodiments, controls employed in the new
attribute interface can be used in the modify existing at-
tribute interface.

Network Map View of Attributes

[0051] The attribute view can allow the user to choose
an attribute from a list of user-defined attributes. The val-
ues for the selected attribute can then be displayed as
the top-level elements in the network map tree. When
the user expands one of these values, a list of host IPs
that have that attribute value set can be displayed as
child elements. Selection of one of these hosts can cause
display the host profile view in the right-hand panel. One
such exemplary interface is shown in Figure 8.

Attributes in the Host Profile

[0052] Host profile data can be viewed in any one of
several graphical user interfaces. In some embodiments,
editing of host attributes and vulnerabilities can be per-
formed in separate popup windows. Attributes that have
values set can also be displayed in a read-only host pro-
file.

Collapsed Subsections

[0053] In some embodiments, displayed subsections,
such as Services and Vulnerabilities can be expanded
or collapsed. By default, they can be collapsed which can
make the host profile less overwhelming and reduce its
vertical size. The collapsed subsections can display a
total element count in the title bar to inform user of the
number of sub-elements without requiring expansion of
each section. One such exemplary interface is shown in

Figure 9.

Attribute Editor

[0054] An attribute editor can be used to edit attributes
in the table view. The editor can be a popup window that
allows the user to select an available attribute and set its
value for the selected host. The popup can include of a
presentation of available attributes. Once an attribute is
selected, an appropriate edit field for that attribute can
be displayed. As non-limiting examples, the fields can
include a text-area for text attributes, a text-field for range
attributes, and a box for list attributes. One such exem-
plary interface is shown in Figure 10.

Vulnerabilities Editor

[0055] The vulnerability editor can allow users to easily
designate the vulnerabilities that are, and are not, appli-
cable to the current host. In one embodiment, the window
can consist of two select lists, side by side, with arrow
buttons between them. To transfer vulnerabilities from
one list to the other, the user can select the desired items
and click one of the arrow buttons. When the user is fin-
ished arranging the lists, the "Save" button can be used
to apply the changes. One such exemplary interface is
shown in Figure 11.

Attribute Table View

[0056] An attribute table view can be used for search-
ing, displaying, and reporting of attribute values and the
hosts associated with those values. These attributes can
be displayed in the host table view or in a separate table
view. This table view can display columns for the attribute
name, the IP address of hosts with attribute settings, and
the value of those attributes.
[0057] A corresponding attribute search page can be
provided for searching the attribute table view based on
attribute name, value, and/or host IP address. Link but-
tons from the attribute table view to other table views can
also be used for locating other information associated
with a set of selected attributes.
[0058] In some embodiments, a "Set Attributes" button
can be included in the interface. Selection of this button
can cause display a popup window that allows the user
to select an available attribute and set its value for hosts
identified in the table view. The popup can include a com-
bo-box of available attributes, and once an attribute is
selected, an appropriate edit field for that attribute can
be displayed such as a text-area for text attributes, a text-
field for range attributes, or a combo-box for list attributes.
[0059] In accordance with an embodiment of the
present invention, instructions adapted to be executed
by a processor to perform a method are stored on a com-
puter readable medium. The computer-readable medium
can be a device that stores digital information. For ex-
ample, a computer-readable medium includes a read-
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only memory (e.g., a Compact Disc-ROM ("CD-ROM")
as is known in the art for storing software. The computer-
readable medium can be accessed by a processor suit-
able for executing instructions adapted to be executed.
The terms "instructions configured to be executed" and
"instructions to be executed" are meant to encompass
any instructions that are ready to be executed in their
present form (e.g., machine code) by a processor, or re-
quire further manipulation (e.g., compilation, decryption,
or provided with an access code, etc.) to be ready to be
executed by a processor.
[0060] Embodiments of the present invention relate to
data communications via one or more networks. The data
communications can be carried by one or more commu-
nications channels of the one or more networks. A net-
work can include wired communication links (e.g., coaxial
cable, copper wires, optical fibers, a combination thereof,
and so on), wireless communication links (e.g., satellite
communication links, terrestrial wireless communication
links, satellite-to-terrestrial communication links, a com-
bination thereof, and so on), or a combination thereof. A
communications link can include one or more communi-
cations channels, where a communications channel car-
ries communications.
[0061] A system and method in accordance with an
embodiment of the present invention disclosed herein
can advantageously improve existing intrusion detection
systems or real-time network reporting mechanisms by
giving them contextual information about a computer net-
work. Such a system and method is particularly advan-
tageous in comparison to manual methods in that its in-
formation is updated automatically. The ability of the
present invention to discover the operating systems of
both servers and clients is an important advantage over
conventional network detection systems. It is advanta-
geous in comparison to active scanning systems in that
it is not destructive to the network, it can provide relevant
information to an IDS and its information is always up to
date. It can be used to provide information to enhance
intrusion detection systems or to provide continuous real-
time reports of the status of the network. It can discover
the operating systems of both servers and clients.
[0062] In the foregoing detailed description, systems
and methods in accordance with embodiments of the
present invention have been described with reference to
specific exemplary embodiments. Accordingly, the
present specification and figures are to be regarded as
illustrative rather than restrictive. The scope of the inven-
tion is to be further understood by the claims, and by their
equivalents.

Claims

1. A method for assigning a vulnerability parameter to
a device on a network, comprising:

defining a vulnerability parameter for an operat-

ing system or service;
storing the vulnerability parameter in a host pro-
file associated with a network device in a net-
work map;
providing a graphical user interface for viewing
and modifying the vulnerability parameter to be
tagged as invalid or valid indicating the applica-
bility of the vulnerability parameter to the net-
work device; and
storing the modified vulnerability parameter in
the host profile,
wherein when the vulnerability parameter is
tagged as invalid for the network device and a
pre-defined change in the operating system or
service occurs on the network device, a new
lookup of the applicability of the vulnerability pa-
rameter to the network device is performed and
the vulnerability parameter is modified to be
tagged as valid, if applicable, for the network
device,
wherein the host profile further includes one or
more host attributes associated with a universal
unique identifier to allow high availability peers
and managed sensors to differentiate between
locally and remotely generated host attributes,
the network map being synchronized to a high
availability peer which is a second system stor-
ing a second copy of the network map, wherein
the one or more host attributes of the host profile
can be modified on the high availability peer,
wherein the network map with the host profile
including any modified host attributes is syn-
chronized between multiple high availability
peers storing the network map.

2. The method of claim 1, wherein the graphical user
interface is provided through an application program
interface.

3. The method of claim 1, wherein the graphical user
interface provides a function for setting a vulnerabil-
ity parameter for a plurality of selected hosts or serv-
ices.

4. The method of claim 1, wherein the graphical user
interface provides a function for deleting a host from
a network map.

5. A system for assigning a vulnerability parameter to
a device on a network, comprising:

a computer-readable medium for storing a vul-
nerability parameter for an operating system or
service in a host profile associated with a net-
work device in a network map;
a display for displaying a graphical user interface
for viewing the vulnerability parameter tagged
as invalid or valid indicating the applicability of
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the vulnerability parameter to the network de-
vice, and for modifying a vulnerability parameter
tagged as invalid to be tagged as valid, if appli-
cable; and
a computer-readable medium for storing the
modified vulnerability parameter in the host pro-
file,
the system being configured to perform the
method of any preceding claim.

Patentansprüche

1. Verfahren zum Zuweisen eines Schwachstellenpa-
rameters zu einer Vorrichtung in einem Netzwerk,
wobei das Verfahren Folgendes umfasst:

Definieren eines Schwachstellenparameters für
ein Betriebssystem oder einen Dienst;
Speichern des Schwachstellenparameters in ei-
nem Hostprofil, das einer Netzwerkvorrichtung
zugeordnet ist, in einer Netzwerkkarte;
Bereitstellen einer grafischen Benutzerschnitt-
stelle zum Anzeigen und Ändern des Schwach-
stellenparameters, der als ungültig oder gültig
gekennzeichnet werden soll, um die Anwend-
barkeit des Schwachstellenparameters auf die
Netzwerkvorrichtung anzuzeigen; und
Speichern des geänderten Schwachstellenpa-
rameters im Hostprofil,
wobei, wenn der Schwachstellenparameter für
die Netzwerkvorrichtung als ungültig gekenn-
zeichnet ist und eine vordefinierte Änderung des
Betriebssystems oder Dienstes auf der Netz-
werkvorrichtung auftritt, wird eine neue Suche
nach der Anwendbarkeit des Schwachstellen-
parameters auf die Netzwerkvorrichtung durch-
geführt, und der Schwachstellenparameter wird
so geändert, dass er gegebenenfalls für die
Netzwerkvorrichtung als gültig gekennzeichnet
wird,
wobei das Hostprofil ferner ein oder mehrere
Hostattribute umfasst, die einer universellen
eindeutigen Kennung zugeordnet sind, damit
Hochverfügbarkeits-Peers und verwaltete Sen-
soren zwischen lokal und entfernt generierten
Hostattributen unterscheiden können; wobei die
Netzwerkkarte mit einem Hochverfügbarkeits-
Peer synchronisiert ist, der ein zweites System
ist, das eine zweite Kopie der Netzwerkkarte
speichert, wobei das eine oder die mehreren Ho-
stattribute des Hostprofils auf dem Hochverfüg-
barkeits-Peer geändert werden können, wobei
die Netzwerkkarte mit dem Hostprofil, das ge-
änderte Hostattribute umfasst, zwischen meh-
reren Hochverfügbarkeits-Peers synchronisiert
wird, die die Netzwerkkarte speichern.

2. Verfahren nach Anspruch 1, wobei die grafische Be-
nutzerschnittstelle über eine Anwendungspro-
grammschnittstelle bereitgestellt wird.

3. Verfahren nach Anspruch 1, wobei die grafische Be-
nutzerschnittstelle eine Funktion zum Einstellen ei-
nes Schwachstellenparameters für mehrere ausge-
wählte Hosts oder Dienste bereitstellt.

4. Verfahren nach Anspruch 1, wobei die grafische Be-
nutzerschnittstelle eine Funktion zum Löschen eines
Hosts aus einer Netzwerkkarte bereitstellt.

5. System zum Zuweisen eines Schwachstellenpara-
meters zu einer Vorrichtung in einem Netzwerk, wo-
bei das System Folgendes umfasst:

ein computerlesbares Medium zum Speichern
eines Schwachstellenparameters für ein Be-
triebssystem oder einen Dienst in einem Host-
profil, das einer Netzwerkvorrichtung in einer
Netzwerkkarte zugeordnet ist;
eine Anzeige zum Anzeigen einer grafischen
Benutzerschnittstelle zur Ansicht des als ungül-
tig oder gültig gekennzeichneten Schwachstel-
lenparameters, der die Anwendbarkeit des
Schwachstellenparameters auf die Netzwerk-
vorrichtung angibt, und zum Ändern eines als
ungültig gekennzeichneten Schwachstellenpa-
rameters, um gegebenenfalls als gültig gekenn-
zeichnet zu werden; und
ein computerlesbares Medium zum Speichern
des geänderten Schwachstellenparameters im
Hostprofil,
wobei das System dafür konfiguriert ist, das Ver-
fahren eines vorhergehenden Anspruchs aus-
zuführen.

Revendications

1. Procédé destiné à attribuer un paramètre de vulné-
rabilité à un dispositif sur un réseau, comprenant :

la définition d’un paramètre de vulnérabilité pour
un système d’exploitation ou un service ;
le stockage du paramètre de vulnérabilité dans
un profil d’hôte associé à un dispositif de réseau
dans une carte de réseau ;
la mise à disposition d’une interface utilisateur
graphique pour visualiser et modifier le paramè-
tre de vulnérabilité devant être balisé comme
étant invalide ou valide indiquant l’applicabilité
du paramètre de vulnérabilité au dispositif de
réseau ; et
le stockage du paramètre de vulnérabilité mo-
difié dans le profil d’hôte,
dans lequel lorsque le paramètre de vulnérabi-
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lité est balisé comme étant invalide pour le dis-
positif de réseau et qu’un changement prédéfini
dans le système d’exploitation ou le service sur-
vient sur le dispositif de réseau, une nouvelle
consultation de l’applicabilité du paramètre de
vulnérabilité au dispositif de réseau est réalisée
et le paramètre de vulnérabilité est modifié afin
d’être balisé comme étant valide, le cas échéant,
pour le dispositif de réseau,
dans lequel le profil d’hôte inclut en outre un ou
plusieurs attributs d’hôte associés à un identi-
fiant unique universel pour permettre à des ho-
mologues à haute disponibilité et à des capteurs
gérés de différencier entre des attributs d’hôte
générés au plan local et à distance, la carte de
réseau étant synchronisée à un homologue à
haute disponibilité qui est un deuxième système
stockant une deuxième copie de la carte de ré-
seau, dans lequel lesdits un ou plusieurs attri-
buts d’hôte du profil d’hôte peuvent être modifiés
sur l’homologue à haute disponibilité, dans le-
quel la carte de réseau avec le profil d’hôte in-
cluant n’importe quels attributs d’hôte modifiés
est synchronisée entre de multiples homolo-
gues à haute disponibilité stockant la carte de
réseau.

2. Procédé de la revendication 1, dans lequel l’interface
utilisateur graphique est fournie par l’intermédiaire
d’une interface de programme d’application.

3. Procédé de la revendication 1, dans lequel l’interface
utilisateur graphique fournit une fonction pour régler
un paramètre de vulnérabilité pour une pluralité d’hô-
tes ou de services sélectionnés.

4. Procédé de la revendication 1, dans lequel l’interface
utilisateur graphique fournit une fonction pour sup-
primer un hôte d’une carte de réseau.

5. Système destiné à attribuer un paramètre de vulné-
rabilité à un dispositif sur un réseau, comprenant :

un support lisible par ordinateur pour stocker un
paramètre de vulnérabilité pour un système
d’exploitation ou un service dans un profil d’hôte
associé à un dispositif de réseau dans une carte
de réseau ;
un affichage pour afficher une interface utilisa-
teur graphique pour visualiser le paramètre de
vulnérabilité balisé comme étant invalide ou va-
lide indiquant l’applicabilité du paramètre de vul-
nérabilité au dispositif de réseau, et pour modi-
fier un paramètre de vulnérabilité balisé comme
étant invalide afin d’être balisé comme étant va-
lide, le cas échéant ; et
un support lisible par ordinateur pour stocker le
paramètre de vulnérabilité modifié dans le profil

d’hôte,
le système étant configuré pour réaliser le pro-
cédé d’une quelconque revendication précé-
dente.
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