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Description

FIELD OF THE INVENTION

[0001] The present invention relates to storage sys-
tems and, more specifically, to a technique for encoding
parity data to enable recovery from a plurality of failed
storage devices of a storage array.

BACKGROUND OF THE INVENTION

[0002] A storage system typically comprises one or
more storage devices into which data may be entered,
and from which data may be obtained, as desired. The
storage system may be implemented in accordance with
a variety of storage architectures including, but not limited
to, a network-attached storage environment, a storage
area network and a disk assembly directly attached to a
client or host computer. The storage devices are typically
disk drives, wherein the term "disk" commonly describes
a self-contained rotating magnetic media storage device.
The term "disk" in this context is synonymous with hard
disk drive (HDD) or direct access storage device (DASD).
[0003] The disks within a storage system are typically
organized as one or more groups, wherein each group
is operated as a Redundant Array of Independent (or
Inexpensive) Disks (RAID). Most RAID implementations
enhance the reliability/integrity of data storage through
the redundant writing of data stripes across a given
number of physical disks in the RAID group, and the ap-
propriate storing of redundant information with respect
to the striped data. The redundant information enables
recovery of data lost when a storage device fails.
[0004] In the operation of a disk array, it is anticipated
that a disk can fail. A goal of a high performance storage
system is to make the mean time to data loss (MTTDL)
as long as possible, preferably much longer than the ex-
pected service life of the system. Data can be lost when
one or more disks fail, making it impossible to recover
data from the device. Typical schemes to avoid loss of
data include mirroring, backup and parity protection. Mir-
roring is an expensive solution in terms of consumption
of storage resources, such as disks. Backup does not
protect data modified since the backup was created. Par-
ity schemes are common because they provide a redun-
dant encoding of the data that allows for a single erasure
(loss of one disk) with the addition of just one disk drive
to the system.
[0005] Parity protection is used in computer systems
to protect against loss of data on a storage device, such
as a disk. A parity value may be computed by summing
(usually modulo 2) data of a particular word size (usually
one bit) across a number of similar disks holding different
data and then storing the results on an additional similar
disk. That is, parity may be computed on vectors 1-bit
wide, composed of bits in corresponding positions on
each of the disks. When computed on vectors 1-bit wide,
the parity can be either the computed sum or its comple-

ment; these are referred to as even and odd parity re-
spectively. Addition and subtraction on 1-bit vectors are
both equivalent to exclusive-OR (XOR) logical opera-
tions. The data is then protected against the loss of any
one of the disks, or of any portion of the data on any one
of the disks. If the disk storing the parity is lost, the parity
can be regenerated from the data. If one of the data disks
is lost, the data can be regenerated by adding the con-
tents of the surviving data disks together and then sub-
tracting the result from the stored parity.
[0006] Typically, the disks are divided into parity
groups, each of which comprises one or more data disks
and a parity disk. A parity set is a set of blocks, including
several data blocks and one parity block, where the parity
block is the XOR of all the data blocks. A parity group is
a set of disks from which one or more parity sets are
selected. The disk space is divided into stripes, with each
stripe containing one block from each disk. The blocks
of a stripe are usually at the same locations on each disk
in the parity group. Within a stripe, all but one block are
blocks containing data ("data blocks") and one block is
a block containing parity ("parity block") computed by the
XOR of all the data. If the parity blocks are all stored on
one disk, thereby providing a single disk that contains all
(and only) parity information, a RAID-4 implementation
is provided. If the parity blocks are contained within dif-
ferent disks in each stripe, usually in a rotating pattern,
then the implementation is RAID-5. The term "RAID" and
its various implementations are well-known and dis-
closed in A Case for Redundant Arrays of Inexpensive
Disks (RAID), by D. A. Patterson, G. A. Gibson and R.
H. Katz, Proceedings of the International Conference on
Management of Data (SIGMOD), June 1988, the con-
tents of which are hereby incorporated by reference.
[0007] As used herein, the term "encoding" means the
computation of a redundancy value over a predetermined
subset of data blocks, whereas the term "decoding"
means the reconstruction of a data or parity block by
using a subset of data blocks and redundancy values. If
one disk fails in the parity group, the contents of that disk
can be decoded (reconstructed) on a spare disk or disks
by adding all the contents of the remaining data blocks
and subtracting the result from the parity block. Since
two’s complement addition and subtraction over 1-bit
fields are both equivalent to XOR operations, this recon-
struction consists of the XOR of all the surviving data and
parity blocks. Similarly, if the parity disk is lost, it can be
recomputed in the same way from the surviving data.
[0008] Parity schemes generally provide protection
against a single disk failure within a parity group. These
schemes can also protect against multiple disk failures
as long as each failure occurs within a different parity
group. However, if two disks fail concurrently within a
parity group, then an unrecoverable loss of data is suf-
fered. Failure of two disks concurrently within a parity
group is a fairly common occurrence, particularly be-
cause disks "wear out" and because of environmental
factors with respect to the operation of the disks. In this
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context, the failure of two disks concurrently within a par-
ity group is referred to as a "double failure".
[0009] A double failure typically arises as a result of a
failure of one disk and a subsequent failure of another
disk while attempting to recover from the first failure. The
recovery or reconstruction time is dependent upon the
level of activity of the storage system. That is, during
reconstruction of a failed disk, it is possible that the stor-
age system remain "online" and continue to serve re-
quests (from clients or users) to access (i.e., read and/or
write) data. If the storage system is busy serving re-
quests, the elapsed time for reconstruction increases.
The reconstruction process time also increases as the
size and number of disks in the storage system increases,
as all of the surviving disks must be read to reconstruct
the lost data. Moreover, the double disk failure rate is
proportional to the square of the number of disks in a
parity group. However, having small parity groups is ex-
pensive, as each parity group requires an entire disk de-
voted to redundant data.
[0010] Another failure mode of disks is media read er-
rors, wherein a single block or sector of a disk cannot be
read. The unreadable data can be reconstructed if parity
is maintained in the storage array. However, if one disk
has already failed, then a media read error on another
disk in the array will result in lost data. This is a second
form of double failure.
[0011] In certain storage environments, it is common
to utilize a significant number of lower quality disk drives,
such as, e.g., near line storage systems for use as short
term storage before data is backed up to tape or other
long-term archival systems. However, as the number of
disks in an array increases, the probability that multiple
failures will occur also increases. The probability is ex-
acerbated by a lower mean time to failure (MTTF) of less
expensive storage devices. Thus, it is possible to have
storage systems experiencing triple or greater failures,
that is, the concurrent failures of three or more devices
in the storage array. Furthermore, numerous storage pro-
tocols, such as Serial Attached SCSI (SAS), Fibre Chan-
nel (FC), etc., have resulted in increasingly complex ar-
chitectures for disk shelves, which has resulted in a con-
comitant increase in the number of failures experienced
by such shelves and which, in turn, results in loss of ac-
cess to each disk connected to a failed disk shelf.
[0012] More generally, there is needed a generalized
erasure code that is efficient and may be utilized for n-
way failures in a parity group, i.e., failure of up to n storage
devices in an array. Such additional protection against
n-way failures may be necessary to ensure compliance
with regulated industries, long term archival storage, dis-
aster recovery, etc.
[0013] US 2008/016435 discloses a symmetric triple
parity (TP) technique in an array comprising a number p
of storage devices, such as disks, with p being a prime
number. The p disks are organized as one row parity
disk, two symmetric parity disks and p-3 data disks. Phan-
tom diagonal and anti-diagonal parity disks assumed to

be present are further assumed to contain a predeter-
mined value, thereby enabling parity encoding/decoding
utilizing the phantom (anti-) diagonal disks. Row parity
and symmetric parity values are included within the com-
putation of the diagonal and anti-diagonal parities; ac-
cordingly, the two symmetric parity and the row parity
values may be computed using the same technique as
used for a triple parity erasure, i.e., in a symmetric fash-
ion.
[0014] US 2006/129873 discloses a fault-tolerant sys-
tem for storage arrays that store parity values both on
separate disks from the data elements (horizontally
aligned) and on the same disks as the data elements
(vertically aligned), a so-called horizontal-vertical code
or HoVer code. The fault-tolerant system has embodi-
ments that are supported on a variety of array sizes and
has significant flexibility in parameter selection. Certain
embodiments can tolerate all combinations of T failed
disks and, among those, some embodiments can tolerate
many instances of more than T failures. The fault-tolerant
system has efficient XOR-based encoding, recovery, and
updating algorithms and has simple redundancy formu-
las.

SUMMARY OF THE INVENTION

[0015] The invention is defined in the appended claims.
[0016] The approach described herein addresses the
disadvantages of the prior art by providing an n-way parity
protection technique that enables recovery of up to n stor-
age device (e.g., disk) failures in a parity group of a stor-
age array encoded to protect against n-way disk failures.
The array is configured so that, in the event of failures of
storage devices of the array, the contents of the array
may be reconstructed using any technique for solving
systems of linear equations, e.g., using matrix mathe-
matics, etc. The storage array is created by first config-
uring the array with m data disks, where m=p-1 and p is
a prime number, i.e., a number only divisible by 1 and
itself. Row parity may be stored on a dedicated row parity
disk, e.g., in a manner similar to RAID 4, or may be stored
and rotated among the data disks, e.g., in a manner sim-
ilar to RAID 5.
[0017] n-1 diagonal parity disks are then added to the
array to provide a total of n bits of parity, i.e., 1 row parity
bit and n-1 diagonal parity bits. Each diagonal parity set
(i.e., diagonal) is associated with a slope that defines the
data and row parity blocks of the array that are included
in the diagonal. That is, all data and row parity blocks
that lay on the same slope through the array are associ-
ated with a diagonal. All diagonals having a common
slope within a parity group are organized as a diagonal
parity class. For each diagonal parity class, a diagonal
parity storage disk is provided to store the diagonal parity.
The number of added diagonal parity disks may be set
by a system administrator to achieve a desired level of
protection provided that the maximum number of diago-
nal parity classes is limited to p-1. In other words, in ac-
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cordance with an illustrative embodiment described
herein, n≤p because the number of n-1 diagonal parity
classes cannot exceed p-1 to ensure that the resulting
system of equations is solvable. Once added to the array,
each diagonal parity disk is divided into blocks, and the
blocks of the data disks and, if applicable, the row parity
disk are organized into stripes. The row parity is then
computed by XORing data blocks of a row parity set (i.e.,
row) and the computed parity is then stored in row parity
blocks on the row parity disk or the appropriate data disk.
[0018] All data and row parity blocks are then assigned
to diagonals of the n-1 diagonal parity classes. One of
the diagonal parity classes is selected and the diagonal
parity for each diagonal of the class, i.e., diagonals having
a common (identical) slope, is computed. The computed
diagonal parity is then stored on the appropriate diagonal
parity disk. If there are additional diagonal parity classes,
the process repeats for each additional class.

BRIEF DESCRIPTION OF THE DRAWINGS

[0019] The above and further advantages of the inven-
tion may be better understood by referring to the following
description in conjunction with the accompanying draw-
ings in which like reference numerals indicate identical
or functionally similar elements:

Fig. 1 is a schematic block diagram of an environ-
ment including a storage system in accordance with
an illustrative embodiment of the present invention;
Fig. 2 is a schematic block diagram of an exemplary
storage operating system for use on the storage sys-
tem of Fig. 1 in accordance with an illustrative em-
bodiment of the present invention;
Fig. 3 is a flowchart detailing the steps of a procedure
for encoding parity in accordance with an illustrative
embodiment of the present invention;
Fig. 4 is a schematic block diagram of a disk array
showing parity stripes in accordance with an illustra-
tive embodiment of the present invention;
Fig. 5 is a schematic block diagram of a disk array
showing parity stripes in accordance with an illustra-
tive embodiment of the present invention; and
Fig. 6 is a flowchart detailing the steps of a procedure
for recovering from one or more disk failures in ac-
cordance with an illustrative embodiment of the
present invention.

DETAILED DESCRIPTION OF THE ILLUSTRATIVE 
EMBODIMENTS

A. Storage System Environment

[0020] Fig. 1 is a schematic block diagram of an envi-
ronment 100 including a storage system 120 that may
be advantageously in accordance with an illustrative em-
bodiment of the present invention. The inventive tech-
nique described herein may apply to any type of special-

purpose (e.g., file server or filer) or general-purpose com-
puter, including a standalone computer or portion thereof,
embodied as or including a storage system 120. Moreo-
ver, the teachings of this invention can be adapted to a
variety of storage system architectures including, but not
limited to, a network-attached storage environment, a
storage area network and a disk assembly directly-at-
tached to a client or host computer. The term "storage
system" should therefore be taken broadly to include
such arrangements in addition to any subsystems con-
figured to perform a storage function and associated with
other equipment or systems.
[0021] In the illustrative embodiment, the storage sys-
tem 120 comprises a processor 122, a memory 124, a
network adapter 125 and a storage adapter 128 inter-
connected by a system bus 132. The memory 124 com-
prises storage locations that are addressable by the proc-
essor and adapters for storing software program code
and data structures associated with the present inven-
tion. The processor and adapters may, in turn, comprise
processing elements and/or logic circuitry configured to
execute the software code and manipulate the data struc-
tures. A storage operating system 200, portions of which
are typically resident in memory and executed by the
processing elements, functionally organizes the system
120 by, inter alia, invoking storage operations executed
by the storage system. It will be apparent to those skilled
in the art that other processing and memory means, in-
cluding various computer readable media, may be used
for storing and executing program instructions pertaining
to the inventive technique described herein.
[0022] The network adapter 125 comprises a plurality
of ports adapted to couple the storage system 120 to one
or more clients 110 over point-to-point links, wide area
networks, virtual private networks implemented over a
public network (Internet) or a shared local area network.
The network adapter 125 thus may comprise the me-
chanical, electrical and signaling circuitry needed to con-
nect the node to the network. Illustratively, the network
105 may be embodied as an Ethernet network or a Fibre
Channel (FC) network. Each client 110 may communi-
cate with the storage system 120 over network 105 by
exchanging discrete frames or packets of data according
to predefined protocols, such as TCP/IP.
[0023] The storage adapter 128 cooperates with the
storage operating system 200 executing on the system
120 to access information requested by a user (or client).
The information may be stored on any type of attached
array of writeable storage device media such as video
tape, optical, DVD, magnetic tape, bubble memory, elec-
tronic random access memory, micro-electro mechani-
cal, flash or other solid state media and/or any other sim-
ilar media adapted to store information, including data
and parity information. However, as illustratively de-
scribed herein, the information is stored on disks 150,
such as HDD and/or DASD, of array 140. The storage
adapter includes input/output (I/O) interface circuitry that
couples to the disks over an I/O interconnect arrange-
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ment, such as a conventional high-performance, FC se-
rial link topology.
[0024] Storage of information on array 140 is prefera-
bly implemented as one or more storage "volumes" that
comprise a cluster of physical storage disks 150, defining
an overall logical arrangement of disk space. Each vol-
ume is generally, although not necessarily, associated
with its own file system. The disks within a volume/file
system are typically organized as one or more groups,
wherein each group is operated as a Redundant Array
of Independent (or Inexpensive) Disks (RAID). Most
RAID implementations enhance the reliability/integrity of
data storage through the redundant writing of data
"stripes" across a given number of physical disks in the
RAID group, and the appropriate storing of parity infor-
mation with respect to the striped data.
[0025] The present invention comprises an n-way par-
ity (nP) technique that provides multiple storage device
failure recovery using row parity, and a plurality of diag-
onal parity in a disk array. The inventive technique is
preferably implemented by a disk storage module (shown
at 240 of Fig. 2) of the storage operating system 200 to
provide a method and system for constructing parity in
stripes across multiple storage devices, such as disks,
in a storage system. The invention reduces the amount
of computation of parity information that is required com-
pared to previously known schemes, while also reducing
the computation to recover from a plurality of disk failures.
In addition, the invention provides a uniform stripe depth
(each disk contains the same number of blocks per stripe)
and an amount of parity information equal to n disks
worth, which is the minimum amount required to allow
reconstruction from any n disk failures.
[0026] Broadly stated, the invention comprises m+n
storage devices, where m=p-1 and p is a prime number
and n is the number of failures that can be recovered
from. Parity is generally calculated as an exclusive-OR
(XOR) of data blocks to form a parity block. The XOR
operation is generally performed over the same 1-bit field
in each input block to produce a single corresponding bit
of output. As noted, the XOR operation is equivalent to
two’s complement addition or subtraction of two 1-bit
fields. Redundant parity information may also be com-
puted as the sum of same-sized multi-bit fields (e.g., 8,
16, 32, 64, 128 bits) in all the inputs. For example, the
equivalent of parity may be computed by adding data
using two’s complement addition on 32-bit fields to pro-
duce each 32 bits of redundant information. This is only
the case assuming non-reliance on the fact that an XOR
operation directed to the same input twice into a block
produces the original content of the block, as the XOR
of a block with itself produces zero.
[0027] It will be apparent to those skilled in the art that
a block (for purposes of parity computation) may or may
not correspond to a file block, a database block, a disk
sector or any other conveniently sized unit. There is no
requirement that the block size used for parity computa-
tion have any relation to any other block sizes used in

the system. However, it is expected that one or more
integer number of parity blocks will fit into a unit defined
to be one or more integer number of disk sectors. In many
cases, some number of blocks will correspond to file sys-
tem or database blocks, and will typically be of size 4k
(4096) bytes or some higher power of two bytes (e.g.,
8k, 16k, 32k, 64k, 128k, 256k).
[0028] The illustrative system described herein illus-
tratively performs full stripe write operations. In particular,
individual file blocks that are typically 4k or 8k bytes may
be divided into smaller blocks used only for parity com-
putation, so that full stripes of, e.g., 4k byte sized blocks
can be written to the disks of the array. When full stripes
are written to disk, all parity computations may be per-
formed in memory before the results are written to disk,
thus reducing the burden of computing and updating par-
ity on disk.

B. Storage Operating System

[0029] To facilitate access to the disks, the storage op-
erating system 200 implements a write-anywhere file sys-
tem that cooperates with virtualization modules to pro-
vide a function that "virtualizes" the storage space pro-
vided by disks. The file system logically organizes the
information as a hierarchical structure of named directory
and file objects (hereinafter "directories" and "files") on
the disks. Each "on-disk" file may be implemented as set
of disk blocks configured to store information, such as
data, whereas the directory may be implemented as a
specially formatted file in which names and links to other
files and directories are stored. The virtualization system
allows the file system to further logically organize infor-
mation as a hierarchical structure of named vdisks on
the disks, thereby providing an integrated NAS and SAN
system approach to storage by enabling file-based (NAS)
access to the files and directories, while further enabling
block-based (SAN) access to the vdisks on a file-based
storage platform.
[0030] In the illustrative embodiment, the storage op-
erating system is preferably the NetApp® Data ONTAP®
operating system available from NetApp, Inc., Sunny-
vale, California that implements a Write Anywhere File
Layout (WAFL®) file system. However, it is expressly
contemplated that any storage operating system, includ-
ing a write in-place file system, may be enhanced for use
in accordance with the inventive principles described
herein. As such, where the term "ONTAP" is employed,
it should be taken broadly to refer to any storage oper-
ating system that is otherwise adaptable to the teachings
of this invention.
[0031] As used herein, the term "storage operating
system" generally refers to the computer-executable
code operable on a computer that manages data access
and may, in the case of a storage system, implement
data access semantics, such as the Data ONTAP® stor-
age operating system, which is implemented as a micro-
kernel. The storage operating system can also be imple-
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mented as an application program operating over a gen-
eral-purpose operating system, such as UNIX® or Win-
dows XP®, or as a general-purpose operating system
with configurable functionality, which is configured for
storage applications as described herein.
[0032] In addition, it will be understood to those skilled
in the art that the inventive technique described herein
may apply to any type of special-purpose (e.g., storage
serving appliance) or general-purpose computer, includ-
ing a standalone computer or portion thereof, embodied
as or including a storage system. Moreover, the teach-
ings of this invention can be adapted to a variety of stor-
age system architectures including, but not limited to, a
network-attached storage environment, a storage area
network and disk assembly directly-attached to a client
or host computer. The term "storage system" should
therefore be taken broadly to include such arrangements
in addition to any subsystems configured to perform a
storage function and associated with other equipment or
systems.
[0033] Fig. 2 is a schematic block diagram of the stor-
age operating system 200 that may be advantageously
used with the present invention. The storage operating
system comprises a series of software modules and/or
engines organized to form an integrated network protocol
stack or, more generally, a multi-protocol engine that pro-
vides data paths for clients to access information stored
on the multi-protocol storage system using block and file
access protocols. The protocol stack includes a media
access module 210 of network drivers (e.g., gigabit Eth-
ernet drivers) that interfaces to network protocol module,
such as the IP module 212 and its supporting transport
mechanisms, the TCP module 214 and the User Data-
gram Protocol (UDP) module 216. A file system protocol
module provides multi-protocol file access and, to that
end, includes support for the DAFS protocol 218, the NFS
protocol 220, the CIFS protocol 222 and the Hypertext
Transfer Protocol (HTTP) protocol 224. A VI module 226
implements the VI architecture to provide direct access
transport (DAT) capabilities, such as RDMA, as required
by the DAFS protocol 218.
[0034] An iSCSI driver module 228 provides block pro-
tocol access over the TCP/IP network protocol layers,
while a FC driver module 230 operates with the network
adapter to receive and transmit block access requests
and responses to and from the storage system. The FC
and iSCSI drivers provide FC-specific and iSCSI-specific
access control to the luns (vdisks) and, thus, manage
exports of vdisks to either iSCSI or FCP or, alternatively,
to both iSCSI and FCP when accessing a single vdisk
on the multi-protocol storage system. In addition, the stor-
age operating system includes a disk storage module
240, such as a RAID system, that implements a disk stor-
age protocol, such as a RAID protocol, and a disk driver
module 250 that implements a disk access protocol such
as, e.g., a SCSI protocol.
[0035] In the illustrative embodiment of the present in-
vention, the disk storage module (e.g., RAID system 240)

implements the novel nP technique. Illustratively, during
write operations, the RAID system 240 encodes data ac-
cording to an encoding technique described below and,
in response to the detection of one or more failures of
storage devices, reconstructs the data as described fur-
ther below. It should be noted that in alternate embodi-
ments, the novel nP technique may be implemented by
modules of the storage operating system other than the
RAID system 240. As such, the description of the RAID
system 240 implementing the novel nP technique should
be taken as exemplary only.
[0036] Bridging the disk software modules with the in-
tegrated network protocol stack layers is a virtualization
system 255 that is implemented by a file system 265 in-
teracting with virtualization modules illustratively embod-
ied as, e.g., vdisk module 270 and SCSI target module
260. It should be noted that the vdisk module 270, the
file system 265 and SCSI target module 260 can be im-
plemented in software, hardware, firmware, or a combi-
nation thereof. The vdisk module 270 interacts with the
file system 265 to enable access by administrative inter-
faces in response to a system administrator issuing com-
mands to the multi-protocol storage system 120. In es-
sence, the vdisk module 270 manages SAN deployments
by, among other things, implementing a comprehensive
set of vdisk (lun) commands issued through a user inter-
face by a system administrator. These vdisk commands
are converted to primitive file system operations ("prim-
itives") that interact with the file system 265 and the SCSI
target module 260 to implement the vdisks.
[0037] The SCSI target module 260, in turn, initiates
emulation of a disk or lun by providing a mapping proce-
dure that translates luns into the special vdisk file types.
The SCSI target module is illustratively disposed be-
tween the FC and iSCSI drivers 230, 228 and the file
system 265 to thereby provide a translation layer of the
virtualization system 255 between the SAN block (lun)
space and the file system space, where luns are repre-
sented as vdisks. By "disposing" SAN virtualization over
the file system 265, the multi-protocol storage system
reverses the approaches taken by prior systems to there-
by provide a single unified storage platform for essentially
all storage access protocols.
[0038] The file system 265 is illustratively a message-
based system; as such, the SCSI target module 260
transposes a SCSI request into a message representing
an operation directed to the file system. For example, the
message generated by the SCSI target module may in-
clude a type of operation (e.g., read, write) along with a
pathname (e.g., a path descriptor) and a filename (e.g.,
a special filename) of the vdisk object represented in the
file system. The SCSI target module 260 passes the mes-
sage into the file system 265 as, e.g., a function call,
where the operation is performed.
[0039] The file system 265 illustratively implements the
WAFL file system having an on-disk format representa-
tion that is block-based using, e.g., 4 kilobyte (KB) blocks
and using inodes to describe the files. The WAFL file
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system uses files to store metadata describing the layout
of its file system; these metadata files include, among
others, an inode file. A file handle, i.e., an identifier that
includes an inode number, is used to retrieve an inode
from disk.
[0040] Operationally, a request from the client 110 is
forwarded as a packet over the computer network 105
and onto the storage system 120 where it is received at
the network adapter 125. A network driver processes the
packet and, if appropriate, passes it on to a network pro-
tocol and file access module for additional processing
prior to forwarding to the write-anywhere file system 265.
Here, the file system generates operations to load (re-
trieve) the requested data from disk 150 if it is not resident
"in-core," i.e., in the memory 124. If the information is not
in the memory, the file system 265 indexes into the inode
file using the inode number to access an appropriate en-
try and retrieve a logical volume block number (vbn). The
file system then passes a message structure including
the logical vbn to the RAID system 240; the logical vbn
is mapped to a disk identifier and disk block number
(disk,dbn) and sent to an appropriate driver (e.g., SCSI)
of the disk driver system 250. The disk driver accesses
the dbn from the specified disk 150 and loads the re-
quested data block(s) in memory for processing by the
storage system. Upon completion of the request, the stor-
age system (and operating system) returns a reply to the
client 110 over the network 105.
[0041] It should be noted that the software "path"
through the storage operating system layers described
above needed to perform data storage access for the
client request received at the storage system may alter-
natively be implemented in hardware. That is, in an al-
ternate embodiment of the invention, a storage access
request data path may be implemented as logic circuitry
embodied within a field programmable gate array (FPGA)
or an application specific integrated circuit (ASIC). This
type of hardware implementation increases the perform-
ance of the storage service provided by storage system
120 in response to a request issued by client 110. More-
over, in another alternate embodiment of the invention,
the processing elements of adapter 125, 128 may be
configured to offload some or all of the packet processing
and storage access operations, respectively, from proc-
essor 122, to thereby increase the performance of the
storage service provided by the system. It is expressly
contemplated that the various processes, architectures
and procedures described herein can be implemented in
hardware, firmware or software.
[0042] As used herein, the term "storage operating
system" generally refers to the computer-executable
code operable to perform a storage function in a storage
system, e.g., that manages data access and may imple-
ment file system semantics. In this sense, the ONTAP
software is an example of such a storage operating sys-
tem implemented as a microkernel and including the
WAFL layer to implement the WAFL file system seman-
tics and manage data access. The storage operating sys-

tem can also be implemented as an application program
operating over a general-purpose operating system,
such as UNIX® or Windows XP®, or as a general-pur-
pose operating system with configurable functionality,
which is configured for storage applications as described
herein.
[0043] In addition, it will be understood to those skilled
in the art that the inventive technique described herein
may apply to any type of special-purpose (e.g., file server,
filer or storage system) or general-purpose computer,
including a standalone computer or portion thereof, em-
bodied as or including a storage system 120. Moreover,
the teachings of this invention can be adapted to a variety
of storage system architectures including, but not limited
to, a network-attached storage environment, a storage
area network and disk assembly directly-attached to a
client or host computer. The term "storage system"
should therefore be taken broadly to include such ar-
rangements in addition to any subsystems configured to
perform a storage function and associated with other
equipment or systems.

C. Parity Encoding

[0044] The present invention provides an n-way parity
protection technique that enables recovery of up to n disk
(or other storage device) failures in a parity group of a
storage array encoded to protect against n-way disk fail-
ures. The array is configured so that, in the event of fail-
ures of storage devices of the array, the contents of the
array may be reconstructed using any technique for solv-
ing systems of linear equations. The storage array is cre-
ated by first configuring the array with m data disks, where
m=p-1 and p is a prime number. Row parity may be stored
on a dedicated row parity disk, e.g., in a manner similar
to RAID 4, or may be stored and rotated among the data
disks, e.g., in a manner similar to RAID 5.
[0045] n-1 diagonal parity disks are then added to the
array to provide a total of n bits of parity, i.e., 1 row parity
bit and n-1 diagonal parity bits. Each diagonal parity set
(i.e., diagonal) is associated with a slope that defines the
data and row parity blocks of the array that are included
in the diagonal. All diagonals having a common slope
within a parity group are organized as a diagonal parity
class. For each diagonal parity class, a diagonal parity
storage disk is provided to store the diagonal parity. The
number of added diagonal parity disks may be set by the
administrator to achieve a desired level of protection pro-
vided that the maximum number of diagonal parity class-
es is limited to p-1. In other words, in accordance with
an illustrative embodiment described herein, n≤p be-
cause the number of n-1 diagonal parity classes cannot
exceed p-1. Once added to the array, each diagonal par-
ity disk is divided into blocks, and the blocks of the data
disks and, if applicable, the row parity disk are organized
into stripes. The row parity is then computed by XORing
data blocks of a row parity set (i.e., row) and the computed
parity is then stored in row parity blocks on the row parity
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disk or the appropriate data disk.
[0046] All data and row parity blocks are then assigned
to diagonals of the n-1 diagonal parity classes. One of
the diagonal parity classes is selected and the diagonal
parity for each diagonal of the class, i.e., diagonals having
a common slope, is computed. The computed diagonal
parity is then stored on the appropriate diagonal parity
disk. If there are additional diagonal parity classes, the
process repeats for each additional class.
[0047] Fig. 3 is a flowchart illustrating the steps of a
procedure 300 for implementing an n-way parity tech-
nique in accordance with an illustrative embodiment of
the present invention. The procedure 300 starts in step
305 and proceeds to step 310 where an array is initially
configured with a number of storage devices, such as
disks, equal to a number m, where m=p-1 with p being
a prime number. The m disks represent the data disks
within the array. The array may be configured manually
by, e.g., an administrator or may be automatically con-
figured by a software agent, such as the disk storage
module 240 of the storage operating system, executing
on a storage system 120. In step 315, additional parity
disks are added such that the entire array consists of up
to m+n disks. Illustratively, these disks may be added
manually or by a software agent, e.g., disk storage mod-
ule 240. At this point, the array comprises p-1 data disks,
one row parity disk and up to n-1 diagonal parity disks.
Illustratively, for each diagonal parity class, a diagonal
parity disk is provided to store the diagonal parity for that
diagonal parity class. However, as discussed further be-
low, it is not required that the maximum number of diag-
onal parity classes be utilized when an array is config-
ured. In accordance with the teachings of the present
invention, the array may be configured to support detec-
tion of the failures of n devices while being able to support
correction (i.e., reconstruction) of the data contained on
those failed devices. In accordance with an illustrative
embodiment of the present invention, n≤p because the
number of diagonal parity classes cannot exceed p-1.
[0048] In step 320, the disks are divided into blocks by,
e.g., the disk storage module 240 and, in step 325, the
blocks are organized into stripes. In step 330, the disk
storage module 240 then XORs each data block of a row
into a row parity block of the row containing the XOR of
all data blocks at the same position on each data disk.
This is illustratively performed in a manner similar to con-
ventional RAID 4 row parity encoding. It should be noted
that in alternative embodiments, the location of the row
parity may move, similar to a RAID 5 arrangement. As
such, the description of a RAID 4 encoding technique
should be taken as exemplary only.
[0049] All of the data blocks and the row parity blocks
are then assigned by, e.g., the disk storage module 240,
to diagonals of the diagonal parity classes in step 335.
As noted above, a separate diagonal parity storage de-
vice is provided for each diagonal parity class to store
the corresponding diagonal parity of the diagonals within
that class. It should be noted that in an illustrative em-

bodiment of the present invention, there are three or more
diagonal parity classes with varying slopes. However, in
alternative embodiments, any positive integer number
(up to n-1) of diagonal parity classes may be utilized. In
the above-incorporated U.S. Patent Application Serial
No. 11/304,369, arrays may be configured with each di-
agonal having a specific slope value, e.g., a diagonal of
slope +1, and an anti-diagonal having an inverse slope
of the diagonal, e.g., an anti-diagonal of slope -1. Illus-
tratively, the present invention improves on the technique
of the above-incorporated application by enabling arrays
to be configured with diagonals having any integer value
slope and not requiring an anti-diagonal having the in-
verse slope of a diagonal. As described above, the in-
corporated application describes a technique where ar-
rays may be configured with each diagonal having a spe-
cific slope value, e.g., a diagonal of slope +1, and an anti-
diagonal having an inverse slope of the diagonal, e.g.,
an anti-diagonal of slope -1. Thus, for example, the
present invention enables an administrator to configure
a triple (i.e., n=3) parity array with diagonals of diagonal
parity classes having, eg., slope +1 and +2.
[0050] Illustratively, each member of the array of data
blocks and row parity blocks may be indexed to their as-
signed position by A[i,j] where i represents the row index
and j represents the column index and A[] represents the
array. Illustratively, each of these index values may range
from 0 to p-1.
[0051] Using this representation of a two dimensional
array, diagonal number x having a slope s may be defined
by: 

[0052] The term slope may be understood in a conven-
tional geometric sense, i.e., the ratio of number of loca-
tions moved up/down divided by the number of locations
moved left/right. For example, a slope of +2 would rep-
resent a diagonal in which the next location is two loca-
tions down and one to the right, a slope of - 4 would
represent a diagonal in which the next location is four up
and one to the right, etc. Illustratively, the n-way parity is
implemented by the disk storage module 240. However,
herein may be implemented in other modules or may be
distributed among a plurality of modules.
[0053] Fig. 4 is a schematic block diagram of an ex-
emplary striping arrangement in accordance with an il-
lustrative embodiment of the present invention. The ar-
rangement is of an exemplary array wherein p=7 and
s=+2. It should be noted that only the data disk and row
parity disks are shown as the diagonal parity disks are
not included in other diagonals. Each of the numbers
illustrated in the arrangement represents one or more
blocks that are assigned to a given diagonal. Thus, each
of the 0’s within Fig. 4 represents one or more blocks that
exist on diagonal 0 having a slope of +2, etc. Diagonals
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are numbered from 0 to p-1, so that in this example, they
are numbered from 0 to 6. Each of the diagonals depicted
in illustrative Fig. 4 has the same slope (i.e., +2) and is
therefore part of the same diagonal parity class whose
diagonal parity is stored on a single diagonal parity stor-
age device. As will be appreciated from Fig. 4, diagonals
wrap around the edges of the array to ensure that all data
and row parity blocks of the array are covered by at least
one diagonal. The last row (row p-1) is assumed to con-
tain a predefined value, e.g., 0. This is indicated in Fig.
4 by the last row being in dashed lines. Having a row with
a predefined value enables the diagonals to span (i.e.,
cover) the entirety of the data and row parity blocks and
further ensures that there is one known value in each
diagonal. This aids in reconstruction as it removes a po-
tential variable from the system of equations to be solved.
The exemplary striping arrangement of Fig. 4 may be
represented by A[ (x+2*j) mod 7, j], where j ranges from
0 to p-1.
[0054] Fig. 5 is a schematic block diagram of an ex-
emplary striping arrangement in accordance with an il-
lustrative embodiment of the present invention. The ar-
rangement is of an exemplary array wherein p=7 and s=-
3. Similar to Fig. 4 only the data disk and row parity disks
are shown as the diagonal parity disks are not included
in other diagonals. The exemplary striping arrangement
of Fig. 5 may be represented by A[ (x-3*j) mod 7, j].The
exemplary striping arrangements of Figs. 4 and 5 may
be utilized with an n=3 array. In such an exemplary array,
the three parity bits would be provided by: (a) row parity,
(b) diagonal parity of diagonals within the diagonal parity
class having a slope +2 as shown in Fig. 4 and (c) diag-
onal parity of diagonals within the diagonal parity class
having slope -3 as shown in Fig. 5. As will be appreciated,
such an arrangement could have additional diagonal par-
ity classes (with corresponding additional diagonal pari-
ty/bits) to increase the parity protection; however, illus-
trative embodiments of the present invention do not re-
quire that the maximum number of diagonal parity class-
es be utilized. A further noted advantage of the present
invention is that additional diagonal parity classes may
be added to an array without requiring all parity to be
recomputed. That is, assuming that the array has not
already been configured with the maximum number of
diagonal parity classes, a new diagonal parity storage
device may be added to the array by adding a diagonal
parity storage device to store the parity for the new diag-
onal parity class. In such a case, the only parity needed
to be computed is the diagonal parity to be stored on the
newly added storage device. This provides the ability for
an administrator to increase the level of protection of an
array after the array has already been placed in service
without requiring the time consuming and resource in-
tensive re-computation of all parity within the array. It
should be noted that while the number of data disks must
satisfy the condition that m=p-1, where p is prime, it is
possible to construct an array with fewer data disks. The
additional disks, i.e., those disks between the physical

number of disks and m, may be imaginary zero filled disks
to satisfy the m=p-1 condition. The imaginary zero filled
disks do not affect parity calculations. Additionally, slopes
of the diagonal parity classes must be chosen in a manner
such that they are different module the prime number p
used to construct the array. For example, if the prime
p=7, then slopes 1, 2 and -3 satisfy this condition. How-
ever, slopes 4 and -3 do not as -3 mod 7=(7-3) mod 7=4
mod 7.
[0055] Referring again to Fig. 3, once all of the data
and row parity blocks have been assigned to diagonals,
one of the diagonal parity classes is selected by, e.g.,
the disk storage module 240, in step 340. The diagonal
parity along the diagonals within the selected diagonal
parity class is computed by, e.g., performing an XOR
operation of all of the blocks along those diagonals within
the diagonal parity class. The computed diagonal parity
blocks are then stored on diagonal parity disk associated
with the selected diagonal parity class in step 350. This
storage may be performed by, e.g., the disk storage mod-
ule 240 working in conjunction with the disk driver 250
to cause the computed parity to be stored on disks 150.
A determination is made in step 355 whether diagonal
parity for any additional diagonal parity classes need to
be computed. Should diagonal parity for additional diag-
onal parity classes need to be computed, the procedure
300 loops back to step 340 and selects another diagonal
parity class. The procedure 300 then completes at step
360. As a result of procedure 300, the array is configured
to enable recovery from the failure of n storage devices
(e.g., disks) within the array. The array can thereafter be
reconstructed (e.g., in response to an error condition)
using any technique for solving systems of linear equa-
tions.
[0056] Fig. 6 is a flowchart illustrating the steps of an
exemplary procedure 600 for performing reconstruction
in the event of one or more failed storage devices in ac-
cordance with an illustrative embodiment of the present
invention. The procedure 600 begins in step 605 and
continues to step 610 where an error condition is detected
by, e.g., the disk storage module 240. The error condition
may comprise, e.g., failure of one or more storage de-
vices. Failure may occur due to, e.g., physical damage
to the media, loss of connectivity, etc. The error may be
detected by conventional error detection techniques
such as, e.g., input/output (I/O) failures to the device,
detection of loss of connectivity, etc. The disk storage
module 240 then, in step 615, determines whether the
number of failures is less than or equal to n. If the number
of failures is less than or equal to n, then the failures can
be corrected using the nP technique described herein.
In that case, the procedure continues to step 620 where
the lost data is reconstructed. As noted above, any tech-
nique for solving a system of linear equations may be
utilized to perform the reconstruction of the nP array. Il-
lustrative techniques for solving a system of linear equa-
tions include, e.g., Gaussian Elimination, Cramer’s
Rule,Cholesky Decomposition, LU Decomposition. An-
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other exemplary technique is described in Matrix Meth-
ods for Lost Data Reconstruction in Erasure Codes, by
James Lee Hafner, et al, Faust ’05: 4th USENIX Confer-
ence on File and Storage Technologies.
[0057] Once the data has been reconstructed, the pro-
cedure 600 then completes in step 625.
[0058] If it is determined, in step 615, that the number
of failures is greater than n, then the procedure 600
branches to step 630 where the error condition is deemed
as not recoverable before the procedure completes in
step 625.
[0059] The foregoing description has been directed to
specific embodiments of this invention. It will be apparent,
however, that other variations and modifications may be
made to the described embodiments, with the attainment
of some or all of their advantages. For example, while
the description is written in terms of disks, any storage
devices including, but not limited to, flash devices and
other solid state media may be utilized in accordance
with alternative embodiments. Therefore, it is the object
of the appended claims to cover all such variations and
modifications as come within the true scope of the inven-
tion.

Claims

1. A method for enabling recovery from up to n concur-
rent failures of storage devices (150) in a storage
array (140), wherein said array is formed of rows and
columns, and the slope of a diagonal of said array
is defined to represent the number of array locations
moved up/down divided by the number of array lo-
cations moved left/right, said method comprising:

providing the array with a predetermined
number of storage devices, including a plurality
of first devices configured to store data and row
parity, wherein the predetermined number of
storage devices m is less than or equal to p-1
and p is a prime number;
providing (315) the array with at least three sec-
ond devices configured to store at least three
diagonal parity classes;
dividing (320) each device into blocks;
organizing (325) the blocks into stripes that con-
tain blocks in each device;
computing (330) a row parity for each row of
data;
assigning (335) all blocks from the devices stor-
ing data and row parity to diagonals; and
for each diagonal parity class of the at least three
diagonal parity classes, computing (345) diag-
onal parity along all diagonals having a common
slope, comprising slopes equal in value, and
storing (350) the computed diagonal parity on
one of the second devices associated with the
diagonal parity class, wherein each slope is a

different value modulo of p; and
performing (620) reconstruction for a failure of
one or more storage devices that is less than or
equal to n utilizing the row parity and the diag-
onal parity, wherein n is less than or equal to p.

2. The method of claim 1 wherein row parity blocks In
a stripe are all stored on a single device.

3. The method of claim 1 wherein the first devices in-
clude a plurality of data devices, and wherein the
data devices are not all present and absent data de-
vices are treated as containing all zeroes for calcu-
lating parity.

4. The method of claim 1 wherein the plurality of second
devices comprises up to n-1 devices.

5. The method of claim 1 further comprising, wherein
performing reconstructions for the failure of one or
more storage devices that is less than or equal to n
comprises performing a reconstruction technique on
the non-failed storage devices.

6. The method of claim 1 further comprising:

adding an additional second device to store an
additional diagonal parity class wherein only the
diagonal parity along all diagonals having a com-
mon slope with the additional diagonal parity
class is computed; and
storing the computed diagonal parity on the ad-
ditional second device associated with the ad-
ditional diagonal parity class.

7. A system for enabling recovery from up to n concur-
rent failures of storage devices in a storage array,
wherein said array is formed of rows and columns,
and the slope of a diagonal of said array is defined
to represent the number of array locations moved
up/down divided by the number of array locations
moved left/right, said system comprising:

the storage array configured with a predeter-
mined number of storage devices, including a
plurality of first devices configured to store data
and row parity, and at least three second devices
configured to store at least three diagonal parity
classes, wherein the predetermined number of
storage devices m is less than or equal to p-1
and p is a prime number, wherein each device
is divided into blocks and the blocks are organ-
ized into stripes that contain a same number of
blocks in each device, wherein each diagonal
parity class of the at least three diagonal parity
classes is defined by a common slope, compris-
ing slopes equal in value, along the data and
row parity, and wherein each slope associated
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with each diagonal parity is a different value
modulo of p; and
a storage operating system including a device
storage module configured to compute and
store diagonal parity for all of the diagonal parity
classes and to perform a reconstruction for a
failure of one or more storage devices that is
less than or equal to n utilizing the row parity
and the diagonal parity, wherein n is less than
or equal to p.

8. The system of claim 7, wherein row parity blocks in
a stripe are all stored on a single device.

9. The system of claim 7, wherein the device storage
module is a RAID system and wherein the storage
devices are disks.

10. The system of claim 7, wherein the devices are one
of video tape, magnetic tape, optical, DVD, bubble
memory, magnetic disk, electronic random access
memory and micro-electro mechanical storage de-
vices.

11. The system of claim 7, wherein the first devices in-
clude a plurality of data devices, and wherein the
data devices are not all present and absent data de-
vices are treated as containing all zeroes for calcu-
lating parity.

12. The system of claim 7, wherein row parity blocks are
rotated through a plurality of devices In a stripe.

13. The system of claim 7, wherein the device storing
row parity, diagonal parity, or data varies from stripe
to stripe.

Patentansprüche

1. Verfahren zur Ermöglichung der Wiederherstellung
von bis zu n zeitgleichen Fehlern von Speichervor-
richtungen (150) in einem Speicher-Array (140), wo-
bei das Array aus Zeilen und Spalten besteht und
wobei die Neigung einer Diagonale des Array so de-
finiert ist, dass sie die Anzahl der Arraypositionen,
um die nach oben/unten gesprungen wird, geteilt
durch die Anzahl der Arraypositionen, um die nach
links/rechts gesprungen wird, darstellt, wobei das
Verfahren umfasst:

Ausstatten des Array mit einer vorab festgeleg-
ten Anzahl von Speichervorrichtungen, ein-
schließlich einer Vielzahl erster Vorrichtungen,
die dafür ausgelegt sind, Daten und Zeilenpari-
tät zu speichern, wobei die vorab festgelegte An-
zahl von Speichervorrichtungen m kleiner als
oder gleich p-1 ist und p eine Primzahl ist;

Ausstatten (315) des Array mit wenigstens drei
zweiten Vorrichtungen, die dafür ausgelegt sind,
wenigstens drei Diagonalparitätsklassen zu
speichern;
Unterteilen (320) jeder Vorrichtung in Blöcke;
Organisieren (325) der Blöcke in Streifen, wel-
che Blöcke enthalten, in jeder Vorrichtung;
Berechnen (330) einer Zeilenparität für jede Da-
tenzeile;
Zuweisen (335) aller Blöcke der Vorrichtungen,
die Daten und Zeilenparität speichern, zu Dia-
gonalen; und
für jede Diagonalparitätsklasse der wenigstens
drei Diagonalparitätsklassen, Berechnen (345)
der Diagonalparität entlang allen Diagonalen mit
einer gemeinsamen Neigung, umfassend Nei-
gungen gleichen Werts, und Speichern (350)
der berechneten Diagonalparität auf einer der
zweiten Vorrichtungen, zugeordnet zu der Dia-
gonalparitätsklasse, wobei jede Neigung ein an-
derer Modulo-Wert von p ist; und
Ausführen (620) einer Wiederherstellung für ei-
nen Fehler einer oder mehrerer Speichervor-
richtung(en) kleiner als oder gleich n unter Ver-
wendung der Zeilenparität und der Diagonalpa-
rität, wobei n kleiner als oder gleich p ist.

2. Verfahren nach Anspruch 1, wobei alle Zeilenpari-
tätsblöcke in einem Streifen in einer einzigen Vor-
richtung gespeichert sind.

3. Verfahren nach Anspruch 1, wobei die ersten Vor-
richtungen eine Vielzahl von Datenvorrichtungen
einschließen und wobei die Datenvorrichtungen
nicht alle vorhanden sind und wobei nicht vorhande-
ne Datenvorrichtungen zur Berechnung der Parität
so behandelt werden, als enthielten sie nur Nullen.

4. Verfahren nach Anspruch 1, wobei die Vielzahl von
zweiten Vorrichtungen bis zu n-1 Vorrichtungen um-
fasst.

5. Verfahren nach Anspruch 1, wobei das Ausführen
von Wiederherstellungen für den Fehler einer oder
mehrerer Speichervorrichtung(en) kleiner als oder
gleich n ferner umfasst, ein Wiederherstellungsver-
fahren auf den nicht fehlerhaften Speichervorrich-
tungen auszuführen.

6. Verfahren nach Anspruch 1, ferner umfassend:

Hinzufügen einer weiteren zweiten Vorrichtung
zum Speichern einer weiteren Diagonalparitäts-
klasse, wobei nur die Diagonalparität entlang al-
len Diagonalen mit einer gemeinsamen Neigung
mit der weiteren Diagonalparitätsklasse berech-
net wird; und
Speichern der berechneten Diagonalparität auf
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der weiteren zweiten Vorrichtung, zugeordnet
zu der weiteren Diagonalparitätsklasse.

7. System zur Ermöglichung der Wiederherstellung
von bis zu n zeitgleichen Fehlern von Speichervor-
richtungen in einem Speicher-Array, wobei das Ar-
ray aus Zeilen und Spalten besteht und wobei die
Neigung einer Diagonale des Array so definiert ist,
dass sie die Anzahl der Arraypositionen, um die nach
oben/unten gesprungen wird, geteilt durch die An-
zahl der Arraypositionen, um die nach links/rechts
gesprungen wird, darstellt, wobei das System um-
fasst:

das Speicher-Array, das mit einer vorab festge-
legten Anzahl von Speichervorrichtungen kon-
figuriert ist, einschließlich einer Vielzahl von ers-
ten Vorrichtungen, die dafür ausgelegt sind, Da-
ten und Zeilenparität zu speichern, und wenigs-
tens drei zweite Vorrichtungen, die dafür aus-
gelegt sind, wenigstens drei Diagonalparitäts-
klassen zu speichern, wobei die vorab festge-
legte Anzahl von Speichervorrichtungen m klei-
ner als oder gleich p-1 ist und p eine Primzahl
ist, wobei jede Vorrichtung in Blöcke unterteilt
ist und die Blöcke in jeder Vorrichtung in Streifen
organisiert sind, die eine gleiche Anzahl von Blö-
cken enthalten, wobei jede Diagonalparitäts-
klasse der wenigstens drei Diagonalparitäts-
klassen durch eine gemeinsame Neigung defi-
niert ist, umfassend Neigungen gleichen Werts,
entlang der Daten und Zeilenparität, und wobei
jede Neigung, die jeder Diagonalparität zuge-
ordnet ist, ein anderer Modulo-Wert von p ist;
und
ein Speicherbetriebssystem einschließlich ei-
nes Vorrichtungsspeichermoduls, das dafür
ausgelegt ist, eine Diagonalparität für alle Dia-
gonalparitätsklassen zu berechnen und zu spei-
chern und eine Wiederherstellung für einen Feh-
ler einer oder mehrerer Speichervorrichtung(en)
kleiner als oder gleich n auszuführen, unter Ver-
wendung der Zeilenparität und der Diagonalpa-
rität, wobei n kleiner als oder gleich p ist.

8. System nach Anspruch 7, wobei alle Zeilenparitäts-
blöcke in einem Streifen in einer einzigen Vorrich-
tung gespeichert sind.

9. System nach Anspruch 7, wobei das Vorrichtungs-
speichermodul ein RAID-System ist und wobei die
Speichervorrichtungen Platten sind.

10. System nach Anspruch 7, wobei die Vorrichtungen
eines von Videoband-, Magnetband-, optischen,
DVD-, Magnetblasenspeicher-, Magnetplatten-,
elektronischen Direktzugriffsspeicher- und mikroe-
lektromechanischen Speichervorrichtungen sind.

11. System nach Anspruch 7, wobei die ersten Vorrich-
tungen eine Vielzahl von Datenvorrichtungen ein-
schließen und wobei die Datenvorrichtungen nicht
alle vorhanden sind, und wobei nicht vorhandene
Datenvorrichtungen zur Berechnung der Parität so
behandelt werden, als enthielten sie nur Nullen.

12. System nach Anspruch 7, wobei Zeilenparitätsblö-
cke durch eine Vielzahl von Vorrichtungen in einem
Streifen rotiert werden.

13. System nach Anspruch 7, wobei die Vorrichtung, die
die Zeilenparität, die Diagonalparität oder Daten
speichert, von Streifen zu Streifen variiert.

Revendications

1. Procédé destiné à permettre la reprise après un
maximum de n défaillances simultanées de disposi-
tifs de stockage (150) dans une matrice de stockage
(140), dans lequel ladite matrice est formée de ran-
gées et de colonnes, et la pente d’une diagonale de
ladite matrice est définie pour représenter le nombre
d’emplacements de matrice déplacés vers le
haut/bas divisé par le nombre d’emplacements de
matrice déplacés vers la gauche/droite, ledit procé-
dé comprenant :

la formation de la matrice avec un nombre pré-
déterminé de dispositifs de stockage, compor-
tant une pluralité de premiers dispositifs confi-
gurés pour stocker des données et une parité
de rangée, le nombre prédéterminé de disposi-
tifs de stockage m étant inférieur ou égal à p-1
et p étant un nombre premier ;
la formation (315) de la matrice avec au moins
trois seconds dispositifs configurés pour stocker
au moins trois classes de parité de diagonale ;
la division (320) de chaque dispositif en blocs ;
l’organisation (325) des blocs en bandes qui
contiennent des blocs dans chaque dispositif ;
le calcul (330) d’une parité de rangée pour cha-
que rangée de données ;
l’assignation (335) de tous les blocs des dispo-
sitifs qui stockent des données et parité de ran-
gée à des diagonales ; et
pour chaque classe de parité de diagonale des
au moins trois classes de parité de diagonale,
le calcul (345) d’une parité de diagonale le long
de toutes les diagonales ayant une pente com-
mune,
comprenant des pentes de valeurs égales, et le
stockage (350) de la parité de diagonale calcu-
lée sur l’un des seconds dispositifs associés à
la classe de parité de rangée, chaque pente
étant une valeur différente modulo de p ; et
l’exécution (620) d’une reconstruction après une
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défaillance d’un ou de plusieurs dispositifs de
stockage qui est inférieure ou égale à n en uti-
lisant la parité de rangée et la parité de diago-
nale, n étant inférieur ou égal à p.

2. Procédé selon la revendication 1, dans lequel les
blocs de parité de rangée dans une bande sont tous
stockés sur un même dispositif.

3. Procédé selon la revendication 1, dans lequel les
premiers dispositifs comportent une pluralité de dis-
positifs de données, et dans lequel les dispositifs de
données ne sont pas tous présents et les dispositifs
de données absents sont traités comme ne conte-
nant que des zéros pour le calcul de la parité.

4. Procédé selon la revendication 1, dans lequel la plu-
ralité de seconds dispositifs comprend jusqu’à n-1
dispositifs.

5. Procédé selon la revendication 1, dans lequel l’exé-
cution de reconstructions après la défaillance d’un
ou de plusieurs dispositifs de stockage qui est infé-
rieure ou égale à n comprend l’exécution d’une tech-
nique de reconstruction sur les dispositifs de stoc-
kage n’ayant pas présenté de défaillance.

6. Procédé selon la revendication 1, comprenant en
outre :

l’ajout d’un second dispositif supplémentaire
pour stocker une classe de parité de diagonale
supplémentaire dans lequel seule la parité de
diagonale le long de toutes les diagonales ayant
une pente commune avec la classe de parité de
diagonale supplémentaire est calculée ; et
le stockage de la parité de diagonale calculée
sur le second dispositif supplémentaire associé
à la classe de parité de diagonale supplémen-
taire.

7. Système destiné à permettre la reprise après un
maximum de n défaillances simultanées de disposi-
tifs de stockage dans une matrice de stockage, dans
lequel ladite matrice est formée de rangées et de
colonnes, et la pente d’une diagonale de ladite ma-
trice est définie pour représenter le nombre d’em-
placements de matrice déplacés vers le haut/bas di-
visé par le nombre d’emplacements de matrice dé-
placés vers la gauche/droite, ledit système
comprenant :

la matrice configurée avec un nombre prédéter-
miné de dispositifs de stockage, comportant une
pluralité de premiers dispositifs configurés pour
stocker des données et une parité de rangée,
et au moins trois seconds dispositifs configurés
pour mémoriser au moins trois classes de parité

de diagonale, dans lequel le nombre prédéter-
miné de dispositifs de stockage m est inférieur
ou égal à p-1 et p est un nombre premier, dans
lequel chaque dispositif est divisé en blocs et
les blocs sont organisés en bandes qui contien-
nent un même nombre de blocs dans chaque
dispositif, dans lequel chaque classe de parité
de diagonale des au moins trois classes de pa-
rité de diagonale est définie par une pente com-
mune, comprenant des pentes de valeurs éga-
les, le long des données et parité de rangée, et
dans lequel chaque pente associée à chaque
parité de diagonale est une valeur différente mo-
dulo de p ; et
un système d’exploitation de stockage compor-
tant un module de stockage de dispositif confi-
guré pour calculer et stocker une parité de dia-
gonale pour toutes les classes de parité de dia-
gonale et exécuter une reconstruction après une
défaillance d’un ou de plusieurs dispositifs de
stockage qui est inférieure ou égale à n en uti-
lisant la parité de rangée et la parité de diago-
nale, n étant inférieur ou égal à p.

8. Système selon la revendication 7, dans lequel les
blocs de parité de rangée dans une bande sont tous
stockés sur un même dispositif.

9. Système selon la revendication 7, dans lequel le mo-
dule de stockage de dispositif est un système RAID
et dans lequel les dispositifs de stockage sont des
disques.

10. Système selon la revendication 7, dans lequel les
dispositifs sont l’un d’une ou d’un bande vidéo, ban-
de magnétique, dispositif optique, DVD, mémoire à
bulles, disque magnétique, mémoire vive, et dispo-
sitifs de stockage à microsystèmes électromécani-
ques.

11. Système selon la revendication 7, dans lequel les
premiers dispositifs comportent une pluralité de dis-
positifs de données, et dans lequel les dispositifs de
données ne sont pas tous présents et les dispositifs
de données absents sont traités comme ne conte-
nant que des zéros pour le calcul de la parité.

12. Système selon la revendication 7, dans lequel les
blocs de parité de rangée sont tournés sur une plu-
ralité de dispositifs dans une bande.

13. Système selon la revendication 7, dans lequel le dis-
positif stockant la parité de rangée, la parité de dia-
gonale ou des données varie de bande en bande.
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