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Description

[0001] The present invention relates to hierarchical
certificate authority structures and, in particular, to cer-
tificate renewal in hierarchical certificate authority struc-
tures.
[0002] By way of introduction, an approach to digital
security that is commonly used is for a certificate authority
(CA) which is trusted and empowered to create and sign
certificates, to issue a certificate to a certificate holder.
The holder can then provide the certificate to a third party
as an attestation by the CA that: the holder "who is named
in the certificate is in fact the person, entity, machine,
email address user, etc., that is set forth in the certificate;
and typically that a public key in the certificate is, in fact,
the holder’s public key.
[0003] People, devices, processes or other entities
dealing with, the certificate holder can rely upon the cer-
tificate in accordance with the CA’s certification practice
statement.
[0004] A certificate is typically created by the CA dig-
itally signing, with its own private key, identifying infor-
mation submitted to the CA along with the public key of
the holder who seeks the certificate. A certificate usually
has an expiration time and/or date, and can be revoked
earlier in the event of compromise of the corresponding
private key of the certificate holder, or other revocable
event.
[0005] A public-key infrastructure (PKI), for example,
but not limited to, Secure Sockets Layer (SSL) or Trans-
port Layer Security (TLS) (RPC 2246), uses a hierarchi-
cal certificate authority structure having a root level, one
or more intermediate levels below the root level and a
leaf level at the bottom of the hierarchy. The root level
preferably includes a root CA. The intermediate levels
preferably include one or more intermediate CAs.
[0006] Another example of a PKI is described in "RFC
3280 - Internet X.509 Public Key Infrastructure Certificate
and Certificate Revocation List (CRL) Profile".
[0007] Each client, for example, but not limited to, a
web browser, is typically configured with a number of root
CA certificates. When establishing a connection with a
new entity, such as another web server, the new entity
typically provides a chain of certificates going back to the
root CA which issued the first certificate in the certificate
chain.
[0008] Each certificate typically contains the following:
a public key; an identity of the certifying secure entity;
and optionally policies associated with the secure entity.
Each certificate is preferably signed by a private key cor-
responding to a public key in the next (parent) certificate
until reaching the root.
[0009] The client generally validates each signature
along the chain to come to the conclusion that, indirectly,
the root CA is certifying the identity and policies associ-
ated with the new entity (for example, that its name is
John Doe, that it is valid, that it is entitled to enter a given
door, or that it is a web site with a domain name such as

www.yet-another-online-store.com. etc.)
[0010] As described above, each certificate typically
has an expiry date, and is generally treated as valid only
till the expiry date, provided that it is not revoked before-
hand. Certificates in the leaf level are generally issued
with expiry dates, and typically short lifetimes, for several
reasons. First, the probability of certificates needing to
be revoked is reduced, thereby preventing certificate rev-
ocation lists growing unbounded over time. Second, cer-
tificates with expiry dates have a business motivation.
For example, entities must renew their certificates with
the certificate authority intermittently, and pay for it. Third,
certificates with expiry dates enable the signing CA to
occasionally change the policies of the certificates.
[0011] Therefore, certificate expiration, and typically
certificates with a short lifetime, is desired in a certificate
system. Certificate renewal typically involves generation
and transmission of the certificates requiring processing
and bandwidth, respectively. In a system with a large
number of leaf entities the process of certificate renewal
generally requires a large processing overhead and
bandwidth.
[0012] The following references are also believed to
represent the state of the art:

US Published Patent Application 2004/0148505 of
Qui;
"PKI: Coming to an Enterprise Near You?" by An-
drew Conry-Murray, Network Magazine, August
2002;
"Distributed Storage and Revocation in Digital Cer-
tificate Databases" by Javier Lopez, Antonio Mana,
Juan J. Ortega and Jose M. Troya, Database and
expert systems applications, 11th International Con-
ference, DEXA 2000, proceedings (Lecture Notes in
Computer Science Vol. 1873), published by Spring-
er- Verlag, Berlin, Germany; and
"A novel approach to certificate revocation manage-
ment" by Ravi Mukkamala and Sushil Jajodia, Da-
tabase and Application Security XV. IFIP
TC11/WG11.3 Fifteenth Annual Working Confer-
ence on Database and Application Security 2002,
published by Kluwer Academic Publishers, Norwell,
MA, USA.

[0013] XP004183122 (ISSN: 0929-5489): Klobucar T
et. al. "Certificate policies formalisation and comparison",
Computer Standards and Interfaces, Elsevier Sequoia.
Lausanne, CH, vol. 21, no. 3, 1 August 1999
(1999-08-01), pages 299-307, discloses the formatting
and comparison of several certificate policies. It has been
found that: it is easier to prepare certificate policies with
a known set of different policy elements; a common way
of specifying policies allows easier policy comparison
and, as a consequence, ranking of policies; users can
filter out the policies which are not acceptable according
to their local requirements".
[0014] The present invention, in preferred embodi-
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ments thereof, seeks to provide improved method and
system for handling certificate renewals.
[0015] The invention provides a system and a method
in accordance with claims 1 and 2 respectively.
[0016] The present invention will be understood and
appreciated more fully from the following detailed de-
scription, taken in conjunction with the drawings in which:

Fig. 1 is a partly pictorial, partly block diagram view
of a certificate authority system constructed and op-
erative in accordance with a preferred embodiment
of the present invention;
Fig. 2 is a partly pictorial, partly block diagram view
of the system of Fig. 1 showing an expired certificate
chain;
Fig. 3 is a partly pictorial, partly block diagram view
of the system of Fig. 2 showing a certificate chain
with a renewed expiration date after certificate re-
newal;
Fig. 4 is a partly pictorial, partly block diagram view
of the system of Fig. 3, showing a security breach at
one of the intermediate certificate authorities;
Fig. 5 is a partly pictorial, partly block diagram view
showing the intermediate certificate authority of Fig.
4 being issued a newly signed certificate with a low
security policy;
Fig. 6 is a partly pictorial, partly block diagram view
of a certificate authority system for bandwidth control
constructed and operative in accordance with a first
alternative preferred embodiment of the present in-
vention;
Fig. 7 is a partly pictorial, partly block diagram view
of the system of Fig. 6 after improved hardware is
installed;
Fig. 8 is a simplified block diagram view of a preferred
implementation of an intermediate certificate author-
ity for use with the system of Fig. 1:
Fig. 9 is a flow chart showing the method of operation
of the intermediate certificate authority of Fig. 8;
Fig. 10 is a simplified block diagram view of a pre-
ferred implementation of a verifying device for use
with the system of Fig. 1;
Fig. 11 is a flow chart showing the method of oper-
ation of the verifying device of Fig. 10;
Fig. 12 is a partly pictorial, partly block diagram view
of a certificate authority system for secure content
control constructed and operative in accordance with
a second alternative preferred embodiment of the
present invention;
Fig. 13 is a partly pictorial, partly block diagram view
of the system of Fig. 12 after a security breach;
Fig. 14 is a partly pictorial, partly block diagram view
of a certificate authority system for controlling series
of smart cards constructed and operative in accord-
ance with a third alternative preferred embodiment
of the present invention;
Fig. 15 is a partly pictorial, partly block diagram view
of the system of Fig. 14 after the old card certificate

chain has expired;
Fig. 16 is a simplified block diagram of a secure self-
configuration device constructed and operative in
accordance with a preferred embodiment of the
present invention;
Fig. 17 is a flow chart showing the method of oper-
ation of the secure self-configuration device of Fig.
16;
Fig. 18 is a partly pictorial, partly block diagram view
of a certificate authority system for use with the se-
cure self-configuration device of Fig. 16 constructed
and operative in accordance with a fourth alternative
preferred embodiment of the present invention; and
Fig. 19 is a partly pictorial, partly block diagram view
of the system of Fig. 18 after all the new boxes have
been delivered.

[0017] Persons skilled in the art will appreciate that,
throughout the present application, a certificate having
an expiration date is used by way of example only, and
that the present invention is not limited to a particular
type of expiration period, but rather includes any suitable
expiration period, for example, but not limited to, an ex-
piration time.
[0018] By way of introduction, the present invention, in
preferred embodiments thereof, provides an improved
system and method for certificate renewal where certifi-
cates of a certain class need to be renewed or revoked
at a certain unknown date in the future.
[0019] A solution is to send out regular certificate re-
newals to all devices, the certificates having a very short
lifetime. However, such a solution requires tremendous
resources, both computational and in terms of bandwidth.
[0020] Another solution is to create a certificate author-
ity (CA) for the class of devices, and revoke the certificate
for the CA, when necessary, thereby invalidating the en-
tire certificate chain. Unfortunately certificate revocation
lists are generally problematic, at least because revoca-
tions generally raise objections by the owners of the re-
voked devices. Reference is now made to Fig. 1, which
is a partly pictorial, partly block diagram view of a CA
system 10 constructed and operative in accordance with
a preferred embodiment of the present invention. The
CA system 10 preferably includes a hierarchical CA
structure (HCAS) 12. The HCAS 12 generally includes a
plurality of levels. The levels typically include a root level
14, two intermediate levels 16 and a leaf level 18. It will
be appreciated by those ordinarily skilled in the art that
the HCAS 12 can include one or more intermediate lev-
els.
[0021] The root level 14 generally has a root CA 20.
The upper intermediate level 16 typically has a plurality
of intermediate CAs, including ACME Corp 22 for exam-
ple. The lower intermediate level 16 typically has a plu-
rality of intermediate CAs, including ACME Widgets 24
for example. ACME widgets 24 is a "child" of ACME Corp
22. The leaf level 18 generally includes a plurality of mem-
bers, entities or devices, for example, but not limited to,
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WIDGET #42 and the other WIDGETS (not shown).
WIDGET #42, and the other WIDGETS are "children" of
ACME widgets 24.
[0022] On 1 June 2005, for example, the root CA 20
signs a certificate 21 for itself. The certificate 21 expires
on 31 December 2007. The certificate 21 has a high se-
curity policy, which means that the root CA 20 is allowed
to perform operations up to, and including, high security
operations.
[0023] The root CA 20 signs a certificate 23 for ACME
Corp 22. The certificate 23 expires on 31 December 2006
and has a high security policy. In turn, ACME Corp 22
signs a certificate 25 for ACME widgets 24. The certificate
25 expires on 20 June 2005 and has a medium security
policy, which means that ACME widgets 24 is allowed to
perform operations up to, and including, medium security
operations.
[0024] ACME Corp 22 signs a certificate 27 for WIDG-
ET #42 and all the other WIDGETS below ACME Corp
22, the signed certificate 27 expiring on 31 December
2007 and having a high security policy.
[0025] The above signing by all the CAs took place on
1 June 2005. However, it will be appreciated by those
ordinarily skilled in the art that the signing of the certifi-
cates 21, 23, 25, 27 does not need to take place at the
same time, or even on the same day. Generally, a cer-
tificate is signed before the expiration of the certificate of
the signing CA. In other words a certificate is typically
signed during the lifetime of trie certificate of the signing
CA.
[0026] The certificates preferably certify aspects of the
holder, for example, but not limited to, an identity of the
certificate holder, a policy of the certificate holder, for
example, but not limited to, a security policy and/or a
bandwidth policy. The certificates typically include a pub-
lic key of the holder. Additionally, the certificates are pref-
erably signed by a private key corresponding to a public
key of the CA which signs the certificate.
[0027] It should be noted that the certificate 25 held by
ACME widgets 24 has an expiry date of 20 June 2005
and a medium security policy. However, ACME widgets
24 signs the certificates 27 for all the WIDGETS, including
WIDGET #42, with an expiry date of 31 December 2007
and a high security policy.
[0028] Therefore, it is seen that ACME widgets 24
signs the certificates 27 which expire after the expiry date
of the certificate 25 held by ACME widgets 24.
[0029] Therefore, the lifetime of the certificates 27 held
by the WIDGETS, is longer than the lifetime of the cer-
tificate 25 held by ACME widgets 24. Also, the policy of
the certificates 27 held by the WIDGETS allows at least
one operation that the policy of the certificate 25 held by
ACME widgets 24 does not allow. In other words, the
policy of the certificate 27 allows performance of opera-
tions up to high security operations, whereas the policy
of the certificate 25 only allows performance of opera-
tions up to medium security.
[0030] The certificate chain of WIDGET #42 includes

the certificate 21 of the root CA 20, the certificate 23 of
ACME Corp 22, the certificate 25 of ACME widgets 24
and the certificate 27 of WIDGET #42. The certificate
chain is valid if all the certificates 21, 23, 25, 27 in the
certificate chain are valid. If any one of the certificates
21, 23, 25, 27 expires, the certificate chain expires. So
the certificate chain of this example has an effective ex-
piry date of20 June 2005, which is the expiry date of the
certificate 25 of ACME widgets 24. Additionally, the ef-
fective policy of the certificate chain is determined such
that the effective policy only allows operations commonly
permissible to each of the certificates 21, 23, 25, 27 in
the certificate chain. Therefore, the effective policy of the
certificate chain is medium security, which is the policy
of the certificate 25 of ACME widgets 24.
[0031] It is seen that the expiration of the certificate
chain and the effective policy of the certificate 27 of
WIDGET #42, and the certificates 27 of all the other
WIDGETS, is generally dependent upon the certificate
25 of ACME widgets 24.
[0032] Therefore, the certificates 27 of the WIDGETS
are given long, if not infinite, expiration dates, with a
broad, if not unlimited, policy (high security). The certifi-
cate 25 of ACME widgets 24 on the other hand, is given
a short expiry date and a more narrow security policy
(medium security). The certificate 25 of ACME widgets
24 is typically renewed regularly. The expiration and ef-
fective policy of the certificate chain of the WIDGETS are
controllable via renewing the certificate 25 of, or signing
a new certificate with updated policies for, ACME widgets
24. This feature is described in more detail with reference
to Figs. 2 to 5 below.
[0033] The renewal/update of the certificate 25 of AC-
ME widgets 24 typically requires very little computation
compared to renewing the certificates 27 of all the WIDG-
ETS individually. Furthermore, in a broadcast environ-
ment, the new certificate 25 held by ACME widgets 24
is typically easily sent to all the
[0034] WIDGETS by broadcasting a single certificate
25 to all the WIDGETS and does not require unicast com-
munication. Unicast communication is defined in the
present specification and claims as one-to-one transmis-
sion.
[0035] In accordance with the prior art, it is generally
accepted practice that the leaf certificate expiration is the
effective expiration of the entire certificate chain and that
it is forbidden for a CA to sign a certificate which has an
expiration date later than the expiration date of the sign-
ing CA. It will be appreciated by those ordinarily skilled
in the art that: the system 10 generally requires that an
intermediate CA can sign a certificate which, has an ex-
piration date which is later than the expiration date of the
current certificate held by the signing intermediate CA;
and the effective expiration date of the certificate chain
is typically the earliest expiration date of all the certificates
in the certificate chain. Therefore, the present invention,
in preferred embodiments thereof, requires that no check
be performed on the relative expiration dates of elements
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of the certificate chain as an issuing CA is allowed to
issue certificates having a longer expiry date than the
expiry date of the certificate of the issuing CA itself.
[0036] The same idea is applied to policy fields. Name-
ly, the present invention preferably determines that the
effective policy of the certificate chain such that the ef-
fective policy only allows operations commonly permis-
sible to each of the certificates in the certificate chain.
[0037] In general, in accordance with the preferred em-
bodiment of the present invention, leaf devices receive
certificates with very long, if not infinite, expiration dates,
and broad, if not unlimited, policy values. At the same
time, an intermediate CA, above the leaf devices, pref-
erably has a certificate with a short expiration date and
is renewed periodically. Each renewal of the certificate
of the intermediate CA generally allows for the policy
fields of the certificate to be updated.
[0038] The effective expiry and effective policy of the
leaf devices is preferably controlled by renewal of the
certificate of the CA directly above the leaf devices. How-
ever, it will be appreciated by those ordinarily skilled in
the art that the effective expiry and effective policy of the
leaf devices can be controlled by a CA which is one or
more levels above the CA that signs the certificates for
the leaf devices. Reference is now made to Fig. 2, which
is a partly pictorial, partly block diagram view of the sys-
tem 10 of Fig. 1 showing an expired certificate chain.
After 20 June 2005 the certificate 25 of ACME widgets
24 expired. Therefore, the certificate chain of WIDGET
#42 has expired.
[0039] Reference is now made to Fig. 3, which is a
partly pictorial, partly block diagram view of the system
10 of Fig. 2 showing a certificate chain with a renewed
expiration time after certificate renewal. On 22 June 2005
ACME Corp 22 signed a new certificate 29 for ACME
widgets 24 with the same public-key used to sign the
expired certificate 25 (Fig. 2), but with a later expiration,
20 July 005 in this example. The new certificate 29 is
sent to WIDGET #42. With receipt of the new certificate
29 by WIDGET #42, the certificate chain from the root
CA 20 to WIDGET #42 is effectively renewed with a new
effective expiration.
[0040] Reference is now made to Fig. 4, which is a
partly pictorial, partly block diagram view of the system
10 of Fig. 3, showing a security breach at ACME widgets
24. On 27 June 2005 there was a security breach at AC-
ME widgets 24. Therefore, the security status of ACME
widgets 24 needs to be downgraded from medium to low
security. However, the certificate 29 of ACME widgets
24 does not expire until 20 July 2005. There are two op-
tions available. One option is to revoke the certificate 29
of ACME widgets 24. The other option is to wait until the
certificate 29 of ACME widgets 24 expires on 20 July
2005 and replace the certificate 29 with a newly signed
certificate having a low security policy.
[0041] Reference is now made to Fig. 5, which is a
partly pictorial, partly block diagram view showing ACME
widgets 24 of Fig. 4 being issued with a newly signed

certificate 31 having a low security policy. ACME Corp
22 signed the certificate 31 for ACME widgets 24. The
certificate 31 has a start date of 21 July 2005 and an
expiration date of 20 August 2005 and has a low security
policy. Therefore, the effective policy of the certificate
chain is now a low security policy.
[0042] Reference is now made to Fig. 6, which is a
partly pictorial, partly block diagram view of a CA system
26 for bandwidth control constructed and operative in
accordance with a first alternative preferred embodiment
of the present invention. In this example, a telephone
company has type 1 modems and type 2 modems. A
hierarchical CA structure is established including: a root
CA 28; two intermediate CAs, namely a type 1 interme-
diate CA 30 and a type 2 intermediate CA 32; and a plu-
rality of type 1 modems 34 (for clarity only one is shown
in Fig. 6) and a plurality of type 2 modems 36 (for clarity
only one is shown in Fig. 6) at the leaf level.
[0043] The root CA 28 signs a certificate 33 for the
intermediate CA 30 and a certificate 35 for the interme-
diate CA 32. The certificate 33 for the intermediate CA
30 expires 20 June 2005 and has a bandwidth policy of
1 Megabit per second (Mbps). The certificate 35 for the
intermediate CA 32 expires 20 June 2005 and has a
bandwidth policy of 0.5 Mbps.
[0044] The intermediate CA 30 signs a plurality of cer-
tificates 37 (for clarity only one is shown in Fig. 6) for the
modems 34, in the leaf level below the intermediate CA
30. The certificates 37 expire on 31 December 2007 and
have an unlimited bandwidth. The effective bandwidth
policy of the modems 34 is 1 Mbps. Similarly, the inter-
mediate CA 32 signs a plurality of certificates 39 (for clar-
ity only one is shown in Fig. 6) for modems 36, in the leaf
level below the intermediate CA 32. The certificates 39
expire on 31 December 2007 and have an unlimited
bandwidth. The effective bandwidth policy of the modems
36 is 0.5
[0045] Mbps. Reference is now made to Fig. 7, which
is a partly pictorial, partly block diagram view of the CA
system 26 of Fig. 6 after an improved hardware system
38 is installed. During June 2005 the improved hardware
system 38 was installed thereby allowing the bandwidth
policy to be increased for all modems 34 (for clarity only
one is shown in Fig. 7) and the modems 36 (for clarity
only one is shown in Fig. 7). The CA system 26 enables
updating the bandwidth policy for all the modems 34, 36
without revoking and/or reissuing the certificates 37 (for
clarity only one is shown in Fig. 7) and the certificates 39
(for clarity only one is shown in Fig. 7) of all the individual
modems 34,36.
[0046] On 21 June 2005, when the certificates 33, 35
(Fig. 6) held by the intermediate CA 30 and the interme-
diate CA 32 have already expired, a new certificate 41
and a new certificate 43 signed by the root CA 28 for the
intermediate CA 30 and the intermediate CA 32, respec-
tively, are now valid. The certificate 41 has a bandwidth
policy of 1.2 Mbps and the certificate 43 has a bandwidth
policy of 0.8 Mbps. Therefore, the effective bandwidth of
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the modems 34 is 1.2 Mbps and the effective bandwidth
of the modems 36 is 0.8 Mbps.
[0047] Reference is now made to Figs. 8 and 9. Fig. 8
is a simplified block diagram view of an intermediate CA
40 for use with the system 10 of Fig. 1. Fig. 9 is a flow
chart showing the method of operation of the intermedi-
ate CA 40 of Fig. 8. A certificate 46 is signed by a CA in
a level above the level of intermediate CA 40 (block 45).
The intermediate CA 40 preferably includes a certificate
receiving module 44 to receive the certificate 46 (block
47).
[0048] The intermediate CA 40 also generally includes
a certificate signing module 48 to sign a certificate 50 for
a member of the HCAS 12 (Fig. 1), prior to the expiration
of the certificate 46 (block 49). In other words, the certif-
icate 50 is generally signed during the lifetime of the cer-
tificate 46. The certificate 50 generally expires after the
expiration time of the certificate 46 so that the lifetime of
the certificate 50 is longer than the lifetime of the certifi-
cate 46.
[0049] The certificate signing module 48 preferably in-
cludes a policy determination sub-module 52 to generally
issue the certificate 50 with a policy such that the certif-
icate 50 has a policy which allows at least one operation
that the policy of the certificate 46 does not allow. It will
be appreciated that communication at a first speed is a
different operation from communication at a second
speed. Similarly, processing data having a low security
level is a different operation from processing data having
a high security level. It will be appreciated by those ordi-
narily skilled in the art that many other examples of dif-
fering operations are available within the scope of the
present invention. It will also be appreciated by those
ordinarily skilled in the art that the policy determination
sub- module 52 can issue the certificate 50 with the same
policy, or a more stringent policy, than the policy of the
certificate 46.
[0050] The certificates preferably certify aspects of the
holder, for example, but not limited to, an identity of the
certificate holder, a policy of the certificate holder, for
example, but not limited to, a security policy and/or a
bandwidth policy. The certificates typically include a pub-
lic key of the holder. Additionally, the certificates are pref-
erably signed by a private key corresponding to a public
key of the signing CA in the level above holder of the
certificate. Reference is now made to Figs. 10 and 11.
Fig. 10 is a simplified block diagram view of a verifying
device 54 for use with the system 10 of Fig. 1. Fig. 11 is
a flow chart showing the method of operation of the ver-
ifying device 54 of Fig. 10. The verifying device 54 is
preferably adapted to validate a certificate chain having
a plurality of certificates 55. The verifying device 54 typ-
ically includes a certificate receiving module 56 to receive
the certificates 55 of the certificate chain (block 51). The
verifying device 54 also generally includes a certificate
chain validation module 58.
[0051] The certificate chain validation module 58 gen-
erally performs two tasks. First, the certificate chain val-

idation module 58 typically determines an effective expi-
ration date of the certificate chain as the earliest expira-
tion date of all the certificates 55 in the certificate chain
(block 53). The certificate chain validation module 58
does not generally require a check to be performed on
the relative expiration dates of elements of the certificate
chain. Second, the certificate chain validation module 58
preferably determines an effective policy of the certificate
chain such that the effective policy only allows operations
commonly permissible to each of the certificates 55 in
the certificate chain (block 57). Reference is now made
to Fig. 12, which is a partly pictorial, partly block diagram
view of a CA system 60 for secure content control con-
structed and operative in accordance with a second al-
ternative preferred embodiment of the present invention.
The CA system 60 generally includes a root CA 62, a
type A intermediate CA 64, a type B intermediate CA 66,
a plurality of type A devices 68 (for clarity only one is
shown in Fig. 12) in the leaf level and a plurality of type
B devices 70 (for clarity only one is shown in Fig. 12) in
the leaf level.
[0052] On 1 June 2005 the root CA 62 signs a certifi-
cate 63, for the type A intermediate CA 64 The certificate
63 bias an expiration date of 20 June 2005 and a high
security policy. At the same time, the root CA 62 signs a
certificate 65, for the type B intermediate CA 66. The
certificate 65 has an expiration date of 20 June 2005 and
a high security policy.
[0053] In turn, the type A intermediate CA 64 signs a
plurality of certificates 67 (for clarity only one is shown in
Fig. 12) for all the type A devices 68. The type B inter-
mediate CA 66 signs a plurality of certificates 69 (for clar-
ity only one is shown in Fig. 12) for all the type B devices
70. The certificates 67, 69 have an unlimited expiration
and an unlimited policy.
[0054] Therefore, the effective expiration of the certif-
icate chain for both the type A devices 68 and the type
B devices 70 is 20 June 2005. The effective policy of the
certificate chain for both the type A devices 68 and the
type B devices 70 is a high security policy.
[0055] The CA system 60 has a content transfer pro-
tocol whereby content is only generally transferred from
one device to another if the receiving device has a cer-
tificate with a same or higher security policy than the con-
tent being transferred. For example, content 72 with a
high security level can be sent from one of the type A
devices 68 to one of the type B devices 70, as the re-
ceiving type B device 70 also has the certificate 69 with
a high security policy.
[0056] Reference is now made to Fig. 13, which is a
partly pictorial, partly block diagram view of the system
60 of Fig. 12 after a security breach. After a security
breach at the type B intermediate CA 66 during June
2005, the security status of the type B intermediate CA
66 is typically downgraded from high to low security. This
means that all type B devices 70 (for clarity only one is
shown in Fig. 13) are also downgraded from high security
to low security.
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[0057] Instead of revoking or reissuing all the certifi-
cates 69 (for clarity only one is shown in Fig. 13) of the
type B devices 70, the root CA 62 signs a new certificate
71, with a low security policy, for the type B intermediate
CA 66. After the old certificate 65 (Fig. 12) expires on 20
June 2005, the effective policy for the certificate chain of
all the type B devices 70 is now a low security policy, as
defined by the new certificate 71.
[0058] So for example, a high security content 74 is
blocked from being sent by one of the type A devices 68
(for clarity only one is shown in Fig. 13) to one of the type
B devices 70, whereas a low security content 76 is still
allowed to be sent from the sending type A device 68 to
the receiving type B device 70.
[0059] Reference is now made to Fig. 14, which is a
partly pictorial, partly block diagram view of a certificate
authority system 78 for controlling series of smart cards
constructed and operative in accordance with a third al-
ternative preferred embodiment of the present invention.
The certificate authority system 78 is generally part of a
conditional access system for controlling viewer access
to television.
[0060] The example of Fig. 14 depicts the television
broadcaster as a satellite television broadcaster 80. How-
ever, it will be appreciated by those ordinarily skilled in
the art that the certificate authority system 78 can be
used by any suitable broadcaster, including, but not lim-
ited to, a cable television or terrestrial broadcaster.
[0061] Encrypted television programs received from
the television broadcaster 80 are generally decrypted by
a set top box 82 which is connected to a television 84.
However, decryption by the set top box 82 is typically
dependent upon whether the viewer has access rights
to the television programs. Access rights are generally
controlled via a smart card which is inserted into the set
top box 82, as will be described below. Initially, the tele-
vision broadcaster 80 issues a first series of smart cards
86 (for clarity only one is shown in Fig. 14). Each smart
card 86 preferably has a certificate 88 (for clarity only
one is shown in Fig. 14). The certificates 88 are typically
used by the set top boxes 82 to verify that the smart cards
86 are valid and therefore that the viewer is entitled to
view the television programs.
[0062] The television broadcaster 80 knows that after
a period of time, the first series of smart cards 86 will
need to be replaced by a second series of smart cards
96 (for clarity only one is shown in Fig. 14). However, the
broadcaster 80 does not know when the first series of
smart cards 86 will be replaced by the second series of
smart cards 96. Therefore the television broadcaster 80
typically has three options. The first option is to sign the
certificates 88 with very short lifetimes so that when the
television broadcaster 80 decides to issue the second
series of smart cards 96, the television broadcaster 80
simply waits a short period of time until the certificates
88 expire. This is option is problematic because of the
heavy processing associated with continual renewal of
the certificates 88 as well as the large bandwidth used

to transmit the certificates 88 to the smart cards 86.
[0063] The second option is to issue the certificates 88
to the smart cards 86 with a medium to long lifetime and
then revoke the certificates 88 when the television broad-
caster 80 decides to issue the second series of smart
cards 96.
[0064] The third option is described below, by way of
a non-limiting example.
[0065] The certificate authority system 78 preferably
includes a Headend root CA 90, a 1st series intermediate
CA 92 and a 2nd series intermediate CA 94 and a plurality
of leaf members. The leaf members are the smart cards
86 and the smart cards 96. The smart cards 86 are chil-
dren of the 1st series intermediate CA 92, and the smart
cards 96 are children of the 2nd series intermediate CA
94.
[0066] On 1 June 2005, the Headend root CA 90 signs
a certificate 100 for the 1st series intermediate CA 92.
The certificate 100 has a short lifetime and expires on 20
June 2005. However, the 2nd series intermediate CA 94
does not have a valid certificate from the Headend root
CA 90 at present. The 1 st series intermediate CA 92
signs, the certificates 88 for the smart cards 86. The 2nd
series intermediate CA 94 signs a plurality of certificates
98 (for clarity only one is shown in Fig. 14) for the smart
cards 96.
[0067] The first series of the smart cards 86 are issued
with the certificates 88 thereon. The certificates 88 have
a very long lifetime. In the example of Fig. 14, the certif-
icates 88 expire 31 December 2007. Similarly, the sec-
ond series of smart cards 96 are issued with the certifi-
cates 98 thereon. The certificates 98 also have a very
long lifetime. In the example of Fig. 14, the certificates
98 expire 31 December 2009.
[0068] It is seen that the certificate chain for the certif-
icates 88 expires on 20 June 2005. The certificate chain
for the certificates 98 is invalid as 2nd series intermediate
CA 94 does not have a valid certificate. Therefore, the
first series of smart cards 96 are validated by the set top
boxes 82. However, the second series of smart cards 96
are not validated by the set top boxes 82 and therefore,
a viewer 83 using one of the smart cards 96 is generally
unable to decrypt, and therefore unable to view, the tel-
evision programs.
[0069] Reference is now made to Fig. 15, which is a
partly pictorial, partly block diagram view of the system
78 of Fig. 14 after the first series smart card certificate
chain has expired. The television broadcaster 80 decided
after 1 June 2005 to discontinue using the first series of
smart cards 86 (for clarity only one is shown in Fig. 15)
and permit use of the second series of smart cards 96
(for clarity only one is shown in Fig. 15), following suc-
cessful delivery of the second series of smart cards 96
to all the customers. Therefore, when the certificate 100
of the 1 st series intermediate CA 92 expired on 20 June
2005, the television broadcaster 80 instructs the Head-
end root CA 90 not to renew the certificate 100. Addition-
ally, the television broadcaster 80 instructs the Headend
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root CA 90 to sign a certificate 104 for 2nd series inter-
mediate CA 94 which is valid from 21 June 2005. There-
fore, the certificate chain of the second series of smart
cards 96 is now valid.
[0070] It will be appreciated by those ordinarily skilled
in the art that instead of discontinuing use of the smart
cards 86 and permitting use of the smart cards 96 without
any overlap between the two series of smart cards 86,
96, the television broadcaster 80 can allow an overlap
period where both the series of smart cards 86, 96 are
permitted. This is achieved by the Headend root CA 90
issuing both the 1 st series intermediate CA 92 and the
2nd series intermediate CA 94 with valid certificates for
the overlap period. It should be noted that certificates
generally have start and end dates. Therefore, a certifi-
cate can be created and signed and delivered prior to
the period of validity of the certificate, thereby preventing
periods were no valid certificate exists.
[0071] The above examples all relate to using a certif-
icate for trust establishment between a client and a device
holding the certificate. In accordance with a preferred
embodiment of the present invention, a certificate is used
to configure the device holding the certificate in accord-
ance with the contents of the certificate. This is known
as secure self configuration. Secure self configuration is
now described with reference to Figs. 16-19. Reference
is now made to Figs. 16 and 17. Fig. 16 is a simplified
block diagram of a secure salf-configuration device 106
constructed and operative in accordance with a preferred
embodiment of the present invention. Fig. 17 is a flow
chart showing the method of operation of the secure self-
configuration device 106 of Fig. 16. The secure self-con-
figuration device 106 preferably includes a certificate re-
ceiving module 108 to receive a certificate 110 (block
111) from a certificate authority (not shown). The certif-
icate 110 typically certifies an aspect of the secure self-
configuration device 106, for example, but not limited to,
a security and/or bandwidth policy. The secure self-con-
figuration device 106 also preferably includes a configu-
ration module 1 12 to self-configure the device based on
the aspect of the certificate 110 (block 113).
[0072] Reference is now made to Fig. 18, which is a
partly pictorial, partly block diagram view of a certificate
authority system 114 for use with the secure self-config-
uration device 106 of Fig. 16 constructed and operative
in accordance with a fourth alternative preferred embod-
iment of the present invention. The certificate authority
system 114 is typically part of a conditional access sys-
tem for controlling viewer access to television. The ex-
ample of Fig. 18 depicts the television broadcaster as a
satellite television broadcaster 116. However, it will be
appreciated by those ordinarily skilled in the art that cer-
tificate authority system 114 can be used by any suitable
broadcaster, including, but not limited to, a cable televi-
sion or terrestrial broadcaster.
[0073] The television broadcaster 116 issued a plural-
ity of smart cards 122.
[0074] Both a plurality of old set top boxes 118 (for

clarity only one is shown in Fig. 18) and a plurality of new
set top boxes 120 (for clarity only one is shown in Fig.
18) are being used by the viewers to decode the encrypt-
ed broadcasts. The old set top boxes 118 use an old,
less secure, security protocol with the smart cards 122.
The new set top boxes 120 are able to operate under the
old security protocol and a new, more secure, security
protocol with the smart cards 122.
[0075] Currently, the television broadcaster 116 wants
to allow use of both the old and the new security protocol.
However, when all the viewers have received the new
set top boxes 120, the television broadcaster 116 will
discontinue allowing the old security protocol.
[0076] This problem is generally solved by certificate
authority system 114, now described below. The certifi-
cate authority system 114 preferably includes a Headend
root CA 124 and an intermediate CA 126 and a plurality
of leaf members, the leaf members being the smart cards
122. The Headend root CA 124 typically signs a certifi-
cate 128 for the intermediate CA 126. The intermediate
CA 126 generally signs a plurality of certificates 130.
Each of the certificates 130 is preferably associated with
one of the smart cards 122.
[0077] The certificate 128 has a short expiry date, 20
June 2005 in this example. The certificates 130 have a
long expiry date, 31 December 2007 in this example. The
certificate 128 has a policy which allows both the old and
new security protocol. The certificates 130 have an un-
limited policy. Therefore, the effective policy of the cer-
tificate chain of the smart cards 122 is to allow both the
old and new security protocol. Therefore, both the old set
top boxes 118 and the new set top boxes 120 operate
with the smart cards 122.
[0078] It should be noted that the smart cards 122 val-
idate the certificate chain of the certificates 130. There-
fore, the smart cards 122 are validating their own certif-
icates 130. Therefore, the smart cards 122 configure
themselves based on the certificates 130, for example,
but not limited to, configuring themselves regarding
which security protocol to allow with the set top boxes
118, 120. This is an example of secure self configuration.
[0079] Reference is now made to Fig. 19, which is a
partly pictorial, partly block diagram view of the system
114 of Fig. 18 after the all the new boxes 120 have been
delivered. During June 2005 all the viewers received the
new set top boxes 120 (for clarity only one is shown in
Fig. 19). Therefore, when the certificate 128 (Fig. 18) of
the intermediate CA 126 expired on 20 June 2005, It was
replaced by a new certificate 132 signed by the Headend
root CA 124. The new certificate 132 has a policy which
only allows the new security protocol and not the old se-
curity protocol. Therefore, the effective policy of the cer-
tificate chain of the smart cards 122 is to allow the new
security protocol and not the old security protocol. There-
fore, a viewer 134 using one of the old set top boxes 118
(for clarity only one is shown in Fig. 19) is not able to view
programs on his television 136.
[0080] It will be appreciated that various features of the
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invention which are, for clarity, described in the contexts
of separate embodiments may also b>e provided in com-
bination in a single embodiment. Conversely, various fea-
tures of the invention which are, for brevity, described in
the context of a single embodiment may also be provided
separately or in any suitable sub-combination.
[0081] It will also be appreciated by persons skilled in
the art that the present invention is not limited by what
has been particularly shown and described hereinabove.
Rather the scope of the invention is defined only by the
claims which follow.

Claims

1. A system for validating a certificate chain of a hier-
archical certificate authority structure (HCAS), the
HCAS (12) having a plurality of levels, the levels in-
cluding a root level (14), at least one intermediate
level (16), and a leaf level (18), the at least one in-
termediate level (16) having an intermediate certifi-
cate authority (ICA), the leaf level (18) having a mem-
ber (42), the ICA (22, 24) receiving a first certificate
having a policy associated with the ICA, the ICA (22,
24) signing a second certificate for the member, the
second certificate having a policy which allows at
least one operation that the policy of the first certifi-
cate does not allow, the certificate chain including a
plurality of certificates (21, 23, 25, 27), the certifi-
cates (21, 23, 25, 27) including the first certificate
and the second certificate, the system (10) compris-
ing:

a certificate receiving module (56) to receive the
certificates (21, 23, 25, 27) of the certificate
chain; and
a certificate chain validation module (58) to de-
termine an effective policy of the certificate chain
such that the effective policy only allows opera-
tions commonly permissible to each of the cer-
tificates in the certificate chain.

2. A method for validating a certificate chain of a hier-
archical certificate authority structure (HCAS), the
HCAS (12) having a plurality of levels, the levels in-
cluding a root level (14), at least one intermediate
level (16), and a leaf level (18), the at least one in-
termediate level (16) having an intermediate certifi-
cate authority (ICA), the leaf level (18) having a mem-
ber (42), the ICA (22, 24) receiving a first certificate
having a policy associated with the ICA, the ICA
(22,24) signing a second certificate for the member,
the second certificate having a policy which allows
at least one operation that the policy of the first cer-
tificate does not allow, the certificate chain including
a plurality of certificates (21, 23, 25, 27), the certifi-
cates (21, 23, 25, 27) including the first certificate
and the second certificate, the method comprising:

receiving the certificates (21, 23, 25, 27) of the
certificate chain; and
determining an effective policy of the certificate
chain such that the effective policy only allows
operations commonly permissible to each of the
certificates in the certificate chain.

Patentansprüche

1. System zum Validieren einer Zertifikatskette einer
hierarchischen Zertifikatsstellenstruktur, HCAS, wo-
bei die HCAS (12) eine Vielzahl von Ebenen auf-
weist, wobei die Ebenen eine Wurzelebene (14),
mindestens eine zwischenliegende Ebene (16) und
eine Blattebene (18) enthalten, wobei die mindes-
tens eine zwischenliegende Ebene (16) eine zwi-
schenliegende Zertifikatsstelle (ICA) aufweist, wo-
bei die Blattebene (18) ein Mitglied (42) aufweist,
wobei die ICA (22, 24) ein erstes Zertifikat empfängt,
das eine mit der ICA assoziierte Verfahrensweise
aufweist, wobei die ICA (22, 24) ein zweites Zertifikat
für das Mitglied signiert, wobei das zweite Zertifikat
eine Verfahrensweise aufweist, die mindestens eine
Operation zulässt, welche die Verfahrensweise des
ersten Zertifikats nicht zulässt, wobei die Zertifikats-
kette eine Vielzahl von Zertifikaten (21, 23, 25, 27)
aufweist, wobei die Zertifikate (21, 23, 25, 27) das
erste Zertifikat und das zweite Zertifikat einschlie-
ßen, wobei das System (10) umfasst:

ein Zertifikatempfangsmodul (56), um die Zerti-
fikate (21, 23, 25, 27) der Zertifikatskette zu
empfangen; und
ein Zertifikatskettenvalidierungsmodul (58), um
eine wirksame Verfahrensweise der Zertifikats-
kette zu bestimmen, sodass die wirksame Ver-
fahrensweise nur Operationen gestattet, die für
jedes der Zertifikate in der Zertifikatkette ge-
meinsam zulässig sind.

2. Verfahren zum Validieren einer Zertifikatskette einer
hierarchischen Zertifikatsstellenstruktur, HCAS, wo-
bei die HCAS (12) eine Vielzahl von Ebenen auf-
weist, wobei die Ebenen eine Wurzelebene (14),
mindestens eine zwischenliegende Ebene (16) und
eine Blattebene (18) enthalten, wobei die mindes-
tens eine zwischenliegende Ebene (16) eine zwi-
schenliegende Zertifikatsstelle (ICA) aufweist, wo-
bei die Blattebene (18) ein Mitglied (42) aufweist,
wobei die ICA (22, 24) ein erstes Zertifikat empfängt,
das eine mit der ICA assoziierte Verfahrensweise
aufweist, wobei die ICA (22, 24) ein zweites Zertifikat
für das Mitglied signiert, wobei das zweite Zertifikat
eine Verfahrensweise aufweist, die mindestens eine
Operation zulässt, welche die Verfahrensweise des
ersten Zertifikats nicht zulässt, wobei die Zertifikats-
kette eine Vielzahl von Zertifikaten (21, 23, 25, 27)
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aufweist, wobei die Zertifikate (21, 23, 25, 27) das
erste Zertifikat und das zweite Zertifikat einschlie-
ßen, wobei das Verfahren umfasst:

Empfangen der Zertifikate (21, 23, 25, 27) der
Zertifikatskette; und
Bestimmen einer wirksamen Verfahrensweise
der Zertifikatskette, sodass die wirksame Ver-
fahrensweise nur Operationen gestattet, die für
jedes der Zertifikate in der Zertifikatkette ge-
meinsam zulässig sind.

Revendications

1. Système destiné à valider une chaîne de certificats
d’une structure d’autorité de certification hiérarchi-
que (HCAS), la structure HCAS (12) ayant une plu-
ralité de niveaux, les niveaux incluant un niveau de
racine (14), au moins un niveau intermédiaire (16)
et un niveau de feuille (18), ledit au moins un niveau
intermédiaire (16) ayant une autorité de certification
intermédiaire (ICA), le niveau de feuille (18) ayant
un élément (42), l’autorité ICA (22, 24) recevant un
premier certificat ayant une politique associée à
l’autorité ICA, l’autorité ICA (22, 24) signant un se-
cond certificat pour l’élément, le second certificat
ayant une politique qui permet au moins une opéra-
tion que la politique du premier certificat ne permet
pas, la chaîne de certificats incluant une pluralité de
certificats (21, 23, 25, 27), les certificats (21, 23, 25,
27) incluant le premier certificat et le second certifi-
cat, le système (10) comportant :

un module de réception de certificats (56) pour
recevoir les certificats (21, 23, 25, 27) de la chaî-
ne de certificats ; et
un module de validation de chaîne de certificats
(58) pour déterminer une politique effective de
la chaîne de certificats, de sorte que la politique
effective ne permet que des opérations commu-
nément permises pour chacun des certificats de
la chaîne de certificats.

2. Procédé de validation d’une chaîne de certificats
d’une structure d’autorité de certification hiérarchi-
que (HCAS), la structure HCAS (12) ayant une plu-
ralité de niveaux, les niveaux incluant un niveau de
racine (14), au moins un niveau intermédiaire (16)
et un niveau de feuille (18), ledit au moins un niveau
intermédiaire (16) ayant une autorité de certification
intermédiaire (ICA), le niveau de feuille (18) ayant
un élément (42), l’autorité ICA (22, 24) recevant un
premier certificat ayant une politique associée à
l’autorité ICA, l’autorité ICA (22, 24) signant un se-
cond certificat pour l’élément, le second certificat
ayant une politique qui permet au moins une opéra-
tion que la politique du premier certificat ne permet

pas, la chaîne de certificats incluant une pluralité de
certificats (21, 23, 25, 27), les certificats (21, 23, 25,
27) incluant le premier certificat et le second certifi-
cat, le procédé comportant les étapes ci-dessous
consistant à :

recevoir les certificats (21, 23, 25, 27) de la chaî-
ne de certificats ; et
déterminer une politique effective de la chaîne
de certificats, de sorte que la politique effective
ne permet que des opérations communément
permises pour chacun des certificats de la chaî-
ne de certificats.
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