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Description

TECHNICAL FIELD

[0001] The present disclosure generally relates to the
technical field of communication, and more particularly
to a method for reporting information, a terminal device,
a network device and a computer storage medium.

BACKGROUND

[0002] With the development of wireless communica-
tion, Device-to-Device communication (as shown in Fig-
ure 1) becomes more and more popular. The wireless
resource utilization can be increased, the transmission
power of a terminal can be reduced and the data trans-
mission latency can be improved through device-to-de-
vice (D2D) communication. This technology is applied to
public safety and transmission of Internet of Vehicles in
LTE. In these scenarios, the transmission format and the
sending body of a data packets are controllable, and
there is no strict demand for lawful interception.
[0003] When the D2D communication technology is
applied in ordinary data transmission, it is needed to con-
duct lawful interception on data sent by terminals due to
security and other reasons. The traditional lawful inter-
ception is observing a data packet when data passes
through a core network to complete the lawful intercep-
tion. For data of device-to-device communication, lawful
interception cannot be guaranteed because data packets
do not pass through a core network or even a network.

SUMMARY

[0004] To solve the above technical problems, a meth-
od for reporting information, a terminal device, a network
device, and a computer storage medium are provided in
the embodiments of the present disclosure.
[0005] An embodiment of the present disclosure pro-
vides a method for reporting information, which is applied
to a terminal device. The method includes:
sending data packets on uplink, the data packet being
successfully transmitted and/or to be transmitted during
D2D data transmission of the terminal device.
[0006] An embodiment of the present disclosure pro-
vides a method for reporting information, which is applied
to a network device. The method includes:
receiving data packets from a terminal device on uplink,
the data packet being successfully transmitted and/or to
be transmitted during D2D data transmission of the ter-
minal device.
[0007] An embodiment of the present disclosure pro-
vides a terminal device, including:
a first communication unit, configured to send data pack-
ets on uplink, the data packet being successfully trans-
mitted and/or to be transmitted in D2D data transmission
of the terminal device.
[0008] An embodiment of the present disclosure pro-

vides a network device, including:
a second communication unit, configured to receive data
packets from a terminal device on uplink, the data pack-
ets being successfully transmitted and/or to be transmit-
ted in D2D data transmission of the terminal device.
[0009] A terminal device provided by an embodiment
of the present disclosure includes a processor and a
memory for storing a computer program executable by
the processor.
[0010] The processor, when running the computer pro-
gram, can implement the operations of the above meth-
od.
[0011] A network device provided by an embodiment
of the present disclosure includes a processor and a
memory for storing a computer program executable by
the processor.
[0012] The processor, when running the computer pro-
gram, can implement the operations of the above meth-
od.
[0013] An embodiment of the present disclosure pro-
vides a computer storage medium, which has computer-
executable instructions stored thereon that, when being
executed, implement the operations of the method in the
foregoing embodiments.
[0014] According to the technical solution of the em-
bodiments of the present disclosure, at least part of the
data packets that have been successfully transmitted
and/or are to be transmitted can be sent to a network by
uplink. Thus, when a terminal performs D2D data trans-
mission, the network is still able to conduct legal data
listening on demand to ensure the demand for lawful in-
terception of data.

BRIEF DESCRIPTION OF THE DRAWINGS

[0015]

FIG. 1 is a flowchart of a method for reporting infor-
mation according to an embodiment of the present
disclosure.
FIG. 2 is a schematic diagram of a network structure.
FIG. 3 is a schematic diagram 1 of a processing sce-
nario according to an embodiment of the present dis-
closure.
FIG. 4 is a schematic diagram 2 of a processing sce-
nario according to an embodiment of the present dis-
closure.
FIG. 5 is a schematic structural diagram of a terminal
device according to an embodiment of the present
disclosure.
FIG. 6 is a schematic diagram of a hardware archi-
tecture according to an embodiment of the present
disclosure.

DETAILED DESCRIPTION

[0016] Reference will now be made in detail to exem-
plary embodiments, examples of which are illustrated in
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the accompanying drawings. The accompanying draw-
ings serve to explain the present disclosure rather than
to set limitations to the embodiments of the present dis-
closure.

Embodiment 1

[0017] An embodiment of the present disclosure pro-
vides a method for reporting information, which is applied
to a terminal device. The method includes:
sending data packets on uplink.
[0018] The data packet may be data packets success-
fully transmitted and/or to be transmitted during D2D data
transmission of the terminal device.
[0019] This embodiment may specifically be:
selecting the data packets from a PDCP SDU that is suc-
cessfully transmitted and/or to be transmitted and send-
ing the selected data packets to a network on a Uu inter-
face uplink.
[0020] In the solution provided in this embodiment, the
terminal device can send a data packet according to its
own requirements, specifically:
sending the data packets sent to the network on the uplink
based on a reporting configuration.
[0021] In addition, this embodiment may provide an-
other solution, that is, the network first sends the reporting
configuration to the terminal device, and then the terminal
device sends data packets to the network based on the
reporting configuration, for example, as shown in FIG. 1.
[0022] In operation 101, the reporting configuration
sent by the network is received.
[0023] In operation 102, the data packets are sent to
the network on the uplink based on the reporting config-
uration.
[0024] Both the solution of sending data packets de-
termined by the terminal device itself and the solution of
sending data packets based on the reporting configura-
tion configured on the network are based on the following
reporting configuration. The reporting configuration may
include:
configuring all or part of the data packets that are suc-
cessfully transmitted and/or to be transmitted for the ter-
minal device for reporting.
[0025] In other words, the terminal device can select
and send at least part of the data packets that have been
successfully transmitted sent to the network, or send all
the data packets that have been successfully transmitted
sent to the network, or can select part of the data packets
to send them to the network. The terminal device can
also duplicate all the data packets to be transmitted and
send them to the network, or send part of the data packets
to be transmitted to the network.
[0026] It should be understood that the above-men-
tioned successfully transmitted data packets and the data
packets to be transmitted are data packets transmitted
between the terminal device itself and another terminal
device having a D2D connection with the terminal device.
For example, as shown in FIG. 2, terminal 1 and terminal

2 are connected directly.
[0027] Specifically, the reporting configuration may fur-
ther include: configuring a start and end time and/or a
timer for the terminal device for reporting.
[0028] In other words, the terminal device can report
according to the sending time of the data packet. For
example, the data packets that have been successfully
transmitted and/or are to be transmitted can be periodi-
cally reported, and the period can be 5 minutes per hour.
Or, the start and end time of the reporting may be set as
12 a.m.-1 p.m., then, data packets successfully transmit-
ted during 12 a.m.-1 p.m. may be sent to the network at
24 o’clock every day. Or, for data packets to be transmit-
ted, a reporting time may be set as time A-time B, and
the data packet to be transmitted may be sent to the
network as long as the duration of time A-time B comes.
[0029] A timer may be started every time. When the
timer reaches a preset threshold, it is determined to start
sending. It is to be understood that, when it is determined
to start sending data, the timer can also be turned off.
For example, when the shutdown time of the timer reach-
es a shutdown duration threshold, the transmission of
data packets can be controlled to stop. This method is
more suitable for controlling data packets to be transmit-
ted.
[0030] Further, the reporting configuration may further
include:
when the terminal device is configured to report part of
the data packets, configuring a rule for selecting the part
of the data packets.
[0031] The rule for selecting the part of the data pack-
ets may include at least one of:

selecting a probability of data packet reporting;
selecting packets with a packet label modulus N
equal to 0, N being configured by the network and
being an integer; or
selecting the part of the data packets based on a
preset keyword.

[0032] The probability of data packet reporting can be
set according to actual situations. This rule can also be
combined with the configuration of the start and end time
and/or the timer for the terminal device for reporting. For
example, the data packets selected in the start and end
time and/or the timer configured for the terminal device
for reporting may be selected again based on a prede-
termined probability, and the re-selected data packets
may be reported to the network.
[0033] The data packets have a packet label modulus
N equal to 0. N is configured by the network and is an
integer. N can be set according to an actual situation.
For example, N can be 2, and thus a data packet with a
packet label modulus 2 being 0 is reported to the network.
N can also be set as other numerical values, which are
not given details here.
[0034] Selecting part of the data packets based on a
preset keyword may be: reporting a data packet as long
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as a preset keyword appears in the data packet success-
fully transmitted; or, reporting a data packet as long as
a preset keyword appears in the data packet to be trans-
mitted.
[0035] Such a selection process may be combined with
configuration of the start and end time and/or the timer
for the terminal device for reporting. For example, the
data packets selected in the start and end time and/or
the timer configured for the terminal device for reporting
may be selected again based on a preset probability, and
the re-selected data packets may be reported to the net-
work.
[0036] For example, the network may configure, by
means of sampling, the terminal device to report partial
data to the network for inspection when the terminal de-
vice is transmitting all the data through D2D direct con-
nection. The network can set certain rules, such as a
sampling ratio or keywords, and the terminal may report
according to the sampling ratio or keywords. The network
can configure the time when the terminal starts or stops
reporting data packets. Referring to FIG. 3, it is assumed
that data packets 1, 2, 3, and 4 are exchanged between
terminal devices within a period of time, two data packets
can be selected from the data packets 1, 2, 3, and 4
during the period of time based on a sampling probability
50%. Data packets 1 and 4 are selected as shown in the
figure. These two data packets are reported to the core
network through the base station, so that the core net-
work can listen the interaction between directly connect-
ed terminal devices.
[0037] In addition, this solution can also provide a re-
porting configuration, based on which all data packets
successfully transmitted and/or to be transmitted be-
tween directly connected terminal devices are selected
and sent to the network.
[0038] For example, the network can duplicate and
transmit data packets. Thus, the network can configure
the terminal device to transmit data to the network for
inspection when transmitting the data through a D2D di-
rect connection. The data reported to the network is not
sensitive to latency, so the latency for reporting may de-
pend on the terminal device. For example, the terminal
device may request resources to report corresponding
data to the network according to a buffer size. The net-
work may configure the start and end time for the terminal
for reporting the data packets, that is, all the data packets
successfully transmitted within the start and end time
may be sent to the network. For example, referring to
FIG. 4, during the configured start and end time, 4 data
packets are transmitted between terminal 1 and terminal
2, which are data packets 1, 2, 3, and 4 in the figure, and
then terminal 1 duplicate and report all the 4 data packets
to the core network through the base station.
[0039] Finally, in the solution provided by this embod-
iment, the network may inform the terminal device of the
corresponding configuration information through RRC
signaling (such as a sampling probability and/or a
start/stop time of packet reporting or a timer), and then

the terminal may configure a corresponding PDCP SDU
and transmit the data according to the above-mentioned
various ways provided in this embodiment.
[0040] It can be seen that by adopting the above solu-
tion, at least part of data packets that have been suc-
cessfully transmitted and/or to be transmitted can be sent
to a network on uplink. When a terminal device performs
D2D data transmission, the network still can perform le-
gal data listening as needed, thereby ensuring the de-
mand for lawful interception of data.

Embodiment 2

[0041] An embodiment of the present disclosure pro-
vides a method for reporting information, which is applied
to a network device. The method includes:
receiving data packets from a terminal device on uplink.
[0042] The data packet may be data packets success-
fully transmitted and/or to be transmitted during D2D data
transmission of the terminal device.
[0043] In the solution provided in this embodiment, the
terminal device can send a data packet according to its
own requirements, specifically:
directly receiving the data packets from the terminal de-
vice on the uplink.
[0044] In addition, this embodiment may also provide
another solution, that is, the network may first send a
reporting configuration to the terminal device, and then
the terminal device can send a data packet to the network
based on the reporting configuration, for example, send-
ing the reporting configuration to the terminal device.
[0045] Both the solution of sending data packets de-
termined by the terminal device itself and the solution of
sending data packets based on the reporting configura-
tion configured on the network are based on the following
reporting configuration. The reporting configuration may
include:
configuring all or part of the data packets that are suc-
cessfully transmitted and/or to be transmitted for the ter-
minal device for reporting.
[0046] In other words, the terminal device can select
and send at least part of the data packets that have been
successfully transmitted sent to the network, or send all
the data packets that have been successfully transmitted
sent to the network, or can select part of the data packets
to send them to the network. The terminal device can
also duplicate all the data packets to be transmitted and
send them to the network, or send part of the data packets
to be transmitted to the network.
[0047] It should be understood that the above-men-
tioned successfully transmitted data packets and the data
packets to be transmitted are data packets transmitted
between the terminal device itself and another terminal
device having a D2D connection with the terminal device.
For example, as shown in FIG. 2, terminal 1 and terminal
2 are connected directly.
[0048] Specifically, the reporting configuration may fur-
ther include: configuring a start and end time and/or a
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timer for the terminal device for reporting.
[0049] In other words, the terminal device can report
according to the sending time of the data packet. For
example, the data packets that have been successfully
transmitted and/or are to be transmitted can be periodi-
cally reported, and the period can be 5 minutes per hour.
Or, the start and end time of the reporting may be set as
12 a.m.-1 p.m., then, data packets successfully transmit-
ted during 12 a.m.-1 p.m. may be sent to the network at
24 o’clock every day. Or, for data packets to be transmit-
ted, a reporting time may be set as time A-time B, and
the data packet to be transmitted may be sent to the
network as long as the duration of time A-time B comes.
[0050] A timer may be started every time. When the
timer reaches a preset threshold, it is determined to start
sending. It is to be understood that, when it is determined
to start sending data, the timer can also be turned off.
For example, when the shutdown time of the timer reach-
es a shutdown duration threshold, the transmission of
data packets can be controlled to stop. This method is
more suitable for controlling data packets to be transmit-
ted.
[0051] Further, the reporting configuration may further
include:
when the terminal device is configured to report part of
the data packets, configuring a rule for selecting the part
of the data packets.
[0052] The rule for selecting the part of the data pack-
ets may include at least one of:

selecting a probability of data packet reporting;
selecting packets with a packet label modulus N
equal to 0, N being configured by the network and
being an integer; or
selecting the part of the data packets based on a
preset keyword.

[0053] The probability of data packet reporting can be
set according to actual situations. This rule can also be
combined with the configuration of the start and end time
and/or the timer for the terminal device for reporting. For
example, the data packets selected in the start and end
time and/or the timer configured for the terminal device
for reporting may be selected again based on a prede-
termined probability, and the re-selected data packets
may be reported to the network.
[0054] The data packets have a packet label modulus
N equal to 0. N is configured by the network and is an
integer. N can be set according to an actual situation.
For example, N can be 2, and thus a data packet with a
packet label modulus 2 being 0 is reported to the network.
N can also be set as other numerical values, which are
not given details here.
[0055] Selecting part of the data packets based on a
preset keyword may be: reporting a data packet as long
as a preset keyword appears in the data packet success-
fully transmitted; or, reporting a data packet as long as
a preset keyword appears in the data packet to be trans-

mitted.
[0056] Such a selection process may be combined with
configuration of the start and end time and/or the timer
for the terminal device for reporting. For example, the
data packets selected in the start and end time and/or
the timer configured for the terminal device for reporting
may be selected again based on a preset probability, and
the re-selected data packets may be reported to the net-
work.
[0057] For example, the network may configure, by
means of sampling, the terminal device to report partial
data to the network for inspection when the terminal de-
vice is transmitting all the data through D2D direct con-
nection. The network can set certain rules, such as a
sampling ratio or keywords, and the terminal may report
according to the sampling ratio or keywords. The network
can configure the time when the terminal starts or stops
reporting data packets. Referring to FIG. 3, it is assumed
that data packets 1, 2, 3, and 4 are exchanged between
terminal devices within a period of time, two data packets
can be selected from the data packets 1, 2, 3, and 4
during the period of time based on a sampling probability
50%. Data packets 1 and 4 are selected as shown in the
figure. These two data packets are reported to the core
network through the base station, so that the core net-
work can listen the interaction between directly connect-
ed terminal devices.
[0058] In addition, this solution can also provide a re-
porting configuration in which all data packets success-
fully transmitted and/or to be transmitted between directly
connected terminal devices are selected and sent to the
network.
[0059] For example, the network can duplicate and
transmit data packets. Thus, the network can configure
the terminal device to transmit data to the network for
inspection when transmitting the data through a D2D di-
rect connection. The data reported to the network is not
sensitive to latency, so the latency for reporting may de-
pend on the terminal device. For example, the terminal
device may request resources to report corresponding
data to the network according to a buffer size. The net-
work may configure the start and end time for the terminal
for reporting the data packets, that is, all the data packets
successfully transmitted within the start and end time
may be sent to the network. For example, referring to
FIG. 4, during the configured start and end time, 4 data
packets are transmitted between terminal 1 and terminal
2, which are data packets 1, 2, 3, and 4 in the figure, and
then terminal 1 duplicate and report all the 4 data packets
to the core network through the base station.
[0060] Finally, in the solution provided by this embod-
iment, the network may inform the terminal device of the
corresponding configuration information through RRC
signaling (such as a sampling probability and/or a
start/stop time of packet reporting or a timer), and then
the terminal may configure a corresponding PDCP SDU
and transmit the data according to the above-mentioned
various ways provided in this embodiment.
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[0061] It can be seen that by adopting the above solu-
tion, at least part of data packets that have been suc-
cessfully transmitted and/or to be transmitted can be sent
to a network on uplink. When a terminal device performs
D2D data transmission, the network still can perform le-
gal data listening as needed, thereby ensuring the de-
mand for lawful interception of data.

Embodiment 3

[0062] An embodiment of the present disclosure pro-
vides a terminal device, as shown in FIG. 5, including:
a first communication unit 51, configured to send data
packets on uplink, the data packets are data packets suc-
cessfully transmitted and/or to be transmitted during D2D
data transmission of the terminal device.
[0063] The terminal device may further include:
a first processing unit 52, configured to select the data
packets from a PDCP SDU that is successfully transmit-
ted and/or to be transmitted.
[0064] The first communication unit 51 is further con-
figured to send the selected data packets to a network
on a Uu interface uplink.
[0065] In the solution provided in this embodiment, the
terminal device can send a data packet according to its
own requirements, specifically:
the first communication unit 51 is configured to send the
data packets to the network on the uplink based on a
reporting configuration.
[0066] In addition, this embodiment may also provide
another solution, that is, the network first sends the re-
porting configuration to the terminal device, and then the
terminal device sends a data packet to the network based
on the reporting configuration, for example, sending the
reporting configuration to the terminal device.
[0067] For example, the first communication unit 51 is
configured to receive the reporting configuration from the
network and send the data packets to the network on the
uplink based on the reporting configuration.
[0068] Both the solution of sending data packets de-
termined by the terminal device itself and the solution of
sending data packets based on the reporting configura-
tion configured on the network are based on the following
reporting configuration. The reporting configuration may
include:
configuring all or part of the data packets that are suc-
cessfully transmitted and/or to be transmitted for the ter-
minal device for reporting.
[0069] In other words, the terminal device can select
and send at least part of the data packets that have been
successfully transmitted sent to the network, or send all
the data packets that have been successfully transmitted
sent to the network, or can select part of the data packets
to send them to the network. The terminal device can
also duplicate all the data packets to be transmitted and
send them to the network, or send part of the data packets
to be transmitted to the network.
[0070] It should be understood that the above-men-

tioned successfully transmitted data packets and the data
packets to be transmitted are data packets transmitted
between the terminal device itself and another terminal
device having a D2D connection with the terminal device.
For example, as shown in FIG. 2, terminal 1 and terminal
2 are connected directly.
[0071] Specifically, the reporting configuration may fur-
ther include: configuring a start and end time and/or a
timer for the terminal device for reporting.
[0072] In other words, the terminal device can report
according to the sending time of the data packet. For
example, the data packets that have been successfully
transmitted and/or are to be transmitted can be periodi-
cally reported, and the period can be 5 minutes per hour.
Or, the start and end time of the reporting may be set as
12 a.m.-1 p.m., then, data packets successfully transmit-
ted during 12 a.m.-1 p.m. may be sent to the network at
24 o’clock every day. Or, for data packets to be transmit-
ted, a reporting time may be set as time A-time B, and
the data packet to be transmitted may be sent to the
network as long as the duration of time A-time B comes.
[0073] A timer may be started every time. When the
timer reaches a preset threshold, it is determined to start
sending. It is to be understood that, when it is determined
to start sending data, the timer can also be turned off.
For example, when the shutdown time of the timer reach-
es a shutdown duration threshold, the transmission of
data packets can be controlled to stop. This method is
more suitable for controlling data packets to be transmit-
ted.
[0074] Further, the reporting configuration may further
include:
when the terminal device is configured to report part of
the data packets, configuring a rule for selecting the part
of the data packets.
[0075] The rule for selecting the part of the data pack-
ets may include at least one of:

selecting a probability of data packet reporting;
selecting packets with a packet label modulus N
equal to 0, N being configured by the network and
being an integer; or
selecting the part of the data packets based on a
preset keyword.

[0076] The probability of data packet reporting can be
set according to actual situations. This rule can also be
combined with the configuration of the start and end time
and/or the timer for the terminal device for reporting. For
example, the data packets selected in the start and end
time and/or the timer configured for the terminal device
for reporting may be selected again based on a prede-
termined probability, and the re-selected data packets
may be reported to the network.
[0077] The data packets have a packet label modulus
N equal to 0. N is configured by the network and is an
integer. N can be set according to an actual situation.
For example, N can be 2, and thus a data packet with a
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packet label modulus 2 being 0 is reported to the network.
N can also be set as other numerical values, which are
not given details here.
[0078] Selecting part of the data packets based on a
preset keyword may be: reporting a data packet as long
as a preset keyword appears in the data packet success-
fully transmitted; or, reporting a data packet as long as
a preset keyword appears in the data packet to be trans-
mitted.
[0079] Such a selection process may be combined with
configuration of the start and end time and/or the timer
for the terminal device for reporting. For example, the
data packets selected in the start and end time and/or
the timer configured for the terminal device for reporting
may be selected again based on a preset probability, and
the re-selected data packets may be reported to the net-
work.
[0080] For example, the network may configure, by
means of sampling, the terminal device to report partial
data to the network for inspection when the terminal de-
vice is transmitting all the data through D2D direct con-
nection. The network can set certain rules, such as a
sampling ratio or keywords, and the terminal may report
according to the sampling ratio or keywords. The network
can configure the time when the terminal starts or stops
reporting data packets. Referring to FIG. 3, it is assumed
that data packets 1, 2, 3, and 4 are exchanged between
terminal devices within a period of time, two data packets
can be selected from the data packets 1, 2, 3, and 4
during the period of time based on a sampling probability
50%. Data packets 1 and 4 are selected as shown in the
figure. These two data packets are reported to the core
network through the base station, so that the core net-
work can listen the interaction between directly connect-
ed terminal devices.
[0081] In addition, this solution can also provide a re-
porting configuration in which all data packets success-
fully transmitted and/or to be transmitted between directly
connected terminal devices are selected and sent to the
network.
[0082] For example, the network can duplicate and
transmit data packets. Thus, the network can configure
the terminal device to transmit data to the network for
inspection when transmitting the data through a D2D di-
rect connection. The data reported to the network is not
sensitive to latency, so the latency for reporting may de-
pend on the terminal device. For example, the terminal
device may request resources to report corresponding
data to the network according to a buffer size. The net-
work may configure the start and end time for the terminal
for reporting the data packets, that is, all the data packets
successfully transmitted within the start and end time
may be sent to the network. For example, referring to
FIG. 4, during the configured start and end time, 4 data
packets are transmitted between terminal 1 and terminal
2, which are data packets 1, 2, 3, and 4 in the figure, and
then terminal 1 duplicate and report all the 4 data packets
to the core network through the base station.

[0083] Finally, in the solution provided by this embod-
iment, the network may inform the terminal device of the
corresponding configuration information through RRC
signaling (such as a sampling probability and/or a
start/stop time of packet reporting or a timer), and then
the terminal may configure a corresponding PDCP SDU
and transmit the data according to the above-mentioned
various ways provided in this embodiment.
[0084] It can be seen that by adopting the above solu-
tion, at least part of data packets that have been suc-
cessfully transmitted and/or to be transmitted can be sent
to a network on uplink. When a terminal device performs
D2D data transmission, the network still can perform le-
gal data listening as needed, thereby ensuring the de-
mand for lawful interception of data.

Embodiment 4

[0085] An embodiment of the present disclosure pro-
vides a network device, including:
a second communication unit configured to receive data
packets from a terminal device on uplink, the data pack-
ets being data packets successfully transmitted and/or
to be transmitted during D2D data transmission of the
terminal device.
[0086] In the solution provided in this embodiment, the
terminal device can send a data packet according to its
own requirements, specifically: the second communica-
tion unit is configured to directly receive data packets
from the terminal device on the uplink.
[0087] In addition, this embodiment may also provide
another solution, that is, the network may first send a
reporting configuration to the terminal device, and then
the terminal device can send a data packet to the network
based on the reporting configuration, for example, send-
ing the reporting configuration to the terminal device.
[0088] Both the solution of sending data packets de-
termined by the terminal device itself and the solution of
sending data packets based on the reporting configura-
tion configured on the network are based on the following
reporting configuration. The reporting configuration may
include:
configuring all or part of the data packets that are suc-
cessfully transmitted and/or to be transmitted for the ter-
minal device for reporting.
[0089] In other words, the terminal device can select
and send at least part of the data packets that have been
successfully transmitted sent to the network, or send all
the data packets that have been successfully transmitted
sent to the network, or can select part of the data packets
to send them to the network. The terminal device can
also duplicate all the data packets to be transmitted and
send them to the network, or send part of the data packets
to be transmitted to the network.
[0090] It should be understood that the above-men-
tioned successfully transmitted data packets and the data
packets to be transmitted are data packets transmitted
between the terminal device itself and another terminal
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device having a D2D connection with the terminal device.
For example, as shown in FIG. 2, terminal 1 and terminal
2 are connected directly.
[0091] Specifically, the reporting configuration further
includes: configuring a start and end time and/or a timer
for the terminal device for reporting.
[0092] In other words, the terminal device can report
according to the sending time of the data packet. For
example, the data packets that have been successfully
transmitted and/or are to be transmitted can be periodi-
cally reported, and the period can be 5 minutes per hour.
Or, the start and end time of the reporting may be set as
12 a.m.-1 p.m., then, data packets successfully transmit-
ted during 12 a.m.-1 p.m. may be sent to the network at
24 o’clock every day. Or, for data packets to be transmit-
ted, a reporting time may be set as time A-time B, and
the data packet to be transmitted may be sent to the
network as long as the duration of time A-time B comes.
[0093] A timer may be started every time. When the
timer reaches a preset threshold, it is determined to start
sending. It is to be understood that, when it is determined
to start sending data, the timer can also be turned off.
For example, when the shutdown time of the timer reach-
es a shutdown duration threshold, the transmission of
data packets can be controlled to stop. This method is
more suitable for controlling data packets to be transmit-
ted.
[0094] Further, the reporting configuration may further
include:
when the terminal device is configured to report part of
the data packets, configuring a rule for selecting the part
of the data packets.
[0095] The rule for selecting the part of the data pack-
ets may include at least one of:

selecting a probability of data packet reporting;
selecting packets with a packet label modulus N
equal to 0, N being configured by the network and
being an integer; or
selecting the part of the data packets based on a
preset keyword.

[0096] The probability of data packet reporting can be
set according to actual situations. This rule can also be
combined with the configuration of the start and end time
and/or the timer for the terminal device for reporting. For
example, the data packets selected in the start and end
time and/or the timer configured for the terminal device
for reporting may be selected again based on a prede-
termined probability, and the re-selected data packets
may be reported to the network.
[0097] The data packets have a packet label modulus
N equal to 0. N is configured by the network and is an
integer. N can be set according to an actual situation.
For example, N can be 2, and thus a data packet with a
packet label modulus 2 being 0 is reported to the network.
N can also be set as other numerical values, which are
not given details here.

[0098] Selecting part of the data packets based on a
preset keyword may be: reporting a data packet as long
as a preset keyword appears in the data packet success-
fully transmitted; or, reporting a data packet as long as
a preset keyword appears in the data packet to be trans-
mitted.
[0099] Such a selection process may be combined with
configuration of the start and end time and/or the timer
for the terminal device for reporting. For example, the
data packets selected in the start and end time and/or
the timer configured for the terminal device for reporting
may be selected again based on a preset probability, and
the re-selected data packets may be reported to the net-
work.
[0100] For example, the network may configure, by
means of sampling, the terminal device to report partial
data to the network for inspection when the terminal de-
vice is transmitting all the data through D2D direct con-
nection. The network can set certain rules, such as a
sampling ratio or keywords, and the terminal may report
according to the sampling ratio or keywords. The network
can configure the time when the terminal starts or stops
reporting data packets. Referring to FIG. 3, it is assumed
that data packets 1, 2, 3, and 4 are exchanged between
terminal devices within a period of time, two data packets
can be selected from the data packets 1, 2, 3, and 4
during the period of time based on a sampling probability
50%. Data packets 1 and 4 are selected as shown in the
figure. These two data packets are reported to the core
network through the base station, so that the core net-
work can listen the interaction between directly connect-
ed terminal devices.
[0101] In addition, this solution can also provide a re-
porting configuration in which all data packets success-
fully transmitted and/or to be transmitted between directly
connected terminal devices are selected and sent to the
network.
[0102] For example, the network can duplicate and
transmit data packets. Thus, the network can configure
the terminal device to transmit data to the network for
inspection when transmitting the data through a D2D di-
rect connection. The data reported to the network is not
sensitive to latency, so the latency for reporting may de-
pend on the terminal device. For example, the terminal
device may request resources to report corresponding
data to the network according to a buffer size. The net-
work may configure the start and end time for the terminal
for reporting the data packets, that is, all the data packets
successfully transmitted within the start and end time
may be sent to the network. For example, referring to
FIG. 4, during the configured start and end time, 4 data
packets are transmitted between terminal 1 and terminal
2, which are data packets 1, 2, 3, and 4 in the figure, and
then terminal 1 duplicate and report all the 4 data packets
to the core network through the base station.
[0103] Finally, in the solution provided by this embod-
iment, the network may inform the terminal device of the
corresponding configuration information through RRC
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signaling (such as a sampling probability and/or a
start/stop time of packet reporting or a timer), and then
the terminal may configure a corresponding PDCP SDU
and transmit the data according to the above-mentioned
various ways provided in this embodiment.
[0104] It can be seen that by adopting the above solu-
tion, at least part of data packets that have been suc-
cessfully transmitted and/or to be transmitted can be sent
to a network on uplink. When a terminal device performs
D2D data transmission, the network still can perform le-
gal data listening as needed, thereby ensuring the de-
mand for lawful interception of data.
[0105] An embodiment of the present disclosure fur-
ther provides a hardware composition architecture of a
terminal device or a network device. As shown in FIG. 6,
the architecture includes: at least one processor 61, a
memory 62, and at least one network interface 63. All
the components are coupled together by a bus system
64. It can be understood that, the bus system 64 is con-
figured to implement connection and communication be-
tween the components. In addition to a data bus, the bus
system 64 further can include a power supply bus, a con-
trol bus, and a status signal bus. However, for the pur-
pose of clear description, all buses are marked as the
bus system 64 in FIG. 6.
[0106] It can be understood that the memory 62 in the
embodiments of the present disclosure may be a volatile
memory or a nonvolatile memory, or may include a vol-
atile memory and a nonvolatile memory.
[0107] In some implementations, the memory 62 is
configured to store the following elements: an executable
module or a data structure, or a subset thereof, or an
extended set thereof: an operating system 621 and an
application program 622.
[0108] The processor 61 is capable of processing op-
erations of the method in the foregoing embodiment 1 or
2, and details are not described herein again.
[0109] An embodiment of the present disclosure pro-
vides a computer storage medium. The computer storage
medium has stored computer-executable instructions
that, when being executed, can implement the operations
of the method in the foregoing embodiment 1 or 2.
[0110] When the devices described above in the em-
bodiments of the present invention are implemented in
a form of a software functional module and sold or used
as independent products, the devices may be alterna-
tively stored in a computer-readable storage medium.
Based on such an understanding, the technical solutions
of the embodiments of the present disclosure essentially,
or the part contributing to the prior art may be implement-
ed in a form of a software product. The computer software
product is stored in a storage medium and includes sev-
eral instructions for instructing a computer device (which
may be a personal computer, a server, a network device,
or the like) to perform all or some of the methods de-
scribed in the embodiments of the present disclosure.
The foregoing storage medium includes any medium that
can store program code, such as a USB flash drive, a

removable hard disk, a read-only memory (ROM), a mag-
netic disk, or a compact disc. In this way, the embodi-
ments of the present disclosure are not limited to any
specific combination of hardware and software.
[0111] Although preferred embodiments of the present
disclosure are described for an exemplary objective, a
person skilled in the art may be aware of various possible
modifications, additions, and replacements. Therefore,
the scope of the present invention shall not be limited to
the foregoing embodiments.

Claims

1. A method for reporting information, which is applied
to a terminal device, the method comprising:

sending data packets on uplink;
wherein the data packets are data packets suc-
cessfully transmitted and/or to be transmitted
during device-to-device (D2D) data transmis-
sion of the terminal device.

2. The method of claim 1, further comprising:

receiving a reporting configuration from a net-
work; and
sending the data packets to the network on the
uplink based on the reporting configuration.

3. The method of claim 1 or 2, wherein the reporting
configuration comprises:
configuring the terminal device to report all or part
of the data packets that are successfully transmitted
and/or to be transmitted.

4. The method of claim 3, wherein the reporting con-
figuration further comprises:
configuring a start and end time and/or a timer for
the terminal device for reporting.

5. The method of claim 3, wherein the reporting con-
figuration further comprises:
when the terminal device is configured to report part
of the data packets, configuring a rule for selecting
the part of the data packets.

6. The method of claim 5, wherein the rule for selecting
the part of the data packets comprises at least one of:

selecting a probability of data packet reporting;
selecting packets with a packet label modulus
N equal to 0, N being configured by the network
and being an integer; or
selecting the part of the data packets based on
a preset keyword.

7. The method of any one of claims 1 to 6, wherein
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sending the data packets on the uplink comprises:
selecting the data packets from a PDCP SDU that
is successfully transmitted and/or to be transmitted,
and the sending the selected data packets to a net-
work on a Uu interface uplink.

8. A method for information reporting, which is applied
to a network device, the method comprising:

receiving data packets from a terminal device
on uplink;
wherein the data packets are data packets suc-
cessfully transmitted and/or to be transmitted
during device-to-device (D2D) data transmis-
sion of the terminal device.

9. The method of claim 8, further comprising:
sending a reporting configuration to the terminal de-
vice.

10. The method of claim 9, wherein the reporting con-
figuration comprises:
configuring the terminal device to report all or part
of the data packets that are successfully transmitted
and/or to be transmitted.

11. The method of claim 10, wherein the reporting con-
figuration further comprises:
configuring a start and end time and/or a timer for
the terminal device for reporting.

12. The method of claim 9, wherein the reporting con-
figuration further comprises:
when the terminal device is configured to report part
of the data packets, configuring a rule for selecting
the part of the data packets.

13. The method of claim 12, wherein the rule for selecting
the part of the data packets comprises at least one of:

selecting a probability of data packet reporting;
selecting packets with a packet label modulus
N equal to 0, N being configured by the network
and being an integer; or
selecting the part of the data packets based on
a preset keyword.

14. A terminal device, comprising:

a first communication unit, is configured to send
data packets on uplink;
wherein the data packets are data packets suc-
cessfully transmitted and/or to be transmitted
during device-to-device (D2D) data transmis-
sion of the terminal device.

15. The terminal device of claim 14, wherein
the first communication unit is further configured to

receive a reporting configuration from a network and
determine to send the data packets to the network
on the uplink based on the reporting configuration.

16. The terminal device of claim 14 or 15, wherein the
reporting configuration comprises:
configuring the terminal device to report all or part
of the data packets that are successfully transmitted
and/or to be transmitted.

17. The terminal device of claim 16, wherein the report-
ing configuration further comprises:
configuring a start and end time and/or a timer for
the terminal device for reporting.

18. The terminal device of claim 16, wherein the report-
ing configuration further comprises:
when the terminal device is configured to report part
of the data packets, configuring a rule for selecting
the part of the data packets.

19. The terminal device of claim 18, wherein the rule for
selecting the part of the data packets comprises at
least one of:

selecting a probability of data packet reporting;
selecting packets with a packet label modulus
N equal to 0, N being configured by the network
and being an integer; or
selecting the part of the data packets based on
a preset keyword.

20. The terminal device of any one of claims 14 to 19,
further comprising:

a first processing unit configured to select the
data packets from a PDCP SDU that is success-
fully transmitted and/or to be transmitted;
wherein the first communication unit is config-
ured to send the selected data packets to a net-
work on a Uu interface uplink.

21. A network device, comprising:

a second communication unit, configured to re-
ceive data packets from a terminal device on
uplink;
wherein the data packets are data packets suc-
cessfully transmitted and/or to be transmitted
during device-to-device (D2D) data transmis-
sion of the terminal device.

22. The network device of claim 21, wherein the second
communication unit is further configured to send a
reporting configuration to the terminal device.

23. The network device of claim 22, wherein the report-
ing configuration comprises:
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configuring the terminal device to report all or part
of the data packets that are successfully transmitted
and/or to be transmitted.

24. The network device of claim 23, wherein the report-
ing configuration further comprises:
configuring a start and end time and/or a timer for
the terminal device for reporting.

25. The network device of claim 23, wherein the report-
ing configuration further comprises:
when the terminal device is configured to report part
of the data packets, configuring a rule for selecting
the part of the data packets.

26. The network device of claim 25, wherein the rule for
selecting the part of the data packets comprises at
least one of:

selecting a probability of data packet reporting;
selecting packets with a packet label modulus
N equal to 0, N being configured by the network
and being an integer; or
selecting the part of the data packets based on
a preset keyword.

27. A terminal device, comprising: a processor and a
memory for storing a computer program executable
by the processor,
wherein the processor, when running the computer
program, implements the operations of the method
according to any one of claims 1-7.

28. A network device, comprising: a processor and a
memory for storing a computer program executable
by the processor,
wherein the processor, when running the computer
program, implements the operations of the method
according to any one of claims 8-13.

29. A computer-readable storage medium, having com-
puter instructions stored thereon that, when execut-
ed by a processor, implement the operations of the
method according to any one of claims 1-13.
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