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Description

FIELD

[0001] The present application relates generally to
management of digital identity certificates and crypto-
graphic keys and, more specifically, to managing appli-
cation access to certificates and keys.

BACKGROUND

[0002] Mobile devices are used for a variety of purpos-
es. Users may wish to use a particular mobile device for
personal applications such as games, reading news dis-
tributed using really simple syndication (RSS), web
browsing and general leisure. Corporations may want
the same mobile device to be used for a subset of func-
tionality required for a user to complete their job.
[0003] However, when a mobile device is used for both
corporate and personal matters, a corporation may
choose to limit the risk of exposure of data on the mobile
device.
[0004] This may be done, for example, through the im-
plementation of information technology (IT) policies on
the mobile device. Such policies sometimes lead to a
poor user experience, as the mobile device may be
locked such that no new applications may be loaded onto
the mobile device. Alternatively, the mobile device may
be restricted regarding which non-work-related applica-
tions may be loaded onto the device. For example, an IT
policy on the mobile device may, in an effort to prevent
potential spread of viruses, prohibit the user of the mobile
device from downloading software from any location oth-
er than a specifically approved location.
[0005] In this manner, the range of applications that
the user can install may be significantly limited.
[0006] US 2005/213763 A1 discloses a method for se-
cure control of a wireless mobile communication device,
comprising segregating assets of the wireless mobile
communication device into a plurality of domains, each
domain including at least one asset of the wireless mobile
communication device, receiving a request to perform an
operation affecting at least one of the assets, determining
whether the operation is permitted by the domain that
includes the affected asset, and allowing the operation
to be completed where the operation is permitted by the
domain that includes the affected asset. US 2012/079609
A1 discloses a method, device and system for establish-
ing plural modes of operation on a mobile device, includ-
ing: associating each application on the mobile device
with one of a plurality of modes; and restricting access
to data on the mobile device to only a subset of applica-
tions based on the mode associated for the each appli-
cation. WO 2009/081100 A1 discloses a computing de-
vice which includes an access control mechanism which
is used to control access to keys which are used in cryp-
tographic processes. Any application wishing to gain ac-
cess to a key must first obtain authorisation from the ac-

cess control mechanism. Authorised applications may
access keys directly, without having to pass data through
the access control mechanism.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] Reference will now be made, by way of exam-
ple, to the accompanying drawings which show example
implementations; and in which:

FIG. 1 illustrates a memory segregated into plural
spaces;

FIG. 2 illustrates a mobile communication device
with memory that may be segregated as illustrated
in FIG. 1;

FIG. 3 illustrates example steps in a method of cre-
ating a segregated space in a memory as illustrated
in FIG. 1;

FIG. 4 illustrates example steps in a method of cre-
ating a certificate store;

FIG. 5 illustrates example steps in a method of de-
leting a segregated space in a memory as illustrated
in FIG. 1;

FIG. 6 illustrates example steps in a method of han-
dling a certificate validation request;

FIG. 7 illustrates example steps in a method of han-
dling an application launch request;

FIG. 8 illustrates example steps in a method of han-
dling a request from an application to create a cer-
tificate store; and

FIG. 9 illustrates example steps in a method of han-
dling a request from an application for access to a
certificate store.

DETAILED DESCRIPTION

[0008] Rather than restricting access to an entire mo-
bile device that is used for both personal and corporate
functionality, the present disclosure contemplates the
creation of dual or plural modes of operations on the mo-
bile device. In particular, each application of a plurality
of applications may be segregated into one of a plurality
of groups. In an example scenario involving a corporate
mode of operation and a personal mode of operation,
applications can be designated as either corporate ap-
plications or personal applications. In some cases, where
an application may be both corporate and personal, a
copy of the application code can be saved in both a per-
sonal memory space and a corporate memory space on
the mobile device.
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[0009] The present disclosure provides for a mobile
device, but is not meant to be limited to any particular
mobile device. Examples of mobile devices include smart
phones, personal digital assistants, data-enabled cellular
telephones, tablet computers, among others.
[0010] The mobile device in the present disclosure im-
plements an IT policy to control corporate data. This may
be done by connection to an enterprise server, which
provides the IT policy for the device. In other embodi-
ments, the IT policy may be implemented on a per device
basis individually.
[0011] Notably, the segregation of applications dis-
cussed hereinbefore may have far-reaching implications
for management of security aspects of the mobile device.
For example, public and private cryptographic keys may
be saved in memory in such a manner that the keys are
associated with the mobile device and not with a mode
of operation of the mobile device. Similarly, digital identity
certificates may be saved in memory in such a manner
that the identity certificates are associated with a user of
the mobile device and not with a mode of operation of
the mobile device.
[0012] Before launching an application, the application
may be labeled with an identity attribute and a class at-
tribute. The class attribute may be associated with a
mode of operation. The application’s identity and class
may then be taken into consideration when processing
an application’s request to access a store or create a
new store.
[0013] According to an aspect of the present disclo-
sure, there is provided a method of handling attempted
access to a store in a memory of a device, as defined in
claim 1. In other aspects of the present application, a
mobile communication device with a processor is provid-
ed for carrying out this method and a computer readable
medium is provided for adapting a processor in a mobile
communication device to carry out this method, as de-
fined in claims 5 and 6.
[0014] Other aspects and features of the present dis-
closure will become apparent to those of ordinary skill in
the art upon review of the following description of specific
implementations of the disclosure in conjunction with the
accompanying figures.
[0015] Reference is now made to FIG. 1, which shows
a block diagram of a memory 110 of a mobile device.
The memory 110 is configured to maintain executable
code for various applications and data related to the op-
eration of the various applications, such combination of
code and data being referred to herein as an "application
space". As illustrated in the example of FIG. 1, the mem-
ory 110 is divided into a personal space 120 and a cor-
porate space 130.
[0016] The corporate space 130 generally comprises
a portion of memory on the mobile device segregated for
data, applications, or both. The data and/or applications
may be considered sensitive to a business, corporation,
enterprise, government, non-profit organization, user of
the device or any other entity responsible for the setting

of an IT policy for the mobile device.
[0017] The personal space 120 generally comprises a
portion of memory segregated for "personal" applications
and data, where such applications or data may be con-
sidered outside of, or separate from, those applications
that are subject to an IT policy.
[0018] An application 122 executed from code saved
within the personal space 120 may access data 124 that
is also saved within the personal space 120. The data
124 that is saved within the personal space 120 may be
considered to be personal data.
[0019] Similarly, an application 132 executed from
code saved within the corporate space 130 may access
data 134 that is also saved within the corporate space
130. The data 134 that is saved within the corporate
space 130 may be considered to be corporate data.
[0020] By segregating corporate applications from per-
sonal applications and data associated with each, a cor-
porate IT policy may be implemented on the mobile de-
vice for the corporate data, thereby protecting the data,
while still allowing for personal applications and personal
data on the device. This provides more flexibility to a user
of the mobile device and an arguably better user expe-
rience.
[0021] An operating system 140 enforces the segre-
gation of the data as described in more detail below.
[0022] The designation of each application loaded onto
the mobile device as either a personal application or a
corporate application may be done in several ways. In
one embodiment, a corporate IT policy can be set for the
loading of applications onto the mobile device, where cer-
tain specified applications are designated by the IT policy
to be on a list of corporate applications. Other applica-
tions, which are not the list of corporate applications,
could be considered, by default, to be personal applica-
tions. In other embodiments, a user, administrator, carrier
or other entity can use a configuration program or a nav-
igation entity (application launcher) to designate the var-
ious applications on the device as either a personal ap-
plication or a corporate application. Further, signatures
applied to applications could also be used for making a
distinction between personal applications and corporate
applications. Other examples of the designation of appli-
cations as corporate and personal would be apparent to
those skilled in the art having the benefit of the present
disclosure.
[0023] In further embodiments, hybrid applications,
which have both personal and corporate uses, could be
duplicated between the corporate space 130 and the per-
sonal space 120. In this way, if a user wants to use a
particular application for personal reasons, the user could
execute the application code 122 that is saved in the
personal space 120. Conversely, if the user wants to use
the same application for corporate purposes, the user
could execute the application code 132 that is saved in
the corporate space 130.
[0024] Thus, for example, one copy of the code for a
document editor could be saved in the personal space
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120 and another copy of the code for the document editor
could be saved in the corporate space 130, thereby al-
lowing the editing of both personal documents and cor-
porate documents, while maintaining security for the cor-
porate data 134.
[0025] In one embodiment, the corporate applications
132 may be provided with additional security over the
personal applications 122. For example, before allowing
one of the corporate applications 132 to be launched, the
operating system 140 may prompt the user to provide
authentication, e.g., the operating system 140 may
prompt the user to enter a password and the operating
system 140 may authenticate the password. Further, in-
activity timers could be implemented, such that the cor-
porate applications 132 may be locked after a period of
inactivity, while leaving the personal applications 122 un-
locked. The operating system 140 may require a user to
enter a password to unlock a locked corporate application
132 so that the corporate data 134 related to the corpo-
rate application 132 may be accessed.
[0026] The designation (e.g., "personal" or "corpo-
rate") of a given application may further limit the data to
which the given application has access. Thus, for exam-
ple, the corporate applications 132 may execute in their
own mode in which mode any data that is written by the
corporate applications 132 may not be accessed by the
personal applications 122. The limitation would be that
personal applications 122 are not able to read corporate
data 134, nor is a corporate application capable of writing
to personal data 124.
[0027] Similarly, a given personal application 122 may
not be able to write to the corporate data 134. In some
embodiments, the corporate applications 132 may not
be able to read the personal data 124. In other embodi-
ments, the corporate applications 132 may be able to
read the personal data 124.
[0028] The corporate data 134 may be encrypted for
security.
[0029] The corporate data 134 may also have date of
deletion policies in effect on the mobile device. Thus, if
a subset of the corporate data 134 is not accessed within
a certain time period, a date of deletion policy may dictate
that the subset is to be erased. The date of deletion policy
may be pursuant to a corporate data reaping timeline.
For example, if data is not accessed on the mobile or
computing device for seven days, the data may be de-
leted from the mobile device. The user would then need
to download the data again if the data was required for
the mobile device. This may be implemented through
tags or data tables associated with the data.
[0030] The operating system 140 may handle the en-
forcement of the above differentiating rules between the
corporate space 130 and the personal space 120. For
example, the operating system 140 may implement data
access for the various applications 122 and 132, where
each application is given a group permission, similar to
UNIX group permissions. In other embodiments, other
user permission or other permission system may also be

used. Data is further designated in files that allow access
by certain groups. Thus, the operating system 140 may
allow the corporate data 134 to be accessed only by the
corporate applications 132 that have group permissions
to access such data. Similarly, the personal data 124
may be written to or read only by the personal applica-
tions 122 based on the group permissions of the personal
applications 122 with regard to the personal data 124.
The corporate applications 132, however, may not have
group permissions to write to the personal data 124 in
one embodiment, as enforced by the operating system
140.
[0031] As shown by a dashed line with an arrow tip in
FIG. 1, the personal data 124 may have some form of
public permissions that would allow the corporate appli-
cations 132 to read the personal data 124.
[0032] Access to the data may be maintained for other
data functionalities, thereby preventing the corporate da-
ta 134 from being accessed in the personal mode. For
example, copy or cut functionality may be managed be-
tween the personal mode and corporate mode. Poten-
tially, no cutting or copying would be allowed in the cor-
porate mode of operation by the corporate applications
132.
[0033] In other embodiments, cutting and copying may
be allowed between corporate applications but may be
restricted when trying to paste outside corporate mode.
As will be appreciated, this could again be managed by
a UNIX group permission type model using the operating
system 140. When cutting or copying various text or im-
ages, or other data, a new data file is created which could
have group permissions that would restrict where the
pasting of that file is allowed to occur. Thus, when using
a personal application, if trying to paste corporate data,
an error might be returned, or the paste operation may
simply not function.
[0034] In one embodiment, the corporate data 134 may
be provided to a mobile device based on a secure con-
nection with the corporate network. For example, this
may be done through a virtual private network or other
secure connection to an enterprise server.
[0035] Further, in one embodiment, the memory 110
may be located on a mobile device. In this case, the mo-
bile device may have a pre-established secure connec-
tion with an enterprise server.
[0036] FIG. 2 illustrates a mobile communication de-
vice 200 as an example of a device that may include the
memory 110 of FIG. 1. The mobile communication device
200 includes a housing, an input device (e.g., a keyboard
224 having a plurality of keys) and an output device (e.g.,
a display 226), which may comprise a full graphic, or full
color, Liquid Crystal Display (LCD). In some embodi-
ments, the display 226 may comprise a touchscreen dis-
play. In such embodiments, the keyboard 224 may com-
prise a virtual keyboard. Other types of output devices
may alternatively be utilized. A processing device (a mi-
croprocessor 228) is shown schematically in FIG. 2 as
coupled between the keyboard 224 and the display 226.
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The microprocessor 228 controls the operation of the dis-
play 226, as well as the overall operation of the mobile
communication device 200, in part, responsive to actu-
ation of the keys on the keyboard 224 by a user.
[0037] The housing may be elongated vertically, or
may take on other sizes and shapes (including clamshell
housing structures). In the case in which the keyboard
224 includes keys that are associated with at least one
alphabetic character and at least one numeric character,
the keyboard 224 may include a mode selection key, or
other hardware or software, for switching between alpha-
betic entry and numeric entry.
[0038] In addition to the microprocessor 228, other
parts of the mobile communication device 200 are shown
schematically in FIG. 2. These may include a communi-
cations subsystem 202, a short-range communications
subsystem 204, the keyboard 224 and the display 226.
The mobile communication device 200 may further in-
clude other input/output devices, such as a set of auxiliary
I/O devices 206, a serial port 208, a speaker 211 and a
microphone 212. The mobile communication device 200
may further include memory devices including a flash
memory 216 and a Random Access Memory (RAM) 218
and various other device subsystems 220. The mobile
communication device 200 may comprise a two-way ra-
dio frequency (RF) communication device having voice
and data communication capabilities. In addition, the mo-
bile communication device 200 may have the capability
to communicate with other computer systems via the In-
ternet.
[0039] The memory 110 of FIG. 1 may be implemented
in a combination of the flash memory 216 and the RAM
218.
[0040] Operating system software executed by the mi-
croprocessor 228 may be saved in a computer readable
medium, such as the flash memory 216, but may be
saved in other types of memory devices, such as a read
only memory (ROM) or similar storage element. In addi-
tion, system software, specific device applications, or
parts thereof, may be temporarily loaded into a volatile
store, such as the RAM 218. Communication signals re-
ceived by the mobile device may also be saved to the
RAM 218.
[0041] The microprocessor 228, in addition to its op-
erating system functions, enables execution of software
applications on the mobile communication device 200. A
predetermined set of software applications that control
basic device operations, such as a voice communications
module 230A and a data communications module 230B,
may be installed on the mobile communication device
200 during manufacture. A space management module
230C, a certificate manager 230D and an installer mod-
ule 230E may also be installed on the mobile communi-
cation device 200 during manufacture, to implement as-
pects of the present disclosure. As well, additional soft-
ware modules, illustrated as an other software module
230N, which may comprise, for instance, a personal in-
formation manager (PIM) application, may be installed

during manufacture. The PIM application may be capable
of organizing and managing data items, such as e-mail
messages, calendar events, voice mail messages, ap-
pointments and task items. The PIM application may also
be capable of sending and receiving data items via a
wireless carrier network 270 represented by a radio tow-
er. The data items managed by the PIM application may
be seamlessly integrated, synchronized and updated via
the wireless carrier network 270 with the device user’s
corresponding data items saved or associated with a host
computer system.
[0042] Communication functions, including data and
voice communications, are performed through the com-
munication subsystem 202 and, possibly, through the
short-range communications subsystem 204. The com-
munication subsystem 202 includes a receiver 250, a
transmitter 252 and one or more antennas, illustrated as
a receive antenna 254 and a transmit antenna 256. In
addition, the communication subsystem 202 also in-
cludes a processing module, such as a digital signal proc-
essor (DSP) 258, and local oscillators (LOs) 260. The
specific design and implementation of the communica-
tion subsystem 202 is dependent upon the communica-
tion network in which the mobile communication device
200 is intended to operate. For example, the communi-
cation subsystem 202 of the mobile communication de-
vice 200 may be designed to operate with the Mobitex™,
DataTAC™ or General Packet Radio Service (GPRS)
mobile data communication networks and also designed
to operate with any of a variety of voice communication
networks, such as Advanced Mobile Phone Service
(AMPS), Time Division Multiple Access (TDMA), Code
Division Multiple Access (CDMA), Personal Communi-
cations Service (PCS), Global System for Mobile Com-
munications (GSM), Enhanced Data rates for GSM Ev-
olution (EDGE), Universal Mobile Telecommunications
System (UMTS), Wideband Code Division Multiple Ac-
cess (W-CDMA), High Speed Packet Access (HSPA),
Long Term Evolution (LTE), etc. Other types of data and
voice networks, both separate and integrated, may also
be utilized with the mobile communication device 200.
[0043] Network access requirements vary depending
upon the type of communication system. Typically, an
identifier is associated with each mobile device that
uniquely identifies the mobile device or subscriber to
which the mobile device has been assigned. The identi-
fier is unique within a specific network or network tech-
nology. For example, in Mobitex™ networks, mobile de-
vices are registered on the network using a Mobitex Ac-
cess Number (MAN) associated with each device and in
DataTAC™ networks, mobile devices are registered on
the network using a Logical Link Identifier (LLI) associ-
ated with each device. In GPRS networks, however, net-
work access is associated with a subscriber or user of a
device. A GPRS device therefore uses a subscriber iden-
tity module, commonly referred to as a Subscriber Iden-
tity Module (SIM), in order to operate on a GPRS network.
Despite identifying a subscriber by SIM, mobile devices
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within GSM/GPRS networks are uniquely identified using
an International Mobile Equipment Identity (IMEI)
number.
[0044] When required network registration or activa-
tion procedures have been completed, the mobile com-
munication device 200 may send and receive communi-
cation signals over the wireless carrier network 270. Sig-
nals received from the wireless carrier network 270 by
the receive antenna 254 are routed to the receiver 250,
which provides for signal amplification, frequency down
conversion, filtering, channel selection, etc., and may al-
so provide analog to digital conversion. Analog-to-digital
conversion of the received signal allows the DSP 258 to
perform more complex communication functions, such
as demodulation and decoding. In a similar manner, sig-
nals to be transmitted to the wireless carrier network 270
are processed (e.g., modulated and encoded) by the
DSP 258 and are then provided to the transmitter 252
for digital to analog conversion, frequency up conversion,
filtering, amplification and transmission to the wireless
carrier network 270 (or networks) via the transmit anten-
na 256.
[0045] In addition to processing communication sig-
nals, the DSP 258 provides for control of the receiver 250
and the transmitter 252. For example, gains applied to
communication signals in the receiver 250 and the trans-
mitter 252 may be adaptively controlled through auto-
matic gain control algorithms implemented in the DSP
258.
[0046] In a data communication mode, a received sig-
nal, such as a text message or web page download, is
processed by the communication subsystem 202 and is
input to the microprocessor 228. The received signal is
then further processed by the microprocessor 228 for
output to the display 226, or alternatively to some auxil-
iary I/O devices 206. A device user may also compose
data items, such as e-mail messages, using the keyboard
224 and/or some other auxiliary I/O device 206, such as
a touchpad, a rocker switch, a thumb-wheel, a trackball,
a touchscreen, or some other type of input device. The
composed data items may then be transmitted over the
wireless carrier network 270 via the communication sub-
system 202.
[0047] In a voice communication mode, overall oper-
ation of the device is substantially similar to the data com-
munication mode, except that received signals are output
to the speaker 211, and signals for transmission are gen-
erated by a microphone 212. Alternative voice or audio
I/O subsystems, such as a voice message recording sub-
system, may also be implemented on the mobile com-
munication device 200. In addition, the display 226 may
also be utilized in voice communication mode, for exam-
ple, to display the identity of a calling party, the duration
of a voice call, or other voice call related information.
[0048] The short-range communications subsystem
204 enables communication between the mobile com-
munication device 200 and other proximate systems or
devices, which need not necessarily be similar devices.

For example, the short-range communications subsys-
tem may include an infrared device and associated cir-
cuits and components, or a Bluetooth™ communication
module to provide for communication with similarly-ena-
bled systems and devices, or a near field communication
module, etc.
[0049] The mobile communication device 200 may
generate cryptographic keys for use in a public key in-
frastructure (PKI) scheme. In a PKI scheme, a device
generates a public cryptographic key (public key) and a
corresponding private cryptographic key (private key).
However, such cryptographic keys are of little use unless
the public key is reliably associated with the identity of
the mobile communication device 200, or the identity of
the user of the mobile communication device 200.
[0050] A public key certificate (or digital identity certif-
icate) is an electronic document, issued by a trusted par-
ty. The public key certificate incorporates a digital signa-
ture to bind together a public key with an identity - infor-
mation such as the name of a person or an organization,
an associated address and so forth. The certificate can
be used to verify that a public key belongs to an individual.
[0051] A Certificate Authority (CA) may act as the trust-
ed party, the entity that issues digital certificates. The
digital certificate certifies the ownership of a public key
by the named subject of the digital certificate.
[0052] Upon receiving a communication and an asso-
ciated signature, the microprocessor 228 of the mobile
communication device 200 may act to authenticate the
communication. The microprocessor 228 may generate
a hash of the communication. The microprocessor 228
may also decrypt the signature using a public key asso-
ciated with the source of the communication. Upon
matching the decrypted signature to the generated hash
of the communication, the microprocessor 228 may con-
sider the communication to have reliably originated at
the source.
[0053] When the microprocessor 228 requires the pub-
lic key associated with the source of the communication,
the microprocessor 228 may review a local key store.
Upon failing to locate the public key in the local key store,
the microprocessor 228 may seeks to import a digital
certificate associated with the source of the communica-
tion. The microprocessor 228 may obtain the digital cer-
tificate directly from the source of the communication or
from a trusted CA. Upon obtaining the digital certificate,
the microprocessor 228 may save the digital certificate
at the mobile communication device 200 in a certificate
store. Furthermore, the microprocessor 228 may extract
the public key from the digital certificate and save the
public key in a key store.
[0054] Historically, certificate stores and key stores
have been implemented independent of the concept of
the mobile communication device 200 having distinct
modes of operation and corresponding memory spaces.
[0055] In aspects of the present application, a "class"
designation may be used within the existing certificate
store structure and key store structure. Accordingly, in-
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dividual certificates and keys can be assigned to one
space among plural spaces. In operation, the microproc-
essor 228 may consider a class of a certificate when im-
porting the certificate, validating the certificate and de-
leting the certificate. Similarly, the microprocessor 228
may consider a class of a key when importing the key
and when deleting the key.
[0056] The space management module 230C, execut-
ed by the microprocessor 228, may be configured to han-
dle such tasks as space creation and space removal.
[0057] FIG. 3 illustrates example steps in a method of
creating a space. Initially, the space management mod-
ule 230C may receive (step 302) a command to create
a personal space. Responsively, the space management
module 230C may designate (step 304) a range of ad-
dresses in the memory 110 for the personal space 120.
The space management module 230C may send (step
306) inter-process messages to the certificate manager
230D to indicate that the personal certificate stores are
to be initialized for the personal space 120. The certificate
manager 230D may then initialize (step 308) one or more
personal certificate stores, that is, ranges of memory in
which to save certificates. For example, a personal cer-
tificate store may be created for certificates related to the
browsing, by the mobile communication device 200, of
the world wide web. For another example, a personal
certificate store may be created for certificates related to
use, by the mobile communication device 200, of WiFi
networks. For a further example, a personal certificate
store may be created for certificates related to use, by
the mobile communication device 200, of Virtual Private
Networks (VPNs).
[0058] The same method may be repeated for the cor-
porate space. Similarly, the method illustrated in FIG. 3
can be used to create a personal key store or a corporate
key store.
[0059] Initially, the space management module 230C
may receive (step 302) a command to create a corporate
space. Responsively, the space management module
230C may designate (step 304) a range of addresses in
the memory 110 for the corporate space 130. The space
management module 230C may send (step 306) inter-
process messages to the certificate manager 230D to
indicate that the corporate certificate stores are to be
initialized for the corporate space 120. The certificate
manager 230D may then initialize (step 308) one or more
corporate certificate stores. For example, a corporate
certificate store may be created for certificates related to
the browsing, by the mobile communication device 200,
of the world wide web. For another example, a corporate
certificate store may be created for certificates related to
use, by the mobile communication device 200, of WiFi
networks. For a further example, a corporate certificate
store may be created for certificates related to use, by
the mobile communication device 200, of Virtual Private
Networks (VPNs).
[0060] Hereinbefore, creation (step 308) of a certificate
store associated with the designation of a class has been

presented in the context of creation of a space associated
with the designation of the same class (e.g., corporate).
Notably, however, a certificate store may be created in-
dependent of the creation of a space and responsive to
a command to create a certificate store.
[0061] FIG. 4 illustrates example steps in a method of
creating a certificate store. Some time subsequent to the
creation of a space associated with the designation of a
class, the certificate manager 230D may receive (step
402) a command (say, in the form of an inter-process
message) to create a certificate store. Based on the com-
mand indicating a class for the certificate store, the cer-
tificate manager 230D may proceed to create (step 404)
a certificate store associated with a designation of the
class (corporate or personal).
[0062] FIG. 5 illustrates example steps in a method of
deleting a space. Initially, the space management mod-
ule 230C may receive (step 502) a command to delete
the corporate space 130. Responsively, the space man-
agement module 230C may send (step 504) inter-proc-
ess messages to the certificate manager 230D to indicate
that the corporate certificate stores are to be deleted.
The certificate manager 230D may delete (step 506) the
one or more corporate certificate stores. More specifical-
ly, there may exist Application Programming Interfaces
(APIs) specific to each mobile device activity that is as-
sociated with a certificate store. Recalling previous ex-
amples, there may be an API specific to web browsing,
an API specific to WiFi use and an API specific to VPN
use. A call to one of these APIs to delete a corporate
certificate store may indicate specific attributes for each
of the corporate certificate stores to be deleted. Such
attributes may specify that the certificate store has a cor-
porate class designation, is associated with a specific
owner and has specific a group ID attribute.
[0063] Similarly, responsive to receiving (step 502) a
command to delete a space of a particular class, the
space management module 230C may send (step 504)
inter-process messages to the certificate manager 230D
to indicate that corporate key stores are to be deleted.
The certificate manager 230D may then delete one or
more key stores of the same class.
[0064] The space management module 230C may al-
so delete (step 508) the corporate applications 132.
[0065] Notably, the deletion (step 506) of the one or
more corporate certificate stores, by the certificate man-
ager 230D may occur without messaging between the
space management module 230C and the certificate
manager 230D. In such a case, the space management
module 230C merely receives (step 502) a command to
delete a space of a particular class and, responsively,
deletes (step 508) the applications of the particular class.
[0066] The certificate manager 230D, as part of the
operating system 140, may occasionally be called upon
by a given application, among the applications 122, 132,
to verify the validity of a certificate. For example, the cer-
tificate manager 230D may receive (step 602, see FIG.
6) a certificate validation command when the given ap-
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plication, executed on the mobile communication device
200, has received a certificate from a source of a com-
munication.
[0067] In typical operation, it is expected that the cer-
tificate manager 230D will build (step 604) a certificate
chain for the received certificate. The received certificate
is expected to indicate an issuing CA. The issuing CA
may be trusted based on a certificate issued by a further
CA, and so on, ending at a so-called "root" CA certificate.
Having built the chain, the certificate manager 230D at-
tempts to validate (step 606) the chain by determining
that the root CA is saved in one of the trusted certificate
stores for the given application and is explicitly trusted.
Upon determining that the root CA certificate for the re-
ceived certificate is saved in one of the trusted certificate
stores, the certificate manager 230D may reply (step 608)
to the given application from which the certificate valida-
tion command was received with an indication of a vali-
dation status. As will be familiar to those skilled in the art,
the indication may include a message indicating success-
ful validation or a message indicating unsuccessful val-
idation.
[0068] The certificate manager 230D will typically at-
tempt to validate (step 606) the chain by locating the root
CA certificate in any one of the trusted certificate stores,
without regard for whether a particular certificate store is
a corporate certificate store or a personal certificate
store. This could lead to a situation where the given ap-
plication, running in the corporate space 130, may cause
the certificate manager 230D to successfully validate
(step 606) a chain based on a root CA certificate that is
explicitly trusted in a personal certificate store but not
specifically trusted in one of the corporate certificate
stores.
[0069] The certificate validation command created by
the given application may specify one or more certificate
stores. As one solution, the certificate manager API may
be altered such that, for example, certificate manager
230D may only validate (step 606) a chain based on a
root CA certificate in a specific personal certificate store,
thereby leading to validation of the certificate with a root
CA certificate trusted in the personal space 120. The cer-
tificate manager 230D may, for another example, only
validate (step 606) a chain based on a root CA certificate
in a specific corporate certificate store, thereby leading
to validation of the certificate with a root CA certificate
trusted in the corporate space 130. If the certificate store
is not specified, then the certificate manager 230D may
validate (step 606) a chain based on a root CA certificate
in a personal certificate store or a corporate certificate
store, thereby leading to validation of the certificate with
either a root CA certificate trusted in the personal space
120 or a root CA certificate trusted in the corporate space
130.
[0070] As mentioned hereinbefore, the certificate val-
idation command created by the given application may
specify multiple certificate stores. However, it is noted
that all of the certificate stores will be in the same space.

In such a case, the certificate manager 230D may attempt
to validate (step 606) a chain against root CA certificates
in all of the multiple certificate stores.
[0071] With memory arranged in spaces as described
herein, some care may be exercised when launching ap-
plications and allowing applications to import and use
certificates, while also restricting access to these certif-
icates. Access control for a given application may take
into account the identity of application and the class of
the application.
[0072] The identity of an application is unique and is
assigned to the application before launch. In the case of
an installed application, the identity of the application may
be assigned by the installer module 230E (see FIG. 2)
executed by the microprocessor 228. In the case of a
system service application that comes preinstalled on a
device, the identity of the system service application may
be assigned by the device manufacturer during develop-
ment.
[0073] The class of an application may be assigned,
at the time of launching the application, by a class man-
ager. The class manager may, for example, select a class
based on user interactions that lead to the launching of
the application. For example, the user may cause an ap-
plication to launch while working within the corporate
mode of operation and, accordingly, select the corporate
class. Certain system service applications may be as-
signed one or more classes. The function of a class man-
ager may be carried out by the space management mod-
ule 230C. Alternatively, a distinct class management
module may be executed by the microprocessor 228 to
handle class manager functions. Such a class manage-
ment module may be among the other modules 230N
illustrated in FIG. 2.
[0074] Enforcing application access to certificates may
be accomplished by enforcing application access to cer-
tificate stores. A given application may be provided with
a store namespace; only those stores to which the given
application has access are visible to the given applica-
tion. An application’s identity and class may be detected
at the time of a certificate-operation request and the re-
quest may be handled based on the visible store name-
space.
[0075] FIG. 7 illustrates example steps in a method of
handling an application launch request, which method
may be carried out by an application launcher executed,
for example, by the microprocessor 228. The method be-
gins with the application launcher receiving (step 702) a
launch request identifying a particular application that is
to be launched.
[0076] The application launcher acquires (step 704) an
identity and a class for the application that is to be
launched. Indeed, the application launcher may extract
the identity for the application from the launch request.
Similarly, the application launcher may extract the class
for the application from the launch request.
[0077] Upon acquiring (step 704) an identity and a
class for the application that is to be launched, the appli-
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cation launcher may label (step 706) the application that
is to be launched with an identity attribute and a class
attribute. The application launcher may then launch (step
708) the application.
[0078] FIG. 8 illustrates example steps in a method of
handling a request from an application to create a certif-
icate store. The method may be carried out by, for ex-
ample, the certificate manager 230D. Initially, the certif-
icate manager 230D may receive (step 802) a request
from an application to create a certificate store. Respon-
sive to receiving the request, the certificate manager
230D may detect (step 804) the identity and class at-
tached to the application. Based on the identity and class
detected as being attached to the application, the certif-
icate manager 230D may create (step 806) conditions
for accessing the certificate store. The certificate man-
ager 230D may then create (step 808) the requested
store. As a part of creating (step 808) the requested store,
the certificate manager 230D may attach the access con-
ditions created in step 806.
[0079] Example conditions that may be attached to a
store may be based on whitelists. One or more identities
(applications) may be granted access, with the "owner"
(the application that created the store) always having
read/write access. Each application, as identified by its
identity or identity group, may be granted either read-only
or read/write access. One example for an identity group
may be a list of identities of applications. Another exam-
ple for an identity group may be all applications of a cer-
tain class. A further example for an identity group may
be all applications. The latter example may employ a wild-
card character.
[0080] The read-only and read/write whitelists are
properties of a given store, created and updated by the
owner application, implicitly or explicitly, and are always
present. An application, without knowledge of other ap-
plications, that just wants a store may create a store with
only its own identity added to the read/write whitelist.
[0081] A list of all stores to which a given application
has access may be called a "namespace" for the given
application. Stores that are accessible by multiple appli-
cations will appear in multiple namespaces. Stores that
are accessible by only a single application will appear in
only one namespace.
[0082] FIG. 9 illustrates example steps in a method of
handling a request from an application for access to a
certificate store. The method may be carried out by, for
example, the certificate manager 230D. Initially, the cer-
tificate manager 230D may receive (step 902) a request
from an application for access to a certificate store. Re-
sponsive to receiving the request, the certificate manager
230D may detect (step 904) the identity and class at-
tached to the application. Once the certificate manager
230D has detected the identity and class attached to the
application, the certificate manager 230D may determine
(step 906) whether the certificate store is in the applica-
tion’s namespace . The certificate manager 230D may
then process (step 908) the request based on the deter-

mining.
[0083] For example, if the application has requested
access to a certificate store that is in the namespace of
the application, processing (step 908) the request may
involve the certificate manager 230D allowing the appli-
cation access to the certificate store. Furthermore,
processing (step 908) the request may involve carrying
out the request. However, if the application has request-
ed access to a certificate store that is not in the name-
space of the application, processing (step 908) the re-
quest may involve the certificate manager 230D denying
the application access to the certificate store.
[0084] The descriptions of the methods whose exam-
ple steps are illustrated in FIGS. 8 and 9 reference cer-
tificate stores specifically. It should be clear that access
to key stores may be managed in a similar manner. In-
deed, there may be stores for data items that are neither
certificates nor keys, and yet the methods described
hereinbefore may be applied.
[0085] Conveniently, designation of a class for certifi-
cates and keys allows for specific spaces to be associ-
ated with distinct certificate stores and keys stores, there-
by allowing for space-aware import, validation and dele-
tion of certificates and keys. As described hereinbefore,
validation does not cross space boundaries. Further-
more, on deletion of a space, associated certificates are
also deleted.
[0086] The above-described implementations of the
present application are intended to be examples only.
Alterations, modifications and variations may be effected
to the particular implementations by those skilled in the
art without departing from the scope of the application,
which is defined by the claims appended hereto.

Claims

1. A method of handling attempted access to a store in
a memory of a device, the method comprising:

receiving (902), from an application, a request
for access to ; the store in the memory of the
device;
detecting (904) an identity attribute for the ap-
plication;
detecting (904) a class attribute for the applica-
tion, wherein the class attribute is associated
with a mode of operation of the device, the mode
of operation being selected from one of a cor-
porate mode of operation and a personal mode
of operation;
using the detected identity attribute and class
attribute to determine (906) whether the appli-
cation can access the store, the store having
access conditions defining read-only and
read/write properties associated with it, the ac-
cess conditions being based on both the identity
attribute and class attribute of applications al-
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lowed to access the store, wherein the deter-
mining (906) comprises determining that the
store is in a namespace of the application based
on the identity attribute for the application, a
namespace for a given application being a list
of all stores to which the given application has
access; and
based on the determining, processing (908) the
request, wherein the processing comprises al-
lowing the application read or read/write access
to the store in the event that the store is in the
namespace of the application and the access
conditions associated with the store permit that
application to access the store.

2. The method of claim 1 wherein the store comprises
a certificate store.

3. The method of claim 1 wherein the store comprises
a cryptographic key store.

4. The method of any one of claims 1-3 wherein the
processing further comprises denying the applica-
tion access to the store on determining that the store
is not in a namespace of the application.

5. A computing device (200) comprising:

a memory (216, 218);
a processor (228) adapted to perform the meth-
od of claims 1 to 4.

6. A computer-readable medium (216, 218) containing
computer-executable instructions that, when per-
formed by a processor (228) in a computing device
(200), cause the processor (228) to perform the
method of claims 1 to 4.

Patentansprüche

1. Verfahren zum Abwickeln eines versuchten Zugriffs
auf einen Speicher in einem Memory einer Vorrich-
tung, wobei das Verfahren Folgendes umfasst:

Empfangen (902), von einer Anwendung, einer
Anforderung für den Zugriff auf den Speicher in
dem Memory der Vorrichtung;
Erfassen (904) eines Identitätsattributs für die
Anwendung;
Erfassen (904) eines Klassenattributs für die
Anwendung, wobei das Klassenattribut mit ei-
nem Betriebsmodus der Vorrichtung verknüpft
ist, wobei der Betriebsmodus aus einem Unter-
nehmensbetriebsmodus oder einem Privatbe-
triebsmodus ausgewählt ist;
Verwenden des erfassten Identitätsattributs und
Klassenattributs, um zu bestimmen (906), ob die

Anwendung auf den Speicher zugreifen kann,
wobei der Speicher Zugriffsbedingungen auf-
weist, die damit verknüpfte schreibgeschützte
und Lese-/Schreib-Eigenschaften definieren,
wobei die Zugriffsbedingungen sowohl auf dem
Identitätsattribut als auch auf dem Klassenattri-
but von Anwendungen basieren, denen es er-
möglicht ist,
auf den Speicher zuzugreifen, wobei das Be-
stimmen (906) das Bestimmen, dass sich der
Speicher in einem Namensraum der Anwen-
dung befindet, basierend auf dem Identitätsattri-
but für die Anwendung umfasst, wobei ein Na-
mensraum für eine gegebene Anwendung eine
Liste aller Speicher ist, auf die die gegebene An-
wendung Zugriff hat;
und
basierend auf dem Bestimmen, Verarbeiten
(908) der Anforderung, wobei das Verarbeiten
umfasst, dass der Anwendung der Lese- oder
der Lese-/Schreib-Zugriff auf den Speicher für
den Fall zu ermöglicht wird, dass sich der Spei-
cher in dem Namensraum der Anwendung be-
findet und die Zugriffsbedingungen, die mit dem
Speicher verknüpft sind, es jener Anwendung
gestatten, auf den Speicher zuzugreifen.

2. Verfahren nach Anspruch 1, wobei der Speicher ei-
nen Zertifikatspeicher umfasst.

3. Verfahren nach Anspruch 1, wobei der Speicher ei-
nen Speicher kryptografischer Schlüssel umfasst.

4. Verfahren nach einem der Ansprüche 1-3, wobei das
Verarbeiten ferner umfasst, dass der Anwendung
der Zugriff auf den Speicher verweigert wird, wenn
bestimmt wird, dass sich der Speicher nicht in einem
Namensraum der Anwendung befindet.

5. Rechenvorrichtung (200), die Folgendes umfasst:

ein Memory (216, 218);
einen Prozessor (228), der angepasst ist, um
das Verfahren nach den Ansprüchen 1 bis 4
durchzuführen.

6. Computerlesbares Medium (216, 218), das compu-
terausführbare Anweisungen enthält, die, wenn sie
durch einen Prozessor (228) in einer Rechenvorrich-
tung (200) ausgeführt werden, den Prozessor (228)
veranlassen, das Verfahren nach den Ansprüchen
1 bis 4 durchzuführen.

Revendications

1. Procédé de gestion d’une tentative d’accès à un dis-
positif de stockage dans une mémoire d’un dispositif,
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le procédé comprenant :

la réception (902), à partir d’une application,
d’une demande d’accès au dispositif de stocka-
ge dans la mémoire du dispositif ;
la détection (904) d’un attribut d’identité pour
l’application ;
la détection (904) d’un attribut de classe pour
l’application, dans lequel l’attribut de classe est
associé à un mode de fonctionnement du dis-
positif, le mode de fonctionnement étant sélec-
tionné parmi l’un d’un mode de fonctionnement
d’entreprise et d’un mode de fonctionnement
personnel ;
l’utilisation de l’attribut d’identité détecté et de
l’attribut de classe pour déterminer (906) si l’ap-
plication peut accéder au dispositif de stockage,
le dispositif de stockage ayant des conditions
d’accès définissant des propriétés en lecture
seule et en lecture/écriture qui lui sont asso-
ciées, les conditions d’accès étant basées à la
fois sur l’attribut d’identité et l’attribut de classe
d’applications autorisées à accéder au dispositif
de stockage, dans lequel la détermination (906)
comprend la détermination du fait que le dispo-
sitif de stockage est dans un espace de noms
de l’application sur la base de l’attribut d’identité
pour l’application, un espace de noms pour une
application donnée étant une liste de tous les
dispositif de stockage auquel l’application don-
née a accès ; et
sur la base de la détermination, le traitement
(908) de la demande, dans lequel le traitement
comprend l’autorisation d’accès en lecture ou
en lecture/écriture de l’application au dispositif
de stockage dans le cas où le dispositif de stoc-
kage se trouve dans l’espace de noms de l’ap-
plication et les conditions d’accès associées au
dispositif de stockage permettent à cette appli-
cation d’accéder au dispositif de stockage.

2. Procédé selon la revendication 1, dans lequel le dis-
positif de stockage comprend un dispositif de stoc-
kage de certificats.

3. Procédé selon la revendication 1, dans lequel le dis-
positif de stockage comprend un dispositif de stoc-
kage de clés cryptographiques.

4. Procédé selon l’une quelconque des revendications
1 à 3, dans lequel le traitement comprend en outre
le refus à l’application d’accéder au dispositif de stoc-
kage en déterminant que le dispositif de stockage
n’est pas dans un espace de noms de l’application.

5. Dispositif informatique (200), comprenant :

une mémoire (216, 218) ;

un processeur (228) adapté pour effectuer le
procédé selon les revendications 1 à 4.

6. Support lisible par ordinateur (216, 218) contenant
des instructions exécutables par ordinateur qui, lors-
qu’elles sont effectuées par un processeur (228)
dans un dispositif informatique (200), amènent le
processeur (228) à effectuer le procédé selon les
revendications 1 à 4.
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