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(57) An encryption processing system includes: an
encrypted data generation device that encrypts secret
information; party devices of a first number, the party
devices each including a key pair of a public key and a
private key; and a fragment combining device that col-
lects and combines pieces of fragment information
shared by the party devices of the first number, wherein
the encrypted data generation device includes: a first
generation unit that generates synthesis keys of a third
number by performing, a third number of times, a process
for selecting public keys of a second number to be used
for key restoration from public keys of the first number to
generate the synthesis key, the third number being a
number of combinations of selecting the public keys of
the second number from the public keys of the first
number; a second generation unit that generates an in-
termediate text from confidential texts of a fourth number
generated by encrypting each piece of the secret infor-
mation by using the public keys of the party devices of
the fourth number having decryption authority for the se-
cret information among the party devices of the first
number, and generates secret information ciphertexts of
the third number by further encrypting the intermediate
text using each of the synthesis keys; and a first public
unit that makes public encrypted data including the secret
information ciphertexts of the third number and a first

signature relating to the secret information ciphertexts of
the third number, each of the party devices includes: a
first verification unit that verifies validity of the encrypted
data by using the first signature; a third generation unit
that generates, when the validity has been verified, by
using a private key included in an own party device, de-
cryption key fragments of a fifth number, and generates
second signatures of the fifth number respectively cor-
responding to the decryption key fragments of the fifth
number, the fifth number being a number of combinations
of selecting the party devices of a number obtained by
subtracting one from the second number from among the
party devices of a number obtained by subtracting one
from the first number; and a second public unit that makes
public the decryption key fragments of the fifth number
and the corresponding second signatures, the fragment
combining device includes: a second verification unit that
verifies validity of the decryption key fragments of the
fifth number by using the decryption key fragments of the
fifth number and the corresponding second signatures;
a fourth generation unit that generates a decryption key
by combining decryption key fragments of the second
number corresponding to any one of the secret informa-
tion ciphertexts of the third number among the decryption
key fragments of the fifth number that are made public
by each of the party devices of the first number, and gen-
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erates the intermediate text by decrypting the secret in-
formation ciphertext corresponding to the generated de-
cryption key with the generated decryption key; and a
third public unit that makes public the intermediate text
generated by the fourth generation unit, and each of the

party devices further includes: a decryption unit that de-
crypts, when the own party device has the decryption
authority, the intermediate text that is made public by the
third public unit using the private key included in the own
party device, and restores the secret information.
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Description

FIELD

[0001] The embodiments discussed herein are related to an encryption processing system, an encryption processing
method, and a program.

BACKGROUND

[0002] As a technique for managing secret information, there is a secret sharing technique of sharing and managing
secret information. In the secret sharing technique, for example, when it is desired to reduce the amount of data to be
shared and managed, encapsulation is performed. FIG. 9 is a diagram for explaining encapsulation. As illustrated in
FIG. 9, in encapsulation, secret information is encrypted with a common key, and the common key is divided into
fragments and managed. Upon decryption, the fragments are collected to restore the common key and the original secret
information is decrypted.
[0003] As a technique of related art, there is a technique of reducing a risk caused by leakage of stored secret
information and leakage of transmitted secret information. In this technique, a personal information service server divides
secret information into a plurality of pieces of shared data, causes a storage server to store the shared data, and when
receiving a request from a user application server, acquires the plurality of pieces of shared data from the storage server
to restore the secret information. The personal information service server encrypts the restored secret information,
divides the secret information into a plurality of pieces of shared data corresponding to the number of communication
paths, and transmits the plurality of divided pieces of shared data through the plurality of communication paths, respec-
tively.
[0004] There is also a technique in which, when first encrypted data stored in a data storage unit is transmitted to
another mutually authenticated device, the first encrypted data is decrypted, the decrypted data is encrypted into second
encrypted data corresponding to a transmission destination, and the second encrypted data is transmitted, thereby
enabling transmission and reception of highly confidential data.
[0005] Related techniques are disclosed in, for example, Japanese Laid-open Patent Publication No. 2016-151797
and Japanese Laid-open Patent Publication No. 2004-48336.
[0006] The encapsulation illustrated in FIG. 9 has a problem in which a highly reliable organization that generates a
common key has to be used because the secret information is restored when the common key is illegally acquired.
[0007] One aspect of the present embodiments aims at not using a highly reliable organization that generates a
common key when a key is shared and managed.

SUMMARY

[0008] According to an aspect of the embodiments, an encryption processing system includes: an encrypted data
generation device that encrypts secret information; party devices of a first number, the party devices each including a
key pair of a public key and a private key; and a fragment combining device that collects and combines pieces of fragment
information shared by the party devices of the first number, wherein the encrypted data generation device includes: a
first generation unit that generates synthesis keys of a third number by performing, a third number of times, a process
for selecting public keys of a second number to be used for key restoration from public keys of the first number to generate
the synthesis key, the third number being a number of combinations of selecting the public keys of the second number
from the public keys of the first number; a second generation unit that generates an intermediate text from confidential
texts of a fourth number generated by encrypting each piece of the secret information by using the public keys of the
party devices of the fourth number having decryption authority for the secret information among the party devices of the
first number, and generates secret information ciphertexts of the third number by further encrypting the intermediate text
using each of the synthesis keys; and a first public unit that makes public encrypted data including the secret information
ciphertexts of the third number and a first signature relating to the secret information ciphertexts of the third number,
each of the party devices includes: a first verification unit that verifies validity of the encrypted data by using the first
signature; a third generation unit that generates, when the validity has been verified, by using a private key included in
an own party device, decryption key fragments of a fifth number, and generates second signatures of the fifth number
respectively corresponding to the decryption key fragments of the fifth number, the fifth number being a number of
combinations of selecting the party devices of a number obtained by subtracting one from the second number from
among the party devices of a number obtained by subtracting one from the first number; and a second public unit that
makes public the decryption key fragments of the fifth number and the corresponding second signatures, the fragment
combining device includes: a second verification unit that verifies validity of the decryption key fragments of the fifth
number by using the decryption key fragments of the fifth number and the corresponding second signatures; a fourth
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generation unit that generates a decryption key by combining decryption key fragments of the second number corre-
sponding to any one of the secret information ciphertexts of the third number among the decryption key fragments of
the fifth number that are made public by each of the party devices of the first number, and generates the intermediate
text by decrypting the secret information ciphertext corresponding to the generated decryption key with the generated
decryption key; and a third public unit that makes public the intermediate text generated by the fourth generation unit,
and each of the party devices further includes: a decryption unit that decrypts, when the own party device has the
decryption authority, the intermediate text that is made public by the third public unit using the private key included in
the own party device, and restores the secret information.
[0009] According to an aspect of the embodiments, the present embodiments enable non-use of a highly reliable
organization that generates a common key when a key is shared and managed.

BRIEF DESCRIPTION OF DRAWINGS

[0010]

FIG. 1 is a diagram for explaining encryption and decryption by an encryption processing system according to a first
embodiment;
FIG. 2 is a diagram illustrating a configuration of the encryption processing system according to the first embodiment;
FIG. 3 is a flowchart illustrating a flow of processing by an encrypted data generation device;
FIG. 4 is a flowchart illustrating a flow of processing by a party device;
FIG. 5 is a flowchart illustrating a flow of processing by a fragment combining device;
FIG. 6 is a flowchart illustrating a flow of processing by a party device according to a second embodiment;
FIG. 7 is a flowchart illustrating a flow of processing by a fragment combining device according to the second
embodiment;
FIG. 8 is a diagram illustrating a hardware configuration of a computer for executing an encrypted data generation
program according to the first and second embodiments; and
FIG. 9 is a diagram for explaining encapsulation.

DESCRIPTION OF EMBODIMENTS

[0011] Hereinafter, embodiments disclosed in the present application will be described in detail with reference to the
drawings. The embodiments do not limit the techniques disclosed herein.

[First Embodiment]

[0012] First, encryption and decryption by an encryption processing system according to a first embodiment will be
described. FIG. 1 is a diagram for explaining encryption and decryption by the encryption processing system according
to the first embodiment. In FIG. 1, an encrypted data generation device encrypts secret information. Each of n (n is a
positive integer) party devices includes a key pair of a public key and a private key. Of the n party devices, u (1 ≤ u ≤ n)
party devices have authority to restore the secret information.
[0013] For example, the encrypted data generation device is a device used by a creator who creates a will, and the
party device is a device used by a party who is related to the will and other than the creator. n - 1 party devices are used
by respective successors and one party device is used by a lawyer. A fragment combining device collects and combines
pieces of fragment information shared by the party devices.
[0014] The encrypted data generation device, each party device, and the fragment combining device are coupled to
a network (hereinafter, referred to as a public network) capable of making public and sharing information, such as a
blockchain. The public key owned by each party device is made public through the public network.
[0015] As illustrated in FIG. 1, the encrypted data generation device acquires, through the public network, a public
key1, a public key2, ..., and a public keyn respectively owned by a party device1, a party device2, ..., and a party devicen,
and generates a synthesis key by multiplication of the acquired public keys (1). The encrypted data generation device
encrypts the secret information with each public key of the u party devices having authority to restore the secret information
and generates u intermediate texts and concatenates the u intermediate texts, for example (2). The encrypted data
generation device generates a secret information ciphertext by encrypting the concatenated u intermediate texts with
the synthesis key and makes the secret information ciphertext public through the public network (3).
[0016] A party devicei (i = 1, 2, ..., n) generates a decryption key fragment from a private keyi, and makes the decryption
key fragment public through the public network (4). The fragment combining device acquires n decryption key fragments,
generates a decryption key by multiplication of the acquired n decryption key fragments, generates an intermediate
decrypted text, which may be decrypted if there is a private key, by using the generated decryption key, and makes the
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intermediate decrypted text public through the public network (5). The party devicei having the authority to restore the
secret information decrypts the intermediate decrypted text using the private keyi to restore the secret information (6).
[0017] In this manner, the encrypted data generation device performs multiplication of public keys to generate a
synthesis key. The encrypted data generation device encrypts secret information with the public keys of the party devices
having the authority to decrypt the secret information, then generates a secret information ciphertext by encryption with
the synthesis key, and makes the secret information ciphertext public. Each party device generates a decryption key
fragment by using a private key and makes the decryption key fragment public. The fragment combining device generates
a decryption key by multiplication of the decryption key fragments, generates an intermediate decrypted text using the
decryption key, and makes the intermediate decrypted text public. The party device having the decryption authority
decrypts the intermediate decrypted text by using the private key to restore the secret information. Therefore, the en-
cryption processing system according to the first embodiment enables non-use of a highly reliable organization that
generates a common key.
[0018] Next, a configuration of the encryption processing system according to the first embodiment will be described.
FIG. 2 is a diagram illustrating the configuration of the encryption processing system according to the first embodiment.
As illustrated in FIG. 2, an encryption processing system 1 includes an encrypted data generation device 2, n party
devices 3, and a fragment combining device 4. The encrypted data generation device 2, the n party devices 3, and the
fragment combining device 4 are coupled to a public network 5.
[0019] The encrypted data generation device 2 is a device used by an encrypted data generator to encrypt secret
information. The encrypted data generation device 2 includes a public network communication unit 21 and an encrypted
data generation unit 22. The public network communication unit 21 acquires information made public through the public
network 5. The public network communication unit 21 makes information public through the public network 5. The public
network communication unit 21 includes an encrypted data transmission unit 21a.
[0020] The encrypted data transmission unit 21a is an example of a first public unit, acquires public keys made public
through the public network 5, and passes the acquired public keys to the encrypted data generation unit 22 together
with an encrypted data generation request. The encrypted data transmission unit 21a receives the encrypted data from
the encrypted data generation unit 22 and makes the encrypted data public through the public network 5.
[0021] The encrypted data generation unit 22 generates a synthesis key, which is used for encryption of secret infor-
mation, by using the public keys, and encrypts the secret information by using the public keys of the party devices 3
having decryption authority and the synthesis key to generate a secret information ciphertext. The encrypted data
generation unit 22 generates encrypted data including the secret information ciphertext and passes the encrypted data
to the encrypted data transmission unit 21a. The encrypted data generation unit 22 includes a synthesis key generation
unit 22a and an encryption unit 22b.
[0022] The synthesis key generation unit 22a is an example of a first generation unit, and performs multiplication of
the public keys of all of the party devices 3. The synthesis key generation unit 22a generates a random number. The
synthesis key generation unit 22a generates one synthesis key by exponentiating the multiplication result of the public
keys by the generated random number. The reason for exponentiation with a random number is to suppress the synthesis
key generated from the public keys from normally being the same. The synthesis key generation unit 22a may convert
the generated synthesis key into a fixed-length synthesis key using a hash function.
[0023] The encryption unit 22b is an example of a second generation unit, and generates u intermediate texts by
encrypting secret information using each of the public keys owned by the u party devices 3 having the authority to decrypt
the secret information. The encryption unit 22b concatenates the u intermediate texts and encrypts the concatenated
intermediate texts with a synthesis key to generate a secret information ciphertext. The encryption unit 22b may encrypt
each of the u intermediate texts with the synthesis key without concatenating the u intermediate texts to generate u
secret information ciphertexts.
[0024] The encryption unit 22b generates a ciphertext signature for verifying whether or not encryption has been
correctly performed using the public keys. The encryption unit 22b generates encrypted data including the secret infor-
mation ciphertext, the ciphertext signature, and random number information, and passes the encrypted data to the
encrypted data transmission unit 21a.
[0025] For example, in generating a key pair, it is assumed that a cyclic group G and a generator g thereof are fixed,
and a key pair is generated using G and g as follows: a private key sk is an element of G, and a public key pk = gsk.
This framework is a general framework used in elliptic curve cryptography and the like. It is assumed that a key pair
owned by each party devicei is (pki, ski), and pp (public parameter) = (G, g).
[0026] For example, when elliptic curve cryptography is used, pp = p||a|||b||gx||gy. p, a, and b are respectively a prime
number p, an integer a, and an integer b that define an elliptic curve y2 = x3 + ax + b (mod p). gx and gy are respectively
an x coordinate and a y coordinate of the generator g of the cyclic group formed by the points of the elliptic curve. ||
represents concatenation.
[0027] Three different cryptographic hash functions H1, H2, and H3 are also shared through the public network. These
hash functions may be, for example, Hj(m) = SHA256 (j||m) or the like, using SHA256 or the like, which is one of the
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hash functions.
[0028] It is also assumed that one common key encryption protocol is shared through the public network, and encryption
of a message M by a key K and decryption of a ciphertext C by the key K are represented by E(K, M) and D(K, C),
respectively. The common key encryption protocol is, for example, an Advanced Encryption Standard (AES), which is
one way of common key encryption, and a cipher block chaining (CBC) mode, which is an encryption use mode of the AES.
[0029] In this case, the encryption unit 22b generates the following c1 to c3, c, and o, generates encrypted data including
c1 to c3, c, and o, and passes the encrypted data to the encrypted data transmission unit 21a. 

[0030] t, which is an element of G, is a random number generated by the synthesis key generation unit 22a to generate
a synthesis key. c1 is made public instead of t so that t may not be identified. ρ, which is an element of G, is a random
number generated by the encryption unit 22b to generate a ciphertext signature. Assuming that u = 2, namely, the
number of the party devices 3 having decryption authority is two, m is a concatenation of two intermediate texts obtained
by encrypting secret information with pk1 and pk2, respectively. c3 is a secret information ciphertext, and c1 and c2 are
pieces of random number information.
[0031] For example, the encryption unit 22b reads secret information from a file and encrypts the secret information.
The file to be read and the information of the party device 3 having decryption authority are input, for example, by the
encrypted data generator using a keyboard, a mouse, or the like.
[0032] The party device 3 is a device used by a party related to the secret information. The party device 3 includes a
public network communication unit 31, an encrypted data verification unit 32, a decryption key fragment generation unit
33, a private key storage unit 34, and a decryption unit 35.
[0033] The public network communication unit 31 acquires information made public through the public network 5. The
public network communication unit 31 makes information public through the public network 5. The public network com-
munication unit 31 includes an encrypted data acquisition unit 31a, a decryption key fragment transmission unit 31b,
and an intermediate decrypted text acquisition unit 31c.
[0034] The encrypted data acquisition unit 31a acquires the encrypted data made public through the public network
5, and passes the encrypted data to the encrypted data verification unit 32 to request verification of the encrypted data.
[0035] The decryption key fragment transmission unit 31b is an example of a second public unit, receives the verification
result of the encrypted data from the encrypted data verification unit 32, and requests the decryption key fragment
generation unit 33 to generate a decryption key fragment when the validity of the encrypted data is verified. The decryption
key fragment transmission unit 31b receives the fragment data generated by the decryption key fragment generation
unit 33 and makes the fragment data public through the public network 5.
[0036] The intermediate decrypted text acquisition unit 31c acquires an intermediate decrypted text made public
through the public network 5, and passes the acquired intermediate decrypted text to the decryption unit 35 together
with a decryption request.
[0037] The encrypted data verification unit 32 is an example of a first verification unit, and verifies the encrypted data
using the information on the ciphertext signature and the random number information included in the encrypted data.
For example, the encrypted data verification unit 32 verifies the encrypted data depending on whether or not the following
Formula (6) is established for c in Formula (4). 
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[0038] In Formula (6), 

Therefore, Formula (6) represents that c is calculated from c1 to c3, c, and σ, each of which has been made public, to
determine whether or not the calculated c is equal to the c which has been made public.
[0039] The decryption key fragment generation unit 33 is an example of a third generation unit, and generates a
decryption key fragment using the private key of the own device and the random number information included in the
encrypted data. The decryption key fragment generation unit 33 generates, using a random number, a fragment signature
for verifying whether or not the generated decryption key fragment has been correctly generated by the party device 3.
The decryption key fragment generation unit 33 generates fragment data including information on the decryption key
fragment and the fragment signature, and passes the generated fragment data to the decryption key fragment trans-
mission unit 31b.
[0040] For example, the decryption key fragment generation unit 33 generates a random number r, which is an element
of G, used for the fragment signature, and then generates the following Ki, di, si and passes the Ki, di, si to the decryption
key fragment transmission unit 31b as fragment data. Ki is a decryption key fragment generated by the party devicei,
and di and si are information on the fragment signature. 

[0041] The private key storage unit 34 stores a private key. The private key storage unit 34 is, for example, a file on
a disk device, and the decryption key fragment generation unit 33 reads a private key from the file and generates a
decryption key fragment.
[0042] The decryption unit 35 decrypts the intermediate decrypted text received from the intermediate decrypted text
acquisition unit 31c using the private key of the own device, and restores the original secret information. However, only
the decryption unit 35 of the party device 3 having decryption authority decrypts the intermediate decrypted text.
[0043] The fragment combining device 4 collects decryption key fragments to generate a decryption key, and decrypts
a secret information ciphertext using the decryption key to generate an intermediate decrypted text. The fragment
combining device 4 makes the intermediate decrypted text public. The fragment combining device 4 includes a public
network communication unit 41, a decryption key fragment verification unit 42, and an intermediate decrypted text
generation unit 43.
[0044] The public network communication unit 41 acquires information made public through the public network 5. The
public network communication unit 41 makes information public through the public network 5. The public network com-
munication unit 41 includes a decryption key fragment acquisition unit 41a, a verification result transmission unit 41b,
and an intermediate decrypted text transmission unit 41c.
[0045] The decryption key fragment acquisition unit 41a acquires fragment data made public through the public network
5, and passes the fragment data to the decryption key fragment verification unit 42 to request verification of the decryption
key fragment.
[0046] The verification result transmission unit 41b receives the verification result of the decryption key fragment from
the decryption key fragment verification unit 42, and makes information on the decryption key fragment for which the



EP 3 817 323 A1

8

5

10

15

20

25

30

35

40

45

50

55

verification result is not correct public through the public network 5.
[0047] The intermediate decrypted text transmission unit 41c is an example of a third public unit, and receives the
intermediate decrypted text generated by the intermediate decrypted text generation unit 43 and makes the intermediate
decrypted text public through the public network 5.
[0048] The decryption key fragment verification unit 42 is an example of a second verification unit, and verifies whether
or not the decryption key fragment of the party device 3 is generated by the private key of the same party device 3 for
all of the decryption key fragments by using the fragment signature included in the fragment data. For example, the
decryption key fragment verification unit 42 verifies the decryption key fragment depending on whether or not the following
Formula (12) is established for di in Formula (10). 

[0049] In Formula (12), 

Therefore, Formula (12) represents that di is calculated from ci to c3, c, σ, Ki, di, and si, each of which has been made
public, to determine whether or not the calculated di is equal to the di which has been made public.
[0050] The decryption key fragment verification unit 42 passes the verification result to the verification result trans-
mission unit 41b. Upon verifying that all of the decryption key fragments are correct, the decryption key fragment veri-
fication unit 42 requests the intermediate decrypted text generation unit 43 to generate an intermediate decrypted text.
The decryption key fragment verification unit 42 may be included in a device other than the fragment combining device
4, including the encrypted data generation device 2 and the party device 3 other than the party device 3 that has generated
the fragment signature.
[0051] The intermediate decrypted text generation unit 43 is an example of a fourth generation unit, generates a
decryption key by multiplication of all decryption key fragments, and generates an intermediate decrypted text by de-
crypting the secret information ciphertext using the generated decryption key. The intermediate decrypted text generation
unit 43 passes the generated intermediate decrypted text to the intermediate decrypted text transmission unit 41c. For
example, the intermediate decrypted text generation unit 43 generates an intermediate decrypted text by performing the
calculation of Formula (15) using Ki and C3.

[0052] Next, a flow of processing by the encrypted data generation device 2 will be described. FIG. 3 is a flowchart
illustrating a flow of processing by the encrypted data generation device 2. As illustrated in FIG. 3, the encrypted data
generation device 2 acquires all of public keys made public by the party device 3 (step S1). The encrypted data generation
device 2 generates a random number for encryption and a random number for signature (step S2). The random number
for encryption is a random number used for generation of a synthesis key, and the random number for signature is a
random number used for a ciphertext signature for verifying that secret information has been correctly encrypted using
the public keys.
[0053] The encrypted data generation device 2 generates a synthesis key using the public keys and the random
number for encryption, and generates a secret information ciphertext using the synthesis key and the public keys of the
party devices 3 having decryption authority (step S3). The encrypted data generation device 2 generates a ciphertext
signature using the random number for signature, and generates encrypted data including the secret information cipher-
text, the ciphertext signature, and random number information (step S4). The encrypted data generation device 2 makes
the encrypted data public through the public network 5 (step S5).
[0054] As described above, since the encrypted data generation device 2 makes the encrypted data public through
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the public network 5, the fragment combining device 4 may generate an intermediate decrypted text using the encrypted
data.
[0055] Next, a flow of processing by the party device 3 will be described. FIG. 4 is a flowchart illustrating a flow of
processing by the party device 3. As illustrated in FIG. 4, the party device 3 waits until encrypted data is made public
(step S11), and acquires the encrypted data when the encrypted data is made public (step S12).
[0056] The party device 3 verifies the encrypted data by the encrypted data verification unit 32 (step S13), and deter-
mines whether or not the acquired encrypted data is correct encrypted data (step S14). If the acquired encrypted data
is correct encrypted data, the party device 3 generates fragment data by the decryption key fragment generation unit
33 (step S15), and makes the fragment data public through the public network 5 (step S16).
[0057] The party device 3 waits until an intermediate decrypted text is made public (step S17), acquires the intermediate
decrypted text when the intermediate decrypted text is made public (step S18), and decrypts secret information from
the intermediate decrypted text by the decryption unit 35 when the party device has decryption authority (step S19).
[0058] On the other hand, if the acquired encrypted data is not correct encrypted data in step S14, the party device 3
makes the verification result public through the public network 5 (step S20).
[0059] As described above, since the party device 3 makes the fragment data public through the public network 5, the
fragment combining device 4 may generate an intermediate decrypted text using the fragment data.
[0060] Next, a flow of processing by the fragment combining device 4 will be described. FIG. 5 is a flowchart illustrating
a flow of processing by the fragment combining device 4. As illustrated in FIG. 5, the fragment combining device 4 waits
until fragment data is made public (step S31), and acquires the fragment data when the fragment data is made public
(step S32).
[0061] The fragment combining device 4 verifies the decryption key fragment by the decryption key fragment verification
unit 42 (step S33), and determines whether or not the acquired fragment data is correct fragment data (step S34). If the
acquired fragment data is correct fragment data, the fragment combining device 4 determines whether or not n pieces
of fragment data are prepared (step S35). When the n pieces of fragment data are not prepared, the process returns to
step S31.
[0062] On the other hand, when n pieces of fragment data are prepared, the intermediate decrypted text generation
unit 43 of the fragment combining device 4 generates a decryption key using n decryption key fragments, and generates
an intermediate decrypted text using the decryption key and a secret information ciphertext (step S36). The fragment
combining device 4 makes the intermediate decrypted text public through the public network 5 (step S37).
[0063] On the other hand, if the acquired fragment data is not correct fragment data in step S34, the fragment combining
device 4 makes the verification result public through the public network 5 (step S38).
[0064] As described above, since the fragment combining device 4 makes the intermediate decrypted text public
through the public network 5, the party device 3 having decryption authority may decrypt the intermediate decrypted text
to restore secret information.
[0065] As described above, in the first embodiment, the encrypted data generation device 2 generates a synthesis
key using the public keys of the n party devices 3, and generates a secret information ciphertext using the synthesis
key and the public keys of the u party devices 3 having decryption authority. The encrypted data generation device 2
generates a ciphertext signature and makes public encrypted data including the secret information ciphertext and the
ciphertext signature. Each party device 3 verifies the validity of the encrypted data using the ciphertext signature, gen-
erates a decryption key fragment using the private key upon verifying the validity of the encrypted data, and generates
a fragment signature related to the decryption key fragment. The party device 3 makes public fragment data including
the decryption key fragment and the fragment signature. The fragment combining device 4 verifies the validity of the
decryption key fragment using the fragment signature, generates a decryption key by combining the decryption key
fragments upon verifying the validity of the decryption key fragment, and generates an intermediate decrypted text using
the generated decryption key. The fragment combining device 4 makes the intermediate decrypted text public. The party
device 3 having decryption authority decrypts the intermediate decrypted text by using the private key of the own device
to restore secret information.
[0066] Therefore, the encryption processing system 1 may not use a highly reliable organization that generates a
common key. Since only the party device 3 having decryption authority may restore secret information, the encryption
processing system 1 may perform access control on the secret information. Since the encryption processing system 1
uses a key pair of a public key and a private key, the party device 3 has only to manage the private key, so that the
amount of private data managed by the party device 3 may be reduced.
[0067] In the first embodiment, the encrypted data generation device 2 generates a synthesis key by performing
multiplication of the public keys of the n party devices 3, and exponentiating the multiplication result by a first random
number. The encrypted data generation device 2 generates a ciphertext signature using a second random number, and
makes public the encrypted data including information on the two random numbers. Therefore, the encrypted data
generation device 2 may make the synthesis key and the ciphertext signature random.
[0068] In the first embodiment, since the party device 3 generates a fragment signature using a third random number,
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and makes public the fragment signature including information of the third random number, the fragment signature may
be made random.
[0069] In the first embodiment, since the fragment combining device 4 generates a decryption key by multiplication of
decryption key fragments, the decryption key may be easily generated.

[Second Embodiment]

[0070] In the first embodiment, a description is given of a case where a decryption key is generated using all of the
decryption key fragments of the n party devices 3, but the encryption processing system 1 may generate a decryption
key using decryption key fragments of k (1 ≤ k < n) party devices 3. In other words, for example, the encryption processing
system 1 may generate a decryption key based on the (k, n) threshold scheme. In a second embodiment, an encryption
processing system 1 that generates a decryption key using decryption key fragments of the k party devices 3 will be
described. For convenience of explanation, a case where n = 3, k = 2, and u = 2 will be described. Description of the
same functional units as those in the first embodiment is omitted.
[0071] The synthesis key generation unit 22a of the encrypted data generation device 2 generates random numbers
t12, t23, and t13, which are elements of G, instead of t. The encryption unit 22b generates ρ12, ρ23, and ρ13, which are
elements of G, instead of p. Subscripts p and q in tpq and ρpq respectively indicate the numbers of the party devices 3
from which decryption key fragments are to be collected. For example, t12 is a random number used to generate a
synthesis key when collecting decryption key fragments from the party device1 and the party device2.
[0072] The encryption unit 22b of the encrypted data generation device 2 generates the following c1 to c3, c, and σ. 

[0073] The encryption unit 22b changes the subscript 12, to 23 and 13, to generate three sets of encrypted data
including c1 to c3, c, and σ. When the subscript is 23, the public keys used for the calculation of c3 and c are pk2 and
pk3, and when the subscript is 13, the public keys used for the calculation of c3 and c are pk1 and pk3. A subscript is
added to the encrypted data. In many cases, when a decryption key is generated using decryption key fragments of the
k party devices 3 among the n party devices 3, the encryption unit 22b generates nCk pieces of encrypted data.
[0074] The encrypted data verification unit 32 of the party device 3 verifies the encrypted data in which the number of
the own device is included in the subscript. The encrypted data verification unit 32 may verify the encrypted data
regardless of the subscript. For example, encrypted data using pk1 and pk2 may be verified by the party devices.
[0075] The decryption key fragment generation unit 33 of the party device 3 generates a random number rpq, which
is an element of G, used for the fragment signature, and then generates fragment data including the following Ki, di, si. 
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[0076] However, the decryption key fragment generation unit 33 generates fragment data only for encrypted data in
which the number of the own device is included in the subscript. In other words, for example, each party device 3
individually generates two pieces of fragment data. For example, the decryption key fragment generation unit 33 of the
party device1 generates fragment data for each of encrypted data with a subscript 12 and encrypted data with a subscript
13. In many cases, since the number of the numbers other than the number of the own device is n - 1 and the number
of digits other than the number of the own device in the subscript is k - 1, the number of pieces of encrypted data in
which the number of the own device is included in the subscript is n-1Ck-1.
[0077] The intermediate decrypted text generation unit 43 of the fragment combining device 4 generates an intermediate
decrypted text by using only two of the decryption key fragments made public by three party devices 3. For example,
when generating an intermediate decrypted text from decryption key fragments generated by the party device2 and the
party devices, the intermediate decrypted text generation unit 43 generates an intermediate decrypted text using, of two
pieces of fragment data generated by the party device2 and the party devices, the fragment data having a subscript of 23.
[0078] Next, a flow of processing by the party device 3 according to the second embodiment will be described. FIG.
6 is a flowchart illustrating a flow of processing by the party device 3 according to the second embodiment. As illustrated
in FIG. 6, the party device 3 according to the second embodiment waits until encrypted data is made public (step S41),
and acquires the encrypted data when the encrypted data is made public (step S42).
[0079] The party device 3 according to the second embodiment verifies the encrypted data by the encrypted data
verification unit 32 (step S43), and determines whether or not the acquired encrypted data is correct encrypted data
(step S44). If the acquired encrypted data is correct encrypted data, the party device 3 according to the second embod-
iment determines whether or not the number of the own device is included in the subscript of the encrypted data (step S45).
[0080] If the number of the own device is not included in the subscript of the encrypted data, the party device 3
according to the second embodiment ends the process. On the other hand, if the number of the own device is included
in the subscript of the encrypted data, the party device 3 according to the second embodiment generates fragment data
by the decryption key fragment generation unit 33 (step S46), and makes the fragment data public through the public
network 5 (step S47).
[0081] The party device 3 according to the second embodiment waits until an intermediate decrypted text is made
public (step S48), and acquires the intermediate decrypted text when the intermediate decrypted text is made public
(step S49). When the party device 3 according to the second embodiment has decryption authority, the decryption unit
35 decrypts secret information from the intermediate decrypted text (step S50).
[0082] On the other hand, if the acquired encrypted data is not correct encrypted data in step S44, the party device 3
according to the second embodiment makes the verification result public through the public network 5 (step S51).
[0083] As described above, since the party device 3 according to the second embodiment generates fragment data
when the number of the own device is included in the subscript of the encrypted data, the fragment combining device
4 may generate an intermediate decrypted text using the fragment data.
[0084] Next, a flow of processing by the fragment combining device 4 according to the second embodiment will be
described. FIG. 7 is a flowchart illustrating a flow of processing by the fragment combining device 4 according to the
second embodiment. As illustrated in FIG. 7, the fragment combining device 4 according to the second embodiment
waits until fragment data is made public (step S61), and acquires the fragment data when the fragment data is made
public (step S62).
[0085] The fragment combining device 4 according to the second embodiment verifies the decryption key fragment
by the decryption key fragment verification unit 42 (step S63), and determines whether or not the acquired fragment
data is correct fragment data (step S64). If the acquired fragment data is correct fragment data, the fragment combining
device 4 determines whether or not pieces of fragment data of the party device 3 corresponding to a subscript are
prepared (step S65). When not prepared, the process returns to step S61.
[0086] On the other hand, when pieces of fragment data of the party device 3 corresponding to the subscript are
prepared, the intermediate decrypted text generation unit 43 of the fragment combining device 4 according to the second
embodiment generates a decryption key using the prepared decryption key fragments, and generates an intermediate
decrypted text using the decryption key and a secret information ciphertext (step S66). The fragment combining device
4 according to the second embodiment makes the intermediate decrypted text public through the public network 5 (step
S67).
[0087] On the other hand, if the acquired fragment data is not correct fragment data in step S64, the fragment combining
device 4 according to the second embodiment makes the verification result public through the public network 5 (step S68).
[0088] As described above, since the fragment combining device 4 according to the second embodiment generates
an intermediate decrypted text when pieces of fragment data of the party device 3 corresponding to the subscript is
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prepared, the party device 3 having decryption authority may decrypt the intermediate decrypted text to restore secret
information.
[0089] As described above, in the second embodiment, the synthesis key generation unit 22a generates nCk synthesis
keys using the public keys of the k party devices 3, and the encryption unit 22b generates nCk pieces of encrypted data
by adding subscripts representing the k party devices 3 using the nCk synthesis keys. The decryption key fragment
generation unit 33 generates N-1Ck-1 pieces of fragment data by adding subscripts using the private key of the own
device. The intermediate decrypted text generation unit 43 generates a decryption key from k pieces of fragment data
corresponding to one subscript, and generates an intermediate decrypted text using the generated decryption key.
Therefore, the encryption processing system 1 may restore secret information using k decryption key fragments.
[0090] In the first and second embodiments, the encrypted data generation device 2, the party device 3, and the
fragment combining device 4 have been described. However, by realizing the configurations of the encrypted data
generation device 2, the party device 3, and the fragment combining device 4 with software, an encrypted data generation
program, a party program, and a fragment combining program having similar functions may be obtained, respectively.
A computer (information processing apparatus) for executing the encrypted data generation program will now be de-
scribed. The party program and the fragment combining program are executed by similar computers.
[0091] FIG. 8 is a diagram illustrating a hardware configuration of a computer for executing an encrypted data generation
program according to the first and second embodiments. As illustrated in FIG. 8, a computer 50 includes a main memory
51, a central processing unit (CPU) 52, a local area network (LAN) interface 53, and a hard disk drive (HDD) 54. The
computer 50 further includes a super input output (IO) 55, a digital visual interface (DVI) 56, and an optical disk drive
(ODD) 57.
[0092] The main memory 51 is a memory for storing a program, halfway results of program execution, and the like.
The CPU 52 is a central processing unit for reading the program from the main memory 51 and executing the program.
The CPU 52 includes a chipset including a memory controller.
[0093] The LAN interface 53 is an interface for coupling the computer 50 to another computer through the LAN. The
HDD 54 is a disk device for storing a program and data, and the super IO 55 is an interface for coupling input devices
such as a mouse or a keyboard. The DVI 56 is an interface for coupling a liquid crystal display device, and the ODD 57
is a device for reading and writing of a digital versatile disc (DVD).
[0094] The LAN interface 53 is coupled to the CPU 52 by way of Peripheral Component Interconnect Express (PCIe),
and the HDD 54 and the ODD 57 are coupled to the CPU 52 by way of Serial Advanced Technology Attachment (SATA).
The super IO 55 is coupled to the CPU 52 by way of low pin count (LPC).
[0095] The encrypted data generation program executed in the computer 50 is stored in a DVD which is an example
of a recording medium capable of being read by the computer 50, is read from the DVD by the ODD 57, and is installed
in the computer 50. Alternatively, the encrypted data generation program is stored in a database or the like of another
computer system coupled through the LAN interface 53, is read from the database or the like, and is installed in the
computer 50. The encrypted data generation program thus installed is stored in the HDD 54, is read to the main memory
51, and is executed by the CPU 52.

Claims

1. An encryption processing system, comprising:

an encrypted data generation device that encrypts secret information;
party devices of a first number, the party devices each including a key pair of a public key and a private key; and
a fragment combining device that collects and combines pieces of fragment information shared by the party
devices of the first number,
wherein
the encrypted data generation device includes:

a first generation unit that generates synthesis keys of a third number by performing, a third number of
times, a process for selecting public keys of a second number to be used for key restoration from public
keys of the first number to generate the synthesis key, the third number being a number of combinations
of selecting the public keys of the second number from the public keys of the first number;
a second generation unit that generates an intermediate text from confidential texts of a fourth number
generated by encrypting each piece of the secret information by using the public keys of the party devices
of the fourth number having decryption authority for the secret information among the party devices of the
first number, and generates secret information ciphertexts of the third number by further encrypting the
intermediate text using each of the synthesis keys; and
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a first public unit that makes public encrypted data including the secret information ciphertexts of the third
number and a first signature relating to the secret information ciphertexts of the third number,

each of the party devices includes:

a first verification unit that verifies validity of the encrypted data by using the first signature;
a third generation unit that generates, when the validity has been verified, by using a private key included
in an own party device, decryption key fragments of a fifth number, and generates second signatures of
the fifth number respectively corresponding to the decryption key fragments of the fifth number, the fifth
number being a number of combinations of selecting the party devices of a number obtained by subtracting
one from the second number from among the party devices of a number obtained by subtracting one from
the first number; and
a second public unit that makes public the decryption key fragments of the fifth number and the corresponding
second signatures,

the fragment combining device includes:

a second verification unit that verifies validity of the decryption key fragments of the fifth number by using
the decryption key fragments of the fifth number and the corresponding second signatures;
a fourth generation unit that generates a decryption key by combining decryption key fragments of the
second number corresponding to any one of the secret information ciphertexts of the third number among
the decryption key fragments of the fifth number that are made public by each of the party devices of the
first number, and generates the intermediate text by decrypting the secret information ciphertext corre-
sponding to the generated decryption key with the generated decryption key; and
a third public unit that makes public the intermediate text generated by the fourth generation unit, and

each of the party devices further includes:

a decryption unit that decrypts, when the own party device has the decryption authority, the intermediate
text that is made public by the third public unit using the private key included in the own party device, and
restores the secret information.

2. The encryption processing system according to claim 1, wherein
the first number and the second number are the same, and the third number and the fifth number are one.

3. The encryption processing system according to claim 1 or 2, wherein

the first generation unit generates the synthesis key by performing multiplication of the public keys of the second
number, and exponentiating a multiplication result by a first random number,
the second generation unit generates the first signature by using a second random number,
the first public unit makes public the encrypted data by further including information on the first random number
and information on the second random number,
the first verification unit verifies validity of the encrypted data by further using the information on the first random
number and the information on the second random number, and
the fourth generation unit generates the decryption key by multiplication of the decryption key fragments of the
second number.

4. The encryption processing system according to any one of claims 1 to 3, wherein

the third generation unit generates the second signatures by using a third random number,
the second public unit makes public the second signatures by including information on the third random number,
and
the second verification unit verifies validity of the decryption key fragments of the fifth number by further using
the information on the third random number.

5. An encryption processing method, comprising:

generating, by an encrypted data generation device, synthesis keys of a third number by performing, a third



EP 3 817 323 A1

14

5

10

15

20

25

30

35

40

45

50

55

number of times, a process for selecting public keys of a second number to be used for key restoration from
public keys of a first number to generate the synthesis key, the third number being a number of combinations
of selecting the public keys of the second number from the public keys of the first number;
generating, by the encrypted data generation device, an intermediate text from confidential texts of a fourth
number generated by encrypting each piece of secret information by using the public keys of party devices of
the fourth number having decryption authority for the secret information among the party devices of the first
number;
generating, by the encrypted data generation device, secret information ciphertexts of the third number by
further encrypting the intermediate text using each of the synthesis keys;
making public, by the encrypted data generation device, encrypted data including the secret information cipher-
texts of the third number and a first signature relating to the secret information ciphertexts of the third number;
verifying, by each of party devices, validity of the encrypted data by using the first signature, the party devices
each including a key pair of a public key and a private key;
generating by each of the party devices, when the validity has been verified, by using a private key included in
an own party device, decryption key fragments of a fifth number, the fifth number being a number of combinations
of selecting the party devices of a number obtained by subtracting one from the second number from among
the party devices of a number obtained by subtracting one from the first number;
generating, by each of the party devices, second signatures of the fifth number respectively corresponding to
the decryption key fragments of the fifth number;
making public, by each of the party devices, the decryption key fragments of the fifth number and the corre-
sponding second signatures;
verifying, by a fragment combining device, validity of the decryption key fragments of the fifth number by using
the decryption key fragments of the fifth number and the corresponding second signatures;
generating, by the fragment combining device, a decryption key by combining decryption key fragments of the
second number corresponding to any one of the secret information ciphertexts of the third number among the
decryption key fragments of the fifth number that are made public by each of the party devices of the first number;
generating, by the fragment combining device, the intermediate text by decrypting the secret information ci-
phertext corresponding to the generated decryption key with the generated decryption key;
making public, by the fragment combining device, the intermediate text generated by the encrypted data gen-
eration device;
decrypting, by each of the party devices of the fourth number having decryption authority for the secret infor-
mation, the intermediate text that is made public by the fragment combining device using the private key included
in the own party device; and
restoring the secret information by the party devices of the fourth number having decryption authority for the
secret information.

6. The encryption processing method according to claim 5, wherein
the first number and the second number are the same, and the third number and the fifth number are one.

7. The encryption processing method according to claim 5 or 6, further comprising:

generating, by the encrypted data generation device, the synthesis key by performing multiplication of the public
keys of the second number and exponentiating a multiplication result by a first random number;
generating, by the encrypted data generation device, the first signature by using a second random number;
making public, by the encrypted data generation device, the encrypted data by further including information on
the first random number and information on the second random number;
verifying, by each of the party devices, validity of the encrypted data by further using the information on the first
random number and the information on the second random number; and
generating, by the fragment combining device, the decryption key by multiplication of the decryption key frag-
ments of the second number.

8. The encryption processing method according to any one of claims 5 to 7, further comprising:

generating, by each of the party devices, the second signatures by using a third random number;
making public, by each of the party devices, the second signatures by including information on the third random
number; and
verifying, by the fragment combining device, validity of the decryption key fragments of the fifth number by
further using the information on the third random number.
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9. A program that causes computers to execute a process, the process comprising:

acquiring fragment data transmitted over a public network from a plurality of different devices communicating
over the public network and having decryption authority for secret information being communicated between
the plurality of different devices;
generating a decryption key by multiplication of the acquired fragment data;
verifying the generated decryption key based on validity of each of the acquired fragment data;
outputting intermediate decryption text generated by using the decryption key and encrypted data including
secret information to the public network for the plurality of different devices to communicate the secret information.

10. The program according to claim 9, the process further comprising:
outputting a verification result to the public network indicating the acquired fragment data is not correct to the public
network when each acquired fragment data is not valid.

11. The program according to claim 9 or 10, the process further comprising:

acquiring, from the public network, public keys provided by each of the plurality of the different devices;
generating a first random number for encryption and a second random number for a signature;
generating a synthesis key using the public keys and the first random number;
generating the encrypted data, the signature and random number information; and
outputting the generated encrypted data to the public network.

12. The program according to claim 11, the process further comprising:

acquiring, with at least one of the plurality of different devices, the output encrypted data;
verifying the encrypted data;
generating fragment data corresponding to the at least one of the plurality of different devices when the encrypted
data is verified;
outputting, with the at least one of the plurality of different device, the generated fragment data to the public
network;
waiting for the intermediate decryption text to be available on the public network;
acquiring the intermediate decryption text from the public network; and
decrypting the secret information from the intermediate decryption text.
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