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(54) MANAGING PERSONALISATION IN A DEVICE IMPLEMENTING A JAVA CARD ENVIROMENT

(57) The invention relates to a method for managing
a device (2) implementing a Java Card environment, the
device comprising an operational applet (AP1) and a per-
sonalisation applet (AP2) which are Java-based applica-
tions stored respectively in a first package and in a sec-
ond package separated by Java Card firewalls, the meth-
od comprising: forwarding, by the operational applet, a
personalisation command to the personalisation applet;
generating, by the personalisation applet, personalisa-
tion instructions based on the personalisation command;
sending, by the personalisation applet, the personalisa-
tion instructions to the operational applet; performing, by
the operational applet, a personalisation of the first pack-
age based on the personalisation instructions, thereby
rendering operational the operational applet for perform-
ing at least one function; and deleting, by a management
applet of the device, the second package upon detection
that the personalisation is completed.
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Description

Technical background

[0001] The present disclosure relates generally to the
domain of applet management in a device and concerns
more particularly management of applets in a device re-
quiring a personalisation phase prior to use.
[0002] Many electronic devices implementing applets
(or applications) require a personalisation phase for ren-
dering operational these devices before use. Smartcards
for instance generally undergo a personalisation process
during or after manufacturing to create system files and
initialise keys in their memory. A proper personalisation
allows a smartcard or the like to be in an operational
state. Various file structures may be created and various
data may be stored during a personalisation process de-
pending on the device at hand and the particular context.
A tachograph device implementing a tachograph applet
may for instance require a specific personalisation phase
prior to operation during a use phase.
[0003] The personalisation code run by the device to
perform a personalisation process is generally stored in
a memory of the device and only used for the purpose
of personalisation. This personalisation code includes
personalisation instructions for creating a file structure
and the like, therefore it is of no use once the personal-
isation is completed, i.e. during the use phase. Memory
space is thus limited by the personalisation code present
in the memory of the device, this being not desirable since
memory management is often critical in terms of device
performances.
[0004] In smartcards running a Java Card environment
or the like, it is however an architecture constraint to keep
the personalisation code in memory even after person-
alisation is completed. Such environments, especially
secure ones, do not always provide easy and efficient
mechanisms to remove part of a code.
[0005] In addition to memory management issues, the
presence of personalisation code in the memory of a
smartcard may give rise to security issues since this pro-
gram code constitutes sensitive data that may be mali-
ciously used or tampered with by a third party if not prop-
erly secured. An attacker may for instance create or mod-
ify illegitimately the file system or keys based on a per-
sonalisation code stored in a device.
[0006] There is thus a need for a solution allowing ef-
ficient and secure management of a personalisation code
stored in the memory of a device requiring personalisa-
tion, including devices such as smartcards, tachograph
devices or the like.

Summary of the invention

[0007] The present invention relates to a method for
managing a device implementing a Java Card environ-
ment, said device comprising an operational applet and
a personalisation applet which are Java-based applica-

tions stored respectively in a first package and in a sec-
ond package, said first and second packages being sep-
arated by Java Card firewalls, said method comprising:

- receiving, by the operational applet, at least one per-
sonalisation command and forwarding said at least
one personalisation command to the personalisation
applet;

- generating, by the personalisation applet, personal-
isation instructions by processing the at least one
personalisation command;

- sending, by the personalisation applet, the person-
alisation instructions to the operational applet;

- performing, by the operational applet, a personali-
sation of the first package based on the personali-
sation instructions received from the personalisation
applet, thereby rendering operational the operational
applet by said device for performing at least one func-
tion;

- deleting, by a management applet of the device, the
second package upon detection that the personali-
sation is completed.

[0008] Thanks to the present invention based on Java
packages separated by firewalls, the second package
can be easily erased while keeping the first package con-
taining the operational applet. The operational applet can
thus be rendered operational by performing a personal-
isation while gaining memory space and improving se-
curity. Thus, efficient and secure management of a per-
sonalisation code stored in the memory of a device re-
quiring personalisation can be achieved, including in de-
vices such as smartcards, tachograph devices or the like.
[0009] In a particular embodiment, the method com-
prises executing the operational applet once the person-
alisation is completed.
[0010] In a particular embodiment, said at least one
personalisation command is received from a terminal ex-
ternal to said device.
[0011] In a particular embodiment, the management
applet causes deletion of the second package in re-
sponse to a deletion command from said external termi-
nal.
[0012] In a particular embodiment, the operational ap-
plet and the personalisation applet communicate with
each other using respective Java Card interfaces imple-
mented in a third package separated from the first and
second packages by Java Card firewalls.
[0013] In a particular embodiment, the method com-
prises, before the operational applet receives the per-
sonalisation command:

- storing said first, second and third packages in said
device and forming Java Card firewalls separating
each of said first, second and third packages,

wherein said third package comprises:

1 2 
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- a first Java Card interface called by the operational
applet to forward the at least one personalisation
command to the personalisation applet;

- a second Java Card interface called by the person-
alisation applet to send the personalisation instruc-
tions to the operational applet; and

- a library of public classes accessed by the person-
alisation applet and by the operational applet.

[0014] In a particular embodiment, upon detecting that
the personalisation is completed and that the second
package is deleted, the operational applet is switched
from a blocked state to a use state so that said at least
one function can be performed; and wherein, in the use
state, the operational applet ignores any command re-
ceived through the second Java Card interface. In a par-
ticular embodiment, said at least one function is thus per-
formed after the operational applet is switched to the use
state.
[0015] In a particular embodiment, the personalisation
comprises at least one of:

- creating one or a plurality of system files in the first
package; and

- creating at least one key in the first package.

[0016] In a particular embodiment, the method com-
prises, before the operational applet receives the per-
sonalisation command, storing in said first package an
application identifier of the personalisation applet; where-
in, during said personalisation of the first package, the
operational applet uses the application identifier of the
personalisation applet to be authenticated by the person-
alisation applet prior to receiving said personalisation in-
structions.
[0017] In a particular embodiment, the device compris-
es an operating system which implements a Java Card
environment, said operating system managing a current
context associated with one of said packages,
the method comprising, before sending the personalisa-
tion instructions to the operational applet, receiving by
the personalisation applet, from the operating system,
the application identifier of the context immediately pre-
ceding a current context associated with the second
package;
wherein the personalisation applet sends the personali-
sation instructions to the operational applet identified by
the received application identifier.
[0018] In a particular embodiment, the operational ap-
plet is blocked after the personalisation is completed as
long as the second package is not deleted.
[0019] In a particular embodiment of the invention, the
various steps of the method according to the invention
are specified by computer program instructions.
[0020] Accordingly, the invention also provides a com-
puter program on a recording medium, this computer pro-
gram being arranged to be implemented by a computer
or a device such as a smartcard or the like, this computer

program comprising instructions adapted for the imple-
mentation of a method as described in the present doc-
ument.
[0021] The computer programs of the invention can be
expressed in any programming language, and can be in
the form of source code, object code, or any intermediary
code between source code and object code, such that in
a partially-compiled form, for instance, or in any other
appropriate form.
[0022] The invention also provides a non-transitory re-
cording medium readable by a computer or a device such
as a smartcard or the like, this recording medium com-
prising computer program instructions as mentioned
above.
[0023] The recording medium previously mentioned
can be any entity or device capable of storing the com-
puter program. For example, the recording medium can
comprise a storing means, such as a ROM memory (a
CD-ROM or a ROM implemented in a microelectronic
circuit), or a magnetic storing means such as a floppy
disk or a hard disk for instance.
[0024] The recording medium of the invention can cor-
respond to a transmittable medium, such as an electrical
or an optical signal, which can be conveyed via an electric
or an optic cable, or by radio or any other appropriate
means. The computer program according to the invention
can in particular be downloaded from the Internet or a
network of the like.
[0025] Alternatively, the recording medium can corre-
spond to an integrated circuit in which a computer pro-
gram is loaded, the circuit being adapted to execute or
to be used in the execution of the methods of the inven-
tion.
[0026] The invention also relates to a device for carry-
ing out the method of the present invention. In particular,
the present invention relates to a device implementing a
Java Card environment and comprising an operational
applet and a personalisation applet which are Java-
based applications stored respectively in a first package
and in a second package, said first and second packages
being separated by Java Card firewalls, wherein:

- the operational applet is configured to receive at
least one personalisation command and to forward
said at least one personalisation command to the
personalisation applet;

- the personalisation applet is configured to generate
personalisation instructions by processing the at
least one personalisation command;

- the personalisation applet is configured to send the
personalisation instructions to the operational ap-
plet; and

- the operational applet is configured to perform a per-
sonalisation of the first package based on the per-
sonalisation instructions received from the person-
alisation applet, thereby rendering operational for
use the operational applet by said device;
said device further comprising a management applet
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configured to delete the second package upon de-
tection that the personalisation is completed.

[0027] The various embodiments and variants de-
scribed in this document in relation with the method of
the invention applies in an analogous manner to the de-
vice of the present invention, and conversely.
[0028] The invention further relates to a system com-
prising a device as defined in the present document for
controlling said system. This system may be or comprise
any one of: an electronic tachograph, an electronic pass-
port and an electronic identity document.
[0029] While not explicitly described, the present em-
bodiments may be employed in any combination or sub-
combination.
[0030] Certain aspects commensurate in scope with
the disclosed embodiments are set forth below. It should
be understood that these aspects are presented merely
to provide the reader with a brief summary of certain
forms the disclosure might take and that these aspects
are not intended to limit the scope of the disclosure. In-
deed, the disclosure may encompass a variety of aspects
that may not be set forth explicitly below.

Brief description of the drawings

[0031] The invention including particular embodiments
and advantages thereof will be described below in more
detail, by way of example, with reference to the accom-
panying drawings:

- figure 1 is a schematic block diagram representing
a system and a device according to a particular em-
bodiment of the present invention;

- figure 2 is a flow chart illustrating the steps of a meth-
od for managing a device according to an embodi-
ment of the present invention; and

- figure 3 is a flow chart illustrating the steps of a meth-
od for managing a device according to an embodi-
ment of the present invention.

[0032] For simplicity and clarity of illustration, the same
reference numerals will be used throughout the figures
to refer to the same or like parts, unless indicated other-
wise.
[0033] The components in the figures are not neces-
sarily to scale, emphasis instead being placed upon il-
lustrating the principles of the invention.

Description of particular embodiments (of the invention)

[0034] While the present disclosure is susceptible of
embodiment in many different forms, there are shown in
the drawing and will be described herein in detail specific
embodiments thereto with the understanding that the
present disclosure is to be considered as an exemplifi-
cation of the principles of the invention and is not intended
to limit the disclosure to the specific embodiments illus-

trated. Instead, the scope of the invention is defined by
the appended claims.
[0035] Numerous details are set forth to provide an un-
derstanding of the embodiments described herein. The
exemplary embodiments may be practiced without these
details. In other instances, well-known methods, proce-
dures, and components have not been described in detail
to avoid obscuring the embodiments described.
[0036] The invention provides, in various embodi-
ments, a method for managing a device comprising an
operational applet and a personalisation applet stored
respectively in a first package and in a second package,
wherein the first and second packages are separated by
firewalls. Due to presence of firewalls therebetween, the
operational applet and personalisation applet cannot
transfer objects to each other, such as files or the like.
The personalisation applet is thus configured to transmit
instructions through the firewalls to the operational applet
to cause the latter to perform a personalisation of the first
package (more specifically of the operational applet).
This personalisation, which can be of various natures,
renders the operational applet operational for later use
during a use phase. Once personalisation of the first
package has been completed under control of the per-
sonalisation applet, the second package comprising the
personalisation applet is deleted to save memory space
and increase security of the device.
[0037] Thanks to the device’s architecture based on
packages separated by firewalls, it is possible to easily
erase the second package while keeping the first pack-
age containing the operational applet. The operational
applet can thus be rendered operational by performing
a personalisation while gaining memory space and im-
proving security. Thus, efficient and secure management
of a personalisation code stored in the memory of a de-
vice requiring personalisation can be achieved, including
in devices such as smartcards, tachograph devices or
the like.
[0038] The invention also relates to a corresponding
device, to a corresponding computer program and to a
recording medium containing such a computer program.
[0039] The present invention is described herebelow
in particular embodiments in the context of a smartcard
implementing a Java Card environment (or Java Card
platform). This smartcard may be used in any suitable
application such as in a tachograph system for instance.
Naturally, the invention is not restricted to such a partic-
ular environment and device. Environments similar or
other than Java Card and devices similar or other than
smartcards (e.g. computer or the like) may be considered
and implemented in the present invention. The invention
may also be implemented in a device or system other
than a tachograph, as indicated further below.
[0040] In the present document, the Java Card envi-
ronment and Java are defined by the Java Card standard
(we may use Java Card v3.0.5 or any suitable version
such as the latest version as for now version is v3.1; see
for instance the "The Java Language Specification (ht-
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tps://docs.oracle.com/javase/specs/)").
[0041] A tachograph is a device configured to monitor
activity of a vehicle (and/or of a driver’s activity) and to
record predefined parameters representative of this ac-
tivity, such as speed, distance and the like.
[0042] In the particular embodiments described here-
below, an applet designates a Java application, that is,
an applications defined in Java language. As mentioned
earlier, implementations are however possible in envi-
ronments other than in Java Card. More generally, any
form of applications (or applets) suitable to run on the
device of the invention may be implemented in the
present invention.
[0043] Figure 1 depicts a system SY comprising a de-
vice 2 as part of a global system SY, according to a par-
ticular embodiment. It is assumed in this example that
the system SY is a tachograph system further comprising
a tachograph device 3 for recording parameters repre-
sentative of a vehicle’s activity, and the device 2 is con-
sidered to be a smartcard running a Java Card runtime
environment (JCRE). The device 2 may however take
other forms than a smart card.
[0044] As shown in figure 1 in this example, the device
2 is configured to cooperate (or communicate) with the
tachograph device 3 to perform one or more tachograph
functions.
[0045] The device 2 is also configured to cooperate (or
communicate) with an external terminal T1 (i.e. a server,
or any suitable communication terminal or the like). In a
particular example, the terminal T1 and the device 3 are
one and same entity (in other words, the terminal T1 may
be part of the device 3).
[0046] As discussed further below, the device 2 may
receive one or more personalisation commands CMD1
from the terminal T. In this case, these commands CMD1
are of the APDU type (for "application protocol data unit").
In response to at least one personalisation command
CMD1 received from the terminal T, the device 2 is con-
figured to perform a personalisation (or personalisation
phase), as described further below.
[0047] As depicted in figure 1, the device 2 presents
in this example the structure of a smartcard or the like.
In particular, the device 2 comprises: a processor 4, a
computer program 8 stored in a non-volatile memory 6,
a RAM memory 10 and a rewritable non-volatile memory
12 (Flash, EEPROM or the like) suitable to store applets.
[0048] In the present example, the computer program
8 is an operating system OS run by the processor 4 to
implement a Java Card Runtime Environment (JCRE).
Other implementations are however possible. This oper-
ating system 8 comprises in particular a management
applet 9 (also called management unit or card manager
applet) implemented by the processor 4 under control of
the operating system 8.
[0049] The non-volatile memory 6 (ROM, Flash or any
other suitable non-volatile memory) constitutes a record-
ing medium in accordance with a particular embodiment
of the invention. The computer program 8 stored in the

memory 6 comprises instructions to implement a method
according to a particular embodiment of the invention.
The steps of this method are described further below in
particular embodiments.
[0050] As shown in figure 1, the device 2 comprises
an operational applet AP1 and a personalisation applet
AP2 which are stored respectively in a first package PK1
and in a second package PK2, in the rewritable non-vol-
atile memory 12. AP1 and AP2 are Java-based applica-
tions.
[0051] In the present document, a package designates
a Java Card Package (or Java package) as defined in
the Java Card standard.
[0052] The personalisation applet AP2 contained in the
second package PK2 is configured to control a person-
alisation (or personalisation phase) which has to be car-
ried out to render the device 2 operational.
[0053] The operational applet AP1 is configured to per-
form at least one function (other than personalisation)
once personalisation has been completed. This function
may be a tachograph function for instance, to control op-
eration of the tachograph system SY. Other implemen-
tations are however possible.
[0054] As discussed further below, the operational ap-
plet AP1 may respond to personalisation instructions
CMD2 received from the personalisation applet AP2,
thereby personalising the first package PK1. Personali-
sation of the first package PK1 by the operational applet
AP1 under control of the personalisation applet AP2 may
comprise at least one of the following personalisation op-
erations: creating a file structure FL (system files) in the
operational applet AP1 and initialising keys K stored in
the operational applet AP1.
[0055] In the present example, the memory 12 further
stores a third Java Card package PK3 which contains a
first communication interface INT1, a second communi-
cation interface INT2 and a library LB of public classes
accessible by the operational applet AP1 and by the per-
sonalisation applet AP2.
[0056] The first package PK1, second package PK2
and third package PK3 are separated from each other in
the memory 12 by firewalls FW (i.e. applet firewalls).
These firewalls FW are Java Card firewalls conform with
Java Card standard.
[0057] Due to the presence of these firewalls FW, the
operational applet AP1 and the personalisation applet
AP2 cannot transfer objects, such as files or the like, to
each other. The personalisation applet AP2 is thus in the
incapacity to perform itself the personalisation of the first
operational applet AP1 (e.g. creating system files and/or
initialising keys in the operational applet AP1).
[0058] The operational applet AP1 and personalisation
applet AP2 are however configured to use respectively
the applet interfaces INT1 and INT2 contained in the third
package PK3 to communicate with each other through
the firewalls FW.
[0059] These interfaces INT1 and INT2 are accessible
interfaces stored in the third package PK3 and which can
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be used by the applets AP1, AP2 to communicate with
each other so as to allow personalisation of the opera-
tional applet AP1. In the present example, these inter-
faces INT1 and INT2 are Java Card interfaces conform
with Java Card standard. The Java Card interfaces INT1
and INT2 are based on the Java programming language.
As is well-known to the skilled person, Java Card inter-
faces in general form an abstract type that is used to
specify a behaviour that classes must implement.
[0060] As described further below, the personalisation
applet AP2 may send personalisation instructions CMD2
to the operational applet AP1 by means of the interface
INT2 through the firewalls FW. The operational applet
AP1 may thus perform a personalisation based on these
personalisation instructions CMD2. Conversely, the op-
erational applet AP1 may forward one or more person-
alisation commands CMD1 received from terminal T1, to
the personalisation applet AP2, by using the first interface
INT1.
[0061] The personalisation applet AP2 is configured to
process (e.g. analyse, parse, and/or decrypt etc.) the per-
sonalisation commands CMD1 provided by the terminal
T1 while the operational applet AP1 is configured to per-
form personalisation of the operational applet AP1 in re-
sponse to personalisation instructions received from the
personalisation applet AP2. To this end, the personali-
sation applet AP2 contains an instruction code (in Java
Card language in this example) that defines how the one
or more personalisation commands CMD1 from the ter-
minal T1 are to be processed, in particular to obtain the
personalisation instructions CMD2.
[0062] Once the personalisation is achieved, the op-
erational applet AP1 is rendered operational so that it
can perform at least one function (e.g., a tachograph
function or any suitable other function).
[0063] As also indicated further below, once the per-
sonalisation of the operational applet AP1 is completed,
the management applet 9 is configured to delete the sec-
ond package PK2 containing the personalisation applet
AP2.
[0064] The public classes of the library LB stored in
the third package PK3 comprise one or a plurality of func-
tionalities (e.g. methods or the like) accessible by both
the operational applet AP1 and the personalisation applet
AP2. Both AP1 and AP2 may call functionalities from the
library LB, either during the personalisation phase or,
possibly, later during a use phase.
[0065] While the interfaces INT1, INT2 and the library
LB are stored altogether in a same package PK3, it
should be noted any one of these 3 elements (or all of
them) may be stored in a distinct package in memory 12.
[0066] A particular embodiment of the invention is now
described with respect to figure 2. More particularly, the
device 2 as described earlier with reference to figure 1
implements a method by executing the computer pro-
gram 8.
[0067] In a step S2, the first package PK1, second
package PK2 and third package PK3 are stored in the

rewritable non-volatile memory 12, and firewalls FW sep-
arating each of said first, second and third packages are
formed (as shown in figure 1).
[0068] The first interface INT1 may be called by the
operational applet AP1 to forward at least one personal-
isation command CMD1 received from the terminal T1,
to the personalisation applet AP2. The second interface
INT2 may be called by the personalisation applet AP2 to
send personalisation instructions CMD2 to the operation-
al applet AP1, as described further below.
[0069] A particular embodiment of the invention is now
described with respect to figure 3. More particularly, the
device 2 as described earlier with reference to figure 1
implements a method by executing the computer pro-
gram 8. It is assumed that the packages PK1-PK3 have
already been stored (S2) and the firewalls FW have been
formed (S4) in the memory 12 (figures 1-2).
[0070] In a sending step A2, the terminal T1 sends one
or more personalisation commands CMD1 to the device
2. In the present example, it is assumed that the terminal
T1 provides the device 2 with one personalisation com-
mand CMD1 only, although other examples with two or
more personalisation commands CMD1 are possible.
This personalisation command CMD1 is an APDU com-
mand.
[0071] The operational applet AP1 receives the per-
sonalisation command CMD1 in a receiving step B2. The
operational applet AP1 does not comprise the personal-
isation code necessary to understand and process the
personalisation command CMD1 in order to perform per-
sonalisation on its own.
[0072] Therefore, in a forwarding step B4, the opera-
tional applet AP1 forwards the personalisation command
CMD1 to the personalisation applet AP2, without altering
the content of the personalisation command CMD1. To
this end, the operational applet AP1 calls the first inter-
face INT1 in the third package PK3 to allow transmission
of the command CMD1 through the firewalls FW to the
personalisation applet AP2. More specifically, in the
present example, one or more methods available in the
first interface INT1 may be called by the operational ap-
plet AP1 to trigger transmission of the command CMD1
to the personalisation applet AP2. In this example, the
operational applet AP2 does not use the APDU protocol.
Therefore, the first interface INT1 called by the opera-
tional applet AP1 converts (B4) the format from APDU
to another format which is recognised and can be proc-
essed by the personalisation applet AP2. By using the
first interface INT1, the operation applet AP1 thus cause
transmission of the personalisation command CMD1 in
a new adapted format to the personalisation applet AP2
through the firewalls FW.
[0073] The personalisation applet AP2 receives the
personalisation command CMD1 in a receiving step C4,
and then generates (C6) personalisation instructions
CMD2 by processing the received personalisation com-
mand CMD1. The processing C6 performed by the per-
sonalisation applet AP1 may vary depending on the con-
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text at hand and may for instance comprise at least one of:

- parsing the received personalisation command
CMD1,

- decrypting the received personalisation command
CMD1, and

- checking validity of this command CMD1, etc.

[0074] This processing C6 is possible because the per-
sonalisation applet AP2 comprises the personalisation
code necessary to treat each personalisation command
CMD1 transmitted by the terminal T1. The personalisa-
tion AP2 may for instance comprise one or more key
necessary to decrypt the personalisation command
CMD1 received (C4) from terminal T1 in an encrypted
form.
[0075] In this example, the personalisation instructions
CMD2 are different from the personalisation command
CMD1 send by the terminal T1. The personalisation in-
structions CMD2 are generated by the personalisation
applet AP2 so that it can be understood and processed
by the operational applet AP1 to perform personalisation
in the first package PK1. In particular, as indicated above,
the personalisation instructions CMD2 may be obtained
by decrypting the personalisation command CMD1,
along with any other appropriate processing operations.
During the processing step C6, the personalisation applet
AP2 may call one or more functions (or methods) in the
shareable library LB in the third package PK3.
[0076] In a sending step C8, the personalisation applet
AP2 sends the generated personalisation instructions
CMD2 to the operation applet AP1 to cause the latter to
perform a personalisation phase in the first package PK1.
To this end, the personalisation applet AP2 calls the sec-
ond interface INT2 in the third package PK3 to allow
transmission of the personalisation instructions CMD2
through the firewalls FW to the operational applet AP1.
More specifically, one or more methods available in the
second interface INT2 may be called by the personalisa-
tion applet AP2 to trigger transmission of the personali-
sation command CMD1 to the operational command. In
this example, the personalisation applet does not use the
APDU protocol.
[0077] The operational applet AP1 receives the per-
sonalisation instructions CMD2 from the personalisation
applet AP2 in a receiving step B8 and then performs
(B10) a personalisation of the first package PK1 (or, more
particularly, of the operation applet AP1) based on the
personalisation instructions CMD2 received from the per-
sonalisation applet AP2, thereby rendering operational
the operational applet AP1. Once operational, the oper-
ation applet AP1 can perform at least one function, such
as a tachograph function in this example. Other examples
of functions are however possible.
[0078] The operational applet AP1 does not comprise
the personalisation code and thus must perform person-
alisation under control of the personalisation applet AP2.
The first and second interfaces INT1, INT2 allow com-

munication between the applets AP1, AP2 during the per-
sonalisation phase. The personalisation applet AP2 in-
structs the operation applet AP1 specific operations to
be performed (e.g. creation of files, initialisation of keys)
for the purpose of personalisation. In response to the
personalisation instructions CMD2, the operational ap-
plet AP1 may call one or more functions (or methods) in
the shareable library LB in the third package PK3.
[0079] The personalisation B10 performed by the op-
erational applet AP1 may comprise at least one of:

- creating one or a plurality of system files FL (or a file
structure) in the first package PK1 (in the operational
applet AP1 in this example); and

- creating at least one key in the first package PK1 (in
the operational applet AP1 in this example).

[0080] This at least one key may be a public and/or
private key usable by the operational applet AP1 in the
Java Card Runtime Environment (JCRE), for instance to
communicate with the tachograph device 3 after the per-
sonalisation.
[0081] As shown in figure 3, once the personalisation
B10 is completed, the device 2 executes (B16) the op-
eration applet AP1 which is now operational. During said
execution B16, the operational applet AP1 may perform
a predefined function, for instance a tachograph function
in cooperation with the tachograph device 3. To this end,
the operation applet AP1 comprises operational code to
perform any suitable function, by using for instance the
system files FL and the keys K (figure 1).
[0082] Further, upon detecting (D12, figure 3) that the
personalisation B10 is completed, the management ap-
plet 9 implemented by the operating system 8 deletes
(D14) the second package PK2 containing the person-
alisation applet AP2.
[0083] Once the personalisation B10 is completed, the
personalisation code contained in the personalisation ap-
plet AP2 is no longer of any use and can thus be erased
to save memory space and limit security risks in case an
attacker would attempt to use, modify and/or tamper in
any way the personalisation code. Deletion of the per-
sonalisation applet AP2 can be achieved while keeping
operational the operation applet AP1 because these two
applets AP1, AP2 are contained in different packages
separated by firewalls FW. Personalisation usually re-
quires a large amount of code to perform all the neces-
sary steps. A significant memory space can thus be
gained and used after personalisation, i.e. during the use
phase of the device 2.
[0084] In a particular embodiment, the management
applet 9 causes deletion of the second package PK2 in
response to an APDU deletion command received from
the external terminal T1. In Java Card, applets such as
the management applet 9 have not the capacity to delete
other applets and packages. The terminal T1 may for
instance determine when to send the APDU deletion
command based on the one or more personalisation
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command CMD1 it has already send to the device 2. For
instance, the terminal T1 comprises a list of the one or
more personalization APDU commands CMD1 that need
to be sent to the device 2. In response to each person-
alisation command CMD1 send to the device 2, the ter-
minal T1 receives in return an acknowledgment message
indicating that the command CMD1 has been success-
fully received by the device 2. Upon detecting that (1) all
the personalisation APDU commands CMD1 have been
send to the device 2 and that (2) an acknowledgement
message has been received from the device 2 in re-
sponse to each of the personalisation command CMD1,
the terminal T1 determines that the personalisation
phase is completed and thus sends an APDU deletion
command to the device 2 to trigger deletion of the second
package PK2 by the management applet 9.
[0085] In another example, the management applet 9
may be configured, upon detecting that the personalisa-
tion phase is completed, to send a notification to the ter-
minal T1 to indicate completion of the personalisation. In
response to this notification, the terminal T1 may then
send an APDU deletion command to device 2 to trigger
deletion of the second package PK2 by the management
applet 9.
[0086] APDU communications to and from the man-
agement applet 9 may require to use a secure protocol.
In such a case, the terminal T1 uses a predefined set of
data (defining keys, protocol, etc.) to communicate via
APDU messages with the management applet 9.
[0087] In the present embodiment, there is only one
management applet 9 although other examples with mul-
tiple management applets are possible. Each manage-
ment applet may have its own Security Domain in the
mobile device 2. Each applet that is installed through a
specific management applet will be in its security domain
and may only be managed (e.g. deleted) by that specific
management applet.
[0088] In a particular embodiment, the operational ap-
plet AP1 is configured to be blocked as long as the second
package PK2 is not deleted, thereby improving even fur-
ther security of the device 2. For instance, the manage-
ment applet 9 may maintain the operational applet AP1
in a blocked state once the personalisation B10 is com-
pleted, and this as long as the second package PK2 has
not been deleted. In a particular example, the operational
applet AP1 is configured to stay in a blocked state after
the personalisation B10 and, upon detection that the sec-
ond package PK2 is deleted, it is configured to switch in
a use state.
[0089] Once it is in the use state, the operation applet
AP1 is operable to perform at least one predetermined
function as already indicated (such as a tachograph func-
tion).
[0090] In a particular example, said at least one func-
tion is thus performed after the operational applet is
switched to the use state.
[0091] In a particular example, upon detecting that the
personalisation phase is completed, the terminal T1 may

send a command to notify the operational applet AP1
that personalisation is completed. Additionally, upon re-
ceiving a deletion command from the terminal T1 to de-
lete the personalisation applet AP2 (or more generally
the second package PK2), the management applet 9 may
notify the personalisation applet AP2 that it is about to
be deleted. In response to this notification from the man-
agement applet 9, the personalisation applet AP2 sends
a command to the operation applet AP1 to request the
latter to switch from a blocked state to a use state. If the
operational applet AP1 has been notified that the per-
sonalisation is completed, it will then change its state to
the use state. If not, the operational applet AP1 will re-
main in the blocked state. In other words, the two condi-
tions (1) receiving a specific command from AP2 and (2)
being notified of personalisation completion by the ter-
minal T1 must be met to allow the state of the operational
applet AP1 to switch from a blocked state to a use state,
thereby improving even further security. Once the oper-
ational applet has switched in the use state, the terminal
T1 may cause deletion of the second package PK2, as
already described.
[0092] In a particular embodiment, after the operation-
al applet AP1 has switched to the use state, it is config-
ured to ignore any command received through the sec-
ond interface INT2. At this stage, the second package
PK2 should be deleted. Thus, if any command is received
via the interface INT2 (normally used by the personali-
sation applet AP2), it is considered a false command,
thereby enhancing even further security.
[0093] In a particular embodiment, the method de-
scribed earlier with respect to figure 3 comprises, before
the operational applet AP1 receives the personalisation
command CMD1, a step of storing in the first package
PK1 (e.g. in the operational applet AP1) an application
identifier (or code) ID2 associated with the personalisa-
tion applet AP2 (see figure 1). Storing of this identifier
ID2 can be done during a pre-personalisation phase of
the device 2. During the personalisation B10 of the first
package PK1 (or of the operational applet AP1), the op-
erational applet AP1 may thus use the application iden-
tifier ID2 of the personalisation applet AP2 to communi-
cate with the personalisation applet AP2 during the per-
sonalisation phase.
[0094] In particular, the operational applet AP1 may
authenticate the personalisation applet AP2 prior to re-
ceiving (B8, figure 3) the personalisation instructions
CMD2 from said personalisation applet AP2. To this end,
the personalisation applet AP2 may transmit its identifier
to the operational applet AP1 so that the latter can com-
pare the received identifier with the identifier ID2 pre-
stored in the operational applet AP1. The operational ap-
plet AP1 then performs the personalisation B10 accord-
ing to the personalisation instructions CMD2 only if the
authentication of the personalisation applet AP2 based
on the identifier ID2 is successful. Security of the device
2 can thus be enhanced since personalisation is blocked
by the operational applet AP1 if the authentication of the
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personalisation applet AP2 fails, thereby limiting the risks
that an attacker runs a malicious personalisation applet
in the device 2.
[0095] In a particular embodiment, to ensure that the
operation applet AP1 receives personalisation instruc-
tions CMD2 from the genuine personalisation applet
AP2, a security process is performed as described here-
after. Namely, the operation application AP1 defines one
or more personalisation object references noted RF. As
described below, a personalisation object reference RF
is a Java Object reference used by the operation applet
AP1 to create file systems, keys, and/or other personal-
ization objects. Upon receiving a personalisation com-
mand CMD1 from the terminal T1, the operational applet
AP1 forwards (B4, figure 3) to the personalisation applet
AP2, via the interface INT1, the command CMD1 along
with (or inserted therein) the previously defined person-
alisation object references RF. In other words, the per-
sonalisation object references are send as parameters
of the personalisation command CMD1 to the personal-
isation applet AP2. The personalisation applet AP2 then
processes the received personalisation command CMD1
and sends back personalisation instructions CMD2 to the
operational applet AP1 as previously described (C8, fig-
ure 3), except that it sends along (possibly inserted as
parameters within the personalisation instructions
CMD2) the same object references RF. The operational
applet AP1 performs personalisation according to the re-
ceived personalisation instructions and object references
RF. In particular, the operation applet AP1 may use the
received object references RF to create file systems,
keys and/or other personalisation objects during the per-
sonalisation phase. If the operational applet AP1 is not
the owner of (i.e. does not originate from) the received
personalisation object references RF, the latter is not ca-
pable of creating the desired personalisation objects. In
Java Card, to be able to create an object, the reference
used has to belong to the applets at hand. More partic-
ularly, a Java card applet cannot access object referenc-
es owned by other applets. Thus, it cannot do anything
related to the object references; including using it to cre-
ate personalisation objects (key, files).
[0096] The above embodiment allows preventing an
attacker from feeding malicious information to the oper-
ational applet AP1 (e.g. attacker keys). If an attacker re-
places the personalisation applet AP2 with a false applet,
the false personalisation instructions CMD2 send by the
false applet will reach the operational applet AP1 but the
operational AP1 is unable to create the personalisation
objects without the proper (Java Objet) personalisation
object references.
[0097] In a particular embodiment, for each personal-
isation command CMD1 received (B2, figure 3) from the
terminal T1, the operational applet AP1 inserts therein
an identifier ID1 identifying said operation applet AP1
before forwarding it (step B4, figure 3) to the personali-
sation applet AP2. Upon receiving a personalisation com-
mand CMD1 from the operation applet AP1, the person-

alisation applet AP2 compares the identifier ID1 received
in the personalisation command CMD1 with a predefined
identifier ID1 which is pre-stored in the personalisation
applet AP2. If there is a match, the received personali-
sation command is authenticated successfully and proc-
essed (C6) as already described earlier. Security of the
device 2 can thus be enhanced since processing of the
personalisation command CMD1 is blocked by the per-
sonalisation applet AP2 if the authentication of the per-
sonalisation applet AP2 fails, thereby limiting the risks
that an attacker runs a malicious personalisation applet
in the device 2.
[0098] As defined in the Java Card standard, a Java
Card platform is a secure multi-application environment
where applets can safely coexist in a same device. Each
applet is assigned to an execution context (also called
context) that controls access to the objects assigned to
it. The boundary between one execution context and an-
other is called an applet firewall. It is a Java Card runtime
enhancement of the Java security concept of a sandbox,
which combines the functionality of the class loader
(java.ClassLoader) and the access controller (java.Ac-
cessController). The Java Card firewall creates a virtual
heap such that an object can access (public) methods
and data of only those objects that are within the same
firewall. A firewall may contain a number of applets and
other objects, such as common secret keys. A Java Card
execution context currently has package scope. When
each object is created, it is assigned to the execution
context of the caller.
[0099] In a particular embodiment, the operating sys-
tem 8 of the device 2 implements a Java Card environ-
ment (or Java Card platform) and it manages (or moni-
tors) a current context associated with one of the pack-
ages PK1-PK3, that is, a package being currently active
in the JCRE. In the present embodiment, each package
PK1-PK3 can be associated with a context which is mon-
itored by the operating system 8. The operating system
8 may keep in memory an identifier of a current context,
i.e. a context currently being processed in the JCRE by
the operating system 8. This context thus changes over
time and can be managed and monitored by the operating
system 8. For instance, in the present embodiment, when
the operation applet AP1 forwards (B4) the personalisa-
tion command CMD1 to the personalisation applet AP2,
the operating system 6 may record an identifier of the
first package PK1 as being representative of the current
context. Likewise, when the personalisation applet AP2
processes (C6) the personalisation command CMD1 to
generate the personalisation instructions CMD2, the op-
erating system 8 may record an identifier of the second
package PK2 as being representative of the current con-
text. The device 2 can thus use the context identifiers
stored by the operating system 8 over time to verify
whether the personalisation command CMD1 received
(C4) by the personalisation applet AP2 effectively origi-
nates from the legitimate source, i.e. the first package
PK1.
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[0100] More specifically, in a particular example, after
receiving (C4) the personalisation command CMD1 and
before sending (C8, figure 3) the personalisation instruc-
tions CMD2 to the operational applet AP1, the personal-
isation applet AP2 receives from the operating system 8
an application identifier ID2 (figure 1) of the context im-
mediately preceding the current context associated with
the second package PK2. This identifier ID2 may be re-
ceived in response to a request previously send by the
personalisation applet AP2 to the operating system 8.
The personalisation applet AP2 then sends (C8) the per-
sonalisation instructions CMD2 to the operational applet
AP1 identified by the received application identifier ID2.
This forces the personalisation applet AP2 to send the
personalisation instructions CMD2 to the genuine oper-
ational applet AP1, even in a case where an attacker has
created a false operational applet for the purpose of re-
trieving the personalisation instructions CMD2. The per-
sonalisation applet AP2 is required to respond to the op-
erational applet AP1 from which originates the person-
alisation command CMD1. In this particular embodiment,
the personalisation applet AP2 thus uses the identifier of
the context immediately preceding the current context to
determine the applet to which the personalisation instruc-
tions CMD2 are to be send back. In case an attacker
creates a fake operational applet, the personalisation ap-
plet AP2 sends back the personalisation instructions to
the fake operational applet instead of sending it to the
genuine operational applet AP1.
[0101] In a particular example, the device 2 is config-
ured to control the system SY. This system SY may be,
for instance, any one of: an electronic tachograph, an
electronic passport, and an electronic identity document.
[0102] This invention having been described in partic-
ular embodiments, it is clear that it is susceptible to nu-
merous modifications and embodiments within the ability
of those skilled in the art and without the exercise of the
inventive faculty. Accordingly, the scope of the invention
is defined by the scope of the following claims. While not
explicitly described, the present embodiments may be
employed in any combination or sub-combination there-
of.
[0103] The flowchart and/or block diagrams in the fig-
ures illustrate the configuration, operation and function-
ality of possible implementations of systems, methods
and computer program products according to various
embodiments of the present disclosure. In this regard,
each block in the flowchart or block diagrams may rep-
resent a module, segment, or portion of code, which com-
prises one or more executable instructions for imple-
menting the specified logical function(s).

Claims

1. A method for managing a device (2) implementing a
Java Card environment, said device comprising an
operational applet (AP1) and a personalisation ap-

plet (AP2) which are Java-based applications stored
respectively in a first package (PK1) and in a second
package (PK2), said first and second packages be-
ing separated by Java Card firewalls (FW), said
method comprising:

- receiving (B2), by the operational applet, at
least one personalisation command (CMD1)
and forwarding (B4) said at least one personal-
isation command to the personalisation applet;
- generating (C6), by the personalisation applet,
personalisation instructions (CMD2) by
processing the at least one personalisation com-
mand;
- sending (C8), by the personalisation applet,
the personalisation instructions (CMD2) to the
operational applet;
- performing (B10), by the operational applet, a
personalisation of the first package (PK1) based
on the personalisation instructions (CMD2) re-
ceived from the personalisation applet, thereby
rendering operational the operational applet
(AP1) by said device for performing at least one
function; and
- deleting (D12), by a management applet (9) of
the device, the second package (PK2) upon de-
tection that the personalisation is completed.

2. Method according to claim 1, comprising executing
the operational applet (AP1) once the personalisa-
tion is completed.

3. Method according to claim 1 or 2, wherein said at
least one personalisation command (CMD1) is re-
ceived from a terminal external to said device.

4. Method according to any one of claims 1 to 3, where-
in the management applet (9) causes deletion of the
second package (PK2) in response to a deletion
command from said external terminal.

5. Method according to any one of claims 1 to 4, where-
in the operational applet (AP1) and the personalisa-
tion applet (AP2) communicate with each other using
respective Java Card interfaces implemented in a
third package separated from the first and second
packages by Java Card firewalls.

6. Method according to claim 5, wherein the method
comprises, before the operational applet receives
the personalisation command:

- storing (S2) said first, second and third pack-
ages in said device and forming Java Card fire-
walls separating each of said first, second and
third packages,

wherein said third package comprises:
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- a first Java Card interface (INT1) called by the
operational applet (AP1) to forward the at least
one personalisation command (CMD1) to the
personalisation applet;
- a second Java Card interface (INT2) called by
the personalisation applet (AP2) to send the per-
sonalisation instructions (CMD2) to the opera-
tional applet; and
- a library (LB) of public classes accessed by the
personalisation applet and by the operational
applet.

7. Method according to claim 6, wherein upon detecting
that the personalisation is completed and that the
second package is deleted, the operational applet
(AP1) is switched from a blocked state to a use state
so that said at least one function can be performed;
and
wherein, in the use state, the operational applet ig-
nores any command received through the second
Java Card interface.

8. Method according to any one of claims 1 to 7, where-
in the personalisation comprises at least one of:

- creating one or a plurality of system files in the
first package (PK1); and
- creating at least one key in the first package
(PK1).

9. Method according to any one of claims 1 to 8, where-
in the method comprises, before the operational ap-
plet receives the personalisation command, storing
in said first package an application identifier of the
personalisation applet;
wherein, during said personalisation of the first pack-
age, the operational applet (AP1) uses the applica-
tion identifier of the personalisation applet to be au-
thenticated by the personalisation applet prior to re-
ceiving said personalisation instructions.

10. Method according to any one of claims 1 to 9, where-
in the device comprises an operating system (6)
which implements a Java Card environment, said
operating system managing a current context asso-
ciated with one of said packages,
the method comprising, before sending the person-
alisation instructions to the operational applet (AP1),
receiving by the personalisation applet (AP2), from
the operating system, the application identifier of the
context immediately preceding a current context as-
sociated with the second package;
wherein the personalisation applet (AP2) sends the
personalisation instructions (CMD2) to the opera-
tional applet identified by the received application
identifier.

11. Method according to any one of claims 1 to 10,

wherein the operational applet (AP1) is blocked after
the personalisation is completed as long as the sec-
ond package (PK2) is not deleted.

12. A computer program (8) including instructions for ex-
ecuting the steps of a method according to any one
of claims 1 to 11 when said program is executed by
a computer.

13. A recording medium (6) readable by a computer and
having recorded thereon a computer program includ-
ing instructions for executing the steps of a method
according to any one of claims 1 to 11.

14. A device (2) implementing a Java Card environment
and comprising an operational applet (AP1) and a
personalisation applet (AP2) which are Java-based
applications stored respectively in a first package
(PK1) and in a second package (PK2), said first and
second packages being separated by Java Card fire-
walls, wherein:

- the operational applet is configured to receive
at least one personalisation command (CMD1)
and to forward said at least one personalisation
command to the personalisation applet;
- the personalisation applet is configured to gen-
erate personalisation instructions (CMD2) by
processing the at least one personalisation com-
mand;
- the personalisation applet is configured to send
the personalisation instructions (CMD2) to the
operational applet; and
- the operational applet is configured to perform
a personalisation of the first package based on
the personalisation instructions received from
the personalisation applet, thereby rendering
operational for use the operational applet by said
device;

said device further comprising a management applet
(9) configured to delete the second package upon
detection that the personalisation is completed.

15. A system comprising a device according to claim 14
for controlling the system, said system being any one
of:

- an electronic tachograph;
- an electronic passport; and
- an electronic identity document.

Amended claims in accordance with Rule 137(2)
EPC.

1. A method for managing a device (2) implementing a
Java Card environment, said device comprising an
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operational applet (AP1) and a personalisation ap-
plet (AP2) which are Java-based applications stored
respectively in a first package (PK1) and in a second
package (PK2), said first and second packages be-
ing separated by Java Card firewalls (FW), said
method comprising:

- receiving (B2), by the operational applet, at
least one personalisation command (CMD1)
and forwarding (B4) said at least one personal-
isation command to the personalisation applet;
- generating (C6), by the personalisation applet,
personalisation instructions (CMD2) by
processing the at least one personalisation com-
mand;
- sending (C8), by the personalisation applet,
the personalisation instructions (CMD2) to the
operational applet;
- performing (B10), by the operational applet, a
personalisation of the first package (PK1) based
on the personalisation instructions (CMD2) re-
ceived from the personalisation applet, thereby
rendering operational the operational applet
(AP1) by said device for performing at least one
function; and
- deleting (D12), by a management applet (9) of
the device, the second package (PK2) upon de-
tection that the personalisation is completed,

wherein the operational applet (AP1) and the per-
sonalisation applet (AP2) communicate with each
other using respective Java Card interfaces imple-
mented in a third package separated from the first
and second packages by Java Card firewalls,
wherein the method comprises, before the opera-
tional applet receives the personalisation command:

- storing (S2) said first, second and third pack-
ages in said device and forming Java Card fire-
walls separating each of said first, second and
third packages,

wherein said third package comprises:

- a first Java Card interface (INT1) called by the
operational applet (AP1) to forward the at least
one personalisation command (CMD1) to the
personalisation applet;
- a second Java Card interface (INT2) called by
the personalisation applet (AP2) to send the per-
sonalisation instructions (CMD2) to the opera-
tional applet; and
- a library (LB) of public classes accessed by the
personalisation applet and by the operational
applet.

2. Method according to claim 1, comprising executing
the operational applet (AP1) once the personalisa-

tion is completed.

3. Method according to claim 1 or 2, wherein said at
least one personalisation command (CMD1) is re-
ceived from a terminal external to said device.

4. Method according to any one of claims 1 to 3, where-
in the management applet (9) causes deletion of the
second package (PK2) in response to a deletion
command from said external terminal.

5. Method according to any one of claims 1 to 4, where-
in upon detecting that the personalisation is complet-
ed and that the second package is deleted, the op-
erational applet (AP1) is switched from a blocked
state to a use state so that said at least one function
can be performed; and
wherein, in the use state, the operational applet ig-
nores any command received through the second
Java Card interface.

6. Method according to any one of claims 1 to 5, where-
in the personalisation comprises at least one of:

- creating one or a plurality of system files in the
first package (PK1); and
- creating at least one key in the first package
(PK1).

7. Method according to any one of claims 1 to 6, where-
in the method comprises, before the operational ap-
plet receives the personalisation command, storing
in said first package an application identifier of the
personalisation applet;
wherein, during said personalisation of the first pack-
age, the operational applet (AP1) uses the applica-
tion identifier of the personalisation applet to be au-
thenticated by the personalisation applet prior to re-
ceiving said personalisation instructions.

8. Method according to any one of claims 1 to 7, where-
in the device comprises an operating system (6)
which implements a Java Card environment, said
operating system managing a current context asso-
ciated with one of said packages,
the method comprising, before sending the person-
alisation instructions to the operational applet (AP1),
receiving by the personalisation applet (AP2), from
the operating system, the application identifier of the
context immediately preceding a current context as-
sociated with the second package;
wherein the personalisation applet (AP2) sends the
personalisation instructions (CMD2) to the opera-
tional applet identified by the received application
identifier.

9. Method according to any one of claims 1 to 8, where-
in the operational applet (AP1) is blocked after the
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personalisation is completed as long as the second
package (PK2) is not deleted.

10. A computer program (8) including instructions for ex-
ecuting the steps of a method according to any one
of claims 1 to 9 when said program is executed by
a computer.

11. A recording medium (6) readable by a computer and
having recorded thereon a computer program includ-
ing instructions for executing the steps of a method
according to any one of claims 1 to 9.

12. A device (2) implementing a Java Card environment
and comprising an operational applet (AP1) and a
personalisation applet (AP2) which are Java-based
applications stored respectively in a first package
(PK1) and in a second package (PK2), said first and
second packages being separated by Java Card fire-
walls, wherein:

- the operational applet is configured to receive
at least one personalisation command (CMD1)
and to forward said at least one personalisation
command to the personalisation applet;
- the personalisation applet is configured to gen-
erate personalisation instructions (CMD2) by
processing the at least one personalisation com-
mand;
- the personalisation applet is configured to send
the personalisation instructions (CMD2) to the
operational applet; and
- the operational applet is configured to perform
a personalisation of the first package based on
the personalisation instructions received from
the personalisation applet, thereby rendering
operational for use the operational applet by said
device;

said device further comprising a management applet
(9) configured to delete the second package upon
detection that the personalisation is completed,
wherein the operational applet (AP1) and the per-
sonalisation applet (AP2) are configured to commu-
nicate with each other using respective Java Card
interfaces implemented in a third package separated
from the first and second packages by Java Card
firewalls,
wherein the device is configured to, before the op-
erational applet receives the personalisation com-
mand, store said first, second and third packages
and form Java Card firewalls separating each of said
first, second and third packages,
wherein said third package comprises:

- a first Java Card interface (INT1) called by the
operational applet (AP1) to forward the at least
one personalisation command (CMD1) to the

personalisation applet;
- a second Java Card interface (INT2) called by
the personalisation applet (AP2) to send the per-
sonalisation instructions (CMD2) to the opera-
tional applet; and
- a library (LB) of public classes accessed by the
personalisation applet and by the operational
applet.

13. A system comprising a device according to claim 12
for controlling the system, said system being any one
of:

- an electronic tachograph;
- an electronic passport; and
- an electronic identity document.
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