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Description

[0001] The present invention relates to a technique for
use with a system including a plurality of physical ma-
chines (real machines) capable of executing virtual ma-
chines, and in particular, to a method of migrating a virtual
machine from a first physical machine to a second phys-
ical machine, a computer using the method, a virtualizer
using the method, and a computer system using the
method.
[0002] According to the virtual technique, it is possible
to increase utilization efficiency of hardware resources
such as processors, memories, and input and output
units. It is also possible to change allocation of such re-
sources to collect a plurality of jobs or applications on
one physical machine. Additionally, the virtual technique
realizes a function in which a virtual machine being ex-
ecuted on a first physical machine is migrated to a second
physical machine to be executed on a virtualizing section
or a virtualizer of the second machine.
[0003] In a migration function of a virtual machine, a
storage and a network which are external devices acces-
sible from two associated physical machines are pre-
pared. Depending on cases, a virtual machine definition
file is also configured as an image in the storage acces-
sible from the physical machines.
[0004] However, in operation of such storage acces-
sible from a plurality of physical machines, any physical
machine connected to the storage is capable of referring
to or updating storage volumes in the storage. This leads
to a problem of security. To enhance security, there is
employed a function to restrict or to control access to a
storage volume in the storage and access to a network.
In general, the access control is carried out by use of a
name and an address of a request source unit having
issued a request to access a resource, for example, by
establishing a correspondence between a particular
physical machine and a storage volume in an associated
storage.
[0005] In access control of a virtual machine, it is pos-
sible to establish a correspondence between the virtual
machine and a resource by use of a name and an address
assigned to the virtual machine. When the virtual ma-
chine is migrated, the name and the address are moved
at the same time in general. It is hence possible to retain
the access control without changing the setting of the
switches and the storages in association with the migra-
tion of the virtual machine.
[0006] On the other hand, when moving a virtual ma-
chine from a first physical machine as a migration source
to a second physical machine as a migration destination,
the virtual machine definition file is not shared between
virtualizers respectively of the first and second physical
machines in some cases. In a situation in which a file
including information to define a configuration of the vir-
tual machine is individually managed by a virtualizer of
the physical machine to execute the virtual machine, a
managing server creates the virtual machine definition

file in the migration destination. After moving the virtual
machine to the migration destination, the managing serv-
er deletes the virtual machine definition file from the mi-
gration source.
[0007] JP-A-2008-217302 (Patent Document 1) de-
scribes a technique in which when the virtualizer differs
in its kind between a migration source and a migration
destination, a setting file required for operation of the
virtual machine is copied and the copied file is converted
according to the virtualizer of the migration destination.
To suppress downtime during the virtual machine migra-
tion, the virtualizer includes a collecting section to collect
information of configurations of virtual machines. In re-
sponse to an instruction from a managing server, the
virtualizer collects, converts, and updates the informa-
tion.
[0008] As above, the managing server is employed to
simplify the operation required for the virtual machine
migration and to monitor the migration state. In a situation
in which the managing server is not available or commu-
nication between the managing server and the virtual ma-
chines is disconnected, the migration of the virtual ma-
chine is suspended and then the virtual machine is re-
stored to the state before the migration in general.
[0009] A technique in which when migration of a virtual
machine is started, the state of migration is monitored is
described in pages 164 to 169 of Red Book "IBM System
p Live Partition Mobility" published in October 2007 from
IBM. If the migration fails, a managing server carried out
a recovery operation. To prevent two physical machines
from simultaneously executing a virtual machine as-
signed with the same name and the same address, the
recovery function of the managing server appropriately
restores the configuration of the virtual machine to the
state before migration or the state after migration.
[0010] According to the prior art, in an operation to
move a virtual machine executing a job from a first phys-
ical machine to a second physical machine, the manag-
ing server executes a migration procedure while commu-
nicating with the physical machine as a migration source
and the physical machine as a migration destination. The
virtualizer on each of the physical machines processes
a request from the managing server to appropriately
transfer the setting of access control between the phys-
ical machines. It is hence possible to migrate the virtual
machine to the second physical machine as the migration
destination without deteriorating security.
[0011] However, if the managing server fails or if the
communication between the managing server and the
virtualizers is disconnected before the virtual machine is
completely migrated, the request cannot be issued to the
virtualizer and the migration processing is suspended.
Due to suspension of the migration processing, the func-
tion of access control for an external device as an access
target of the virtual machine fails in some cases. This
takes place, for example, when the migration processing
is suspended after the name and the address to be used
for the access control are copied onto the migration des-
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tination and the same name and the same address re-
main in the migration source. Each of the migration
source and the destination has the same name and is
hence capable of accessing the same storage volume.
Therefore, it is likely that the contents of the storage vol-
ume are destroyed.
[0012] To prevent such storage destruction, there is
prepared a recovery function to be executed after the
virtual machine migration is suspended. According to the
recovery function, the managing server examines the
states of the migration-source and migration-destination
virtual machines. Depending on a result of the examina-
tion, the managing server restores the states of the virtual
machines to those before migration and then executes
the virtual machine on the physical machine of the mi-
gration source. Or, the managing server restores the
states of the virtual machines to the advanced states
thereof after migration and then deletes the information
of the virtual machine definition from the physical ma-
chine as the migration source.
[0013] However, if the managing server is not restored
or if the communication from the managing server to the
physical machine of the migration source or destination
is not restored, the recovery processing cannot be exe-
cuted. If the system waits for completion of the recovery
job or if the virtual machine definition is once erased and
is then created again for the recovery, the downtime due
to the migration suspension is disadvantageously elon-
gated.
[0014] The elongation of the downtime due to failure
of the managing server indicates that when the physical
machine executing the managing server is less reliable
than the physical machine executing the virtual machine,
the reliability for virtual machine migration of the system
is lowered to the level of reliability of the physical machine
executing the managing server. That is, to avoid the dis-
advantage, it is required to prepare a managing server
having higher reliability when a virtual machine is migrat-
ed from a first physical machine to a second physical
machine. This results in a problem to be solved.
[0015] In the light of the problems taking place during
the migration of a virtual machine, it is desirable to mi-
grate the virtual machine independently of the managing
server.
[0016] It is therefore a preferred aim of the present
invention to provide a computer system capable of mov-
ing a virtual machine from a first physical machine to a
second physical machine independently of the managing
server.
[0017] Thus the invention proposes that, there are pro-
vided a method of managing migration of a virtual ma-
chine and a computer system employing the method ac-
cording to the present invention wherein a first real ma-
chine is a migration source to migrate a virtual machine
being executed on the first real machine to a second real
machine. The first real machine includes a first virtualizer
and a first storage to store unique information of the vir-
tual machine to be executed by the first virtualizer. The

second real machine is a migration destination to which
a virtual machine being executed on the first real machine
is migrated from the first real machine. The second real
machine includes a second virtualizer and a second stor-
age to store unique information of the virtual machine to
be executed by the second virtualizer.
[0018] When a migration request of the virtual machine
is received, the first virtualizer sends, to the second vir-
tualizer, first unique information as unique information of
the virtual machine as a target of the migration request.
The second virtualizer receives the first unique informa-
tion from the first virtualizer, creates a virtual machine on
the second virtualizer based on the first unique informa-
tion; saves the first unique information and second
unique information as unique information of the virtual
machine created based on the first unique information,
as migration virtual machine information of the second
real machine in the second storage, and sends the sec-
ond unique information to the first virtualizer.
[0019] The first virtualizer receives the second unique
information and then saves, in the first storage, the first
unique information and the second unique information
received from the second virtualizer, as migration virtual
machine information of the first real machine.
[0020] According to the present invention, a virtual ma-
chine can be migrated independently of the managing
server. During the migration of the virtual machine, if the
operation of the virtual machine is suspended, it is pos-
sible to restore the virtual machine independently of the
managing server.
[0021] Other objects, features and advantages of the
invention will become apparent from the following de-
scription of the embodiments of the invention taken in
conjunction with the accompanying drawings.
[0022] In the drawings:

FIG. 1 is a block diagram showing structure of a com-
puter system in an embodiment of the present inven-
tion;
FIG. 2 is a diagram showing constituent components
of a virtualizer and an auxiliary storage in an embod-
iment of the present invention;
FIG. 3 is a block diagram showing structure of a phys-
ical machine in an embodiment of the present inven-
tion;
FIG. 4 is a diagram showing a data layout of virtual
machine definition information kept in a physical ma-
chine according to an embodiment of the present
invention;
FIG. 5 is a diagram showing a data layout of unique
information of a migration virtual machine kept in a
physical machine according to an embodiment of the
present invention;
FIG. 6 is a diagram showing a data layout of migra-
tion destination candidate information kept in a phys-
ical machine according to a second embodiment of
the present invention;
FIG. 7 is a diagram showing migration destination
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grant information kept in an auxiliary storage of a
physical machine in a third embodiment of the
present invention;
FIG. 8 is a flowchart showing a control procedure for
a virtualizer to migrate a virtual machine from a first
physical machine to a second physical machine in
an embodiment of the present invention;
FIG. 9 is a flowchart showing a control procedure for
a virtualizer to move data and definition information
of a virtual machine from a first physical machine to
a second physical machine in an embodiment of the
present invention;
FIG. 10 is a flowchart showing a control procedure
for a virtualizer to recover suspended virtual machine
migration in an embodiment of the present invention;
FIG. 11 is a diagram showing information kept in a
virutalizer and an auxiliary storage in the before-mi-
gration, during-migration, and after-migration states
in an embodiment of the present invention;
FIG. 12 is a flowchart showing a procedure to recover
suspended virtual machine migration at activation of
a virtual machine in an embodiment of the present
invention;
FIG. 13 is a flowchart showing a procedure to acti-
vate a virtual machine in an embodiment of the
present invention;
FIG. 14 is a diagram showing a constituent compo-
nent of a managing server; and
FIG. 15 is a flowchart showing a conventional control
procedure to move a virtual machine from a first
physical machine to a second physical machine in
an embodiment of the present invention.

[0023] Referring now to the drawings, description will
be given of embodiments according to the present inven-
tion.

<EMBODIMENT 1>

[0024] Description will now be given of a first embod-
iment according to the present invention. In conjunction
with the first embodiment associated with a system in-
cluding virtualizers, description will be given of a config-
uration of a device for and a method of migrating a Virtual
Machine (VM) through communication between virtual-
izers.
[0025] FIG 1 shows a configuration of a computer sys-
tem in the first embodiment of the present invention.
[0026] The computer system of FIG 1 includes a phys-
ical machine 1 (100), a physical machine 2 (101), and a
storage 160 as well as a storage switch 140 and a network
150, which establish connections between these constit-
uent components. The network 150 is connected to a
terminal 130 to conduct various setting operations for the
computer system.
[0027] The physical machine 1 (100) is linked via a
fibre-channel Host Bus Adapter (HBA) 110 to the storage
switch 140 and is connected via a Network Interface Card

(NIC) 120 to the network 150. Similarly, the physical ma-
chine 2 (101) is linked via a fibre-channel HBA 111 to the
storage switch 140 and is connected via an NIC 121 to
the network 150. The storage switch 140 and the terminal
130 are also coupled with the network 150.
[0028] The storage 160 is assigned with volumes 180
and 181, which are exclusively used by respective phys-
ical machines.
[0029] Each of the HBAs 110 and 111 is assigned with
a World Wide Name (WWN) unique thereto. Each of the
physical machines 1 and 2 (100 and 200) can access the
storage 160 by use of the WWN.
[0030] Each of the physical machines 1 and 2 (100 and
200) is a physical machine of a general configuration as
shown in FIG 3. FIG. 3 shows a configuration of the phys-
ical machine 1. The physical machine 1 (100) includes a
display 310 to display states of physical machines and
program execution results, an input unit 320 to supply
programs with data, a memory 330 to keep application
programs and data, a Central Processing Unit (CPU) to
execute virtualizer programs and application programs
loaded in the memory 330, an HBA 110, an NIC 120, and
an auxiliary storage 220. The constituent components
are connected via a bus to each other. For each of the
physical machines 1 and 2 (100 and 200), it is possible
to employ a blade of a blade system. The physical ma-
chines 1 and 2 (100 and 200) may be installed at locations
apart from each other.
[0031] The terminal 130 may be a physical machine
similar in structure to the physical machine 1 (100). Or,
a blade may be allocated as the terminal 130. However,
the HBA and the auxiliary storage may be dispensed with.
The managing server 190 may be a physical machine
similar in structure to the physical machine 1 (100), but
the HBA and the auxiliary storage may be dispensed with.
In FIG 14, the managing server 190 includes a migration
controller 801.
[0032] In FIG 1, the physical machines 1 and 2 (100
and 200) respectively include virtualizers 210 and 211,
which conduct virtualization. In the physical machine 1
(100), one virtual machine VM1 (200) operates under
control of the virtualizer 210.
[0033] FIG 2 shows constituent components of the
physical machine 1 (100) including the virtualizer 210.
The physical machine 1 (100) as a computer system is
similar in structure to the physical machine 1 (100) shown
in FIG 1.
[0034] The virtual machine VM1 (200) includes a vir-
tual HBA 230 which is a virtual HBA created by the vir-
tualizer 210 and a virtual NIC 240 which is a virtual NIC
240 created by the virtualizer 210. The virtualizer 210
emulates operation for the virtual HBA and the virtual
NIC. The virtual HBA 230 includes a port assigned with
a unique WWN. The virtual NIC 240 includes a port as-
signed with a unique MAC address. The WWN and the
MAC address are employed as unique information pieces
for an external device to identify a virtual adapter of a
virtual machine.
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[0035] It is possible that an operation request for the
virtualizer is inputted from the terminal 130 to operate
the virtual machine by use of data in the auxiliary storage
220 to output operation results to the terminal 130. In the
virtualizer 210, a virtualizer activator 1300 executes
processing to activate the virtualizer 210 to input a VM
definition information table 400 from the auxiliary storage
220 to the in-memory VM definition information 215. Also,
a VM activator 1400 executes VM activation processing
to activate the virtual machine.
[0036] FIG 4 shows a configuration of the VM definition
information table 400. A VM number field 410 keeps a
serial VM number defined in the virtualizer. A VM name
field 420 keeps a nickname of the virtual machine. A
UUID field 430 keeps a logical identifier to uniquely iden-
tify the VM in the system. A virtual NIC field 440 keeps
port information and a unique MAC address to identify a
virtual NIC of the VM A virtual HBA field 450 keeps port
information and a unique WWN to identify a virtual HBA
of the VM. A field 460 keeps, for example, a memory size
assigned to the VM. The VM definition information table
400 is created as VM configuration managing information
to be stored in the auxiliary storage 220. However, data
required to create the VM definition information table 400
may be obtained in any appropriate method.
[0037] In FIG 4 showing the configuration managing
information for VM1 200, the fields 410, 420, and 430
respectively keep a VM number 1, a VM name VM1, and
UUID1 as a VM logical identifier. The field 440 keeps
information pieces including port N1 to identify the virtual
NIC 240 and an MAC address MAC1 assigned by the
virtualizer 210 to the virtual NIC 240. The field 440 keeps
information pieces including port N1 to identify the virtual
NIC 240 and an MAC address MAC1 assigned by the
virtualizer 210 to the virtual NIC 240. The field 450 keeps
information pieces including port N1 to identify the virtual
HBA 230 and WWN1 which is a WWN assigned by the
virtualizer 210 to the virtual HBA230.
[0038] To migrate a virtual machine from a first phys-
ical machine to a second physical machine, the virtualizer
210 of the present embodiment includes a migration con-
troller 800 and a migration recovery section 1000. The
auxiliary storage 220 stores VM definition information
400 and migration VM unique information 500. The mi-
gration of a virtual machine to a second physical machine
means that the VM configuration information kept in the
VM definition information table 400 is moved to the sec-
ond physical machine and an external device recognizes
a virtual machine in the migration destination by use of
the VM logical identifier before the migration. Similarly,
the virtual HBA of the virtual machine in the migration
destination is identified by use of the WWN assigned to
the virtual HBA of the virtual machine before migration
and the virtual NIC is recognized by use of the MAC ad-
dress assigned to the virtual NIC of the VM before mi-
gration. The operating system running on the virtual ma-
chine before migration is transferred to the virtual ma-
chine of the migration destination.

[0039] Description will now be given of a procedure in
which the virtualizer 210 moves, in response to an indi-
cation received from the terminal 130, the virtual machine
to a second physical machine. FIG 8 is a flowchart of
operation to be executed by the migration controller 800
in the virtualizer 210. In FIG 8, broken lines indicate com-
munication of information (this also applies to the de-
scription below).
[0040] In step 810, a VM migration request is received.
The request source is the terminal 130 or the virtualizer
of the second physical machine. Additionally, the migra-
tion controller 800 receives information pieces respec-
tively indicating a virtualizer address of the migration-
source machine, a migration target virtual machine, and
a virtualizer address of the migration-destination ma-
chine. In this example, VM1 (200) is moved from the
physical machine 1 (100) to the physical machine 2 (101).
[0041] In step 815, to prevent the terminal 130 and any
other physical machine from handling the migration tar-
get virtual machine, the migration target VM is guarded
against such operation.
[0042] In step 820, a check is made to determine
whether or not this processing is being executed by the
migration-source machine (whether or not the running
machine is the migration-source virtual machine). If the
processing is being executed by the migration-source
machine, control goes to step 830.
[0043] In the prior art, the managing server is in oper-
ation. When the managing server 190 executes the
processing, a migration controller 801 of FIG 14 executes
processing in a procedure shown in FIG 15. In step 820,
information of the definition of the migration-source vir-
tual machine (VM) is obtained from the physical machine
1 (100). In step 840, the managing server 190 passes
the definition information of the migration-source VM to
the physical machine 2 (101) as the migration destina-
tion. In step 855 in the physical machine 2 (101), com-
pletion of preparation for the migration is notified to the
managing server 190. Thereafter, the VM migration
processing is executed between the virtualizers respec-
tively of the migration source and destination. When the
VM migration processing is completed, the managing
server 190 receives a notification of the completion of
the VM migration processing. If it is determined in step
870 that the migration processing has failed, control goes
to step 880. In step 880, the managing server 190 indi-
cates recovery processing to the virtualizers of the phys-
ical machines 1 and 2 (100 and 101) or presents the error
in the VM migration on the display thereof. If the manag-
ing server 190 is not operable in this situation, the result
of the VM migration is unknown, and recovery control
fails. After the managing server 190 is operable again, it
is required that the virtual machine is returned to the phys-
ical machine 1 as the migration source. If the VM infor-
mation of the virtual machine as the migration target re-
mains in the physical machine 2, forced recovery is to be
executed to delete the VM information therefrom.
[0044] In step 830, a check is made to determine
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whether or not the migration-source VM is movable to a
second physical machine. This is carried out by deter-
minimg, for example, whether or not the specified VM
(the migration target VM) is present or whether or not the
device of the VM is a device which is not available for
the VM migration. If it is determined that the VM is mov-
able, control goes to step 840. Otherwise, control goes
to step 890. Processing of step 890 will be described
later.
[0045] In step 840, address information of the virtual-
izer of the migration-source machine and VM definition
information of the migration target VM are sent to the
address of the virtualizer of the migration-destination ma-
chine to request activation of the VM migration. The VM
definition information includes information pieces re-
spectively of the fields 410 to 460 for the target VM of
the VM definition information table 400.
[0046] In step 850, the migration controller 800 waits
for completion of the migration preparation by the virtu-
alizer of the migration-destination machine. If a response
received from the migration-destination machine indi-
cates that the migration-destination VM cannot be pre-
pared, not shown, the migration controller 800 assumes
that the VM migration is not possible, and then control
goes to step 890.
[0047] If it is determined in step 820 that the processing
is being executed in other than the migration-source ma-
chine, it is possible to assume that the processing is being
executed in the migration-destination machine and con-
trol goes to step 825. Step 825 is disposed to receive the
VM definition information of the migration target VM sent
from the migration-source machine in step 840. In step
835, according to the VM definition information thus re-
ceived, the migration controller 800 creates a new virtual
machine including a virtual HBA and a virtual NIC like
the virtual machine in the migration source. For the new
virtual machine, a new entry is added to the in-memory
definition information 215 in the virtualizer 211 of the mi-
gration-destination physical machine 2 (101), and infor-
mation pieces respectively of fields 420 to 460 are des-
ignated. The VM name in the field 420 and the memory
size information in the field 460 are designated according
to the associated definition information pieces of the mi-
gration-source VM The fields 430 to 450 keep values
assigned to the new VM independently of the migration-
source VM
[0048] In step 845, the new virtual machine is activat-
ed. Specifically, the virtualizer 211 emulates an operation
in which the virtualizer 211 turns power of the virtual ma-
chine on, but does not boot the operating system.
[0049] In step 855, completion of the preparation for
the migration-destination VM (new VM) is notified to the
migration-source virtualizer. However, if the migration-
destination VM cannot be prepared due to, for example,
insufficient resources of the migration-destination ma-
chine, it is notified that the VM migration is not possible.
When the migration-source virtualizer receives the noti-
fication, control goes to step 890, not to step 860.

[0050] As above, the preparation for the VM migration
to the second physical machine has been finished. De-
scription will now be given of a procedure beginning at
step 860.
[0051] After the completion of migration preparation is
received in step 857, control goes to step 860. Step 860
is migration processing in which memory data and infor-
mation of VM registers of the migration target VM are
copied onto the migration-destination VM and the oper-
ating system is transferred to the migration-destination
VM. This will be described later in detail by referring to
FIG 9.
[0052] In step 870, a result of the migration processing
of step 860 is examined. If the migration processing is
terminated in failure, control goes to step 880 to execute
migration recovery processing. In the migration recovery
processing, a check is made at reception of suspension
of the VM migration to determine whether the VM is to
be returned to the migration source or the VM migration
is to be advanced beginning at the suspended point. The
processing will be described later in detail by referring to
FIG 10.
[0053] In step 890, since the VM migration is complet-
ed, the restriction imposed on the operation for the VM
is released. Specifically, the guard of the VM set in step
815 against operations from the terminal 130 and any
other physical machine is removed. A result indicating
that the migration has been completed or the migration
is not possible is returned to the terminal 130 as a request
source and then the processing is terminated.
[0054] Description will be given of the VM migration
procedure of step 860 by referring to the flowchart shown
in FIG 9.
[0055] In step 900, a check is made to determine
whether or not the processing is being executed by the
virtualizer of the migration-source machine. If it is deter-
mined that the processing is being executed by the vir-
tualizer of the migration-source machine, control goes to
step 1900. If it is determined that the processing is being
executed by the virtualizer of the migration-destination
machine, control goes to step 2900.
[0056] Description will be given of migration process-
ing in the migration-source machine.
[0057] In step 1900, unique information allocated to
the migration target VM is stored in the auxiliary storage
220 in the form of the migration VM unique information
table 500. The information table 500 is used at suspen-
sion of the VM migration by the virtualizer to identify the
VM being migrated. Referring to FIG 5, description will
be given of the data layout of the migration VM unique
information table 500.
[0058] The migration VM unique information table 500
includes an upper row to keep unique information of the
VM under consideration and a lower row to keep VM
unique information of a virtual machine as a communi-
cating partner. Each row includes fields 510 to 560. The
field 510 keeps an address of a virtualizer to be employed
for communication with a virtual machine as a commu-
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nicating partner. The field 520 keeps a VM name. The
field 530 keeps a UUID as a VM logical identifier. The
field 540 keeps information pieces which respectively in-
dicate a port to identify the virtual NIC 240 and an MAC
address assigned by the virtualizer to the virtual NIC 240.
The field 550 keeps information pieces respectively in-
dicating a port to identify the virtual HBA 230 and a WWN
assigned by the virtualizer to the virtual HBA 230. The
field 560 keeps information indicating a migration-source
VM or a migration-destination VM If the VM under con-
sideration is a migration source, the upper row keeps
information for a migration source and the lower row
keeps information for a migration destination.
[0059] In step 1910, a VM state of the migration target
VM is sent to the migration-destination virtualizer. The
VM state includes data in the VM memory and data in
VM virtual registers. By setting these items to the migra-
tion-destination VM, it is possible for the migration-des-
tination VM to continuously execute the processing of
the operating system employed in the migration-source
VM. In step 1920, the migration target VM is invalidated.
That is, to prevent execution of the operating system in
the migration target VM after the processing of the oper-
ating system is transferred to the migration-destination
VM, the logical power of the migration target VM is turned
off (the processing up to this point is first migration-source
processing).
[0060] Thereafter, control waits for completion of an
operation in which the migration-destination virtualizer
stores the definition information of the migration-destina-
tion VM in the auxiliary storage 220. When a report indi-
cating completion of the operation to store the definition
information of the migration-destination VM is received
from the migration-destination virtualizer in step 1930,
the VM definitioin of the migration target VM is deleted
from the migration source in step 1940. That is, the VM
definitioin information of the migration target VM which
has been migrated is deleted from the in-memory VM
definitioin information 215.
[0061] In step 1950, the VM unique information kept
secured for the migration target VM up to this point is
changed to VM unique information of the migration-des-
tination VM (transfer of the information). This is because
the unique information allocated to the migration-desti-
nation VM is used in place of the unique information of
the migration-source VM transferred as above. If a virtual
machine is created in future, the migration-destination
WWN changed and registered as above is used as a
WWN assigned to the virtual HBA. Similarly, the migra-
tion-destination MAC changed and registered as above
is used as an MAC address assigned to the virtual NIC.
[0062] In step 1960, the VM definition information table
400 of the auxiliary storage 220 is updated. The definition
of VM1 transferred from the migration-destination VM is
deleted. The WWN and the MAC address transferred
from the migration-destination VM are registered to the
VM definition information table 400.
[0063] In step 1970, a notification that the VM definition

information of the migration-source machine has been
saved in the auxiliary storage is sent to the migration-
destination virtualizer.
[0064] The VM definition information has been ex-
changed to be saved in the migration-source and migra-
tion-destination machines. Hence, in step 1980, the mi-
gration VM unique information 500 is deleted from the
auxiliary storage 220 (the processing up to this point is
second migration-source processing).
[0065] When the report indicating completion of the
migration is received from the migration-destination vir-
tualizer 210 in step 1990, the VM migration processing
860 is normally terminated. The VM migration processing
860 is abnormally terminated if the processing is sus-
pended between step 1900 and step 1990, if a report of
suspension of the migration is received from the migra-
tion-destination virtualizer 210, or if failure of the migra-
tion-destination machine is detected. In step 870, failure
of the migration processing is determined and control
goes to step 880.
[0066] Description will now be given of the migration
processing in the migration-destination virtualizer.
[0067] In step 2900, VM unique information pieces
such as the WWN, the MAC address, and the UUID which
are assigned to the migration-destination VM and which
are registered to the in-memory VM definition information
215 are updated to the values suitable for the migration
target VM
[0068] In step 2910, information of the state of the mi-
gration target VM is received from the migration-source
virtualizer 210.
[0069] When the state information of the migration tar-
get VM is completely received, control goes to step 2920
to set the memory data and the register data of the mi-
gration target VM received as above, to the migration-
destination VM (new VM)
[0070] In step 2930, the migration-destination VM is
validated. After step 2930, the processing of the operat-
ing system on the migration-source VM is transferred to
the migration-destination VM
[0071] In step 2940, the unique information assigned
to the migration target VM is stored in the auxiliary stor-
age 220 according to the data layout of the migration VM
unique information table 500. This table is employed at
suspension of the VM migration by the associated virtu-
alizer to identify the VM being migrated.
[0072] In step 2950, the VM definition information table
400 is updated in the auxiliary storage 220. As a result,
the migration-destination VM definition created as above,
the VM unique information such as the UUID, the WWN,
and the MAC address transferred from the migration tar-
get VM, and the memory size information substantially
equal to that of the migration target VM are saved in the
auxiliary storage 220.
[0073] In step 2960, a report indicating that the VM
definition information of the migration-source machine
has been saved in the auxiliary storage 220 is sent to the
migration-source virtualizer (the processing up to this
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point is first migration-destination processing).
[0074] In step 2970, a report that the VM definition in-
formation has been completely exchanged to be stored
in the migration-source machine is received. In step
2980, the migration VM unique information table 500 is
deleted from the auxiliary storage 220.
[0075] In step 2990, completion of the VM migration
processing in the migration-destination machine is noti-
fied to the migration-source virtualizer 210. If the process-
ing is suspended between step 2900 and step 2990, the
VM migration processing 860 is abnormally terminated.
In step 870, failure of the migration processing is deter-
mined and control goes to step 880 (the processing up
to this point is second migration-destination processing).
[0076] Referring now to the flowchart shown in FIG 10,
description will be given of the migration recovery proce-
dure of step 880. This procedure is recovery processing
which cannot be accomplished by the conventional mi-
gration processing by the managing server. The migra-
tion-source virtualizer and the migration-destination vir-
tualizer cooperate with each other such that the VM mi-
gration in a suspended state is changed to the VM mi-
gration in a migration completion state or the VM migra-
tion information is deleted from the migration-destination
machine to return the VM to the migration source.
[0077] In the prior art, the migration recovery is possi-
ble only if the managing server can be activated. How-
ever, according to the present invention, the migration
VM unique information table 500 is disposed in the mi-
gration-source and migration-destination machines and
each of the migration-source and migration-destination
virtualizers synchronously saves the VM definition infor-
mation. Hence, the migration recovery is possible irre-
spectively of the managing server. Even if power is turned
off and is then turned on in either one or both of the mi-
gration-source and migration-destination machines, the
migration recovery procedure can be executed without
establishing connection to the managing server. The mi-
gration-source or migration-destination machine exe-
cutes the recovery processing depending on cases.
[0078] In step 1010, the migration recovery section of
the real machine to conduct migration recovery accesses
the auxiliary storage 220 to obtain, from the migration
VM unique information table 500, the definition informa-
tion of the migration-source VM, the definition information
of the migration-destination VM, and the virtualizer ad-
dress of the partner machine (the virtualizer address of
the migration destination if the processing is being exe-
cuted by the migration source; the virtualizer address of
the migration source if the processing is being executed
by the migration destination). In a situation wherein the
migration VM unique information table 500 is absent from
the auxiliary storage 220, but the virtualizer 210 keeps
in its memory the information equivalent to the migration
VM unique information table 500; the migration recovery
section uses the definition information of the migration-
source VM, the definition information of the migration-
destination VM, and the virtualizer address of the partner

machine which are kept in the virtualizer 210. This oper-
ation is associated with the situation in which the VM
migration processing is suspended when the migration-
destination machine is executing processing between
step 2900 and step 2930.
[0079] However, in the migration-source machine, if
the migration VM unique information is absent from the
auxiliary storage 220, it is assumed that the VM migration
has not been suspended. Hence, the migration recovery
processing is terminated.
[0080] In the migration-destination machine, if the mi-
gration VM unique information is absent from the auxiliary
storage 220 and the virtualizer 210, it is assumed that
the VM migration has not been suspended. Hence, the
migration recovery processing is terminated.
[0081] In step 1030, a check is made to determine
whether or not the definition of the migration-source VM
remains in the VM definition information table 400 stored
in the auxiliary storage 220 of the migration-source ma-
chine (processing of step 1960 is finished). If the defini-
tion does not remain therein, it is assumed that the VM
has been moved to the migration-destination machine
and control goes to step 1070. Processing of step 1070
will be described later. If the definition remains therein,
control goes to step 1040.
[0082] In step 1040, a check is made to determine
whether or not the definition of the migration-destination
VM is stored in the VM definition information table 400
in the auxiliary storage 220 of the migration-destination
machine (processing of step 2950 is finished). If the def-
inition has been stored therein, control goes to step 1050
to delete the definition of the migration-source VM from
the in-memory VM definition information 215 of the vir-
tualizer 210 and the auxiliary storage 220 of the migra-
tion-source machine.
[0083] In step 1060, the VM unique information kept
secured for the migration-source VM up to this point is
changed to the unique information of the migration-des-
tination VM (processing is resumed in step 1950). This
processing is executed to use the unique information as-
signed to the migration-destination VM in place of the
unique information of the migration-source VM trans-
ferred to the migration-destination VM. If a virtual ma-
chine is created in future, the migration-destination WWN
changed and registered as above is used as a WWN
assigned to the virtual HBA. Similarly, the migration-des-
tination MAC changed and registered as above is used
as an MAC address assigned to the virtual NIC. Addi-
tionally, the VM definition information table 400 is updat-
ed in the auxiliary storage 220. In the processing, al-
though the definition of VM1 transferred to the migration-
destination VM is deleted, the WWN and the MAC ad-
dress transferred to the migration-destination VM are
saved in the VM definition information table 400.
[0084] Since the migration-destination VM is valid as
indicated in step 1070, control goes to step 1080 to delete
the migration VM unique information table 500 from the
auxiliary storage and the virtualizer of the physical ma-
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chine of each of the migration source and destination.
[0085] If it is determined in step 1040 that the definition
of the migration-destination VM is absent from the VM
definition information table 400 in the auxiliary storage
220 of the migration-destination machine, control goes
to step 1055.
[0086] In step 1055, the migration-destination VM
(new VM) created by the migration-destination machine
is deleted from the in-memory VM definition information
215 of the migration-source virtualizer 210.
[0087] In step 1065, the VM unique information of the
in-memory VM definition information is restored to the
information in the state before the VM migration.
[0088] The migration-source VM is valid as indicated
in step 1075, and control goes to step 1080.
[0089] The migration recovery processing 1000 is ex-
ecuted as above, and the migration target VM is saved
only in either one of the migration-source and migration-
destination machines.
[0090] However, if either one or both of the migration-
source and migration-destination machines is or are in
failure or if communication between the physical ma-
chines is disconnected, it is possible to execute the mi-
gration recovery processing only up to step 1080. Hence,
at activation of a physical machine, a check is made to
determine whether or not the VM migration is suspended
before the physical machine is stopped, and then an at-
tempt is made to conduct the migration recovery (FIG
12). Also, the guard function is activated to prevent an
operation in which VMs are activated under mutually
same access control in the migration-source and migra-
tion-destination machines (FIG 13).
[0091] FIG 12 shows the processing of the virutalizer
activator section 1300 in the virtualizer 210. Step 1210
is a processing procedure ranging from when the virtu-
alizer is activated at activation of the physical machine
to when a request for VM activation is about to be issued.
In step 1220, a check is made to determine whether or
not the migration VM unique information 500 is stored in
the auxiliary storage 220. If the migration VM unique in-
formation 500 is stored therein, it is indicated that the VM
migration processing is suspended and the physical ma-
chine is stopped. Hence, the migration recovery process-
ing is required. In step 1230, the migration partner virtu-
alizer information is obtained from the migration VM
unique information 500 to make an attempt to communi-
cate with the migration partner.
[0092] In step 1240, a check is made to determine
whether or not the communication with the virtualizer as
the migration partner has been successfully conducted.
If the communication has been successfully conducted,
control goes to step 1250 to execute the migration re-
covery processing shown in FIG 10.
[0093] In step 1260, a message indicating completion
of the migration recovery is presented on the display 310.
[0094] If the communication has failed, control goes to
step 1270 to present a message of failure of the migration
recovery on the display 310. In this way, after attempting

the migration recovery during the virtualizer activation
processing, control goes to step 1280 to wait for an or-
dinary VM activation request.
[0095] FIG 13 shows the processing to be executed
by the VM activator section 1400 of the virtualizer 210
when a VM activation request is received. In step 1310,
a check is made to determine whether or not the migration
VM unique information 500 is stored in the auxiliary stor-
age 220. If it is determined that the migration VM unique
information 500 is absent therefrom, control goes to step
1340 to execute the ordinary VM activation processing.
Otherwise, control goes to step 1320 to determine wheth-
er or not the VM indicated by the VM activation request
matches the migration VM stored in the migration VM
unique information 500. If these VMs match each other,
control goes to step 1330 to present on the display 310
a message indicating that the VM cannot be activated.
In this way, when the activated VM is being migrated or
the migration of the VM is suspened, the VM is guarded
against activation thereof.
[0096] At an attempt to re-activate a virtual machine,
if information indicating that the virtual machine is being
migrated has been stored, the virtual machine activator
1300 can prevent the re-activation of the virtual machine.
[0097] FIG 11 shows information kept in the virutalizers
and the auxiliary storages before, during, and after VM
migration.

(1) Before VM migration, the VM1 is running on the
physical machine 1, and the definition of the VM1 is
in the memory 215 of the virtualizer 210 and the aux-
iliary storage 220. In the physical machine 2, the def-
inition of the VM2 is stored in the auxiliary storage
221, but it is indicated that the VM2 has not been
activated.
(2) During VM migration, the VM3 (202) to be used
as a provisional definition of the migration destination
of the VM1 is defined in the physical machine 2, the
definition of the VM3 is in the memory 215 of the
virtualizer 211, and the migration VM unique infor-
mation is stored in the auxiliary storages 220 and
221 respectively of the physical machines 1 and 2.
(3) After VM migration, the VM1 (200) is running on
the physical machine 2, the definition of the VM1 is
in the memory 215 of the virtualizer 211 and the aux-
iliary storage 221. In the physical machine 1, the
unique information pieces such as the WWN and the
MAC address of the VM3 are stored in the auxiliary
storage 220. The unique information pieces will be
used for any VM definition to be created in future.

[0098] As above, according to the first embodiment, a
virtualizer of a migration source having received a re-
quest to migrate a virtual machine cooperates with a vir-
tualizer of a migration destination, to thereby migrate the
virtual machine. Even if the VM migration is suspended,
the suspended state of the VM migration can be released
(recovery of the migration) through cooperation of the
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migration-source and migration-destination virtualizers.
[0099] By executing the processing as above, even
the managing server is in failure, the virtual machine can
be securely migrated.

<EMBODIMENT 2>

[0100] In the second embodiment, the physical ma-
chine 100 of the first embodiment further includes a mi-
gration destination candidate table 600 shown in FIG 6.
In the computer system of the second embodiment, even
if the migration-destination machine is not designated to
migrate a virtual machine, the virtualizer 210 migrates
the virtual machine to a second physical machine.
[0101] In step 810 of the migration control procedure
described in conjunction with FIG. 8, if the indication of
the migration-destination machine is absent (missing),
the virutalizer 210 selects from the migration destination
candidate table 600 a physical machine as the migration
destination by use of an address of a virtualizer before-
hand registered to the migration destination candidate
table 600.
[0102] If there exist a plurality of candidate physical
machines, the virutalizer 210 repeatedly issues an asso-
ciated enquiry to the virtualizer 210 of each physical ma-
chine registered to the migration destination candidate
table 600 until the migration destination is determined.
When the migration destination is determined, the
processing is sequentially executed beginning at step
810.
[0103] Through the processing described above, even
if there exists no managing server to manage a plurality
of physical machines, it is possible to select a physical
machine as the VM migration destination from a plurality
of physical machines.

<EMBODIMENT 3>

[0104] The third embodiment is a computer system in
which the physical machine 100 of the first embodiment
includes migration destination grant information 700
shown in FIG. 7 to prevent migration of a virtual machine.
[0105] If it is required to sustain performance of a virtual
machine running on the physical machine 100, VM mi-
gration destination prevention information is registered
to the migration destination grant information 700 in ad-
vance.
[0106] In step 835 of the migration control procedure
described in conjunction with FIG. 8, the information
items of the migration destination grant information 700
are examined to determine whether or not it is possible
to create a migration-destination virtual machine in the
migration-destination machine. If the VM migration des-
tination prevention information has been registered to
the migration destination grant information 700, a mes-
sage "VM migration is not possible" is sent to the migra-
tion-source machine.
[0107] Through the processing described above, even

if there exists no managing server to monitor perform-
ance of physical machines, it is possible to prevent mi-
gration of a virtual machine to the physical machine ex-
ecuting a virtual machine the performance of which is to
be sustained.
[0108] While the present invention has been specifi-
cally described with reference to the particular illustrative
embodiments, it is not to be restricted by those embod-
iments but only by the appended claims, as interpreted
by the description and drawings. It is to be appreciated
that those skilled in the art can change or modify the
embodiments without departing from the scope and spirit
of the present invention.

Claims

1. A computer system comprising a plurality of real ma-
chines (100, 101), wherein:

each of the real machines comprises a Central
Processing Unit (CPU; 340), a storage
(220,330), and a virtualizer (210, 211) to execute
at least one virtual machine (200, 201) on the
real machine;
the real machines comprise a first real machine
(100) and a second real machine (101) which
are linked via a network (150) to each other;
the first real machine is a migration source to
migrate a virtual machine (200) being executed
on the first real machine to the second real ma-
chine, and comprises a first virtualizer (210) and
a first storage (220) to store unique information
(400, 500) of the virtual machine to be executed
by the first virtualizer;
the second real machine is a migration destina-
tion to which a virtual machine (200) being ex-
ecuted on the first real machine is migrated from
the first real machine, and comprises a second
virtualizer (211) and a second storage (221) to
store unique information (400, 500) of the virtual
machine to be executed by the second virtual-
izer;
at reception of a migration request of the virtual
machine, the first virtualizer sends, to the sec-
ond virtualizer, first unique information (400)
which is unique information of target virtual ma-
chine of the migration request;
the second virtualizer receives the first unique
information from the first virtualizer,
creates a virtual machine on the second virtual-
izer based on the first unique information,
saves the first unique information and second
unique information which is unique information
of the virtual machine created based on the first
unique information, as migration virtual machine
information of the second real machine in the
second storage, and
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sends the second unique information to the first
virtualizer; and
the first virtualizer receives the second unique
information and
saves, in the first storage, the first unique infor-
mation and the second unique information re-
ceived from the second virtualizer, as migration
virtual machine information of the first real ma-
chine.

2. A computer system according to claim 1, wherein
the unique information (400, 500) comprises ad-
dress information (450) of a virtual Host Bus Adapter
(HBA; 230) required for the virtual machine to access
an external storage and address information (440)
of a virtual Interface Card (NIC; 240) required for the
virtual machine to connect to the network.

3. A computer system according to claim 1, wherein:

the first storage keeps, as first definition infor-
mation (400), unique information of at least one
virtual machine to be executed on the first real
machine, the unique information including the
first unique information;
the second storage keeps, as second definition
information (400), unique information of at least
one virtual machine to be executed on the sec-
ond real machine, the unique information includ-
ing the second unique information;
the first virtualizer executes first migration-
source processing in which the first virtualizer
sends state information of a state of the virtual
machine as the migration request target to the
second virtualizer, and
invalidates the virtual machine as the migration
request target;
the second virtualizer executes first migration-
destination processing in which the second vir-
tualizer receives the state information from the
first virutalizer,
sets the state information to the virtual machine
created based on the first unique information,
validates the virtual machine to which the state
information is set,
updates the second unique information included
in the migration virtual machine information of
the second real machine to unique information
of the virtual machine thus validated and saves
the unique information as new second unique
information,
updates the second unique information included
in the second definition information to the new
second unique information and saves the new
second unique information, and
notifies the first virtualizer of an event that the
new second unique information has been saved
in the migration virtual machine information and

the second definition information of the second
real machine,
the first virtualizer executes second migration-
source processing in which the first virtualizer
receives the notification of the saving of the new
second unique information from the second vir-
tualizer,
changes the first unique information included in
the first definition information to the second
unique information included in the first migration
virtual machine information,
notifies the change of the first unique information
to the second virtualizer, and
deletes the migration virtual machine informa-
tion of the first real machine; and
the second virtualizer executes second migra-
tion-destination processing in which the second
virtualizer receives the notification of the change
of the first definition information from the first
virtualizer, and
deletes the migration virtual machine informa-
tion of the second real machine.

4. A computer system according to claim 3, wherein
the state information comprises data being used by
the virtual machine of the migration request target
included in the first storage and data of registers of
the first real machine, the registers being used by
the virtual machine of the migration request target.

5. A computer system according to claim 3, wherein
if at least one of the first migration-destination
processing, the second migration-destination
processing, the first migration-source processing,
and the second migration-source processing is not
completed,
a migration recovery section (1000) of either one of
the first and second virtualizers makes a check to
determine whether or not the migration virtual ma-
chine information of the first real machine is present
in the first real machine, and
makes a check to determine whether or not the mi-
gration virtual machine information of the second real
machine is present in the second real machine;
if the migration virtual machine information of the first
real machine is absent from the first real machine
and the migration virtual machine information of the
second real machine is absent from the second real
machine,
the migration recovery section assumes that the first
migration-destination processing, the second migra-
tion-destination processing, the first migration-
source processing, and the second migration-source
processing have been completed, and
if at least either one of the migration virtual machine
information of the first real machine and the migration
virtual machine information of the second real ma-
chine is present,
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the migration recovery section makes a check to de-
termine whether or not the first unique information
is saved in the first storage,
if the first unique information is not saved in the first
storage, the migration recovery section assumes
that the second migration-destination processing
has not been completed,
validates the virtual machine to which the state in-
formation has been set, and deletes the migration
virtual machine information of the first real machine
and the migration virtual machine information of the
second real machine;
if the first unique information is saved in the first stor-
age, the migration recovery section makes a check
to determine whether or not the new second unique
information is saved in the second storage;
if the new second unique information is not saved in
the second storage, the migration recovery section
assumes that the first migration-destination process-
ing has not been completed,
validates the virtual machine as the migration re-
quest target, and
deletes the migration virtual machine information of
the first real machine and the migration virtual ma-
chine information of the second real machine;
if the new second unique information is saved in the
second storage, the migration recovery section as-
sumes that the second migration-source processing
has not been completed,
validates the virtual machine to which the state in-
formation has been set, and deletes the migration
virtual machine information of the first real machine
and the migration virtual machine information of the
second real machine.

6. A computer system according to claim 1, wherein
each of the first and second virtualizers comprises
communication means (240) to conduct communi-
cation via the network,
the virtualizer using the communication means to mi-
grate the virtual machine as the migration request
target from the first real machine to the second real
machine.

7. A computer system according to claim 1, wherein
the first storage comprises migration-destination
candidate information (600) to store a candidate of
a real machine to be used as a migration destination
of the virtual machine as the migration request target,
and
if the real machine to be used as a migration desti-
nation is absent from the migration request, the first
virtualizer refers to the migration-destination candi-
date information to thereby determine the real ma-
chine to be used as a migration destination.

8. A computer system according to claim 1, wherein
the second storage comprises migration grant infor-

mation (700) indicating whether or not migration of
the virtual machine as the migration request target
is granted,
the second virtualizer refers, in creation of the virtual
machine on the second virtualizer based on the first
unique information, to the migration grant informa-
tion of the second storage, and
notifies, if the migration grant information indicates
that the migration of the virtual machine is not grant-
ed, an event that the migration of the virtual machine
as the migration request target is not granted, to the
first real machine.

9. A computer comprising a CPU (340), a storage
(220), and a virutalizer (210, 211) to execute at least
one virtual machine (VM1, VM2) on a real machine
(100, 101), wherein, when the computer is a migra-
tion source,
a migration controller (800) of the virutalizer identi-
fies, at reception of a migration request of a virtual
machine (810), a real machine as a migration desti-
nation of migration of the virtual machine according
to the migration request (820),
sends first unique information (400) as unique infor-
mation of the virtual machine as the migration re-
quest target to the real machine as the migration
destination (840),
obtains, from the real machine as the migration des-
tination, second unique information (500) as unique
information of the virtual machine created based on
the first unique information on the real machine as
the migration destination (857), and
saves the first unique information and the second
unique information obtained from the virtualizer of
the migration destination, as migration virtual ma-
chine information in the storage (860).

10. A computer according to claim 9, wherein
the storage keeps, as definition information (400,
500), unique information of at least one virtual ma-
chine to be executed,
the virtualizer executes
first processing in which the virtualizer sends state
information of the virtual machine as the migration
request target to the real machine of the migration
destination and invalidates the virtual machine as
the migration request target,
the virtualizer executes
second processing in which the virtualizer changes
the unique information in the definition information
to the second unique information included in the mi-
gration virtual machine information,
sends an event of the change to the real machine of
the migration destination, and deletes the migration
virtual machine information from the storage.

11. A computer system according to claim 10, wherein
if at least one of the first processing and the second
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processing has not been completed,
the virtualizer makes a check to determine whether
or not the migration virtual machine information is
present in the real machine;
if the migration virtual machine information is absent
from the real machine,
the virtualizer assumes that the first processing and
the second processing have been completed, and
if the migration virtual machine information is present
in the real machine,
the virtualizer makes a check to determine whether
or not the first unique information is saved in the stor-
age,
if the first unique information is not saved in the stor-
age, the virtualizer indicates validation of the virtual
machine created based on the first unique informa-
tion, to the real machine of the migration destination
and deletes the migration virtual machine informa-
tion;
if the first unique information is saved in the storage,
the virtualizer makes a check to determine whether
or not the first unique information is saved in the real
machine as the migration destination;
if the first unique information is not saved in the real
machine as the migration destination, the virtualizer
assumes that the second processing has not been
completed, validates the virtual machine as the mi-
gration request target, and deletes the migration vir-
tual machine information; and
if the first unique information is saved in the real ma-
chine as the migration destination, the virtualizer in-
dicates validation of the virtual machine created
based on the first unique information, to the real ma-
chine as the migration destination and deletes the
migration virtual machine information.

12. The computer according to claim 9, wherein, when
the computer is a migration destination,
a migration controller (800) of the virutalizer identi-
fies, at reception of the migration request of the vir-
tual machine, a real machine as a migration desti-
nation of migration of the virtual machine according
to the migration request,
obtains the first unique information from the real ma-
chine as the migration source,
creates a virtual machine on the virtualizer based on
the first unique information which is the first unique
information obtained from the migration source,
saves the first unique information and second unique
information as unique information of the virtual ma-
chine created based on the first unique information,
as migration virtual machine information in the stor-
age, and
sends the second unique information to the real ma-
chine as the migration source.

13. A computer according to claim 12, wherein
the storage keeps, as definition information (400,

500), unique information of at least one virtual ma-
chine to be executed,
the virtualizer executes first processing in which the
virtualizer obtains state information of a state of the
virtual machine as the migration request target from
the real machine as the migration source,
sets the state information to the virtual machine cre-
ated based on the first unique information,
validates the virtual machine to which the state in-
formation is set,
updates the second unique information included in
the migration virtual machine information to unique
information of the virtual machine thus validated and
saves the unique information as new second unique
information,
updates the second unique information included in
the definition information to the new second unique
information and saves the new second unique infor-
mation,
notifies the real machine as the migration source of
an event that the new second unique information is
saved in the migration virtual machine information
and the definition information, and
executes second processing in which the virtualizer
deletes the migration virtual machine information.

14. A computer according to claim 13, wherein
if at least one of the first processing and the second
processing is not completed, the virtualizer makes a
check to determine whether or not the migration vir-
tual machine information is present in the real ma-
chine;
if the migration virtual machine information is absent
from the real machine, the virtualizer assumes that
the first processing and the second processing have
been completed, and
if the migration virtual machine information is present
in the real machine,
the virtualizer makes a check to determine whether
or not the first unique information is saved in the real
machine as the migration source,
if the first unique information is not saved in the real
machine as the migration source, the virtualizer as-
sumes that the second processing has not been
completed, validates the virtual machine to which
the state information is set, and deletes the migration
virtual machine information;
if the first unique information is saved in the real ma-
chine as the migration source, the virtualizer makes
a check to determine whether or not the new second
unique information is stored in the storage,
if the new second unique information is not stored in
the storage, the virtualizer assumes that the first
processing has not been completed, indicates vali-
dation of the virtual machine as the migration request
target to the real machine as the migration source,
and deletes the migration virtual machine informa-
tion; and
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if the new second unique information is stored in the
storage, the virtualizer validates the virtual machine
to which the state information is set, and deletes the
migration virtual machine information.

15. A virtualizer for executing at least one virtual ma-
chine (VM1, VM2) on a real machine comprising a
CPU (340) and a storage (220), wherein
when a migration request of the virtual machine is
received,
if the virtual machine is a virtual machine being ex-
ecuted on a virtualizer of a migration source,
the virutalizer identifies a real machine as a migration
destination of migration of the virtual machine ac-
cording to the migration request,
sends first unique information as unique information
of the virtual machine as the migration request target
to the real machine as the migration destination,
obtains, from the real machine as the migration des-
tination, second unique information which is unique
information of the virtual machine created based on
the first unique information,
saves the first unique information and the second
unique information, as the migration virtual machine
information in the storage of the real machine, and
if the virtual machine is a virtual machine being ex-
ecuted on a virtualizer of a migration destination,
the virutalizer identifies a real machine as the migra-
tion source of migration of the virtual machine ac-
cording to the migration request,
obtains the first unique information from the virtual-
izer of the migration source and creates a virtual ma-
chine based on the first unique information,
saves the first unique information and the second
unique information, as migration virtual machine in-
formation in the storage, and
sends the second unique information to the real ma-
chine as the migration source.
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