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(54) COMMUNICATION METHOD AND DEVICE

(57) This application provides a communication
method and a device. The communication method in-
cludes: obtaining, by a terminal device, a security key,
where the terminal device is in a state in which the ter-
minal device disconnects a radio resource control RRC
connection from a first network device but retains context
information that is of the terminal device and that is in
the first network device; and sending, by the terminal
device, a first message to a second network device,
where the first message includes an identifier of the ter-
minal device and encrypted uplink data and/or signaling,
the encrypted uplink data and/or signaling is encrypted
by using the security key, and the second network device
is different from the first network device. In this applica-
tion, the security key is used for encryption during com-
munication between the terminal device in the inactive
state and the network device, so that communication se-
curity can be improved.
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Description

[0001] This application claims priority to Chinese Pat-
ent Application 201710186514.4, filed with the Chinese
Patent Office on March 24, 2017 and entitled "COMMU-
NICATION METHOD AND DEVICE", which is incorpo-
rated herein by reference in its entirety.

TECHNICAL FIELD

[0002] This application relates to the communications
field, and more specifically, to a communication method
and a device.

BACKGROUND

[0003] An inactive state of a terminal device is a state
in which the terminal device disconnects an RRC con-
nection from a radio access network (Radio Access Net-
work, RAN) device but retains a context of the terminal
device. In the inactive state, when being moved to a cell
of a new RAN device, the terminal device may send uplink
data to the new RAN device (which may also be referred
to as a switched-to RAN device) based on the previously
retained context of the terminal device.
[0004] In current technologies, no technology is avail-
able for ensuring security of data transmission between
the terminal device in the inactive state and the switched-
to RAN device.

SUMMARY

[0005] This application provides a communication
method and a device, to effectively improve security of
communication between a terminal device in an inactive
state and a network device.
[0006] According to a first aspect, a communication
method is provided. The method includes:

obtaining, by a terminal device, a security key, where
the terminal device is in a state in which the terminal
device disconnects a radio resource control RRC
connection from a first network device but retains
context information that is of the terminal device and
that is in the first network device; and
sending, by the terminal device, a first message to
a second network device, where the first message
includes an identifier of the terminal device and en-
crypted uplink data and/or signaling, the encrypted
uplink data and/or signaling is encrypted by using
the security key, and the second network device is
different from the first network device.

[0007] In this application, the security key is used for
encryption during communication between the terminal
device in the inactive state and the network device, so
that communication security can be improved.
[0008] With reference to the first aspect, in a possible

implementation of the first aspect, the security key in-
cludes a key stored in the context information.
[0009] In this application, during communication with
a new network device, the terminal device in the inactive
state performs encryption by using a key stored in context
information of a network device on which the terminal
device previously camps, so that security of communi-
cation with the new network device can be improved at
relatively low overheads.
[0010] With reference to the first aspect, in a possible
implementation of the first aspect, the security key is dif-
ferent from a key that is used by the terminal device to
communicate with the first network device.
[0011] In this application, the terminal device in the in-
active state uses different keys for communication with
different network devices, so that communication secu-
rity can be effectively improved.
[0012] With reference to the first aspect, in a possible
implementation of the first aspect, the obtaining, by a
terminal device, a security key includes: obtaining, by the
terminal device, the security key based on identification
information of the second network device, where the
identification information of the second network device
includes cell information of the second network device
and/or frequency information of the second network de-
vice.
[0013] In this application, the security key is generated
based on the identification information of the network de-
vice, and the security key is used for encryption during
communication with the network device, so that commu-
nication security can be effectively improved.
[0014] With reference to the first aspect, in a possible
implementation of the first aspect, the obtaining, by a
terminal device, a security key includes: obtaining, by the
terminal device, the security key based on identification
information of the second network device and a key that
is stored in the context information, where the identifica-
tion information of the second network device includes
cell information of the second network device and/or fre-
quency information of the second network device.
[0015] In this application, a security key is generated
based on a key stored in initial context information of the
terminal device and identification information of a new
network device, and the security key is used for encryp-
tion during communication with the network device, so
that communication security can be effectively improved.
[0016] With reference to the first aspect, in a possible
implementation of the first aspect, the communication
method further includes: obtaining, by the terminal de-
vice, security information that is configured by the first
network device for the terminal device; and
the obtaining, by a terminal device, a security key in-
cludes:

obtaining, by the terminal device, the security key
based on the security information and identification
information of the second network device, where the
identification information of the second network de-
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vice includes cell information of the second network
device and/or frequency information of the second
network device; or
obtaining, by the terminal device, the security key
based on the security information and identification
information of the first network device, where the
identification information of the first network device
includes cell information of the first network device
and/or frequency information of the first network de-
vice.

[0017] In this application, a security key is generated
based on the identification information of the network de-
vice and a key that is stored in initial context information
of the terminal device, and the security key is used for
encryption during communication with the network de-
vice, so that communication security can be effectively
improved.
[0018] With reference to the first aspect, in a possible
implementation of the first aspect, the obtaining, by a
terminal device, a security key includes: obtaining, by the
terminal device, the security key by further using any one
of the following information:
a counter value carried in the context information, a coun-
ter value obtained from the first network device, a counter
value carried in a system message of the first network
device, or a counter value predefined by a system.
[0019] With reference to the first aspect, in a possible
implementation of the first aspect, the first message fur-
ther includes a message authentication code for integrity
MAC-I or a short message authentication code for integ-
rity short-MAC-I.
[0020] In this application, integrity of data transmission
between the terminal device and the second network de-
vice can be protected.
[0021] With reference to the first aspect, in a possible
implementation of the first aspect, the identifier of the
terminal device is an identifier that is configured by the
first network device for the terminal device in the inactive
state, or the identifier of the terminal device is an identifier
that is configured by the first network device for the ter-
minal device in a connected state.
[0022] With reference to the first aspect, in a possible
implementation of the first aspect, the first message in-
cludes the uplink data, and the communication method
further includes:

after the terminal device is moved to a cell of the
second network device, obtaining, by the terminal
device, a system message of the second network
device, where the system message includes user
plane preconfiguration parameter information corre-
sponding to at least one service; and
determining, by the terminal device, the uplink data
based on the service corresponding to the precon-
figuration parameter information.

[0023] With reference to the first aspect, in a possible

implementation of the first aspect, the preconfiguration
parameter information includes at least one of the follow-
ing information: packet data convergence protocol PDCP
information, radio link control RLC information, media ac-
cess control MAC information, or physical layer PHY in-
formation.
[0024] In this application, the terminal device can send
data of the at least one service to the second network
device based on the preconfiguration parameter infor-
mation without establishing an RRC connection to the
second network device, so that efficiency of data trans-
mission between the terminal device in the inactive state
and the network device is improved.
[0025] With reference to the first aspect, in a possible
implementation of the first aspect, the first message is
sent by using a user plane data packet.
[0026] With reference to the first aspect, in a possible
implementation of the first aspect, the communication
method further includes: obtaining, by the terminal de-
vice, an uplink resource of the second network device
based on preconfigured resource information included in
a system message of the second network device; or ob-
taining, by the terminal device, an uplink resource of the
second network device by performing a random access
process.
[0027] With reference to the first aspect, in a possible
implementation of the first aspect, the first message fur-
ther includes the identification information of the first net-
work device, so that the second network device sends
the uplink data and/or the signaling to the core network
by using the first network device, where the identification
information of the first network device includes the cell
information of the first network device and/or device in-
formation of the first network device, and the signaling is
non-access stratum signaling.
[0028] In this application, the second network device
forwards the uplink data and/or the signaling of the ter-
minal device to the core network by using the first network
device on which the terminal device previously camps,
so that communication efficiency can be improved, and
costs can be reduced.
[0029] With reference to the first aspect, in a possible
implementation of the first aspect, the first message is
sent by using RRC signaling.
[0030] With reference to the first aspect, in a possible
implementation of the first aspect, the communication
method further includes: receiving, by the terminal de-
vice, a response message sent by the second network
device, where the response message includes at least
one of the following information: the identifier of the ter-
minal device, information for instructing whether to up-
date the context information, information for instructing
whether to enter an RRC connected state, information
for instructing whether to remain in the inactive state,
new security information, update information of a radio
access network area, information for instructing to enter
the RRC connected state, information for instructing to
remain in the inactive state, or information for instructing
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to enter an RRC idle state.
[0031] According to a second aspect, a communication
method is provided. The communication method in-
cludes:

receiving, by a second network device, a first mes-
sage sent by a terminal device, where the first mes-
sage includes an identifier of the terminal device and
encrypted uplink data and/or signaling, the encrypt-
ed uplink data and/or signaling is encrypted by using
a security key, the terminal device is in a state in
which the terminal device disconnects a radio re-
source control RRC connection from a first network
device but retains context information that is of the
terminal device and that is in the first network device,
and the first network device is different from the sec-
ond network device;
obtaining, by the second network device, information
about the security key by using the first network de-
vice; and
parsing, by the second network device, the uplink
data and/or the signaling based on the information
about the security key.

[0032] In this application, the security key is used for
encryption during communication between the terminal
device in the inactive state and the network device, so
that communication security can be improved.
[0033] With reference to the second aspect, in a pos-
sible implementation of the second aspect, the security
key includes a key stored in the context information.
[0034] In this application, during communication with
a new network device, the terminal device in the inactive
state performs encryption by using a key stored in context
information of a network device on which the terminal
device previously camps, so that security of communi-
cation with the new network device can be improved at
relatively low overheads.
[0035] With reference to the second aspect, in a pos-
sible implementation of the second aspect, the security
key is different from a key that is used by the terminal
device to communicate with the first network device.
[0036] In this application, the terminal device in the in-
active state uses different keys for communication with
different network devices, so that communication secu-
rity can be effectively improved.
[0037] With reference to the second aspect, in a pos-
sible implementation of the second aspect, the security
key is determined based on identification information of
the second network device, and the identification infor-
mation of the second network device includes cell infor-
mation of the second network device and/or frequency
information of the second network device.
[0038] In this application, the security key is generated
based on the identification information of the network de-
vice, and the security key is used for encryption during
communication with the network device, so that commu-
nication security can be effectively improved.

[0039] With reference to the second aspect, in a pos-
sible implementation of the second aspect, the obtaining,
by a terminal device, a security key includes: obtaining,
by the terminal device, the security key based on identi-
fication information of the second network device and a
key that is stored in the context information, where the
identification information of the second network device
includes cell information of the second network device
and/or frequency information of the second network de-
vice.
[0040] In this application, a security key is generated
based on a key stored in initial context information of the
terminal device and identification information of a new
network device, and the security key is used for encryp-
tion during communication with the network device, so
that communication security can be effectively improved.
[0041] With reference to the second aspect, in a pos-
sible implementation of the second aspect, the security
key is determined based on identification information of
the second network device and security information that
is configured by the first network device for the terminal
device, and the identification information of the second
network device includes cell information of the second
network device and/or frequency information of the sec-
ond network device; or
the security key is determined based on identification in-
formation of the first network device and the security in-
formation, and the identification information of the first
network device includes cell information of the first net-
work device and/or frequency information of the first net-
work device.
[0042] In this application, a security key is generated
based on the identification information of the network de-
vice and a key that is stored in initial context information
of the terminal device, and the security key is used for
encryption during communication with the network de-
vice, so that communication security can be effectively
improved.
[0043] With reference to the second aspect, in a pos-
sible implementation of the second aspect, it is deter-
mined that the information about the security key further
includes any one of the following information: a counter
value stored in the context information, a counter value
obtained by the terminal device from the first network
device, a counter value carried in a system message of
the first network device, or a counter value predefined
by a system.
[0044] With reference to the second aspect, in a pos-
sible implementation of the second aspect, the first mes-
sage further includes a message authentication code for
integrity MAC-I or a short message authentication code
for integrity short-MAC-I.
[0045] In this application, integrity of data transmission
between the terminal device and the second network de-
vice can be protected.
[0046] With reference to the second aspect, in a pos-
sible implementation of the second aspect, the first mes-
sage includes the uplink data, and a system message of
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the second network device includes user plane precon-
figuration parameter information corresponding to at
least one service, so that the terminal device determines
the uplink data based on the service corresponding to
the preconfiguration parameter information.
[0047] With reference to the second aspect, in a pos-
sible implementation of the second aspect, the precon-
figuration parameter information includes at least one of
the following information: packet data convergence pro-
tocol PDCP information, radio link control RLC informa-
tion, media access control MAC information, or physical
layer PHY information.
[0048] In this application, the terminal device can send
data of the at least one service to the second network
device based on the preconfiguration parameter infor-
mation without establishing an RRC connection to the
second network device, so that efficiency of data trans-
mission between the terminal device in the inactive state
and the network device is improved.
[0049] With reference to the second aspect, in a pos-
sible implementation of the second aspect, the first mes-
sage is sent by using a user plane data packet.
[0050] With reference to the second aspect, in a pos-
sible implementation of the second aspect, the first mes-
sage further includes the identification information of the
first network device, and the identification information of
the first network device includes the cell information of
the first network device and/or device information of the
first network device; and
the communication method further includes:
sending, by the second network device, the uplink data
and/or the signaling to the first network device based on
the identification information of the first network device,
so that the first network device sends the uplink data to
a core network, where the signaling is non-access stra-
tum signaling.
[0051] In this application, the second network device
forwards the uplink data and/or the signaling of the ter-
minal device to the core network by using the first network
device on which the terminal device previously camps,
so that communication efficiency can be improved, and
costs can be reduced.
[0052] With reference to the second aspect, in a pos-
sible implementation of the second aspect, the first mes-
sage includes the uplink data, and the communication
method further includes:

obtaining, by the second network device, the context
information;
establishing, by the second network device, a com-
munication path to the core network based on the
context information; and
sending, by the second network device, the uplink
data to the core network along the communication
path.

[0053] In this application, the second network device
forwards the uplink data of the terminal device to the core

network based on the context information of the terminal
device, so that communication efficiency can be im-
proved.
[0054] With reference to the second aspect, in a pos-
sible implementation of the second aspect, the obtaining,
by the second network device, the context information
includes:

obtaining, by the second network device, the context
information based on the context information notifi-
cation message sent by the first network device; or
requesting, by the second network device, the con-
text information from the first network device.

[0055] With reference to the second aspect, in a pos-
sible implementation of the second aspect, the commu-
nication method further includes:

obtaining, by the second network device, information
about a new next hop chaining counter NCC from
the core network; and
sending, by the second network device, the new
NCC to the terminal device, so that the terminal de-
vice is instructed to determine a new security key by
using the new NCC and encrypt, by using the new
security key, uplink data to be sent next time.

[0056] In this application, after data transmission be-
tween the second network device and the terminal device
is performed at least once, a newer security key is de-
termined, so that data transmission security can be fur-
ther improved.
[0057] With reference to the second aspect, in a pos-
sible implementation of the second aspect, the commu-
nication method further includes:
determining, by the second network device based on at
least one of the following information, whether the context
information needs to be updated: an amount of the uplink
data of the terminal device, a sending frequency of the
uplink data of the terminal device, load of the second
network device, a quantity of users connected to the sec-
ond network device, or uplink service information of the
terminal device.
[0058] With reference to the second aspect, in a pos-
sible implementation of the second aspect, the commu-
nication method further includes:
sending, by the second network device, a response mes-
sage for the first message to the terminal device, where
the response message includes at least one of the fol-
lowing information:
the identifier of the terminal device, information for in-
structing whether to update the context information, in-
formation for instructing whether to enter an RRC con-
nected state, information for instructing whether to re-
main in the inactive state, new security information, up-
date information of a radio access network area, infor-
mation for instructing to enter the RRC connected state,
information for instructing to remain in the inactive state,
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or information for instructing to enter an RRC idle state.
[0059] According to a third aspect, a terminal device
is provided. The terminal device is configured to perform
the communication method in the first aspect or any pos-
sible implementation of the first aspect. Specifically, the
terminal device may include modules configured to per-
form the communication method in the first aspect or any
possible implementation of the first aspect.
[0060] According to a fourth aspect, a terminal device
is provided. The terminal device includes a memory and
a processor. The memory is configured to store an in-
struction. The processor is configured to execute the in-
struction stored in the memory, to perform the method in
the first aspect or any possible implementation of the first
aspect.
[0061] According to a fifth aspect, a computer readable
storage medium is provided, where the computer read-
able storage medium stores a computer program. When
the program is executed by a processor, the method in
the first aspect or any possible implementation of the first
aspect is implemented.
[0062] According to a sixth aspect, a network device
is provided. The network device is configured to perform
the communication method in the second aspect or any
possible implementation of the second aspect. Specifi-
cally, the network device may include modules config-
ured to perform the communication method in the second
aspect or any possible implementation of the second as-
pect.
[0063] According to a seventh aspect, a network de-
vice is provided. The network device includes a memory
and a processor. The memory is configured to store an
instruction. The processor is configured to execute the
instruction stored in the memory, to perform the method
in the second aspect or any possible implementation of
the second aspect.
[0064] According to an eighth aspect, a computer read-
able storage medium is provided, where the computer
readable storage medium stores a computer program.
When the program is executed by a processor, the meth-
od in the second aspect or any possible implementation
of the second aspect is implemented.
[0065] In this application, the security key is used for
encryption during communication between the terminal
device in the inactive state and the network device, so
that communication security can be improved.

DESCRIPTION OF DRAWINGS

[0066]

FIG. 1 is a schematic architectural diagram of a sys-
tem according to an embodiment of this application;
FIG. 2 is a schematic flowchart of a communication
method according to an embodiment of this applica-
tion;
FIG. 3 is another schematic flowchart of a commu-
nication method according to an embodiment of this

application;
FIG. 4 is still another schematic flowchart of a com-
munication method according to an embodiment of
this application;
FIG. 5 is yet another schematic flowchart of a com-
munication method according to an embodiment of
this application;
FIG. 6 is still yet another schematic flowchart of a
communication method according to an embodiment
of this application;
FIG. 7 is a schematic block diagram of a terminal
device according to an embodiment of this applica-
tion;
FIG. 8 is another schematic block diagram of a ter-
minal device according to an embodiment of this ap-
plication;
FIG. 9 is a schematic block diagram of a network
device according to an embodiment of this applica-
tion;
FIG. 10 is another schematic block diagram of a net-
work device according to an embodiment of this ap-
plication; and
FIG. 11 is still another schematic block diagram of a
terminal device according to an embodiment of this
application.

DESCRIPTION OF EMBODIMENTS

[0067] The following describes technical solutions in
this application with reference to accompanying draw-
ings.
[0068] It should be understood that the technical solu-
tions in embodiments of this application may be applied
to a long term evolution (Long Term Evolution, LTE) ar-
chitecture, and may also be applied to a universal mobile
telecommunications system (Universal Mobile Telecom-
munications System, UMTS) terrestrial radio access net-
work (UMTS Terrestrial Radio Access Network, UTRAN)
architecture, or a global system for mobile communica-
tions (Global System for Mobile Communication,
GSM)/enhanced data rates for GSM evolution (En-
hanced Data Rate for GSM Evolution, EDGE) system
radio access network (GSM EDGE Radio Access Net-
work, GERAN) architecture. In the UTRAN architecture
or the GERAN architecture, a function of an MME is im-
plemented by a serving general packet radio service
(General Packet Radio Service, GPRS) support node
(Serving GPRS Support, SGSN), and a function of an
SGW/a PGW is implemented by a gateway GPRS sup-
port node (Gateway GPRS Support Node, GGSN). The
technical solutions in the embodiments of this application
may also be applied to another communications system,
such as a public land mobile network (Public Land Mobile
Network, PLMN) system, or even a future 5G communi-
cations system or a communications system after 5G.
This is not limited in the embodiments of this application.
[0069] The embodiments of this application relate to a
terminal device. The terminal device may be a device
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that includes a wireless transceiver function and that can
cooperate with a network device to provide a communi-
cation service for a user. Specifically, the terminal device
may be user equipment (User Equipment, UE), an ac-
cess terminal, a subscriber unit, a subscriber station, a
mobile station, a mobile console, a remote station, a re-
mote terminal, a mobile device, a user terminal, a termi-
nal, a wireless communications device, a user agent, or
a user apparatus. For example, the terminal device may
be a cellular phone, a cordless telephone set, a session
initiation protocol (Session Initiation Protocol, SIP)
phone, a wireless local loop (Wireless Local Loop, WLL)
station, a personal digital assistant (Personal Digital As-
sistant, PDA), a handheld device having a wireless com-
munication function, a computing device or another
processing device connected to a wireless modem, an
in-vehicle device, a wearable device, or a terminal device
in a future 5G network or a network after 5G. This is not
limited in the embodiments of this application.
[0070] The embodiments of this application further re-
late to a network device. The network device may be a
device configured to communicate with a terminal device.
For example, the network device may be a base trans-
ceiver station (Base Transceiver Station, BTS) in a GSM
system or a CDMA system, may be a NodeB (NodeB,
NB) in a WCDMA system, or may be an evolved NodeB
(Evolutional Node B, eNB or eNodeB) in an LTE system.
Alternatively, the network device may be a relay station,
an access point, an in-vehicle device, a wearable device,
a network side device in a future 5G network or a network
after 5G, a network device in a future evolved PLMN net-
work, or the like.
[0071] The network device in the embodiments of this
application may also be referred to as a radio access
network (Radio Access Network, RAN) device. The RAN
device is connected to the terminal device, and config-
ured to receive data from the terminal device and send
the data to a core network device. The RAN device cor-
responds to different devices in different communications
systems, for example, corresponds to a base transceiver
station and a base station controller in a 2G system, cor-
responds to a NodeB and a radio network controller (Ra-
dio Network Controller, RNC) in a 3G system, corre-
sponds to an evolved NodeB (Evolutional Node B, eNB)
in a 4G system, and corresponds to an access network
device (for example, a gNB, a CU, or a DU) in a 5G sys-
tem, such as a new radio (New Radio Access Technol-
ogy, NR) access system.
[0072] The embodiments of this application further re-
late to a core network (Core Network, CN) device. The
CN device corresponds to different devices in different
communications systems, for example, corresponds to
a serving GPRS support node (Serving GPRS Support
Node, SGSN) or a gateway GPRS support node (Gate-
way GPRS Support Node, GGSN) in a 3G system, cor-
responds to a mobility management entity (Mobility Man-
agement Entity, MME) or a serving gateway (Serving
GateWay, S-GW) in a 4G system, and corresponds to a

core network-related device (for example, an NG-Core)
in a 5G system.
[0073] To facilitate understanding of this application,
several elements used in description of this application
are first described herein:

Connected (Connected) state: In this state, a radio
resource control (Radio Resource Control, "RRC"
for short) connection is established between a ter-
minal device and a radio access network (Radio Ac-
cess Network, RAN) device.
Context information information: After the RRC con-
nection is established between the RAN device and
the terminal device, the RAN device allocates con-
text information to the terminal device, and the RAN
device communicates with the terminal device based
on the context information information.

[0074] Specifically, the context information information
includes identification information of the terminal device,
security context information of the terminal device, sub-
scription information of the terminal device, radio bearer
configuration information of the terminal device, logical
channel information, and Network Slicing Info. The Net-
work Slicing Info includes pieces of network slicing with
which the terminal device currently registers and an ad-
dress of a CP Function in each piece of network slicing.
The radio bearer configuration information of the terminal
device includes at least one of the following: a packet
data convergence protocol PDCP configuration param-
eter, a radio link control RLC configuration parameter, a
media access control MAC configuration parameter,
and/or a physical layer PHY configuration parameter; a
value/values of a packet data convergence protocol PD-
CP variable, counter, and/or timer; a value/values of a
radio link control RLC variable, counter, and/or timer; a
value/values of a media access control MAC variable,
counter, and/or timer; and/or a value/values of a physical
layer PHY variable, counter, and/or timer, for example,
a COUNT of PDCP packets or an SN of a PDCP packet.
[0075] Inactive state (also referred to as a suspend
(Suspend) state or a light connection (Light connection)
state): In this state, there is no RRC connection between
the terminal device and the RAN device, but both the
RAN device and the terminal device store the context
information, and the RRC connection between the termi-
nal device and the RAN device may be resumed by using
a resume (Resume) message. Optionally, a data radio
bearer (Data Radio Bearer, DRB) for data transmission
between the terminal device and the RAN device may
be further resumed. An S1 interface of the terminal device
is anchored to a base station (which may be referred to
as an "anchor base station"), and then cell reselection
mobility may be performed. When the terminal device is
moved to a predetermined area (for example, referred to
as a "RAN-based paging area" or a "radio access network
area"), the base station does not need to be notified.
However, once the terminal device is moved out of the
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RAN-based paging area, the base station needs to be
notified of a location of the terminal device. This process
is referred to as RAN-based paging area update (Paging
Area Update). The "inactive state" mentioned in the em-
bodiments of this application is merely used to describe
this state, instead of constituting any limitation.
[0076] It should be noted that the terms, such as the
inactive state, the anchor base station, and the radio ac-
cess network area (or RAN-based paging area) update,
in this specification are used for differentiation only for
ease of description and are not used for limiting the scope
of the embodiments of this application.
[0077] Idle (Idle) state: In this state, there is no RRC
connection between the terminal device and the RAN
device, and the terminal device and the RAN device no
longer store the context information.
[0078] Identifier of the terminal device: It is an identifier
that can uniquely identify the terminal device. The iden-
tifier may be an identifier allocated by the RAN device to
the terminal device, or may be an identifier allocated by
a control plane device (CP Function) to the terminal de-
vice.
[0079] FIG. 1 is a schematic architectural diagram of
a system according to an embodiment of this application.
A terminal device 110 initially establishes an RRC con-
nection to a first network device 120. The first network
device 120 allocates context information to the terminal
device 110. The terminal device communicates with the
first network device 120 through the RRC connection, for
example, accesses a core network 140 by using the first
network device 120. Then the terminal device 110 dis-
connects the RRC connection from the first network de-
vice 120, but retains the context information that is of the
terminal device 110 and that is in the first network device
120, that is, enters an inactive state. The terminal device
110 is moved to a second network device 130. When
being moved to a cell of the second network device 130,
the terminal device 110 performs communication and
transmission with the second network device 130 based
on the previously retained context information, for exam-
ple, accesses the core network 140 by using the first
network device 120.
[0080] FIG. 2 is a schematic flowchart of a communi-
cation method 200 according to an embodiment of this
application. A terminal device, a first network device, and
a second network device that are described in FIG. 2
may respectively correspond to the terminal device 110,
the first network device 120, and the second network
device 130 that are shown in FIG. 1. As shown in FIG.
2, the method 200 includes the following steps.
[0081] 210. The terminal device obtains a security key,
where the terminal device is in a state in which the ter-
minal device disconnects a radio resource control RRC
connection from the first network device but retains con-
text information that is of the terminal device and that is
in the first network device.
[0082] Optionally, the terminal device may determine
the security key based on a key stored in the context

information, or may determine the security key with ref-
erence to other information and/or a key stored in the
context information. Details are described below.
[0083] For ease of description, in the following descrip-
tion, an inactive state is used to represent the state in
which the terminal device disconnects the radio resource
control RRC connection from the first network device but
retains the context information that is of the terminal de-
vice and that is in the first network device.
[0084] 220. The terminal device sends a first message
to the second network device, where the first message
includes an identifier of the terminal device and encrypted
uplink data and/or signaling, the encrypted uplink data
and/or signaling is encrypted by using the security key,
and the second network device is different from the first
network device.
[0085] The identifier of the terminal device may be an
identifier that is configured by the first network device for
the terminal device in the inactive state. Alternatively, the
identifier of the terminal device is an identifier that is con-
figured by the first network device for the terminal device
in a connected state. For example, the identifier of the
terminal device includes a resume identifier (resume ID)
and/or a context identifier (context ID) of the terminal de-
vice.
[0086] It should be understood that the second network
device can learn, based on the identifier of the terminal
device carried in the first message, that the first message
is from the terminal device.
[0087] Specifically, the uplink data may be service data
of the terminal device.
[0088] Specifically, the signaling may be non-access
stratum signaling or access stratum signaling. The ac-
cess stratum signaling may be, for example, RAN (Radio
Access Network)-based paging area update signaling of
the terminal device. When the terminal device is moved
out of a previous RAN-based paging area and enters
another RAN-based paging area in which the second net-
work device is located, the terminal device needs to re-
port, to the second network device, that the terminal de-
vice has left the previous RAN-based paging area, where
signaling used in this case may be referred to as RAN-
based paging area update signaling. When the terminal
device is moved to a predetermined area (for example,
a RAN-based paging area), a base station does not need
to be notified. However, once the terminal device is
moved out of the RAN-based paging area, the terminal
device needs to report, to the base station, that the ter-
minal device has left the previous RAN-based paging
area. This process is referred to as RAN-based paging
area update (Paging Area Update). Further, the RAN-
based paging area update signaling may be periodic
RAN-based paging area update signaling of the terminal
device. The non-access stratum signaling may be, for
example, tracking area (Tracking Area, TA) update sig-
naling.
[0089] 230. The second network device obtains infor-
mation about the security key by using the first network
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device.
[0090] Specifically, the information about the security
key may be information used to generate the security
key, or may be the security key.
[0091] It should be noted that the security key indicated
by the information that is obtained by the second network
device from the first network device and that is about the
security key is the same as the security key obtained by
the terminal device. For example, the terminal device and
the first network device generate the security key through
system definition or protocol specification according to a
same rule or algorithm.
[0092] Specifically, the first network device may active-
ly send the information about the security key to the sec-
ond network device, or the second network device needs
to request the information about the security key from
the first network device.
[0093] 240. The second network device parses the up-
link data and/or the signaling based on the information
about the security key.
[0094] Specifically, the second network device may di-
rectly or indirectly send the uplink data and/or the sign-
aling to a core network.
[0095] Therefore, in this embodiment of this applica-
tion, the security key is used for encryption during com-
munication between the terminal device in the inactive
state and the network device, so that communication se-
curity can be improved.
[0096] Specifically, before step 210, the method 200
further includes: sending, by the first network device, an
RRC release message to the terminal device; and dis-
connecting, by the terminal device, the radio resource
control RRC connection from the first network device ac-
cording to the RRC release message, but retaining the
context information that is of the terminal device and that
is in the first network device, that is, entering, by the ter-
minal device, the inactive state.
[0097] Optionally, the RRC release message may in-
clude the identifier of the terminal device.
[0098] Optionally, the RRC release message may fur-
ther include at least one of the following information:

(1) Instruction for instructing the terminal device not
to delete a context:
The information is used to instruct the terminal de-
vice not to delete the context information that is of
the terminal device and that is in the first network
device but to continue storing the context informa-
tion.
(2) Duration of a validity period of the context of the
terminal device:
The information is used to notify the terminal device
of the validity period for storing the context informa-
tion. When the context is stored for a period longer
than the validity period, the terminal device may de-
lete the context.
(3) User plane (User Plane, UP) configuration infor-
mation of a service that may be established by the

terminal device subsequently:
The UP configuration information is UP configuration
information corresponding to one or more services
that have not been established when the terminal
device currently enters the inactive state. Subse-
quently, if a user triggers a new service, the terminal
device may directly establish the new service based
on the information without entering the connected
state. The UP configuration information helps im-
prove efficiency of subsequently establishing the
new service by the terminal device.
(4) Security information that is needed when the ter-
minal device initiates RRC connection resumption
or sends uplink data next time:
Specifically, the security information may be dedi-
cated, or may be shared. For example, the security
information may include any one or a combination
of the following information: a security algorithm, a
next hop chaining counter (Next-Hop Chaining
Counter, NCC), a count (COUNT) used to obtain a
security key, or another parameter that can be used
to obtain a security key.
(5) Cause Value cause value information, for exam-
ple, high-priority access, radio access area update,
called data, or calling signaling:
Specifically, in step 210, the terminal device may de-
termine the security key based on the key stored in
the context information, or may determine the secu-
rity key with reference to other information and/or
the key stored in the context information.

[0099] Optionally, in some embodiments, the security
key includes the key stored in the context information.
[0100] Specifically, the terminal device determines, as
the security key, the key stored in the context information.
[0101] It should be understood that the key stored in
the context information is a key that is used by the ter-
minal device to communicate with the first network de-
vice.
[0102] In this embodiment of this application, the se-
curity key is used for encryption during communication
between the terminal device in the inactive state and the
network device, so that communication security can be
improved.
[0103] Optionally, in some embodiments, the security
key is different from the key that is used by the terminal
device to communicate with the first network device.
[0104] Specifically, the security key may be generated
in the following several manners.
[0105] In a first implementation, the security key is de-
termined based on identification information of the sec-
ond network device, and the identification information of
the second network device includes cell information of
the second network device and/or frequency information
of the second network device.
[0106] Specifically, the terminal device generates the
security key according to a preset algorithm and based
on the identification information of the second network
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device.
[0107] The cell information of the second network de-
vice is, for example, a cell index of the second network
device or a cell identifier of the second network device.
The frequency information of the second network device
is, for example, frequency channel number information
of the second network device, frequency band informa-
tion of the second network device, or both.
[0108] In a second implementation, the security key is
determined based on identification information of the sec-
ond network device and the key that is stored in the con-
text information.
[0109] Specifically, the terminal device generates the
security key according to a preset algorithm and based
on the identification information of the second network
device and the key that is stored in the context informa-
tion.
[0110] In a third implementation, the security key is de-
termined based on identification information of the sec-
ond network device and security information that is con-
figured by the first network device for the terminal device,
and the identification information of the second network
device includes cell information of the second network
device and/or frequency information of the second net-
work device.
[0111] Specifically, the terminal device generates the
security key according to a preset algorithm and based
on the identification information of the second network
device and the security information that is allocated by
the first network device to the terminal device.
[0112] The security information allocated by the first
network device to the terminal device is, for example, the
foregoing "(4) Security information that is needed when
the terminal device initiates RRC connection resumption
or sends uplink data next time" configured by the first
network device for the terminal device.
[0113] Specifically, the security information may be
dedicated, or may be shared. For example, the security
information may include any one or a combination of the
following information: a security algorithm, a next hop
chaining counter (Next-Hop Chaining Counter, NCC), a
count (COUNT) used to obtain a security key, or another
parameter that can be used to obtain a security key.
[0114] Optionally, the terminal device may obtain the
security information from the RRC release message sent
by the first network device.
[0115] In a fourth implementation, the security key is
determined based on identification information of the first
network device and security information that is allocated
by the first network device to the terminal device, and the
identification information of the first network device in-
cludes cell information of the first network device and/or
frequency information of the first network device. The
security information allocated by the first network device
to the terminal device is, for example, the foregoing "(4)
Security information that is needed when the terminal
device initiates RRC connection resumption or sends up-
link data next time" configured by the first network device

for the terminal device.
[0116] Specifically, the terminal device generates the
security key according to a preset algorithm and based
on the identification information of the first network device
and the security information that is allocated by the first
network device to the terminal device.
[0117] The cell information of the first network device
is, for example, a cell index of the first network device or
a cell identifier of the first network device. The frequency
information of the first network device is, for example,
frequency channel number information of the first net-
work device, frequency band information of the first net-
work device, or both.
[0118] Optionally, in the foregoing manners of obtain-
ing the security key, the terminal device may alternatively
generate the security key according to a corresponding
algorithm with reference to any one of the following in-
formation: a counter value stored in the context informa-
tion, a counter value obtained from the first network de-
vice, a counter value carried in a system message of the
first network device, or a counter value predefined by a
system.
[0119] The counter value obtained from the first net-
work device may be a counter value obtained by the ter-
minal device from the RRC release message sent by the
first network device.
[0120] The counter value in this specification may be,
for example, a value of a data packet (packet) counter.
[0121] It should be understood that the foregoing de-
scribed implementations of obtaining the security key are
merely examples, instead of limitation. In actual opera-
tion, the security key may be generated through system
definition or protocol specification according to a feasible
algorithm and with reference to another related param-
eter.
[0122] Therefore, in this embodiment of this applica-
tion, the security key used by the terminal device in the
inactive state to communicate with the second network
device is different from the security key used by the ter-
minal device to communicate with the first network device
on which the terminal device previously camps, so that
security of communication between the terminal device
and the second network device can be improved.
[0123] Optionally, in step 220, the first message sent
by the terminal device to the second network device fur-
ther includes a message authentication code for integrity
(Message Authentication Code for Integrity, MAC-I) or a
short message authentication code for integrity (short-
MAC-I).
[0124] Specifically, the MAC-I or the short-MAC-I may
be derived according to an integrity protection algorithm
and based on the key stored in the context information
of the terminal device. Alternatively, the MAC-1 or the
short-MAC-I may be derived according to an integrity pro-
tection algorithm and based on any one of the first to
fourth implementations of generating the security key.
[0125] It should be understood that the first message
carries the MAC-I or the short-MAC-I, so that integrity of
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the first message can be protected. Therefore, in this
embodiment of this application, integrity can be protected
during communication between the terminal device in the
inactive state and the network device.
[0126] Specifically, in step 220, the terminal device
sends the first message to the second network device
by using an uplink resource of the second network device.
[0127] The terminal device may obtain the uplink re-
source of the second network device in a plurality of dif-
ferent manners.

(1) The terminal device may obtain a grant-free
(Grant-free) resource of the second network device
by using a system message of the second network
device.

[0128] Optionally, in some embodiments, the method
200 further includes: after the terminal device is moved
to a cell of the second network device, obtaining, by the
terminal device, the system message of the second net-
work device, where the system message of the second
network device carries preconfigured resource informa-
tion; and obtaining, by the terminal device, the uplink re-
source of the second network device based on the pre-
configured resource information.
[0129] Specifically, the preconfigured resource infor-
mation indicates the grant-free (Grant-free) resource of
the second network device. For example, the grant-free
resource is used to send a small data packet by the ter-
minal device that is moved to the cell of the second net-
work device and that is in the inactive state. The terminal
device may determine the grant-free resource as the up-
link resource.
[0130] Optionally, grant-free resources indicated by
the preconfigured resource information are divided into
several groups, and resource information of each group
is used to indicate time domain and frequency domain
locations of the group of resources and a corresponding
signature (or sequence or index (index)). Optionally, the
several groups of resources indicated by the grant-free
resource information are further divided into an initial
transmission group, a retransmission group 1, a retrans-
mission group 2, ..., and a retransmission group m, where
m is a positive integer.
[0131] When needing to send the uplink data and/or
the signaling, the terminal device selects a resource from
one group (for example, the initial transmission group)
of the grant-free resources indicated by the grant-free
resource information, to send the uplink data and/or the
signaling.
[0132] Optionally, in this embodiment, when sending
the uplink data and/or the signaling to the second network
device, the terminal device further sends a signature and
the identifier of the terminal device to the second network
device. The signature is used to instruct the second net-
work device to allocate a resource to the terminal device.
[0133] Optionally, in this embodiment, the terminal
may further send any one or more of the following infor-

mation to the second network device: a preconfiguration
parameter index number, the MAC-I, a buffer status re-
port (Buffer Status Report, BSR), a count (COUNT) of
PDCP packets and a packet sequence number (Se-
quence Number, SN) of a PDCP packet, and information
about the first network device.
[0134] Optionally, in this embodiment, if the terminal
device fails in sending the uplink data and/or the signaling
to the second network device by using the resource in
the initial transmission group, the terminal device may
continue sending the uplink data and/or the signaling by
using a resource in a retransmission group.
[0135] In this embodiment, the terminal device deter-
mines the grant-free resource of the second network de-
vice as the uplink resource of the second network device,
so that efficiency of communication with the second net-
work device can be improved.
[0136] (2) The terminal device may obtain the uplink
resource of the second network device through a random
access (Random Access, RA) process.
[0137] Optionally, in some embodiments, the method
200 further includes: after the terminal device is moved
to a cell of the second network device, obtaining, by the
terminal device, a system message of the second net-
work device; initiating, by the terminal device, the RA
process to obtain a grant-free (Grant-free) resource of
the second network device; and when the terminal device
needs to send the uplink data, sending, by the terminal
device, a preamble sequence to the second network de-
vice, where the preamble sequence is used to instruct
the second network device to allocate a resource to the
terminal device. Optionally, the method may further in-
clude: sending the identifier of the terminal device; and
receiving, by the terminal device, a resource that is allo-
cated based on the preamble sequence and that is sent
by the second network device. Optionally, the method
further includes: sending, by the terminal device to the
second network device, a buffer status report (Buffer Sta-
tus Report, BSR) based on the resource allocated by the
second network device; and sending, by the second net-
work device, an uplink grant resource (UL Grant) to the
terminal device based on the BSR sent by the terminal
device, that is, obtaining, by the terminal device, the up-
link resource of the second network device.
[0138] Specifically, the terminal device further sends
an RRC connection request to the second network device
based on the UL Grant sent by the second network de-
vice. The RRC connection request carries the identifier
of the terminal device.
[0139] It should be understood that, after the terminal
device obtains the system message of the second net-
work device, the terminal device reads public land mobile
network (Public Land Mobile Network, PLMN) informa-
tion in the system message, to determine that a radio
access technology (Radio Access Technology, RAT)
type of the cell of the second network device is different
from a RAT type of a cell of the first network device.
[0140] It should be further understood that, if the ter-
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minal device learns, by reading the system message,
that a RAN-based paging area (Paging Area, PA) of the
second network device is the same as a PA of the first
network device, the terminal device does not initiate
RAN-based paging area update signaling to the second
network device. If the terminal device learns, by reading
the system message, that a RAN-based paging area
(Paging Area, PA) of the second network device is dif-
ferent from a PA of the first network device, that is, a PA
change occurs, the terminal device may initiate RAN-
based paging area update signaling to the second net-
work device.
[0141] Optionally, in some embodiments, the system
message of the second network device further carries
user plane (User Plane, UP) preconfiguration parameter
information corresponding to at least one service, and
the method 200 further includes: determining, by the ter-
minal device, the to-be-sent uplink data based on the
service corresponding to the preconfiguration parameter
information. In other words, in step 220, the terminal de-
vice sends the uplink data to the second network device
based on the service corresponding to the preconfigura-
tion parameter information.
[0142] Specifically, for example, the preconfiguration
parameter information may further include packet data
convergence protocol (Packet Data Convergence Proto-
col, PDCP), radio link control (Radio Link Control, RLC),
media access control (Media Access Control, MAC), or
physical layer (PHY) configuration information, and a PD-
CP configuration index number, an RLC configuration
index number, a MAC configuration index number, or a
PHY configuration index number.
[0143] In this embodiment, for example, in a scenario
in which the terminal device needs to add a new service
and send data of a new service type, the terminal device
can send data of the at least one service to the second
network device based on the preconfiguration parameter
information without establishing an RRC connection to
the second network device, so that efficiency of data
transmission between the terminal device and the
switched-to network device is improved.
[0144] Optionally, in some embodiments, the system
message of the second network device further carries
user plane preconfiguration parameter information cor-
responding to at least one type of quality of service (Qual-
ity of Service, QoS), and the method 200 further includes:
determining, by the terminal device, the to-be-sent uplink
data based on the QoS corresponding to the preconfig-
uration parameter information.
[0145] In this embodiment, the terminal device can
send data corresponding to the at least one type of QoS
to the second network device based on the preconfigu-
ration parameter information without establishing an
RRC connection to the second network device, so that
efficiency of data transmission between the terminal de-
vice and the switched-to network device is improved.
[0146] (3) The terminal device obtains the uplink re-
source of the second network device from the first net-

work device.
[0147] Optionally, in some embodiments, the RRC re-
lease message sent by the first network device to the
terminal device further carries a preconfigured grant-free
uplink resource of at least one cell, for example, a pre-
configured grant-free uplink resource of a cell of another
network device that is in a same RAN-based paging area
(RAN-based Paging Area, RAN-based PA) as the first
network device. Assuming that the second network de-
vice and the first network device are in a same RAN-
based paging area, after receiving the RRC release mes-
sage sent by the first network device, the terminal device
may obtain a preconfigured grant-free uplink resource of
the second network device.
[0148] Optionally, in the foregoing some embodi-
ments, the terminal device may send the first message
by using data signaling or control signaling at a MAC
layer.
[0149] For example, the terminal device sends the first
message by using a MAC protocol data unit (MAC Pro-
tocol Data Unit, MAC PDU).
[0150] Optionally, in the foregoing some embodi-
ments, the terminal device may send the first message
to the second network device by using a user plane data
packet.
[0151] For example, the terminal device sends the first
message by using a user plane data convergence layer
(Packet Data Convergence Protocol, PDCP).
[0152] Optionally, in the foregoing some embodi-
ments, the terminal device may send the first message
to the second network device by using RRC signaling.
[0153] Specifically, in step 230, the first network device
sends the information about the security key to the sec-
ond network device, so that the second network device
may subsequently parse, based on the security key, the
uplink data and/or the signaling sent by the terminal de-
vice.
[0154] The information that is sent by the first network
device and that is about the security key may be param-
eter information used to generate the security key, or
may be the security key. It should be noted that the se-
curity key corresponding to the information that is sent
by the first network device and that is about the security
key is the same as the security key that is obtained by
the terminal device in step 210. For example, if in step
210, the terminal device uses, as the security key, the
key stored in the context information, the information that
is sent by the first network device to the second network
device and that is about the security key may be the con-
text information. If in step 210, the terminal device gen-
erates the security key based on the identification infor-
mation of the second network device and the key that is
stored in the context information (which corresponds to
the above described second implementation of obtaining
the security key), the information that is sent by the first
network device to the second network device and that is
about the security key includes the context information
and indication information that is used to indicate the
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identification information of the second network device
(or includes the context information and the identification
information of the second network device).
[0155] Specifically, after step 240, the second network
device may indirectly or directly send, to the core network,
the uplink data and/or the signaling sent by the terminal
device.
[0156] Optionally, in an embodiment, the first message
sent by the terminal device further includes the identifi-
cation information of the first network device, and the
identification information of the first network device in-
cludes the cell information of the first network device
and/or device information of the first network device; and
the communication method 200 further includes: send-
ing, by second network device, the uplink data and/or the
signaling to the first network device based on the identi-
fication information of the first network device, so that the
first network device sends the uplink data to the core
network, where the signaling is non-access stratum sig-
naling.
[0157] It should be understood that the foregoing em-
bodiment describes a solution in which the second net-
work device indirectly sends, to the core network, the
uplink data and/or the signaling sent by the terminal de-
vice.
[0158] Optionally, in an implementation, the identifier
of the terminal device may carry the identification infor-
mation of the first network device. In this case, when the
first message carries the identifier of the terminal device,
the second network device can obtain the identification
information of the first network device.
[0159] Specifically, the cell information of the first net-
work device is, for example, the cell index or the cell
identifier of the first network device. The device informa-
tion of the first network device is, for example, a device
number, GPRS tunneling protocol (GPRS Tunneling Pro-
tocol, GTP) tunnel endpoint information, an IP address,
or a MAC address of the first network device. The GTP
tunnel endpoint information includes a transport layer ad-
dress (Transport Layer Address) and a tunnel endpoint
identifier (Tunnel Endpoint Identifier, TEID).
[0160] In this embodiment of this application, the sec-
ond network device forwards the uplink data and/or the
signaling of the terminal device to the core network by
using the first network device on which the terminal de-
vice previously camps, so that communication efficiency
can be improved, and costs can be reduced.
[0161] It should be noted that, in the solution in which
the second network device indirectly sends the uplink
data and/or the signaling to the core network, if the ter-
minal device sends the first message to the second net-
work device by using a PDCP SDU, namely, an IP packet,
the second network device may directly forward the first
message to the first network device. If the terminal device
sends the first message to the second network device
by using a PDCP PDU, an RLC PDU, a MAC PDU, or a
layer 1 code stream, before the second network device
sends the first message to the first network device, the

first network device needs to perform terminal device-
related configuration, for example, including user plane
configuration, on the second network device.
[0162] Optionally, in an embodiment, the method 200
further includes: obtaining, by the second network de-
vice, the context information; establishing, by the second
network device, a communication path to the core net-
work based on the context information; and sending, by
the second network device, the uplink data and/or sign-
aling to the core network along the communication path.
[0163] It should be understood that the second network
device may obtain data transmission path information of
the terminal device from the context information.
[0164] It should be understood that the foregoing em-
bodiment describes a solution in which the second net-
work device directly sends, to the core network, the uplink
data and/or the signaling sent by the terminal device.
[0165] In this embodiment of this application, the sec-
ond network device is connected to the core network
based on the context information, so that the second net-
work device can forward the uplink data of the terminal
device to the core network without establishing an RRC
connection to the terminal device.
[0166] Optionally, in some embodiments, the second
network device may obtain the context information by
using a terminal device context notification message that
is sent by the first network device in advance.
[0167] Optionally, in some embodiments, the second
network device may request the context information from
the first network device after receiving the first message
of the terminal device.
[0168] In other words, when the second network device
does not store the context information, the second net-
work device may request the context information from
the first network device on which the terminal device pre-
viously camps.
[0169] Optionally, in an embodiment in which the sec-
ond network device directly sends the uplink data to the
core network, the method further includes: obtaining, by
the second network device, information about a new next
hop chaining counter (Next-hop Chaining Counter, NCC)
from the core network; sending, by the second network
device, the new NCC to the terminal device, so that the
terminal device is instructed to determine a new security
key by using the new NCC and encrypt, by using the new
security key, uplink data to be sent next time; and gen-
erating, by the terminal device, a newer security key
based on the new NCC and the new security key, and
using the newer security key for encryption in a subse-
quent data transmission process.
[0170] In this embodiment, after data transmission be-
tween the second network device and the terminal device
is performed at least once, a newer security key is de-
termined, so that data transmission security can be fur-
ther improved.
[0171] Optionally, in an embodiment in which the sec-
ond network device directly sends the uplink data to the
core network, the method further includes: determining,
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by the second network device, whether the context infor-
mation needs to be updated.
[0172] Specifically, the second network device deter-
mines, based on at least one of the following information,
whether the context information needs to be updated: an
amount of the uplink data of the terminal device, a send-
ing frequency of the uplink data of the terminal device,
load of the second network device, a quantity of users
connected to the second network device, or uplink serv-
ice information of the terminal device.
[0173] For example, as specified in a protocol, when
the amount of the uplink data of the terminal device ex-
ceeds a threshold, or when the sending frequency of the
uplink data of the terminal device exceeds a threshold,
or when the load of the second network device exceeds
a threshold, or when the quantity of the users connected
to the second network device exceeds a threshold, or
when the uplink service information of the terminal device
meets a preset condition, the second network device de-
termines that the context information needs to be updat-
ed.
[0174] Optionally, in some embodiments, the method
200 further includes: sending, by the second network de-
vice, a response message to the terminal device, where
the response message includes the identifier of the ter-
minal device.
[0175] It should be understood that the response mes-
sage is used to notify the terminal device that the second
network device successfully receives the first message
sent by the terminal device.
[0176] Optionally, the response message further in-
cludes at least one of the following information: informa-
tion for instructing whether to update the context infor-
mation, information for instructing whether to enter an
RRC connected state, information for instructing whether
to remain in the inactive state, new security information,
update information of a radio access network area, infor-
mation for instructing to enter the RRC connected state,
information for instructing to remain in the inactive state,
or information for instructing to enter an RRC idle state;
and the method 200 further includes: performing, by the
terminal device, a corresponding operation based on in-
struction information carried in the response message.
[0177] For example, when the response message in-
cludes instruction information used to instruct to update
the context information, the terminal device releases the
previously retained context, to be ready to receive a new
context that is configured by the second network device
for the terminal device. When the response message in-
cludes the instruction information used to instruct to enter
the RRC connected state, the terminal device sends an
RRC connection request to the second network device.
When the response message includes the instruction in-
formation used to instruct to remain in the inactive state,
the terminal device continues remaining in the inactive
state, that is, does not establish an RRC connection to
the second network device.
[0178] Optionally, if the response message sent by the

second network device and received by the terminal de-
vice indicates failure feedback, or the response message
is received, the terminal device may perform the following
action:

releasing the stored context information, and enter-
ing the idle state; or
remaining in the inactive state, and reselecting a cell
(a network device) after a security information roll-
back, to initiate a process of establishing communi-
cation with the network device again; or
remaining in the inactive state, and reselecting a cell
(a network device) after a security information roll-
back, to enter an RRC connection establishment pro-
cedure; or
reselecting a cell (a network device) after a security
information rollback, to enter an RRC connection re-
establishment procedure.

[0179] It should be understood that a reason why the
terminal receives the failure feedback of the second net-
work device or receives no feedback may include any
one or a combination of the following factors: security
verification fails, a configuration fails to provide support,
a function fails to provide support, a configuration is
invalid, and a timer expires.
[0180] To better understand the communication meth-
od provided in this embodiment of this application, the
following describes some specific embodiments in detail
with reference to FIG. 3 to FIG. 6.
[0181] FIG. 3 is another schematic flowchart of a com-
munication method 300 according to an embodiment of
this application. For ease of description, in description of
FIG. 3, a GNB 1 is used to represent a first network de-
vice, a GNB 2 is used to represent a second network
device, and a CN (Core Network) is used to represent a
core network device. It should be understood that the
GNB 1 and the GNB 2 are used for differentiation only
for ease of description and are not used for limiting the
scope of this embodiment of this application. As shown
in FIG. 3, the method 300 includes the following steps.
[0182] 301. The GNB 1 sends an RRC release mes-
sage to a terminal device.
[0183] Optionally, the RRC release message may im-
plicitly instruct the terminal device to enter an inactive
state. For example, the RRC release message carries
an instruction for instructing the terminal device to enter
the inactive state. Optionally, the RRC release message
may alternatively explicitly instruct the terminal device to
enter an inactive state. For example, the RRC release
message directly instructs the terminal device to enter a
non-connected state.
[0184] When the RRC release message explicitly in-
structs the terminal device to enter the inactive state, the
RRC release message may be, for example, an RRC
message, MAC signaling, or physical layer control sign-
aling. The RRC release message may be a unicast mes-
sage, a multicast message, or a broadcast message.
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[0185] 302. The terminal device releases an RRC con-
nection to the GNB 1, but retains context information that
is of the terminal device and that is in the GNB 1, that is,
enters an inactive (RRC inactive) state.
[0186] 303. The terminal device obtains an uplink re-
source of the GNB 2 after moved to a cell of the GNB 2.
[0187] Optionally, the uplink resource of the GNB 2
may be obtained by using a system message of the GNB
2.
[0188] Optionally, a random access (Random Access,
RA) process may alternatively be performed to request
the GNB 2 to allocate the uplink resource to the terminal
device.
[0189] For a detailed description, refer to the foregoing
description. Details are not described herein again.
[0190] 304. The terminal device obtains a security key.
[0191] Specifically, the security key may be a key
stored in the context information. Alternatively, the secu-
rity key is determined based on identification information
of the GNB 2 and a key stored in the context information.
Alternatively, the security key is determined based on
identification information of the GNB 2 and security in-
formation configured by the GNB 1. The security infor-
mation is, for example, the above described security in-
formation that is configured by the GNB 1 for the terminal
device and that is needed when the terminal device ini-
tiates RRC connection resumption or sends uplink data
next time. Alternatively, the security key is determined
based on identification information of the GNB 1 and se-
curity information configured by the GNB 1. The identifi-
cation information of the GNB (the GNB 1 or the GNB 2)
mentioned herein may be cell information of the GNB or
frequency information of the GNB.
[0192] 305. The terminal device sends uplink data (DA-
TA) to the GNB 2 by using the uplink resource of the GNB
2, and further sends an identifier of the terminal device.
[0193] The identifier of the terminal device may be an
identifier generated by the terminal device, or may be an
identifier allocated by the GNB 1 to the terminal device
in a connected state, or may be an identifier allocated by
the GNB 1 to the terminal device in the inactive state.
[0194] Optionally, in step 306, when sending the iden-
tifier of the terminal device and the uplink data, the ter-
minal device may further send a MAC-I or a short MAC-
I. The MAC-I or the short MAC-I may be derived from the
security key.
[0195] The terminal device sends the uplink data to the
GNB 2 by using the security key, and further sends the
MAC-I to ensure data integrity protection, so that security
of data transmission between the terminal device and
the GNB 2 can be effectively improved.
[0196] 306. The GNB 2 obtains information about the
security key by using the GNB 1. The GNB 2 parses,
based on the information about the security key, the up-
link data sent by the terminal device.
[0197] For a detailed description, refer to the foregoing
description about step 230. Details are not described
herein again.

[0198] 307. After receiving the uplink data sent by the
terminal device, the GNB 2 finds that the context infor-
mation does not exist locally, and requests the context
information from the GNB 1 on which the terminal device
previously camps.
[0199] 308. The GNB 1 sends, to the GNB 2, a terminal
device context request response used to indicate the
context information.
[0200] It should be understood that, after obtaining the
context information, the GNB 2 may obtain a data trans-
mission path of the terminal device in the connected
state.
[0201] Optionally, the GNB 2 may locally store the con-
text information.
[0202] 309. The GNB 2 sends a path switching request
to the CN based on the context information.
[0203] 310. The CN sends a path switching request
response to the GNB 2, where the path switching request
response may include a new NCC.
[0204] The new NCC is used to determine a new se-
curity key.
[0205] 311. The GNB 2 sends, to the CN, the uplink
data sent by the terminal device.
[0206] 312. The GNB 2 sends a response message to
the terminal device, where the response message in-
cludes the identifier of the terminal device and the new
NCC sent by the CN, and may further include the MAC-I.
[0207] It should be understood that the identifier of the
terminal device is used to indicate that the GNB 2 suc-
cessfully receives the uplink data sent by the terminal
device. The new NCC is used to instruct the terminal
device to determine the new security key based on the
new NCC. The MAC-I is used to protect integrity.
[0208] If the GNB 2 does not give a clear instruction,
the terminal device may continue remaining in the inac-
tive (RRC inactive) state.
[0209] 313. The terminal device obtains, based on the
new NCC, a new security key for encryption.
[0210] 314. The terminal device sends encrypted up-
link data to the GNB 2, sends the identifier of the terminal
device, and further sends the MAC-I, where the uplink
data is encrypted by using the new security key.
[0211] 315. The GNB 2 forwards, to the core network,
the uplink data sent by the terminal device.
[0212] Optionally, the GNB 2 may send a response
message to the terminal device. The response message
includes the identifier of the terminal device and the MAC-
I.
[0213] Optionally, if the response message sent by the
GNB 2 and received by the terminal device indicates fail-
ure feedback, or if no response message is received, the
terminal device may perform the following action:

releasing the stored context information, and enter-
ing the idle state; or
remaining in the inactive state, and reselecting a cell
(a network device) after a security information roll-
back, to initiate a process of establishing communi-
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cation with the network device again; or
remaining in the inactive state, and reselecting a cell
(a network device) after a security information roll-
back, to enter an RRC connection establishment pro-
cedure; or
reselecting a cell (a network device) after a security
information rollback, to enter an RRC connection re-
establishment procedure.

[0214] It should be understood that a reason why the
terminal receives the failure feedback of the GNB 2 or
receives no feedback may include any one or a combi-
nation of the following factors: security verification fails,
a configuration fails to provide support, a function fails to
provide support, a configuration is invalid, and a timer
expires.
[0215] In this implementation, the terminal device may
remain in the inactive state all the time, and perform data
transmission with the GNB 2 based on the context infor-
mation. Alternatively, the terminal device may send an
RRC connection resume request to the GNB 2 to enter
the connected state, and perform data transmission with
the GNB 2.
[0216] In this embodiment, the data is encrypted by
using the security key during data transmission between
the terminal device in the inactive state and the network
device GNB 2, so that data transmission security can be
effectively improved.
[0217] FIG. 4 is still another schematic flowchart of a
communication method 400 according to an embodiment
of this application. Similarly, in description of FIG. 4, a
GNB 1 is used to represent a first network device, a GNB
2 is used to represent a second network device, and a
CN (Core Network) is used to represent a core network
device. It should be understood that the GNB 1 and the
GNB 2 are used for differentiation only for ease of de-
scription and are not used for limiting the scope of this
embodiment of this application. As shown in FIG. 4, the
method 400 includes the following steps.
[0218] 401. The GNB 1 sends an RRC release mes-
sage to a terminal device. Step 401 is the same as step
301.
[0219] 402. The terminal device releases an RRC con-
nection to the GNB 1, but retains the context information,
that is, enters an inactive (RRC inactive) state. Step 402
is the same as step 302.
[0220] 403. The GNB 1 sends a context information
notification message to neighboring network devices (in-
cluding the GNB 2), where the context information noti-
fication message includes the context information of the
terminal device.
[0221] Optionally, after receiving the context notifica-
tion message sent by the GNB 1, the GNB 2 may send
a response message to the GNB 1.
[0222] 404. The GNB 2 obtains the context information
based on the context notification message sent by the
GNB 1, and stores the context information.
[0223] It should be understood that, after obtaining the

context information, the GNB 2 may obtain a data trans-
mission path of the terminal device in a connected state.
[0224] As shown in FIG. 4, the GNB 2 may further send
a response message for the context notification message
to the GNB 1.
[0225] 405. The terminal device obtains an uplink re-
source of the GNB 2 after moved to a cell of the GNB 2.
Step 405 is the same as step 303.
[0226] 406. The terminal device obtains a security key.
Step 406 is the same as step 304.
[0227] 407. The terminal device sends uplink data (DA-
TA) to the GNB 2 by using the uplink resource of the GNB
2, and further sends an identifier of the terminal device.
Step 407 is the same as step 306.
[0228] It should be noted that, in this embodiment, step
403 and step 404 are performed before step 407. Steps
403 and 404 and steps 401 and 402 are not limited to a
strict order.
[0229] 408. The GNB 2 obtains information about the
security key by using the GNB 1. The GNB 2 parses,
based on the information about the security key, the up-
link data sent by the terminal device.
[0230] For a detailed description, refer to the foregoing
description about step 230. Details are not described
herein again.
[0231] 409. After receiving the uplink data sent by the
terminal device, the GNB 2 sends a path switching re-
quest to the CN based on the context information. Step
409 is the same as step 309.
[0232] 410. The CN sends a path switching request
response to the GNB 2, where the path switching request
response may include a new NCC.
[0233] The new NCC is used to determine a new se-
curity key. Step 410 is the same as step 310.
[0234] 411. The GNB 2 sends, to the CN, the uplink
data sent by the terminal device. Step 411 is the same
as step 311.
[0235] 412. The GNB 2 sends a response message to
the terminal device, where the response message in-
cludes the identifier of the terminal device and the new
NCC sent by the CN, and may further include a MAC-I.
Step 412 is the same as step 312.
[0236] It should be understood that the identifier of the
terminal device is used to indicate that the GNB 2 suc-
cessfully receives the uplink data sent by the terminal
device. The new NCC is used to instruct the terminal
device to determine the new security key based on the
new NCC. The MAC-I is used to protect integrity.
[0237] If the GNB 2 does not give a clear instruction,
the terminal device continues remaining in the inactive
(RRC inactive) state.
[0238] 413. The terminal device obtains, based on the
new NCC, a new security key for encryption. Step 413
is the same as step 313.
[0239] 414. The terminal device sends encrypted up-
link data to the GNB 2, sends the identifier of the terminal
device, and further sends the MAC-I, where the uplink
data is encrypted by using the new security key. Step
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414 is the same as step 314.
[0240] 415. The GNB 2 forwards, to the core network,
the uplink data sent by the terminal device. Step 415 is
the same as step 315.
[0241] Optionally, the GNB 2 may send a response
message to the terminal device. The response message
includes the identifier of the terminal device and the MAC-
I.
[0242] Optionally, if the response message sent by the
GNB 2 and received by the terminal device indicates fail-
ure feedback, or if no response message is received, the
terminal device may perform the following action:

releasing the stored context information, and enter-
ing the idle state; or
remaining in the inactive state, and reselecting a cell
(a network device) after a security information roll-
back, to initiate a process of establishing communi-
cation with the network device again; or
remaining in the inactive state, and reselecting a cell
(a network device) after a security information roll-
back, to enter an RRC connection establishment pro-
cedure; or
reselecting a cell (a network device) after a security
information rollback, to enter an RRC connection re-
establishment procedure.

[0243] It should be understood that a reason why the
terminal receives the failure feedback of the GNB 2 or
receives no feedback may include any one or a combi-
nation of the following factors: security verification fails,
a configuration fails to provide support, a function fails to
provide support, a configuration is invalid, and a timer
expires.
[0244] It can be learned through comparison between
FIG. 3 and FIG. 4 that, in the embodiment shown in FIG.
4, because the GNB 2 obtains in advance the context
information (in step 403 and step 404 shown in FIG. 4)
by using the context information notification message
sent by the GNB 1, after receiving the uplink data sent
by the terminal device, the GNB 2 can directly forward
the uplink data to the core network by using the locally
stored context information, so that data transmission ef-
ficiency can be effectively improved, and a transmission
delay can be effectively reduced.
[0245] In this implementation, the terminal device may
remain in the inactive state all the time, and perform data
transmission with the GNB 2 based on the context infor-
mation. Alternatively, the terminal device may send an
RRC connection resume request to the GNB 2 to enter
the connected state, and perform data transmission with
the GNB 2.
[0246] In the description of FIG. 3 and FIG. 4, the GNB
2 directly forwards the uplink data of the terminal device
to the core network. With reference to FIG. 5, the follow-
ing describes a solution in which the GNB 2 indirectly
forwards the uplink data of the terminal device to the core
network by using the GNB 1.

[0247] FIG. 5 is yet another schematic flowchart of a
communication method 500 according to an embodiment
of this application. Similarly, in description of FIG. 5, a
GNB 1 is used to represent a first network device, and a
GNB 2 is used to represent a second network device. It
should be understood that the GNB 1 and the GNB 2 are
used for differentiation only for ease of description and
are not used for limiting the scope of this embodiment of
this application. As shown in FIG. 5, the method 500 in-
cludes the following steps.
[0248] 501. The GNB 1 sends an RRC release mes-
sage to a terminal device. Step 501 is the same as step
301.
[0249] 502. The terminal device releases an RRC con-
nection to the GNB 1, but retains context information that
is of the terminal device and that is in the GNB 1, that is,
enters an inactive (RRC inactive) state. Step 502 is the
same as step 302.
[0250] 503. The terminal device obtains an uplink re-
source of the GNB 2 after moved to a cell of the GNB 2.
Step 503 is the same as step 303.
[0251] 504. The terminal device obtains a security key.
Step 504 is the same as step 304.
[0252] 505. The terminal device sends uplink data (DA-
TA) to the GNB 2 by using the uplink resource of the GNB
2, and further sends an identifier of the terminal device.
Step 505 is the same as step 305.
[0253] 506. The GNB 2 obtains information about the
security key by using the GNB 1.
[0254] For a detailed description, refer to the foregoing
description about step 230. Details are not described
herein again.
[0255] 507. The GNB 2 obtains identification informa-
tion of the GNB 1. The identification information of the
GNB 1 includes cell information of the GNB 1 and/or de-
vice information of the GNB 1. For a specific explanation,
refer to the foregoing related description.
[0256] 508. The GNB 2 sends the uplink data of the
terminal device to the GNB 2 based on the identification
information of the GNB 1.
[0257] 509. The GNB 1 forwards the uplink data of the
terminal device to a CN.
[0258] FIG. 6 is still yet another schematic flowchart of
a communication method 600 according to an embodi-
ment of this application. Similarly, in description of FIG.
6, a GNB 1 is used to represent a first network device,
and a GNB 2 is used to represent a second network de-
vice. It should be understood that the GNB 1 and the
GNB 2 are used for differentiation only for ease of de-
scription and are not used for limiting the scope of this
embodiment of this application. As shown in FIG. 6, the
method 600 includes the following steps.
[0259] 601. The GNB 1 sends an RRC release mes-
sage to a terminal device. Step 601 is the same as step
301.
[0260] 602. The terminal device releases an RRC con-
nection to the GNB 1, but retains context information that
is of the terminal device and that is in the GNB 1, that is,
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enters an inactive (RRC inactive) state. Step 602 is the
same as step 302.
[0261] 603. The terminal device obtains an uplink re-
source of the GNB 2 after moved to a cell of the GNB 2.
Step 603 is the same as step 303.
[0262] 604. The terminal device obtains a security key.
Step 604 is the same as step 304.
[0263] 605. After the terminal device obtains a system
message of the GNB 2, the terminal device reads PLMN
information in the system message, learns that a RAT
type of the cell of the GNB 2 is different from a RAT type
of a cell of the GNB 1, and further learns that a RAN-
based paging area (Paging Area, PA) of the GNB 2 is
different from a PA of the GNB 1, that is, RAN-based
paging area update occurs.
[0264] 606. The terminal device sends encrypted
RAN-based paging area update signaling to the GBN2
based on the uplink resource of the GNB 2, and further
sends an identifier of the terminal device and a MAC-I.
The RAN-based paging area update signaling is encrypt-
ed by using the security key.
[0265] The terminal device in the inactive state sends
the RAN-based paging area update signaling to the GNB
2 by using the security key, and further sends the MAC-
I to ensure data integrity protection, so that security of
data transmission between the terminal device and the
GNB 2 can be effectively improved.
[0266] 607. The GNB 2 obtains information about the
security key by using the GNB 1.
[0267] For a detailed description, refer to the foregoing
description about step 230. Details are not described
herein again.
[0268] 608. The GNB 2 obtains the context information
after receiving the RAN-based paging area update sig-
naling sent by the terminal device.
[0269] Specifically, the GNB 2 may obtain the context
information by using the method shown in FIG. 3 or FIG.
4.
[0270] For example, if the GNB 2 finds, after receiving
the RAN-based paging area update signaling sent by the
terminal device, that the context information does not ex-
ist locally, the GNB 2 requests the context information
from the GNB 1 on which the terminal device previously
camps, as described in step 306 and step 307 shown in
FIG. 3.
[0271] For another example, before receiving the
RAN-based paging area update signaling sent by the ter-
minal device, the GNB 2 has received a context informa-
tion notification message sent by the GNB 1, as described
in step 403 and step 404 shown in FIG. 4. In this case,
after receiving the RAN-based paging area update sig-
naling sent by the terminal device, the GNB 2 can directly
process the RAN-based paging area update signaling by
using the locally stored context information.
[0272] 609. The GNB 2 processes the RAN-based
paging area update signaling.
[0273] The GNB 2 parses the RAN-based paging area
update signaling based on the information about the se-

curity key.
[0274] 610. The GNB 2 sends a RAN-based paging
area update response including the identifier of the ter-
minal device to the terminal device.
[0275] In this implementation, the terminal device may
remain in the inactive state all the time, and perform data
transmission with the GNB 2 based on the context infor-
mation. Alternatively, the terminal device may send an
RRC connection resume request to the GNB 2 to enter
a connected state, and perform data transmission with
the GNB 2.
[0276] In this embodiment, the terminal device in the
inactive state may send the RAN-based paging area up-
date signaling to the network device, and perform en-
cryption by using the security key, so that signaling trans-
mission security can be improved.
[0277] The foregoing describes the communication
methods provided in the embodiments of this application
with reference to FIG. 2 to FIG. 6. The following describes
a terminal device and a network device that are provided
in the embodiments of this application with reference to
FIG. 7 to FIG. 10.
[0278] FIG. 7 is a schematic block diagram of a terminal
device 700 according to an embodiment of this applica-
tion. The terminal device 700 includes:

a processing module 710, configured to obtain a se-
curity key, where the terminal device is in a state in
which the terminal device disconnects a radio re-
source control RRC connection from a first network
device but retains context information that is of the
terminal device and that is in the first network device;
and
a transceiver module 720, configured to send a first
message to a second network device, where the first
message includes an identifier of the terminal device
and encrypted uplink data and/or signaling, the en-
crypted uplink data and/or signaling is encrypted by
using the security key, and the second network de-
vice is different from the first network device.

[0279] In this embodiment of this application, the se-
curity key is used for encryption during communication
between the terminal device in the inactive state and the
network device, so that communication security can be
improved.
[0280] Optionally, in an embodiment, the security key
includes a key stored in the context information.
[0281] Optionally, in an embodiment, the security key
is different from a key that is used by the terminal device
to communicate with the first network device.
[0282] Optionally, in an embodiment, that the process-
ing module 710 is configured to obtain a security key
includes:
the processing module 710 is configured to obtain the
security key based on identification information of the
second network device, where the identification informa-
tion of the second network device includes cell informa-
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tion of the second network device and/or frequency in-
formation of the second network device.
[0283] Optionally, in an embodiment, the transceiver
module 720 is further configured to obtain security infor-
mation that is configured by the first network device for
the terminal device; and
that the processing module 710 is configured to obtain a
security key includes:

the processing module 710 is configured to obtain
the security key based on the security information
and identification information of the second network
device, where the identification information of the
second network device includes cell information of
the second network device and/or frequency infor-
mation of the second network device; or
the processing module 710 is configured to obtain
the security key based on the security information
and identification information of the first network de-
vice, where the identification information of the first
network device includes cell information of the first
network device and/or frequency information of the
first network device.

[0284] Optionally, in an embodiment, the processing
module 710 is further configured to obtain the security
key by using any one of the following information:

a counter value carried in the context information;
a counter value obtained from the first network de-
vice;
a counter value carried in a system message of the
first network device; or
a counter value predefined by a system.

[0285] Optionally, in an embodiment, the first message
includes the uplink data, and the processing module 710
is further configured to: after the terminal device is moved
to a cell of the second network device, obtain a system
message of the second network device, where the sys-
tem message includes user plane preconfiguration pa-
rameter information corresponding to at least one serv-
ice; and determine the uplink data based on the service
corresponding to the preconfiguration parameter infor-
mation.
[0286] Optionally, in an embodiment, the first message
is sent by using a user plane data packet.
[0287] Optionally, in an embodiment, the first message
further includes the identification information of the first
network device, so that the second network device sends
the uplink data and/or the signaling to a core network by
using the first network device, where the identification
information of the first network device includes the cell
information of the first network device and/or device in-
formation of the first network device, and the signaling is
non-access stratum signaling.
[0288] Optionally, in an embodiment, the transceiver
module 720 is further configured to receive a response

message sent by the second network device, where the
response message includes at least one of the following
information:
the identifier of the terminal device, information for in-
structing whether to update the context information, in-
formation for instructing whether to enter an RRC con-
nected state, information for instructing whether to re-
main in the inactive state, new security information, or
update information of a radio access network area.
[0289] It should be understood that the processing
module 710 in this embodiment of this application may
be implemented by a processor or a processor-related
circuit component, and the transceiver module 720 may
be implemented by a transceiver or a transceiver-related
circuit component.
[0290] As shown in FIG. 8, an embodiment of this ap-
plication further provides a terminal device 800. The ter-
minal device 800 includes a processor 810, a memory
820, and a transceiver 830. The memory 820 stores an
instruction or a program. The processor 810 is configured
to execute the instruction or the program stored in the
memory 820. When the instruction or the program stored
in the memory 820 is executed, the processor 810 is con-
figured to perform an operation performed by the
processing module 710 in the foregoing embodiment,
and the transceiver 830 is configured to perform an op-
eration performed by the transceiver module 720 in the
foregoing embodiment.
[0291] In this embodiment of this application, a security
key is used for encryption during communication be-
tween the terminal device in an inactive state and a net-
work device, so that communication security can be im-
proved.
[0292] FIG. 9 is a schematic flowchart of a network
device 900 according to an embodiment of this applica-
tion. The network device 900 includes:

a transceiver module 910, configured to receive a
first message sent by a terminal device, where the
first message includes an identifier of the terminal
device and encrypted uplink data and/or signaling,
the encrypted uplink data and/or signaling is encrypt-
ed by using a security key, the terminal device is in
a state in which the terminal device disconnects a
radio resource control RRC connection from a first
network device but retains context information that
is of the terminal device and that is in the first network
device, and the first network device is different from
the network device; and
a processing module 920, configured to obtain infor-
mation about the security key by using the first net-
work device, where
the processing module 920 is further configured to
parse the uplink data and/or the signaling based on
the information about the security key.

[0293] In this embodiment of this application, the se-
curity key is used for encryption during communication
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between the terminal device in the inactive state and the
network device, so that communication security can be
improved.
[0294] Optionally, in an embodiment, the security key
includes a key stored in the context information.
[0295] Optionally, in an embodiment, the security key
is different from a key that is used by the terminal device
to communicate with the first network device.
[0296] Optionally, in an embodiment, the security key
is determined based on identification information of the
network device, and the identification information of the
network device includes cell information of the network
device and/or frequency information of the network de-
vice.
[0297] Optionally, in an embodiment, the security key
is determined based on identification information of the
network device and security information that is config-
ured by the first network device for the terminal device,
and the identification information of the network device
includes cell information of the network device and/or
frequency information of the network device; or
the security key is determined based on identification in-
formation of the first network device and the security in-
formation, and the identification information of the first
network device includes cell information of the first net-
work device and/or frequency information of the first net-
work device.
[0298] Optionally, in an embodiment, it is determined
that the information about the security key further in-
cludes any one of the following information:

a counter value stored in the context information;
a counter value obtained by the terminal device from
the first network device;
a counter value carried in a system message of the
first network device; or
a counter value predefined by a system.

[0299] Optionally, in an embodiment, the first message
includes the uplink data, and a system message of the
network device includes user plane preconfiguration pa-
rameter information corresponding to at least one serv-
ice, so that the terminal device determines the uplink data
based on the service corresponding to the preconfigura-
tion parameter information.
[0300] Optionally, in an embodiment, the first message
is sent by using a user plane data packet.
[0301] Optionally, in an embodiment, the first message
further includes the identification information of the first
network device, and the identification information of the
first network device includes the cell information of the
first network device and/or device information of the first
network device; and
the transceiver module 910 is further configured to send
the uplink data and/or the signaling to the first network
device based on the identification information of the first
network device, so that the first network device sends
the uplink data and/or the signaling to a core network,

where the signaling is non-access stratum signaling.
[0302] Optionally, in an embodiment, the first message
includes the uplink data;
the processing module 920 is further configured to obtain
the context information, and establish, by the network
device, a communication path to the core network based
on the context information; and
the transceiver module 910 is further configured to send
the uplink data to the core network along the communi-
cation path.
[0303] Optionally, in an embodiment, the processing
module 920 is further configured to obtain the context
information; and
the processing module 920 is configured to obtain the
context information based on a context information noti-
fication sent by the first network device; or
the processing module 920 is configured to request the
context information from the first network device.
[0304] Optionally, in an embodiment, the processing
module 920 is further configured to obtain information
about a new next hop chaining counter NCC from the
core network; and
the transceiver module 910 is further configured to send
the new NCC to the terminal device, so that the terminal
device is instructed to determine a new security key by
using the new NCC and encrypt, by using the new secu-
rity key, uplink data to be sent next time.
[0305] Optionally, in an embodiment, the processing
module 920 is further configured to determine, based on
at least one of the following information, whether the con-
text information needs to be updated:
an amount of the uplink data of the terminal device, a
sending frequency of the uplink data of the terminal de-
vice, load of the network device, a quantity of users con-
nected to the network device, or uplink service informa-
tion of the terminal device.
[0306] Optionally, in an embodiment, the transceiver
module 910 is further configured to send a response mes-
sage for the first message to the terminal device, where
the response message includes at least one of the fol-
lowing information:
the identifier of the terminal device, information for in-
structing whether to update the context information, in-
formation for instructing whether to enter an RRC con-
nected state, information for instructing whether to re-
main in the inactive state, new security information, or
update information of a radio access network area.
[0307] It should be understood that the processing
module 920 in this embodiment of this application may
be implemented by a processor or a processor-related
circuit component, and the transceiver module 910 may
be implemented by a transceiver or a transceiver-related
circuit component.
[0308] As shown in FIG. 10, an embodiment of this
application further provides a network device 1000. The
network device 1000 includes a processor 1010, a mem-
ory 1020, and a transceiver 1030. The memory 1020
stores an instruction or a program. The processor 1010
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is configured to execute the instruction or the program
stored in the memory 1020. When the instruction or the
program stored in the memory 1020 is executed, the
processor 1010 is configured to perform an operation
performed by the processing module 920 in the foregoing
embodiment, and the transceiver 1030 is configured to
perform an operation performed by the transceiver mod-
ule 910 in the foregoing embodiment.
[0309] In this embodiment of this application, a security
key is used for encryption during communication be-
tween a terminal device in an inactive state and the net-
work device, so that communication security can be im-
proved.
[0310] An embodiment of this application further pro-
vides a communications apparatus. The communica-
tions apparatus may be a terminal device, or may be a
circuit. The communications apparatus may be config-
ured to perform an action performed by the terminal de-
vice in the foregoing method embodiments.
[0311] When the communications apparatus is a ter-
minal device, FIG. 11 is a simplified schematic structural
diagram of the terminal device. For ease of understand-
ing and illustration, in FIG. 11, a mobile phone is used
as an example of the terminal device. As shown in FIG.
11, the terminal device includes a processor, a memory,
a radio frequency circuit, an antenna, and an input/output
apparatus. The processor is mainly configured to process
a communications protocol and communication data,
control the terminal device, execute a software program,
process data of the software program, and the like. The
memory is mainly configured to store the software pro-
gram and the data. The radio frequency circuit is mainly
configured to convert a baseband signal and a radio fre-
quency signal into each other and process the radio fre-
quency signal. The antenna is mainly configured to re-
ceive and send radio frequency signals in an electromag-
netic wave form. The input/output apparatus, for exam-
ple, a touchscreen, a display screen, or a keyboard, is
mainly configured to receive data input by a user and
output data to the user. It should be noted that some
types of terminal devices may not have an input/output
apparatus.
[0312] When data needs to be sent, the processor per-
forms baseband processing on the to-be-sent data, and
then outputs a baseband signal to the radio frequency
circuit. The radio frequency circuit performs radio fre-
quency processing on the baseband signal, and then
sends a radio frequency signal to the outside through the
antenna in the electromagnetic wave form. When data
is sent to the terminal device, the radio frequency circuit
receives a radio frequency signal through the antenna,
converts the radio frequency signal into a baseband sig-
nal, and outputs the baseband signal to the processor.
The processor converts the baseband signal into data,
and processes the data. For ease of description, FIG. 11
merely shows one memory and one processor. An actual
terminal device product may include one or more proc-
essors and one or more memories. The memory may

also be referred to as a storage medium, a storage de-
vice, or the like. The memory may be disposed separate
from the processor, or may be integrated with the proc-
essor. This is not limited in this embodiment of this ap-
plication.
[0313] In this embodiment of this application, the an-
tenna and the radio frequency circuit that have a trans-
ceiver function may be considered as a transceiver unit
of the terminal device, and the processor having a
processing function may be considered as a processing
unit of the terminal device. As shown in FIG. 11, the ter-
minal device includes a transceiver unit 1110 and a
processing unit 1120. The transceiver unit may also be
referred to as a transceiver, a transceiver device, a trans-
ceiver apparatus, or the like. The processing unit may
also be referred to as a processor, a processing board,
a processing module, a processing apparatus, or the like.
Optionally, a device that is in the transceiver unit 1110
and that is configured to implement a receiving function
may be considered as a receiving unit, and a device that
is in the transceiver unit 1110 and that is configured to
implement a sending function may be considered as a
sending unit. In other words, the transceiver unit 1110
includes the receiving unit and the sending unit. The
transceiver unit sometimes may also be referred to as a
transceiver device, a transceiver, a transceiver circuit, or
the like. The receiving unit sometimes may also be re-
ferred to as a receive device, a receiver, a receive circuit,
or the like. The sending unit sometimes may also be re-
ferred to as a transmit device, a transmitter, a transmit
circuit, or the like.
[0314] It should be understood that the transceiver unit
1110 is configured to perform a sending operation and a
receiving operation on a terminal device side in the fore-
going method embodiments, and the processing unit
1120 is configured to perform another operation, other
than the receiving and sending operations, on the termi-
nal device in the foregoing method embodiments.
[0315] For example, in an implementation, the trans-
ceiver unit 1110 is configured to perform the sending op-
eration on the terminal device side in step 220 in FIG. 2,
and/or the transceiver unit 1110 is further configured to
perform other receiving and sending steps on the termi-
nal device side in the embodiments of this application.
The processing unit 1120 is configured to perform step
210 in FIG. 2, and/or the processing unit 1120 is further
configured to perform another processing step on the
terminal device side in the embodiments of this applica-
tion.
[0316] For another example, in another implementa-
tion, the transceiver unit 1110 is configured to perform
receiving operations on the terminal device side in step
301 and step 312 or the sending operation on the terminal
device side in step 305 in FIG. 3, and/or the transceiver
unit 1120 is further configured to perform other receiving
and sending steps on the terminal device side in the em-
bodiments of this application. The processing unit 1120
is configured to perform step 302, step 303, and step 304
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in FIG. 3, and/or the processing unit 1120 is further con-
figured to perform another processing step on the termi-
nal device side in the embodiments of this application.
[0317] For still another example, in still another imple-
mentation, the transceiver unit 1110 is configured to per-
form receiving operations on the terminal device side in
step 401 and step 412 or the sending operations on the
terminal device side in step 407 and step 414 in FIG. 4,
and/or the transceiver unit 1110 is further configured to
perform other receiving and sending steps on the termi-
nal device side in the embodiments of this application.
The processing unit 1120 is configured to perform step
402, step 405, step 406, and step 413 in FIG. 4, and/or
the processing unit 1120 is further configured to perform
another processing step on the terminal device side in
the embodiments of this application.
[0318] For yet another example, in yet another imple-
mentation, the transceiver unit 1110 is configured to per-
form a receiving operation on the terminal device side in
step 501 or the sending operation on the terminal device
side in step 505 in FIG. 5, and/or the transceiver unit
1110 is further configured to perform other receiving and
sending steps on the terminal device side in the embod-
iments of this application. The processing unit 1120 is
configured to perform step 502, step 503, and step 504
in FIG. 5, and/or the processing unit 1120 is further con-
figured to perform another processing step on the termi-
nal device side in the embodiments of this application.
[0319] For still yet another example, in still yet another
implementation, the transceiver unit 1110 is configured
to perform receiving operations on the terminal device
side in step 601 and step 610 or the sending operation
on the terminal device side in step 606 in FIG. 6, and/or
the transceiver unit 1110 is further configured to perform
other receiving and sending steps on the terminal device
side in the embodiments of this application. The process-
ing unit 1120 is configured to perform step 602, step 603,
step 604, and step 605 in FIG. 6, and/or the processing
unit 1120 is further configured to perform another
processing step on the terminal device side in the em-
bodiments of this application.
[0320] When the communications apparatus is a chip,
the chip includes a transceiver unit and a processing unit.
The transceiver unit may be an input/output circuit or a
communications interface. The processing unit is a proc-
essor, a microprocessor, or an integrated circuit that is
integrated to the chip.
[0321] It should be understood that the processor men-
tioned in the embodiments of this application may be a
central processing unit (Central Processing Unit, CPU),
or may be another general-purpose processor, a digital
signal processor (Digital Signal Processor, DSP), an ap-
plication-specific integrated circuit (Application Specific
Integrated Circuit, ASIC), a field programmable gate ar-
ray (Field Programmable Gate Array, FPGA) or another
programmable logic device, a discrete gate or a transistor
logic device, a discrete hardware component, or the like.
The general-purpose processor may be a microproces-

sor, or the processor may be any conventional processor
or the like.
[0322] It should be further understood that the memory
mentioned in the embodiments of this application may
be a volatile memory or a non-volatile memory, or may
include a volatile memory and a non-volatile memory.
The non-volatile memory may be a read-only memory
(Read-Only Memory, ROM), a programmable read-only
memory (Programmable ROM, PROM), an erasable pro-
grammable read-only memory (Erasable PROM,
EPROM), an electrically erasable programmable read-
only memory (Electrically EPROM, EEPROM), or a flash
memory. The volatile memory may be a random access
memory (Random Access Memory, RAM), used as an
external cache. Through example but not limitative de-
scription, many forms of RAMs may be used, for example,
a static random access memory (Static RAM, SRAM), a
dynamic random access memory (Dynamic RAM,
DRAM), a synchronous dynamic random access mem-
ory (Synchronous DRAM, SDRAM), a double data rate
synchronous dynamic random access memory (Double
Data Rate SDRAM, DDR SDRAM), an enhanced syn-
chronous dynamic random access memory (Enhanced
SDRAM, ESDRAM), a synchronous link dynamic ran-
dom access memory (Synchlink DRAM, SLDRAM), and
a direct rambus dynamic random access memory (Direct
Rambus RAM, DR RAM).
[0323] It should be noted that, when the processor is
the general-purpose processor, the DSP, the ASIC, the
FPGA or another programmable logic device, the dis-
crete gate or transistor logic device, or the discrete hard-
ware component, the memory (storage module) is inte-
grated into the processor.
[0324] It should be noted that the memory described
in this specification is intended to include, but not limited
to, these memories and any memory of another proper
type.
[0325] A person of ordinary skill in the art may be aware
that, in combination with the examples described in the
embodiments disclosed in this specification, units and
algorithm steps may be implemented by electronic hard-
ware or a combination of computer software and elec-
tronic hardware. Whether the functions are performed by
hardware or software depends on particular applications
and design constraint conditions of the technical solu-
tions. A person skilled in the art may use different meth-
ods to implement the described functions for each par-
ticular application, but it should not be considered that
the implementation goes beyond the scope of this appli-
cation.
[0326] It may be clearly understood by a person skilled
in the art that, for the purpose of convenient and brief
description, for a detailed working process of the forego-
ing system, apparatus, and unit, refer to a corresponding
process in the foregoing method embodiments, and de-
tails are not described herein again.
[0327] In the several embodiments provided in this ap-
plication, it should be understood that the disclosed sys-
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tem, apparatus, and method may be implemented in oth-
er manners. For example, the described apparatus em-
bodiments are merely examples. For example, the unit
division is merely logical function division and may be
other division in actual implementation. For example, a
plurality of units or components may be combined or in-
tegrated into another system, or some features may be
ignored or not performed. In addition, the displayed or
discussed mutual couplings or direct couplings or com-
munication connections may be implemented by using
some interfaces. The indirect couplings or communica-
tion connections between the apparatuses or units may
be implemented in electronic, mechanical, or other forms.
[0328] The units described as separate parts may or
may not be physically separate, and parts displayed as
units may or may not be physical units, may be located
in one position, or may be distributed on a plurality of
network units. Some or all of the units may be selected
based on actual requirements to achieve the objectives
of the solutions of the embodiments.
[0329] In addition, functional units in the embodiments
of this application may be integrated into one processing
unit, or each of the units may exist alone physically, or
two or more units are integrated into one unit.
[0330] When the functions are implemented in a form
of a software functional unit and sold or used as an in-
dependent product, the functions may be stored in a com-
puter readable storage medium. Based on such an un-
derstanding, the technical solutions of this application
essentially, or the part contributing to the prior art, or
some of the technical solutions may be implemented in
a form of a software product. The computer software
product is stored in a storage medium, and includes sev-
eral instructions for instructing a computer device (which
may be a personal computer, a server, a network device,
or the like) to perform all or some of the steps of the
methods described in the embodiments of this applica-
tion. The storage medium includes various media that
can store program code, such as a USB flash drive, a
removable hard disk, a read-only memory (Read-Only
Memory, ROM), a random access memory (Random Ac-
cess Memory, RAM), a magnetic disk, or an optical disc.
[0331] Further embodiments of the present invention
are provided in the following. It should be noted that the
numbering used in the following section does not neces-
sarily need to comply with the numbering used in the
previous sections.

Embodiment 1. A communication method, compris-
ing:

obtaining, by a terminal device, a security key,
wherein the terminal device is in a state in which
the terminal device disconnects a radio resource
control RRC connection from a first network de-
vice but retains context information that is of the
terminal device and that is in the first network
device; and

sending, by the terminal device, a first message
to a second network device, wherein the first
message comprises an identifier of the terminal
device and encrypted uplink data and/or signal-
ing, the encrypted uplink data and/or signaling
is encrypted by using the security key, and the
second network device is different from the first
network device.

Embodiment 2. The communication method accord-
ing to embodiment 1, wherein the security key com-
prises a key stored in the context information.
Embodiment 3. The communication method accord-
ing to embodiment 1, wherein the security key is dif-
ferent from a key that is used by the terminal device
to communicate with the first network device.
Embodiment 4. The communication method accord-
ing to embodiment 3, wherein the obtaining, by a
terminal device, a security key comprises:

obtaining, by the terminal device, the security
key based on identification information of the
second network device, wherein the identifica-
tion information of the second network device
comprises cell information of the second net-
work device and/or frequency information of the
second network device.
Embodiment 5. The communication method ac-
cording to embodiment 3, wherein the commu-
nication method further comprises: obtaining, by
the terminal device, security information that is
configured by the first network device for the ter-
minal device; and
the obtaining, by a terminal device, a security
key comprises:

obtaining, by the terminal device, the secu-
rity key based on the security information
and identification information of the second
network device, wherein the identification
information of the second network device
comprises cell information of the second
network device and/or frequency informa-
tion of the second network device; or
obtaining, by the terminal device, the secu-
rity key based on the security information
and identification information of the first net-
work device, wherein the identification in-
formation of the first network device com-
prises cell information of the first network
device and/or frequency information of the
first network device.

Embodiment 6. The communication method accord-
ing to embodiment 4 or 5, wherein the obtaining, by
a terminal device, a security key comprises: obtain-
ing, by the terminal device, the security key by further
using any one of the following information:
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a counter value carried in the context informa-
tion;
a counter value obtained from the first network
device;
a counter value carried in a system message of
the first network device; or
a counter value predefined by a system.

Embodiment 7. The communication method accord-
ing to any one of embodiments 1 to 6, wherein the
first message comprises the uplink data, and the
communication method further comprises:

after the terminal device is moved to a cell of the
second network device, obtaining, by the termi-
nal device, a system message of the second net-
work device, wherein the system message com-
prises user plane preconfiguration parameter in-
formation corresponding to at least one service;
and
determining, by the terminal device, the uplink
data based on the service corresponding to the
preconfiguration parameter information.

Embodiment 8. The communication method accord-
ing to embodiment 7, wherein the first message is
sent by using a user plane data packet.
Embodiment 9. The communication method accord-
ing to any one of embodiments 1 to 8, wherein the
first message further comprises the identification in-
formation of the first network device, so that the sec-
ond network device sends the uplink data and/or the
signaling to the core network by using the first net-
work device, wherein the identification information
of the first network device comprises the cell infor-
mation of the first network device and/or device in-
formation of the first network device, and the signal-
ing is non-access stratum signaling.
Embodiment 10. The communication method ac-
cording to any one of embodiments 1 to 9, wherein
the communication method further comprises: re-
ceiving, by the terminal device, a response message
sent by the second network device, wherein the re-
sponse message comprises at least one of the fol-
lowing information:

the identifier of the terminal device;
information for instructing whether to update the
context information;
information for instructing whether to enter an
RRC connected state;
information for instructing whether to remain in
the inactive state;
new security information;
update information of a radio access network
area;
information for instructing to enter the RRC con-
nected state;

information for instructing to remain in the inac-
tive state; or
information for instructing to enter an RRC idle
state.

Embodiment 11. A communication method, compris-
ing:

receiving, by a second network device, a first
message sent by a terminal device, wherein the
first message comprises an identifier of the ter-
minal device and encrypted uplink data and/or
signaling, the encrypted uplink data and/or sig-
naling is encrypted by using a security key, the
terminal device is in a state in which the terminal
device disconnects a radio resource control
RRC connection from a first network device but
retains context information that is of the terminal
device and that is in the first network device, and
the first network device is different from the sec-
ond network device;
obtaining, by the second network device, infor-
mation about the security key by using the first
network device; and
parsing, by the second network device, the up-
link data and/or the signaling based on the in-
formation about the security key.

Embodiment 12. The communication method ac-
cording to embodiment 11, wherein the security key
comprises a key stored in the context information.
Embodiment 13. The communication method ac-
cording to embodiment 11, wherein the security key
is different from a key that is used by the terminal
device to communicate with the first network device.
Embodiment 14. The communication method ac-
cording to embodiment 13, wherein the security key
is determined based on identification information of
the second network device, and the identification in-
formation of the second network device comprises
cell information of the second network device and/or
frequency information of the second network device.
Embodiment 15. The communication method ac-
cording to embodiment 13, wherein the security key
is determined based on identification information of
the second network device and security information
that is configured by the first network device for the
terminal device, and the identification information of
the second network device comprises cell informa-
tion of the second network device and/or frequency
information of the second network device; or
the security key is determined based on identification
information of the first network device and the secu-
rity information, and the identification information of
the first network device comprises cell information
of the first network device and/or frequency informa-
tion of the first network device.
Embodiment 16. The communication method ac-
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cording to embodiment 15, wherein it is determined
that the information about the security key further
comprises any one of the following information: a
counter value stored in the context information, a
counter value obtained by the terminal device from
the first network device, a counter value carried in a
system message of the first network device, or a
counter value predefined by a system.
Embodiment 17. The communication method ac-
cording to any one of embodiments 11 to 16, wherein
the first message comprises the uplink data, and a
system message of the second network device com-
prises user plane preconfiguration parameter infor-
mation corresponding to at least one service, so that
the terminal device determines the uplink data based
on the service corresponding to the preconfiguration
parameter information.
Embodiment 18. The communication method ac-
cording to embodiment 17, wherein the first message
is sent by using a user plane data packet.
Embodiment 19. The communication method ac-
cording to any one of embodiments 11 to 18, wherein
the first message further comprises the identification
information of the first network device, and the iden-
tification information of the first network device com-
prises the cell information of the first network device
and/or device information of the first network device;
and
the communication method further comprises:
sending, by the second network device, the uplink
data and/or the signaling to the first network device
based on the identification information of the first net-
work device, so that the first network device sends
the uplink data to a core network, wherein the sign-
aling is non-access stratum signaling.
Embodiment 20. The communication method ac-
cording to any one of embodiments 11 to 18, wherein
the first message comprises the uplink data, and the
communication method further comprises:

obtaining, by the second network device, the
context information;
establishing, by the second network device, a
communication path to the core network based
on the context information; and
sending, by the second network device, the up-
link data to the core network along the commu-
nication path.

Embodiment 21. The communication method ac-
cording to embodiment 20, wherein the obtaining,
by the second network device, the context informa-
tion comprises:

obtaining, by the second network device, the
context information based on the context infor-
mation notification message sent by the first net-
work device; or

requesting, by the second network device, the
context information from the first network de-
vice.

Embodiment 22. The communication method ac-
cording to embodiment 20 or 21, wherein the com-
munication method further comprises:

obtaining, by the second network device, infor-
mation about a new next hop chaining counter
NCC from the core network; and
sending, by the second network device, the new
NCC to the terminal device, so that the terminal
device is instructed to determine a new security
key by using the new NCC and encrypt, by using
the new security key, uplink data to be sent next
time.

Embodiment 23. The communication method ac-
cording to any one of embodiments 11 to 22, wherein
the communication method further comprises:
determining, by the second network device based
on at least one of the following information, whether
the context information needs to be updated:

an amount of the uplink data of the terminal de-
vice;
a sending frequency of the uplink data of the
terminal device;
load of the second network device;
a quantity of users connected to the second net-
work device; or
uplink service information of the terminal device.

Embodiment 24. The communication method ac-
cording to any one of embodiments 11 to 23, wherein
the communication method further comprises:
sending, by the second network device, a response
message for the first message to the terminal device,
wherein the response message comprises at least
one of the following information:

the identifier of the terminal device;
information for instructing whether to update the
context information;
information for instructing whether to enter an
RRC connected state;
information for instructing whether to remain in
the inactive state;
new security information;
update information of a radio access network
area;
information for instructing to enter the RRC con-
nected state;
information for instructing to remain in the inac-
tive state; or
information for instructing to enter an RRC idle
state.
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Embodiment 25. A terminal device, comprising:

a processing module, configured to obtain a se-
curity key, wherein the terminal device is in a
state in which the terminal device disconnects
a radio resource control RRC connection from
a first network device but retains context infor-
mation that is of the terminal device and that is
in the first network device; and
a transceiver module, configured to send a first
message to a second network device, wherein
the first message comprises an identifier of the
terminal device and encrypted uplink data
and/or signaling, the encrypted uplink data
and/or signaling is encrypted by using the secu-
rity key, and the second network device is dif-
ferent from the first network device.

Embodiment 26. The terminal device according to
embodiment 25, wherein the security key comprises
a key stored in the context information.
Embodiment 27. The terminal device according to
embodiment 25, wherein the security key is different
from a key that is used by the terminal device to
communicate with the first network device.
Embodiment 28. The terminal device according to
embodiment 27, wherein that the processing module
is configured to obtain a security key comprises:

the processing module is configured to obtain
the security key based on identification informa-
tion of the second network device, wherein the
identification information of the second network
device comprises cell information of the second
network device and/or frequency information of
the second network device.
Embodiment 29. The terminal device according
to embodiment 27, wherein the transceiver mod-
ule is further configured to obtain security infor-
mation that is configured by the first network de-
vice for the terminal device; and
that the processing module is configured to ob-
tain a security key comprises:

the processing module is configured to ob-
tain the security key based on the security
information and identification information of
the second network device, wherein the
identification information of the second net-
work device comprises cell information of
the second network device and/or frequen-
cy information of the second network de-
vice; or
the processing module is configured to ob-
tain the security key based on the security
information and identification information of
the first network device, wherein the identi-
fication information of the first network de-

vice comprises cell information of the first
network device and/or frequency informa-
tion of the first network device.

Embodiment 30. The terminal device according to
embodiment 28 or 29, wherein the processing mod-
ule is further configured to obtain the security key by
using any one of the following information:

a counter value carried in the context informa-
tion;
a counter value obtained from the first network
device;
a counter value carried in a system message of
the first network device; or
a counter value predefined by a system.

Embodiment 31. The terminal device according to
any one of embodiments 25 to 30, wherein the first
message comprises the uplink data, and the
processing module is further configured to: after the
terminal device is moved to a cell of the second net-
work device, obtain a system message of the second
network device, wherein the system message com-
prises user plane preconfiguration parameter infor-
mation corresponding to at least one service; and
determine the uplink data based on the service cor-
responding to the preconfiguration parameter infor-
mation.
Embodiment 32. The terminal device according to
embodiment 31, wherein the first message is sent
by using a user plane data packet.
Embodiment 33. The terminal device according to
any one of embodiments 25 to 32, wherein the first
message further comprises the identification infor-
mation of the first network device, so that the second
network device sends the uplink data and/or the sig-
naling to the core network by using the first network
device, wherein the identification information of the
first network device comprises the cell information
of the first network device and/or device information
of the first network device, and the signaling is non-
access stratum signaling.
Embodiment 34. The terminal device according to
any one of embodiments 25 to 33, wherein the trans-
ceiver module is further configured to receive a re-
sponse message sent by the second network device,
wherein the response message comprises at least
one of the following information:

the identifier of the terminal device;
information for instructing whether to update the
context information;
information for instructing whether to enter an
RRC connected state;
information for instructing whether to remain in
the inactive state;
new security information;
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update information of a radio access network
area;
information for instructing to enter the RRC con-
nected state;
information for instructing to remain in the inac-
tive state; or
information for instructing to enter an RRC idle
state.

Embodiment 35. A network device, comprising:

a transceiver module, configured to receive a
first message sent by a terminal device, wherein
the first message comprises an identifier of the
terminal device and encrypted uplink data
and/or signaling, the encrypted uplink data
and/or signaling is encrypted by using a security
key, the terminal device is in a state in which the
terminal device disconnects a radio resource
control RRC connection from a first network de-
vice but retains context information that is of the
terminal device and that is in the first network
device, and the first network device is different
from the network device; and
a processing module, configured to obtain infor-
mation about the security key by using the first
network device, wherein
the processing module is further configured to
parse the uplink data and/or the signaling based
on the information about the security key.

Embodiment 36. The network device according to
embodiment 35, wherein the security key comprises
a key stored in the context information.
Embodiment 37. The network device according to
embodiment 35, wherein the security key is different
from a key that is used by the terminal device to
communicate with the first network device.
Embodiment 38. The network device according to
embodiment 37, wherein the security key is deter-
mined based on identification information of the net-
work device, and the identification information of the
network device comprises cell information of the net-
work device and/or frequency information of the net-
work device.
Embodiment 39. The network device according to
embodiment 37, wherein the security key is deter-
mined based on identification information of the net-
work device and security information that is config-
ured by the first network device for the terminal de-
vice, and the identification information of the network
device comprises cell information of the network de-
vice and/or frequency information of the network de-
vice; or
the security key is determined based on identification
information of the first network device and the secu-
rity information, and the identification information of
the first network device comprises cell information

of the first network device and/or frequency informa-
tion of the first network device.
Embodiment 40. The network device according to
embodiment 39, wherein it is determined that the
information about the security key further comprises
any one of the following information:

a counter value stored in the context information;
a counter value obtained by the terminal device
from the first network device;
a counter value carried in a system message of
the first network device; or
a counter value predefined by a system.

Embodiment 41. The network device according to
any one of embodiments 35 to 40, wherein the first
message comprises the uplink data, and a system
message of the network device comprises user
plane preconfiguration parameter information corre-
sponding to at least one service, so that the terminal
device determines the uplink data based on the serv-
ice corresponding to the preconfiguration parameter
information.
Embodiment 42. The network device according to
embodiment 41, wherein the first message is sent
by using a user plane data packet.
Embodiment 43. The network device according to
any one of embodiments 35 to 42, wherein the first
message further comprises the identification infor-
mation of the first network device, and the identifica-
tion information of the first network device comprises
the cell information of the first network device and/or
device information of the first network device; and
the transceiver module is further configured to send
the uplink data and/or the signaling to the first net-
work device based on the identification information
of the first network device, so that the first network
device sends the uplink data and/or the signaling to
a core network, wherein the signaling is non-access
stratum signaling.
Embodiment 44. The network device according to
any one of embodiments 35 to 42, wherein the first
message comprises the uplink data;
the processing module is further configured to obtain
the context information, and establish, by the net-
work device, a communication path to the core net-
work based on the context information; and
the transceiver module is further configured to send
the uplink data to the core network along the com-
munication path.
Embodiment 45. The network device according to
embodiment 44, wherein the processing module is
further configured to obtain the context information;
and
the processing module is configured to obtain the
context information based on the context information
notification sent by the first network device; or
the processing module is configured to request the
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context information from the first network device.
Embodiment 46. The network device according to
embodiment 44 or 45, wherein the processing mod-
ule is further configured to obtain information about
a new next hop chaining counter NCC from the core
network; and
the transceiver module is further configured to send
the new NCC to the terminal device, so that the ter-
minal device is instructed to determine a new secu-
rity key by using the new NCC and encrypt, by using
the new security key, uplink data to be sent next time.
Embodiment 47. The network device according to
any one of embodiments 35 to 46, wherein the
processing module is further configured to deter-
mine, based on at least one of the following informa-
tion, whether the context information needs to be
updated:

an amount of the uplink data of the terminal de-
vice;
a sending frequency of the uplink data of the
terminal device;
load of the network device;
a quantity of users connected to the network de-
vice; or
uplink service information of the terminal device.

Embodiment 48. The network device according to
any one of embodiments 35 to 47, wherein the trans-
ceiver module is further configured to send a re-
sponse message for the first message to the terminal
device, wherein the response message comprises
at least one of the following information:

the identifier of the terminal device;
information for instructing whether to update the
context information;
information for instructing whether to enter an
RRC connected state;
information for instructing whether to remain in
the inactive state;
new security information;
update information of a radio access network
area;
information for instructing to enter the RRC con-
nected state;
information for instructing to remain in the inac-
tive state; or
information for instructing to enter an RRC idle
state.

Embodiment 49. A computer readable storage me-
dium, wherein the computer readable storage medi-
um stores a computer program; and when the com-
puter program is executed by a processor, the com-
munication method according to any one of embod-
iments 1 to 10 is implemented.
Embodiment 50. A computer readable storage me-

dium, wherein the computer readable storage medi-
um stores a computer program; and when the com-
puter program is executed by a processor, the com-
munication method according to any one of embod-
iments 11 to 24 is implemented.

[0332] The foregoing descriptions are merely specific
implementations of this application, but are not intended
to limit the protection scope of this application. Any var-
iation or replacement readily figured out by a person
skilled in the art within the technical scope disclosed in
this application shall fall within the protection scope of
this application. Therefore, the protection scope of this
application shall be subject to the protection scope of the
claims.

Claims

1. A communication method for a terminal device, com-
prising:

obtaining a security key, wherein the terminal
device is in a state in which the terminal device
disconnects a radio resource control RRC con-
nection from a first network device but retains
context information that is of the terminal device
and that is in the first network device; and
sending a first message to a second network
device, wherein the first message comprises an
identifier of the terminal device and encrypted
uplink data and/or signaling, the encrypted up-
link data and/or signaling is encrypted by using
the security key, and the second network device
is different from the first network device.

2. The communication method according to claim 1,
wherein the sending the first message to a second
network device, comprises:
sending the first message to a second network de-
vice by a grant free resource of the second network
device.

3. The communication method according to claim 1 or
2, further comprises
obtaining a grant free resource using a system mes-
sage of the second network device.

4. The communication method according to any one of
claims 1-3, wherein the obtaining a security key com-
prises:
obtaining the security key based on identification in-
formation of the second network device, wherein the
identification information of the second network de-
vice includes cell information of the second network
device and/or frequency information of the second
network device.
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5. The communication method according to claim 4,
wherein the obtaining the security key based on iden-
tification information of the second network device,
comprises:

obtaining security information that is configured
by the first network device for the terminal de-
vice; and
obtaining the security key based on the security
information and identification information of the
second network device.

6. The communication method according to claim 4,
wherein the obtaining the security key based on iden-
tification information of the second network device,
comprises:
obtaining the security key based on identification in-
formation of the second network device, and by fur-
ther using any one of the following information:

a counter value carried in the context informa-
tion;
a counter value obtained from the first network
device;
a counter value carried in a system message of
the first network device; or
a counter value predefined by a system.

7. The communication method according to any one of
claims 1 to 6, wherein the first message comprises
the uplink data, and the communication method fur-
ther comprises:

after the terminal device is moved to a cell of the
second network device, obtaining a system
message of the second network device, wherein
the system message comprises user plane pre-
configuration parameter information corre-
sponding to at least one service; and
determining the uplink data based on the service
corresponding to the preconfiguration parame-
ter information.

8. The communication method according to claim 7,
wherein the first message is sent by using a user
plane data packet.

9. The communication method according to any one of
claims 1 to 8, wherein the communication method
further comprises: receiving a response message
sent by the second network device, wherein the re-
sponse message comprises at least one of the fol-
lowing information:

the identifier of the terminal device;
information for instructing whether to update the
context information;
information for instructing whether to enter an

RRC connected state;
information for instructing whether to remain in
the inactive state;
new security information;
update information of a radio access network
area;
information for instructing to enter the RRC con-
nected state;
information for instructing to remain in the inac-
tive state; or
information for instructing to enter an RRC idle
state.

10. A communication method for a second network de-
vice, comprising:

receiving a first message from a terminal device,
wherein the first message comprises an identi-
fier of the terminal device and encrypted uplink
data and/or signaling, the encrypted uplink data
and/or signaling is encrypted by using a security
key, the terminal device is in a state in which the
terminal device disconnects a radio resource
control RRC connection from a first network de-
vice but retains context information that is of the
terminal device and that is in the first network
device, and the first network device is different
from the second network device;
obtaining information about the security key by
using the first network device; and
parsing the uplink data and/or the signaling
based on the information about the security key.

11. The communication method according to claim 10,
wherein the receiving the first message from a ter-
minal device, comprises:
receiving the first message by a grant free resource
of the second network device.

12. The communication method according to claim 10
or 11, wherein the grant free resource is indicated
by a system message of the second network device.

13. The communication method according to any one of
claims 10-12, wherein
the security key is obtained based on identification
information of the second network device, wherein
the identification information of the second network
device includes cell information of the second net-
work device and/or frequency information of the sec-
ond network device.

14. An apparatus configured to perform the steps of any
one of the claims 1 to 13.

15. A computer readable storage medium, wherein the
computer readable storage medium stores a com-
puter program; and when the computer program is
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executed by a processor, the communication meth-
od according to any one of claims 1 to 13 is imple-
mented.

16. A communication system, comprises the apparatus
of claim 14.
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