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(54) PERMITTED NETWORK RISKS IN DIVERSE ROUTE DETERMINATIONS

(57) Systems and methods for permitted network
risks in diverse route determinations introduce the con-
cept of permitted network risks which are risks that may
be present in a disjoint path calculation. This removes
the binary logic in conventional shared risk path deter-
mination, i.e., either exclude or include. With the present
disclosure, a network risk may be excluded (must never
use) or shared (may use if needed). In an embodiment,
if a route for a backup tunnel or path excluding all network

risks is not possible, then a route for the backup tunnel
or path may be found excluding some network risks of
the primary tunnel or path except specified network risks
that are determined/specified as permitted network risks.
Such permitted network risks can be explicitly specified
by a network operator or implicitly determined based on
a category (e.g., node and/or equipment may be shared
network risks whereas links may not).
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Description

FIELD OF THE DISCLOSURE

[0001] The present disclosure generally relates to net-
working systems and methods. More particularly, the
present disclosure relates to systems and methods for
permitted network risks in diverse route determinations.

BACKGROUND OF THE DISCLOSURE

[0002] Shared Risk Group (SRG) is a concept in net-
work routing that different connections may suffer from
a common failure if they share a common risk or a com-
mon SRG. SRG can be used with optical networks, Eth-
ernet networks, Multiprotocol Label Switching (MPLS)
networks including the Generalized Multiprotocol Label
Switching (GMPLS) networks, Internet Protocol (IP) net-
works, and the like as well as multi-layer networks. An
SRG failure makes multiple connections go down be-
cause of the failure of a common resource those connec-
tions share. Examples of SRGs include Shared Risk Link
Group (SRLG), Shared Risk Node Group (SRNG),
Shared Risk Equipment Group (SREG), etc. An SRLG
is a risk on a cable or the like, an SRNG is a risk asso-
ciated with a node or network element, and an SREG is
a risk that extends within the node or network element
itself, e.g., down to a module or other type of equipment.
The descriptions herein may reference SRLGs for illus-
tration purposes, but those skilled in the art will recognize
any, and all types of SGR risk representation are con-
templated herein. SRLGs refer to situations where links
in a network share a common fiber (or a common physical
attribute such as fiber conduit or the like). If one link fails,
other links in the group may fail too, i.e., links in the group
have a shared risk which is represented by the SRLG.
SRLGs are used in optical, Ethernet, MPLS, GMPLS,
and/or IP networks and used for route computation for
diversity.
[0003] In multi-layer networks, a link at an upper layer
has a connection at a lower layer, and thus any network
resources (links, nodes, line cards, and the like) used by
the lower layer connection can be represented as SRLGs
on the upper layer links. That is, MPLS tunnels, OTN
connections, IP routes, etc. all operate on a lower layer
optical network (Layer 0). For example, an MPLS link at
an MPLS layer may have an SRLG to represent a con-
nection at Layer 0 and thus any optical nodes, amplifiers,
and muxing/demuxing components, as well as fiber ca-
bles and conduits used by the Layer 0 connection, are
accounted for in SRLGs on the MPLS link. As an exam-
ple, one would not want to protect MPLS tunnels where
the protected tunnels share a risk in an optical network.
The SRLGs are used in the MPLS route computation to
ensure the protected tunnels share no common risks in
the optical network. That is, route or path computation
can compare SRLGs of links between two paths to de-
termine if they are disjoint or not. If two paths have a

common risk, i.e., share an SRLG, there is a possibility
of a common fault taking both paths down. Of course,
this defeats the purpose of protection and is to be avoid-
ed.
[0004] Current mechanisms of network resource inclu-
sion and exclusion within routing / path computation sys-
tems are inadequate to calculate diverse routes in the
presence of some network risk types, network configu-
rations, or states. That is, conventional SRGs use binary
logic - either a risk is present causing a link, node, or
equipment to be avoided or a risk is absent allowing a
link, node, or equipment to be used for a disjoint path.
This approach treats all networks risks the same. This is
not the case in reality. There are types of risks that have
a very low (but not zero) probability of failure that are
acceptable in terms of a disjoint path determination with
SRGs. For example, an optical network element (e.g.,
an OTN switching node, a Reconfigurable Optical
Add/Drop Multiplexer (ROADM), etc.) can fail, but it is far
more likely a link (fiber cut) or a piece of equipment in
the network element (which can be rerouted around)
would fail. That is, a complete nodal failure is possible,
but not likely. Ideally, in an MPLS tunnel, primary and
backup Label Switched Paths (LSPs) should be routed
such that they do not share any common network risks,
including the same optical network elements. However,
complete node diversity may be difficult or expensive to
achieve, and given the fact there is a very low probability
of complete nodal failure, this may be a type of risk that
is acceptable.

BRIEF SUMMARY OF THE DISCLOSURE

[0005] The present disclosure relates to systems and
methods for permitted network risks in diverse route de-
terminations. The present disclosure introduces the con-
cept of permitted network risks which are risks that may
be present in a disjoint path calculation. This removes
the binary logic, i.e., either exclude or include. With the
present disclosure, a network risk may be excluded (must
never use) or shared (may use if needed). In an embod-
iment, using MPLS LSPs, if a route for a backup LSP
excluding all network risks is not possible, then a route
for the backup LSP may be found, excluding some net-
work risks of the primary LSP except specified network
risks that are determined/specified as permitted network
risks. Such permitted network risks can be explicitly spec-
ified by a network operator or implicitly determined based
on a category (e.g., SRNG and/or SREG may be shared
network risks whereas SRLG may not).
[0006] In an embodiment, a method or a non-transitory
computer-readable medium includes instructions stored
thereon for programming a processor for performing
steps of determining a first route for a connection in a
network, wherein the connection operates at a first layer
of one or more layers; obtaining a plurality of network
risks associated with the first route in the one or more
layers; and determining a second route to protect the
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connection from the first route, wherein the second route
is determined such that at least some of the plurality of
network risks are excluded and permitted network risks
of the plurality of network risks are allowed if required.
The determining the second route can include determin-
ing the second route by excluding all of the plurality of
network risks from the first route on the second route;
and if unable to determine the second route with all of
the plurality of network risks excluded, determining the
second route by excluding the some of the plurality of
network risks and allowing one or more of the permitted
network risks.
[0007] The plurality of network risks can include one
or more link risks, one or more node risks, and one or
more equipment risks. The some of the plurality of net-
work risks can include the one or more link risks and the
permitted network risks include the one or more node
risks and the one or more equipment risks. The method
can further include automatically determining the permit-
ted network risks based on predetermined criteria. The
one or more layers can include any of a Time Division
Multiplexing (TDM) layer and an optical layer. The per-
mitted network risks can include risks associated with
specific network elements at one or more of the TDM
layer and the optical layer. The connection can be a Label
Switched Path (LSP). The connection can support Fast
Reroute (FRR), and the permitted network risks are be-
tween a Point of Local Repair (PLR) and a Merge Point
(MP).
[0008] In another embodiment, an apparatus includes
a processor and memory storing instructions that, when
executed, cause the processor to determine a first route
for a connection in a network, wherein the connection
operates at a first layer of one or more layers, obtain a
plurality of network risks associated with the first route in
the one or more layers, and determine a second route to
protect the connection from the first route, wherein the
second route is determined such that at least some of
the plurality of network risks are excluded and permitted
network risks of the plurality of network risks are allowed
if required.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] The present disclosure is illustrated and de-
scribed herein with reference to the various drawings, in
which like reference numbers are used to denote like
system components/method steps, as appropriate, and
in which:

FIG. 1 is a network diagram of a network of network
elements interconnected by links;

FIG 2 is a block diagram of an example network el-
ement (node) for use with the systems and methods
described herein;

FIG. 3 is a block diagram of a controller which can

form a controller for the network element of FIG. 2,
a Path Computation Element (PCE), a Software-De-
fined Networking (SDN) controller, a management
system, or the like; and

FIG. 4 is a flowchart of a permitted network risk proc-
ess.

DETAILED DESCRIPTION OF THE DISCLOSURE

[0010] Again, the present disclosure relates to systems
and methods for permitted network risks in diverse route
determinations. The present disclosure introduces the
concept of permitted network risks which are risks that
may be present in a disjoint path calculation. This re-
moves the binary logic, i.e., either exclude or include.
With the present disclosure, a network risk may be ex-
cluded (must never use) or shared (may use if needed).
In an embodiment, using MPLS LSPs, if a route for a
backup LSP excluding all network risks is not possible,
then a route for the backup LSP may be found, excluding
some network risks of the primary LSP except specified
network risks that are determined/specified as permitted
network risks. Such permitted network risks can be ex-
plicitly specified by a network operator or implicitly deter-
mined based on a category (e.g., SRNG and/or SREG
may be permitted network risks whereas SRLG may not,
as well as other embodiments).

Example network with SRGs

[0011] FIG. 1 is a network diagram of a network 10 of
network elements 12 (labeled as network elements 12A
- 12G) interconnected by links 14 (labeled as links 14A
- 141). The network elements 12 communicate with one
another over the links 14 through Layer 0 (L0) such as
optical wavelengths (Dense Wave Division Multiplexing
(DWDM)), Layer 1 (L1) such as OTN, Layer 2 (L2) such
as Ethernet, MPLS, etc., Layer 3 (L3) protocols, and/or
combinations thereof. The network elements 12 can be
network elements which include a plurality of ingress and
egress ports forming the links 14. The network elements
12 can be switches, routers, cross-connects, etc. oper-
ating at one or more layers. An example network element
12 implementation is illustrated in FIG. 1. The network
10 can include various services or calls between the net-
work elements 12. Each service can be at any of the L0,
L1, L2, and/or L3 protocols, such as a wavelength, a Sub-
network Connection (SNC), an LSP, a tunnel, a connec-
tion, etc., and each service is an end-to-end path and
from the view of the client signal contained therein, it is
seen as a single network segment. The network 10 is
illustrated, for example, as an interconnected mesh net-
work, and those of ordinary skill in the art will recognize
the network 10 can include other architectures, with ad-
ditional network elements 12 or with fewer network ele-
ments 12, etc. as well as with various different intercon-
nection topologies and architectures.
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[0012] The network 10 can include a control plane op-
erating on and/or between the network elements 12. The
control plane includes software, processes, algorithms,
etc. that control configurable features of the network 10,
such as automating discovery of the network elements
12, capacity on the links 14, port availability on the net-
work elements 12, connectivity between ports; dissemi-
nation of topology and bandwidth information between
the network elements 12; calculation and creation of
paths for calls or services; network-level protection and
restoration; and the like. In an exemplary embodiment,
the control plane can utilize Automatically Switched Op-
tical Network (ASON) as defined in G.8080/Y.1304, Ar-
chitecture for the automatically switched optical network
(ASON) (02/2005), the contents of which are herein in-
corporated by reference; Generalized Multi-Protocol La-
bel Switching (GMPLS) Architecture as defined in Re-
quest for Comments (RFC): 3945 (10/2004) and the like,
the contents of which are herein incorporated by refer-
ence; Optical Signaling and Routing Protocol (OSRP)
which is an optical signaling and routing protocol similar
to PNNI (Private Network-to-Network Interface) and
MPLS; or any other type control plane for controlling net-
work elements at multiple layers, and establishing and
maintaining connections between nodes. Those of ordi-
nary skill in the art will recognize the network 10 and the
control plane can utilize any type of control plane for con-
trolling the network elements 12 and establishing, main-
taining, and restoring calls or services between the nodes
12. In another embodiment, the network 10 can include
a Software-Defined Networking (SDN) controller for cen-
tralized control. In a further embodiment, the network 10
can include hybrid control between the control plane and
the SDN controller. In yet a further embodiment, the net-
work 10 can include a Network Management System
(NMS), Element Management System (EMS), Path
Computation Element (PCE), etc. That is, the present
disclosure contemplates any type of controller for path
computation utilizing the permitted network risks de-
scribed herein. That is, the present disclosure is not lim-
ited to a control plane, SDN, PCE, etc. based path com-
putation technique.
[0013] Again, SRLGs are risks that are compared be-
tween two potential paths to ensure diversity therebe-
tween. The risks can include, without limitation, fibers,
fiber conduits, physical junctions, bridges, Reconfigura-
ble Optical Add/Drop Multiplexer (ROADM) degree, net-
work element 12, a module in the network element 12,
or any physical construct associated with the link 14 phys-
ically. For diversity, the SRLGs between two connections
are compared, and any shared risk indicates a diversity
concern or single point of failure for both connections.
The objective of SRLGs is to model various risks to en-
able comparison during route computation.
[0014] In FIG. 1, each link 14 is assigned associated
SRLGs 20 for risks, and each is a unique value. Also,
each node 12 is assigned associated SRNGs and/or
SREGs 22, again each is a unique value representing a

specified risk. Note, for illustration purposes, the SRNGs
and/or SREGs 22 just show the reference numeral of the
network element, e.g., 12A. Also, for illustration purpos-
es, FIG. 1 lists each SRLG 20 as a four-digit number, but
those skilled in the art will recognize these SRLGs,
SRNGs, and SREGs can be a 32-bit value or the like.
For example, the link 14A has SRLGs 4211, 6789, 4011
and the link 14B has SRLGs 4011, 6789, 6123, 2102,
4021. In route computation, the fact these two links 14A,
14B have the same SRLGs 6789, 4011 indicates these
links 14A, 14B have a common risk and are not di-
verse/disjoint. The link 14H has SRLGs 4212, 4051,
9876, and when compared to the link 14A, there are no
common SRLGs, and thus these two links 14A, 14H are
diverse, i.e., no common risk. Depending on the network
10 implementation, the SRLGs 20 and the SRNGs and/or
SREGs 22 can be flooded (in a control plane), managed
(in an SDN controller, NMS, EMS, PCE, etc.), or the like.
[0015] As an example, assume there are two connec-
tions 30, 32 between the network elements 12A, 12F,
e.g., the connection 30 can be a primary tunnel (LSP),
and the connection 32 can be a backup tunnel (LSP).
Thus, there is a requirement for the connection 30 and
the connection 32 to be disjoint, i.e., that they do not
share a network risk. The connection 30 has a path over
links 14H, 14I, 14G. The path for the connection 32 is
calculated, and then all of the network risks on the cal-
culated path are compared to the network risks on the
path for the connection 30. Assume the only viable path
for the connection 32 is through the network element 12E.
With conventional approaches, this path would fail as
here the connection 32 would share a same network risk,
namely the network element 12E, as the connection 30.
However, these paths do not share a link 14. The network
element 12E is a "permitted network risk." With the
present disclosure, this permitted network risk is allowed,
such that the connections 30, 32 can share the network
element 12E, if required for the connection 32.

Example network element/node

[0016] FIG 2 is a block diagram of an example network
element 12 (node) for use with the systems and methods
described herein. In an embodiment, the network ele-
ment 12 can be a device that may consolidate the func-
tionality of a Multi-Service Provisioning Platform (MSPP),
Digital Cross-Connect (DCS), Ethernet and/or Optical
Transport Network (OTN) switch, Wave Division Multi-
plexed (WDM)/DWDM platform, Packet Optical Trans-
port System (POTS), etc. into a single, high-capacity in-
telligent switching system providing Layer 0, 1, 2, and/or
3 consolidation. In another embodiment, the network el-
ement 12 can be any of an OTN Add/Drop Multiplexer
(ADM), a Multi-Service Provisioning Platform (MSPP), a
Digital Cross-Connect (DCS), an optical cross-connect,
a POTS, an optical switch, a router, a switch, a
WDM/DWDM terminal, an access/aggregation device,
etc. That is, the network element 12 can be any digital
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and/or optical system with ingress and egress digital
and/or optical signals and switching of channels, times-
lots, tributary units, wavelengths, etc.
[0017] In an embodiment, the network element 12 in-
cludes common equipment 102, one or more line mod-
ules 104, and one or more switch modules 106. The com-
mon equipment 102 can include power; a control module;
Operations, Administration, Maintenance, and Provi-
sioning (OAM&P) access; user interface ports; and the
like. The common equipment 102 can connect to a man-
agement system 108 through a data communication net-
work 110 (as well as a PCE, an SDN controller, etc.).
Additionally, the common equipment 102 can include a
control plane processor, such as a controller 200 illus-
trated in FIG. 3 configured to operate the control plane
as described herein. The network element 12 can include
an interface 112 for communicatively coupling the com-
mon equipment 102, the line modules 104, and the switch
modules 106 to one another. For example, the interface
112 can be a backplane, midplane, a bus, optical and/or
electrical connectors, or the like. The line modules 104
are configured to provide ingress and egress to the switch
modules 106 and to external connections on the links
to/from the network element 12. In an embodiment, the
line modules 104 can form ingress and egress switches
with the switch modules 106 as center stage switches
for a three-stage switch, e.g., a three-stage Clos switch.
Other configurations and/or architectures are also con-
templated.
[0018] Further, the line modules 104 can include a plu-
rality of optical connections per module, and each module
may include a flexible rate support for any type of con-
nection. The line modules 104 can include WDM inter-
faces, short-reach interfaces, and the like, and can con-
nect to other line modules 104 on remote network ele-
ments, end clients, edge routers, and the like, e.g., form-
ing connections on the links in the network 10. From a
logical perspective, the line modules 104 provide ingress
and egress ports to the network element 12, and each
line module 104 can include one or more physical ports.
The switch modules 106 are configured to switch chan-
nels, timeslots, tributary units, packets, etc. between the
line modules 104. For example, the switch modules 106
can provide wavelength granularity (Layer 0 switching);
OTN granularity; Ethernet granularity; and the like. Spe-
cifically, the switch modules 106 can include Time Divi-
sion Multiplexed (TDM) (i.e., circuit switching) and/or
packet switching engines. The switch modules 106 can
include redundancy as well, such as 1:1, 1:N, etc.
[0019] Those of ordinary skill in the art will recognize
the network element 12 can include other components
which are omitted for illustration purposes, and that the
systems and methods described herein are contemplat-
ed for use with a plurality of different network elements
with the network element 12 presented as an example
type of network element. For example, in another em-
bodiment, the network element 12 may not include the
switch modules 106, but rather have the corresponding

functionality in the line modules 104 (or some equivalent)
in a distributed fashion. Also, the network element 12
may omit the switch modules 106 and that functionality,
such as in a DWDM terminal. For the network element
12, other architectures providing ingress, egress, and
switching are also contemplated for the systems and
methods described herein. In general, the systems and
methods described herein contemplate use with any net-
work element, and the network element 12 is merely pre-
sented as an example for the systems and methods de-
scribed herein.

Example controller

[0020] FIG. 3 is a block diagram of a controller 200
which can form a controller for the network element 12,
a PCE, an SDN controller, the management system 108,
or the like. The controller 200 can be part of the common
equipment, such as common equipment 102 in the net-
work element 100, or a stand-alone device communica-
tively coupled to the network element 100 via the data
communication network 110. In a stand-alone configu-
ration, the controller 200 can be the management system
108, a PCE, etc. The controller 200 can include a proc-
essor 202 which is a hardware device for executing soft-
ware instructions such as operating the control plane.
The processor 202 can be any custom made or commer-
cially available processor, a central processing unit
(CPU), an auxiliary processor among several processors
associated with the controller 200, a semiconductor-
based microprocessor (in the form of a microchip or
chipset), or generally any device for executing software
instructions. When the controller 200 is in operation, the
processor 202 is configured to execute software stored
within the memory, to communicate data to and from the
memory, and to generally control operations of the con-
troller 200 pursuant to the software instructions. The con-
troller 200 can also include a network interface 204, a
data store 206, memory 208, an I/O interface 210, and
the like, all of which are communicatively coupled to one
another and to the processor 202.
[0021] The network interface 54 can be used to enable
the controller 200 to communicate on the DCN 40, such
as to communicate control plane information to other con-
trollers, to the management system 108, to the nodes
100, and the like. The network interface 204 can include,
for example, an Ethernet module. The network interface
204 can include address, control, and/or data connec-
tions to enable appropriate communications on the net-
work. The data store 206 can be used to store data, such
as control plane information, provisioning data, OAM&P
data, etc. The data store 206 can include any of volatile
memory elements (e.g., random access memory (RAM,
such as DRAM, SRAM, SDRAM, and the like)), nonvol-
atile memory elements (e.g., ROM, hard drive, flash
drive, CDROM, and the like), and combinations thereof.
Moreover, the data store 206 can incorporate electronic,
magnetic, optical, and/or other types of storage media.
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The memory 208 can include any of volatile memory el-
ements (e.g., random access memory (RAM, such as
DRAM, SRAM, SDRAM, etc.)), nonvolatile memory ele-
ments (e.g., ROM, hard drive, flash drive, CDROM, etc.),
and combinations thereof. Moreover, the memory 208
may incorporate electronic, magnetic, optical, and/or oth-
er types of storage media. Note that the memory 208 can
have a distributed architecture, where various compo-
nents are situated remotely from one another, but may
be accessed by the processor 202. The I/O interface 210
includes components for the controller 200 to communi-
cate with other devices. Further, the I/O interface 210
includes components for the controller 200 to communi-
cate with the other nodes, such as using overhead as-
sociated with OTN signals.
[0022] The controller 200 is configured to implement
software, processes, algorithms, etc. that can control
configurable features of the network 10, such as auto-
mating discovery of the network elements 12, capacity
on the links 14, port availability on the network elements
12, connectivity between ports; dissemination of topolo-
gy and bandwidth information between the network ele-
ments 12; path computation and creation for connec-
tions; network-level protection and restoration; and the
like. As part of these functions, the controller 200 can
include a topology database that maintains the current
topology of the network 10, such as based on control
plane signaling and a connection database that main-
tains available bandwidth on the links again based on
the control plane signaling as well as management of the
network risks for diverse path computation.

Permitted network risks

[0023] Again, the present disclosure proposes a new
type of network resource usage constraint, namely the
permitted network risk. As described herein, the permit-
ted network risk is one that is preferably avoided but al-
lowed if required. When requesting a pair (or more) of
diverse routes for a service or connection across the net-
work 10, the request can specify or the system can de-
termine one or more network risk values (e.g., SRLGs,
SRNGs, SREGs, etc.) that may (but need not) be shared
by the two (or more) routes, i.e., having the routes use
the specified or determined permitted network risk do not
constitute a diversity violation. The permitted network risk
may equate to a node, link, equipment, or any type of
risk represented by an SRG value (e.g., ROADM node,
amplifier, conduit, Central Office, etc).
[0024] Again, conventional routing and path computa-
tion systems only support network resource inclusion and
exclusion, e.g., include node X, exclude link Y, etc. That
is, when requesting a pair (or more) of routes for a service
or connection across the network 10, the request can
optionally specify one or more network risk values that
must be excluded and/or must be included in the two (or
more) routes. The new permitted network risks introduce
the semantic of "may," i.e., these risks may be included

in the two (or more) routes but do not have to be included
if not necessary.
[0025] There are some types of network risks and net-
work configurations whereby it may not be possible to
find diverse routes unless these network risks are part
of the routes in a particular network state. For example,
consider a multi-layer network where an MPLS node is
connected to other MPLS nodes via OTN or ROADM
switching nodes. That is, MPLS nodes are interconnect-
ed via MPLS links that are implemented as OTN or
ROADM connections. In some configurations, an MPLS
node may be connected to neighboring MPLS nodes via
a single OTN or ROADM node, and, in some cases, an
MPLS node may be dual-homed (or multi-homed) via two
OTN or ROADM nodes. Under ideal circumstances, a
1:1 or 1+1 Protected MPLS tunnel from an MPLS node
would include a primary LSP that passes through one
OTN or ROADM node and a backup LSP that passes
through the other OTN or ROADM node. However, when
the OTN or ROADM node fails, and in order to return the
Protected MPLS tunnel back to 1:1 or 1+1 state, it may
be desirable to allow the 1:1 or 1+1 Protected MPLS tun-
nel to have both primary and backup LSPs to pass
through the same OTN or ROADM node. Inclusion and
exclusion semantics provide no direct solution, but the
permitted semantic does. Basically, the 1:1 or 1+1 Pro-
tected MPLS tunnel can be provisioned with permitted
network risks representing both the OTN or ROADM
nodes, or the system could dynamically determine that
both OTN or ROADM nodes are permitted network risks.
When both OTN or ROADM nodes are non-failed, the
1:1 or 1+1 Protected MPLS tunnel can include the pri-
mary LSP that passes through one OTN or ROADM node
and the backup LSP that passes through the other OTN
or ROADM node. But when one OTN or ROADM node
fails, then the 1:1 or 1+1 Protected MPLS tunnel will be
allowed to have both primary and backup LSPs to pass
through the same OTN or ROADM node, i.e., through
the same permitted network risk.
[0026] In core networks, it is usually possible to route
protected connections at a source node and a destination
node via separate optical degrees, i.e., ROADM equip-
ment such as Wavelength Selective Switches (WSSs).
In metro networks, often, a ROADM node may be con-
figured such that connections entering or exiting the node
share the same degree components, i.e., WSSs. Again,
it is a lower probability that a degree would fail (versus a
link failure - fiber cut), and this is an example of a per-
mitted network risk. In such a scenario, it may not be
possible to have diverse connections as the ROADM
node in such a configuration would always have shared
risks at the first and last hop in the network.
[0027] FIG. 4 is a flowchart of a permitted network risk
process 300. The permitted network risk process 300
can be a computer-implemented method, implemented
through an apparatus such as the network element 12
or the controller 200, and embodiment as instructions in
a non-transitory computer-readable medium that cause
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a processor to execute the steps. The permitted network
risk process 300 includes determining a first route for a
connection in a network, wherein the connection oper-
ates at a first layer of one or more layers (step S 1);
obtaining a plurality of network risks associated with the
first route (step S2); and determining a second route to
protect the connection from the first route, wherein the
second route is determined such that at least some of
the plurality of network risks are excluded and permitted
network risks of the plurality of network risks are allowed
if required to determine the second route (step S3). The
permitted network risk process 300 can further include
automatically determining the permitted network risks
based on predetermined criteria (step S4). Note, while
the steps are shown in a particular order in FIG. 4, those
of ordinary skill in the art will appreciate the steps may
be performed in different orders. For example, the step
S4 may occur prior to the step S3. The predetermined
criteria can specify which types of risks are permitted or
not. For example, the predetermined criteria can say de-
grees (equipment) or nodes are permitted risks whereas
links are not.
[0028] Optionally, the network risk process 300 can
include determining the second route by excluding all of
the plurality of network risks on the second route; and, if
unable to determine the second route with all of the plu-
rality of network risks excluded, determining the second
route by excluding the some of the plurality of network
risks and allowing one or more of the permitted network
risks.
[0029] The plurality of network risks can include one
or more link risks, one or more node risks, and one or
more equipment risks. The some of the plurality of net-
work risks can include the one or more link risks and the
permitted network risks include the one or more node
risks and the one or more equipment risks. The one or
more layers can include any of a Time Division Multiplex-
ing (TDM) layer and an optical layer. The permitted net-
work risks can include risks associated with specific net-
work elements at one or more of the TDM layer and the
optical layer. The connection can be a Label Switched
Path (LSP). Optionally, the connection supports Fast Re-
route (FRR), and the permitted network risks are between
a Point of Local Repair (PLR) and a Merge Point (MP).
[0030] For example, a route calculation for a 1:1 or 1+1
Protected MPLS tunnel could follow the following typical
steps. First, find a route for the primary LSP. Second,
determine network risks (node, link, equipment, etc.) of
the primary LSP. Third, find a route for the backup LSP,
excluding all of the network risks of the primary LSP.
Fourth, if the route for the backup LSP is found, then
proceed to establish the primary and backup LSPs on
the found routes. Otherwise, if the route for the backup
LSP is not found, find a route for the backup LSP, ex-
cluding the network risks of the primary LSP except the
permitted network risks. If the route for the backup LSP
is found (with the permitted network risks), then proceed
to establish the primary and backup LSPs on the found

routes. Otherwise, there are no diverse routes, even in
the context of permitted network risks.
[0031] As described herein, the permitted network
risks enable these risks to not count as diversity conflicts
between the primary and backup LSPs. Also note that if
a totally diverse pair of paths can be computed without
sharing the permitted risks, then such routes can be used.
[0032] The permitted network risks may be applied in
global as well as local scope. An example of a global
scope is two (or more) diverse routes between source
and destination nodes. An example of local scope is Fast
Reroute (FRR) type of mechanisms where detour or by-
pass routes may be set up that are diverse to the
route/link/node they are protecting.
[0033] Note that the determination of the permitted
risks can be through various techniques. There are var-
ious ways this can be achieved based on planning and/or
understanding of common unavoidable risks. Some ex-
amples where the unavoidable risks are easily identified
include:

1. Central Office (CO) office risk or MPLS node risk
as both primary and backup path start/end will una-
voidably have the same CO or MPLS node risks.

2. Consider any risk that is common to all Internet
Protocol (IP) interfaces of a given node as an una-
voidable risk.

[0034] Note that the PCE or control plane awareness
of such permitted risks can be passed explicitly in a re-
quest constraint or can be signaled using Interior Gate-
way Protocol (IGP) extensions by every node after the
higher-level system (planning, NMS, etc.) has identified
the unavoidable risks for such node (e.g., CO risk, mode
risk, etc).
[0035] Further, note that permitted risks may represent
specific instances of SRLG, such as particular OTN or
ROADM nodes, or may be a whole class of SRLGs such
as all OTN or ROADM switching nodes.
[0036] Still further, the present disclosure can be used
in the context of global routing or local routing such as
Fast Reroute (FRR). In the context of FRR, bypass or
detour LSPs can be routed such that they share specific
instances of network risks related to Point of Local Repair
(PLR) or Merge Point (MP), or they share a whole class
of Network Risks such as all OTN switching nodes be-
tween PLR and MP
[0037] It will be appreciated that some embodiments
described herein may include or utilize one or more ge-
neric or specialized processors ("one or more proces-
sors") such as microprocessors; Central Processing
Units (CPUs); Digital Signal Processors (DSPs): custom-
ized processors such as Network Processors (NPs) or
Network Processing Units (NPUs), Graphics Processing
Units (GPUs), or the like; Field-Programmable Gate Ar-
rays (FPGAs); and the like along with unique stored pro-
gram instructions (including both software and firmware)
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for control thereof to implement, in conjunction with cer-
tain non-processor circuits, some, most, or all of the func-
tions of the methods and/or systems described herein.
Alternatively, some or all functions may be implemented
by a state machine that has no stored program instruc-
tions, or in one or more Application-Specific Integrated
Circuits (ASICs), in which each function or some combi-
nations of certain of the functions are implemented as
custom logic or circuitry. Of course, a combination of the
aforementioned approaches may be used. For some of
the embodiments described herein, a corresponding de-
vice in hardware and optionally with software, firmware,
and a combination thereof can be referred to as "circuitry
configured to," "logic configured to," etc. perform a set of
operations, steps, methods, processes, algorithms, func-
tions, techniques, etc. on digital and/or analog signals as
described herein for the various embodiments.
[0038] Moreover, some embodiments may include a
non-transitory computer-readable medium having in-
structions stored thereon for programming a computer,
server, appliance, device, processor, circuit, etc. to per-
form functions as described and claimed herein. Exam-
ples of such non-transitory computer-readable medium
include, but are not limited to, a hard disk, an optical
storage device, a magnetic storage device, a Read-Only
Memory (ROM), a Programmable ROM (PROM), an
Erasable PROM (EPROM), an Electrically EPROM
(EEPROM), Flash memory, and the like. When stored in
the non-transitory computer-readable medium, software
can include instructions executable by a processor or
device (e.g., any type of programmable circuitry or logic)
that, in response to such execution, cause a processor
or the device to perform a set of operations, steps, meth-
ods, processes, algorithms, functions, techniques, etc.
as described herein for the various embodiments.
[0039] Although the present disclosure has been illus-
trated and described herein with reference to preferred
embodiments and specific examples thereof, it will be
readily apparent to those of ordinary skill in the art that
other embodiments and examples may perform similar
functions and/or achieve like results. All such equivalent
embodiments and examples are within the spirit and
scope of the present disclosure, are contemplated there-
by, and are intended to be covered by the following
claims.

Claims

1. A method (300) comprising the steps of:

determining (SI) a first route for a connection
(30) in a network (10), wherein the connection
(30) operates at a first layer of one or more lay-
ers;
obtaining (S2) a plurality of network risks asso-
ciated with the first route; and
determining (S3) a second route to protect the

connection from the first route, wherein the sec-
ond route is determined such that at least some
of the plurality of network risks are excluded and
permitted network risks of the plurality of net-
work risks are allowed if required to determine
the second route.

2. The method (300) as claimed in claim 1, further com-
prising
determining the second route by excluding all of the
plurality of network risks from the first route on the
second route; and
if unable to determine the second route with all of
the plurality of network risks excluded, determining
the second route by excluding the some of the plu-
rality of network risks and allowing one or more of
the permitted network risks.

3. The method (300) as claimed in any one of claims 1
to 2, wherein the plurality of network risks include
one or more link risks, one or more node risks, and
one or more equipment risks, at the one or more
layers.

4. The method (300) as claimed in claim 3, wherein the
some of the plurality of network risks include the one
or more link risks and the permitted network risks
include the one or more node risks and the one or
more equipment risks.

5. The method (300) as claimed in any one of claims 1
to 4, further comprising
automatically (S4) determining the permitted net-
work risks based on predetermined criteria.

6. The method (300) as claimed in any one of claims 1
to 5, wherein the one or more layers include any of
a Time Division Multiplexing (TDM) layer and an op-
tical layer.

7. The method (300) as claimed in claim 6, wherein the
permitted network risks include risks associated with
specific network elements at one or more of the TDM
layer and the optical layer.

8. The method (300) as claimed in any one of claims 1
to 7, wherein the connection is a Label Switched Path
(LSP).

9. The method (300) as claimed in claim 8, wherein the
connection supports Fast Reroute (FRR), and the
permitted network risks are between a Point of Local
Repair (PLR) and a Merge Point (MP).

10. An apparatus (200) comprising:
a processor (202) and memory (208) storing instruc-
tions that, when executed, cause the processor to
implement the method (300) as claimed in any one
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of claims 1 to 9.

11. A network element (12) comprising a plurality of
modules (102, 104, 106), including a controller con-
figured to implement the method (300) as claimed in
any one of claims 1 to 9.

12. A computer program comprising instructions which,
when executed on at least one processor, cause the
at least one processor to implement the method
(300) as claimed in any one of claims 1 to 9.

13. A carrier containing the instructions of claim 12,
wherein the carrier is one of an electronic signal,
optical signal, radio signal, or computer readable
storage medium.
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