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(54) METHOD FOR SENDING END MARKER, DEVICE, AND SYSTEM

(57) The present invention discloses a method for
sending an end marker, a device, and a system. The
method includes: receiving, by a source AN through a
source NG3 path between the source AN and a core-net-
work user-plane device, a first end marker sent by the
core-network user-plane device; generating, by the
source AN, N second end marker(s) based on the first
end marker, where N is the number of source DRB(s)
corresponding to the source NG3 path; and sending, by
the source AN, the N second end marker(s) to a target
AN through a forwarding path corresponding to the
source NG3 path. According to the method, when a DRB
is unknown to a core network, a target AN can accurately
obtain a DRB-based end marker. This ensures correct
sorting of downlink data of UE on a target DRB in a hando-
ver scenario.
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Description

TECHNICAL FIELD

[0001] The present invention relates to a mobile com-
munications system, and in particular, to a method for
sending an end marker, a device, and a system.

BACKGROUND

[0002] NextGen (NG) is short for a next-generation mo-
bile communications system architecture. As shown in
FIG. 1, NextGen may specifically include user equipment
(user equipment, UE), an access node (access node,
AN), a core network (Core network, CN), and a data net-
work (data network). The CN may be logically divided
into two parts: a user plane and a control plane. The
control plane is responsible for managing a mobile net-
work. The user plane is responsible for transmitting serv-
ice data. As shown in FIG. 1, an NG2 is a transmission
path between the AN and the control plane of the CN, an
NG3 is a transmission path between the AN and the user
plane of the CN, and an NG6 is a transmission path be-
tween the user plane of the CN and the data network.
[0003] The UE, as an entrance for interaction between
a mobile user and a network, can provide a basic com-
puting capability and a basic storage capability, display
a service window to a user, and receive an operation
input from the user. The NG UE establishes a signal con-
nection and a data connection to the AN by using a next-
generation air interface technology, to transmit a control
signal and service data to a mobile network.
[0004] The AN is similar to a base station in a conven-
tional network (for example, 2G to 4G). Deployed in a
location close to the UE, the AN provides a network ac-
cess function for an authorized user in a specific region,
and can transmit user data by using transmission tunnels
of different quality based on a user level, a service re-
quirement, and the like. The AN can manage a resource
of the AN, provide an access service for the UE as re-
quired, and forward a control signal and user data be-
tween the UE and the core network.
[0005] The CN is responsible for maintaining subscrip-
tion data of the mobile network, managing network ele-
ments of the mobile network, and providing the UE with
functions such as session management, mobility man-
agement, policy management, and security authentica-
tion. The CN provides network access authentication for
the UE during attachment of the UE; allocates a network
resource to the UE when the UE has a service request;
updates a network resource for the UE when the UE is
moving; provides a fast recovery mechanism for the UE
when the UE is idle; releases a network resource for the
UE during detachment of the UE; and provides a data
routing function for the UE when the UE has service data,
for example, forwards uplink data to the data network, or
receives downlink data of the UE from the data network
and forwards the downlink data to the AN, so as to send

the downlink data to the UE.
[0006] The data network provides a service for the UE,
and may be a private network, such as a local area net-
work; or may be an external network beyond control of
an operator, such as the Internet; or may be a dedicated
network deployed by an operator.
[0007] In an NG mobile network, a widely accepted
data path implementation is as follows: A data path in-
cludes an NG3 path and an air interface path. The NG3
path may be based on a node (for example, an AN), UE,
a session (session), a flow, or the like. For example, each
UE corresponds to one NG3 path, or each session cor-
responds to one NG3 path, or each AN corresponds to
one NG3 path. The air interface path may include one or
more data radio bearers (data radio bearer, DRB). The
NG3 path is known to the core network, and is maintained
by the control plane of the core network. However, the
DRB on the air interface path is unknown to the core
network, and the DRB is maintained by the AN.
[0008] In the foregoing data path implementation, be-
cause the DRB on the air interface path is unknown to
the core network, the core network cannot generate a
DRB-based end marker. The DRB-based end marker is
used to help a target AN sort downlink data on a target
DRB. Therefore, in a process of handing over the UE
from a source AN to the target AN, the core network can-
not send the DRB-based end marker to the target AN,
thereby causing downlink data disorder resulting from
the handover of the UE.

SUMMARY

[0009] Embodiments of the present invention provide
a method for sending an end marker, a device, and a
system, so that when a DRB on an air interface path is
unknown to a core network, a target AN can accurately
learn about a DRB-based end marker.
[0010] According to a first aspect, a method for sending
an end marker is provided. The method includes: receiv-
ing, by a source AN through a source NG3 path between
the source AN and a core-network user-plane device, a
first end marker sent by the core-network user-plane de-
vice, where the first end marker is used to indicate that
sending downlink data of UE on the source NG3 path is
completed; generating, by the source AN, N second end
marker(s) based on the first end marker, where N is the
number of source DRB(s) corresponding to the source
NG3 path; and sending, by the source AN, the N second
end marker(s) to a target AN through a forwarding path,
where the forwarding path is used by the source AN to
forward, to the target AN, data of the UE received through
the source NG3 path.
[0011] With reference to the first aspect, in a first im-
plementation of the first aspect, before the receiving, by
a source AN through a source NG3 path between the
source AN and a core-network user-plane device, a first
end marker sent by the core-network user-plane device,
the method further includes: sending, by the source AN,
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a first switching request message to the target AN, where
the first switching request message carries information
about the source data radio bearer DRB(s) of the UE and
information about the source NG3 path; the information
about the source DRB(s) of the UE includes: quality of
service QoS information of the source DRB(s), an iden-
tifier ID of the source DRB(s), and a data category indi-
cator of the source DRB(s); and the information about
the source NG3 path includes: an IP address and a tunnel
ID of the source NG3 path on the source AN, and an IP
address and a tunnel ID of the source NG3 path on the
core-network user-plane device. With reference to the
first implementation of the first aspect, in a second im-
plementation of the first aspect, the method further in-
cludes: receiving, by the source AN, a first switching ac-
knowledgment message from the target AN, where the
first switching acknowledgment message carries an IP
address and a tunnel ID of the forwarding path on the
target AN.
[0012] With reference to the first aspect, in a third im-
plementation of the first aspect, before the receiving, by
a source AN through a source NG3 path between the
source AN and a core-network user-plane device, a first
end marker sent by the core-network user-plane device,
the method further includes: sending, by the source AN,
a second switching request message to a core-network
control-plane device, where the second switching re-
quest message carries the number of the forwarding path
and a first container; the first container includes informa-
tion about the source DRB(s) of the UE and information
about the source NG3 path; the information about the
source DRB(s) of the UE includes: QoS information of
the source DRB(s), an ID of the source DRB(s), and a
data category indicator of the source DRB(s); and the
information about the source NG3 path includes: an IP
address and a tunnel ID of the source NG3 path on the
source AN, and an IP address and a tunnel ID of the
source NG3 path on the core-network user-plane device.
[0013] With reference to the third implementation of
the first aspect, in a fourth implementation of the first
aspect, the method further includes: receiving, by the
source AN, a switching command sent by the core-net-
work control-plane device, where the switching com-
mand carries an IP address and a tunnel ID of the for-
warding path on the core-network user-plane device.
[0014] With reference to any one of the first aspect or
the foregoing implementations of the first aspect, in a fifth
implementation of the first aspect, the generating, by the
source AN, N second end marker(s) based on the first
end marker includes: generating, by the source AN, the
N second end marker(s) based on the first end marker
and a correspondence between the forwarding path and
the source NG3 path; or generating, by the source AN,
the N second end marker(s) based on the first end marker
and a correspondence between the forwarding path, an
ID of the UE, and the source NG3 path, where the first
end marker carries the ID of the UE.
[0015] According to a second aspect, a method for

sending an end marker is provided. The method includes:
receiving, by a target access node AN through a forward-
ing path, a second end marker sent by a source AN,
where the forwarding path is used by the source AN to
forward, to the target AN, data of user equipment UE
received through a source next-generation NG3 path,
and the forwarding path is in a one-to-one correspond-
ence with the source NG3 path; and generating, by the
target AN, M third end marker(s) based on the second
end marker, where M is the number of target DRB(s)
corresponding to the forwarding path, and the third end
marker is used to sort downlink data of the UE on a target
DRB corresponding to the third end marker.
[0016] With reference to the second aspect, in a first
implementation of the second aspect, the generating, by
the target AN, M third end marker(s) based on the second
end marker includes: generating, by the target AN, the
M third end marker(s) based on the second end marker
and a correspondence between the forwarding path and
the target DRB(s); or generating, by the target AN, the
M third end marker(s) based on the second end marker
and a correspondence between the forwarding path, an
identifier ID of the user equipment UE, and the target
DRB(s), where the second end marker carries the ID of
the UE.
[0017] With reference to the second aspect or the first
implementation of the second aspect, in a second imple-
mentation of the second aspect, before the receiving, by
a target AN through a forwarding path, a second end
marker sent by a source AN, the method further includes:
receiving, by the target AN, a first switching request mes-
sage sent by the source AN, where the first switching
request message carries information about a source
DRB of the UE and information about the source NG3
path; establishing, by the target AN, the target DRB(s)
based on the information about the source DRB; estab-
lishing, by the target AN, a target NG3 path based on the
information about the source NG3 path; and allocating,
by the target AN, a resource to the forwarding path, where
the information about the source DRB of the UE includes:
quality of service QoS information of the source DRB, an
ID of the source DRB, and a data category indicator of
the source DRB; and the information about the source
NG3 path includes: an IP address and a tunnel ID of the
source NG3 path on the source AN, and an IP address
and a tunnel ID of the source NG3 path on the core-
network user-plane device.
[0018] With reference to the second implementation of
the second aspect, in a third implementation of the sec-
ond aspect, the method further includes: sending, by the
target AN, a first path switching request message to a
core-network control-plane device, where the first path
switching request message is used to request to switch
an NG3 path, the first path switching request message
carries an ID of the source NG3 path and information
about the target NG3 path, and the information about the
target NG3 path includes an IP address and a tunnel ID
of the target NG3 path on the target AN.
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[0019] With reference to the third implementation of
the second aspect, in a fourth implementation of the sec-
ond aspect, the first path switching request message fur-
ther carries a data category indicator list of the target
NG3 path.
[0020] With reference to the second aspect, in a fifth
implementation of the second aspect, before the receiv-
ing, by a target AN through a forwarding path, a second
end marker sent by a source AN, the method further in-
cludes: receiving, by the target AN, a third switching re-
quest message sent by a core-network control-plane de-
vice, where the third switching request message carries
a first container, and the first container includes informa-
tion about a source DRB of the UE and information about
the source NG3 path; establishing, by the target AN, the
target DRB(s) based on the information about the source
DRB; establishing, by the target AN, a target NG3 path
based on the information about the source NG3 path;
allocating, by the target AN, a resource to the forwarding
path based on the third switching request message; and
sending, by the target AN, a second switching acknowl-
edgment message to the core-network control-plane de-
vice, where the second switching acknowledgment mes-
sage carries information about the forwarding path of the
target AN; the information about the source DRB of the
UE includes: QoS information of the source DRB, an ID
of the source DRB, and a data category indicator of the
source DRB; and the information about the source NG3
path includes: an IP address and a tunnel ID of the source
NG3 path on the source AN, and an IP address and a
tunnel ID of the source NG3 path on a core-network user-
plane device.
[0021] With reference to the fifth implementation of the
second aspect, in a sixth implementation of the second
aspect, the method further includes: sending, by the tar-
get AN, a second path switching request message to the
core-network control-plane device, where the second
path switching request message is used to request to
switch an NG3 path; the second path switching request
message carries an ID of the source NG3 path, informa-
tion about the target NG3 path, and an NG2 connection
identifier; the information about the target NG3 path in-
cludes an IP address and a tunnel ID of the target NG3
path on the target AN; and the NG2 connection identifier
is used to indicate that handover of the UE is completed.
[0022] According to a third aspect, a source AN is pro-
vided, including: a receiving unit, configured to receive,
through a source NG3 path between the source AN and
a core-network user-plane device, a first end marker sent
by the core-network user-plane device, where the first
end marker is used to indicate that sending downlink data
of UE on the source NG3 path is completed; a generation
unit, configured to generate N second end marker(s)
based on the first end marker received by the receiving
unit, where N is the number of source DRB(s) corre-
sponding to the source NG3 path; and a sending unit,
configured to send, to a target AN through the forwarding
path, the second end marker(s) generated by the gener-

ation unit, where the forwarding path is used by the
source AN to forward, to the target AN, data of the UE
received through the source NG3 path.
[0023] With reference to the third aspect, in a first im-
plementation of the third aspect, the sending unit is fur-
ther configured to: before receiving, through the source
NG3 path between the source AN and the core-network
user-plane device, the first end marker sent by the core-
network user-plane device, send a first switching request
message to the target AN, where the first switching re-
quest message carries information about the source
DRB(s) of the UE and information about the source NG3
path; the information about the source DRB(s) of the UE
includes: QoS information of the source DRB(s), an ID
of the source DRB(s), and a data category indicator of
the source DRB(s); and the information about the source
NG3 path includes: an IP address and a tunnel ID of the
source NG3 path on the source AN, and an IP address
and a tunnel ID of the source NG3 path on the core-
network user-plane device.
[0024] With reference to the third aspect, in the first
implementation of the third aspect, the sending unit is
further configured to: before receiving, through the
source NG3 path between the source AN and the core-
network user-plane device, the first end marker sent by
the core-network user-plane device, send a second
switching request message to a core-network control-
plane device, where the second switching request mes-
sage carries the number of the forwarding path and a
first container; the first container includes information
about the source DRB(s) of the UE and information about
the source NG3 path; the information about the source
DRB(s) of the UE includes: QoS information of the source
DRB(s), an ID of the source DRB(s), and a data category
indicator of the source DRB(s); and the information about
the source NG3 path includes: an IP address and a tunnel
ID of the source NG3 path on the source AN, and an IP
address and a tunnel ID of the source NG3 path on the
core-network user-plane device.
[0025] With reference to the third aspect or the first
implementation of the third aspect, in a second imple-
mentation of the third aspect, the number of the forward-
ing path is N, and the generation unit is specifically con-
figured to: generate the N second end marker(s) based
on the first end marker and a correspondence between
the forwarding path and the source NG3 path; or generate
the N second end marker(s) based on the first end marker
and a correspondence between the forwarding path, an
ID of the UE, and the source NG3 path, where the first
end marker carries the ID of the UE.
[0026] According to a fourth aspect, a target AN is pro-
vided, including: a receiving unit, configured to receive a
second end marker sent by a source AN, where the for-
warding path is used by the source AN to forward, to the
target AN, data of user equipment UE received through
a source NG3 path, and the forwarding path is in a one-
to-one correspondence with the source NG3 path; and
a generation unit, configured to generate M third end
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marker(s) based on the second end marker received by
the receiving unit, where M is the number of target DRB(s)
corresponding to the forwarding path, and the third end
marker is used to sort downlink data of the UE on a target
DRB corresponding to the third end marker.
[0027] With reference to the fourth aspect, in a first
implementation of the fourth aspect, the generation unit
is specifically configured to: generate the M third end
marker(s) based on the second end marker and a corre-
spondence between the forwarding path and the target
DRB(s); or generate the M third end marker(s) based on
the second end marker and a correspondence between
the forwarding path, an identifier ID of the user equipment
UE, and the target DRB(s), where the second end marker
carries the ID of the UE.
[0028] With reference to the fourth aspect or the first
implementation of the fourth aspect, in a second imple-
mentation of the fourth aspect, the target AN further in-
cludes: a first processing unit, where the receiving unit
is further configured to: before receiving, through the for-
warding path, the second end marker sent by the source
AN, receive a first switching request message sent by
the source AN, where the first switching request message
carries information about a source DRB of the UE and
information about the source NG3 path; and the first
processing unit is configured to: establish the target
DRB(s) based on the information about the source DRB,
establish a target NG3 path based on the information
about the source NG3 path, and allocate a resource to
the forwarding path, where the information about the
source DRB of the UE includes: quality of service QoS
information of the source DRB, an ID of the source DRB,
and a data category indicator of the source DRB; and the
information about the source NG3 path includes: an IP
address and a tunnel ID of the source NG3 path on the
source AN, and an IP address and a tunnel ID of the
source NG3 path on the core-network user-plane device.
[0029] With reference to the second implementation of
the fourth aspect, in a third implementation of the fourth
aspect, a sending unit is configured to: send a first path
switching request message to a core-network control-
plane device, where the first path switching request mes-
sage is used to request to switch an NG3 path, the first
path switching request message carries an ID of the
source NG3 path and information about the target NG3
path, and the information about the target NG3 path in-
cludes an IP address and a tunnel ID of the target NG3
path on the target AN.
[0030] With reference to the third implementation of
the fourth aspect, in a fourth implementation of the fourth
aspect, the first path switching request message further
carries a data category indicator list of the target NG3
path.
[0031] With reference to the fourth aspect or the first
implementation of the fourth aspect, in a fifth implemen-
tation of the fourth aspect, the target AN further includes:
a second processing unit, where the receiving unit is fur-
ther configured to: before receiving, through the forward-

ing path, the second end marker sent by the source AN,
receive a third switching request message sent by a core-
network control-plane device, where the third switching
request message carries a first container, and the first
container includes information about a source DRB of
the UE and information about the source NG3 path; the
second processing unit is configured to: establish the tar-
get DRB(s) based on the information about the source
DRB, establish a target NG3 path based on the informa-
tion about the source NG3 path, and allocate a resource
to the forwarding path based on the third switching re-
quest message; and a sending unit is configured to send
a second switching acknowledgment message to the
core-network control-plane device, where the second
switching acknowledgment message carries information
about the forwarding path of the target AN; the informa-
tion about the source DRB of the UE includes: QoS in-
formation of the source DRB, an ID of the source DRB,
and a data category indicator of the source DRB; and the
information about the source NG3 path includes: an IP
address and a tunnel ID of the source NG3 path on the
source AN, and an IP address and a tunnel ID of the
source NG3 path on a core-network user-plane device.
[0032] According to a fifth aspect, a method for sending
an end marker is provided. The method includes: receiv-
ing, by a core-network user-plane device, a tunnel mod-
ification request message sent by a core-network control-
plane device, where the tunnel modification request mes-
sage carries an identifier ID of a source next-generation
NG3 path and information about a target NG3 path, the
source NG3 path is a transmission path between a source
access node AN and the core-network user-plane device,
the target NG3 path is a transmission path between a
target AN and the core-network user-plane device, and
the information about the target NG3 path includes an IP
address and a tunnel ID of the target NG3 path on the
target AN; switching, by the core-network user-plane de-
vice, an NG3 path based on the tunnel modification re-
quest message; and generating, by the core-network us-
er-plane device, a first end marker, and sending the first
end marker to the source AN through the source NG3
path, where the first end marker is used to indicate that
sending downlink data of user equipment UE on the
source NG3 path is completed.
[0033] With reference to the fifth aspect, in a first im-
plementation of the fifth aspect, the generating, by the
core-network user-plane device, a first end marker in-
cludes: generating, by the core-network user-plane de-
vice, the first end marker based on the ID of the source
NG3 path, where the number of the first end marker is
equal to the number of the source NG3 path; or gener-
ating, by the core-network user-plane device, the first
end marker based on a data category indicator list of the
target NG3 path, where the number of the first end marker
is equal to the number of the data category indicator in-
cluded in the data category indicator list; or generating,
by the core-network user-plane device, the first end
marker based on an ID of the UE and the ID of the source
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NG3 path, where the first end marker carries the ID of
the UE, and the number of the first end marker is equal
to the number of the source NG3 path.
[0034] With reference to the first implementation of the
fifth aspect, in a second implementation of the fifth as-
pect, the tunnel modification request message further
carries the data category indicator list of the target NG3
path or the ID of the UE.
[0035] According to a sixth aspect, a method for send-
ing an end marker is provided. The method includes: re-
ceiving, by a core-network control-plane device, a path
switching request message sent by a target access node
AN, where the path switching request message is used
to request to switch a next-generation NG3 path, the path
switching request message carries an identifier ID of a
source NG3 path and information about a target NG3
path, and the information about the target NG3 path in-
cludes an IP address and a tunnel ID of the target NG3
path on the target AN; generating, by the core-network
control-plane device, a first end marker, where the first
end marker is used to indicate that sending downlink data
of user equipment UE on the source NG3 path is com-
pleted; and sending, by the core-network control-plane
device, a tunnel modification request message to a core-
network user-plane device, where the tunnel modification
request message carries the ID of the source NG3 path,
the information about the target NG3 path, and the first
end marker.
[0036] With reference to the sixth aspect, in a first im-
plementation of the sixth aspect, the generating, by the
core-network control-plane device, a first end marker in-
cludes: generating, by the core-network control-plane
device, the first end marker based on the ID of the source
NG3 path, where the number of the first end marker is
equal to the number of the source NG3 path; or gener-
ating, by the core-network control-plane device, the first
end marker based on a data category indicator list of the
target NG3 path, where the number of the first end marker
is equal to the number of the data category indicator in-
cluded in the data category indicator list; or generating,
by the core-network control-plane device, the first end
marker based on an ID of the UE and the ID of the source
NG3 path, where the first end marker carries the ID of
the UE, and the number of the first end marker is equal
to the number of the source NG3 path.
[0037] With reference to the first implementation of the
sixth aspect, in a second implementation of the sixth as-
pect, the path switching request message further carries
an NG2 connection identifier, and the NG2 connection
identifier is used to indicate that handover of the UE is
completed; or the path switching request message fur-
ther carries the data category indicator list of the target
NG3 path, and the tunnel modification request message
further carries the data category indicator list of the target
NG3 path.
[0038] With reference to any one of the sixth aspect or
the foregoing implementations of the sixth aspect, in a
third implementation of the sixth aspect, before the re-

ceiving, by a core-network control-plane device, a path
switching request message sent by a target AN, the meth-
od further includes: receiving, by the core-network con-
trol-plane device, a second switching request message
sent by the source AN, where the second switching re-
quest message carries the number of the forwarding path
and a first container, and the first container includes in-
formation about a source DRB of the UE and information
about the source NG3 path; allocating, by the core-net-
work control-plane device, a resource to the forwarding
path based on the number of the forwarding path; and
sending, by the core-network control-plane device, a third
switching request message to the target AN, where the
third switching request message carries the first contain-
er; and
receiving, by the core-network control-plane device, a
second switching acknowledgment message sent by the
target AN, where the second switching acknowledgment
message carries an IP address and a tunnel ID of the
forwarding path on the target AN.
[0039] According to the method provided in the first
aspect or the source AN provided in the third aspect, the
first end marker sent by the core-network user-plane de-
vice is received through the source NG3 path, and the
DRB-based second end marker is generated based on
the first end marker, and is sent to the target AN through
the forwarding path, so as to help sort the downlink data
of the UE on the target DRB. This resolves a problem
that a core network cannot accurately send a DRB-based
end marker to a target AN when a DRB is unknown to
the core network, thereby avoiding downlink data disor-
der resulting from handover of UE.
[0040] According to the method provided in the second
aspect or the target AN provided in the fourth aspect, the
second end marker sent by the source AN is received
through the forwarding path, and the target-DRB-based
third end marker is generated based on the second end
marker, so as to help sort the downlink data of the UE
on the target DRB. This resolves a problem that a core
network cannot accurately send a DRB-based end mark-
er to a target AN when a DRB is unknown to the core
network, thereby avoiding downlink data disorder result-
ing from handover of UE.

BRIEF DESCRIPTION OF DRAWINGS

[0041] To describe the technical solutions in the em-
bodiments of the present invention more clearly, the fol-
lowing briefly describes the accompanying drawings re-
quired for describing the embodiments. Apparently, the
accompanying drawings in the following description
show some embodiments of the present invention, and
persons of ordinary skill in the art may derive other draw-
ings from these accompanying drawings without creative
efforts.

FIG. 1 is an architectural diagram of a next-genera-
tion mobile communications system;
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FIG. 2 is a flowchart of a method for sending an end
marker according to an embodiment of the present
invention;
FIG. 3 is a flowchart of another method for sending
an end marker according to an embodiment of the
present invention;
FIG. 4 is a flowchart of still another method for send-
ing an end marker according to an embodiment of
the present invention;
FIG. 5 is a flowchart of yet another method for send-
ing an end marker according to an embodiment of
the present invention;
FIG. 6-1 and FIG. 6-2 are a signaling interaction di-
agram of a method for sending an end marker ac-
cording to an embodiment of the present invention;
FIG. 6a-1 and FIG. 6a-2 are a signaling interaction
diagram of another method for sending an end mark-
er according to an embodiment of the present inven-
tion;
FIG. 7-1 and FIG. 7-2 are a signaling interaction di-
agram of still another method for sending an end
marker according to an embodiment of the present
invention;
FIG. 7a-1 and FIG. 7a-2 are a signaling interaction
diagram of yet another method for sending an end
marker according to an embodiment of the present
invention;
FIG. 8 is a structural diagram of a source AN accord-
ing to an embodiment of the present invention;
FIG. 9 is a structural diagram of a target AN accord-
ing to an embodiment of the present invention;
FIG. 10 is a structural diagram of a core-network
control-plane device according to an embodiment of
the present invention;
FIG. 11 is a structural diagram of a core-network
user-plane device according to an embodiment of
the present invention;
FIG. 12 is a diagram of a hardware structure of a
source AN according to an embodiment of the
present invention;
FIG. 13 is a diagram of a hardware structure of a
target AN according to an embodiment of the present
invention;
FIG. 14 is a diagram of a hardware structure of a
core-network control-plane device according to an
embodiment of the present invention; and
FIG. 15 is a diagram of a hardware structure of a
core-network user-plane device according to an em-
bodiment of the present invention.

DESCRIPTION OF EMBODIMENTS

[0042] The following clearly and completely describes
the technical solutions in the embodiments of the present
invention with reference to the accompanying drawings
in the embodiments of the present invention. Apparently,
the described embodiments are merely some but not all
of the embodiments of the present invention. All other

embodiments obtained by persons of ordinary skill in the
art based on the embodiments of the present invention
without creative efforts shall fall within the protection
scope of the present invention.
[0043] It should be noted that, a core-network user-
plane device and a core-network control-plane device
mentioned in the embodiments of the present invention
may be integrated in a same core network device, or may
be distributed on two independent core network devices,
or may be two different network function entities in a data
center or on a server. The core-network user-plane de-
vice is configured to implement a data routing function
of a CN shown in FIG. 1. The core-network control-plane
device is configured to: implement mobile network man-
agement functions of the CN shown in FIG. 1, for exam-
ple, maintaining subscription data of a mobile network
and managing network elements of the mobile network;
and provide UE with functions such as session manage-
ment, mobility management, policy management, and
security authentication.
[0044] In addition, because the embodiments of the
present invention are applied to a handover scenario of
UE, a source AN is an AN providing a service for the UE
before the UE is handed over, and a target AN is an AN
providing a service for the UE after the UE is handed
over. Correspondingly, a source DRB is an air interface
transmission path between the source AN and the UE;
a target DRB is an air interface transmission path be-
tween the target AN and the UE; a source NG3 path is
an NG3 path used to transmit downlink data of the UE
between the source AN and the core-network user-plane
device; and a target NG3 path is an NG3 path used to
transmit the downlink data of the UE between the target
AN and the core-network user-plane device.
[0045] It should be noted that the source NG3 path or
the target NG3 path mentioned in the embodiments of
the present invention may be based on an AN, UE, a
session (session), a flow, or the like. For example, when
the source NG3 path is based on UE, one UE corre-
sponds to one source NG3 path; or when the source NG3
path is based on a session, one session corresponds to
one source NG3 path; or when the source NG3 path is
based on an AN, one AN corresponds to one source NG3
path. In addition, all the embodiments of the present in-
vention are described by using an example in which there
is only one source NG3 path. When there are a plurality
of source NG3 paths, an implementation method is sim-
ilar and falls within the protection scope of the present
invention.
[0046] As shown in FIG. 2, an embodiment of the
present invention provides a method for sending an end
marker. Details are described below.
[0047] 201. A source AN receives, through a source
NG3 path between the source AN and a core-network
user-plane device, a first end marker sent by the core-
network user-plane device.
[0048] The first end marker is used to indicate that
sending downlink data of UE on the source NG3 path is
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completed. The first end marker may be a message, and
may carry an IP address and a tunnel ID of the source
NG3 path.
[0049] The IP address and the tunnel ID of the source
NG3 path may include an IP address and a tunnel ID of
the source NG3 path on the source AN, and/or an IP
address and a tunnel ID of the source NG3 path on the
core-network user-plane device.
[0050] Specifically, the first end marker may be gen-
erated by a core network (for example, the core-network
user-plane device or a core-network control-plane de-
vice). For example, the core network generates the first
end marker based on an ID of the source NG3 path, that
is, one end marker is correspondingly generated based
on an ID of one NG3 path. In this case, the first end
marker is an end marker based on the source NG3 path.
However, because a DRB is unknown to the core net-
work, the core network cannot generate an end marker
based on the DRB. For details about generation of the
first end marker, refer to an embodiment shown in FIG.
4 or FIG. 5. Details are not described herein.
[0051] An ID of the UE is used to identify the UE, and
may be specifically an international mobile subscriber
identity (International Mobile Subscriber Identity, IMSI),
a mobility management entity-temporary mobile sub-
scriber identity (M-temporary mobile subscriber identity,
M-TMSI), a globally unique temporary identity (globally
unique temporary identity, GUTI), or an SAE-temporary
mobile subscriber identity (SAE-temporary mobile sub-
scriber identity, S-TMSI).
[0052] 202. The source AN generates N second end
marker(s) based on the first end marker.
[0053] N is the number of source DRB(s) correspond-
ing to the source NG3 path. When there are a plurality
of source DRBs, N may be an integer greater than or
equal to 2.
[0054] The second end marker may carry an IP ad-
dress and a tunnel ID of a forwarding path. The IP address
and the tunnel ID of the forwarding path may include an
IP address and a tunnel ID of the forwarding path on the
source AN, and/or an IP address and a tunnel ID of the
forwarding path on a target AN.
[0055] It should be noted that there may be a preset
correspondence between a source NG3 path and a
source DRB, and the correspondence may be stored on
the source AN. For example, when no switching occurs,
downlink data sent on a source NG3 path and received
by the source AN is sent to the UE by using a source
DRB corresponding to the source NG3 path; and uplink
data received by the source AN by using a source DRB
is sent to the core network through a source NG3 path
corresponding to the source DRB. Specifically, the
source DRB corresponding to the source NG3 path may
include one or more source DRBs.
[0056] 203. The source AN sends the N second end
marker(s) to a target AN through a forwarding path cor-
responding to the source NG3 path.
[0057] The forwarding path corresponding to the

source NG3 path is a forwarding path used to transmit
downlink data of the UE that is on the source NG3 path.
For example, one source NG3 path may correspond to
one or more forwarding paths. The one or more forward-
ing paths are used to transmit downlink data of the UE
that is transmitted on the source NG3 path, as described
below:

when the source NG3 path corresponds to one for-
warding path, it indicates that the downlink data of
the UE that is transmitted on the source NG3 path
may be sent to the target AN through the forwarding
path; or
when the source NG3 path corresponds to a plurality
of forwarding paths, it indicates that the downlink da-
ta of the UE that is transmitted on the source NG3
path may be sent to the target AN through the plu-
rality of forwarding paths.

[0058] The forwarding path is used by the source AN
to forward, to the target AN, data of the UE received
through the source NG3 path. Apparently, the forwarding
path is a transmission channel between the source AN
and the target AN, and may be a direct transmission
channel, or may be an indirect transmission channel.
Specifically, the direct transmission channel means that
the source AN and the target AN can directly communi-
cate with each other, with no need of forwarding by a
third-party device; and the indirect transmission channel
means that the source AN and the target AN cannot di-
rectly communicate with each other, with a need of for-
warding by a third-party device. The third-party device
may be a core-network user-plane device.
[0059] Optionally, the number of the forwarding path
is N, that is, the number of the forwarding path is equal
to the number of the source DRB(s). In other words, the
forwarding path is based on the source DRB(s). Further,
step 202 may be specifically implemented in the following
two manners.
[0060] Manner 1: The source AN generates the N sec-
ond end marker(s) based on the first end marker and a
correspondence between the forwarding path and the
source NG3 path.
[0061] The correspondence between the forwarding
path and the source NG3 path may be a correspondence
between an ID of the forwarding path and an ID of the
source NG3 path, and may be specifically preset in a
form of a list on the source AN.
[0062] The ID of the forwarding path may be an IP ad-
dress and a tunnel ID of the forwarding path. The ID of
the source NG3 path may be an IP address and a tunnel
ID of the source NG3 path.
[0063] Further, for the IP address and the tunnel ID of
the forwarding path, refer to related descriptions in step
202; and for the IP address and the tunnel ID of the source
NG3 path, refer to related descriptions in step 201. De-
tails are not described again.
[0064] Specifically, when receiving the first end mark-
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er, the source AN may obtain an ID of the source NG3
path on which the first end marker is transmitted, and
may obtain the ID of the forwarding path corresponding
to the source NG3 path by checking, by using the ob-
tained ID of the source NG3 path, the correspondence
between the ID of the forwarding path and the ID of the
source NG3 path; and generate, based on the obtained
ID of the forwarding path, a second end marker corre-
sponding to the forwarding path, and send the second
end marker to the target AN through the forwarding path.
[0065] The manner 1 may be applied to a scenario in
which the first end marker is an end marker based on a
source NG3 path. In this scenario, the source AN gen-
erates a source-DRB-based or target-DRB-based sec-
ond end marker based on the source-NG3-path-based
first end marker, and sends the second end marker to
the target AN, so as to help the target AN sort downlink
data on a target DRB. This avoids downlink data disorder
on a target DRB that would otherwise be caused if a core
network cannot generate and send a DRB-based end
marker to a target AN when a DRB is unknown to the
core network.
[0066] Manner 2: The source AN generates the N sec-
ond end marker(s) based on the first end marker and a
correspondence between the forwarding path, an ID of
the UE, and the source NG3 path, where the first end
marker carries the ID of the UE.
[0067] The correspondence between the forwarding
path, the ID of the UE, and the source NG3 path may be
a correspondence between an ID of the forwarding path,
an ID of the source NG3 path, and the ID of the UE.
Specifically, for the ID of the forwarding path and the ID
of the source NG3 path, refer to related descriptions in
the manner 1. Details are not described again.
[0068] Specifically, when receiving the first end mark-
er, the source AN may obtain the ID of the UE and an ID
of the source NG3 path on which the first end marker is
transmitted, and may obtain, by checking the corre-
spondence based on the obtained ID of the source NG3
path and the obtained ID of the UE, the ID of the forward-
ing path corresponding to the source NG3 path of the
UE; and generates, based on the obtained ID of the for-
warding path, a second end marker corresponding to the
forwarding path, and sends the second end marker to
the target AN through the forwarding path.
[0069] It should be pointed out that the manner 2 may
be applied to a scenario in which the source NG3 path
is an AN-based path. In this scenario, a plurality of UEs
may share one source NG3 path. To identify UE to which
an end marker transmitted on the source NG3 path be-
longs, a first end marker may be generated based on an
ID of the UE and information about the source NG3 path.
In the manner 2, the source AN generates, based on the
first end marker, a second end marker that is based on
the source DRB or a target DRB of the UE. This avoids
downlink data disorder on a target DRB that would oth-
erwise be caused if a core network cannot generate and
send a DRB-based end marker to a target AN when a

DRB is unknown to the core network.
[0070] It can be learned from the foregoing two imple-
mentations that a second end marker is based on a
source DRB. Because a source DRB is in a one-to-one
correspondence with a target DRB, the generated N sec-
ond end marker(s) are also based on the target DRB.
[0071] Optionally, the number of the forwarding path
is 1, that is, a forwarding path is based on a source NG3
path, and one source NG3 path corresponds to one for-
warding path. Further, an ith second end marker in the N
second end markers generated in step 202 carries a data
category indicator of an xth source DRB in the source
DRBs corresponding to the source NG3 path, where 1 ≤
i ≤ N and 1 ≤ x ≤ N; and a jth second end marker in the
N second end markers carries a data category indicator
of a yth source DRB in the source DRBs corresponding
to the source NG3 path, where 1 ≤ j ≤ N, 1 ≤ y ≤N, i, j, x,
and y are all integers, i is not equal to j, and x is not equal
to y. Specifically, a second end marker is in a one-to-one
correspondence with a source DRB, and a second end
marker carries a data category indicator of a source DRB
corresponding to the second end marker.
[0072] For example, assuming that N = 3, the 1st sec-
ond end marker may carry a data category indicator of
the 1st first source DRB, the 2nd second end marker may
carry a data category indicator of the 2nd source DRB,
and the 3rd second end marker may carry a data category
indicator of the 3rd source DRB.
[0073] In this case, step 203 specifically includes:
sending, by the source AN, the generated N second end
marker(s) through the forwarding path.
[0074] The N second end marker(s) carry data cate-
gory indicators of different source DRBs. In other words,
the N second end marker(s) are based on the source
DRBs. In addition, a source DRB is in a one-to-one cor-
respondence with a target DRB. Therefore, the generat-
ed N second end marker(s) are also based on target
DRBs.
[0075] It should be pointed out that, when a plurality of
source NG3 paths of the UE share one source DRB, the
method shown in FIG. 2 is still applicable.
[0076] According to the method for sending an end
marker provided in the foregoing embodiment, the source
AN receives, through the source NG3 path, the first end
marker sent by the core-network user-plane device; and
the source AN generates the DRB-based second end
marker based on the first end marker, and sends the
second end marker to the target AN through the forward-
ing path corresponding to a DRB. This resolves a problem
that a core network cannot accurately send a DRB-based
end marker to a target AN when a DRB is unknown to
the core network, thereby avoiding downlink data disor-
der resulting from handover of UE.
[0077] Optionally, in a first implementation scenario of
the foregoing embodiment, for example, in a scenario in
which the source AN and the target AN can directly com-
municate with each other, before step 201, the method
further includes the following step:
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200a. The source AN sends a first switching request mes-
sage to the target AN, where the first switching request
message carries information about the source DRB(s) of
the UE and information about the source NG3 path.
[0078] The information about the source DRB(s) of the
UE may include: quality of service (quality of service,
QoS) information of the source DRB(s), an ID of the
source DRB(s), and a data category indicator (data cat-
egory indicator) of the source DRB(s). The information
about the source NG3 path may include: an IP address
and a tunnel ID of the source NG3 path on the source
AN, and an IP address and a tunnel ID of the source NG3
path on the core-network user-plane device.
[0079] It should be noted that the data category indi-
cator is used to indicate a data category (data category)
allowed to be transmitted on a source DRB, and may be
used to determine the QoS information of the source
DRB. Specifically, the data category may be obtained
through division based on user subscription data, an op-
erator policy, a charging policy, a service attribute, or the
like. For example, the data category indicator may be a
flow identification indicator (flow identification indicator,
FII), a QoS class identifier (QoS class identifier, QCI), or
a differentiated services code point (differentiated serv-
ices code point, DSCP).
[0080] In the foregoing implementation scenario, the
source AN sends the first switching request message to
the target AN, so that the target AN establishes the for-
warding path, the target DRB, and a target NG3 path
based on the first switching request message.
[0081] Optionally, in a second implementation scenar-
io of the foregoing embodiment, for example, in a sce-
nario in which the source AN and the target AN cannot
directly communicate with each other, before step 201,
the method may further include the following step:
200b. The source AN sends a second switching request
message to the core-network control-plane device,
where the second switching request message carries the
number of the forwarding path and a first container, and
the first container includes information about the source
DRB(s) of the UE and information about the source NG3
path.
[0082] The information about the source DRB(s) may
include: QoS information of the source DRB(s), an iden-
tifier (identifier, ID) of the source DRB(s), and a data cat-
egory indicator of the source DRB(s). The information
about the source NG3 path may include: an IP address
and a tunnel ID of the source NG3 path on the source
AN, and an IP address and a tunnel ID of the source NG3
path on the core-network user-plane device.
[0083] Specifically, for the data category indicator, re-
fer to related descriptions in step 200a. Details are not
described again.
[0084] Further, with reference to the first implementa-
tion scenario or the second implementation scenario, the
method may further include the following step:
200c. The source AN receives a switching command sent
by the core-network control-plane device, where the

switching command carries an IP address and a tunnel
ID of the forwarding path on the core-network user-plane
device.
[0085] In the foregoing implementation scenario, the
source AN sends the second switching request message
carrying the first container to the core-network control-
plane device, so that the core-network control-plane de-
vice forwards the first container to the target AN, and the
target AN can establish the forwarding path, the target
DRB, and a target NG3 path based on the first container.
Apparently, the core-network control-plane device may
further allocate, on the core-network user-plane device,
a resource to the forwarding path based on the second
switching request message.
[0086] As shown in FIG. 3, an embodiment of the
present invention provides another method for sending
an end marker. Details are described below.
[0087] 301. A target AN receives, through a forwarding
path, a second end marker sent by a source AN.
[0088] The forwarding path is used by the source AN
to forward, to the target AN, data of UE received through
a source NG3 path. The forwarding path is in a one-to-
one correspondence with the source NG3 path.
[0089] Specifically, a forwarding path is in a one-to-
one correspondence with a source NG3 path. In other
words, the forwarding path is based on the source NG3
path, that is, one source NG3 path corresponds to one
forwarding path. The forwarding path is used to transmit
downlink data of UE received on the source NG3 path
corresponding to the forwarding path.
[0090] Specifically, the second end marker may be
generated by the source AN by modifying only path-re-
lated information in a first end marker, for example, re-
placing an IP address and a tunnel ID of a source NG3
path that are in the first end marker with an IP address
and a tunnel ID of the forwarding path. Therefore, one
second end marker is correspondingly generated based
on one first end marker.
[0091] For the first end marker, the IP address and the
tunnel ID of the source NG3 path, and the IP address
and the tunnel ID of the forwarding path, refer to related
descriptions in steps 201 and 202. Details are not de-
scribed again.
[0092] 302. The target AN generates M third end mark-
er(s) based on the second end marker.
[0093] M is the number of target DRB(s) corresponding
to the forwarding path. The third end marker is used to
sort downlink data of the UE on a target DRB correspond-
ing to the third end marker.
[0094] Specifically, one target DRB has a third end
marker corresponding to the target DRB. When the target
AN processes the third end marker, the third end marker
is used to help sort downlink data of the UE on the target
DRB corresponding to the third end marker. It can be
learned that the third end marker is a target-DRB-based
end marker.
[0095] M may be 1, namely, the number of the target
DRB(s) corresponding to the forwarding path is 1. In this
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case, one forwarding path corresponds to one target
DRB. Alternatively, M may be an integer greater than or
equal to 2, that is, the number of the target DRB(s) cor-
responding to the forwarding path is greater than or equal
to 2. In this case, one forwarding path corresponds to M
target DRBs.
[0096] Optionally, step 302 may be specifically imple-
mented in the following two manners.
[0097] Manner 1: The target AN generates the M third
end marker(s) based on the second end marker and a
correspondence between the forwarding path and the
target DRB(s).
[0098] The correspondence between the forwarding
path and the target DRB(s) may be a correspondence
between an ID of the forwarding path and an ID of the
target DRB(s), and may be specifically preset in a form
of a list on the target AN.
[0099] The ID of the forwarding path may be an IP ad-
dress and a tunnel ID of the forwarding path. The ID of
the target DRB(s) is used to identify the target DRB(s).
[0100] Further, for the IP address and the tunnel ID of
the forwarding path, refer to related descriptions in step
202. Details are not described again.
[0101] Specifically, when receiving the second end
marker, the target AN may obtain the ID of the forwarding
path on which the second end marker is transmitted, and
may obtain an ID of a target DRB corresponding to the
forwarding path by checking, by using the obtained ID of
the forwarding path, the correspondence between the ID
of the forwarding path and the ID of the target DRB; and
generates, based on the obtained ID of the target DRB,
a third end marker corresponding to the target DRB, or
generates a third end marker corresponding to the ob-
tained ID of the target DRB.
[0102] The manner 1 may be applied to a scenario in
which the second end marker is an end marker based
on a source NG3 path. The target AN generates a target-
DRB-based third end marker based on the source-NG3-
path-based second end marker. This avoids downlink
data disorder on a target DRB that would otherwise be
caused if a core network cannot generate and send a
DRB-based end marker to a target AN when a DRB is
unknown to the core network.
[0103] Manner 2: The target AN generates the M third
end marker(s) based on the second end marker and a
correspondence between the forwarding path, an ID of
the UE, and the target DRB(s), where the second end
marker carries the ID of the UE.
[0104] The correspondence between the forwarding
path, the ID of the UE, and the target DRB(s) may be a
correspondence between an ID of the forwarding path,
an ID of the target DRB(s), and the ID of the UE. For the
ID of the forwarding path and the ID of the target DRB,
refer to related descriptions in the manner 1. Details are
not described again.
[0105] Specifically, when receiving the second end
marker, the target AN may obtain the ID of the UE and
an ID of the forwarding path on which the second end

marker is transmitted, and may obtain, by checking the
correspondence based on the obtained ID of the forward-
ing path and the obtained ID of the UE, an ID of a target
DRB corresponding to the forwarding path of the UE; and
generates, based on the obtained ID of the target DRB,
a third end marker corresponding to the target DRB, or
generates a third end marker corresponding to the ob-
tained ID of the target DRB.
[0106] It should be pointed out that the manner 2 is
applied to a scenario in which the source NG3 path is an
AN-based path. In this scenario, a plurality of UEs may
share one source NG3 path. To identify UE to which an
end marker transmitted on the source NG3 path belongs,
a first end marker may be generated based on an ID of
the UE and information about the source NG3 path. In
the manner 2, the target AN generates, based on a sec-
ond end marker, a target-DRB-based third end marker.
This avoids downlink data disorder on a target DRB that
would otherwise be caused if a core network cannot gen-
erate and send a DRB-based end marker to a target AN
when a DRB is unknown to the core network.
[0107] According to the method for sending an end
marker provided in the foregoing embodiment, the target
AN receives, through the forwarding path, the second
end marker sent by the source AN; and the target AN
generates the target-DRB-based third end marker based
on the second end marker. This resolves a problem that
a core network cannot accurately send a DRB-based end
marker to a target AN when a DRB is unknown to the
core network, thereby avoiding downlink data disorder
resulting from handover of UE.
[0108] Optionally, in a first implementation scenario of
the foregoing embodiment, for example, in a scenario in
which the source AN and the target AN can directly com-
municate with each other, before step 301, the method
further includes steps 300a to 300d, as described below.
[0109] 300a. The target AN receives a first switching
request message sent by the source AN, where the first
switching request message carries information about a
source DRB of the UE and information about the source
NG3 path.
[0110] The information about the source DRB of the
UE may include: QoS information of the source DRB, an
ID of the source DRB, and a data category indicator of
the source DRB. The information about the source NG3
path may include: an IP address and a tunnel ID of the
source NG3 path on the source AN, and an IP address
and a tunnel ID of the source NG3 path on the core-
network user-plane device.
[0111] For the data category indicator, refer to related
descriptions in step 200a. Details are not described
again.
[0112] 300b. The target AN establishes the target
DRB(s) based on the information about the source DRB.
[0113] Specifically, the target DRB(s) is established
based on the QoS information of the source DRB, for
example, a rate, a packet loss rate, and a priority. Step
300b belongs to the prior art. Details are not described.
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[0114] A source DRB may be in a one-to-one corre-
spondence with a target DRB.
[0115] 300c. The target AN establishes a target NG3
path based on the information about the source NG3
path.
[0116] Specifically, the target AN allocates, on the tar-
get AN, an IP address and a tunnel ID to the target NG3
path. The core-network user-plane device may send data
to the target AN based on the allocated IP address and
tunnel ID, and the target AN may send data to the core-
network user-plane device based on the IP address and
the tunnel ID of the source NG3 path on the core-network
user-plane device, so as to establish the target NG3 path.
Apparently, establishment of the target NG3 path be-
longs to the prior art. Details are not described.
[0117] 300d. The target AN allocates a resource to the
forwarding path.
[0118] Specifically, the allocated resource may include
a tunnel ID and an IP address of the forwarding path on
the target AN, and the source AN may send data to the
target AN by using the allocated resource. Because a
forwarding path is in a one-to-one correspondence with
a source NG3 path, the target AN may allocate, based
on the information that is about the source NG3 path and
that is carried in the first switching request message, a
resource to the forwarding path corresponding to the
source NG3 path.
[0119] It should be pointed out that a sequence for per-
forming steps 300b to 300d may be adjusted. This is not
limited in the present invention.
[0120] Further, the method may further include the fol-
lowing step:
300e. The target AN sends a first switching acknowledg-
ment message to the source AN, where the first switching
acknowledgment message carries an IP address and a
tunnel ID of the forwarding path on the target AN.
[0121] Further, the method may further include the fol-
lowing step:
300f. The target AN sends a first path switching request
message to a core-network control-plane device, where
the first path switching request message is used to re-
quest to switch an NG3 path, and the first path switching
request message carries an ID of the source NG3 path
and information about the target NG3 path.
[0122] Specifically, the information about the target
NG3 path may include an IP address and a tunnel ID of
the target NG3 path on the target AN; and the ID of the
source NG3 path may be specifically a tunnel ID of the
source NG3 path on the source AN, or may be a tunnel
ID of the source NG3 path on a core-network user-plane
device. This is not limited.
[0123] The first path switching request message may
further carry a data category indicator list of the target
NG3 path. The data category indicator list includes at
least one data category indicator. The at least one data
category indicator is used to indicate a data category
allowed to be transmitted on the target NG3 path.
[0124] Optionally, in a second implementation scenar-

io of the foregoing embodiment, for example, in a sce-
nario in which the source AN and the target AN cannot
directly communicate with each other, before step 301,
the method further includes steps 300’a to 300’e, as de-
scribed below.
[0125] 300’a. The target AN receives a third switching
request message sent by a core-network control-plane
device, where the third switching request message car-
ries a first container, and the first container includes in-
formation about a source DRB of the UE and information
about the source NG3 path.
[0126] The information about the source DRB of the
UE includes: QoS information of the source DRB, an ID
of the source DRB, and a data category indicator of the
source DRB. The information about the source NG3 path
includes: an IP address and a tunnel ID of the source
NG3 path on the source AN, and an IP address and a
tunnel ID of the source NG3 path on the core-network
user-plane device. For the data category indicator, refer
to related descriptions in step 200a. Details are not de-
scribed again.
[0127] 300’b. The target AN establishes the target
DRB(s) based on the information about the source DRB.
[0128] 300’c. The target AN establishes a target NG3
path based on the information about the source NG3
path.
[0129] 300’d. The target AN allocates a resource to the
forwarding path based on the third switching request
message.
[0130] Specifically, the allocated resource may include
a tunnel ID and an IP address of the forwarding path on
the target AN, and the core-network user-plane device
may forward, to the target AN by using the allocated re-
source, data sent by the source AN.
[0131] 300’e. The target AN sends a second switching
acknowledgment message to the core-network control-
plane device, where the second switching acknowledg-
ment message carries an IP address and a tunnel ID of
the forwarding path on the target AN.
[0132] Further, the method may further include the fol-
lowing step:
300’f. The target AN sends a second path switching re-
quest message to the core-network control-plane device,
where the second path switching request message is
used to request to switch an NG3 path.
[0133] The second path switching request message
may carry an ID of the source NG3 path, information
about the target NG3 path, and an NG2 connection iden-
tifier. Specifically, for the ID of the source NG3 path, refer
to related descriptions in step 300e. The information
about the target NG3 path may include an IP address
and a tunnel ID of the target NG3 path on the target AN.
The NG2 connection identifier is used to indicate that
handover of the UE is completed.
[0134] As shown in FIG. 4, an embodiment of the
present invention provides still another method for send-
ing an end marker. Details are described below.
[0135] 401. A core-network user-plane device receives
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a tunnel modification request message sent by a core-
network control-plane device.
[0136] The tunnel modification request message car-
ries an ID of a source NG3 path and information about a
target NG3 path. The source NG3 path is a transmission
path between a source AN and the core-network user-
plane device. The target NG3 path is a transmission path
between a target AN and the core-network user-plane
device. The information about the target NG3 path in-
cludes an IP address and a tunnel ID of the target NG3
path on the target AN.
[0137] Specifically, for the ID of the source NG3 path,
refer to related descriptions in step 300e. Details are not
described again.
[0138] 402. The core-network user-plane device
switches an NG3 path based on the tunnel modification
request message.
[0139] Specifically, the core-network user-plane de-
vice modifies, into an IP address and a tunnel ID of the
target AN, a stored IP address and tunnel ID of a source
AN of the source NG3 path.
[0140] 403. The core-network user-plane device gen-
erates a first end marker, and sends the first end marker
to the source AN through the source NG3 path.
[0141] The first end marker is used to indicate that
sending downlink data of UE on the source NG3 path is
completed.
[0142] Specifically, that the core-network user-plane
device generates a first end marker in step 403 may be
implemented in the following manners.
[0143] Manner 1: The core-network user-plane device
generates the first end marker based on the ID of the
source NG3 path, where the number of the first end mark-
er is equal to the number of the source NG3 path.
[0144] For example, the number of the source NG3
path is determined based on the ID of the source NG3
path in a path switching request message, and then a
corresponding number of the first end marker is gener-
ated based on the determined number of the source NG3
path. Alternatively, one corresponding first end marker
is generated based on an ID of each NG3 path in a path
switching request message.
[0145] The first end marker may carry an IP address
and a tunnel ID of the source NG3 path.
[0146] Manner 2: The core-network user-plane device
generates the first end marker based on a data category
indicator list of the target NG3 path, where the number
of first end marker is equal to the number of the data
category indicator included in the data category indicator
list.
[0147] For the data category indicator, refer to related
descriptions in step 200a. For the data category indicator
list, refer to related descriptions in step 300f. Details are
not described again.
[0148] The first end marker may carry an IP address
and a tunnel ID of the source NG3 path.
[0149] Specifically, the core-network user-plane de-
vice generates the first end marker based on the data

category indicator list of the target NG3 path and the ID
of the source NG3 path.
[0150] In the manner 2, an end marker is generated
based on a data category indicator, so that the source
AN or the target AN can find a DRB-based path, for ex-
ample, a forwarding path or a target DRB, based on the
data category indicator carried in the received end mark-
er and an ID of a path on which the end marker is trans-
mitted, so as to generate a DRB-based end marker.
[0151] Manner 3: The core-network user-plane device
generates the first end marker based on an ID of the UE
and the ID of the source NG3 path, where the first end
marker carries the ID of the UE, and the number of the
first end marker is equal to the number of the source NG3
path.
[0152] For example, the number of the source NG3
path is determined based on the ID of the source NG3
path in a path switching request message, and then a
corresponding number of the first end marker is gener-
ated based on the determined number of the source NG3
path.
[0153] The first end marker may further carry an IP
address and a tunnel ID of the source NG3 path.
[0154] It should be pointed out that, for the ID of the
source NG3 path and the ID of the UE, reference may
be made to related descriptions in step 201. The IP ad-
dress and the tunnel ID of the source NG3 path may
include an IP address and a tunnel ID of the source NG3
path on the source AN, and/or an IP address and a tunnel
ID of the source NG3 path on the core-network user-
plane device.
[0155] In the manner 3, an end marker is generated
based on the ID of the UE and the ID of the source NG3
path, so that the source AN or the target AN can find a
DRB-based path, for example, a forwarding path or a
target DRB, based on the ID of the UE carried in the
received end marker and an ID of a path on which the
end marker is transmitted, so as to generate a DRB-
based end marker.
[0156] Optionally, with reference to the three imple-
mentations of step 403, the tunnel modification request
message may further carry the data category indicator
list of the target NG3 path or the ID of the UE.
[0157] According to the method for sending an end
marker provided in the foregoing embodiment, the core-
network user-plane device generates the first end marker
in a plurality of manners, and sends the first end marker
to the source AN, so that the source AN or the target AN
can more flexibly generate a DRB-based end marker.
This resolves a problem that a core network cannot ac-
curately send a DRB-based end marker to a target AN
when a DRB is unknown to the core network, thereby
avoiding downlink data disorder resulting from handover
of UE.
[0158] As shown in FIG. 5, an embodiment of the
present invention provides yet another method for send-
ing an end marker. Details are described below.
[0159] 501. A core-network control-plane device re-
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ceives a path switching request message sent by a target
AN.
[0160] The path switching request message is used to
request to switch an NG3 path. The path switching re-
quest message carries an ID of a source NG3 path and
information about a target NG3 path.
[0161] Specifically, the information about the target
NG3 path may include an IP address and a tunnel ID of
the target NG3 path on the target AN. For the ID of the
source NG3 path, refer to related descriptions in step
300e. Details are not described again.
[0162] Optionally, the path switching request message
further carries an NG2 connection identifier, and the NG2
connection identifier is used to indicate that handover of
UE is completed; or the path switching request message
further carries a data category indicator list of the target
NG3 path, and a tunnel modification request message
further carries the data category indicator list of the target
NG3 path.
[0163] For a data category indicator, refer to related
descriptions in step 200a. For the data category indicator
list, refer to related descriptions in step 300f. Details are
not described again.
[0164] 502. The core-network control-plane device
generates a first end marker.
[0165] The first end marker is used to indicate that
sending downlink data of UE on the source NG3 path is
completed.
[0166] Specifically, step 502 may be implemented in
the following manners.
[0167] Manner 1: The core-network control-plane de-
vice generates the first end marker based on the ID of
the source NG3 path, where the number of the first end
marker is equal to the number of the source NG3 path.
[0168] Manner 2: The core-network control-plane de-
vice generates the first end marker based on the data
category indicator list of the target NG3 path, where the
number of the first end marker is equal to the number of
the data category indicator included in the data category
indicator list.
[0169] Manner 3: The core-network control-plane de-
vice generates the first end marker based on an ID of the
UE and the ID of the source NG3 path, where the first
end marker carries the ID of the UE, and the number of
the first end marker is equal to the number of the source
NG3 path.
[0170] It should be pointed out that, for the manner 1,
the manner 2, and the manner 3 of step 502, reference
may be made to the manner 1, the manner 2, and the
manner 3 in the embodiment shown in FIG. 4 respective-
ly. Details are not described again.
[0171] 503. The core-network control-plane device
sends a tunnel modification request message to a core-
network user-plane device.
[0172] The tunnel modification request message car-
ries the ID of the source NG3 path, the information about
the target NG3 path, and the first end marker. For the ID
of the source NG3 path and the information about the

target NG3 path, refer to related descriptions in the em-
bodiment shown in FIG. 2.
[0173] According to the method for sending an end
marker provided in the foregoing embodiment, the core-
network control-plane device generates the first end
marker in a plurality of manners, and sends the first end
marker to a source AN by using the core-network user-
plane device, so that the source AN or the target AN can
more flexibly generate a DRB-based end marker. This
resolves a problem that a core network cannot accurately
send a DRB-based end marker to a target AN when a
DRB is unknown to the core network, thereby avoiding
downlink data disorder resulting from handover of UE.
[0174] Optionally, in a first implementation scenario of
the foregoing embodiment, before step 501, the method
further includes steps 500a to 500d. Details are de-
scribed below.
[0175] 500a. The core-network control-plane device
receives a second switching request message sent by
the source AN, where the second switching request mes-
sage carries the number of a forwarding path and a first
container, and the first container includes information
about a source DRB of the UE and information about the
source NG3 path.
[0176] For the information about the source DRB and
the information about the source NG3 path, refer to re-
lated descriptions in step 300’a. Details are not described
again.
[0177] 500b. The core-network control-plane device
allocates a resource to the forwarding path based on the
number of the forwarding path.
[0178] Specifically, the core-network control-plane de-
vice allocates the resource to the forwarding path. The
allocated resource may include a tunnel ID and an IP
address of the forwarding path on the core-network user-
plane device, and the source AN may send data to the
core-network user-plane device by using the allocated
resource.
[0179] The number of the forwarding path may be 1,
or may be N, where N is the number of the source DRB.
[0180] 500c. The core-network control-plane device
sends a third switching request message to the target
AN, where the third switching request message carries
the first container.
[0181] 500d. The core-network control-plane device
receives a second switching acknowledgment message
sent by the target AN, where the second switching ac-
knowledgment message carries a tunnel ID and an IP
address of the forwarding path on the target AN.
[0182] Further, the method may further include:
sending, by the core-network control-plane device, a
switching command to the source AN, where the switch-
ing command carries an IP address and a tunnel ID of
the forwarding path on the core-network user-plane de-
vice.
[0183] Further, the method may further include:
sending, by the core-network control-plane device, a first
notification message to the core-network user-plane de-
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vice, where the first notification message is used to notify
the core-network user-plane device that allocating the
resource to the forwarding path is completed.
[0184] As shown in FIG. 6-1 and FIG. 6-2, an embod-
iment of the present invention provides still yet another
method for sending an end marker. The method is applied
to a scenario in which a source AN and a target AN can
directly communicate with each other. Details are de-
scribed below.
[0185] 601. A source AN sends a switching request
message to a target AN, where the switching request
message carries information about a source DRB and
information about a source NG3 path.
[0186] For the information about the source DRB and
the information about the source NG3 path, refer to re-
lated descriptions in the embodiment shown in FIG. 2.
Details are not described again.
[0187] 602. The target AN receives the switching re-
quest message, establishes a target DRB and a target
NG3 path based on the received switching request mes-
sage, and allocates a resource to a forwarding path.
[0188] For establishment of the target DRB and the
target NG3 path, refer to descriptions in steps 300b and
300c. Details are not described again.
[0189] It should be noted that, the forwarding path may
be based on the source NG3 path, that is, one source
NG3 path corresponds to one forwarding path; or the
forwarding path may be based on the source DRB or the
target DRB, for example, one source NG3 path corre-
sponds to N forwarding path(s), and one forwarding path
corresponds to one source DRB or target DRB. Specifi-
cally, this may be preconfigured by a core-network con-
trol-plane device for the source AN and/or the target AN.
This is not limited herein. There are the following two
cases based on the number of the forwarding path:

Case 1: The number of the forwarding path is 1, that
is, the forwarding path is based on the source NG3
path. For the allocating a resource to a forwarding
path in step 602, refer to step 300d. Details are not
described again.
Case 2: The number of the forwarding path is N,
where N is the number of the source DRB, that is,
the forwarding path is based on the source DRB or
the target DRB. The allocating a resource to a for-
warding path in step 602 may include:

allocating a resource to the forwarding path
based on the information about the source DRB,
for example, correspondingly allocating re-
sources to two forwarding paths if the informa-
tion about the source DRB includes IDs of two
source DRBs; or
allocating a resource to the forwarding path
based on the target DRB, for example, corre-
spondingly allocating resources to three for-
warding paths if the number of the target DRB
is 3.

[0190] 603. The target AN sends a switching acknowl-
edgment message to the source AN.
[0191] The switching acknowledgment message may
carry an IP address and a tunnel ID of the forwarding
path on the target AN.
[0192] 604. The source AN allocates a resource to the
forwarding path.
[0193] Specifically, the source AN allocates an IP ad-
dress and a tunnel ID of the forwarding path on the source
AN.
[0194] Optionally, the method further includes: storing,
by the source AN, at least one of the following corre-
spondences:

a correspondence between the forwarding path and
the source NG3 path; and
a correspondence between the forwarding path, an
ID of UE, and the source NG3 path.

[0195] For the correspondences, refer to related de-
scriptions in the embodiment shown in FIG. 2.
[0196] 605. The source AN sends a switching com-
mand to UE.
[0197] The switching command is used to instruct the
UE to perform handover.
[0198] 606. If the UE successfully accesses the target
AN, the target AN sends a path switching request mes-
sage to a core-network control-plane device.
[0199] For example, if the target AN receives an RRC
reconfiguration complete (RRC reconfiguration com-
plete) message sent by the UE, it is determined that the
UE has successfully accessed the target AN.
[0200] The path switching request message is used to
request to switch an NG3 path. The path switching re-
quest message may carry an ID of the source NG3 path
and information about the target NG3 path.
[0201] Specifically, the information about the target
NG3 path may include an IP address and a tunnel ID of
the target NG3 path on the target AN; and the ID of the
source NG3 path may be specifically a tunnel ID of the
source NG3 path on the source AN, or may be a tunnel
ID of the source NG3 path on a core-network user-plane
device.
[0202] 607. The core-network control-plane device re-
ceives the path switching request message, and sends
a tunnel modification request message to a core-network
user-plane device.
[0203] The path switching request message carries the
ID of the source NG3 path and the information about the
target NG3 path.
[0204] The tunnel modification request message car-
ries the ID of the source NG3 path and the information
about the target NG3 path. Specifically, for the ID of the
source NG3 path and the information about the target
NG3 path, refer to related descriptions in the embodiment
shown in FIG. 2.
[0205] 608. The core-network user-plane device
switches an NG3 path based on the tunnel modification
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request message.
[0206] For step 608, refer to related descriptions in step
402. Details are not described again.
[0207] 609. The core-network user-plane device sends
a first end marker to the source AN through the source
NG3 path.
[0208] The first end marker is used to indicate that
sending downlink data of the UE on the source NG3 path
is completed, and may carry an IP address and a tunnel
ID of the source NG3 path.
[0209] Optionally, the first end marker may further car-
ry a data category indicator or an ID of the UE. For ex-
ample, when the source NG3 path is based on an AN,
the first end marker may carry the ID of the UE.
[0210] Specifically, the first end marker may be gen-
erated by the core-network user-plane device, for exam-
ple, based on the implementation in step 403; or the first
end marker may be generated by the core-network con-
trol-plane device, for example, based on the implemen-
tation in step 502. Details are not described again.
[0211] It should be noted that, when the first end mark-
er is generated by the core-network control-plane device,
the method further includes: sending, by the core-net-
work control-plane device, the generated first end marker
to the core-network user-plane device, for example,
sending the first end marker to the core-network user-
plane device by using the tunnel modification request
message in step 607.
[0212] 610. The source AN receives the first end mark-
er, and generates N second end marker(s) based on the
first end marker.
[0213] In the case 1 in step 602, an ith second end
marker in the N second end markers generated in step
610 carries a data category indicator of an xth source
DRB in the source DRBs corresponding to the source
NG3 path, where 1 ≤ i ≤ N and 1 ≤ x ≤ N; and a jth second
end marker in the N second end markers carries a data
category indicator of a yth source DRB in the source DRBs
corresponding to the source NG3 path, where 1 ≤ j ≤ N,
1 ≤ y ≤ N, i, j, x, and y are all integers, i is not equal to j,
and x is not equal to y.
[0214] In the case 2 in step 602, step 610 may be spe-
cifically: generating the N second end marker(s) based
on the first end marker and the correspondence stored
by the source AN in step 604. For details, refer to the
implementation of step 202 in the embodiment shown in
FIG. 2. Details are not described again.
[0215] 611. The source AN sends the N second end
marker(s) to the target AN through the forwarding path.
[0216] In the case 1 in step 602, the source AN sends
the N second end marker(s) to the target AN through the
forwarding path that is in a one-to-one correspondence
with the source NG3 path. The target AN may match data
category indicators carried in the N second end marker(s)
with data category indicators of N target DRB(s), to obtain
second end marker(s) corresponding to the target
DRB(s), so as to help sort downlink data on the target
DRB(s).

[0217] In the case 2 in step 602, the source AN sends
the N second end marker(s) to the target AN through the
N forwarding paths. One forwarding path corresponds to
one target DRB. Therefore, one target DRB corresponds
to one second end marker. For example, assuming that
the second end marker(s) are numbered from 1 to N, and
a forwarding path numbered 1 corresponds to a target
DRB numbered 1, when a second end marker numbered
1 is sent to the target AN through the forwarding path
numbered 1, the second end marker numbered 1 corre-
sponds to the target DRB numbered 1, and the second
end marker numbered 1 is used to sort downlink data of
the UE on the target DRB numbered 1.
[0218] 612. The target AN receives a path switching
request acknowledgment message sent by the core-net-
work control-plane device.
[0219] 613. The target AN instructs the source AN to
release a resource of the UE.
[0220] The resource may include the source DRB.
[0221] The method for sending an end marker provided
in the foregoing embodiment is applied to a scenario in
which the source AN and the target AN directly commu-
nicate with each other. The source AN generates N tar-
get-DRB-based second end marker(s) based on the re-
ceived first end marker, and sends the N second end
marker(s) to the target AN, so as to help sort downlink
data of the UE on the target DRB. This resolves a problem
that a core network cannot accurately send a target-DRB-
based end marker to a target AN when a DRB is unknown
to the core network, thereby avoiding downlink data dis-
order resulting from handover of UE. In addition, an end
marker may be generated by the core-network control-
plane device or the core-network user-plane device in a
plurality of manners, so that the source AN can more
flexibly generate a DRB-based end marker.
[0222] As shown in FIG. 6a-1 and FIG. 6a-2, an em-
bodiment of the present invention provides another meth-
od for sending an end marker. The method is applied to
a scenario in which a source AN and a target AN can
directly communicate with each other. Details are de-
scribed below.
[0223] 601a. A source AN sends a switching request
message to a target AN, where the switching request
message carries information about a source DRB and
information about a source NG3 path.
[0224] For the information about the source DRB and
the information about the source NG3 path, refer to re-
lated descriptions in the embodiment shown in FIG. 2.
Details are not described again.
[0225] 602a. The target AN receives the switching re-
quest message, establishes a target DRB and a target
NG3 path based on the received switching request mes-
sage, and allocates a resource to a forwarding path.
[0226] For establishment of the target DRB and the
target NG3 path, refer to descriptions in steps 300b and
300c. Details are not described again.
[0227] It should be noted that, the forwarding path is
based on the source NG3 path, that is, one source NG3
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path corresponds to one forwarding path. On a target AN
side, the forwarding path corresponds to M target
DRB(s).
[0228] For the allocating a resource to a forwarding
path in step 602a, refer to step 300d. Details are not
described again.
[0229] Optionally, step 602a further includes: storing,
by the target AN, at least one of the following correspond-
ences:

a correspondence between the forwarding path and
the target DRB; and
a correspondence between the forwarding path, an
ID of UE, and the target DRB.

[0230] For the correspondences and a data category
indicator, refer to related descriptions in the embodiment
shown in FIG. 3.
[0231] 603a. The target AN sends a switching acknowl-
edgment message to the source AN.
[0232] The switching acknowledgment message may
carry an IP address and a tunnel ID of the forwarding
path on the target AN.
[0233] 604a. The source AN allocates a resource to
the forwarding path.
[0234] Specifically, the source AN allocates an IP ad-
dress and a tunnel ID of the forwarding path on the source
AN.
[0235] 605a. The source AN sends a switching com-
mand to UE.
[0236] The switching command is used to instruct the
UE to perform handover.
[0237] 606a. If the UE successfully accesses the target
AN, the target AN sends a path switching request mes-
sage to a core-network control-plane device.
[0238] For example, if the target AN receives an RRC
reconfiguration complete (RRC reconfiguration com-
plete) message sent by the UE, it is determined that the
UE has successfully accessed the target AN.
[0239] The path switching request message is used to
request to switch an NG3 path. The path switching re-
quest message may carry an ID of the source NG3 path
and information about the target NG3 path.
[0240] Specifically, the information about the target
NG3 path may include an IP address and a tunnel ID of
the target NG3 path on the target AN; and the ID of the
source NG3 path may be specifically a tunnel ID of the
source NG3 path on the source AN, or may be a tunnel
ID of the source NG3 path on a core-network user-plane
device.
[0241] 607a. The core-network control-plane device
receives the path switching request message, and sends
a tunnel modification request message to a core-network
user-plane device.
[0242] The path switching request message carries the
ID of the source NG3 path and the information about the
target NG3 path.
[0243] The tunnel modification request message car-

ries the ID of the source NG3 path and the information
about the target NG3 path. Specifically, for the ID of the
source NG3 path and the information about the target
NG3 path, refer to related descriptions in the embodiment
shown in FIG 2.
[0244] 608a. The core-network user-plane device
switches an NG3 path based on the tunnel modification
request message.
[0245] For step 608a, refer to related descriptions in
step 402. Details are not described again.
[0246] 609a. The core-network user-plane device
sends a first end marker to the source AN through the
source NG3 path.
[0247] The first end marker is used to indicate that
sending downlink data of the UE on the source NG3 path
is completed, and may carry an IP address and a tunnel
ID of the source NG3 path.
[0248] Optionally, the first end marker may further car-
ry a data category indicator or an ID of the UE. For ex-
ample, when the source NG3 path is based on an AN,
the first end marker may carry the ID of the UE.
[0249] Specifically, the first end marker may be gen-
erated by the core-network user-plane device, for exam-
ple, based on the implementation in step 403; or the first
end marker may be generated by the core-network con-
trol-plane device, for example, based on the implemen-
tation in step 502. Details are not described again.
[0250] It should be noted that, when the first end mark-
er is generated by the core-network control-plane device,
the method further includes: sending, by the core-net-
work control-plane device, the generated first end marker
to the core-network user-plane device, for example,
sending the first end marker to the core-network user-
plane device by using the tunnel modification request
message in step 607a.
[0251] 610a. The source AN receives the first end
marker, and generates a second end marker based on
the first end marker.
[0252] Specifically, the second end marker may be
generated by the source AN by modifying only path-re-
lated information in the first end marker, for example,
replacing the IP address and the tunnel ID of the source
NG3 path that are in the first end marker with the IP ad-
dress and the tunnel ID of the forwarding path. Therefore,
one second end marker is correspondingly generated
based on one first end marker.
[0253] 611a. The source AN sends the second end
marker to the target AN through the forwarding path.
[0254] 612a. The target AN receives the second end
marker, and generates M third end marker(s) based on
the second end marker.
[0255] It should be pointed out that M is the number of
the target DRB corresponding to the forwarding path.
[0256] Specifically, the M third end marker(s) may be
generated based on the second end marker and the cor-
respondence stored by the source AN in step 602a. Refer
to related descriptions in step 302.
[0257] 613a. The target AN receives a path switching
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request acknowledgment message sent by the core-net-
work control-plane device.
[0258] 614a. The target AN instructs the source AN to
release a resource of the UE.
[0259] The resource may include the source DRB.
[0260] The method for sending an end marker provided
in the foregoing embodiment is applied to a scenario in
which the source AN and the target AN directly commu-
nicate with each other. The target AN generates the tar-
get-DRB-based end marker based on the received first
end marker, so as to help sort downlink data on the target
DRB. This resolves a problem that a core network cannot
accurately send a target-DRB-based end marker to a tar-
get AN when a DRB is unknown to the core network,
thereby avoiding downlink data disorder resulting from
handover of UE. In addition, an end marker may be gen-
erated by the core-network control-plane device or the
core-network user-plane device in a plurality of manners,
so that the target AN can more flexibly generate a DRB-
based end marker.
[0261] As shown in FIG. 7-1 and FIG. 7-2, an embod-
iment of the present invention provides still another meth-
od for sending an end marker. The method is applied to
a scenario in which a source AN and a target AN can
indirectly communicate with each other by using a core-
network user-plane device. Details are described below.
[0262] 701. A source AN sends a first switching request
message to a core-network control-plane device.
[0263] The first switching request message carries the
number of forwarding path(s) and a first container.
[0264] For the first container, refer to related descrip-
tions in step 300’a. Details are not described again.
[0265] 702. The core-network control-plane device al-
locates a resource to a forwarding path based on the
number of forwarding path(s) in the first switching request
message.
[0266] For details, refer to related descriptions in step
500b.
[0267] 703. The core-network control-plane device
sends a second switching request message to a target
AN, where the second switching request message car-
ries a first container.
[0268] 704. The target AN establishes a target DRB
and a target NG3 path based on the second switching
request message, and allocates a resource to the for-
warding path.
[0269] Specifically, the target AN establishes the target
DRB and the target NG3 path based on the first container.
For example, the target AN establishes the target DRB
based on information, in the first container, about a
source DRB. The number of the target DRB is equal to
the number of the source DRB. Refer to related descrip-
tions in step 300b. The target AN establishes the target
NG3 path based on information, in the first container,
about a source NG3 path. Refer to related descriptions
in step 300c.
[0270] It should be noted that the forwarding path may
be based on the source NG3 path, or may be based on

the source DRB or the target DRB. This may be specif-
ically preconfigured by the core-network control-plane
device for the source AN and/or the target AN. Refer to
related descriptions in step 602. Details are not described
again.

Case 1: The number of forwarding path(s) is 1, that
is, the forwarding path is based on the source NG3
path. For the allocating a resource to the forwarding
path in step 704, refer to step 300d. Details are not
described again.
Case 2: The number of forwarding path(s) is N,
where N is the number of the source DRB, that is,
the forwarding path is based on the source DRB or
the target DRB. The allocating a resource to the for-
warding path in step 704 may include:

allocating a resource to the forwarding path
based on information about the source DRB, for
example, correspondingly allocating a resource
to one forwarding path based on an ID of one
source DRB in the information about the source
DRB; or
allocating a resource to the forwarding path
based on the target DRB, for example, corre-
spondingly allocating a resource to one forward-
ing path based on one target DRB.

[0271] 705. The target AN sends a switching acknowl-
edgment message to the core-network control-plane de-
vice.
[0272] The switching acknowledgment message car-
ries an IP address and a tunnel ID of the forwarding path
on the target AN.
[0273] 706. The core-network control-plane device re-
ceives the switching acknowledgment message sent by
the target AN, and sends a notification message to a
core-network user-plane device.
[0274] The notification message carries the IP address
and the tunnel ID of the forwarding path on the target AN.
[0275] 707. The core-network control-plane device
sends a first switching command to the source AN.
[0276] The first switching command carries an IP ad-
dress and a tunnel ID of the forwarding path on the core-
network user-plane device.
[0277] 708. The source AN receives the first switching
command, and allocates, on the source AN, a resource
to the forwarding path.
[0278] Optionally, the method further includes: storing,
by the source AN, at least one of the following corre-
spondences:

a correspondence between the forwarding path and
the source NG3 path; and
a correspondence between the forwarding path, an
ID of UE, and the source NG3 path.

[0279] For the correspondences, refer to related de-
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scriptions in the embodiment shown in FIG. 2.
[0280] 709. The source AN sends a second switching
command to UE.
[0281] The second switching command is used to in-
struct the UE to perform handover.
[0282] 710. If the UE successfully accesses the target
AN, the target AN sends a path switching request mes-
sage to the core-network control-plane device.
[0283] For example, if the target AN receives an RRC
reconfiguration complete message sent by the UE, it is
determined that the UE has successfully accessed the
target AN.
[0284] The path switching request message carries an
NG2 connection identifier, an ID of the source NG3 path,
and information about the target NG3 path. The ID of the
source NG3 path may be an IP address and a tunnel ID
of the source NG3 path. For the IP address and the tunnel
ID of the source NG3 path, refer to related descriptions
in step 201. Details are not described again.
[0285] 711. The core-network control-plane device
sends a tunnel modification request message to the core-
network user-plane device.
[0286] The tunnel modification request message car-
ries the information about the target NG3 path and the
ID of the source NG3 path.
[0287] 712. The core-network user-plane device
switches an NG3 path based on the tunnel modification
request message.
[0288] For step 712, refer to related descriptions in step
402. Details are not described again.
[0289] 713. The core-network user-plane device sends
a tunnel modification response message to the core-net-
work control-plane device.
[0290] 714. The core-network user-plane device sends
a first end marker to the source AN through a source
NG3 path.
[0291] The first end marker is used to indicate that
sending downlink data of the UE on the source NG3 path
is completed, and may carry an IP address and a tunnel
ID of the source NG3 path.
[0292] Optionally, the first end marker may further car-
ry a data category indicator or an ID of the UE. For ex-
ample, when the source NG3 path is based on an AN,
the first end marker may carry the ID of the UE.
[0293] Specifically, the first end marker may be gen-
erated by the core-network user-plane device, for exam-
ple, based on the implementation in step 403; or the first
end marker may be generated by the core-network con-
trol-plane device, for example, based on the implemen-
tation in step 502. Details are not described again.
[0294] It should be noted that, when the first end mark-
er is generated by the core-network control-plane device,
the method further includes: sending, by the core-net-
work control-plane device, the generated first end marker
to the core-network user-plane device, for example,
sending the first end marker to the core-network user-
plane device by using the tunnel modification request
message in step 711.

[0295] 715. The source AN generates N second end
marker(s) based on the first end marker.
[0296] In the case 1 in step 704, an ith second end
marker in the N second end markers generated in step
715 carries a data category indicator of an xth source
DRB in source DRBs of the UE, where 1 ≤ i ≤N and 1 ≤
x ≤ N; and a jth second end marker in the N second end
markers carries a data category indicator of a yth source
DRB in the source DRBs of the UE, where 1 ≤ j ≤ N, 1 ≤
y ≤ N, i, j, x, and y are all integers, i is not equal to j, and
x is not equal to y.
[0297] In the case 2 in step 704, step 715 may be spe-
cifically: generating the N second end marker(s) based
on the first end marker and the correspondence stored
by the source AN in step 708. For details, refer to the
implementation of step 202 in the embodiment shown in
FIG. 2. Details are not described again.
[0298] 716. The source AN sends the N second end
marker(s) to the target AN through the forwarding path.
[0299] In the case 1 in step 704, the source AN sends
the N second end marker(s) to the target AN through the
forwarding path that is in a one-to-one correspondence
with the source NG3 path. The target AN may match data
category indicators carried in the N second end marker(s)
with data category indicators of N target DRBs, to obtain
second end marker(s) corresponding to the target DRBs,
so as to help sort downlink data on the target DRBs.
[0300] In the case 2 in step 704, the source AN sends
the N second end marker(s) to the target AN through the
N forwarding path(s). A forwarding path is based on a
source DRB or a target DRB, and one forwarding path
corresponds to one target DRB. Therefore, one target
DRB corresponds to one second end marker. For exam-
ple, assuming that the second end marker(s) are num-
bered from 1 to N, and a forwarding path numbered 1
corresponds to a target DRB numbered 1, when a second
end marker numbered 1 is sent to the target AN through
the forwarding path numbered 1, the second end marker
numbered 1 corresponds to the target DRB numbered
1, and the second end marker numbered 1 is used to sort
downlink data of the UE on the target DRB numbered 1.
[0301] 717. The core-network control-plane device in-
structs the source AN to release a resource of the UE.
[0302] The resource may include the source DRB.
[0303] The method for sending an end marker provided
in the foregoing embodiment is applied to a scenario in
which the source AN and the target AN indirectly com-
municate with each other. The source AN generates N
target-DRB-based second end marker(s) based on the
received first end marker, and sends the N second end
marker(s) to the target AN, so as to help sort downlink
data on the target DRB. This resolves a problem that a
core network cannot accurately send a target-DRB-
based end marker to a target AN when a DRB is unknown
to the core network, thereby avoiding downlink data dis-
order resulting from handover of UE. In addition, an end
marker may be generated by the core-network control-
plane device or the core-network user-plane device in a
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plurality of manners, so that the source AN or the target
AN can more flexibly generate a DRB-based end marker.
[0304] As shown in FIG. 7a-1 and FIG. 7a-2, an em-
bodiment of the present invention provides yet another
method for sending an end marker. The method is applied
to a scenario in which a source AN and a target AN can
indirectly communicate with each other by using a core-
network user-plane device. Details are described below.
[0305] 701a. A source AN sends a first switching re-
quest message to a core-network control-plane device.
[0306] The first switching request message carries the
number of forwarding path(s) and a first container.
[0307] For the first container, refer to related descrip-
tions in step 300’a. Details are not described again.
[0308] 702a. The core-network control-plane device
allocates a resource to a forwarding path based on the
number of forwarding path(s) in the first switching request
message.
[0309] The number of forwarding path(s) is 1, that is,
one forwarding path corresponds to one source NG3
path.
[0310] For details, refer to related descriptions in step
500b.
[0311] 703a. The core-network control-plane device
sends a second switching request message to a target
AN, where the second switching request message car-
ries a first container.
[0312] 704a. The target AN establishes a target DRB
and a target NG3 path based on the second switching
request message, and allocates a resource to the for-
warding path.
[0313] Specifically, the target AN establishes the target
DRB and the target NG3 path based on the first container.
For example, the target AN establishes the target DRB
based on information, in the first container, about a
source DRB. The number of the target DRB is equal to
the number of the source DRB. Refer to related descrip-
tions in step 300b. The target AN establishes the target
NG3 path based on information, in the first container,
about a source NG3 path. Refer to related descriptions
in step 300c.
[0314] For the allocating a resource to the forwarding
path in step 704a, refer to step 300d. Details are not
described again.
[0315] Optionally, step 704a further includes: storing,
by the target AN, at least one of the following correspond-
ences:

a correspondence between the forwarding path and
the target DRB; and
a correspondence between the forwarding path, an
ID of UE, and the target DRB.

[0316] For the correspondences and a data category
indicator, refer to related descriptions in the embodiment
shown in FIG. 3.
[0317] 705a. The target AN sends a switching acknowl-
edgment message to the core-network control-plane de-

vice.
[0318] The switching acknowledgment message car-
ries an IP address and a tunnel ID of the forwarding path
on the target AN.
[0319] 706a. The core-network control-plane device
receives the switching acknowledgment message sent
by the target AN, and sends a notification message to a
core-network user-plane device.
[0320] The notification message carries the IP address
and the tunnel ID of the forwarding path on the target AN.
[0321] 707a. The core-network control-plane device
sends a first switching command to the source AN.
[0322] The first switching command carries an IP ad-
dress and a tunnel ID of the forwarding path on the core-
network user-plane device.
[0323] 708a. The source AN receives the first switching
command, and allocates, on the source AN, a resource
to the forwarding path.
[0324] 709a. The source AN sends a second switching
command to UE.
[0325] The second switching command is used to in-
struct the UE to perform handover.
[0326] 710a. If the UE successfully accesses the target
AN, the target AN sends a path switching request mes-
sage to the core-network control-plane device.
[0327] For example, if the target AN receives an RRC
reconfiguration complete message sent by the UE, it is
determined that the UE has successfully accessed the
target AN.
[0328] The path switching request message carries an
NG2 connection identifier, an ID of the source NG3 path,
and information about the target NG3 path. The ID of the
source NG3 path may be an IP address and a tunnel ID
of the source NG3 path. For the IP address and the tunnel
ID of the source NG3 path, refer to related descriptions
in step 201. Details are not described again.
[0329] 711a. The core-network control-plane device
sends a tunnel modification request message to the core-
network user-plane device.
[0330] The tunnel modification request message car-
ries the information about the target NG3 path and the
ID of the source NG3 path.
[0331] 712a. The core-network user-plane device
switches an NG3 path based on the tunnel modification
request message.
[0332] For step 712a, refer to related descriptions in
step 402. Details are not described again.
[0333] 713a. The core-network user-plane device
sends a tunnel modification response message to the
core-network control-plane device.
[0334] 714a. The core-network user-plane device
sends a first end marker to the source AN through a
source NG3 path.
[0335] The first end marker is used to indicate that
sending downlink data of the UE on the source NG3 path
is completed, and may carry an IP address and a tunnel
ID of the source NG3 path.
[0336] Optionally, the first end marker may further car-
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ry a data category indicator or an ID of the UE. For ex-
ample, when the source NG3 path is based on an AN,
the first end marker may carry the ID of the UE.
[0337] Specifically, the first end marker may be gen-
erated by the core-network user-plane device, for exam-
ple, based on the implementation in step 403; or the first
end marker may be generated by the core-network con-
trol-plane device, for example, based on the implemen-
tation in step 502. Details are not described again.
[0338] It should be noted that, when the first end mark-
er is generated by the core-network control-plane device,
the method further includes: sending, by the core-net-
work control-plane device, the generated first end marker
to the core-network user-plane device, for example,
sending the first end marker to the core-network user-
plane device by using the tunnel modification request
message in step 711a.
[0339] 715a. The source AN generates a second end
marker based on the first end marker.
[0340] Specifically, the second end marker may be
generated by the source AN by modifying only path-re-
lated information in the first end marker, for example,
replacing the IP address and the tunnel ID of the source
NG3 path that are in the first end marker with the IP ad-
dress and the tunnel ID of the forwarding path. One sec-
ond end marker is correspondingly generated based on
one first end marker.
[0341] 716a. The source AN sends the second end
marker to the target AN through the forwarding path.
[0342] Specifically, the source AN sends the second
end marker to the target AN through the forwarding path
that is in a one-to-one correspondence with the source
NG3 path.
[0343] 717a. The target AN receives the second end
marker, and generates M third end marker(s) based on
the second end marker.
[0344] It should be pointed out that M is the number of
target DRB(s) corresponding to the forwarding path.
[0345] Specifically, in step 717a, the M third end mark-
er(s) may be generated based on the second end marker
and the correspondence stored by the target AN in step
704a. For details, refer to related descriptions in step 302.
[0346] 718a. The core-network control-plane device
instructs the source AN to release a resource of the UE.
[0347] The resource may include the source DRB.
[0348] The method for sending an end marker provided
in the foregoing embodiment is applied to a scenario in
which the source AN and the target AN indirectly com-
municate with each other. The target AN generates the
target-DRB-based end marker based on the received first
end marker, so as to help sort downlink data on the target
DRB. This resolves a problem that a core network cannot
accurately send a target-DRB-based end marker to a tar-
get AN when a DRB is unknown to the core network,
thereby avoiding downlink data disorder resulting from
handover of UE. In addition, an end marker may be gen-
erated by the core-network control-plane device or the
core-network user-plane device in a plurality of manners,

so that the source AN or the target AN can more flexibly
generate a DRB-based end marker.
[0349] As shown in FIG. 8, an embodiment of the
present invention provides a source AN. The source AN
may be configured to perform the actions of the source
AN in the embodiment shown in FIG. 2, FIG. 6-1 and
FIG. 6-2, or FIG. 7-1 and FIG. 7-2. The source AN may
specifically include: a receiving unit 801, a generation
unit 802, and a sending unit 803. Details are described
below.
[0350] The receiving unit 801 is configured to receive,
through a source NG3 path between the source AN and
a core-network user-plane device, a first end marker sent
by the core-network user-plane device, where the first
end marker is used to indicate that sending downlink data
of UE on the source NG3 path is completed.
[0351] The generation unit 802 is configured to gener-
ate N second end marker(s) based on the first end marker
received by the receiving unit 801, where N is the number
of source DRB(s) corresponding to the source NG3 path.
[0352] The sending unit 803 is configured to send, to
a target AN through a forwarding path corresponding to
the source NG3 path, the N second end marker(s) gen-
erated by the generation unit 802, where the forwarding
path is used by the source AN to forward, to the target
AN, data of the UE received through the source NG3
path.
[0353] Optionally, in an implementation scenario, the
sending unit 803 is further configured to:
before receiving, through the source NG3 path between
the source AN and the core-network user-plane device,
the first end marker sent by the core-network user-plane
device, send a first switching request message to the
target AN, where the first switching request message car-
ries information about the source data radio bearer
DRB(s) of the UE and information about the source NG3
path.
[0354] The information about the source DRB(s) of the
UE includes: quality of service QoS information of the
source DRB(s), an identifier ID of the source DRB(s), and
a data category indicator of the source DRB(s).
[0355] The information about the source NG3 path in-
cludes: an IP address and a tunnel ID of the source NG3
path on the source AN, and an IP address and a tunnel
ID of the source NG3 path on the core-network user-
plane device.
[0356] Further, the receiving unit 801 may be further
configured to:
receive a first switching acknowledgment message from
the target AN, where the first switching acknowledgment
message carries an IP address and a tunnel ID of the
forwarding path on the target AN.
[0357] Optionally, in another implementation scenario,
the sending unit 803 is further configured to:
before receiving, through the source NG3 path between
the source AN and the core-network user-plane device,
the first end marker sent by the core-network user-plane
device, send a second switching request message to a
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core-network control-plane device, where the second
switching request message carries the number of the for-
warding path and a first container, and the first container
includes information about the source DRB(s) of the UE
and information about the source NG3 path.
[0358] The information about the source DRB(s) of the
UE includes: QoS information of the source DRB(s), an
ID of the source DRB(s), and a data category indicator
of the source DRB(s). The information about the source
NG3 path includes: an IP address and a tunnel ID of the
source NG3 path on the source AN, and an IP address
and a tunnel ID of the source NG3 path on the core-
network user-plane device.
[0359] Further, the receiving unit 801 may be further
configured to:
receive a switching command sent by the core-network
control-plane device, where the switching command car-
ries an IP address and a tunnel ID of the forwarding path
on the core-network user-plane device.
[0360] Optionally, the number of the forwarding path
is 1, and an ith second end marker in the N second end
marker(s) carries a data category indicator of an xth
source DRB in the source DRBs corresponding to the
source NG3 path, where 1 ≤ i ≤ N and 1 ≤ x ≤ N; and a
jth second end marker in the N second end marker(s)
carries a data category indicator of a yth source DRB in
the source DRBs corresponding to the source NG3 path,
where 1 ≤ j ≤ N, 1 ≤ y ≤ N, i, j, x, and y are all integers, i
is not equal to j, and x is not equal to y.
[0361] Optionally, the number of the forwarding path
is N, and the generation unit 802 may be specifically con-
figured to:

generate the N second end marker(s) based on the
first end marker and a correspondence between the
forwarding path and the source NG3 path; or
generate the N second end marker(s) based on the
first end marker and a correspondence between the
forwarding path, an ID of the UE, and the source
NG3 path, where the first end marker carries the ID
of the UE; or
generate the N second end marker(s) based on the
first end marker and a correspondence between an
ID of the forwarding path, a data category indicator,
and an ID of the source NG3 path, where the first
end marker carries the data category indicator.

[0362] The generating the N second end marker(s)
based on the first end marker and a correspondence be-
tween an ID of the forwarding path, a data category in-
dicator, and an ID of the source NG3 path may include:

checking, based on the data category indicator car-
ried in the first end marker and the ID of the source
NG3 path, the correspondence between the ID of
the forwarding path, the data category indicator, and
the ID of the source NG3 path, to obtain an ID of the
forwarding path corresponding to the data category

indicator and the ID of the source NG3 path; and
generating the N second end marker(s) based on
the obtained ID of the forwarding path.

[0363] It should be pointed out that, for details about
the foregoing actions and meanings of the foregoing
nouns, such as the first end marker, the second end
marker(s), and the data category indicator, reference
may be made to related descriptions in the embodiment
shown in FIG. 2, FIG. 6-1 and FIG. 6-2, or FIG. 7-1 and
FIG. 7-2. Details are not described again.
[0364] The source AN provided in the foregoing em-
bodiment generates the DRB-based second end mark-
er(s) based on the first end marker that is sent by the
core-network user-plane device and received through
the source NG3 path, and sends the second end mark-
er(s) to the target AN through the forwarding path corre-
sponding to a DRB, so as to help sort downlink data on
the target DRB. This resolves a problem that a core net-
work cannot accurately send a DRB-based end marker
to a target AN when a DRB is unknown to the core net-
work, thereby avoiding downlink data disorder resulting
from handover of UE.
[0365] As shown in FIG. 9, an embodiment of the
present invention provides a target AN. The target AN
may be configured to perform the actions of the target
AN in the embodiment shown in FIG. 3, FIG. 6a-1 and
FIG. 6a-2, or FIG. 7a-1 and FIG. 7a-2. The target AN
may specifically include: a receiving unit 901 and a gen-
eration unit 902, as described below.
[0366] The receiving unit 901 is configured to receive
a second end marker sent by a source AN, where a for-
warding path is used by the source AN to forward, to the
target AN, data of UE received through a source NG3
path. The forwarding path is in a one-to-one correspond-
ence with the source NG3 path.
[0367] The generation unit 902 is configured to gener-
ate M third end marker(s) based on the second end mark-
er received by the receiving unit 901, where M is the
number of target DRB(s) corresponding to the forwarding
path, and the third end marker is used to sort downlink
data of the UE on a target DRB corresponding to the third
end marker.
[0368] Optionally, the generation unit 902 may be spe-
cifically configured to:

generate the M third end marker(s) based on the
second end marker and a correspondence between
the forwarding path and the target DRB; or
generate the M third end marker(s) based on the
second end marker and a correspondence between
the forwarding path, an identifier ID of the user equip-
ment UE, and the target DRB, where the second end
marker carries the ID of the UE.

[0369] Optionally, in an implementation scenario, the
target AN further includes a first processing unit 903,
where
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the receiving unit 901 is further configured to: before re-
ceiving, through the forwarding path, the second end
marker sent by the source AN, receive a first switching
request message sent by the source AN, where the first
switching request message carries information about a
source DRB of the UE and information about the source
NG3 path; and
the first processing unit 903 is configured to: establish
the target DRB based on the information about the source
DRB, establish a target NG3 path based on the informa-
tion about the source NG3 path, and allocate a resource
to the forwarding path, where
the information about the source DRB of the UE includes:
quality of service QoS information of the source DRB, an
ID of the source DRB, and a data category indicator of
the source DRB; and the information about the source
NG3 path includes: an IP address and a tunnel ID of the
source NG3 path on the source AN, and an IP address
and a tunnel ID of the source NG3 path on the core-
network user-plane device.
[0370] Optionally, the target AN further includes:
a first sending unit 904, configured to send a first switch-
ing acknowledgment message to the source AN, where
the first switching acknowledgment message carries an
IP address and a tunnel ID of the forwarding path on the
target AN.
[0371] Optionally, the target AN further includes:
a second sending unit 905, configured to send a first path
switching request message to a core-network control-
plane device, where the first path switching request mes-
sage is used to request to switch an NG3 path.
[0372] The first path switching request message car-
ries an ID of the source NG3 path and information about
the target NG3 path. The information about the target
NG3 path includes an IP address and a tunnel ID of the
target NG3 path on the target AN.
[0373] The first path switching request message may
further carry a data category indicator list of the target
NG3 path.
[0374] Optionally, in a second implementation scenar-
io, the target AN further includes: a second processing
unit 906 and a third sending unit 907, where
the receiving unit 901 is further configured to: before re-
ceiving, through the forwarding path, the second end
marker sent by the source AN, receive a third switching
request message sent by a core-network control-plane
device, where the third switching request message car-
ries a first container, and the first container includes in-
formation about a source DRB of the UE and information
about the source NG3 path;
the second processing unit 906 is configured to: establish
the target DRB based on the information about the source
DRB, establish a target NG3 path based on the informa-
tion about the source NG3 path, and allocate a resource
to the forwarding path based on the third switching re-
quest message; and
the third sending unit 907 is configured to send a second
switching acknowledgment message to the core-network

control-plane device where the second switching ac-
knowledgment message carries information about the
forwarding path of the target AN.
[0375] The information about the source DRB of the
UE includes: QoS information of the source DRB, an ID
of the source DRB, and a data category indicator of the
source DRB. The information about the source NG3 path
includes: an IP address and a tunnel ID of the source
NG3 path on the source AN, and an IP address and a
tunnel ID of the source NG3 path on the core-network
user-plane device.
[0376] The third sending unit 907 may be further con-
figured to:
send a second path switching request message to the
core-network control-plane device, where the second
path switching request message is used to request to
switch an NG3 path.
[0377] The second path switching request message
carries an ID of the source NG3 path, information about
the target NG3 path, and an NG2 connection identifier.
The information about the target NG3 path includes an
IP address and a tunnel ID of the target NG3 path on the
target AN. The NG2 connection identifier is used to indi-
cate that handover of the UE is completed.
[0378] It should be pointed out that, for details about
the foregoing actions and meanings of the foregoing
nouns, such as the third end marker, the NG2 connection
identifier, and the data category indicator, reference may
be made to related descriptions in the embodiment
shown in FIG. 3, FIG. 6a-1 and FIG. 6a-2, or FIG. 7a-1
and FIG. 7a-2. Details are not described again.
[0379] The target AN provided in the foregoing embod-
iment generates the target-DRB-based third end mark-
er(s) based on the second end marker that is sent by the
source AN and received through the forwarding path, so
as to help sort downlink data of the UE on the target DRB.
This resolves a problem that a core network cannot ac-
curately send a DRB-based end marker to a target AN
when a DRB is unknown to the core network, thereby
avoiding downlink data disorder resulting from handover
of UE.
[0380] As shown in FIG. 10, an embodiment of the
present invention provides a core-network user-plane
device. The core-network user-plane device may be con-
figured to perform the actions of the core-network user-
plane device in any one of the embodiments shown in
FIG. 4, or FIG. 6-1 and FIG. 6-2 to FIG. 7a-1 and FIG.
7a-2. The device may specifically include:

a receiving unit 1001, configured to receive a tunnel
modification request message sent by a core-net-
work control-plane device, where the tunnel modifi-
cation request message carries an ID of a source
NG3 path and information about a target NG3 path,
the source NG3 path is a transmission path between
a source access node AN and the core-network user-
plane device, the target NG3 path is a transmission
path between a target AN and the core-network user-
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plane device, and the information about the target
NG3 path includes an IP address and a tunnel ID of
the target NG3 path on the target AN;
a switching unit 1002, configured to switch an NG3
path based on the tunnel modification request mes-
sage; and
a generation unit 1003, configured to: generate a
first end marker, and send the first end marker to the
source AN through the source NG3 path, where the
first end marker is used to indicate that sending
downlink data of user equipment UE on the source
NG3 path is completed.

[0381] Optionally, the generation unit 1003 is specifi-
cally configured to:

generate the first end marker based on the ID of the
source NG3 path, where the number of the first end
marker is equal to the number of the source NG3
path; or
generate the first end marker based on a data cate-
gory indicator list of the target NG3 path, where the
number of the first end marker is equal to the number
of the data category indicator included in the data
category indicator list; or
generate the first end marker based on an ID of the
UE and the ID of the source NG3 path, where the
first end marker carries the ID of the UE, and the
number of the first end marker is equal to the number
of the source NG3 path.

[0382] The tunnel modification request message may
further carry the data category indicator list of the target
NG3 path or the ID of the UE.
[0383] It should be pointed out that, for details about
the foregoing actions and meanings of the foregoing
nouns, such as the first end marker and the data category
indicator, reference may be made to related descriptions
in the embodiments shown in FIG. 4, or FIG. 6-1 and
FIG. 6-2 to FIG. 7a-1 and FIG. 7a-2. Details are not de-
scribed again.
[0384] The core-network user-plane device provided
in the foregoing embodiment generates the first end
marker in a plurality of manners, and sends the first end
marker to the source AN, so that the source AN or the
target AN can more flexibly generate a DRB-based end
marker. This resolves a problem that a core network can-
not accurately send a DRB-based end marker to a target
AN when a DRB is unknown to the core network, thereby
avoiding downlink data disorder resulting from handover
of UE.
[0385] As shown in FIG. 11, an embodiment of the
present invention provides a core-network control-plane
device. The core-network control-plane device may be
configured to perform the actions of the core-network
control-plane device in any one of the embodiments
shown in FIG. 5 to FIG. 7a-1 and FIG. 7a-2. The device
may include: a receiving unit 1101, a generation unit

1102, and a sending unit 1103. Details are described
below.
[0386] The receiving unit 1101 is configured to receive
a path switching request message sent by a target access
node AN, where the path switching request message is
used to request to switch an NG3 path, the path switching
request message carries an ID of a source NG3 path and
information about a target NG3 path, and the information
about the target NG3 path includes an IP address and a
tunnel ID of the target NG3 path on the target AN.
[0387] The generation unit 1102 is configured to gen-
erate a first end marker, where the first end marker is
used to indicate that sending downlink data of user equip-
ment UE on the source NG3 path is completed.
[0388] The sending unit 1103 is configured to send a
tunnel modification request message to a core-network
user-plane device, where the tunnel modification request
message carries the ID of the source NG3 path, the in-
formation about the target NG3 path, and the first end
marker.
[0389] Optionally, the generation unit 1102 is specifi-
cally configured to:

generate the first end marker based on the ID of the
source NG3 path, where the number of the first end
marker is equal to the number of the source NG3
path; or
generate the first end marker based on a data cate-
gory indicator list of the target NG3 path, where the
number of first end marker is equal to the number of
the data category indicator included in the data cat-
egory indicator list; or
generate the first end marker based on an ID of the
UE and the ID of the source NG3 path, where the
first end marker carries the ID of the UE, and the
number of the first end marker is equal to the number
of the source NG3 path.

[0390] Optionally, the path switching request message
further carries an NG2 connection identifier, and the NG2
connection identifier is used to indicate that handover of
the UE is completed; or
the path switching request message further carries a data
category indicator list of the target NG3 path, and the
tunnel modification request message further carries the
data category indicator list of the target NG3 path.
[0391] Optionally, the core-network control-plane de-
vice further includes a processing unit 1104, where
the receiving unit 1101 is further configured to: before
receiving the path switching request message sent by
the target AN, receive a second switching request mes-
sage sent by the source AN, where the second switching
request message carries the number of forwarding
path(s) and a first container, and the first container in-
cludes information about a source DRB of the UE and
information about the source NG3 path;
the processing unit 1104 is configured to allocate a re-
source to a forwarding path based on the number of for-
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warding path(s);
the sending unit 1103 is further configured to send a third
switching request message to the target AN, where the
third switching request message carries the first contain-
er; and
the receiving unit 1101 is further configured to receive a
second switching acknowledgment message sent by the
target AN, where the second switching acknowledgment
message carries an IP address and a tunnel ID of the
forwarding path on the target AN.
[0392] Optionally, the sending unit 1103 is further con-
figured to:
send a switching command to the source AN, where the
switching command carries an IP address and a tunnel
ID of the forwarding path on the core-network user-plane
device.
[0393] Optionally, the sending unit 1103 is further con-
figured to:
send a first notification message to the core-network us-
er-plane device, where the first notification message is
used to notify the core-network user-plane device that
allocating the resource to the forwarding path is complet-
ed.
[0394] It should be pointed out that, for details about
the foregoing actions and meanings of the foregoing
nouns, such as the first end marker and the data category
indicator, reference may be made to related descriptions
in the embodiments shown in FIG. 5 to FIG. 7a-1 and
FIG. 7a-2. Details are not described again.
[0395] The core-network control-plane device provid-
ed in the foregoing embodiment generates the first end
marker in a plurality of manners, and sends the first end
marker to the source AN by using the core-network user-
plane device, so that the source AN or the target AN can
more flexibly generate a DRB-based end marker. This
resolves a problem that a core network cannot accurately
send a DRB-based end marker to a target AN when a
DRB is unknown to the core network, thereby avoiding
downlink data disorder resulting from handover of UE.
[0396] As shown in FIG. 12, an embodiment of the
present invention provides a source AN. The source AN
may include: a processor 1201, a memory 1202, a com-
munications interface 1203, and a transceiver 1204, as
described below.
[0397] The memory 1202 is configured to store a pro-
gram.
[0398] The processor 1201 is configured to execute
the program stored in the memory 1202, so as to imple-
ment the actions of the source AN in the embodiment
shown in FIG. 2, FIG. 6-1 and FIG. 6-2, or FIG. 7-1 and
FIG. 7-2. Details are not described again.
[0399] It should be noted that, in the embodiment
shown in FIG. 2, FIG. 6-1 and FIG. 6-2, or FIG. 7-1 and
FIG. 7-2, a message sent by the source AN to a target
AN, a core-network control-plane device, or a core-net-
work user-plane device may be sent through the com-
munications interface 1203; and the source AN may also
receive, through the communications interface 1203, a

message sent by the target AN, the core-network control-
plane device, or the core-network user-plane device to
the source AN. In addition, a message sent by the source
AN to the UE may be sent by using the transceiver 1204,
and the source AN may also receive, by using the trans-
ceiver 1204, a message sent by the UE to the source AN.
[0400] As shown in FIG. 13, an embodiment of the
present invention provides a target AN. The target AN
may specifically include: a processor 1301, a memory
1302, a communications interface 1303, and a transceiv-
er 1304, as described below.
[0401] The memory 1302 is configured to store a pro-
gram.
[0402] The processor 1301 is configured to execute
the program stored in the memory 1302, so as to imple-
ment the actions of the target AN in the embodiment
shown in FIG. 2, FIG. 6a-1 and FIG. 6a-2, or FIG. 7a-1
and FIG. 7a-2. Details are not described again.
[0403] It should be noted that, in the embodiment
shown in FIG. 2, FIG. 6a-1 and FIG. 6a-2, or FIG. 7a-1
and FIG. 7a-2, a message sent by the target AN to a
source AN, a core-network control-plane device, or a
core-network user-plane device may be sent through the
communications interface 1303; and the target AN may
also receive, through the communications interface
1303, a message sent by the source AN, the core-net-
work control-plane device, or the core-network user-
plane device to the target AN. In addition, a message
sent by the target AN to the UE may be sent by using the
transceiver 1304, and the target AN may also receive,
by using the transceiver 1304, a message sent by the
UE to the target AN.
[0404] As shown in FIG. 14, an embodiment of the
present invention provides a core-network user-plane
device. The core-network user-plane device may in-
clude: a processor 1401, a memory 1402, and a commu-
nications interface 1403, as described below.
[0405] The memory 1402 is configured to store a pro-
gram.
[0406] The processor 1401 is configured to execute
the program stored in the memory 1402, so as to imple-
ment the actions of the core-network user-plane device
in any one of the embodiments shown in FIG. 4, or FIG.
6-1 and FIG. 6-2 to FIG. 7a-1 and FIG. 7a-2. Details are
not described again.
[0407] It should be noted that, a message sent by the
core-network user-plane device to a source AN or a core-
network control-plane device may be sent through the
communications interface 1403; and the core-network
user-plane device may also receive, through the com-
munications interface 1403, a message sent by the
source AN or the core-network control-plane device to
the core-network user-plane device.
[0408] As shown in FIG. 15, an embodiment of the
present invention provides a core-network control-plane
device, including: a processor 1501, a memory 1502, and
a communications interface 1503, as described below.
[0409] The memory 1502 is configured to store a pro-
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gram.
[0410] The processor 1501 is configured to execute
the program stored in the memory 1502, so as to imple-
ment the actions of the core-network control-plane device
in any one of the embodiments shown in FIG. 5 to FIG.
7a-1 and FIG. 7a-2. Details are not described again.
[0411] It should be noted that, a message sent by the
core-network control-plane device to a source AN, a
core-network user-plane device, or a target AN may be
sent through the communications interface 1503; and the
core-network control-plane device may also receive,
through the communications interface 1503, a message
sent by the source AN, the core-network user-plane de-
vice, or the target AN to the core-network control-plane
device.
[0412] The present invention further provides a com-
munications system. The system may include the source
AN shown in FIG. 8, the core-network user-plane device
shown in FIG. 10, and the core-network control-plane
device shown in FIG. 11. In addition, the system may
further include a target AN, configured to receive N sec-
ond end marker(s) sent by the source AN. The target AN
may be further configured to sort downlink data of UE on
a target DRB by using the N second end marker(s).
[0413] It should be noted that, for actions performed
by each network element in the system, reference may
be made to the embodiment shown in FIG. 6-1 and FIG.
6-2 or FIG. 7-1 and FIG. 7-2.
[0414] The present invention further provides another
communications system. The system may be applied to
a scenario in which forwarding paths are in a one-to-one
correspondence with source NG3 paths, and may spe-
cifically include the target AN shown in FIG. 9, the core-
network user-plane device shown in FIG. 10, and the
core-network control-plane device shown in FIG. 11. In
addition, the system may further include a source AN,
configured to: receive a first end marker sent by the core-
network user-plane device, generate a second end mark-
er based on the first end marker, and send the second
end marker to the target AN through a forwarding path
corresponding to a source NG3 path.
[0415] It should be noted that, for actions performed
by each network element in the system, reference may
be made to the embodiment shown in FIG. 6a-1 and FIG.
6a-2 or FIG. 7a-1 and FIG. 7a-2.
[0416] Persons of ordinary skill in the art may under-
stand that all or some steps of the method embodiments
may be implemented by a program instructing relevant
hardware. The program may be stored in a computer
readable storage medium. When the program runs, the
steps of the method embodiments are performed. The
storage medium includes any medium that can store pro-
gram code, such as a ROM, a RAM, a magnetic disc, or
an optical disc.
[0417] Finally, it should be noted that the foregoing em-
bodiments are merely intended for describing the tech-
nical solutions of the present invention, but not for limiting
the present invention. Although the present invention is

described in detail with reference to the foregoing em-
bodiments, persons of ordinary skill in the art should un-
derstand that they may still make modifications to the
technical solutions described in the foregoing embodi-
ments or make equivalent replacements to some tech-
nical features thereof, without departing from the scope
of the technical solutions of the embodiments of the
present invention.

Claims

1. A method for sending an end marker, characterized
by comprising:

receiving (201), by a source access node, AN,
through a source transmission path between the
source AN and a core-network user-plane de-
vice, a first end marker from the core-network
user-plane device, wherein the first end marker
is used to indicate that sending downlink data
of user equipment, UE, on the source transmis-
sion path is completed, and the source trans-
mission path corresponds to one session;
generating (202), by the source AN, N second
end markers based on the first end marker,
wherein N is the number of source data radio
bearers, DRBs, corresponding to the source
transmission path, and the N is greater than or
equal to 2; and
sending (203), by the source AN, the N second
end markers to a target AN through N forwarding
paths corresponding to the source transmission
path, wherein the forwarding paths are used by
the source AN to forward, to the target AN, data
of the UE received through the source transmis-
sion path, and one forwarding path corresponds
to one source DRB.

2. The method according to claim 1, wherein before the
receiving, by the source AN through the source
transmission path between the source AN and the
core-network user-plane device, the first end marker
from the core-network user-plane device, the meth-
od further comprises:

sending, by the source AN, a first switching re-
quest message to the target AN, wherein the
first switching request message carries informa-
tion about the source DRBs of the UE and infor-
mation about the source transmission path;
the information about the source DRBs of the
UE comprises: quality of service, QoS, informa-
tion of the source DRBs, an identifier, ID, of each
source DRB of the source DRBs, and a data
category indicator of each source DRB of the
source DRBs; and
the information about the source transmission
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path comprises: an IP address and a tunnel ID
of the source transmission path on the source
AN, and an IP address and a tunnel ID of the
source transmission path on the core-network
user-plane device.

3. The method according to claim 1, wherein before the
receiving, by the source AN through the source
transmission path between the source AN and the
core-network user-plane device, the first end marker
from the core-network user-plane device, the meth-
od further comprises:

sending, by the source AN, a second switching
request message to a core-network control-
plane device, wherein the second switching re-
quest message carries the number of the for-
warding paths and a first container, and the first
container comprises information about the
source DRBs of the UE and information about
the source transmission path; and
the information about the source DRBs of the
UE comprises: QoS information of the source
DRBs, an ID of each source DRB of the source
DRBs, and a data category indicator of each
source DRB of the source DRBs; and the infor-
mation about the source transmission path com-
prises: an IP address and a tunnel ID of the
source transmission path on the source AN, and
an IP address and a tunnel ID of the source
transmission path on the core-network user-
plane device.

4. The method according to any one of claims 1 to 3,
wherein the generating, by the source AN, N second
end markers based on the first end marker compris-
es:
generating, by the source AN, the N second end
markers based on the first end marker and a corre-
spondence between the N forwarding paths and the
source transmission path.

5. A device, characterized by comprising:

a receiving unit (801), configured to receive,
through a source transmission path between a
source access node, AN, and a core-network
user-plane device, a first end marker from the
core-network user-plane device, wherein the
first end marker is used to indicate that sending
downlink data of user equipment, UE, on the
source transmission path is completed, and the
source transmission path corresponds to one
session;
a generation unit (802), configured to generate
N second end markers based on the first end
marker received by the receiving unit (801),
wherein N is the number of source data radio

bearers, DRBs, corresponding to the source
transmission path, and the N is greater than or
equal to 2; and
a sending unit (803), configured to send, to a
target AN through N forwarding paths corre-
sponding to the source transmission path, the
N second end markers generated by the gener-
ation unit (802), wherein the forwarding paths
are for the source AN forwarding, to the target
AN, data of the UE received through the source
transmission path, and one forwarding path cor-
responds to one source DRB.

6. The device according to claim 5, wherein the sending
unit (803) is further configured to:

before receiving, through the source transmis-
sion path between the source AN and the core-
network user-plane device, the first end marker
from the core-network user-plane device, send
a first switching request message to the target
AN, wherein the first switching request message
carries information about the source DRBs of
the UE and information about the source trans-
mission path;
the information about the source DRBs of the
UE comprises: quality of service, QoS, informa-
tion of the source DRBs, an identifier, ID, of each
source DRB of the source DRBs, and a data
category indicator of each source DRB of the
source DRBs; and
the information about the source transmission
path comprises: an IP address and a tunnel ID
of the source transmission path on the source
AN, and an IP address and a tunnel ID of the
source transmission path on the core-network
user-plane device.

7. The device according to claim 5, wherein the sending
unit (803) is further configured to:

before receiving, through the source transmis-
sion path between the source AN and the core-
network user-plane device, the first end marker
from the core-network user-plane device, send
a second switching request message to a core-
network control-plane device, wherein the sec-
ond switching request message carries the
number of the forwarding path and a first con-
tainer, and the first container comprises infor-
mation about the source DRBs of the UE and
information about the source transmission path;
and
the information about the source DRBs of the
UE comprises: QoS information of the source
DRBs, an ID of each source DRB of the source
DRBs, and a data category indicator of each
source DRB of the source DRBs; and the infor-
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mation about the source transmission path com-
prises: an IP address and a tunnel ID of the
source transmission path on the source AN, and
an IP address and a tunnel ID of the source
transmission path on the core-network user-
plane device.

8. The device according to any one of claims 5 to 7,
wherein the generation unit (802) is further config-
ured to:
generate the N second end markers based on the
first end marker and a correspondence between the
N forwarding paths and the source transmission
path.

9. A communication system, characterized by com-
prising: a source access node, AN, and a core-net-
work user-plane device;
the core-network user-plane device, configured to
send, through a source transmission path between
the source AN and the core-network user-plane de-
vice, a first end marker to the source AN, wherein
the first end marker is used to indicate that sending
downlink data of user equipment, UE, on the source
transmission path is completed, and the source
transmission path corresponds to one session; and
the source AN, configured to receive the first end
marker, generate N second end markers based on
the first end marker, wherein N is the number of
source data radio bearers, DRBs, corresponding to
the source transmission path, and the N is greater
than or equal to 2, and send the N second end mark-
ers to a target AN through N forwarding paths cor-
responding to the source transmission path, wherein
the forwarding paths are for the source AN forward-
ing, to the target AN, data of the UE received through
the source transmission path, and one forwarding
path corresponds to one source DRB.

10. The communication system according to claim 9,
wherein the source AN is further configured to gen-
erate the N second end markers based on the first
end marker and a correspondence between the N
forwarding paths and the source transmission path.

11. A device, comprising:

a memory storing program code; and
a processor in communication with the memory,
the processor executing the program code to
perform the method of any one of claims 1 to 4.

12. A computer readable medium having a program re-
corded thereon; wherein the program makes a com-
puter execute the method of any one of claims 1 to 4.
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