
Printed by Jouve, 75001 PARIS (FR)

(19)
EP

3 
81

2 
88

7
A

1
*EP003812887A1*

(11) EP 3 812 887 A1
(12) EUROPEAN PATENT APPLICATION

published in accordance with Art. 153(4) EPC

(43) Date of publication: 
28.04.2021 Bulletin 2021/17

(21) Application number: 19821770.5

(22) Date of filing: 12.06.2019

(51) Int Cl.:
G06F 8/65 (2018.01) G06F 11/30 (2006.01)

H04Q 9/00 (2006.01)

(86) International application number: 
PCT/JP2019/023344

(87) International publication number: 
WO 2019/244751 (26.12.2019 Gazette 2019/52)

(84) Designated Contracting States: 
AL AT BE BG CH CY CZ DE DK EE ES FI FR GB 
GR HR HU IE IS IT LI LT LU LV MC MK MT NL NO 
PL PT RO RS SE SI SK SM TR
Designated Extension States: 
BA ME
Designated Validation States: 
KH MA MD TN

(30) Priority: 19.06.2018 JP 2018116353

(71) Applicant: Jig-Saw Inc.
Sapporo-shi, Hokkaido 060-0808 (JP)

(72) Inventors:  
• SATO, Daikazu

Morioka-shi, Iwate 020-0045 (JP)
• OZUCHI, Kazuhiro

Morioka-shi, Iwate 020-0045 (JP)

(74) Representative: MacDougall, Alan John Shaw
Mathys & Squire 
The Shard 
32 London Bridge Street
London SE1 9SG (GB)

(54) DEVICE CONTROL METHOD, CONTROL APPARATUS, AND SYSTEM

(57) A control method of a device communicably con-
nected to a control device by the control device, wherein
the control method includes a rewriting control of
firmware of the device, and the rewriting control includes:
receiving a rewrite instruction of firmware of the device,
acquiring, based on an acquisition source information
included in the instruction, the script for rewriting firmware

from an external device, and by executing the script, ex-
ecuting acquisition of the firmware from an external de-
vice, control of the device so as to be in a state in which
rewriting of firmware is enabled, transfer of the acquired
firmware to the device, and rewrite of the firmware of the
device.
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Description

TECHNICAL FIELD

[0001] The present invention relates to a control meth-
od, a control device, and a system.

BACKGROUND ART

[0002] For process control and environment mainte-
nance, a device equipped with a sensor and an input/out-
put unit is arranged to collect data and control devices.
Such a device is equipped with a CPU as a processor,
processes data detected by the sensor and provides it
to a server or the like, and controls input/output from/to
an external device in accordance with a command. Data
is processed by the CPU executing an instruction stored
in firmware. One example of control for the device is
firmware rewriting. PTL 1 describes that, as a method of
changing the system program installed in the controlled
device, a system program rewrite device stores a model
information file, in which a procedure for transfer to the
designated controlled device is described, and a rewriting
system program, and exchanges data with the controlled
device when the system program is updated.

CITATION LIST

PATENT LITERATURE

[0003] PTL 1: Japanese Patent Laid-Open No.
2004-178499

SUMMARY OF INVENTION

TECHNICAL PROBLEM

[0004] In PTL 1, a program for each model is stored,
and data is exchanged with the controlled device via a
control network. However, when there are many kinds of
devices whose programs are to be updated, it is required
to store and distribute the program for each device.
Therefore, the scale of the device becomes large. On the
other hand, some of the microcomputer resources of the
devices are small, so they may not be capable of having
advanced functions such as device control using a net-
work, for example, a firmware update procedure. Further,
it is desired that a user who uses the device on site can
easily control the device. It is an object of the present
invention to provide a technique advantageous in per-
forming control of such a device.

SOLUTION TO PROBLEM

[0005] In order to achieve the above-described object,
a control method of a device communicably connected
to a control device by the control device according to the
present invention is characterized by including a rewriting

control step of firmware of the device, the rewriting control
step including a step of receiving a rewrite instruction of
firmware of the device, the rewrite instruction including
first acquisition source information identifying an acqui-
sition source of a script for rewriting firmware, a step of
acquiring, based on the first acquisition source informa-
tion, the script for rewriting firmware from an external
device, and a step of, by executing the script for rewriting
firmware, executing acquisition of the firmware from an
external device, control of the device so as to be in a
state in which rewriting of firmware is enabled, transfer
of the acquired firmware to the device, and rewrite of the
firmware of the device to the transferred firmware.

ADVANTAGEOUS EFFECTS OF INVENTION

[0006] According to the present invention, it is possible
to provide a technique advantageous in performing con-
trol of a device.
[0007] Other features and advantages of the present
invention will be apparent from the following description
taken in conjunction with the accompanying drawings.
Note that the same reference numerals denote the same
or like components throughout the accompanying draw-
ings.

BRIEF DESCRIPTION OF DRAWINGS

[0008] The accompanying drawings, which are incor-
porated in and constitute a part of the specification, illus-
trate embodiments of the invention and, together with the
description, serve to explain principles of the invention.

Fig. 1 is a view showing a configuration example of
a system according to an embodiment;
Fig. 2 is a view showing another configuration ex-
ample of the system according to the embodiment;
Fig. 3 is a view showing an example of interfaces
between a control device and devices;
Fig. 4 is a time chart showing an example of firmware
update;
Fig. 5 is a view showing an example of firmware up-
date for each of different specifications;
Fig. 6 is a view showing an example of a command
operation according to the embodiment;
Fig. 7 is a view showing still another configuration
example of the system according to the embodiment;
Fig. 8A is a view showing still another configuration
example of the system according to the embodiment;
Fig. 8B is a view showing still another configuration
example of the system according to the embodiment;
Fig. 8C is a view showing still another configuration
example of the system according to the embodiment;
Fig. 9A is a view showing still another configuration
example of the system according to the embodiment;
and
Fig. 9B is a view showing still another configuration
example of the system according to the embodiment.
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DESCRIPTION OF EMBODIMENTS

[0009] A preferred embodiment of the present inven-
tion will be described below with reference to accompa-
nying drawings.

[System Configuration]

[0010] An example of the system configuration accord-
ing to this embodiment will be described with reference
to Figs. 1 to 3. The system is formed by, for example, a
control device 100, a sensor box 200 which is a device
controlled by the control device 100, an interface box
300, an IO box 500, a communication unit 400, and the
like. The device controlled by the control device 100 may
be a host device or a client device.
[0011] The control device 100 includes a processor
(CPU 110) which is operated by, for example, a real-time
OS. A memory 120 of the control device 100 is, for ex-
ample, a rewritable memory such as a flash memory.
The memory 120 stores the OS, a script, a system pro-
gram called firmware, and the like, executed by the CPU
110. Here, JavaScript® or the like can be used as the
script. The memory 120 may be built in the CPU 110, or
may be arranged outside the CPU 110. The memories
120 may be arranged both inside and outside the CPU
110. The control device 100 further includes a RAM 130
used for temporary storage for the CPU 110 to perform
processing. The RAM 130 may be built in the CPU 110,
or may be arranged outside the CPU 110. The RAMs
130 may be arranged both inside and outside the CPU
110. The control device 100 further includes an interface
units 140, 150, and 160 for inputting/outputting data and
commands from/to external devices. In this embodiment,
commands and data can be transmitted/received be-
tween each device and the control device 100 using, for
example, the UART. The control device 100 may be con-
figured to be capable of executing direct communication
with a cloud by incorporating a communication module
170 capable of executing communication using, for ex-
ample, an LTE standard such as NB-IoT or LPWA, or
may include an interface unit capable of connecting to a
wired LAN such as Ethernet®. When the wired LAN is
used, the wired LAN may be connected to the Internet
to execute communication with a server on a cloud 600.
The power supply of the control device 100 may be a
built-in battery, or the control device 100 may be supplied
with power from the outside. When the control device
100 is operated by the built-in battery, in order to achieve
power saving, the communication module 170 may be
provided with a wake-up function such that the operation
of the control device 100 is normally stopped but activat-
ed when communication such as a notification by an SMS
is detected. Further, power saving may be achieved by
using the real-time clock (RTC) of the CPU to wake up
the control device 100 at a predetermined cycle or by
activating/stopping the control device 100 in accordance
with a signal from an external device.

[0012] The sensor box 200 includes a processor (CPU
210) for controlling the sensor box 200, and can execute
a command from the control device 100. The CPU 210
executes instructions stored in firmware 215. An external
device such as a sensor module is connected to a termi-
nal 250 of the sensor box 200. A communication means
such as the I2C or the SPI can be used for transmission
and reception of data between the sensor box 200 and
the sensor module. When a sensor that directly outputs
analog data is connected to the sensor box 200, the an-
alog data from the sensor may be converted into digital
data by an A/D converter 220 and input to the CPU 210
via a bus such as the I2C. A D/A converter 230 is used
for analog control of the sensor or the like. The A/D con-
verter 220 or the D/A converter 230 built in the CPU may
be used. The sensor module connected to the terminal
250 may be any kind of sensor module such as a tem-
perature sensor, a pressure sensor, an optical sensor, a
speed sensor, a rotary sensor, or an acceleration sensor.
The terminal 250 may be directly connected to the sen-
sor. The sensor box 200 may be provided with a sensor
240 therein. By connecting a plurality of sensor modules
to the terminal 250, sensor data may be acquired from
the desired sensor module in accordance with a com-
mand from the control device 100, or sensor data from
the plurality of sensor modules may be multiplexed and
provided to the CPU 210.
[0013] The IO box 500 includes a processor (CPU 510)
for controlling the IO box 500, and can execute a com-
mand from the control device 100. The CPU 510 exe-
cutes instructions stored in firmware 515. An external
device is connected to a terminal 550 of the IO box 500.
The IO of the processor (CPU 510) can be used to control
input/output of a signal between the IO box 500 and the
external device. The IO input/output may be performed
via a relay or an optical MOSFET (photoMOS). The ex-
ternal device connected to the terminal 550 may be any
kind of device such as a sound output device or a switch.
The IO box 500 may incorporate an A/D converter 520
that converts an analog signal into a digital signal when
the analog data is input from the terminal 550, or a D/A
converter 530 for outputting a predetermined analog val-
ue. The A/D converter or the D/A converter built in the
CPU 510 may be used. Data of the external device or
data digitalized by the A/D converter 520 is input to the
CPU 510 via the I2C or the like, processed by the CPU
510, and output to the communicably connected control
device 100 via, for example, the UART. Data or com-
mands may be transferred to/from the control device 100
using the SPI or the like.
[0014] The interface box 300 includes an interface
compliant with, for example, RS-485, so that it is possible
to connect a PLC, as an external device, that inputs/out-
puts data using RS-485 to the interface box 300 and ex-
ecute communication with the control device 100 via the
UART. The interface box 300 includes a processor (CPU
310) for control, and can execute a command from the
control device 100. It is possible to control the PLC by
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giving a command from the control device 100 to the PLC
via the interface box 300. In addition to the type compliant
with RS-485, when RS-232C, RS-422, USB, or the like
is used, a type compliant with the standard is prepared
as the interface box 300.
[0015] The communication unit 400 includes, for ex-
ample, an RF module 410 compliant with, for example,
WiFi, Bluetooth®, or the like, and an antenna 420 for
transmission and reception. The communication unit 400
can communicate with the control device 100 by the
UART, and can execute wireless data communication
with an external device using WiFi or the like. The com-
munication unit 400 can be connected to a server on the
external cloud 600 via a gateway 450 or via an access
point or the like. The communication unit 400 includes a
processor (CPU) for control, and can execute a com-
mand from the control device 100.
[0016] The devices connected to and controlled by the
control device 100 has been described while taking the
sensor box 200, the interface box 300, the IO box 500,
and the communication unit 400 as examples, but the
kinds of the devices are not limited to them.
[0017] An example in which various kinds of devices
are connected to the control device 100 will be described
with reference to Fig. 2. Each of the devices such as the
control device 100, the sensor box 200, the interface box
300, and the communication unit 400 may have a struc-
ture that allows the device to be directly connected to the
control device 100 by a connector. The control device
100 and each device may be directly connected by the
connector having a predetermined shape, or may be con-
nected using a cable. Each of the control device 100, the
sensor box 200, and the like shown in Fig. 2 has a hex-
ahedral shape, but the shape is not limited to this. Further,
a device such as an interface box 350, that includes a
terminal suitable for the use, may be separately prepared
and connected. The control device 100 can identify or
select a predetermined device using, for example, an IO
port shown in Fig. 3. By being connected to the sensor
box 200 and the interface boxes 300 and 350, the control
device 100 can flexibly input/output data between the
control device 100 and the device and the external device
connected to the device.
[0018] In order to prevent an incorrection connection,
as the connectors used for physical connections between
the control device 100 and the various kinds of boxes,
connectors having different shapes can be used depend-
ing on the device, such as the sensor box 200, the inter-
face box 300, the IO box 500, or the communication unit
400, connected to the control device 100. Alternatively,
connectors having the same shape may be used. Data
and commands may be exchanged in a common format
between the control device 100 and each device using
the UART. From the viewpoint of software, by defining
common commands between the control device 100 and
the devices, the software serves as the termination be-
tween the devices so that it becomes easy to replace or
add the device.

[0019] Fig. 3 shows an example of interfaces used for
communication between the control device 100 and the
devices connected to the control device 100. The UART
is used for data and commands. The SPI and the I2C are
mainly used for communication with a sensor module,
but can also be used for data and command communi-
cation. The ADC (A/D Converter) is used for an input or
output of the A/D converter for analog control of the sen-
sor or the like. The DAC (D/A Converter) is used for an
input or output of the D/A converter for analog control of
the sensor or the like. The IO port is a General Purpose
IO (GPIO) used for device identification, an input from
an external switch, control of the CPU of the device, and
the like. By making the signals between the respective
devices and the control device 100 electrically common
in this manner, the interface between the control device
100 and the other device can be made common and easy
to handle. Each of the circuits of the control device 100
and the device is directly or indirectly connected to the
IO port or the like. Examples of the indirect connection
are a connection via a gate, a connection via a switch,
and a connection via a coupler. The indirect connection
can prevent application of an excessive voltage to the
CPU, so that the CPU can be protected.

[Example of Device Control 1. Example of Firmware Up-
date]

[0020] With reference to Fig. 4, update of the firmware
of the device such as the sensor box 200 or the interface
box 300 will be described here.
[0021] Taking the sensor box 200 as an example of
the device, an example of updating the firmware 215 of
the sensor box 200 by the control device 100 will be de-
scribed. When it becomes necessary to update the
firmware of the sensor box 200, an instruction including
a URL indicating the acquisition source of a script re-
quired for the update is notified from the cloud 600 to the
control device 100 using an SMS (short message) or a
PUSH notification (S101). This instruction may be given
by a user, for example, when the user wants to update
the firmware since the user has changed a device inside
the sensor box 200. Further, the instruction may be given
when the manufacturer of the sensor box 200 wants to
update the firmware.
[0022] The control device 100 receives the SMS mes-
sage storing the URL via the communication module 170,
extracts the URL from the message, and accesses the
notified URL (S102). Although the message stores the
URL in the following description, instead of storing the
URL in the message, the URL may be stored in the control
device 100 in advance. In this case, the message may
store an identification code instead of the URL and be
transmitted, and the URL in the control device 100 may
be selected and accessed based on the identification
code in the received message. In response to the access,
the HTTP server (not shown) accessed by the control
device 100 transmits, as an HTTP response, a script for
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update to be executed by the control device 100 (S103).
By using the service provided by the cloud, the user can
create and store, in advance, the script for controlling
rewriting of the firmware in the designated URL in the
cloud. The control device 100 stores the script included
in the received HTTP response in the memory 120. No
script may be stored in the memory 120 of the control
device 100 in the initial state. The new script may be
overwritten on the old script stored in the memory 120.
The capacity of the memory for storing the script may
corresponds to the script to be executed by the control
device 100, and it is unnecessary to prepare the capacity
for storing a plurality of scripts.
[0023] By executing the script, the control device 100
can access the URL included in the script, and the control
device 100 can request the new firmware of the sensor
box 200 from a server (not shown) on the cloud 600
(S104). In response to the request, the server on the
cloud 600 transfers the firmware to the control device
100 (S105). The control device 100 stores the firmware
received from the server in the memory 120 or 130. Fur-
ther, the CPU 110 executes the script to set the CPU 210
of the sensor box 200 in a loader mode. The loader is a
program for rewriting, by the CPU, the firmware stored
in the flash memory. The loader mode is a mode in which
the loader is started. The operation to switch the CPU to
the loader mode differs depending on the type of CPU,
but the switching by hardware pin control of the CPU will
be described below as an example. Switching to the load-
er mode can be executed, for example, by changing the
reset pin of the CPU from L level to H level and resetting
the CPU 210 while the mode pin of the CPU 210 is set
in L level. In the CPU 210 set in the loader mode, the
loader is started and a state in which rewriting of the
firmware 215 is enabled is set (S106). The order of trans-
fer of the firmware from the cloud 600 to the control device
100 and control for starting the loader and setting the
state in which the firmware can be written may be re-
versed. The mode pin and reset control of the CPU 210
can be performed from the IO port of the control device
100.
[0024] As will be described later, the control for starting
the loader differs depending on the type of the CPU 210
of the sensor box 200. Accordingly, a script suitable for
the model of the CPU to undergo rewriting is prepared
in the server on the cloud 600. The script can be prepared
by the user in advance at a predetermined URL Since a
different script may be required depending on the type
of CPU or the like, it is preferable to prepare a control
script as a template according to the specification such
that the user can create the script.
[0025] When the loader is started, a startup status is
displayed on the IO port of the sensor box 200. After
confirming that the startup status has been output, that
is, confirming that the loader has been started, the control
device 100 transmits a DL command indicating the start
of transfer (DL) of the firmware (S107). The CPU of one
type confirms the start by the control device 100 trans-

mitting a confirmation command to the sensor box 200
via the UART and obtaining an OK response. Further,
depending on the type of CPU, the control device 100
can transmit a DL command without confirming the status
but after a certain elapse of time from the reset. The sen-
sor box 200 that has received the DL command transmits,
to the control device 100, an OK response indicating that
the preparation is completed. After receiving this OK re-
sponse, the control device 100 transfers the firmware
(S108). When the firmware is transferred and the rewrit-
ing is completed, a command response S109 is trans-
mitted from the sensor box 200. When the command re-
sponse S109 is received, the control device 100 changes
the reset pin from L level to H level while the mode pin
of the CPU 210 is set in, for example, H level, thereby
switching the CPU 210 of the sensor box from the loader
mode to the main mode in which the program is executed
(S110). Thereafter, by monitoring the IO port, the control
device 100 confirms that the main mode of the sensor
box 200 has been started (S111). If it is confirmed that
the main mode has been started, the control device 100
notifies the server of the cloud 600 of a report indicating
the completion or failure of rewriting of the firmware
(S112).
[0026] Next, with reference to Fig. 5, the loader start
operation in each of devices, whose loaders of CPUs are
started in different methods, will be described. The meth-
ods of starting the loaders will be described for a CPU of
the specification A type and a CPU of the specification
B type as examples. Specification A: a type in which the
loader mode is set by controlling the hardware pins (for
example, the mode pin and the reset pin) of the CPU to
start the loader. When this type of CPU is used, the pins,
such as the mode pin and the reset pin, of the CPU re-
quired for rewriting are connected to a predetermined IO
port of the connector of the device connected to the con-
trol device 100. Specification B: a type that can be set to
start the loader of the CPU by a command (software).
When this type of CPU is used, the pin of the CPU for
inputting a command required to start the loader is con-
nected to a predetermined communication port such as
the UART of the connector of the device. Here, the com-
mand for starting the loader of the CPU differs depending
on the specification, but it is possible to cope with any
command by rewriting the script.
[0027] As has been described above, the location in-
dicated by the URL stored in the message such as the
SMS transmitted by the instruction of the user or the like
includes a predetermined storage location in the HTTP
server. A predetermined script is transmitted to the con-
trol device 100 from the URL accessed by the control
device 100. Therefore, as for the URL stored in the mes-
sage, the acquisition source can be written separately,
such as URL1 in a case of the specification A and URL2
in a case of the specification B. If the CPU built in the
sensor box 200 connected to the control device 100 is
the specification A, the control device 100 accesses the
instructed URL1, receives a script A in which a system
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A FW update sequence for updating the specification A
is described, and stores the script A in the memory 120.
The control device 100 (CPU 110 thereof) executes the
received script A, and controls the mode pin and the reset
pin of the CPU 210 to switch it to the loader mode (S106).
The hardware pins are controlled by outputting a prede-
termined level from the corresponding IO port of the con-
trol device 100 to each of the mode pin and the reset pin
of the CPU 210 connected to a predetermined pin of the
connector of the sensor box 200. If the CPU is the spec-
ification B, the control device 100 accesses the instructed
URL2 and receives a script B in which a system B FW
update sequence is described. The CPU 110 of the con-
trol device 100 executes the received script, and trans-
mits a command to the CPU 210 to start the loader of
the CPU 210 of the sensor box 200.
[0028] The memory 120 of the control device 100 need
only be capable of storing a script in which a FW update
sequence for the CPU of the device whose firmware is
to be updated is described, and need not store a plurality
of scripts for controlling a plurality of microcomputers of
different specifications. Further, the script may be stored
on the server where the user can rewrite the script. Then,
even if the device such as the sensor box 200 is changed
or the CPU is changed, the user can rewrite the script to
cope with the update of the firmware.
[0029] This embodiment can also cope with a case in
which the user wants to selectively use pieces of firmware
between, for example, when the user wants to perform
control using an application program having a basic func-
tion and when the user wants to use an application pro-
gram having an extended function. For example, a
firmware update sequence required to execute the basic
function is prepared at URL3 as an access destination,
and a firmware update sequence required to execute the
extended function is prepared at URL4. The URL includ-
ed in the SMS message or the like to the control device
100 is used as the URL of the script corresponding to the
firmware required by the user. Thus, the control device
100 can obtain and execute the script, and can obtain
the desired firmware and rewrite the firmware of the sen-
sor box 200.
[0030] Rewriting of firmware has been described while
taking the sensor box 200 as an example, but the device
connected to the control device 100 is not limited to the
sensor box 200, and any kind of device such as the in-
terface box 300 may be connected.
[0031] In the present invention, even in a location
where many kinds of devices are used, the control device
100 need not store a plurality of kinds of firmware and
rewriting procedures. As for a change of the device con-
nected to the control device, a script for rewriting firmware
is stored in a predetermined location in the cloud acces-
sible by the control device 100. This makes it easy to
flexibly cope with the change of the device or the like.
Further, by giving an instruction using an SMS or a PUSH
notification, it is possible to rewrite the pieces of firmware
of a large number of devices all at once.

[Example of Device Control 2. Example of Control by 
Command]

[0032] Next, with reference to Fig. 6, an example will
be described in which a command is transmitted from
the cloud 600 to the device to cause the device to execute
the command and a response is received in the cloud
600.
[0033] The sensor box 200 to which a sensor module
is connected will be described as an example of the de-
vice. A script for controlling the acquisition of data from
the sensor box 200 is stored in a predetermined URL.
When it is desired to obtain data from the sensor box
200, an instruction message including the predetermined
URL is transmitted to the control device 100 using an
SMS, a PUSH notification, or the like (S201). The instruc-
tion may be given by a user who wants to obtain sensor
data, or may be given by a data collection server on the
cloud 600. The control device 100 receives the message
storing the URL via the communication module 170, ex-
tracts the URL from the message, and accesses the no-
tified URL (S202). In response to the access, the ac-
cessed HTTP server (not shown) on the cloud 600 trans-
mits, to the control device 100, a script for acquiring data
from the sensor box 200 as an HTTP response (S203).
The control device 100 stores the received script in the
memory 120. The script may be overwritten in the mem-
ory 120. The control device 100 executes the script, and
transmits a command to read out the sensor data to the
sensor box 200 (S204). The CPU 210 of the sensor box
200 receives the command, performs processing of ac-
quiring the instructed data from the sensor module, and
transmits the sensor data to the control device 100
(S205). The control device 100 performs processing of
converting the received sensor data into a predetermined
communication format, and transmits the result of
processing the data to the URL instructed by the script
(S206). A server on the cloud designated as the trans-
mission destination by the URL may collect the data and
perform analysis.
[0034] The acquisition of sensor data from the sensor
box 200 has been described as the example, but it is also
possible to control the interface box 300. In order to obtain
a script for controlling the interface box 300, a URL where
the script is stored is transmitted to the control device
100 using an SMS or the like to cause the control device
100 to acquire the script from the cloud 600. By the control
device 100 executing the script, a command is transmit-
ted from the control device 100 to the interface box 300,
and the interface box 300 is controlled. Further, if the
sensor box 200 and the communication unit 400 are con-
nected to the control device 100, it is also possible to, by
performing control using a script, transmit sensor data
acquired from the sensor box 200 to the communication
unit 400 and transmit the sensor data to an external de-
vice via the communication unit 400.
[0035] The user creates a script for controlling a device
such as the sensor box 200 via the control device 100
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and stores the script in a predetermined URL in the cloud.
By transmitting, to the control device 100, an instruction
to receive the script using an SMS or the like storing the
URL, it is possible to control the device or collect data.
[0036] As has been described above, in the present
invention, the control device 100 need not store the con-
trol procedure of the device in advance, and can easily
cope with a change of the kind of device to be used. The
user can flexibly control the device by rewriting the script
stored in the cloud. Therefore, software dedicated to a
specific device becomes unnecessary. When it is desired
to change the sensor type or firmware version, replace
hardware such as an actuator, or collect data under a
condition different from the condition initially set by the
user, or when the user wants to change the control of the
device, the control can be easily changed. Further, even
if the user is remote, the device can be easily controlled
using an SMS, a PUSH notification, or the like.

[Example of Device Control 3. Example of Data Commu-
nication]

[0037] With reference to Fig. 7, communication be-
tween each of a plurality of devices and the control device
100 and control of the devices will be described. Fig. 7
shows an example in which the sensor box 200, the in-
terface box 300, and the communication unit 400 are
connected to the control device 100. The control device
100 receives an instruction to receive a script, accesses
a URL included in the instruction, and obtains the script.
By the CPU 110 of the control device 100 executing the
script, it is possible to acquire sensor data from the sensor
box 200, control an external device via the interface box
300 to acquire data, or communicate with a server on the
external cloud 600 via the communication unit 400.
[0038] With reference to Figs. 8A to 8C, an example
of use of the device by the control device 100 will be
described. Fig. 8A shows an example in which the sensor
box 200 and the communication unit 400 are connected
to the control device 100. In this example, sensor data
from a sensor module 260 can be acquired by the sensor
box 200 and transmitted to the external cloud 600 by the
communication module 170 of the control device 100.
[0039] A script for controlling the operation of the con-
trol device 100 is stored in a predetermined location in
the cloud indicated by a URL First, the control device 100
receives a notification to acquire the script for controlling
the operation by an SMS, a PUSH notification, or the like.
The control device 100 accesses the URL of the acqui-
sition source stored in the message, acquires the script
stored in the location indicated by the URL, and stores
the script in the memory 120. The script may be over-
written in the memory 120. The control device 100 exe-
cutes the script stored in the memory 120. The sensor
module 260 may be connected to the SPI terminal or the
I2C terminal of the sensor box 200. Analog data or the
like from the sensor are input to the ADC (A/D Converter)
terminal. If sensor control or the like using an analog sig-

nal is required, the sensor module 260 is connected to
the DAC (D/A Converter) terminal. The sensor box 200
and the control device 100 are connected using the UART
and the General Purpose IO ports. The UART can be
used for command and data communication. The Gen-
eral Purpose IO can be used for identification and control
of the sensor box. The control command to the sensor
box 200 can be defined to be specific to the sensor. The
control includes, for example, readout of sensor data,
setting of sensor conditions (sampling cycle, a change
of the measurement range, or the like), execution of cal-
ibration of the sensor, selection of the sensor, instruction
of various types of operations for processing in the sensor
box 200, selection or setting of the processing algorithm
for sensor data such as data smoothing or integration,
and the like. By executing the script, the control device
100 selects the sensor box 200 and issues a control com-
mand to the sensor box 200. In accordance with the con-
trol command, the sensor box acquires sensor data from
the sensor module 260 via the I2C. The analog data from
the sensor may be acquired by digitizing it by the A/D
converter 220. The sensor box 200 performs processing
on the sensor data, and transmits the sensor data to the
control device 100 by, for example, the UART. When the
control device 100 receives the sensor data, the sensor
data is converted into a format defined for transmission
to the outside by the control device 100, and directly
transmitted to the cloud 600 from the control device 100
via the LAN, or transmitted via the communication mod-
ule 170.
[0040] Fig. 8B shows an example in which the interface
box 300 for RS-485 and the communication unit 400 are
connected to the control device 100. A PLC 700 is con-
nected to the interface box 300 by RS-485. In this exam-
ple, the PLC 700 is controlled by the control device 100,
and obtained data is transmitted to the cloud via the com-
munication unit 400.
[0041] A script for controlling the operation of the con-
trol device 100 is stored in a predetermined location in-
dicated by a URL First, the control device 100 receives
an instruction message to acquire the script by an SMS,
a PUSH notification, or the like. The control device 100
extracts the URL stored in the message, accesses the
URL, acquires the stored script, and stores the script in
the memory 120. The script may be overwritten in the
memory 120. The control device 100 executes the script
stored in the memory 120. The control device 100 and
the interface box 300 may be connected by the UART
for command and data communication, and the General
Purpose IO. The General Purpose IO can be used for
control and identification of the interface box 300. The
control device 100 and the communication unit 400 can
be connected by the UART, the SPI, the General Purpose
IO, and the like. The interface box 300 can mutually con-
vert data between the UART and RS-485. By executing
the script, the PLC control data issued from the control
device 100 is transmitted to the interface box, converted
to RS-485 by the interface box 300, and transferred to
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the PLC 700. Data from the PLC 700 is converted to the
UART by the interface box 300 and transferred to the
control device 100. The data is converted into a format
defined for transmission to the outside in the control de-
vice 100 and transmitted to the communication unit. The
control device 100 controls the communication unit 400
by the script to transmit the data to the cloud 600. By
executing the script, it is also possible to perform the
control such that the data transmitted from the PLC 700
is acquired when the PLC 700 has become a predeter-
mined state, and the data is transmitted to the cloud.
[0042] Fig. 8C shows an example in which a commu-
nication unit 400-1 receives data from a BLE sensor 800
in which a sensor is mounted on a BLE module capable
of transmitting and receiving data by Bluetooth, and a
communication unit 400-2 transmits the data to the cloud
under the control of the control device 100. The commu-
nication unit 400-1 and the control device 100 are con-
nected by the UART and the General Purpose IO. The
UART is used for command control and data communi-
cation. The General Purpose IO is used for identification
of the communication unit 400-1. The communication unit
400-2 and the control device 100 may be connected by
the UART, the SPI, and the General Purpose IO. The
communication unit 400-1 has a BLE communication
function and can communicate with the BLE sensor 800.
A script for controlling the operation of the control device
100 is stored in a predetermined location indicated by a
URL The control device 100 is notified of the acquisition
source of the script by an instruction by an SMS or a
PUSH notification. Based on the notification, the control
device 100 receives the script from the cloud 600. The
script is stored in the memory 120. The script may be
overwritten on a previous script, if any. Then, the control
device 100 executes the script and transmits a command
to the communication unit 400-1. The command is trans-
ferred to the BLE sensor 800 and instructs to, for exam-
ple, read out data from the BLE sensor 800. The data
from the BLE sensor 800 is received by the communica-
tion unit 400-1 and transferred to the control device 100.
The control device 100 converts the received data into a
format for transmission to the outside and transmits it to
the communication unit 400-2, and the communication
unit 400-2 transmits the data to the external cloud 600.
These control operations are executed by the control de-
vice 100 executing the script.
[0043] Also in this example, the control device 100
need not store the control procedure of the device in ad-
vance before receiving the control instruction, and even
if the kind of device to be used is changed in the future,
the control device 100 can perform control by only ac-
quiring a script for controlling the device to be used. In
addition, data collected by combining devices can be pro-
vided to an external device in various formats.

[Example of Device Control 4. Examples of Input and 
Output]

[0044] With reference to Figs. 9A and 9B, examples of
an input and an output using the IO box 500 will be de-
scribed. In the example shown in Fig. 9A, the control
device 100 and the IO box 500 with an output means 900
connected thereto are connected to each other. The out-
put means 900 may be a sound output such as a buzzer
or an optical output such as an LED. The IO box 500 and
the control device 100 can be connected by the General
Purpose IO. A script to be executed by the control device
100 is acquired from the cloud 600 in accordance with
an instruction by an SMS or a PUSH notification as in
the other examples. The control device 100 can execute
the script to control the IO box 500 via the General Pur-
pose IO and output sound or the like from the output
means 900.
[0045] In the example shown in Fig. 9B, the control
device 100 and the IO box 500 with a switch as an input
means 910 connected thereto are connected to each oth-
er. The IO box 500 and the control device 100 are con-
nected by the General Purpose IO. In this example, it is
assumed that the switch 910 is connected to the General
Purpose IO of the IO box 500, and input to the General
Purpose IO of the control device 100 by passing through
the inside of the IO box 500. A script to be executed by
the control device 100 is acquired from the cloud 600 in
accordance with an instruction by an SMS or a PUSH
notification. The control device 100 can execute the script
to directly monitor the state of the switch 910 connected
to the IO box 500. Also in these examples, the received
script may be overwritten and stored in the memory 120.
[0046] As has been described above, in the present
invention, the control device 100 need not store a script
for controlling a device in advance, and acquires the
script from the cloud 600 each time it is instructed to
acquire the script for control. By using a service provided
by the cloud, a user can create and store a script in a
predetermined URL, and flexibly execute control based
on the script. Even if the kind of device to be used is
changed in the future, if a script for controlling the device
to be used is created and stored in the cloud, the control
device 100 can control the device by acquiring the script
in accordance with an instruction. Therefore, it is possible
to execute control according to needs even if a large
number of various kinds of devices are used.
[0047] The present invention also includes the use of
the various control operations described above in arbi-
trary combination. For example, in a combination in which
data is collected from the sensor box 200 and transmitted
from the communication unit 400 to an external device
by WiFi, it is possible to rewrite the firmware of the sensor
box and the firmware of the communication unit.
[0048] The present invention is not limited to the above
embodiments and various changes and modifications
can be made within the spirit and scope of the present
invention. Therefore, to apprise the public of the scope
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of the present invention, the following claims are made.
[0049] This application claims priority from Japanese
Patent Application No. 2018-116353 filed June 19, 2018,
which is hereby incorporated by reference herein.

Claims

1. A control method of a device communicably connect-
ed to a control device by the control device, wherein

the control method includes a rewriting control
step of firmware of the device, and
the rewriting control step includes:

a step of receiving a rewrite instruction of
firmware of the device, the rewrite instruc-
tion including first acquisition source infor-
mation identifying an acquisition source of
a script for rewriting firmware;
a step of acquiring, based on the first acqui-
sition source information, the script for re-
writing firmware from an external device;
and
a step of, by executing the script for rewriting
firmware, executing acquisition of the
firmware from an external device, control of
the device so as to be in a state in which
rewriting of firmware is enabled, transfer of
the acquired firmware to the device, and re-
write of the firmware of the device to the
transferred firmware.

2. The method according to claim 1, characterized in
that
the method further includes a readout control step
of data from the device, and
the readout control step includes:

a step of receiving a data readout instruction,
the readout instruction including second acqui-
sition source information identifying an acquisi-
tion source of a script for reading out data;
a step of acquiring, based on the second acqui-
sition source information, from an external de-
vice, the script for reading out data; and
a step of, by executing the script for reading out
data, reading out data from the device and out-
putting the data to an external device.

3. The method according to claim 2, characterized in
that data from the device includes data of an external
device connected to the device.

4. The method according to any one of claims 1 to 3,
characterized in that the instruction is given using
an SMS (short message) or a PUSH notification.

5. The method according to any one of claims 1 to 4,
characterized in that the acquisition of firmware
from the external device includes designation and
acquisition of predetermined firmware among a plu-
rality of pieces of firmware that can be used in the
device.

6. The method according to any one of claims 1 to 5,
characterized in that the control method further in-
cludes a step of executing communication with an
external device via a communication unit communi-
cably connected to the control device.

7. A control device comprising:

a processor;
a memory; and
an interface unit communicably connected to a
device, characterized in that
the processor controls rewriting of firmware of
the device, and
the control of rewriting includes:
receiving, by the processor, an instruction to re-
write firmware of the device including first acqui-
sition source information identifying an acquisi-
tion source of a script for rewriting firmware;
acquiring, by the processor, based on the first
acquisition source information, the script for re-
writing firmware of the device from an external
device; and
by executing, by the processor, the script for re-
writing firmware of the device, acquiring
firmware from an external device, controlling the
device so as to be in a state in which rewriting
of firmware is enabled, transferring the acquired
firmware to the device, and rewriting firmware
of the device to the transferred firmware.

8. The control device according to claim 7, character-
ized in that
the processor further controls readout of data from
the device, and the control of readout of data in-
cludes:

receiving, by the processor, a data readout in-
struction including second acquisition source in-
formation identifying an acquisition source of a
script for reading out data;
acquiring, by the processor, based on the sec-
ond acquisition source information, from an ex-
ternal device, the script for reading out data; and
by executing the script for reading out data,
reading out data from the device and outputting
the readout data to an external device via the
interface unit.

9. The control device according to claim 8, character-
ized in that data from the device includes data from
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an external device connected to the device.

10. The control device according to any one of claims 7
to 9, characterized in that the instruction is given
using an SMS (short message) or a PUSH notifica-
tion.

11. The control device according to any one of claims 7
to 10, characterized in that the acquisition of
firmware from an external device includes designa-
tion and acquisition of predetermined firmware
among a plurality of pieces of firmware that can be
used in the device.

12. The control device according to any one of claims 7
to 11, characterized in that the processor executes
communication with an external device via a com-
munication unit communicably connected to the in-
terface unit.

13. A system including
a control device, and
a device communicably connected to the control de-
vice, wherein
the control device can perform rewriting control of
firmware of the device, and the rewriting control in-
cludes:

receiving, by the control device, a rewrite in-
struction of firmware of the device including first
acquisition source information identifying an ac-
quisition source of a script for rewriting firmware
of the device;
acquiring, by the control device, based on the
first acquisition source information, the script for
rewriting firmware of the device from an external
device; and
by executing, by the control device, the script
for rewriting firmware, acquiring firmware from
an external device, controlling the device so as
to be in a state in which rewriting of firmware is
enabled, transferring the acquired firmware to
the device, and rewriting firmware of the device
to the transferred firmware, and
the device rewrites firmware of the device to the
transferred firmware.

14. The system according to claim 13, characterized in
that the control device can further perform readout
of data from the device, and the readout of data in-
cludes:

receiving a data readout instruction including
second acquisition source information identify-
ing an acquisition source of a script for reading
out data;
acquiring, based on the second acquisition
source information, from an external device, the

script for reading out data; and
by executing the script for reading out data,
reading out data from the device and outputting
the readout data to an external device.

15. The system according to claim 14, characterized in
that data from the device includes data from an ex-
ternal device connected to the device.

16. The system according to any one of claims 13 to 15,
characterized in that the instruction is given using
an SMS (short message) or a PUSH notification.

17. The system according to any one of claims 13 to 16,
characterized in that the acquisition of firmware
from the external device includes acquisition of des-
ignated predetermined firmware among a plurality
of pieces of firmware that can be used in the device.

18. The system according to any one of claims 13 to 17,
characterized by further comprising a communica-
tion unit communicably connected to the control de-
vice, wherein the control device communicates with
an external device via the communication unit.
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