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Description

TECHNICAL FIELD

[0001] The present invention relates to network meas-
urement management, in particular to a method and an
apparatus in terms of a node entity for enabling active
measurement for evaluating network performance in da-
ta communications networks.

BACKGROUND

[0002] A data communications network may be con-
sidered to comprise a mass of network nodes intercon-
nected by data paths.
[0003] In packet switched data networks monitoring a
data path, or in other words, estimating a condition such
as available bandwidth (aka available capacity) end-to-
end over a data path of the network is useful in several
contexts; including Service Level Agreement (SLA) ver-
ification, network monitoring and server selection.
[0004] Mainly, there are two ways to estimate link
and/or path characteristic(-s) such as available band-
width, namely passive or active monitoring.
[0005] A number of passive methods are known, e.g.
in NetFlow and Sflow, each network node samples the
packets passing through and then forwards, potentially
only a subset of these samples, to a management work-
station running a NetFlow or Sflow collector that aggre-
gates the results to present a network-wide view.
[0006] Other known measuring methods are known
from the documents Prieto, A. G., Stadler, R.: A-
GAP:" An Adaptive Protocol for Continuous Network
Monitoring with Accuracy Objectives." IEEE Transac-
tions on Network Service Management, Vol. 4, No. 1, pp.
2-12, 2007; and Prieto, A. G., Stadler, R.: "Monitoring
Flow Aggregates with Controllable Accuracy." Lecture
Notes in Computer Science, Vol. 4787, pp. 64-75, 2007.
[0007] In the above documents, Stadler et al. proposes
a series of algorithms that allow network nodes to ex-
change device and port-related MIB (Management Infor-
mation Base) counter values in an efficient manner while
calculating a network-wide aggregate value, such as e.g.
the top 5 flows in the network. The network nodes, in
Stadler et al., are organized in a tree topology overlay,
executed on top of the physical links. The root node
launches a request for a particular type of network-wide
aggregate, and then at each level along the free the
nodes perform required calculation and send the aggre-
gated results from the leafs towards the root node.
[0008] The solution proposed by Stadler et al. relies
on values that are already known to the network nodes
and it Is therefore not suitable for performing active meas-
urements. Further, It does not take into account active
measurement methods. Further, passive monitoring can-
not measure e.g. latency or round-trip time. And central-
ized collection of performance counters obtained through
passive monitoring at the distributed nodes does not

scale well in large, dynamic networks.
[0009] Passive measurements need to be comple-
mented by active measurements In order to evaluate the
latency, round-trip time and packet loss between nodes.
Measuring such values hop-by-hop between nodes that
are placed further than the network edge require adding
dedicated measurement workstations or support for
technology-specific protocols such as Label Switched
Path (LSP)-ping.
[0010] In contrast to passive measurements one can
monitor the network utilizing active monitoring or active
measurement techniques, see e.g. US 2008/175 172 A1,
which presents a measurement method for multicast net-
works. Active measurements have been used for evalu-
ating network performance for a long time. Recent ad-
vancements include how to measure parameters such
as path available capacity. A method for measuring path
available capacity utilizing two measurement nodes lo-
cated on each end of a path Is known. The first node
injects traffic into the network while the second node eval-
uates the effects of the network traffic on the packets it
receives. The estimation of parameters such as round-
trip time, latency or packet loss also requires active meas-
urement methods.
[0011] Measuring available end-to-end bandwidth is
typically done by active probing of the data path. The
available bandwidth can be estimated by transmitting
probe traffic, such as User Data Protocol (UDP) probe
packets including a train of probe packets into the data
path, and then analyzing the observed effects of other
data packet communications, here denoted, cross traffic
on the probe packets. Typically, large UDP probe packets
having a specifies inter-packet separation are transmit-
ted. This kind of active measurement requires access to
both sender and receiver hosts, referred to as sender
and receiver nodes, but does not require access to any
intermediate node(s) in the path between the sender and
receiver nodes. Conventional approaches to active prob-
ing require the transmission of probe packet traffic into
the data path of interest at a rate that is sufficient tran-
siently to use all available bandwidth and cause conges-
tion. The desired measure of the available bandwidth is
determined based on the increase in delay due to the
probe packets having experienced congestion between
sender and receiver node. The probe packet rate where
the data path delay begins increasing corresponds to the
point of congestion, and thus is indicative of the available
bandwidth.
[0012] Active measurement techniques such as BART
(Bandwidth Available in Real Time) are good at providing
an end-to-end view of the network, but it cannot help to
pinpoint the actual location of a performance problem
without installing additional measurement infrastructure
into the network.
[0013] One problem with the known active measure-
ment methods for estimating network performance is that
said methods introduce a lot of data overhead which may
have a bad influence on the network performance.
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SUMMARY

[0014] One object of the exemplary embodiments of
the present invention is to provide a method for minimiz-
ing the data overhead introduced in a data network during
measuring of estimates of the data network performance.
[0015] Said object is achieved by utilizing a logical tree
structure of a service in the network, by aggregating
measurement result of estimated and measured link
characteristics in the nodes of said tree structure, prop-
agating the aggregated results through the network and
store the aggregated results in the nodes. The propaga-
tion of the aggregated results and the distributed storing
of aggregated measurement contribute to the reduction
of measurements in the network.
[0016] The exemplary embodiments of the present in-
vention provide a method for enabling active measure-
ment for evaluating network performance in a network
comprising a logical tree structure representing at least
one service. Said services are provided through a set of
links from an initial node in an upper level of the tree
structure to a node in a lower level of the tree structure.
Each node of the tree structure comprises a measure-
ment process configured to perform active measurement
of link characteristics. According to embodiments of the
present invention, each node is configured to receive a
request message requiring measurement results of link
characteristics related to a service. Further, each node
is adapted to forward the received request message to
at least one node of the next lower level related to the
service, if any such lower level exists relatively to the
node. According to embodiments, the measurements be-
tween two nodes are generated on request/demand, e.g.
triggered by the reception of a request message. Accord-
ing to other embodiments, the active measurement is
continuously performed. Further, the node receives an
aggregation message comprising requested aggregated
measurement results of the link characteristics from one
or more nodes in the next lower level of the tree structure,
if any such lower level exists relatively to the node, and
it establishes an aggregation message by aggregating
own measurement result of the link characteristic
achieved by the performed measurement process and
received requested aggregated measurement results of
the link characteristics. The node will then send the es-
tablished aggregation message to the node in the next
upper level, or as specified in the request message, and
store a copy of the sent aggregated measurement results
in a database.
[0017] The exemplary embodiments of the present in-
vention also provide a node entity for enabling active
measurement for evaluating network performance in a
network comprising a logical tree structure representing
at least one service. The service is provided through a
set of links from an initial node in an upper level of the
tree structure to one node or a set of nodes in a lower
level of said tree structure. The node entity comprises a
module configured to perform active measurement of link

characteristics. The entity further comprises a module
configured to handle request messages at the reception
of a request message requiring measurement results of
a link characteristics related to a service, and to forward
the received request message to a node of the next lower
level related to the service, if a lower level relatively the
node exists. A module is provided, which is configured
to receive aggregated measurement results of said link
characteristics from one or more nodes belonging to the
next lower level of the tree structure, if any such lower
level exists relatively to the node. The node entity com-
prises a module configured to establish an aggregation
message by aggregating own measurement result of said
link characteristics achieved by the performed measure-
ment process and received aggregated measurement re-
sults of said link characteristics. The node entity is further
provided with a module that is configured to send the
established aggregation message to the node in the next
upper level, or as specified in the received request mes-
sage, and a database wherein a copy of the sent aggre-
gated measurement results is stored.
[0018] Compared to performing end-to-end measure-
ments the embodiments of the present invention provide
a number of advantages.
[0019] One advantage is that the present invention re-
duces the overhead in terms of measurement traffic in a
digital communication network. Said advantage is
achieved by using tree-based aggregation and by storing
aggregated measurement results in the nodes of the tree
structure, even in the intermediate nodes.
[0020] Another advantage is that the link capacity of
each link of a service is measured. Thus, the invention
allows identification of links and networks segments that
are causing problem in the data traffic transfer. When
using end-to-end measurement, such identification of
troublesome links are not possible.
[0021] Yet another advantage is that tree-based ag-
gregation is highly scalable, i.e. the embodiments of the
present invention can be implemented in networks of dif-
ferent size, both in small network systems as well as in
large network systems.
[0022] A further advantage is that embodiments of the
present invention provide methods and node entities for
controlling the measurements dynamically and do not
rely solely on device-specific values.

BRIEF DESCRIPTION OF THE DRAWINGS

[0023] The foregoing, and other objects, features and
advantages of the present invention will be more readily
understood upon reading the following detailed descrip-
tion in conjunction with the drawings in which:

Fig. 1 is a block diagram of an exemplary network
and logical tree structure in which the exemplary em-
bodiments of the present invention described herein
may be implemented.
Fig. 2 is a sequence scheme illustrating the propa-
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gation of messages between nodes in a tree struc-
ture exemplified in Fig. 1, according to exemplary
embodiments of the present invention.
Fig. 3 is a flowchart illustrating embodiments of the
method according to exemplary embodiments of the
present invention.
Fig. 4 is a block diagram illustrating exemplary em-
bodiments of a node entity according to the present
invention.

DETAILED DESCRIPTION

[0024] In the following description, for purposes of ex-
planation and not limitation, specific details are set forth,
such as particular circuits, circuit components, tech-
niques, etc. in order to provide a thorough understanding
of the present invention. However, the exemplary em-
bodiments of the present invention may be practiced in
other embodiments that depart from these specific de-
tails. In other instances, detailed descriptions of well
known methods, devices, and circuits are omitted so as
not to obscure the description of the present invention
with unnecessary detail.
[0025] Fig. 1 is illustrating an example of a tree struc-
ture 10 in a network in which the exemplary embodiments
of the present invention are implemented.
[0026] For a data communications network, e.g. a
mesh network, a set of logical tree structures can be cre-
ated to represent either point-to-point or point-to-
multipoint services (e.g. Ethernet services). Services
may be organized according to a tree structure 10 as
exemplified in Figure 1. Each node of the tree corre-
sponds to a physical node, e.g. a router or a switch, in
the network while the arrows correspond to links inter-
connecting the nodes.
[0027] A service is provided through a path of nodes
and links. A link is carrying the data traffic between two
nodes of the network. A service is provided through a
path starting from an initial node in an upper level of the
tree structure 10 to one or more last nodes in a lower
level of said tree structure. A number of intermediate
nodes connect the first and the last node of the service.
[0028] In more detail, a Network Management Node,
NMN, 12 is illustrated in Fig, 1. Said node is situated
outside the network, e.g. at an operators premises. The
network management node is not a node actively partic-
ipating in the routing and/or switching of the data traffic
through the network. It is therefore not considered as a
part of a tree structure 10.
[0029] Regarding the notation of the levels in Fig. 1,
an arbitrary level is denoted n. From said level n, the next
upper level is dentoted n-1 and the next lower level is
denoted n+1.
[0030] A service is introduced from the NMN 12 via a
link/connection 15 into a root node 16, even denoted In-
itial Node INN, in the highest level of the tree structure,
here denoted n-1. In this example, the initial node INN is
linked to two Intermediate Nodes IN, 18 and 20, of the

closest lower level, here denoted n. Node 16 is linked to
node 18 through link 17 and to node 20 via link 19. Node
18 in level n is linked to the intermediate nodes 22 and
24 of the next lower level, n+1. Node 18 is linked to node
22 through the link 21 and to node 24 via link 23. Node
22 in level n+1 is linked to the leaf nodes 30, 32 and 34
of the next lower level, n+2. Node 22 is linked to node
30 through the link 29, to node 32 through link 31 and to
node 34 via link 33. Node 20 in level n is linked to the
nodes 26 and 28 in level n+1. Node 20 is linked to node
26 through the link 25 and to node 28 via link 27. Each
of the nodes 24, 26, 28, 30, 32 and 34 is the last node
of the paths which starts at the initial node, or root node
16. Said last nodes may therefore be denoted as leaf
nodes of the tree structure of the network.
[0031] When describing the relation and communica-
tion between two nodes in a tree structure of a network,
it is possible to use the well-known parent and child node
terminology. A node in one level is denoted as parent
node to a node in the next lower level. A parent node
may have one or more child nodes. In the example, Fig.
1, node 22 is the parent node to nodes 30, 32, and 34,
which are the child nodes of node 22. Node 18 is the
parent node to its child nodes 22 and 24.
[0032] Observe that if the service is a point-to-point
service the tree will be reduced to a sequence of nodes.
Multiple trees could co-exist for performing multiple com-
putations of path aggregate values simultaneously. A
service is dedicated to a path from the initial node to a
leaf node.
[0033] In Fig. 1, one path belonging to one service is
highlighted by bold arrows. This service is initiated by the
network management node NMN 12 into the initial node
16 in the highest level, upper level n-1. The path of the
service is unidirectional and starts in node 16, passes
link 17 to child node 18 in level n. Node 18 routes/switches
the service to node 22 in the next lower level n+1 via link
21. Parent node 22 in level n+1 routes/switches to two
of its child nodes 30 and 32 in the next lower level n+2.
Said nodes have no child nodes in a next lower level.
Therefore, the nodes 30 and 32 are leaf nodes, i.e. last
nodes, of the service and path. The exemplified service
is a point-to-multi-point service.
[0034] The embodiments of the present invention pro-
vides a method for enabling active measurement for eval-
uating network performance in a network comprising a
logical tree structure representing at least one service.
The method according to the invention comprises a
measurement process configured to perform active
measurement of link characteristics. A number of well-
known measurement methods or processes, e.g. BART,
Iperf, PathChirp, may be used. As described in the back-
ground section, one way of measuring the performance
of a path or service is to perform active end-to-end meas-
urements without active participation from the interme-
diate nodes. According to the present invention, another
approach is used. The intermediate nodes are active in
the measurement process to measure one or more link
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characteristics. The link capacities are stored as meas-
urement results, which are the result of the measurement
process which may involve the measurement of certain
link characteristics as well as the calculation of the link
characteristics by means of a calculation process and/or
mathematical algorithm, e.g. statistical formula, wherein
one or more values are input data. The measurement
results from nodes of a service are sent back to the initial
node and aggregated and stored in each node on the
way back to the initial node. This approach results in a
distributed storage of measurement results and will con-
tribute to a decreased overhead due to the measurement
process and transfer of measurement results. By using
a tree-based aggregation of measurement results, the
invention reduces the overhead in terms of measurement
traffic compared to utilizing end-to-end measurement
methods. For example, if an operator of a network is in-
terested in measurement results between nodes 16 and
30 as well as between 16 and 32 in figure 1, the paths
between the nodes 16 and 30, and 16 and 32, only have
to be measured once. This is in contrast to the end-to-
end case wherein the whole path between 16 and 30 and
the whole path between 16 and 32 are measured one
time each, i.e. two measurement processes have to be
performed.
[0035] According to the embodiments of the present
invention, a request for measurement results enters the
network through the root of the tree. In Fig. 1 this root is
the initial node 16. The request may be a request mes-
sage generated by the network management node NMN
12. The initial node INN 16 performs an active measure-
ment between itself and its child node IN 18. The request
is then propagated to node 18 which in turn measures
the link characteristics of link 21 and the child node 22,
and so forth. Measurement results are then aggregated
on each level in the tree and then sent upwards as a
message, e.g. in an aggregation message, according to
the curved arrows 36, 40, 42, and 44.
[0036] Fig. 2 is a sequence scheme illustrating the
propagation of messages according to the exemplary
embodiments of the present invention, between nodes
in a tree structure exemplified in Fig. 1. The nodes cor-
responding to the service are 16, 18, 22, 30 and 32 also
shown in Fig. 1.
[0037] According to an exemplary embodiment of the
present invention, a method involves the following steps:

1. A network management node, NMN, 12 requests
measurements regarding a point-to-point, or alter-
natively point-to-multipoint, service S via an initial
node 16 by sending a request message via connec-
tion/link 15 (shown in Fig. 1).

2. The initial node, INN, 16 performs a measurement
process, e.g. by generating estimates, between itself
and the child node 18 that are part of the service S.
The request message is forwarded to the child node
18.

a.The measurement process and forwarding of
request are repeated for each level, from inter-
mediate node IN to intermediate node IN, in the
point-to-point or alternatively point-to-multipoint
structure.

3. When reaching a leaf node, LN, e.g. one of nodes
30 and 32, the leaf node aggregates the measure-
ment results, establishes a message, e.g. an aggre-
gation message, and sends this back, illustrated by
arrows 36 or 38, to its parent node 22 that is part of
the service. Alternatively, if measurements from one
parent node to a child node in the next level fail, the
parent node is configured to establish an aggrega-
tion message comprising existing results and sends
this back to its parent node that is part of the service.

4. Each intermediate node 22 and 18 being a parent
node aggregates its own measurement results and
measurement results received in an aggregate mes-
sage from its child nodes, establishes an aggrega-
tion message and forwards the aggregated results
to its parent node, as illustrated by arrows 40 and 42.

5. When an aggregation message reaches the initial
node 16, this node aggregates the results and in-
forms the requesting node 12 about the result as
illustrated with arrow 44. As all nodes of a service
are providing their own measurement results by ag-
gregating said results to the received measurement
results in an aggregation message.

[0038] Note that a service may either correspond to
e.g. an Ethernet service running on top of a MPLS trans-
port network, but it could also correspond to an aggre-
gation of some or all services utilizing a set of links.
[0039] The method of aggregation at each level in the
tree can vary depending on the performance parameter
of interest, e.g. packet loss, packet delay, available link
capacity.
[0040] According to the present invention, each node
of a data communication network is configured to perform
a number of operations.
[0041] Fig. 3 is a flowchart illustrating embodiments of
the method according to the present invention. Said em-
bodiments enable active measurement for evaluating
network performance in a network comprising a logical
tree structure representing at least one service. Said
service is provided through a set of links from an initial
node in an upper level of the tree structure to a node in
a lower level of said tree structure. Each node is config-
ured to perform measurement processes by utilizing ac-
tive measurement to determine link characteristics. Each
node is therefore configured to perform the following:

Block 110: Receiving a request message requiring
measurement results of link characteris-
tics related to a service. The node is con-

7 8 



EP 2 589 183 B1

6

5

10

15

20

25

30

35

40

45

50

55

figured to wait for a request message.
When a request message is received, the
service measurement information in the
message is read. The information will con-
tain sufficient information regarding meas-
urement process to be used, e.g. what link
characteristics to be retrieved from the
measurement process, unidirectional or
bidirectional measurement, the service or
services is/are of interest, which node or
nodes the received message to forward
said message, which node/operator is the
requesting node/operator, etc.

Block 120: Forwarding the received request message
to at least one node of the next lower level
related to the service, if any such lower
level exists relatively to the node. When a
request message has arrived to a leaf
node, the leaf node is prohibited to forward
the message.

Block 125: Retrieving measurement result from the
active measurement process. Regarding
the measurement process in block 125*
and the measurements between two
nodes, said measurements may either be
generated on request/demand, or contin-
uously performed for service(-s). On de-
mand, an active measurement is triggered
between two nodes when the forward re-
quest is received. The alternative method
is to continuously measure each link ac-
cording to some known scheme, e.g. a
self-organizing measurement scheme.
Hence, when a generated request arrives
to the node, the measurement results are
already available in the node. The contin-
uous measurements method mentioned
above could be complemented by an im-
plementation of threshold-triggered prop-
agation of results along the branches of
the tree. For example, the measurement
results for a performance parameter, e.g.
jitter, are only propagated if the perform-
ance parameter exceeds some pre-set
threshold value. This reduces the amount
of traffic of measurement results needed
to be propagated.

Block 130: Receiving an aggregation message. Each
node, except leaf nodes, will wait for an
aggregation message. The aggregation
message comprises requested aggregat-
ed measurement results of the link char-
acteristics from one or more nodes in the
next lower level of the tree structure, if any
such lower level exists relatively to the

node. The reception of an aggregation
message triggers the establishment of a
new aggregation message, block 140.

Block 140: Establishing an aggregation message by
aggregating own measurement result of
the link characteristics achieved by the
performed measurement process and re-
ceived requested aggregated measure-
ment results of the link characteristics. In
an initial node or an intermediate node, the
reception of an aggregation triggers the
establishment of a new aggregation mes-
sage. In such a node, measurement failure
may also trigger such an establishment of
an aggregation message. If the node is a
leaf node, the reception of a request mes-
sage will trigger the establishing of an ag-
gregation message. Alternatively, the es-
tablishment of an aggregation message
may be threshold triggered. An implemen-
tation of threshold-triggered propagation
of results along the branches of the tree
may be used together with a continuous
measurements method. For example, the
measurement results for a link character-
istic parameter, e.g. jitter, are only propa-
gated if the performance parameter ex-
ceeds some pre-set threshold value.
Thus, if a measured link characteristics pa-
rameter exceeds, becomes equal or lower
than a pre-set threshold value, then an ag-
gregation message comprising own
measurement result of the link character-
istics achieved by the performed measure-
ment process and received aggregated
measurement results, if any received, of
the link characteristics is established.

Block 150: Sending the established aggregation mes-
sage to the node in the next upper level,
or as specified in the request message. In
an intermediate node or a leaf node, the
message is sent to its parent node. An in-
itial node is configured to send the aggre-
gation message to the network manage-
ment node specified in the request mes-
sage.

Block 160: Storing a copy of the sent aggregated
measurement results in a database in the
node or in a database connected to the
node.

[0042] After the sending of the established aggregation
message and the aggregated measurement result has
been performed, the method will return to the "waiting-
for-a-request-message" state, block 110.

9 10 
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[0043] The present invention also provides different
exemplary embodiments of node entity for enabling ac-
tive measurement for evaluating network performance in
a network comprising a logical tree structure.
[0044] Figure 4 is illustrating exemplary embodiments
of a node entity 400 according to the present invention.
The node entity 400 is situated in a physical node of a
digital data communications network. The node entity
400 may be a routing/switching node comprising a rout-
ing/switching module 402 connected to a set of links 404
and 406 connecting the node to different nodes of the
network. The node entity 400 comprises a number of
modules which are configured to cooperate for perform-
ing the different operations of the method previously de-
scribed.
[0045] The node entity 400 comprises: module 412
configured to perform active measurement of link char-
acteristics, a request handling module 414, a measure-
ment receiver module 416, measurement aggregation
module 418, a sending module 420 and a data storage
module 422 comprising a database.
[0046] The module 412 is configured to perform an ac-
tive measurement process, e.g. BART, Iperf, PathChirp,
for measuring link characteristics, e.g. round-trip time,
latency, packet loss, packet delay, path available capac-
ity, etc. The measurement process may be performed
continuously, or performed on demand, e.g. triggered by
the reception of a request message.
[0047] The request handling module 414 is configured
to receive request messages requiring measurement re-
sults of a link characteristic related to a service, and to
forward the received request messages to a node of the
next lower level related to the service, if a lower level
relatively the node exists. Thus, a request handling mod-
ule 414 in a leaf node is adapted to not try to forward a
received request message. The request handling module
414 is mainly configured to perform the operations ac-
cording to blocks 110 and 120 of Fig. 3, as described
above.
[0048] The measurement receiver module 416 is con-
figured to receive aggregated measurement results of
said link characteristics from one or more nodes belong-
ing to the next lower level of the tree structure, if any such
lower level exists relatively to the node. The measure-
ment receiver module 416 is mainly configured to perform
the operation according to block 130 of Fig. 3, as de-
scribed above.
[0049] The measurement aggregation module 418 is
configured to establish an aggregation message by ag-
gregating own measurement result of said link charac-
teristic achieved by the performed measurement process
and received aggregated measurement results of said
link characteristics. The module 418 is configured to re-
trieve the own measurement results from the measure-
ment module 412. The measurement aggregation mod-
ule 418 is mainly configured to perform the operation
according to blocks 125 and 140 of the Fig. 3, as de-
scribed above.

[0050] The sending module 420 is configured to send
the established aggregation message to the node in the
next upper level of the tree structure, or as specified in
the request message. The sending module 420 is mainly
configured to perform the operation according to block
150 of Fig. 3, as described above.
[0051] The data storage module 422 comprises a da-
tabase wherein a copy of the sent aggregated measure-
ment results is stored. The data storage module 422 is
mainly configured to perform the operation according to
block 160 of Fig. 3, as described earlier.
[0052] If the node entity 400 is situated in an initial
node, root node of a tree structure, the node entity is
configured to communicate with a requesting node entity
of a requesting node, which may be e.g. an operator’s
network management node. The management node is
not necessarily included in the tree structure. The initial
node is therefore provided with a communication module
410 that is configured to receive request messages gen-
erated by a requesting node entity in a requesting node,
and to send an aggregation message for each request
message to the requesting node entity from which a re-
quest message was generated.
[0053] The node entity 400 is provided with controller
module 408 comprising e.g. a digital processor for con-
trolling the different modules 402 - 422 described above.
Thus, the invention may be implemented in digital elec-
tronically circuitry, or in computer hardware, firmware,
software, or in combinations of them. Modules and blocks
of the exemplary embodiments of the present invention
may be implemented in a computer program product tan-
gibly embodied in a machine readable storage device for
execution by a programmable processor; and method
steps/blocks of the invention may be performed by a pro-
grammable processor executing a program of instruc-
tions to perform functions of the exemplary embodiments
of the present invention by operating on input data and
generating output.
[0054] The present invention may advantageously be
implemented in one or more computer programs that are
executable on a programmable system including at least
one programmable processor coupled to receive data
and instructions from, and to transmit data and instruc-
tions to, a data storage system, at least one input device,
and at least one output device. Each computer program
may be implemented in a high-level procedural or object-
oriented programming language or in assembly or ma-
chine language if desired; and in any case, the language
may be a compiled or interpreted language.
[0055] Generally, a processor will receive instructions
and data from a read-only memory and/or a random ac-
cess memory. Storage devices suitable for tangibly em-
bodying computer program instructions and data include
all forms of non-volatile memory, including by way of ex-
ample semiconductor memory devices, such as
EPROM, EEPROM, and flash memory devices; magnet-
ic disks such internal hard disks and removable disks;
magneto-optical disks; and CD-ROM disks. Any of the

11 12 



EP 2 589 183 B1

8

5

10

15

20

25

30

35

40

45

50

55

foregoing may be supplemented by, or incorporated in,
specially designed ASICs (Application Specific Integrat-
ed Circuits).
[0056] A number of embodiments of the present inven-
tion have been described. It will be understood that var-
ious modifications may be made without departing from
the scope of the invention. Therefore, other implemen-
tations are within the scope of the following claims.

Claims

1. Method for enabling active measurement for evalu-
ating network performance in a network comprising
a logical tree structure (10) representing at least one
service, said service provided through a set of links
from an initial node (16) in an upper level of the tree
structure to a node in a lower level of said tree struc-
ture (10), each node of the tree structure comprising
a measurement process configured to perform ac-
tive measurement of link characteristics, wherein
each of said nodes is configured to perform the meth-
od comprising:

- Receiving a request message requiring meas-
urement results of link characteristics related to
a service (110);
- Forwarding the received request message to
at least one node of the next lower level related
to the service, if any such lower level exists rel-
atively to the node (120);
- Receiving an aggregation message compris-
ing requested aggregated measurement results
of the link characteristics from one or more
nodes in the next lower level of the tree structure,
if any such lower level exists relatively to the
node (130);
- Establishing an aggregation message by ag-
gregating own measurement result of the link
characteristics achieved by the performed
measurement process and, if any, received re-
quested aggregated measurement results of the
link characteristics (140);
- Sending the established aggregation message
to the node In the next upper level, or as spec-
ified in the request message (150); and
- Storing a copy of the sent aggregated meas-
urement results in a data base (160).

2. Method according to claim 1, wherein the establish-
ing (140) of an aggregation message is threshold
triggered.

3. Method according to claim 1 or 2, wherein the re-
ceiving comprises, if the node is an initial node (16),
receiving request messages generated by a request-
ing node (110); and sending the established aggre-
gation message for each request message to the

requesting node (150).

4. Method according to claim 3, wherein the requesting
node is a network management node (12).

5. Node entity (400) for enabling active measurement
for evaluating network performance in a network
comprising a logical tree structure (10) representing
at least one service, said service provided through
a set of links from an initial node (16) in an upper
level of the tree structure to a node in a lower level
of said tree structure, the node entity (400) compris-
es a module (412) configured to perform active
measurement of link characteristics, the entity is fur-
ther comprising :

- A module (414) configured to handle request
messages at the reception of a request message
requiring measurement results of a link charac-
teristic related to a service, and to forward the
received request message to a node of the next
lower level related to the service, of a lower level
relatively the node exists;
- A module (416) configured to receive aggre-
gated measurement results of said link charac-
teristics from one or more nodes belonging to
the next lower level of the tree structure, if any
such lower level exists relatively to the node;
- A module (418) configured to establish an ag-
gregation message by aggregating own meas-
urement result of said link characteristic
achieved by the performed measurement proc-
ess and, if any, received aggregated measure-
ment results of said link characteristic;
- A module (420) configured to send the estab-
lished aggregation message to the node in the
next upper level, or as specified in the request
message; and
- A database (422) wherein a copy of the sent
aggregated measurement results is stored.

6. Node entity according to claim 5, wherein the module
(412) is configured to perform the active measure-
ment process of link characteristics when triggered
by the reception of the request message.

7. Node entity according to any of claims 5-6, is an initial
node (16) of the logical tree structure (10) related to
the service, and the node entity (400) comprises a
module (410) configured to receive request messag-
es generated by a requesting node entity, and further
configured to send established aggregation messag-
es for each request message to the requesting node
entity.

8. Node entity according to claim 7, wherein the re-
questing node entity is a network management node
(12).
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9. Node entity according to any of claims 5-8, the node
entity comprises a routing and/or switching function-
ality module (402).

10. Node entity according to claim 5, wherein the meas-
urement process is an active measurement process,
e.g. BART, Iperf, PathChirp, for measuring link char-
acteristics, e.g. round-trip time, latency, packet loss,
packet delay, path available capacity, etc.

Patentansprüche

1. Verfahren zum Auslösen von aktiver Messung zur
Beurteilung von Netzperformance in einem Netz, ei-
ne logische Baumstruktur (10) umfassend, die min-
destens einen Dienst repräsentiert, wobei der Dienst
durch eine Menge von Verbindungen von einem An-
fangsknoten (16) in einer oberen Ebene der Baum-
struktur einem Knoten in einer niedrigeren Ebene
der Baumstruktur (10) bereitgestellt wird, wobei je-
der Knoten der Baumstruktur einen Messprozess
umfasst, der zum Ausführen von aktiver Messung
von Verbindungscharakteristiken konfiguriert ist,
worin jeder der Knoten dazu konfiguriert ist, das Fol-
gendes umfassende Verfahren auszuführen:

- Empfangen einer Anforderungsnachricht, die
Messergebnisse von einen Dienst (110) betref-
fenden Verbindungscharakteristiken erfordert;
- Weiterleiten der empfangenen Anforderungs-
nachricht an mindestens einen Knoten der
nächstniedrigeren den Dienst betreffenden
Ebene, falls eine solche relativ zum Knoten
(120) niedrigere Ebene existiert;
- Empfangen einer Aggregationsnachricht, an-
geforderte aggregierte Messergebnisse der
Verbindungscharakteristiken von einem oder
mehreren Knoten in der nächstniedrigeren Ebe-
ne der Baumstruktur umfassend, falls eine sol-
che relativ zum Knoten (130) niedrigere Ebene
existiert;
- Zusammenstellen einer Aggregationsnach-
richt durch Aggregieren des eigenen Messer-
gebnisses der Verbindungscharakteristiken, die
durch den ausgeführten Messprozess und, falls
vorhanden, die empfangenen angeforderten
aggregieren Messergebnisse der Verbindungs-
charakteristiken (140) erlangt werden;
- Senden der zusammengestellten Aggregati-
onsnachricht an den Knoten in der nächsthöhe-
ren Ebene oder wie in der Anforderungsnach-
richt (150) spezifiziert ist; und
- Speichern einer Kopie der gesendeten aggre-
gierten Messergebnisse in einer Datenbank
(160).

2. Verfahren nach Anspruch 1, worin das Zusammen-

stellen (140) einer Aggregationsnachricht von einer
Schwelle getriggert wird.

3. Verfahren nach Anspruch 1 oder 2, worin das Emp-
fangen umfasst: Empfangen der von einem anfor-
dernden Knoten (110) erzeugten Anforderungs-
nachrichten, falls der Knoten ein Anfangsknoten (16)
ist; und Senden der zusammengestellten Aggrega-
tionsnachricht für jede Anforderungsnachricht an
den anfordernden Knoten (150).

4. Verfahren nach Anspruch 3, worin der anfordernde
Knoten ein Netzmanagementknoten (12) ist.

5. Knoteninstanz (400) zum Auslösen von aktiver Mes-
sung zum Beurteilen von Netzperformance in einem
Netz, eine logische Baumstruktur (10) umfassend,
die mindestens einen Dienst repräsentiert, wobei der
Dienst durch eine Menge von Verbindungen von ei-
nem Anfangsknoten (16) in einer oberen Ebene der
Baumstruktur einem Knoten in einer niedrigeren
Ebene der Baumstruktur bereitgestellt wird, wobei
die Knoteninstanz (400) ein Modul (412) umfasst,
das zum Ausführen von aktiver Messung von Ver-
bindungscharakteristiken konfiguriert ist, wobei die
Instanz außerdem umfasst:

- ein Modul (414), konfiguriert zum Handhaben
von Anforderungsnachrichten am Empfang ei-
ner Anforderungsnachricht, die Messergebnis-
se einer einen Dienst betreffenden Verbin-
dungscharakteristik erfordert, und zum Weiter-
leiten der empfangenen Anforderungsnachricht
an einen Knoten der den Dienst betreffenden
nächstniedrigeren Ebene, falls eine relativ zum
Knoten niedrigere Ebene existiert;
- ein Modul (416), konfiguriert zum Empfangen
von aggregierten Messergebnissen der Verbin-
dungscharakteristiken von einem oder mehre-
ren Knoten, die zur nächstniedrigeren Ebene
der Baumstruktur gehören, falls eine solche re-
lativ zum Knoten niedrigere Ebene existiert;
- ein Modul (418), konfiguriert zum Zusammen-
stellen einer Aggregationsnachricht durch Agg-
regieren des eigenen Messergebnisses der vom
ausgeführten Messprozess erlangten Verbin-
dungscharakteristik und, falls vorhanden, der
empfangenen aggregierten Messergebnisse
der Verbindungscharakteristik;
- ein Modul (420), konfiguriert zum Senden der
zusammengestellten Aggregationsnachricht an
den Knoten in der nächsthöheren Ebene oder
wie in der Anforderungsnachricht spezifiziert ist;
und
- eine Datenbank (422), worin eine Kopie der
gesendeten aggregierten Messergebnisse ge-
speichert wird.
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6. Knoteninstanz nach Anspruch 5, worin das Modul
(412) dazu konfiguriert ist, den aktiven Messprozess
von Verbindungscharakteristiken auszuführen,
wenn es durch den Empfang der Anforderungsnach-
richt getriggert wird.

7. Knoteninstanz nach einem der Ansprüche 5-6, die
ein Anfangsknoten (16) der den Dienst betreffenden
logischen Baumstruktur (10) ist, und die Knotenin-
stanz (400) umfasst ein Modul (410), das zum Emp-
fangen von Anforderungsnachrichten konfiguriert
ist, die von einer anfordernden Knoteninstanz er-
zeugt werden, und außerdem dazu konfiguriert ist,
zusammengestellte Aggregationsnachrichten für je-
de Anforderungsnachricht an die anfordernde Kno-
teninstanz zu senden.

8. Knoteninstanz nach Anspruch 7, worin die anfor-
dernde Knoteninstanz ein Netzmanagementknoten
(12) ist.

9. Knoteninstanz nach einem der Ansprüche 5-8, wo-
bei die Knoteninstanz ein Routing- und/oder Schalt-
funktionalitäts-Modul (402) umfasst.

10. Knoteninstanz nach Anspruch 5, worin der Messpro-
zess ein aktiver Messprozess, z. B. BART, 1perf,
PathChirp, zum Messen von Verbindungscharakte-
ristiken ist, z. B. Umlaufzeit, Latenz, Paketverlust,
Paketverzögerung, verfügbare Pfad-Kapazität usw.

Revendications

1. Procédé destiné à permettre une mesure active en
vue d’évaluer des performances de réseau dans un
réseau comprenant une structure arborescente lo-
gique (10) représentant au moins un service, ledit
service étant fourni par l’intermédiaire d’un ensem-
ble de liaisons, depuis un noeud initial (16) dans un
niveau supérieur de la structure arborescente jus-
qu’à un noeud dans un niveau inférieur de ladite
structure arborescente (10), chaque noeud de la
structure arborescente comprenant un processus de
mesure configuré de manière à mettre en oeuvre
une mesure active de caractéristiques de liaisons,
dans lequel chacun desdits noeuds est configuré de
manière à mettre en oeuvre le procédé consistant à :

- recevoir un message de demande exigeant
des résultats de mesure de caractéristiques de
liaisons connexes à un service (110) ;
- acheminer le message de demande reçu à au
moins un noeud du niveau inférieur successif
connexe au service, s’il existe un tel niveau in-
férieur relativement au noeud (120) ;
- recevoir un message d’agrégation comprenant
des résultats de mesure agrégés requis des ca-

ractéristiques de liaisons à partir d’un ou plu-
sieurs noeuds dans le niveau inférieur successif
de la structure arborescente, s’il existe un tel
niveau inférieur relativement au noeud (130) ;
- établir un message d’agrégation en agrégeant
un résultat de mesure propre des caractéristi-
ques de liaisons, obtenu par le processus de
mesure mis en oeuvre et, le cas échéant, des
résultats de mesure agrégés requis reçus des
caractéristiques de liaisons (140) ;
- envoyer le message d’agrégation établi au
noeud dans le niveau supérieur successif, ou
tel que spécifié dans le message de demande
(150) ; et
- stocker une copie des résultats de mesure
agrégés envoyés dans une base de données
(160).

2. Procédé selon la revendication 1, dans lequel l’éta-
blissement (140) d’un message d’agrégation est dé-
clenché par un seuil.

3. Procédé selon la revendication 1 ou 2, dans lequel
l’étape de réception consiste à, si le noeud est un
noeud initial (16), recevoir des messages de deman-
de générés par un noeud demandeur (110) ; et en-
voyer le message d’agrégation établi, pour chaque
message de demande, au noeud demandeur (150).

4. Procédé selon la revendication 3, dans lequel le
noeud demandeur est un noeud de gestion de ré-
seau (12).

5. Entité de noeud (400) destinée à permettre une me-
sure active en vue d’évaluer des performances de
réseau dans un réseau comprenant une structure
arborescente logique (10) représentant au moins un
service, ledit service étant fourni par l’intermédiaire
d’un ensemble de liaisons, depuis un noeud initial
(16) dans un niveau supérieur de la structure arbo-
rescente jusqu’à un noeud dans un niveau inférieur
de ladite structure arborescente, l’entité de noeud
(400) comporte un module (412) configuré de ma-
nière à mettre en oeuvre une mesure active de ca-
ractéristiques de liaisons, l’entité comportant en
outre :

- un module (414) configuré de manière à traiter
des messages de demande lors de la réception
d’un message de demande exigeant des résul-
tats de mesure d’une caractéristique de liaison
connexe à un service, et à acheminer le mes-
sage de demande reçu à un noeud du niveau
inférieur successif connexe au service, s’il exis-
te un niveau inférieur relativement au noeud ;
- un module (416) configuré de manière à rece-
voir des résultats de mesure agrégés desdites
caractéristiques de liaisons à partir d’un ou plu-
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sieurs noeuds appartenant au niveau inférieur
successif de la structure arborescente, s’il existe
un tel niveau inférieur relativement au noeud ;
- un module (418) configuré de manière à établir
un message d’agrégation en agrégeant un ré-
sultat de mesure propre de ladite caractéristique
de liaison, obtenu par le processus de mesure
mis en oeuvre et, le cas échéant, des résultats
de mesure agrégés reçus de ladite caractéristi-
que de liaison ;
- un module (420) configuré de manière à en-
voyer le message d’agrégation établi au noeud
dans le niveau supérieur successif, ou tel que
spécifié dans le message de demande ; et
- une base de données (422) dans laquelle une
copie des résultats de mesure agrégés envoyés
est stockée.

6. Entité de noeud selon la revendication 5, dans la-
quelle le module (412) est configuré de manière à
mettre en oeuvre le processus de mesure active de
caractéristiques de liaisons, lorsqu’il est déclenché
par la réception du message de demande.

7. Entité de noeud selon l’une quelconque des reven-
dications 5 à 6, lequel est un noeud initial (16) de la
structure arborescente logique (10) connexe au ser-
vice, et laquelle entité de noeud (400) comprend un
module (410) configuré de manière à recevoir des
messages de demande générés par une entité de
noeud demandeur, et en outre configuré de manière
à envoyer des messages d’agrégation établis pour
chaque message de demande à l’entité de noeud
demandeur.

8. Entité de noeud selon la revendication 7, dans la-
quelle l’entité de noeud demandeur est un noeud de
gestion de réseau (12).

9. Entité de noeud selon l’une quelconque des reven-
dications 5 à 8, dans laquelle l’entité de noeud com-
prend un module à fonctionnalité d’acheminement
et/ou de commutation (402).

10. Entité de noeud selon la revendication 5, dans la-
quelle le processus de mesure est un processus de
mesure active, par exemple un processus « BART »,
« Iperf », « PathChirp », destiné à mesurer des ca-
ractéristiques de liaisons, par exemple, un temps de
propagation aller-retour, un temps de latence, une
perte de paquets, un retard de paquets, une capacité
de chemin disponible, etc.
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