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(54) DATABASE DEVICE, METHOD AND PROGRAM

(57) Provided is a apparatus that prevents leakage
of confidential information in a database and that im-
proves processing efficiency. A database apparatus
comprises: a control means to execute data access con-
trol on a database, wherein the control means, receives
a database operation command from a user apparatus,
comprises, regarding data and/or metadata to be han-

dled associated with the database operation command,
means for executing database operation or computation
on encrypted data and/or encrypted metadata as is in
ciphertext and means for executing database operation
or computation on plaintext data and/or plaintext meta-
data to send a processing result to the user apparatus.
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Description

TECHNICAL FIELD

(REFERENCE TO RELATED APPLICATION)

[0001] The present invention is based upon and claims
the benefit of the priority of Japanese patent application
No. 2011-247909, filed on November 11, 2011, the dis-
closure of which is incorporated herein in its entirety by
reference thereto.
[0002] The present invention relates to a technique for
encrypting information. In particular, it relates to a data-
base apparatus, a method, and a program.

BACKGROUND

[0003] Recently, there has been observed expanding
utilization of cloud computing that provides infrastruc-
tures such as software, application, and OS (operating
system) to clients via the Internet. Even with regard to a
database, it is expected that there will be an increase in
utilization mode in which the data base is outsourced to
such a cloud environment.
[0004] In outsourcing a database to a cloud environ-
ment or the like, prevention of information leakage from
the database is particularly important. To prevent infor-
mation leakage from a database, various methods in
which data to be recorded in a database is encrypted
have been proposed. For example, these methods can
be classified into the following techniques, though not
limited thereto.

1. When data is stored in a database, the data is encrypt-
ed before stored. When data is retrieved, the data is de-
crypted and then sent to a user.

[0005] For example, Patent Literature 1 discloses a
method and an apparatus for automatic database en-
cryption. According to Patent Literature 1, encryption is
automatically executed transparently to a database user,
namely, unnoticed by the database user. Patent Litera-
ture 1 discloses a database system including a client, a
database server, and a database. This system operates
by receiving a request to store data in a column of the
database system. When a user specifies a column of the
database system as an encrypted column, the system
automatically encrypts data by using an encryption func-
tion. This encryption function uses a key stored in a key
file managed by a security administrator. After encrypting
the data, the system stores the data by using a storage
function of the database system. In addition, the system
operates by receiving a request to retrieve data from an
encrypted column of the database system. The system
checks whether the column is encrypted by checking
metadata of a column ID. When the column is encrypted,
the system executes the following processing. Namely,
when the request to retrieve data is made by an author-

ized user, the system retrieves an encryption parameter
and a decryption key, decrypts the data, and sends the
decrypted data to the client. However, when the request
to retrieve data is made by an unauthorized user, the
system does not decrypt the encrypted data. With this
method and apparatus disclosed in Patent Literature 1,
encryption and decryption keys are managed on the da-
tabase side, and the user of the database system does
not need to change any database queries.

2. The user side is allowed to manage a key, by using 
an encryption scheme that allows processing on encrypt-
ed data to be executed in the form of plaintext.

[0006] For example, Patent Literature 2 discloses an
encryption database retrieval apparatus for speeding up
retrieval processing. This apparatus executes index cre-
ation processing applicable to a retrieval system that re-
trieves a document stored in an encryption database
without decrypting the document. The apparatus en-
crypts retrieval target data by using the same encryption
scheme and key as those used for the encrypted data
and retrieves the retrieval target data. With this system,
even if there is information leakage from the database,
only encrypted data is leaked.
[0007] In addition, for example, Patent Literature 3 dis-
closes a database access system as a system in which
the user side manages keys and a terminal on the user
side encrypts and decrypts data that is stored in a data-
base. The user terminal includes a secret key generation
means for generating a secret key by using a public key,
a storage means for storing the secret key, an encryption
means for encrypting data on the basis of the public key,
and a decryption means for decrypting the encrypted da-
ta by using the secret key. The database access system
is configured to accurately prevent data leakage to the
administrators and the like storing and managing data,
as well as to third parties intruding from the outside.

3. Arbitrary processing is executed on ciphertext as in 
ciphertext.

[0008] Non-Patent Literature 1 discloses that an arbi-
trary logic computation can be executed on encrypted
data by using fully homomorphic encryption, without de-
crypting the encrypted data.

CITATION LIST

PATENT LITERATURE

[Patent Literature 1]

[0009] Japanese Unexamined Patent Application Pub-
lication (Translation of PCT Application) No.
2004-528615 (International Publication No.02/029577)
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[Patent Literature 2]

[0010] Japanese Patent Kokai Publication No.
2005-134990A

[Patent Literature 3]

[0011] Japanese Patent Kokai Publication No.
2004-234344A

[Non Patent Literature]

[Non-Patent Literature 1]

[0012] Craig Gentry, "Fully Homomorphic Encryption
Using Ideal Lattices", STOC’09, pp. 169-178, May 31-
June 2 2009

SUMMARY

TECHNICAL PROBLEM

[0013] Analyses of the above related techniques will
be described below.
[0014] 1. According to the technique in which, when
data is stored in a database, the data is encrypted before
stored, and when data is retrieved, the data is decrypted
before sent to a user, the encryption and decryption keys
are arranged on the database side. Thus, information
could be leaked by such as intrusion to the database
system from an outside or by a malicious operation, and
an erroneous operation or the like by a database man-
ager (a database administrator or the like).
[0015] 2. The technique in which a user side is allowed
to manage a key by using an encryption scheme that can
process ciphertext is applicable only to a part (for exam-
ple, search processing) of general database operations
(SQL) (not applicable to database computation opera-
tions and so forth other than the search processing (ref-
erence access)).
[0016] 3. The technique that enables processing on
encrypted data as is in ciphertext by using fully homo-
morphic encryption requires an enormous amount of
computation. For example, it is assumed that the com-
putation quantity that is a trillion times the current com-
putation quantity is necessary.
[0017] Accordingly, the present invention has been
made in view of the above problems, and a primary object
of the present invention is to provide a system, a method,
and a program that can prevent leakage of confidential
information in a database system and can improve
processing efficiency.

SOLUTION TO PROBLEM

[0018] According to the present invention, there is pro-
vided a database apparatus, including:

control means for executing data access control on
a database, the control means receiving a database
operation command from a user apparatus,
the control means including, regarding data and/or
metadata to be handled associated with the data-
base operation command,
means for executing database operation or compu-
tation on encrypted data and/or encrypted metadata
as is in ciphertext; and
means for executing database operation or compu-
tation on plaintext data and/or plaintext metadata,
the control means sending a processing result to the
user apparatus.

[0019] According to another aspect of the present in-
vention, there is provided a database control method,
including:

receiving a database operation command from a us-
er apparatus;
executing, regarding data and/or metadata to be
handled associated with the database operation
command, at least one of:

database operation or computation on encrypt-
ed data and/or encrypted metadata as is in ci-
phertext, and
database operation or computation on plaintext
data and/or plaintext metadata, regarding data
and/or metadata to be handled associated with
the database operation command; and
sending a processing result to the user appara-
tus.

[0020] According to still another aspect of the present
invention, there is provided a program, causing a com-
puter included in a database control apparatus that is
connected to a user apparatus for communication and
that executes data access control on a database to ex-
ecute processing comprising:

receiving a database operation command from the
user apparatus;
executing, regarding data and/or metadata to be
handled associated with the database operation
command, at least one of:

database operation or computation on encrypt-
ed data and/or encrypted metadata as is in ci-
phertext, and
database operation or computation on plaintext
data and/or metadata, regarding data and/or
metadata to be handled associated with the da-
tabase operation command; and
sending a processing result of the database op-
eration to the user apparatus.

3 4 
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ADVANTAGEOUS EFFECTS OF INVENTION

[0021] According to the present invention, leakage of
information in a database system can be prevented and
processing efficiency can be improved.

BRIEF DESCRIPTION OF THE DRAWINGS

[0022]

Fig. 1 illustrates a system configuration according to
an exemplary embodiment of the present invention.
Figs. 2A and 2B illustrate an overall operation ac-
cording to the exemplary embodiment of the present
invention.
Fig. 3 illustrates a configuration of a database control
means according to the exemplary embodiment of
the present invention.
Fig. 4 illustrates another configuration of the data-
base control means according to the exemplary em-
bodiment of the present invention.
Fig. 5 illustrates a cryptographic protocol information
storage unit according to the exemplary embodiment
of the present invention.
Fig. 6 illustrates a security setting information stor-
age unit according to the exemplary embodiment of
the present invention.
Figs. 7A, 7B, 7C, 7D, 7E and 7F illustrate ciphertext
tables according to the exemplary embodiment of
the present invention. Fig. 7A illustrates a table be-
fore encryption, Fig. 7B illustrates a ciphertext table
information table, Fig. 7C illustrates a table after en-
cryption, and Figs. 7D to 7F illustrate ciphertext ta-
bles.
Fig. 8 illustrates a configuration of an application re-
sponse means according to the exemplary embod-
iment of the present invention.
Fig. 9 illustrates a security setting information tem-
porary storage unit according to the exemplary em-
bodiment of the present invention.
Fig. 10 illustrates a key information storage unit ac-
cording to the exemplary embodiment of the present
invention.
Fig. 11 is a flowchart illustrating a processing flow
by a security setting means according to the exem-
plary embodiment of the present invention.
Fig. 12 is a flowchart illustrating processing for set-
ting application of encryption in a setting update step
in Fig. 11.
Fig. 13 is a flowchart illustrating processing for set-
ting non-application of encryption in the setting up-
date step in Fig. 11.
Fig. 14 is a flowchart illustrating processing for set-
ting a confidentiality level in the setting update step
in Fig. 11.
Fig. 15 illustrates a processing flow executed by the
application response means according to the exem-
plary embodiment of the present invention to reflect

a setting target and setting content inputted via the
security setting means.
Fig. 16 is a flowchart illustrating processing executed
by the application response means according to the
exemplary embodiment of the present invention to
add data in a table already created in a database.
Fig. 17 illustrates the cryptographic protocol infor-
mation storage unit according to the exemplary em-
bodiment of the present invention.
Fig. 18 illustrates the security setting information
storage unit according to the exemplary embodiment
of the present invention.
Fig. 19 illustrates the security setting information
temporary storage unit according to the exemplary
embodiment of the present invention.
Figs. 20A and 20B illustrate encryption of column
data according to the exemplary embodiment of the
present invention.
Figs. 21A, 21B and 21C illustrate processing for set-
ting a data confidentiality level according to the ex-
emplary embodiment of the present invention.
Figs. 22A, 22B, 22C and 22D illustrate processing
for setting a data confidentiality level according to
the exemplary embodiment of the present invention.
Fig. 23 illustrates data operation processing accord-
ing to the exemplary embodiment of the present in-
vention.
Figs. 24A, 24B, 24C, 24D, 25D and 25F illustrate
data operation processing according to the exem-
plary embodiment of the present invention.
Fig. 25 illustrates data operation processing (the
cryptographic protocol information storage unit) ac-
cording to the exemplary embodiment of the present
invention.
Fig. 26 illustrates another configuration of the data-
base control means according to the exemplary em-
bodiment of the present invention.
Fig. 27 illustrates still another configuration of the
database control means according to the exemplary
embodiment of the present invention.
Fig. 28 is a flowchart illustrating another example of
the processing for setting a confidentiality level ac-
cording to the exemplary embodiment of the present
invention.

MODES FOR CARRYING OUT THE INVENTION

[0023] First, an outline of the present invention will be
described, and next, exemplary embodiments will be de-
scribed. According to an exemplary embodiment of the
present invention, a database apparatus (for example, a
database system 10 in Fig. 1) includes a control means
(for example, a database control means 12 in Fig. 1) con-
figured to execute data access control on a database (for
example, 11 in Fig. 1). The database control means (12)
receives a database operation command from a user ap-
paratus (20 in Fig. 1). The database control means (12)
includes means (for example, 122 in Fig. 3) for executing
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cryptographic protocol processing on the database and
means for executing a database operation on plaintext
data, and sends a processing result to the user apparatus
(20). Based on a database operation command, the user
apparatus (20) selects whether or not to encrypt data to
be stored in the database (11). As data corresponding
to the database operation command, the user apparatus
(20) sends data encrypted by an encryption algorithm
corresponding to security of the data or plaintext data to
the database apparatus (10).
[0024] According to an exemplary embodiment of the
present invention, the database apparatus (10) receives
a database operation command from the user apparatus
(20). In the case wherein such a condition is met that the
operation target data encrypted and stored in the data-
base (11) is encrypted by an encryption algorithm allow-
ing operation or computation on encrypted data to be
executed as is in ciphertext, and that the operation or
computation of the database operation command is op-
eration or computation allowed to be executed on cipher-
text as is in ciphertext, the control means performs op-
eration or computation on the operation target data en-
crypted, as in ciphertext, and sends the result processed
in ciphertext to the user apparatus (20).
[0025] According to an exemplary embodiment of the
present invention, the following configuration is possible.
Namely, the control means (12) in the database appara-
tus (10) sends a computation result of partial computation
of a computation of the database operation command to
the user apparatus (20) in ciphertext. Regarding the com-
putation, if the user apparatus (20) finds that further par-
tial computation needs to be executed in plaintext, the
user apparatus (20) executes the partial computation on
data obtained by decrypting the encrypted data into plain-
text. If the computation still includes partial computation
on encrypted data and if the partial computation on ci-
phertext is allowed, the user apparatus (20) sends en-
crypted data obtained by encrypting the result of the par-
tial computation in plaintext to the control means (12).
By using the encrypted data sent from the user apparatus
(20), the control means (12) executes the remaining par-
tial computation of the computation of the database op-
eration command on the encrypted data and sends the
computation result of the partial computation in ciphertext
to the user apparatus (20).
[0026] According to an exemplary embodiment of the
present invention, the following configuration is possible.
Namely, the database apparatus (10) includes: a storage
unit (for example, 14 in Fig. 1) that stores information on
whether or not metadata including table and column
names stored in the database (11) is encrypted, informa-
tion on whether or not data stored in the database is
encrypted (11), confidentiality information representing
extent of data security, and encryption algorithm identi-
fication information corresponding to the confidentiality
information; and a storage unit (for example, 13 in Fig.
1) that stores at least cryptographic protocol identification
information associating processing content in the data-

base (11), confidentiality information encryption algo-
rithm with each other.
[0027] According to an exemplary embodiment of the
present invention, the control means (12) in the database
apparatus (10) may include a cryptographic protocol
processing execution unit (122 in Fig. 3). The crypto-
graphic protocol processing execution unit (122 in Fig.
3) may execute cryptographic protocol processing cor-
responding to processing content corresponding to the
database operation command on data encrypted by an
encryption algorithm corresponding to the confidentiality
information, based on the cryptographic protocol identi-
fication information in the second storage unit.
[0028] According to an exemplary embodiment of the
present invention, the control means (12) in the database
apparatus (10) may include an encryption calculation unit
(for example, 126 in Fig. 26) that encrypts metadata
and/or data by using a public key sent from the user ap-
paratus (20).
[0029] According to an exemplary embodiment of the
present invention, when encrypting column data in a table
in the database (11), the column data is read from the
database (11), public key information is obtained from
the user apparatus (20), the column data is encrypted by
the encryption calculation unit (126), and a ciphertext ta-
ble including a set of a serial number and ciphertext of
the column data is created. To manage this ciphertext
table, a ciphertext table information table including a set
of a table name, a column name, an encryption algorithm,
and a ciphertext table name may be provided.
[0030] The user apparatus (20) includes a key utiliza-
tion means (for example, 23 in Fig. 1) configured to man-
age key information for data encryption and decryption,
a security setting means (for example, 26 in Fig. 1) con-
figured to set information about security setting of data
stored in the database, a first storage unit (for example,
25 in Fig. 1) that stores information set by the security
setting means (26), and an application response means
(for example, 22 in Fig. 1). The following configuration is
possible. Namely, the application response means (22)
receives a database operation command issued to the
database system (10), refers to information in the first
storage unit (25), and determines necessity of encryption
of data and/or column data corresponding to the data-
base operation command. When encryption is neces-
sary, the application response means (22) obtains en-
crypted data and/or encrypted column data by performing
encryption with key information (for example, a public
key) managed by the key utilization means (23) by using
an encryption algorithm corresponding to security of the
data and/or column data. The application response
means (22) sends the encrypted data and/or encrypted
column data to the database control means (12) to exe-
cute a corresponding database operation. When encryp-
tion is not necessary, the application response means
(22) sends the database operation command directly to
the database control means (12) (sends plaintext, i.e.,
without encrypting the data) to execute a corresponding

7 8 
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database operation. In addition, the following configura-
tion is possible. Namely, when the user apparatus (20)
receives a database processing result from the database
control means (12), if conversion or decryption of the
data and/or column data is necessary, the user apparatus
(20) executes conversion or decryption using key infor-
mation (for example, a secret key) managed by the key
utilization means. As a response to the database oper-
ation command, the user apparatus (20) sends the ob-
tained data to the source of the database operation com-
mand (for example, 21 in Fig. 1).
[0031] The security setting means (26) in the user ap-
paratus (20) executes at least one of: setting or changing
regarding whether or not metadata including table and
column names in tables stored in the database (11) is
encrypted; setting or changing regarding whether or not
data stored in tables stored in the database (11) is en-
crypted; and setting or changing of confidentiality infor-
mation representing extent of data security. The first stor-
age unit (25) stores information regarding whether or not
metadata including table and column names stored in
the database is encrypted, information regarding wheth-
er or not data is encrypted, confidentiality information rep-
resenting extent of data security, and encryption algo-
rithm identification information corresponding to the con-
fidentiality information.
[0032] According to the present invention, the user sys-
tem (20), namely, a database user, manages key infor-
mation used for data encryption and decryption and en-
crypts data/metadata. The user system (20) sends the
encrypted data/metadata to the database system (10)
and stores the data/metadata in the database (11).
[0033] In addition, database operations are executed
transparently in a user-side database use application
(21) that issues a database operation command (for ex-
ample, SQL (Structured Query Language)). Namely, the
application can execute a database operation by using
a normal database operation command, without being
conscious of data encryption. Thus, no change, modifi-
cation, etc. for encryption needs to be made to the data-
base utilization application (however, the present inven-
tion does not prohibit change, modification, etc. of the
database utilization application).

<A. Prevention of information leakage>

[0034] Since the user system (10) includes a storage
unit (24) storing key information for data encryption and
decryption and the key utilization means (23) managing
the key information, it is possible to prevent information
leakage by intrusion to the database system from the
outside or by a malicious operation, an erroneous oper-
ation and so forth by a database manager or the like.

<B. Efficient processing>

[0035] Processing (an encryption algorithm) corre-
sponding to a security (confidentiality) level required for

data that is an operation target of a database operation
command received from the database utilization appli-
cation (21 in Fig. 1) is selected and executed. For exam-
ple, for data for which a low security level is required, an
encryption algorithm with a relatively high speed and a
relatively low security level is used. In addition, by re-
moving data, for which security (confidentiality) is not re-
quired, from an encryption target, efficient processing is
made possible.

<C: Arbitrary database operations can be executed>

[0036] In response to a database operation command
supplied from the database utilization application (21 in
Fig. 1), computation processing (addition, multiplication,
or the like) is executed on encrypted data stored in the
database in an encrypted state.
[0037] As is well known, for example, in additive ho-
momorphic encryption such as the Paillier cryptosystem,
if there are ciphertext E(m1) of plaintext m1 and cipher-
text E(m2) of plaintext m2, E(m1) + E(m2) = E(m1 + m2)
can be established as ciphertext E(m1 + m2) of m1 + m2.
Namely, the encrypted data of the sum m1 + m2 of plain-
text m1 and plaintext m2 can be obtained directly from
the sum of the encrypted data of m1 and the encrypted
data of m2. In addition, in multiplicative homomorphic
encryption such as RSA encryption or Elgamall encryp-
tion, the encrypted data E(m1 x m2) of the product m1 x
m2 of plaintext m1 and plaintext m2 can be expressed
as E(m1 x m2) = E(m1) x E(m2). Namely, the encrypted
data of the product of plaintext m1 and plaintext m2 can
be obtained directly from the product of the encrypted
data of plaintext m1 and the encrypted data of plaintext
m2.
[0038] If the encryption algorithm corresponds to ho-
momorphic encryption as described above, encrypted
data can be added or multiplied, for example. However,
for example, a complex computation including addition,
subtraction, multiplication, and division or a logic com-
putation cannot be executed. Thus, if a database oper-
ation command represents a computation that cannot be
executed directly on encrypted data stored in the data-
base, the encrypted data stored in the database is first
read and sent to the user system, and the encrypted data
is next decrypted in the user system into plaintext data.
Next, computation processing is executed on the plain-
text data and the computation result of the plaintext data
is sent to the database utilization application that is an
issueing source of the database operation command. Al-
ternatively, if more complex processing is necessary, the
following configuration is possible. Namely, the compu-
tation result of the plaintext data obtained after the en-
crypted data is decrypted into plaintext data and the com-
putation processing is executed on the plaintext data on
the user system side is encrypted again. The encrypted
data is next sent to the database side, and the compu-
tation processing on the encrypted data is continuously
executed on the database side. Namely, a plurality of

9 10 
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processing including processing on encrypted data on
the database side and processing on plaintext on the
user system side may be combined and executed. In this
way, by combining computation processing on encrypted
data and on plaintext data, arbitrary database operations
can be executed.

<D. Setting of confidentiality>

[0039] On the user system side, encryption or non-en-
cryption of information stored in the database can be set
per table, column, and column data. In addition, a
processing procedure (encryption algorithm) based on
data operation content and required security (confiden-
tiality degree) can be selected. In this way, processing
efficiency can be improved.

<E. Elimination of need for modification of application>

[0040] According to the present invention, for example,
there is no need to change the syntax of database oper-
ation commands (SQL commands, etc.). The database
use application (21 in Fig. 1) can issue database opera-
tion commands without making any change (all in plain-
text for the syntax of command and table name, column
name, data, and so forth specified in the command). If
the database utilization application (21 in Fig. 1) issues
a database operation command for creating a table, add-
ing a column, adding a row, calculating data, or the like,
the database operation command is supplied to the ap-
plication response means (22 in Fig. 1) and an encryption
algorithm corresponding to security of data is selected.
After the data is encrypted by the encryption algorithm,
the data is sent to the database system (10). In addition,
by preparing the security setting means (26) to set the
security of data to be stored in the database (11) sepa-
rately from the database utilization application (21), the
need for modification or the like of an existing application
using the database is eliminated. Namely, according to
the present invention, the application does not need to
encrypt or decrypt data or set a security, for example.
Thus, the present invention is applicable to an existing
arbitrary application that issues a database operation
command.
[0041] Patent Literature 3 discloses a database access
system in which a terminal includes a secret key gener-
ation means for generating a secret key by using a public
key, a storage means for storing the secret key, an en-
cryption means for encrypting data on the basis of the
public key, and a decryption means for decrypting the
encrypted data using the secret key. In addition, Patent
Literature 3 discloses that the database access system
is configured to accurately prevent data leakage to the
administrators and the like storing and managing data,
as well as to third parties intruding from the outside.
Namely, Patent Literature 3 realizes prevention of infor-
mation leakage in the above item A. However, Patent
Literature 3 does not disclose the above items B to E.

<Exemplary embodiments>

[0042] The following describes exemplary embodi-
ments with reference to the accompanying drawings.

<Example of system configuration>

[0043] Fig. 1 illustrates an exemplary embodiment of
the present invention. Referring to Fig. 1, a database
system (database apparatus) 10 and a user system (user
apparatus) 20 are connected to each other via a network
30 such as the Internet. The database system 10 includes
a database 11, a database control means 12, a crypto-
graphic protocol information storage unit 13, and a se-
curity setting information storage unit 14.
[0044] The user system 20 includes a database use
application 21, an application response means 22, a key
utilization means 23, a key information storage unit 24,
a security setting information temporary storage unit 25,
a security setting means 26, and an input/output appa-
ratus 27. For example, the user system 20 is implement-
ed on a data processing apparatus (CPU (Central
Processing Unit), processor) having a function of com-
municating with the database system 10 by connecting
to the network 30. In this case, the database utilization
application 21 is an application program that operates on
the data processing apparatus. The application response
means 22, the key utilization means 23, and the security
setting means 26 may also be realized as a program (a
control program or the like) that operates on the data
processing apparatus, though not limited thereto.
[0045] In Fig. 1, each of the means included in the user
system 20 is arranged in a single block. However, these
means may be configured as separate apparatuses via
a communication network such as a local area network,
for example. Likewise, in the database system 10, the
database 11 and the database control means 12 are ar-
ranged in a single block. However, these means may of
course be arranged separately. In addition, the applica-
tion response means 22, the key utilization means 23,
and the security setting means 26 may also be realized
as a program (a control program or the like) that operates
on the data processing apparatus, but not limited thereto.
If the user system 20 is implemented on a thin-client sys-
tem or the like, virtualization technology may be intro-
duced to a server, and the user system may be imple-
mented on a virtual machine on the server. In such case,
a thin client terminal may input information to a database
use application on the virtual machine on the server.
[0046] In addition, Fig. 1 illustrates only one user sys-
tem 20 simply for ease of description. However, a plurality
of user systems 20 may of course be connected to the
database system 10 via the network 30. In addition, a
plurality of user systems 20 may share a single applica-
tion response means 22 that connects to and communi-
cates with the database system 10. In such case, each
of the plurality of user systems 20, i.e., each user, in-
cludes the key utilization means 23 and the key informa-
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tion storage unit 24. Namely, the user side stores and
manages key information and includes a security setting
means 26. Each user connects to the database system
10 via the shared application response means 22. An
integrated security setting information temporary storage
unit 25 may be consolidated in a single storage apparatus
(system) for the plurality of user systems 20. Alternative-
ly, a plurality of security setting information temporary
storage units 25 may be arranged separately in a distrib-
uted manner for the respective user systems 20.

<Database system>

[0047] The following describes components in the da-
tabase system 10. The database control means 12 in-
cludes means for executing an operation on the database
11 (a database operation based on a database operation
command) and means for executing at least one crypto-
graphic protocol.
[0048] For example, the security setting information
storage unit 14 stores such information about an encryp-
tion algorithm used for encryption, as information for set-
ting the security of data stored in the database 11. For
example, the security setting information storage unit 14
stores information regarding whether or not metadata in-
cluding table and column names stored in the database
11, information about information on whether or not data
stored in the database is encrypted 11, confidentiality
information representing extent of data security, and en-
cryption algorithm identification information determining
at least one encryption algorithm used when data en-
cryption is executed.
[0049] The cryptographic protocol information storage
unit 13 stores cryptographic protocol information for en-
crypting data in the database 11. For example, the cryp-
tographic protocol information storage unit 13 stores
processing content (simple-search, addition, etc.) for da-
tabase operation command, encryption algorithm identi-
fication information corresponding to security (confiden-
tiality) level required for data, and cryptographic protocol
identification information. In the case of computation
processing for adding encrypted data as is in ciphertext
in the database 11, the cryptographic protocol informa-
tion storage unit 13 stores information for selecting an
additive homomorphic encryption algorithm, based on
the processing content.
[0050] The database control means 12 receives a da-
tabase operation command (a database operation on
plaintext data) or an instruction to execute a cryptograph-
ic protocol from the application response means 22, ex-
ecutes the database operation on plaintext data or the
cryptographic protocol, and sends a processing result to
the application response means 22. The database con-
trol means 12 may be implemented as a database server
having the user system (10) as a client.

<User system>

[0051] The following describes each component in the
user system 20. The database use application 21 issues
database operation commands. The database use ap-
plication 21 includes an application program that issues
database operation commands (SQL commands) for ex-
ecuting database operations, but not limited thereto. Al-
ternatively, the database utilization application 21 may
be implemented as a GUI (Graphical User Interface) en-
vironment that causes the database control means 12 in
the database system 10 to execute operations such as
table definition and data addition, search, computation,
and the like on screen via the application response
means 22. In such case, an operation selected by a user
on the screen is converted to a corresponding SQL com-
mand and is then inputted to the application response
means 22. An existing application can be used without
modification as the database utilization application 21.
This does not mean prohibition of newly developing the
database utilization application 21. It means that, when
the database utilization application 21 is newly devel-
oped, modified, or updated, there is no need to set infor-
mation for data encryption, data decryption, and security
setting in the database utilization application 21.
[0052] The security setting means 26 sets information
about the security of data.
[0053] For example, the key utilization means 23 refers
to the key information storage unit 24 and generates keys
necessary for executing various types of cryptographic
protocols such as data encryption and data decryption.
[0054] The input/output apparatus 27 includes an input
apparatus such as a keyboard, a mouse, or a touch panel
and an output apparatus such as a display apparatus or
a file apparatus (a printer). The input/output apparatus
27 displays or outputs information inputted or outputted
by a database user. In Fig. 1, the input/output apparatus
27 is an integrated input and output apparatus such as
a touch panel/tablet display. Alternatively, an input ap-
paratus and an output apparatus may be used as the
input/output apparatus 27.
[0055] The security setting information temporary stor-
age unit 25 stores the information stored in the security
setting information storage unit 14 and information for
determining operation target data. For example, if meta-
data (for example, table and column names, etc.), which
is information for determining data in the database 11, is
encrypted, the encrypted metadata and decrypted meta-
data (plaintext metadata) corresponding thereto are as-
sociated with each other and are stored in the security
setting information temporary storage unit 25.
[0056] Upon reception of a database operation com-
mand from the database utilization application 21, the
application response means 22 refers to the security set-
ting information temporary storage unit 25, the security
setting information storage unit 14, and the cryptographic
protocol information storage unit 13, replaces metadata
such as table and column names with ciphertext meta-
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data, executes a cryptographic protocol based on the
database operation content (processing content), or ex-
ecutes a normal database operation, in coordination with
the database control means 12 or the key utilization
means 23.
[0057] For example, if the security of data needs to be
dynamically set or changed in response to a database
operation command inputted from the database utiliza-
tion application 21, such as if a new table needs to be
created, the application response means 22 calls up and
causes the security setting means 26 to set security set-
ting information and creates a table in the database 11
via the database control means 12.
[0058] In this operation, the security setting means 26
may display a screen for requesting the user to input
security setting information. Regarding input of security
setting information when a new table is created, various
modes other than the above mode are possible. For ex-
ample, before the database utilization application 21 is-
sues a database operation command, security setting
information such as encryption or non-encryption of the
name of a newly-created table may be set in advance by
the security setting means 26. Alternatively, for a table
newly created in the database 11, confidentiality and
cryptographic protocol identification information (default
information) may be set in advance in a template having
a table name, part of which has been replaced by a wild-
card or the like. If a newly-created table matches the table
name including the wildcard, encryption may be executed
by a cryptographic protocol corresponding to the default
confidentiality level.
[0059] When a database operation command inputted
from the database utilization application 21 requires en-
cryption of the operation target data, the application re-
sponse means 22 encrypts the data. In such case, the
application response means 22 encrypts the data by us-
ing key information and sends the encrypted data to the
database control means 12. The application response
means 22 sends a database operation result (a process-
ing result) sent from the database control means 12 to
the database utilization application 21. The database use
application 21 outputs the database operation result to
the input/output apparatus 27, but not limited thereto.

<Overview of operation>

[0060] An operation example of the system illustrated
in Fig. 1 will be described. For example, when a database
operation command that is inputted from the database
utilization application 21 and that is forwarded via the
application response means 22 requires an operation
such as a search operation (Query) that involves a cryp-
tographic protocol that allows ciphertext to be processed
without being decrypted, the database control means 12
executes processing on the encrypted data without de-
cryption thereof (processing such as a search operation).
The database control means 12 sends a result obtained
by processing the encrypted data stored in the database

11 to the application response means 22, as is in cipher
text, i.e., without decryption thereof. The application re-
sponse means 22 receives a result obtained by causing
the key utilization means 23 to decrypt the encrypted
data into plaintext and sends the database operation re-
sult in plaintext to the database utilization application 21.
[0061] When a database operation command inputted
from the database utilization application 21 is an opera-
tion that is difficult to execute on ciphertext as is in ci-
phertext (such as, a complex arithmetic computation in-
volving addition, subtraction, multiplication, division, a
logic computation and so forth), the database control
means 12 extracts the operation target data in ciphertext
from the database 11 and sends the extracted data to
the application response means 22, without executing
any computation operation. The application response
means 22 decrypts the encrypted data sent from the da-
tabase control means 12 by using a decryption key man-
aged by the key utilization means 23, executes an oper-
ation specified by the database operation command on
the obtained plaintext, and sends an operation result to
the database utilization application 21.
[0062] In addition, the following operation is possible.
When a complex arithmetic computation includes a com-
putation such as an average computation that can be
executed as is in ciphertext, the database control means
12 executes such partial computation on the encrypted
data and sends a computation result (ciphertext) to the
application response means 22. The application re-
sponse means 22 causes the key utilization means 23
to decrypt the computation result from the encrypted data
into plaintext and executes the remaining computation
of the complex arithmetic computation in plaintext. In this
way, higher processing efficiency can be achieved, com-
pared with processing efficiency achieved when the com-
plex arithmetic computation is executed with all the data
being decrypted.
[0063] Upon reception of a database operation com-
mand from the database utilization application 21, the
application response means 22 refers to the security set-
ting information storage unit 14 and determines whether
data in the database 11, which is the operation target of
the inputted database operation command, needs to be
protected by encryption (necessity of encryption). If en-
cryption is not necessary, processing as in a normal da-
tabase operation is executed. In addition, by referring to
the security setting information temporary storage unit
25, even when metadata (for example, table and column
names in SQL) of the data, which is the operation target
of the database operation command inputted from the
database utilization application 21, is encrypted, the ap-
plication response means 22 can determine the opera-
tion target data.
[0064] As described above, according to the present
exemplary embodiment, by referring to security setting
information corresponding to an inputted database op-
eration command, the application response means 22
can determine processing based on a security level re-
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quired for data in the database 11 as the operation target.
In this way, data requiring a lower security level can be
processed at a relatively higher speed. In addition, by
using an encryption algorithm requiring a relatively lower
security level, processing can be executed more efficient-
ly.
[0065] According to the present exemplary embodi-
ment, among the data to be recorded in the database 11,
if data requires a security level, the data is encrypted.
Thus, for such data, information leakage can be prevent-
ed. In addition, since the present invention includes the
application response means 22 that operates in coordi-
nation with other components, the present invention is
applicable to arbitrary database operation commands in-
putted.
[0066] Figs. 2A and 2B are flow charts summarizing
processing operations of the application response
means 22 and the database control means 12, respec-
tively, according to the present exemplary embodiment.

<Operation of application response means>

[0067] The following describes a processing operation
of the application response means 22. Referring to Fig.
2A, the application response means 22 executes the fol-
lowing steps.
[0068] Step 1: The application response means 22 re-
ceives a database operation command from the data-
base utilization application 21.
[0069] Step 2: By referring to the security setting infor-
mation temporary storage unit 25, the application re-
sponse means 22 determines whether or not metadata
such as table and column names specified as an oper-
ation target by the database operation command is en-
crypted.
[0070] Step 3: When encrypting and storing metadata
such as table and column names in the database, the
application response means 22 executes replacement
processing for replacing the metadata specified as the
operation target by the database operation command
with ciphertext.
[0071] Step 4: The application response means 22 re-
fers to the security setting information storage unit 14
and determines whether to encrypt the data specified as
the operation target by the database operation com-
mand.
[0072] Step 5: If data encryption is not necessary, the
application response means 22 sends the database op-
eration command to the database control means 12.
[0073] Step 6: The application response means 22 re-
ceives a database operation result from the database
control means 12.
[0074] Step 7: The application response means 22 de-
termines whether to convert the database operation re-
sult. This determination in step 7 is executed because
an operation result may be sent in ciphertext from the
database control means 12.
[0075] Step 8: If the database operation result needs

to be converted (or decrypted), the application response
means 22 converts the database operation result using
a decryption key managed by the key utilization means
23. In this conversion processing (decryption), the appli-
cation response means 22 uses a decryption key man-
aged by the key utilization means 23 and refers to a de-
crypted table name and a decrypted column name in the
security setting information temporary storage unit 25.
[0076] Step 14: The application response means 22
outputs an operation result (or a conversion result) to the
database utilization application 21.
[0077] In step 4, if data encryption is necessary, the
application response means 22 executes the following
steps.
[0078] Step 9: The application response means 22 re-
fers to the cryptographic protocol information storage unit
13 and executes encryption processing by using a cor-
responding encryption algorithm.
[0079] Step 10: The application response means 22
sends an instruction to execute a cryptographic protocol
(a request for executing cryptographic protocol process-
ing) to the database control means 12.
[0080] Step 11: The database control means 12 exe-
cutes a cryptographic protocol.
[0081] Step 12: The application response means 22
receives a cryptographic protocol execution result from
the database control means 12.
[0082] In steps 11 and 12, the application response
means 22 and the database control means 12 may co-
operate with each other in such a way in which the ap-
plication response means 22 decrypts the computation
result in ciphertext sent from the database control means
12 into plaintext and executes partial computation on the
plaintext, the application response means 22 encrypts
the result of the partial computation and sends the en-
crypted data to the database control means 12, and the
database control means 12 executes a computation on
the encrypted data.
[0083] Step 13: The application response means 22
executes conversion processing in which the crypto-
graphic protocol execution result is decrypted by using
key information managed by the key utilization means
23. The application response means 22 executes con-
version processing on the execution result of the crypto-
graphic protocol through decryption with use of key in-
formation managed by the key utilization means 23 or
decryption with reference to a decrypted table name and
a decrypted column name in the security setting informa-
tion temporary storage unit 25.
[0084] Step 14: The application response means 22
outputs a conversion result to the database utilization
application 21.

<Operation of database control means>

[0085] Referring to Fig. 2B,
Step 1: The database control means 12 waits for an in-
struction from the application response means 22.
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[0086] Step 2: Upon reception of a database operation
command from the application response means 22, the
database control means 12 executes the database op-
eration command.
[0087] Step 3: The database control means 12 sends
a database operation result to the application response
means 22.
[0088] Step 4: Upon reception of a request for crypto-
graphic protocol processing from the application re-
sponse means 22, the database control means 12 exe-
cutes a cryptographic protocol (corresponding to step 11
in Fig. 2A).
[0089] Step 5: The database control means 12 sends
a execution processing result of the cryptographic pro-
tocol to the application response means 22.

<Advantageous effects of exemplary embodiment>

[0090] Referring to Figs. 2A and 2B, since the data-
base control means 12 and the application response
means 22 operate in coordination with each other, infor-
mation leakage from the database system 10 is able to
be prevented, an arbitrary database operation is allowed
to be executed, and processing can be executed effi-
ciently.
[0091] In the user system 20, key information for en-
cryption and decryption is managed. Encrypted data in
the database 11 is forwarded to the user system 20 and
is decrypted in the user system 11, thereby reducing a
possibility of occurrence of information leakage occurs
in the database system 10.
[0092] The database system 10 includes the security
setting information storage unit 14 that stores information
about whether or not data is encrypted and extent of se-
curity required for data, in the database 11. Upon recep-
tion of a database operation command, the application
response means 22 refers to the security setting infor-
mation storage unit 14 and determines whether to en-
crypt the operation target data. When data encryption is
not necessary (if a normal database operation needs to
be executed), no encryption processing is executed
(steps 5 and 6 in Fig. 2A). If encryption is executed for
all the database operations, the processing performance
is affected. However, by excluding data for which a con-
fidentiality level is not required, from an encryption target,
the processing performance is less affected.
[0093] In addition, regarding metadata (for example,
table and column names in SQL) for determining data in
the database, information about the correspondence be-
tween encrypted metadata and decrypted metadata is
stored in the user system 20. Thus, even when metadata
is encrypted in the database 11, the operation target data
can easily be determined. Thus, the influence on the
processing performance by encryption of metadata can
be avoided.

<Configuration of database control means>

[0094] The following describes the above database
control means 12. Fig. 3 illustrates a configuration of the
database control means 12 in Fig. 1. Referring to Fig. 3,
the database control means 12 includes a database op-
eration unit 121, a cryptographic protocol processing ex-
ecution unit 122, a processing and communication con-
trol unit 125, a cryptographic protocol information oper-
ation unit 123, and a security setting information opera-
tion unit 124.
[0095] For example, the cryptographic protocol
processing execution unit 122 executes an operation
such as search, add or the like, as is in ciphertext, in the
database 11.
[0096] The database operation unit 121 executes a da-
tabase operation with respect to the database 11 (creates
a table, adds/deletes data, searches for data, calculates
data, etc.). For example, when the processing and com-
munication control unit 125 receives a database opera-
tion command for storing, adding, deleting, or updating
plaintext data in the database 11 from the application
response means 22, the processing and communication
control unit 125 forwards the plaintext data directly to the
database operation unit 121. The database operation unit
121 executes a corresponding database operation on
the plaintext data.
[0097] The cryptographic protocol processing execu-
tion unit 122 performs operation on data as is in ciphertext
and accesses the database 11 via the database opera-
tion unit 121. For example, in the case of a command for
acquiring columns B and C from table A in the database
11, i.e., SQL query SELECT B, C FROM A, if columns B
and C in table name A in the database 11 are encrypted,
the database operation unit 121 executes search
processing on ciphertext and sends a search result to
the cryptographic protocol processing execution unit
122.
[0098] The processing and communication control unit
125 communicates with the application response means
22 via the network 30 and controls each unit in the data-
base control means 12.
[0099] The cryptographic protocol information opera-
tion unit 123 reads and writes cryptographic protocol in-
formation from and in the cryptographic protocol infor-
mation storage unit 13. In response to a request for ac-
cess to the cryptographic protocol information storage
unit 13 from the application response means 22 (a read
request), the cryptographic protocol information opera-
tion unit 123 accesses the cryptographic protocol infor-
mation storage unit 13 and sends read cryptographic pro-
tocol information to the application response means 22
via the processing and communication control unit 125.
[0100] The security setting information operation unit
124 reads and writes security setting information from
and in the security setting information storage unit 14. In
response to a request for access to the security setting
information storage unit 14 from the application response
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means 22 (a read request), the security setting informa-
tion operation unit 124 accesses the security setting in-
formation storage unit 14 and sends read security setting
information to the application response means 22 via the
processing and communication control unit 125.

<Variation 1 of database control means>

[0101] Fig. 4 illustrates a variation of the database con-
trol means 12 in Fig. 3. Referring to Fig. 4, the crypto-
graphic protocol information and the security setting in-
formation is stored in the database 11, as a cryptographic
protocol information table 111 and a security setting in-
formation table 112. By issuing a database operation
command (for example, a SQL command specifying a
table name in the cryptographic protocol information ta-
ble) to the database operation unit 121, the cryptographic
protocol information operation unit 123 in Fig. 4 accesses
information in the cryptographic protocol information ta-
ble 111 in the database 11. Likewise, the security setting
information operation unit 124 accesses information in
the security setting information table 112 in the database
11 via the database operation unit 121.

<Variation 2 of database control means>

[0102] Fig. 26 illustrates still another configuration of
the database control means 12 in Fig. 1. Referring to Fig.
26, the database control means 12 includes the database
operation unit 121, the cryptographic protocol processing
execution unit 122, the processing and communication
control unit 125, the cryptographic protocol information
operation unit 123, the security setting information oper-
ation unit 124, and an encryption calculation unit 126.
Fig. 26 differs from Fig. 3 in that the database control
means 12 includes the encryption calculation unit 126.
Since the database operation unit 121, the cryptographic
protocol processing execution unit 122, the processing
and communication control unit 125, the cryptographic
protocol information operation unit 123, and the security
setting information operation unit 124 are the same as
those in Fig. 3, description thereof will be omitted.
[0103] If the encryption algorithm corresponds to pub-
lic key encryption, the application response means 22
sends a public key used for encryption to the database
control means 12 and the encryption calculation unit 126
in the database control means 12 executes encryption.
For example, with the configuration in Fig. 3, when data
stored in the database 11 needs to be encrypted and
stored, the encryption target data needs to be sent from
the database system 10 to the user system 20, the sent
data needs to be encrypted by the user system 20, and
the encrypted data needs to be sent from the user system
20 to the database system 10. With the configuration in
Fig. 26, since there is no need to transmit the encryption
target data from the database system 10 to the user sys-
tem 20, reduction in the communication amount between
the database system 10 and the user system 20 is ex-

pected.

<Variation 3 of database control means>

[0104] Fig. 27 illustrates still another configuration of
the database control means 12 in Fig. 1. Referring to Fig.
27, in the present exemplary embodiment, based on the
configuration in Fig. 26, the cryptographic protocol infor-
mation table 111 and the security setting information ta-
ble 112 are included in the database 11 as in the config-
uration in Fig. 4. Since the encryption calculation unit 126
is the same as that in Fig. 26, description thereof will be
omitted.

<Example of cryptographic protocol information storage 
unit>

[0105] Fig. 5 illustrates the cryptographic protocol in-
formation storage unit 13 in Fig. 1. In Fig. 5, each process-
ing content identifier is information determining a data-
base operation processing content. Database operation
determination codes such as "Simple-Search" (simply
matched with a specified character string) and "Addition"
are set in Fig. 5, but not limited thereto.
[0106] Each confidentiality level represents a data se-
curity (confidentiality) level. While the present invention
is not particularly limited to Fig. 5, in this example, "High",
"Middle", or "Low" is set for each entry. Each confidenti-
ality level may be represented by a number.
[0107] Each encryption algorithm identifier represents
an encryption algorithm used for data encryption. An ex-
ecutable cryptographic protocol identifier is stored for a
corresponding processing content identifier, confidenti-
ality level, and encryption algorithm identifier.
[0108] If "Simple-Search" processing is executed on
data encrypted with a confidentiality level "Middle" and
an encryption algorithm "SE1", the cryptographic proto-
col processing execution unit 122 in the database control
means 12 executes a cryptographic protocol
"SE1_SS_M" in the third row in Fig. 5. "SS" represents
"Simple-Search"(simple match) and "M" represents a
confidentiality "Middle."
[0109] The cryptographic protocol information opera-
tion unit 123 reads a cryptographic protocol identifier from
the cryptographic protocol information storage unit 13
and decodes a corresponding processing content iden-
tifier, confidentiality level, and encryption algorithm iden-
tifier. In this way, a corresponding processing content,
confidentiality level, and encryption algorithm for data are
derived.
[0110] "AES (advance encryption standard)" is a sym-
metric-key cryptosystem standardized in the U.S. as a
new standard. "HE1" represents a homomorphic encryp-
tion (HE) (in this case, the Paillier cryptosystem as an
additive homomorphic encryption). "SE1" represents a
searchable encryption (SE) of a public key system.
[0111] Referring to Fig. 5, even when processing con-
tent is the same processing content "Addition", the en-
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cryption algorism AES that is not a homomorphic encryp-
tion (addition cannot be executed on ciphertext) may be
set. In such a case, the corresponding ciphertext in the
database 11 is sent to the application response means
22, and the application response means 22 causes the
key utilization means 23 to decrypt the encrypted data
with the encryption algorithm AES and executes addition
operation on the plaintext data.

<Example of security setting information storage unit>

[0112] Fig. 6 illustrates the security setting information
storage unit 14 in Fig. 1. Referring to Fig. 6, the security
setting information storage unit 14 includes a column in-
dicating whether table name is encrypted (encryption or
non-encryption of table name), a column name, a column
indicating whether column name is encrypted (encryption
or non-encryption of each column name), a column indi-
cating whether column data is encrypted (encryption or
non-encryption of the column data), a column indicating
the confidentiality level of the column data, and a column
indicating identifier of encryption algorithm used for en-
crypting the column data (column data encryption algo-
rithm identifier).
[0113] In the security setting information storage unit
14 in Fig. 6, for example, in the first row, the table name
"Employee Table" is not encrypted, the column name
"Work Location" is not encrypted, the column data is en-
crypted, "Middle" is set as the confidentiality level of the
column data, and "SE1" is set as the encryption algorithm
identifier. In the fourth row, the table name is encrypted
and the column name and the column data are not en-
crypted (NULL is set in the corresponding entries). In
addition, in the fifth row, the table name is not encrypted,
the column name is encrypted, and the column data is
not encrypted.
[0114] Metadata such as table and column names may
be encrypted by the same encryption algorithm as that
used for encrypting the corresponding column data. Such
table name, column name, column data encrypted by the
same encryption algorithm are associated with each oth-
er and form a single entry in the security setting informa-
tion storage unit 14. Alternatively, an encryption algo-
rithm used for encrypting table and column names may
be different from that used for encrypting the correspond-
ing column data. Alternatively, a certain encryption algo-
rithm may commonly be set for a plurality of table and
column names.
[0115] For example, the security setting information
storage unit 14 stores security setting information about
all the tables registered in the database 11. The setting
content in each entry is based on information set by a
user(s) via the security setting means 26 in the user sys-
tem 20.

<Examples of tables in database>

[0116] Fig. 7 illustrates table information in the data-

base 11. As illustrated in the above Fig. 6, there are cases
where data is encrypted by a plurality of encryption al-
gorithms. For example, two entries include the same col-
umn name "Work Location". Thus, such ciphertext itself
encrypted by a plurality of encryption algorithms is man-
aged by another table.
[0117] In a ciphertext table information table in Fig. 7B,
a name of a ciphertext table, which is a table storing a
ciphertext main body (a ciphertext table name),
an encryption algorithm, and
a parameter (a parameter allocated to the encryption al-
gorithm) are associated with a table name, a column
name, and an encryption algorithm. Such associated in-
formation is stored in the ciphertext table information ta-
ble.
[0118] As an encryption algorithm parameter, in the
case of the encryption algorithm SE1 (Searchable En-
cryption is a public key) in Fig. 7B, there is a security
parameter used for a key generation algorithm (output-
ting a public key and a secret key). As a parameter of
the encryption algorithm AES, for example, there is a key
length, a plaintext block length, a round number, or the
like (no AES parameter is set in Fig. 7B. In such case, a
default value is used).
[0119] Regarding the table name "Employee Table" in
the first row in the ciphertext table information table in
Fig. 7B,
the column name is "Work Location",
the encryption algorithm is "AES", and
the parameter is "Null" (N/A), and
the ciphertext table name is "Encrypted Text_AES_1".
[0120] Regarding the table name "Employee Table" in
the second row in the ciphertext table information table
in Fig. 7B,
the column name is "Work Location",
the encryption algorithm is "SE1",
the parameter is "0x16a..." (0x represents hexadecimal
display), and
the ciphertext table name is "Encrypted Text_SE1_1".
The ciphertext table names "Encrypted Text_AES_1"
and "Encrypted Text_SE1_1" are indicated by Fig. 7D
and Fig. 7(E), respectively.
[0121] Serial numbers in plaintext are stored in entries
under a column of a table (an employee table in Fig. 7A)
in which plaintext data before encryption is stored. Serial
numbers, such as 1, 2, and so on, are allocated to data
such as "Headquarters", "Tamagawa", and the like in en-
tries under the column "Work Location" in the table "Em-
ployee Table" in Fig. 7A.
[0122] In addition, as illustrated in Fig. 7C, in the em-
ployee table after encryption, the column name "Position"
is encrypted to "0xa638..." and serial numbers 1, 2, and
so on in entries under the column name "Work Location"
and the column name "0xa638..." correspond to IDs
specifying the respective encrypted contents.
[0123] In "Encrypted Text_AES_1 Table" in Fig. 7D en-
crypted by the encryption algorithm AES, ciphertext
"0x3d8..." and "0x962.." corresponding to ID = 1 and ID
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= 2, respectively, is the encrypted data of the data cor-
responding to serial number IDs 1 and 2 under
"0xa638..." obtained by encrypting the column name
"Work Location" by AES (encryption data of "Headquar-
ters" and "Tamagawa" in Fig. 7A).
[0124] In "Encrypted Text_AES_2 Table" in Fig. 7(E)
encrypted by the encryption algorithm AES, ciphertext
"0x61b..." and "0xa53..." corresponding to ID = 1 and ID
= 2, respectively, is the encrypted data of the data cor-
responding to serial number IDs 1 and 2 under
"0xa638..." obtained by encrypting the column name "Po-
sition" (encryption data of "Section Chief" and "Chief" in
Fig. 7A).
[0125] In "Encrypted Text_SE1_1 Table" in Fig. 7F en-
crypted by the encryption algorithm SE1, ciphertext
"0x8ec..." and "0xA7c0..." corresponding to ID = 1 and
ID = 2, respectively, is the encrypted data of the data
corresponding to serial number IDs 1 and 2 under
"0xa638..." obtained by encrypting the column name "Po-
sition" (encryption data of "Section Chief" and "Chief" in
Fig. 7A).
[0126] As described above, regarding the data "Head-
quarters", "Tamagawa", and so on under the column
name "Work Location" in the employee table in Fig. 7A,
serial number IDs 1, 2, and so on are allocated to the
respective entries under the column "Work Location" af-
ter encryption, as illustrated in Fig. 7C. Each ciphertext
table storing encrypted data is stored in the database 11
in format as illustrated in Figs. 7D to 7F, for example.
Namely, each ciphertext table is stored so that serial
number IDs 1, 2, and so on are associated with the re-
spective ciphertext.
[0127] Thus, according to the present exemplary em-
bodiment, information for determining a table storing ci-
phertext itself and encryption algorithm parameters are
managed in the ciphertext table information table (Fig.
7B). The ciphertext table information table (Fig. 7B) may
be stored in the security setting information storage unit
14. Alternatively, the ciphertext table information table
may be managed in a storage unit different from the se-
curity setting information storage unit 14.

<Configuration example of application response means>

[0128] Fig. 8 illustrates configurations of the applica-
tion response means 22, the security setting means 26,
and the key utilization means 23 in Fig. 1. Referring to
Fig. 8, the application response means 22 includes a
processing and communication control unit 221, a cryp-
tographic protocol processing execution unit 222, a da-
tabase operation conversion processing unit 223, an en-
cryption calculation unit 224, and a security setting infor-
mation operation unit 225.
[0129] The security setting means 26 includes a setting
display unit 261 and a setting input unit 262. The setting
display unit 261 and the setting input unit 262 output and
input information to the input/output apparatus 27 in Fig.
1, respectively. More specifically, an operation screen

(menu) is displayed on a display apparatus of the in-
put/output apparatus 27 so that the user can select or
input information on the menu, for example.
[0130] The key utilization means 23 includes an en-
cryption calculation unit 231 and a key information man-
agement unit 232.
[0131] For example, the processing and communica-
tion control unit 221 communicates with the database
utilization application 21, the security setting means 26,
the key utilization means 23, and the database control
means 12 in the database system 10 and controls each
unit in the application response means 22.
[0132] For example, the encryption calculation unit 224
executes encryption calculation using information that is
not secret among the key information, such as encryption
calculaton using public key encryption.
[0133] In response to a database operation command
inputted from the database utilization application 21, for
example, based on the confidentiality level of the oper-
ation target data, the database operation conversion
processing unit 223 determines whether to execute cryp-
tographic protocol processing or a normal database op-
eration. If encryption is needed, the database operation
conversion processing unit 223 executes cryptographic
protocol conversion processing (corresponding to steps
4 and 9 in Fig. 2A).
[0134] The database operation conversion processing
unit 223 converts a processing result obtained through
cryptographic protocol processing or a normal database
operation from the database control means 12 into a
processing result corresponding to the normal database
operation command inputted (corresponding to steps 7,
8, and 13 in Fig. 2A).
[0135] The cryptographic protocol processing execu-
tion unit 222 executes cryptographic protocol processing
such as search, addition, or multiplication that can be
executed on ciphertext in the database control means 12
that accesses the database 11, based on processing
content, by communicating with the database control
means 12 (corresponding to step 11 in Fig. 2A).
[0136] The security setting information operation unit
225 gets information (including information about encryp-
tion or non-encryption of metadata, for example) stored
in the security setting information storage unit 14 in the
database system 10 via the processing and communica-
tion control unit 221 and creates auxiliary information for
determining operation target data. The security setting
information operation unit 225 reads and writes informa-
tion from and in the security setting information temporary
storage unit 25.
[0137] By storing (caching) information, which is stored
in the security setting information storage unit 14 in the
database system 10, in the security setting information
temporary storage unit 25 in the user system 20, the
number of queries (traffic) sent from the application re-
sponse means 22 to the database system 10 is reduced
and processing by the application response means 22 in
the user system 20 is executed more quickly.
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[0138] The setting display unit 261 in the security set-
ting means 26 displays/outputs security setting informa-
tion such as confidentiality information set to data stored
in the database 11 to the output apparatus (27 in Fig. 1)
via the application response means 22. The setting input
unit 262 receives input information about data confiden-
tiality information from the user via the input apparatus
27 and reflects the inputted setting information on the
security setting information temporary storage unit 25
and on the security setting information storage unit 14 in
the database system 10 via the application response
means 22. In this operation, the inputted setting informa-
tion may simultaneously be written in the security setting
information temporary storage unit 25 and in the security
setting information storage unit 14. Alternatively, the in-
putted setting information may be written only in the se-
curity setting information temporary storage unit 25 first
and in the security setting information storage unit 14
next.
[0139] The encryption calculation unit 231 in the key
utilization means 23 executes encryption calculation
such as processing for decrypting ciphertext by using key
information (secret key) read via the key information
management unit 232.
[0140] The key information management unit 232
reads key information corresponding to the database op-
eration target data and security setting information about
the data from the key information storage unit 24 after
authentication by a user who is an owner of the key in-
formation (for example, a user of the database utilization
application 21 or a system manager on the user system).
The key information management unit 232 writes key in-
formation in the key information storage unit 24.

<Example of security setting information temporary stor-
age unit>

[0141] Fig. 9 schematically illustrates an example of
content in the security setting information temporary stor-
age unit 25 in the user system 20 in Fig. 1. The security
setting information temporary storage unit 25 includes
entries for "Decrypted Table Name" and "Decrypted Col-
umn Name" as auxiliary information for determining the
database operation target, in addition to the content of
the security setting information storage unit 14 in the da-
tabase system 10 in Fig. 6. The other information is the
same as that in the security setting information storage
unit 14 in Fig. 6.
[0142] For example, Fig. 9 includes a table name "Em-
ployee Table" having an encrypted column name
"0xa638...". It is seen that the corresponding decrypted
plain-text column name is "Position" from the corre-
sponding entry under the column "Decrypted Column
Name". This represents a correspondence relationship
between the column "Position" in the table "Employee
Table" in Fig. 7A and the encrypted column name
"0xa638..." in Fig. 7C.
[0143] In Fig. 9, for example, to execute a database

query for referring to a table name "XX Table" in the da-
tabase 11, it is necessary to refer to encrypted table name
"0x30c8a4..." in the database 11.
[0144] If a database operation command inputted from
the database utilization application 21 includes the table
name "XX Table" (for example, SQL command: select
column name, from "XX table"), the security setting in-
formation operation unit 225 extracts the encrypted table
name "0x30c8a4..." corresponding to "XX Table" from
the security setting information temporary storage unit
25 and sends a database operation command relating
to the encrypted table name "0x30c8a4..." (select column
name, from "0x30c8a4...") to the database control means
12 via the cryptographic protocol processing execution
unit 222 and the processing and communication control
unit 221.

<Example of key information storage unit>

[0145] Fig. 10 illustrates the key information storage
unit 24. The key information storage unit 24 includes en-
cryption algorithm identifiers and key information. In Fig.
9, key information used for encrypting and decrypting
data with the encryption algorithm "AES" is "0x51a4...".
In addition, key information used for an encryption algo-
rithm HE1 as public key encryption is "0xb316...". The
key information includes public key information used for
encryption and homomorphic operation processing and
secret key information used for decryption.

<Processing of security setting means>

[0146] Hereinafter, a processing procedure executed
via the security setting means 26 described with refer-
ence to Figs. 1 and 8 will be described in detail. The
security setting means 26 in the user system 20 sets
security information about data in the database 11.
[0147] Fig. 11 is a flowchart illustrating a processing
procedure executed via the security setting means 26.
For example, an existing application may be used as the
database utilization application 21. In the present exem-
plary embodiment, to avoid modification of an existing
application, processing for setting a confidentiality level
or the like to data is realized by inputting a confidentiality
level via the security setting means 26. A processing flow
executed via the security setting means 26 will be de-
scribed with reference to Fig. 11.

Step 1. Getting security setting information:

[0148] The application response means 22 is request-
ed to acquire current security setting information about
the database 11. The application response means 22
refers to the security setting information storage unit 14
in the database system 10 or to the security setting in-
formation temporary storage unit 25 in the user system
20, gets security setting information corresponding to the
database operation target data or the like, and sends the
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security setting information to the security setting means
26.
[0149] When the security setting information (see Fig.
9) from the security setting information storage unit 14 is
obtained, the application response means 22 creates and
sends the data format of the security setting information
temporary storage unit 25 (see Fig. 6). Namely, in the
security setting information (see Fig. 6) obtained from
the security setting information storage unit 14, if encryp-
tion of metadata (table and column names) is "Applied",
the application response means 22 decrypts the encrypt-
ed metadata by using the key utilization means 23, cre-
ates plaintext metadata, and sends the created plaintext
metadata to the security setting means 26. Alternatively,
in the security setting information (see Fig. 9) obtained
from the security setting information storage unit 14, if
encryption of metadata (table and column names) is "Ap-
plied", the application response means 22 sends infor-
mation under the columns "Decrypted Table Name" and
"Decrypted Column Name" (plaintext metadata) to the
security setting means 26.
[0150] Regarding the acquisition of the security setting
information in step 1, information about table names or
about certain tables may be obtained and displayed se-
lectively (partially) or gradually, instead of the entire in-
formation in the database 11.

Step 2. Displaying security setting information:

[0151] The setting display unit 261 in the security set-
ting means 26 causes the input/output apparatus 27 to
display the security setting information sent from the ap-
plication response means 22.

Step 3. Inputting setting target and setting content:

[0152] The setting input unit 262 in the security setting
means 26 receives a setting target (for example, table
and column names) and setting content (for example,
application of encryption of table and column names and
the confidentiality level of column data) inputted by the
database user via the input/output apparatus 27.

Step 4. Setting update process:

[0153] The setting input unit 262 in the security setting
means 26 sends the inputted setting target and content
to the application response means 22 to request change
(update) of the setting. The security setting information
operation unit 124 in the database control means 12 and
the security setting information operation unit 225 in the
application response means 22 write the change of the
security setting in the security setting information storage
unit 14 and the security setting information temporary
storage unit 25, respectively.
[0154] If a new table is created in the database 11, the
execution timing of the processing procedure of the se-
curity setting means 26 illustrated in Fig. 11 may previ-

ously be set by the user, before the database utilization
application 21 issues a table creation command. Alter-
natively, when the database utilization application 21 is-
sues a table creation command, if a corresponding table
name or the like is not registered in the security setting
information storage unit 14 or the security setting infor-
mation temporary storage unit 25, the security setting
means 26 may display a screen requesting the user to
input information about a table name, a column name,
encryption or non-encryption of the table and column
names, the confidentiality level of column data, etc. If the
user changes the security setting of a table or the like
created in the database 11, the security setting is
changed via the security setting means 26. In such case,
while use of a GUI (Graphical User Interface) is arbitrary,
the security setting means 26 may cause the input/output
apparatus 27 to select and execute a table list display
command or the like as an operation menu, for example,
to display a list of some or all the table names on the
screen (if a table name is encrypted, for example, a de-
crypted table name in the security setting information
temporary storage unit 25 is referred to, so that the table
name is displayed in plaintext). By requesting the user
to select a relevant table and setting operation, the cor-
responding setting information can be updated.

<Setting update processing (change of encryption to "Ap-
plied")>

[0155] Fig. 12 is a flowchart illustrating detailed
processing of the setting update processing in step 4 in
Fig. 11. Fig. 12 illustrates processing for setting encryp-
tion of metadata (a table name and/or a column name)
to "Applied". The following description will be made as-
suming that encryption of target metadata (a table name
and/or a column name) has already been set to "NULL"
in the security setting information storage unit 14 and the
security setting information temporary storage unit 25.

Step 0:

[0156] The security setting means 26 receives setting
target metadata (a table name and/or a column name)
and setting content (encryption "Applied") from the in-
put/output apparatus 27.

Step 1. Creating ciphertext of target metadata:

[0157] Upon reception of a setting update request from
the security setting means 26, the application response
means 22 uses the key utilization means 23 to create
ciphertext of the setting target metadata (a table name
and/or a column name). The application response means
22 refers to the security setting information temporary
storage unit 25 or the security setting information storage
unit 14 and gets encryption algorithm information corre-
sponding to the metadata. In addition, the application re-
sponse means 22 causes the encryption calculation unit
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231 to encrypt the metadata (a table name and/or a col-
umn name) and creates ciphertext metadata.

Step 2. Changing plaintext metadata in database to ci-
phertext metadata:

[0158] Upon reception of a setting change instruction
from the security setting means 26, the application re-
sponse means 22 requests the database control means
12 to replace the setting target metadata in the database
11 with the encrypted data metadata created in the above
step 1. The database control means 12 replaces the
plaintext metadata in the database 11 with the encrypted
data metadata. Since the following examples are imple-
mentation-specific operations, the present invention is
not particularly limited thereto. For example, when a table
name is changed to ciphertext, the application response
means 22 may use the following SQL command:

ALTER TABLE table before change RENAME TO table 
name after change

[0159] A SQL statement including the ciphertext table
name as the table name after change may be automat-
ically generated and issued to the database operation
unit 121 (Fig. 4) in the data control means 12. When a
column name is changed to ciphertext, for example, the
following SQL command may be used:

ALTER TABLE table name RENAME COLUMN column 
name before change TO column name after change

[0160] A SQL statement including the encrypted data
column name as the column name after change may be
automatically generated by the application response
means 22 and issued to the database operation unit 121
(Fig. 4).

Step 3. Changing security setting information:

[0161] The application response means 22 causes the
security setting information storage unit 14 (see Fig. 6)
to replace the plaintext table or column name as the set-
ting target with the ciphertext table name or the encrypted
data column name via the database control means 12.
In addition, the application response means 22 requests
the security setting information operation unit 124 in the
database control means 12 to change "Encryption of Ta-
ble Name" and "Encryption of Column Name" to "Ap-
plied". In this way, the security setting information in the
security setting information storage unit 14 is changed.
In addition, the corresponding table and column names
in the ciphertext table information table (Fig. 7B) are re-
placed with the ciphertext table and column names.

Step 4. Changing security setting information temporary 
storage unit:

[0162] The security setting information operation unit
225 in the application response means 22 refers to the
security setting information temporary storage unit 25
(see Fig. 9) and writes the original plaintext table name
or column name as the setting target in the corresponding
entry under "Decrypted Table Name" or "Decrypted Col-
umn Name". The table name or the column name is re-
placed with the ciphertext table name or the encrypted
data column name, and the corresponding entry under
"Encryption of Table Name" or "Encryption of Column
Name" is changed to "Applied".

Step 5. Sending information representing completion of 
change:

[0163] The application response means 22 sends in-
formation representing completion of the change of the
setting (setting update processing) to the security setting
means 26. The security setting means 26 displays the
information representing the completion on the input/out-
put apparatus 27. In such a case, the content after the
change of the setting in the security setting information
temporary storage unit 25 may be displayed on the
screen to present the completion of the change to the
user.
[0164] The security setting means 26 may simultane-
ously or separately change encryption of the table name
and encryption of the column name to "Applied". Alter-
natively, encryption of a plurality of tables or a plurality
of columns may collectively be changed to "Applied". In
such case, the above steps 1 to 4 are executed to each
of the tables/columns.

<Setting update process (change of encryption to 
"NULL")>

[0165] Next, processing for changing to encryption
"NULL" will be described, as a detail processing proce-
dure of the setting update process in step 4 in Fig. 11.
Fig. 13 is a flowchart illustrating another example of the
setting update processing in step 4 in Fig. 11. Fig. 13
illustrates a processing procedure for changing encryp-
tion of metadata (a table name and/or a column name)
from "Applied" to "NULL". The following description will
be made assuming that encryption of metadata (a table
name and/or a column name) has already been set to
"Applied".
[0166] Step 0: The security setting means 26 receives
setting target metadata (a table name and/or a column
name) and setting content (encryption "NULL") from the
input/output apparatus 27.
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Step 1. Getting a set of metadata (plaintext and cipher-
text):

[0167] Upon reception of a setting change instruction
from the security setting means 26, the application re-
sponse means 22 refers to the security setting informa-
tion temporary storage unit 25 (see Fig. 9), gets ciphertext
metadata in the database 11 regarding the setting target
metadata (a table name or a column name), and gets a
corresponding plaintext table name or column name from
a corresponding entry under the column "Decrypted Ta-
ble Name" or "Decrypted Column Name".

Step 2. Changing ciphertext metadata in database 11 
into plaintext metadata:

[0168] The application response means 22 requests
the database control means 12 to replace the encrypted
data metadata (a table name or a column name) with the
corresponding plaintext metadata. The table name/col-
umn name in the database 11 is replaced with the plain-
text table name/column name. When a table name is
changed, for example, the database control means 12
may issue the following SQL command:

ALTER TABLE table name before change RENAME TO 
table name after change

[0169] A SQL statement including the table name be-
fore change as the encrypted data and the table name
after change as the plaintext table name may be issued
to the database operation unit 121 (Fig. 4). When a col-
umn name is changed to ciphertext, for example, the fol-
lowing SQL command may be issued.

ALTER TABLE table name RENAME COLUMN column 
name before change TO column name after change

[0170] A SQL statement including the column name
before change as the encrypted data and the column
name after change as the plaintext may be issued to the
database operation unit 121 (Fig. 4). In addition, the cor-
responding table and column names in the ciphertext ta-
ble information table (Fig. 7B) are replaced with the plain-
text table and column names.

Step 3. Changing security setting information:

[0171] The database control means 12 is requested to
replace the entries under "Encrypted Text Table Name"
or "Encrypted Text Column Name" in the security setting
information storage unit 14 (see Fig. 6) with the plaintext
table or column name. In addition, a request for changing
information under the column "Encryption of Table
Name" or "Encryption of Column Name" to "NULL" is
sent. The security setting information operation unit 124
in the database control means 12 changes the security
setting information.

Step 4. Changing security setting information temporary 
storage unit:

[0172] The security setting information operation unit
225 in the application response means 22 replaces the
ciphertext table or column name with the corresponding
plaintext table or column name, changes the correspond-
ing entry under the column "Decrypted Table Name" or
"Decrypted Column Name" to "NULL", and changes the
corresponding entry under the column "Encryption of Ta-
ble Name" or "Encryption of Column Name" to "NULL"
in the security setting information temporary storage unit
25 (see Fig. 9).

Step 5. Sending information representing completion of 
change:

[0173] The application response means 22 sends in-
formation representing completion of the change to the
security setting means 26.
[0174] The security setting means 26 may simultane-
ously or separately change the corresponding entries un-
der "Encryption of Table Name" and "Encryption of Col-
umn Name" to "NULL". Alternatively, encryption of a plu-
rality of tables or a plurality of columns may collectively
be changed to "NULL". In such case, the above steps 1
to 4 are executed to each of the tables/columns.

<Confidentiality setting processing>

[0175] In the present exemplary embodiment, to avoid
modification of the existing database use application 21,
an operation for setting a data confidentiality level is ex-
ecuted via the security setting means 26. The security
setting means 26 queries the application response
means 22 about current content of the security setting
information storage unit 14 and content of the database
11. Instead of querying about all the information at once,
the security setting means 26 may partially or in a step-
wise manner, query about the information, for example,
by querying about a list of all table names first and a list
of column names and security settings of certain tables
next.
[0176] The application response means 22 reads the
contents of the security setting information storage unit
14. If metadata is encrypted, the application response
means 22 uses the key utilization means 23 to decrypt
the encrypted metadata and sends the decrypted meta-
data to the security setting means 26.
[0177] According to the present exemplary embodi-
ment, processing efficiency can be improved by using
information stored in the security setting information tem-
porary storage unit 25.
[0178] The application response means 22 reads the
contents of the database 11 via the database control
means 12. If metadata (table and column names) and
column data is encrypted, the application response
means 22 uses the key utilization means 23 to decrypt
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the metadata and the column data and sends the de-
crypted metadata and column data to the security setting
means 26. The security setting means 26 displays secu-
rity setting information and database information.
[0179] The database user specifies encryption or non-
encryption of metadata and the confidentiality level of
column data (for example, one of the three levels "Low",
"Middle", and "High") to the security setting means 26 via
the input/output apparatus 27.
[0180] The security setting means 26 sends the input-
ted confidentiality information to the application response
means 22. The application response means 22 reflects
the confidentiality information sent from the security set-
ting means 26 on the security setting information tempo-
rary storage unit 25 and causes the security setting in-
formation storage unit 14 to change the contents of the
database 11 via the database control means 12.

<Confidentiality setting 1>

[0181] Fig. 14 is a flowchart illustrating a processing
procedure for setting a confidentiality level to plaintext
column data stored in the database 11 (for encrypting
plaintext column data).

Step 0.

[0182] The application response means 22 receives a
setting target table name and column name and setting
content (confidentiality) from the security setting means
26.

Step 1. Selecting encryption algorithm:

[0183] The application response means 22 refers to
the cryptographic protocol information storage unit 13
(see Fig. 5), gets a list of encryption algorithm identifiers
corresponding to the inputted confidentiality level (High,
Middle, Low), and selects one of the encryption algorithm
identifiers. If one of the encryption algorithm identifiers
corresponding to a single confidentiality level is selected
from the list, one that can achieve good processing effi-
ciency is selected. The application response means 22
may automatically select such encryption algorithm iden-
tifier. Alternatively, the list of encryption algorithm iden-
tifiers may be displayed on the screen via the security
setting means 26 and the user changing the confidenti-
ality level may select an encryption algorithm identifier.

Step 2. Changing security setting information:

[0184] The application response means 22 requests
the security setting information operation unit 124 in the
database control means 12 to change the corresponding
entry under "Confidentiality of Column Data" correspond-
ing to the setting target table name and column name in
the security setting information storage unit 14 (see Fig.
6) to the inputted confidentiality level. In addition, the ap-

plication response means 22 requests the security set-
ting information operation unit 124 to change the corre-
sponding entry under "Column Data Encryption Algo-
rithm Identifier" to the encryption algorithm identifier se-
lected in step 1. In this way, the security setting informa-
tion in the security setting information storage unit 14 is
updated. If the setting target table name and column
name are encrypted, the application response means 22
searches the decrypted table names or the decrypted
column names in the security setting information tempo-
rary storage unit 25 for table and column names matching
the plaintext table name or the plaintext column name
inputted from the security setting means 26. Next, the
application response means 22 gets the corresponding
ciphertext table name or ciphertext column name and
determines the setting-target ciphertext table name and
ciphertext column name in the security setting informa-
tion storage unit 14 (see Fig. 6).

Step 3. Changing security setting information temporary 
storage unit:

[0185] The security setting information operation unit
225 in the application response means 22 causes the
security setting information temporary storage unit 25 to
change the corresponding entry under "Confidentiality of
Column Data" corresponding to the setting target table
name and column name from "Null" to the inputted con-
fidentiality level and to change the corresponding entry
under "Column Data Encryption Algorithm Identifier" to
the encryption algorithm identifier selected in step 1.

Step 4. Getting setting target column data:

[0186] The application response means 22 requests
the database control means 12 to acquire column data
corresponding to the setting target table name and col-
umn name and gets the column data. As described
above, the column data is stored in a ciphertext table
(Fig. 7) in the database 11. If the database does not in-
clude the column data of the corresponding column, the
operation proceeds to step 9.

Step 5. Encrypting column data and creating serial num-
bers, plaintext, and ciphertext:

[0187] The application response means 22 sends the
obtained column data (plaintext column data) and the
encryption algorithm identifier selected in step 1 to the
key utilization means 23 and requests the key utilization
means 23 to encrypt the column data. The application
response means 22 allocates serial numbers to the ob-
tained ciphertext column data and creates a list including
a set of [serial number, plaintext column data, ciphertext
column data].

35 36 



EP 2 778 952 A1

20

5

10

15

20

25

30

35

40

45

50

55

Step 6. Creating ciphertext table:

[0188] The application response means 22 requests
the database control means 12 to create a table storing
a list including a set of [serial number, ciphertext column
data] created in step 5 and creates a ciphertext table in
the database 11 (the ciphertext table name is
ciphertext_encryption algorithm identifier, as illustrated
in Fig. 7B).

Step 7. Updating ciphertext table information table:

[0189] The application response means 22 requests
the database control means 12 to add a set of [setting
target table name, setting target column name, encryp-
tion algorithm identifier selected in step 1, ciphertext table
name created] in the ciphertext table information table
(see Fig. 7B). The database control means 12 adds the
combination of [table name, column name, encryption
algorithm identifier, ciphertext table name] in the cipher-
text table information table (see Fig. 7B).

Step 8. Replacing plaintext column data:

[0190] The application response means 22 requests
the database control means 12 to replace the corre-
sponding plaintext column data under the database op-
eration target column (for example, the data under the
column name "Work Location" in Fig. 7A) with the serial
numbers associated in the combination of [serial number,
plaintext column data, ciphertext column data] created
in step 5 (see Fig. 7C). The database control means 12
associates ID = 1, 2, and so on with the encrypted data
column data encrypted in step 5, respectively, in the ci-
phertext table and stores the associated information (see
the storage formats in Figs. 7D to 7F).

Step 9. Sending information representing completion of 
change:

[0191] The application response means 22 sends in-
formation representing completion of the change to the
security setting means 26.
[0192] Other than cases in which plaintext column data
already stored in the database 11 is encrypted by an
encryption algorithm corresponding to a confidentiality
level and is stored in the database 11, the procedure in
Fig. 14 is also applicable to such cases in which plaintext
column data is stored in the database 11 in response to
a database operation command inputted to the applica-
tion response means 22 (for example, cases in which,
while a confidentiality level has been set to newly-regis-
tered column data via the security setting means 26, an
encryption algorithm or the like has not been selected
yet).

<Confidentiality setting 2>

[0193] The procedure illustrated in Fig. 14 is a process-
ing procedure for setting a confidentiality level to plaintext
column data stored in the database 11 when the data-
base control means 12 has the configuration in Fig. 3 or
Fig. 4. Fig. 28 is a flowchart illustrating a processing pro-
cedure for setting a confidentiality level to plaintext col-
umn data stored in the database 11 when the database
control means 12 has the configuration in Fig. 26 or Fig.
27. In Fig. 28, steps 1 to 9 are the same as those in Fig.
14. In Fig. 28, if the encryption algorithm selected in step
1 corresponds to public key encryption such as HE1, the
branching to step 10 is performed after step 3.
[0194] Step 10: If the encryption algorithm selected in
step 1 corresponds to public key encryption such as HE1,
the application response means 22 gets public key infor-
mation via the key utilization means 23, sends the public
key information and the corresponding encryption algo-
rithm identifier to the database control means 12, and
requests the database control means 12 to encrypt the
plaintext column data.
[0195] Step 11: The database control means 12 gets
the setting target plaintext column data from the database
11. If there is no corresponding column data, branching
to step 16 is performed.
[0196] Step 12: The encryption calculation unit 126 in
the database control means 12 encrypts the column data,
by using the encryption algorithm identifier and the public
key information received from the application response
means 22. The database control means 12 allocates se-
rial numbers to the obtained ciphertext column data and
creates a list including a set of [serial number, plaintext
column data, ciphertext column data].
[0197] Step 13: The database control means 12 cre-
ates a ciphertext table (see Figs. 7D to 7F) storing a list
including a set of [serial number, ciphertext column data].
[0198] Step 14: The database control means 12 adds
a set of [setting target table name, setting target column
name, encryption algorithm identifier selected in step 1,
ciphertext table name created in step 12] in the ciphertext
table information table (see Fig. 7B).
[0199] Step 15: The database control means 12 re-
places the corresponding plaintext column data under
the operation target column with the serial numbers as-
sociated in the combination of [serial number, plaintext
column data, ciphertext column data] created in step 12
and stores the obtained information in the database 11.
[0200] Step 16: The database control means 12 sends
information representing completion of the encryption of
the plaintext column data to the application response
means 22. The application response means 22 sends
the information representing completion of the change
to the security setting means 26 (step 9).

<Change of a confidentiality level>

[0201] Next, processing for reflecting a column data
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confidentiality level in the security setting information
storage unit 14, the security setting information tempo-
rary storage unit 25, and the database 11 will be de-
scribed. The following description will be made assuming
that a confidentiality level has already been set.
[0202] The application response means 22 refers to
the security setting information storage unit 14, gets in-
formation about a column data confidentiality level that
has already been set to a specified column, and com-
pares the column data confidentiality level with a newly
specified confidentiality level. If the confidentiality level
is the same, the application response means 22 does
not execute any processing. If the newly specified con-
fidentiality level is lower than the column data confiden-
tiality level already set in the security setting information
storage unit 14, the application response means 22
changes the corresponding entry under "Confidentiality
of Column Data" in the security setting information to the
newly specified confidentiality level.
[0203] If the confidentiality level specified via the se-
curity setting means 26 is higher than the column data
confidentiality level already been set in the security set-
ting information storage unit 14, step 4 and subsequent
steps thereto in Fig. 15 will be executed.
[0204] Fig. 15 illustrates a processing flow executed
by the application response means 22 to reflect a setting
target and setting content inputted via the security setting
means 26. Processing for changing a set confidentiality
level (to a higher level) (processing by the application
response means 22) will be described with reference to
Fig. 15.

Step 0:

[0205] The application response means 22 receives a
setting target table name and column name and setting
content (change of a confidentiality level) from the secu-
rity setting means 26.

Step 1. Getting list of encryption algorithm identifiers al-
ready been set:

[0206] The application response means 22 gets a list
of encryption algorithm identifiers used for encryption of
the column data specified by the inputted setting-target
table name and column name from the security setting
information storage unit 14 (see Fig. 6) in the database
system 10. If the setting-target table name and column
name are encrypted, the application response means 22
searches the decrypted table names or decrypted col-
umn names in the security setting information temporary
storage unit 25 for the table name and column name
matching the plaintext table name or the plaintext column
name inputted via the security setting means 26, gets
the corresponding ciphertext table name or ciphertext
column name, and determines the setting target cipher-
text table name and ciphertext column name in the se-
curity setting information storage unit 14 (see Fig. 6).

Step 2. Getting list of encryption algorithm identifiers cor-
responding to specified confidentiality level:

[0207] The application response means 22 refers to
the cryptographic protocol information storage unit 13
(Fig. 5) in the database system 10 and gets a list of en-
cryption algorithm identifiers corresponding to the newly-
inputted confidentiality level.

Step 3. Comparing encryption algorithm identifiers:

[0208] The application response means 22 compares
the list of encryption algorithm identifiers obtained in step
1 with the list of encryption algorithm identifiers corre-
sponding to the list of the new confidentiality level ob-
tained in step 2.

Step 4. Creating new ciphertext table:

[0209] As a result of the comparison in step 3, if a com-
mon encryption algorithm identifier does not exist in the
list of encryption algorithm identifiers obtained in step 1
and the list of encryption algorithm identifiers correspond-
ing to the new confidentiality level obtained in step 2, the
application response means 22 creates a new ciphertext
table in accordance with the following procedure. If a
common encryption algorithm identifier exists, since data
encrypted by an encryption algorithm with the same con-
fidentiality level exists, the following confidentiality
change processing is not executed (processing for re-
encrypting data by an encryption algorithm correspond-
ing to the new confidentiality information, creating a ci-
phertext table, and updating the ciphertext table informa-
tion).

Step 5. Getting all the encrypted data from existing ci-
phertext table:

[0210] If a plurality of encryption algorithm identifiers
are included in the list of encryption algorithm identifiers
obtained in step 1, the application response means 22
selects one of the encryption algorithm identifiers (if only
one encryption algorithm identifier is included, that en-
cryption algorithm identifier is selected) and requests the
database control means 12 to acquire the content of the
ciphertext table corresponding to the selected encryption
algorithm identifier from the database 11. The database
control means 12 refers to the ciphertext table informa-
tion table (see Fig. 7B), identifies a ciphertext table name
corresponding to the selected encryption algorithm iden-
tifier, gets the content of the identified ciphertext table
(the content is stored in format in which an ID and a ci-
phertext are stored in a pair format), and sends the con-
tent to the application response means 22.

Step 6. Decrypting ciphertext:

[0211] The application response means 22 sends the
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encryption algorithm identifier selected in step 5 and the
obtained ciphertext to the key utilization means 23 and
requests the key utilization means 23 to decrypt the en-
crypted data into plaintext.

Step 7. Creating ciphertext with encryption algorithm hav-
ing new identifier:

[0212] If the list of encryption algorithm identifiers cor-
responding to the confidentiality level obtained in step 2
includes a plurality of encryption algorithm identifiers that
are included only therein (that are not included in the list
of encryption algorithm identifiers obtained in step 1), the
application response means 22 selects one of the en-
cryption algorithm identifiers (if only one encryption al-
gorithm identifier is included, that encryption algorithm
identifier is selected), sends the selected encryption al-
gorithm identifier and the plaintext obtained in step 6 to
the key utilization means 23, and requests the key utili-
zation means 23 to encrypt the plaintext with the encryp-
tion algorithm having the new identifier. Next, a list in-
cluding a set of
[serial number, plaintext, ciphertext]
is newly created.

Step 8. Creating ciphertext table:

[0213] The application response means 22 requests
the database control means 12 to create a ciphertext
table storing a list including a set of
[serial number, ciphertext]
to create a ciphertext table (see the storage format in
Figs. 7D to 7F).

Step 9. Updating ciphertext table information table:

[0214] To add a new table in the encryption table in-
formation table (see Fig. 7B), the application response
means 22 requests the database control means 12 to
add a set of [target table name, target column name, new
encryption algorithm identifier, ciphertext table name cre-
ated in step 8].

Step 10. Deleting ciphertext table not satisfying specified 
confidentiality level:

[0215] Regarding the encryption algorithm identifiers
only included in step 1, the application response means
22 requests the database control means 12 to refer to
the ciphertext table information table (see Fig. 7B), de-
termine a corresponding ciphertext table name, and de-
lete the corresponding ciphertext table and the corre-
sponding part in the ciphertext table information table (a
row (an entry) including a ciphertext table name as the
deletion target) from the database 11. Through this op-
eration, regarding the column data for which change of
the confidentiality level is specified, the column data en-
crypted with an encryption algorithm having a lower con-

fidentiality level than a newly specified confidentiality lev-
el is deleted from the database 11.
[0216] If the currently set confidentiality level is set to
be lower via security setting means 26, likewise process-
ing is executed. If data encrypted with an encryption al-
gorithm corresponding to the same confidentiality level
as a newly specified confidentiality level exists, the
processing for executing re-encryption with an encryp-
tion algorithm corresponding to the newly specified con-
fidentiality level and for creating a ciphertext table is not
executed.

<Data addition procession>

[0217] Next, a processing procedure for adding new
column data in the database will be described. Fig. 16 is
a flowchart illustrating processing executed by the appli-
cation response means 22 for adding data in a table al-
ready been created in the database 11.

Step 0. Receiving data addition instruction:

[0218] The application response means 22 recognizes
that a database operation command inputted from the
database utilization application 21 is a data addition in-
struction, such as the following SQL INSERT statement

(INSERT INTO (column name 1, column name 2, ...) 
VALUES (value 1, value 2,...).

Step 1. Determining whether or not metadata is encrypt-
ed:

[0219] The application response means 22 refers to
the security setting information storage unit 14 in the da-
tabase system 10 or the security setting information tem-
porary storage unit 25 and determines whether the ad-
dition target table name and column name are encrypted
in the database 11.

Step 2. Replacing plaintext metadata with ciphertext:

[0220] If the table name and column name specified
by the database operation command corresponding to
the data addition instruction are encrypted, the applica-
tion response means 22 gets the ciphertext table name
and plaintext column name corresponding to the plaintext
table name and column name under the columns "De-
crypted Table Name" and "Decrypted Column Name" in
the security setting information temporary storage unit
25 and replaces the plaintext table name and plaintext
column name included in the data addition instruction
such as the above INSERT statement with the ciphertext
table name and ciphertext column name obtained.
[0221] The application response means 22 refers to
the security setting information storage unit 14 or the se-
curity setting information temporary storage unit 25 and
gets a column data confidentiality level and an encryption

41 42 



EP 2 778 952 A1

23

5

10

15

20

25

30

35

40

45

50

55

algorithm identifier corresponding to the addition target
column.

Step 3. Checking confidentiality already been set:

[0222] If the confidentiality level of the column data cor-
responding to the table name and column name repre-
sents Null in the security setting information storage unit
14 or the security setting information temporary storage
unit 25 (if a confidentiality level is not set), the application
response means 22 executes step 8. If a column data
confidentiality level is set, the application response
means 22 executes step 4.

Step 4. Creating encrypted data based on confidentiality 
already been set:

[0223] If a column data confidentiality level and an en-
cryption algorithm identifier are set, regarding all the en-
cryption algorithm identifiers set, the application re-
sponse means 22 sends the plaintext data to be added
and the encryption algorithm identifiers to the key utiliza-
tion means 23, encrypts the plaintext data with the set
encryption algorithm, and creates a list including a set of
[encryption algorithm identifier, encrypted data].

Step 5. Requesting addition of data including encryption 
algorithm identifier and encrypted data:

[0224] The application response means 22 sends the
addition target table name and column name and [en-
cryption algorithm identifier, encrypted data] obtained in
step 4 to the database control means 12 to request ad-
dition of the data in the database 11.

Step 6. Adding encrypted data in ciphertext table:

[0225] The database control means 12 gets the max-
imum value of the serial numbers stored in the addition
target column and sets a value obtained by adding 1 to
the maximum value of the serial numbers as an addition
ID start number IDx.
[0226] The database control means 12 refers to the
ciphertext table information table (Fig. 7B) for all sets of
[encryption algorithm identifier, encrypted data] obtained
in step 4 and gets a ciphertext table name corresponding
to an encryption algorithm identifier specified by the ad-
dition target table and column.
[0227] Next, the database control means 12 adds a set
of [addition ID, encrypted data] in the ciphertext table
obtained. Referring to Figs. 7D to 7F and the like, the
ciphertext table stores pair information about an ID and
associated encrypted data. Thus, [addition ID, encrypted
data] is added to the last row in the ciphertext table. If a
plurality of data is added, the addition IDs are sequentially
incremented from the start number IDx, such as IDx+1,
IDx+2, and so on.

Step 7. Adding addition IDs in entries under column in 
target table:

[0228] In the corresponding entries under the column
in the addition target table, the addition IDs obtained in
step 6 are added as column data. For example, the ad-
dition IDs are added after the last row in the column in
the table (after encryption) in Fig. 7C. If the number of
data to be added is N, IDx, IDx+1, IDx+2, ..., IDx+N-1
are added after the last row in the column in the table
(after encryption) in Fig. 7C and the maximum ID value
is updated to IDx+N-1.
[0229] Steps 4 to 7 correspond to data addition
processing executed when a confidentiality level is set.
[0230] In step 3, if a confidentiality level is not set, the
following processing is executed.

Step 8. Requesting addition of data in target table:

[0231] The application response means 22 sends an
instruction for adding data, obtained after the addition
target table name and column name are encrypted to
ciphertext in step 2, to the database control means 12,
so as to request the database control means 12 to add
the data in the database 11.

Step 9. Adding data in target table:

[0232] The database control means 12 adds the data
in the database 11 in accordance with the data addition
instruction sent from the application response means 22.
[0233] A processing procedure for setting application
or non-application of encryption and for setting a confi-
dentiality level as security information settings and a
processing procedure for adding column data as a data-
base operation example according to the present exem-
plary embodiment have thus been described with refer-
ence to the respective flowcharts. Hereinafter, some of
the representative processing in the system according
to the present exemplary embodiment will be described
(since the processing does not basically involve any de-
cision and the like, no flowchart is used).

<Initial operation after application response means is 
started>

[0234] An initial operation executed after the applica-
tion response means 22 is started will be described with
reference to Fig. 1. In an initial operation of the application
response means, to improve the efficiency of the subse-
quent processing, as an initial operation after the appli-
cation response means is started, processing for reading
part of the information stored in the database system 10
out to the user system 20 side and processing for gen-
erating auxiliary information is executed.
[0235] The application response means 22 reads the
contents in the security setting information storage unit
14 in the database system 10 via the database control
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means 12 and stores the read contents in the security
setting information temporary storage unit 25.
[0236] If metadata (table and column names) in the
database 11 is encrypted, the application response
means 22 decrypts the encrypted metadata via the key
utilization means 23 and stores the decrypted metadata
in the corresponding columns under "Decrypted Table
Name" and "Decrypted Column Name" in the security
setting information temporary storage unit 25. In addition,
the application response means 22 may read the con-
tents in the cryptographic protocol information storage
unit 13 in the database system 10 out to the user system
20 side and store the read contents in a storage unit
during an initial operation of the application response
means 22.

<Processing for operating metadata>

[0237] Operations for adding a new table and changing
an existing table name and column name in the database
11 (operating metadata) will be described. When a new
table is added in the database 11, as described above,
security information is set via the security setting means
26.
[0238] Upon reception of a database operation com-
mand for adding a table from the database utilization ap-
plication 21, the application response means 22 notifies
the security setting means 26 of this command. The se-
curity setting means 26 displays the content of the table
addition command on a screen and requests the data-
base user to input security setting information about the
table to be added (encryption or non-encryption of a table
name and of a column name and a column data confi-
dentiality level). The security setting means 26 sends the
security setting information inputted by the database user
to the application response means 22.
[0239] The application response means 22 encrypts
the table name and the column name in accordance with
the security setting information sent from the security set-
ting means 26, sends the database operation command
for adding a table to the database control means 12, and
creates a table in the database 11.
[0240] The application response means 22 sends the
security setting information to the database control
means 12 and stores the security setting information in
the security setting information storage unit 14. The ap-
plication response means 22 stores the same security
setting information as the security setting information
stored in the security setting information storage unit 14
in the security setting information temporary storage unit
25. If the table name and the column name have been
encrypted, the table name and the column name before
encryption are stored in the respective columns under
the columns "Decrypted Table Name" and "Decrypted
Column Name".

<Change of table name and column name>

[0241] Processing for changing setting contents of
metadata such as a table name and a column name of
a table stored in the database 11 (change of encryption
to "Applied" and change of encryption to "NULL") has
already been described with reference to Figs. 12 and
13. Hereinafter, processing for changing a table name
and a column name will be described.
[0242] To change an existing table name and column
name stored in the database 11, different processing
needs to be executed depending on whether the table
name and the column name have been encrypted.
[0243] Upon reception of a database operation com-
mand for changing a table name and a column name,
the application response means 22 searches the security
setting information temporary storage unit 25 and deter-
mines whether the settings of encryption of the change
target table name and column name represent "Applied".
[0244] If the settings of encryption represent "NULL",
the application response means 22 sends the database
operation command as a normal database operation to
the database control means 12 and causes the database
control means 12 to execute a corresponding database
operation. In addition, the table name and the column
name stored in the security setting information storage
unit 14 and the security setting information temporary
storage unit 25 are also changed. If the settings of en-
cryption represent "Applied", the following processing is
executed.
[0245] Step 1: The application response means 22 us-
es the key utilization means 23 to encrypt the specified
change-target plaintext table name and column name
and, regarding the changed table name and column
name, creates a set of [plaintext table name and column
name, ciphertext table name and column name].
[0246] Step 2: The application response means 22 re-
fers to the security setting information temporary storage
unit 25, searches for the ciphertext table name and col-
umn name corresponding to the specified change-target
plaintext table name and column name, and determines
the ciphertext table name and column name registered
in the database 11.
[0247] Step 3: The application response means 22
sends a database operation command to the database
control means 12 to replace the ciphertext table name
and column name identified in step 2 and currently reg-
istered in the database 11 with the changed ciphertext
table name and column name created in step 1, so as to
change the table name and the column name in the da-
tabase 11.
[0248] Step 4: The application response means 22 re-
places the ciphertext table name and column name
stored in the security setting information storage unit 14
and the security setting information temporary storage
unit 25 and identified in step 2 with the ciphertext table
name and column name created in step 1. In addition,
the application response means 22 replaces the corre-
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sponding plaintext table name and column name (de-
crypted table name and column name) stored in the se-
curity setting information temporary storage unit 25 with
the specified changed plaintext table name and column
name.

<Adding data in existing table>

[0249] Addition of data under a column in an existing
table already been stored in the database 11 has already
been described with reference to Fig. 16. Data to be add-
ed is encrypted, and a number (an addition ID) obtained
by adding 1 to a current table row number (the maximum
value of the serial numbers) is added as data in an entry
under a specified column in a specified table. The cipher-
text table information table (Fig. 7B) is referred to, and a
set of the addition ID and ciphertext is added in a cipher-
text table corresponding to an encryption algorithm cor-
responding to the data to be added (if a plurality of en-
cryption algorithms exist, such data is added in a plurality
of ciphertext tables corresponding to the plurality of en-
cryption algorithms).

<Changing data in existing table>

[0250] Processing executed by the application re-
sponse means 22 and the database control means 12
when a database operation command inputted from the
database utilization application 21 represents change of
data will be described. For example, a SQL command
for changing data is as follows:

UPDATE table name SET <column> = <value>

[0251] Step 1: The application response means 22 re-
fers to the security setting information storage unit 14 (or
the security setting information temporary storage unit
25) and determines whether the table name and column
name corresponding to a supplementary change target
are encrypted.
[0252] Step 2: If the table name and column name cor-
responding to the supplementary change target are en-
crypted, the application response means 22 refers to the
security setting information temporary storage unit 25,
gets the ciphertext table name and column name on the
database 11, and replaces the (plaintext) table name and
column name corresponding to the database operation
command inputted to the application response means 22
with the obtained ciphertext table name and column
name.
[0253] Step 3: The application response means 22 re-
fers to the security setting information storage unit 14 (or
the security setting information temporary storage unit
25) and determines whether a confidentiality level is set
to the change target column data.
[0254] Step 4: If the column data confidentiality level
corresponding to the table name and the column name
in the security setting information storage unit 14 (or the

security setting information temporary storage unit 25) is
Null (a confidentiality level is not set), the application re-
sponse means 22 sends a database operation command
that has only replaced the above table name and column
name to the database control means 12 and causes the
database control means 12 to execute the change.
[0255] If a column data confidentiality level corre-
sponding to the table name and the column name in the
security setting information storage unit 14 (or the secu-
rity setting information temporary storage unit 25) is set,
the following processing is executed.
[0256] Step 5: The application response means 22 re-
fers to the security setting information storage unit 14 (or
the security setting information temporary storage unit
25) and gets all the encryption algorithm identifiers of the
target column.
[0257] Step 6: The application response means 22 en-
crypts the change target plaintext data with all the en-
cryption algorithms corresponding to the obtained iden-
tifiers.
[0258] Step 7: The application response means 22
sends information about the change target table name
and column name, specification of the change target
rows, and all the created sets of
[encryption algorithm identifier, ciphertext]
to the database control means 12.
[0259] Step 8: The database control means 12 refers
to the change target table and column and gets the serial
numbers stored in the change target rows.
[0260] Step 9: The database control means 12 refers
to the ciphertext table information, identifies a ciphertext
table per encryption algorithm, and rewrites the encrypt-
ed data in the rows corresponding to the serial numbers
obtained in step 4 with the encrypted data received in
step 7.

<Deleting data from existing table>

[0261] Processing executed by the application re-
sponse means 22 and the database control means 12
when a database operation command inputted from the
database utilization application 21 represents deletion of
data will be described.
[0262] Step 1: The application response means 22 re-
fers to the security setting information storage unit 14 (or
the security setting information temporary storage unit
25) and determines whether the table name of the oper-
ation target is encrypted.
[0263] Step 2: If the operation target table name is not
encrypted, the application response means 22 sends the
database operation command as a normal operation
command to the database control means 12.
[0264] Step 3: If the operation target table name is en-
crypted, the application response means 22 refers to the
security setting information temporary storage unit 25,
gets a corresponding ciphertext table name on the data-
base 11, replaces the operation target table name with
the obtained ciphertext table name, and sends the ob-
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tained ciphertext table name to the database control
means 12.
[0265] Step 4: The database control means 12 deletes
the data in accordance with the database operation com-
mand from the application response means 22. In this
step, whether a column in which data is encrypted exists
in the deletion target table is determined. If such column
in which encryption is executed exists, data in the corre-
sponding ciphertext table is also deleted.

<Searching for and computing data in existing table>

[0266] Next, processing executed when a database
operation command represents searching for and calcu-
lating data in an existing table will be described.
[0267] Step 1: The application response means 22 re-
fers to the security setting information storage unit 14 (or
the security setting information temporary storage unit
25) and determines whether the table name and the col-
umn name of the operation target are encrypted.
[0268] Step 2: If the operation target table name and
column name are encrypted, the application response
means 22 refers to the security setting information tem-
porary storage unit 25, gets a corresponding ciphertext
table name and column name on the database 11, and
replaces the plaintext table name and column name cor-
responding to the database operation command inputted
from the application response means 22 with the ob-
tained ciphertext table name and column name.
[0269] Step 3: The application response means 22 re-
fers to the security setting information storage unit 14 or
the security setting information temporary storage unit
25 and determines whether a column data confidentiality
level is set to the operation target column data.
[0270] If a confidentiality level is not set to the operation
target column (if column data is not encrypted), the fol-
lowing steps 4 to 6 are executed.
[0271] Step 4: The application response means 22
sends the database operation command (search and
computation) that has replaced the table name and col-
umn name to the database control means 12.
[0272] Step 5: The database control means 12 exe-
cutes the database operation (search and computation)
received from the application response means 22 and
sends an execution result to the application response
means 22.
[0273] Step 6: If the table name and column name in-
cluded in the database operation command (search and
computation) have been replaced with ciphertext, the da-
tabase control means 12 replaces the table name and
column name included in the execution result of the da-
tabase operation with the corresponding plaintext table
name and column name again and sends the obtained
data to the application response means 22.
[0274] Next, processing for searching for and calculat-
ing data in an existing table executed when a column
data confidentiality level is set to the operation target col-
umn will be described.

[0275] Step 7: The application response means 22 re-
fers to the security setting information storage unit 14
and gets an encryption algorithm identifier used for en-
cryption of the operation target column.
[0276] Step 8: The application response means 22 re-
fers to the cryptographic protocol information storage unit
13 and gets a cryptographic protocol identifier (see Fig.
5) corresponding to a triplet [processing content, confi-
dentiality set in operation target column, encryption al-
gorithm identifier used for encryption of operation target
column].
[0277] Step 9: [cryptographic protocol identifier, oper-
ation target column, processing content] is inputted to
the cryptographic protocol processing execution unit 222
in the application response means 22.
[0278] Step 10: Based on the inputted cryptographic
protocol identifier, the cryptographic protocol processing
execution unit 222 in the application response means 22
communicates with the database control means 12, ex-
ecutes the database operation, and obtains an execution
result. The specific content of the cryptographic protocol
processing differs depending on the cryptographic pro-
tocol.
[0279] Step 11: If the table name and the column name
included in the database operation command have been
replaced, the database control means 12 replaces the
ciphertext table name and column name included in the
obtained execution result with the plaintext table name
and column name again and sends the execution result
to the application.

<Operation example of processing for setting confiden-
tiality to data>

[0280] Next, processing for setting a column "Employ-
ee Table" and a column "Work Location" to a confiden-
tiality level "Middle" according to the present exemplary
embodiment will be described.

Step 1. Selecting encryption algorithm:

[0281] The application response means 22 selects an
encryption algorithm corresponding to a confidentiality
level specified by the user via the security setting means
26. Referring to Fig. 17, the application response means
22 refers to the cryptographic protocol information stor-
age unit 13 and gets a list of encryption algorithm iden-
tifiers corresponding the confidentiality level "Middle"
("SE1", "AES", "HE1"). The application response means
22 selects one identifier from the list of encryption algo-
rithm identifiers ("SE1", "AES", "HE1"). In this case, the
application response means 22 puts weight on efficiency
in creation of ciphertext and selects "AES".

Step 2. Changing security setting information storage 
unit:

[0282] Referring to Fig. 18, the security setting infor-
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mation operation unit 124 in the database system 10 re-
fers to the row storing information corresponding to the
table name "Employee Table" and the column name
"Work Location" in the security setting information stor-
age unit 14 and changes the corresponding entry under
"Encryption of Column Data" from "NULL" to "Applied",
the corresponding entry under "Confidentiality of Column
Data" from "NULL" to "Middle", and the corresponding
entry under "Column Data Encryption Algorithm Identifi-
er" from "NULL" to "AES".

Step 3. Changing security setting information temporary 
storage unit 25:

[0283] The security setting information operation unit
225 in the application response means 22 refers to the
row storing information corresponding to the table name
"Employee Table" and the column name "Work Location"
in the security setting information temporary storage unit
25 and makes the same changes as those made to the
security setting information storage unit 14. Namely, as
illustrated in Fig. 19, the security setting information op-
eration unit 225 refers to the row storing information cor-
responding to the table name "Employee Table" and the
column name "Work Location" and changes the corre-
sponding entry under "Encryption of Column Data" from
"NULL" to "Applied", the corresponding entry under "Con-
fidentiality of Column Data" from "NULL" to "Middle", and
the corresponding entry under "Column Data Encryption
Algorithm Identifier" from "NULL" to "AES".

Step 4. Getting target column data:

[0284] Fig. 20A illustrates the table "Employee Table".
The database control means 12 gets a list of data under
the column "Work Location" from the table "Employee
Table" and sends the data to the application response
means 22. In this step, a main key column uniquely de-
termining a column in the table "Employee Table" is also
obtained. In this case, the column "Employee Number"
is used as such main key.

Step 5. Encrypting obtained column data:

[0285] The application response means 22 causes the
key utilization means 23 to encrypt the data under the
column "Work Location", associates the encrypted data
with the respective original plaintext and employee num-
bers, and creates a list including serial numbers 1, 2, 3,
and so on as illustrated in Fig. 20B. This lest is stored in
a storage unit in the application response means 22.

Step 6. Creating ciphertext table:

[0286] From the list (Fig. 21A) created in step 5, the
application response means 22 sends a list including a
set of ciphertext (ciphertext "0x3d8..." of plaintext "Head-
quarters" and ciphertext "0x962..." of plaintext "Tama-

gawa") and serial numbers (1, 2, and so on), each set
being as a pair, to the database control means 12 and
creates and stores a ciphertext table. Referring to Fig.
21B, the ciphertext table name is set to "Encrypted
Text_AES_1". The ciphertext table includes combina-
tions of serial numbers and ciphertext, each forming a
pair.

Step 7. Updating ciphertext table information table:

[0287] Referring to Fig. 21C, the table name "Employ-
ee Table", the column name "Work Location", the en-
cryption algorithm "AES", and the ciphertext table name
"Encrypted Text_AES_1" are stored in the ciphertext ta-
ble information table.

Step 8. Replacing plaintext column data:

[0288] The list (Fig. 22A) of sets of employee numbers
and serial numbers created in step 5 is sent to the data-
base control means 12 and, as illustrated in Fig. 22B, the
values under the column "Work Location" in the table
"Employee Table" are replaced with the respective serial
numbers (1, 2, and so on). When replacement with the
serial numbers is completed, the list (Fig. 22A) created
in step 5 is deleted. The ciphertext table and the cipher-
text table information table in Figs. 22C and 22D are the
same as the ciphertext table and the ciphertext table in-
formation table in Figs. 21B and 21C.

<Average value computation>

[0289] Next, a computation example for computing an
average value of encrypted data stored in the database
11 will be described. Fig. 23 illustrates the security setting
information temporary storage unit 25 referred to in this
example. Processing for computing an average value of
encrypted data under column names "Overtime Hours"
in table names "Working Hours Management Table"
stored in the database 11 will be described.
[0290] In the table names "Working Hours Manage-
ment Table", the column data confidentiality of the col-
umn data under the column "Working Hours" and of the
column data under a first column "Overtime Hours" are
set to "Middle" and the column data is encrypted by an
encryption algorithm having the identifier "AES". In addi-
tion, the column data under a second column "Overtime
Hours" is encrypted by an encryption algorithm having
the identifier "HE1". Except for the information under "De-
crypted Table Name" and "Decrypted Column Name",
the security setting information storage unit 14 on the
database system 10 stores the same information as that
stored in the security setting information temporary stor-
age unit 25 in Fig. 23.
[0291] Fig. 24A illustrates the content of the main body
in the table name "Working Hours Management Table".
The serial numbers (IDs) 1, 2, 3, and so on under "Work-
ing Hours" and "Overtime Hours" are the serial numbers
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(IDs) 1, 2, 3, and so on associated with the respective
ciphertext in the respective ciphertext tables. Fig. 24C
illustrates the ciphertext table "Encrypted Text_AES_1"
storing the encrypted data under "Working Hours" and
Figs. 24D and 24E illustrate the ciphertext tables "En-
crypted Text_AES_2" and "Encrypted Text_HE1_1" stor-
ing the encrypted data under "Overtime Hours". Fig. 24B
illustrates the ciphertext table information table defining
a correspondence relationship among these tables.
[0292] Fig. 25 illustrates the cryptographic protocol in-
formation storage unit 13. An encryption algorithm iden-
tifier OPE1 represents an order preserving symmetric
encryption algorithm (common key method). "HE1" rep-
resents a homomorphic encryption and "SE1" represents
a searchable encryption.
[0293] If a database operation command inputted from
the database utilization application 21 represents an av-
erage value computation operation (for example, a SQL
statement: SELECT AVG (column name) FROM table
name), the application response means 22 determines
encryption or non-encryption of metadata (table and col-
umn names). The application response means 22 refers
to the security setting information temporary storage unit
25 in Fig. 23 and gets information corresponding to the
column names "Overtime Hours" in the table names
"Working Hours Management Table". The application re-
sponse means 22 refers to the corresponding entries un-
der "Encryption of Table Name" and "Encryption of Col-
umn Name" and determines that "NULL" is set in both of
the entries. In such this, the application response means
22 does not replace the metadata.
[0294] Next, the application response means 22 refers
to the corresponding entries under "Confidentiality of Col-
umn Data" corresponding to the column names "Over-
time Hours" in the table names "Working Hours Manage-
ment Table" in the security setting information temporary
storage unit 25 in Fig. 23 and determines that the column
data confidentiality levels are set to "Middle". Thus,
processing involving cryptographic protocol processing
is executed.
[0295] The application response means 22 refers to
the corresponding entries under "Column Data Encryp-
tion Algorithm Identifier" in the table name "Working
Hours Management Table" in the security setting infor-
mation temporary storage unit 25 in Fig. 23 and gets en-
cryption algorithm identifiers "AES" and "HE1" used for
encryption.
[0296] The application response means 22 refers to
the cryptographic protocol information storage unit 13
(see Fig. 25) and searches for a cryptographic protocol
identifier(s) corresponding to the confidentiality level
"Middle" and the processing content "Average", as to
each of the encryption algorithms "AES" and "HE1".
[0297] As a result of the search, the application re-
sponse means 22 gets a cryptographic protocol identifier
"HE1_AVG_M", as to the encryption algorithm "HE1".
[0298] The following information is inputted to the cryp-
tographic protocol processing execution unit 222 in the

application response means 22:

cryptographic protocol identifier: "HE1_AVG_M",
table name: "Working Hours Management Table",
column name: "Overtime Hours",
encryption algorithm: "HE1", and
processing content: "Average".

[0299] Based on the inputted cryptographic protocol
identifier, the cryptographic protocol processing execu-
tion unit 222 communicates with the cryptographic pro-
tocol processing execution unit 122 in the database con-
trol means 12 and executes cryptographic protocol
processing. While specific operations vary depending on
the cryptographic protocol or implementation thereof (an
operation example will be described below while the
present invention is not particularly limited thereto). An
execution result obtained by the cryptographic protocol
processing execution unit 222 is sent to the database
utilization application 21.
[0300] The cryptographic protocol processing execu-
tion unit 222 in the user system 20 sends four items of
information, namely, the operation target table name
"Working Hours Management Table", the column name
"Overtime Hours", the encryption algorithm identifier
"HE1", and the cryptographic protocol identifier
"HE1_AVG_M", to the cryptographic protocol processing
execution unit 122 in the database control means 12.
[0301] The cryptographic protocol processing execu-
tion unit 122 operates as follows in accordance with a
processing procedure specified by the received crypto-
graphic protocol identifier "HE1_AVG_M".
[0302] The cryptographic protocol processing execu-
tion unit 122 refers to the column "Working Hours" in the
table "Working Hours Management Table" in the cipher-
text table information table (Fig. 24B) and gets the table
name "Encrypted Text_HE1_1" in which data encrypted
by the encryption algorithm "HE1" is stored.
[0303] Next, the cryptographic protocol processing ex-
ecution unit 122 gets all the encrypted data and the
number of data items stored under the column "Encrypt-
ed Text" in "Encrypted Text_HE1_1".
[0304] The cryptographic protocol processing execu-
tion unit 122 calculates the sum of ciphertext represent-
ing the sum of plaintext, without decrypting the encrypted
data obtained. In additive homomorphic encryption such
as the Paillier cryptosystem, for example, if there are ci-
phertext E(m1) of plaintext m1 and ciphertext E(m2) of
plaintext m2, ciphertext E(m1 + m2) of m1 + m2 can be
represented by E(m1) + E(m2) = E(m1 + m2). Thus, the
sum of ciphertext E(∑mi) can be computed by ∑E(mi).
[0305] The cryptographic protocol processing execu-
tion unit 122 in the database control means 12 sends the
obtained sum of ciphertext and the number of data to the
cryptographic protocol processing execution unit 222
(see Fig. 8) in the user system 20 via the processing and
communication control unit 125 (see Fig. 3). The above
RSA encryption and Elgamall encryption are multiplica-
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tive homomorphic encryption. Thus, an encryption algo-
rithm corresponding to a computation operation
(processing content identifier) is set. For example, in the
example of the cryptographic protocol information stor-
age unit 13 in Fig. 25, the homomorphic encryption al-
gorithm HE1 (in this case, HE1 is the Paillier cryptosys-
tem or the like) is set for the processing content identifier
"Average".
[0306] The cryptographic protocol processing execu-
tion unit 222 in the user system 20 sends the sum of
ciphertext received from the database control means 12
and the encryption algorithm identifier "HE1" to the key
utilization means 23, decrypts the sum of ciphertext, and
gets the sum of plaintext. Next, the cryptographic protocol
processing execution unit 222 calculates an average val-
ue (plaintext) by dividing the sum (plaintext) by the
number of data (plaintext). The cryptographic protocol
processing execution unit 222 sends the computed av-
erage value to the database utilization application 21 that
has issued the database operation command (average
value).
[0307] Other than the above case of computing an av-
erage value, if computation of a part of a complex arith-
metic computation such as addition or multiplication can
be executed on ciphertext as is in ciphertext by using an
additive homomorphic encryption algorithm or an multi-
plicative homomorphic encryption algorithm, the crypto-
graphic protocol processing execution unit 122 in the da-
tabase control means 12 sends a result (ciphertext) of
computation on ciphertext to the cryptographic protocol
processing execution unit 222 in the application response
means 22. Next, the application response means 22 uses
the key utilization means 23 to decrypt the encrypted
data as the processing result into plaintext, executes the
remaining computation of the complex arithmetic com-
putation in plaintext, and sends the computation result
to the database utilization application 21. With this con-
figuration, the processing efficiency can be improved. In
addition, in the database control means 12, if the com-
putation corresponding to a database operation com-
mand involves a computation other than addition or mul-
tiplication (for example, decryption computation involving
addition, subtraction, multiplication, division, etc., mag-
nitude comparison computation, logic operation and so
forth) and if processing cannot be executed as is in ci-
phertext, the computation target data in the database 11
as is in ciphertext is sent to the application response
means 22. The application response means 22 uses the
key utilization means 23 to decrypt the encrypted data,
executes the computation on the plaintext data, and
sends the computation result to the database utilization
application 21. With this configuration, arbitrary compu-
tations can be executed.
[0308] In the above exemplary embodiments, SQL
commands are used as examples of the database oper-
ation commands. However, of course, the database op-
eration commands are not limited to the SQL commands.
[0309] At least part of the above exemplary embodi-

ments may be summarized as the following Supplemen-
tary Notes, though not limited thereto.

(Supplementary Note 1)

[0310] A database apparatus, comprising:

control means for executing data access control on
a database;
the control means receiving a database operation
command from a user apparatus,
the control means comprising, regarding data and/or
metadata to be handled associated with the data-
base operation command,
means for executing database operation or compu-
tation on encrypted data and/or encrypted metadata
as is in ciphertext; and
means for executing database operation or compu-
tation on plaintext data and/or plaintext metadata,
the control means sending a processing result to the
user apparatus.

(Supplementary Note 2)

[0311] The database apparatus according to Supple-
mentary Note 1,
wherein when the control means receives the database
operation command from the user apparatus, when such
a condition is med that operation target data encrypted
and stored in the database is encrypted by an encryption
algorithm allowing operation or computation on encrypt-
ed data to be executed as is in ciphertext and that oper-
ation or computation of the database operation command
is operation or computation that can be executed on ci-
phertext, the control means performs operation or com-
putation on the operation target data in ciphertext, out-
puts a processing result in ciphertext, and sends the
processing result to the user apparatus.

(Supplementary Note 3)

[0312] The database apparatus according to Supple-
mentary Note 1 or 2,wherein the control means sends a
computation result of partial computation of a computa-
tion of the database operation command to the user ap-
paratus in ciphertext,
wherein if the user apparatus finds that further partial
computation needs to executed in plaintext, the user ap-
paratus executes the partial computation on data ob-
tained by decrypting the encrypted data into plaintext,
wherein if the computation of the database operation
command still includes partial computation in ciphertext
and if the partial computation is allowed to be executed
on ciphertext as is in ciphertext, the user apparatus sends
ciphertext obtained by encrypting the result of the partial
computation in plaintext to the control means, and
wherein by using the encrypted data sent from the user
apparatus, the control means executes the remaining
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partial computation of the computation of the database
operation command in ciphertext and sends the compu-
tation result of the partial computation to the user appa-
ratus in ciphertext.

(Supplementary Note 4)

[0313] The database apparatus according to any one
of Supplementary Note 1 to 3, comprising:

a first storage unit storing information about encryp-
tion and non-encryption of the metadata including
table and column names stored in the database, in-
formation on whether or not data stored in the data-
base is encrypted, confidentiality information repre-
senting extent of data security, and encryption algo-
rithm identification information corresponding to the
confidentiality information, and
a second storage unit at least storing cryptographic
protocol identification information associating
processing content in the database operation com-
mand, confidentiality information, and encryption al-
gorithm with each other.

(Supplementary Note 5)

[0314] The database apparatus according to Supple-
mentary Note 4,
wherein the database serves as at least one of the first
and second storage units and stores the information
stored in the first and/or second storage unit as a table
in the database.

(Supplementary Note 6)

[0315] The database apparatus according to Supple-
mentary Note 4 or 5,wherein the control means compris-
es a cryptographic protocol processing execution unit
that executes processing corresponding to the database
operation command on data encrypted by an encryption
algorithm corresponding to the confidentiality information
in ciphertext, based on cryptographic protocol identifica-
tion information stored in the second storage unit.

(Supplementary Note 7)

[0316] The database apparatus according to any one
of Supplementary Note 1 to 6, wherein regarding the
computation operation corresponding to the database
operation command, if the computation operation corre-
sponds to homomorphic computation and the encryption
algorithm corresponds to homomorphic encryption, the
control means executes the computation operation on
data in ciphertext in the database and sends the compu-
tation result in ciphertext to the user apparatus.

(Supplementary Note 8)

[0317] The database apparatus according to any one
of Supplementary Note 1 to 6, wherein regarding the
computation of the database operation command, if the
operation target data stored in the database in ciphertext
is encrypted by an encryption algorithm not allowing the
computation to be executed on encrypted data, the con-
trol means sends the operation target encrypted data to
the user apparatus, and
wherein the user apparatus decrypts the encrypted data
into plaintext and executes the computation.

(Supplementary Note 9)

[0318] The database apparatus according to any one
of Supplementary Note 1 to 8, wherein if column data in
a table in the database is encrypted, the user apparatus
encrypts the column data with an encryption algorithm
corresponding to confidentiality information set to the col-
umn data and sends the encrypted data to the control
means,
wherein the control means creates a ciphertext table in-
cluding a set of a serial number and ciphertext of the
column data, and
wherein to manage the ciphertext table, the database
apparatus comprises a ciphertext table information table
including a set of a table name, a column name, an en-
cryption algorithm, and a ciphertext table name.

(Supplementary Note 10)

[0319] The database apparatus according to any one
of Supplementary Note 1 to 9, wherein the control means
comprises an encryption calculation unit encrypting
metadata and/or data by using a public key sent from the
user apparatus.

(Supplementary Note 11)

[0320] The database apparatus according to Supple-
mentary Note 10, wherein if column data in a table in the
database is encrypted, the database apparatus reads
the column data from the database, gets public key in-
formation from the user apparatus, and uses the encryp-
tion calculation unit to encrypt the column data,
wherein the database apparatus creates a ciphertext ta-
ble including a set of a serial number and ciphertext of
the column data, and
wherein to manage the ciphertext table, the database
apparatus comprises a ciphertext table information table
including a set of a table name, a column name, an en-
cryption algorithm, and a ciphertext table name.

(Supplementary Note 12)

[0321] The database apparatus according to Supple-
mentary Note 9 or 11, wherein when the control means
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receives a database operation command to add column
data from the user apparatus, the control means adds a
pair of an updated serial number and ciphertext in the
ciphertext table in the database.

(Supplementary Note 13)

[0322] The database apparatus according to Supple-
mentary Note 1, wherein when receiving an instruction
to change confidentiality information about data stored
in the database, the control means sends encrypted data
stored in the database to the user apparatus,
wherein the user apparatus decrypts the encrypted data
into plaintext and encrypts the plaintext again with an
encryption algorithm corresponding to the changed con-
fidentiality information, and
wherein the control means receives the re-encrypted da-
ta from the user apparatus and stores the re-encrypted
data in the database.

(Supplementary Note 14)

[0323] A database control method, comprising:

receiving a database operation command from a us-
er apparatus when data access control is executed
on a database,
executing at least one of:

database operation or computation on encrypt-
ed data and/or encrypted metadata as is in ci-
phertext, and database operation or computa-
tion on plaintext data and/or plaintext metadata,
regarding data and/or metadata to be handled
associated with the database operation com-
mand, and
sending a processing result to the user appara-
tus.

(Supplementary Note 15)

[0324] The database control method according to Sup-
plementary Note 14, comprising
upon reception of a database operation command from
the user apparatus,
if such a condition is met that operation target data en-
crypted and stored in the database is encrypted by an
encryption algorithm allowing operation or computation
on encrypted data to be executed as is in ciphertext and
that operation or computation of the database operation
command is operation or computation that can be exe-
cuted on ciphertext,
performing operation or computation on the operation
target data in ciphertext and
sending a processing result in ciphertext to the user ap-
paratus.

(Supplementary Note 16)

[0325] The database control method according to Sup-
plementary Note 14 or 15, comprising
storing and managing, in a first storage unit,
information on whether or not the metadata including ta-
ble and column names stored in the database is encrypt-
ed,
information on whether or not data stored in the database
is encrypted,
confidentiality information representing extent of data se-
curity, and
encryption algorithm identification information corre-
sponding to the confidentiality information; and
storing and managing in a second storage unit, at least
cryptographic protocol identification information associ-
ating processing content in the database operation com-
mand, confidentiality information and encryption algo-
rithm with each other.

(Supplementary Note 17)

[0326] The database control method according to Sup-
plementary Note 16, comprising
executing processing corresponding to the database op-
eration command on data encrypted by an encryption
algorithm corresponding to the confidentiality information
in ciphertext, based on cryptographic protocol identifica-
tion information stored in the second storage unit.

(Supplementary Note 18)

[0327] The database control method according to one
of Supplementary Note 14 to 17, comprising
regarding the computation operation corresponding to
the database operation command, if the computation op-
eration corresponds to homomorphic computation and
the encryption algorithm corresponds to homomorphic
encryption,
executing the computation operation on data in ciphertext
in the database and
sending the computation result in ciphertext to the user
apparatus.

(Supplementary Note 19)

[0328] The database control method according to one
of Supplementary Note 14 to 17, comprising
regarding the computation of the database operation
command, if the operation target data stored in the da-
tabase in ciphertext is encrypted by an encryption algo-
rithm not allowing the computation to be executed on
encrypted data, and sending the encrypted data in the
database to the user apparatus, and
the user apparatus decrypting the encrypted data into
plaintext and executing the computation on the plaintext.
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(Supplementary Note 20)

[0329] The database control method according to one
of Supplementary Note 14 to 19, comprising
when column data in a table in the database is encrypted,
the user apparatus encrypting the column data with an
encryption algorithm corresponding to confidentiality in-
formation set to the column data and sending the en-
crypted data to the database apparatus,
the database apparatus creating a ciphertext table in-
cluding a set of a serial number and ciphertext of the
column data, and
managing the ciphertext table in a ciphertext table infor-
mation table including a set of a table name, a column
name, an encryption algorithm, and a ciphertext table
name.

(Supplementary Note 21)

[0330] The database control method according to one
of Supplementary Note 14 to 19, comprising
when column data in a table in the database is encrypted,
the column data is read from the database,
getting public key information from the user apparatus,
and encrypting the column data,
creating a ciphertext table including a set of a serial
number and ciphertext of the column data, and
to manage the ciphertext table, providing a ciphertext
table information table including a set of a table name, a
column name, an encryption algorithm, and a ciphertext
table name.

(Supplementary Note 22)

[0331] The database control method according to Sup-
plementary Note 20 or 21, comprising
when a database operation command to add column data
is received from the user apparatus, adding a pair of an
updated serial number and ciphertext in the ciphertext
table in the database.

(Supplementary Note 23)

[0332] The database control method according to Sup-
plementary Note 14, comprising
when receiving an instruction to change confidentiality
information about data stored in the database,
the database apparatus sending encrypted data stored
in the database to the user apparatus,
the user apparatus decrypting the encrypted data into
plaintext and encrypting the plaintext again with an en-
cryption algorithm corresponding to the changed confi-
dentiality information, and
the database apparatus receiving the re-encrypted data
from the user apparatus and storing the re-encrypted da-
ta in the database.

(Supplementary Note 24)

[0333] A program, causing a computer which is includ-
ed in a database control apparatus that is connected to
a user apparatus for communication and that executes
data access control on a database to execute processing
comprising:

receiving a database operation command from the
user apparatus,
executing at least one of: database operation or com-
putation on encrypted data and/or encrypted meta-
data as is in ciphertext, and database operation or
computation on plaintext data and/or metadata, re-
garding data and/or metadata to be handled associ-
ated with the database operation command, and
sending a processing result of the database opera-
tion to the user apparatus.

(Supplementary Note 25)

[0334] The program according to Supplementary Note
24, wherein when a database operation command is re-
ceived from the user apparatus, when such a condition
is met that operation target data encrypted and stored in
the database is encrypted by an encryption algorithm al-
lowing operation or computation on encrypted data to be
executed as is in ciphertext and that operation or com-
putation of the database operation command is operation
or computation that can be executed on ciphertext, the
program causes the computer to execute processing to
perform operation or computation on the operation target
data in ciphertext and to send a processing result in ci-
phertext to the user apparatus.

(Supplementary Note 26)

[0335] The program according to Supplementary Note
24 or 25, wherein the program causes the computer to
execute processing to send a computation result of par-
tial computation of a computation of the database oper-
ation command to the user apparatus in ciphertext,
wherein when the user apparatus finds that further partial
computation needs to executed in plaintext, the user ap-
paratus executing the partial computation on data ob-
tained by decrypting the encrypted data into plaintext,
wherein when the computation of the database operation
command still includes partial computation in ciphertext
and if the partial computation is allowed to be executed
on ciphertext as is in ciphertext, the user apparatus sends
ciphertext obtained by encrypting the result of the partial
computation in plaintext to the database control appara-
tus,
the program causing the computer to execute processing
comprising
executing the remaining partial computation of the com-
putation of the database operation command in cipher-
text by using the encrypted data sent from the user ap-
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paratus and sending the computation result of the partial
computation to the user apparatus in ciphertext.

(Supplementary Note 27)

[0336] The program according to any one of Supple-
mentary Note 24 to 26, causing the computer to execute
processing comprising:

storing information about encryption and non-en-
cryption of the metadata including table and column
names stored in the database, information on wheth-
er or not data stored in the database is encrypted,
confidentiality information representing extent of da-
ta security, and encryption algorithm identification
information corresponding to the confidentiality in-
formation in a first storage unit, and
storing cryptographic protocol identification informa-
tion associating processing content in the database
operation command, confidentiality information, and
encryption algorithm with each other in a second
storage unit.

(Supplementary Note 28)

[0337] The program according to Supplementary Note
27, wherein the database serves as at least one of the
first and second storage units, and
wherein the program causes the computer to execute
processing for storing the information stored in the first
and/or second storage unit as a table in the database.

(Supplementary Note 29)

[0338] The program according to Supplementary Note
27 or 28, wherein the program causes the computer to
execute cryptographic protocol processing that executes
processing corresponding to the database operation
command on data encrypted by an encryption algorithm
corresponding to the confidentiality information in cipher-
text, based on cryptographic protocol identification infor-
mation stored in the second storage unit.

(Supplementary Note 30)

[0339] The program according to any one of Supple-
mentary Note 24 to 29, wherein regarding the computa-
tion operation corresponding to the database operation
command, if the computation operation corresponds to
homomorphic computation and the encryption algorithm
corresponds to homomorphic encryption, the program
causes the computer to execute processing for executing
the computation operation on data in ciphertext in the
database and sending the computation result in cipher-
text to the user apparatus.

(Supplementary Note 31)

[0340] The program according to any one of Supple-
mentary Note 24 to 29, wherein regarding the computa-
tion of the database operation command, if the operation
target data stored in the database in ciphertext is encrypt-
ed by an encryption algorithm not allowing the computa-
tion to be executed on encrypted data, the program caus-
es the computer to execute processing for sending the
operation target encrypted data to the user apparatus,
and
wherein the user apparatus decrypts the encrypted data
into plaintext and executes the computation.

(Supplementary Note 32)

[0341] The program according to any one of Supple-
mentary Note 24 to 31, wherein if column data in a table
in the database is encrypted, the user apparatus encrypts
the column data with an encryption algorithm corre-
sponding to confidentiality information set to the column
data and sends the encrypted data to the database con-
trol apparatus,
wherein the program causes the computer to execute
processing for creating a ciphertext table including a set
of a serial number and ciphertext of the column data, and
wherein the program causes the computer to execute
processing for managing the ciphertext table by using a
ciphertext table information table including a set of a table
name, a column name, an encryption algorithm, and a
ciphertext table name.

(Supplementary Note 33)

[0342] The program according to any one of Supple-
mentary Note 24 to 32, wherein the program causes the
computer to execute encryption calculation processing
for encrypting metadata and/or data by using a public
key sent from the user apparatus.

(Supplementary Note 34)

[0343] The program according to Supplementary Note
33, wherein the program causes the computer to execute
processing comprising:

reading, if column data in a table in the database is
encrypted, the column data from the database, ac-
quiring public key information from the user appara-
tus, and encrypting the column data,
creating a ciphertext table including a set of a serial
number and ciphertext of the column data, and
managing the ciphertext table by using a ciphertext
table information table including a set of a table
name, a column name, an encryption algorithm, and
a ciphertext table name.
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(Supplementary Note 35)

[0344] The program according to Supplementary Note
32 or 34, wherein the program causes the computer to
execute processing for, when a database operation com-
mand to add column data is inputted from the user ap-
paratus, adding a pair of an updated serial number and
ciphertext in the ciphertext table in the database.

(Supplementary Note 36)

[0345] The program according to Supplementary Note
23, wherein the program causes the computer to execute
processing for, when receiving an instruction to change
confidentiality information about data stored in the data-
base, sending encrypted data stored in the database to
the user apparatus,
causing the user apparatus side to decrypt the encrypted
data into plaintext and encrypt the plaintext again with
an encryption algorithm corresponding to the changed
confidentiality information, and
receiving the re-encrypted data from the user apparatus
and storing the re-encrypted data in the database.
[0346] The disclosure of each of the above Patent Lit-
eratures 1 to 3 and Non-Patent Literature 1 is incorpo-
rated herein by reference thereto. Modifications and ad-
justments of the exemplary embodiment(s) and exam-
ple(s) are possible within the scope of the overall disclo-
sure (including the claims) of the present invention and
based on the basic technical concept of the present in-
vention. Various combinations and selections of various
disclosed elements (including the elements in each of
the claims, examples, drawings, etc.) are possible within
the scope of the claims of the present invention. That is,
the present invention of course includes various varia-
tions and modifications that could be made by those
skilled in the art according to the overall disclosure in-
cluding the claims and the technical concept.

REFERENCE SIGNS LIST

[0347]

10 database system
11 database
12 database control means
13 cryptographic protocol information storage unit
14 security setting information storage unit
20 user system
21 database use application (program)
22 application response means
23 key utilization means
24 key information storage unit
25 security setting information temporary storage

unit
26 security setting means
27 input/output apparatus
30 network

111 cryptographic protocol information table
112 security setting information table
121 database operation unit
122 cryptographic protocol processing execution unit
123 cryptographic protocol information operation unit
124 security setting information operation unit
125 processing and communication control unit
126 encryption calculation unit
221 processing and communication control unit
222 cryptographic protocol processing execution unit
223 database operation conversion processing unit
224 encryption calculation unit
225 security setting information operation unit
231 encryption calculation unit
232 key information management unit
261 setting display unit
262 setting input unit

Claims

1. A database apparatus comprising:

control means for executing data access control
on a database,
the control means receiving a database opera-
tion command from a user apparatus,
the control means including, regarding data
and/or metadata to be handled associated with
the database operation command,
means for executing database operation or
computation on encrypted data and/or encrypt-
ed metadata as is in ciphertext; and
means for executing database operation or
computation on plaintext data and/or plaintext
metadata,
the control means sending a processing result
to the user apparatus.

2. The database apparatus according to claim 1,
wherein upon reception of the database operation
command from the user apparatus, the control
means, when finding that such a condition is met that
operation target data encrypted and stored in the
database is one that gets encrypted with an encryp-
tion algorithm allowing operation or computation on
encrypted data to be executed as is in ciphertext,
and that the operation or computation of the data-
base operation command is one that is allowed to
be executed on ciphertex as is in ciphertext,
performs the operation or computation on the oper-
ation target data encrypted as is in ciphertext, and
outputs a processing result of the operation or com-
putation in ciphertext to send the processing result
to the user apparatus.

3. The database apparatus according to claim 1 or 2,
wherein the control means sends a computation re-
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sult of partial computation of the computation of the
database operation command in ciphertext to the us-
er apparatus,
the user apparatus, when finding that further partial
computation needs to be executed on plaintext, de-
crypts the encrypted data to obtain plaintext data and
executes partial computation on plaintext data,
in the case wherein further partial computation to be
executed in ciphertext remains in the computation
of the database operation command, and the partial
computation is allowed to be executed on ciphertext
as is in ciphertext, the user apparatus sends cipher-
text obtained by encrypting the plaintext result of the
partial computation to the control means, and
using the ciphertext sent from the user apparatus,
the control means executes the remaining partial
computation of the computation of the database op-
eration command on encrypted data as is in cipher-
text and sends the computation result of the partial
computation in ciphertext to the user apparatus.

4. The database apparatus according to any one of
claims 1 to 3, comprising:

a first storage unit that stores
information on whether or not the metadata in-
cluding table and column names stored in the
database is encrypted,
information on whether or not data stored in the
database is encrypted,
confidentiality information representing extent
of data security, and
encryption algorithm identification information
corresponding to the confidentiality information;
and
a second storage unit that at least stores
cryptographic protocol identification information
associating processing content in the database
operation command, confidentiality information
and encryption algorithm with each other.

5. The database apparatus according to claim 4,
wherein the database serves as at least one of the
first and second storage units, and stores the infor-
mation stored in the first and/or second storage unit
as a table in the database.

6. The database apparatus according to claim 4 or 5,
wherein the control means comprises
a cryptographic protocol processing execution unit
that executes processing corresponding to the da-
tabase operation command on data encrypted by an
encryption algorithm corresponding to the confiden-
tiality information, as is in a ciphertext state, based
on cryptographic protocol identification information
stored in the second storage unit.

7. The database apparatus according to any one of

claims 1 to 6, wherein regarding the computation op-
eration corresponding to the database operation
command, in the case wherein the computation op-
eration corresponds to homomorphic computation
and the encryption algorithm corresponds to homo-
morphic encryption, the control means executes the
computation operation on encrypted data stored in
the database as is in ciphertext, and sends the com-
putation result in ciphertext to the user apparatus.

8. The database apparatus according to any one of
claims 1 to 6, wherein regarding the computation of
the database operation command, when finding that
the operation target data encrypted and stored in the
database in ciphertext is encrypted by an encryption
algorithm not allowing the computation to be execut-
ed on encrypted data as is in ciphertext, the control
means sends the operation target data encrypted to
the user apparatus, and
the user apparatus decrypts the encrypted data into
plaintext and executes the computation on the plain-
text.

9. The database apparatus according to any one of
claims 1 to 8, wherein the user apparatus, when en-
crypting column data in a table in the database, en-
crypts the column data using an encryption algorithm
corresponding to confidentiality information set to
the column data and sends the encrypted data to the
control means, and
the control means creates a ciphertext table includ-
ing a set of a serial number and ciphertext of the
column data,
the database apparatus comprising
a ciphertext table information table to manage the
ciphertext table, the ciphertext table information ta-
ble including a set of a table name, a column name,
an encryption algorithm, and a ciphertext table
name.

10. The database apparatus according to any one of
claims 1 to 9, wherein the control means comprises
an encryption calculation unit that encrypts metadata
and/or data using a public key sent from the user
apparatus.

11. The database apparatus according to claim 10,
wherein when encrypting column data in a table in
the database, the database apparatus reads the col-
umn data from the database, gets public key infor-
mation from the user apparatus, and uses the en-
cryption calculation unit to encrypt the column data,
and
the database apparatus creates a ciphertext table
including a set of a serial number and ciphertext of
the column data, and
the database apparatus comprising
a ciphertext table information table to manage the
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ciphertext table, the ciphertext table information ta-
ble including a set of a table name, a column name,
an encryption algorithm, and a ciphertext table
name.

12. The database apparatus according to claim 9 or 11,
wherein upon reception of a database operation
command to add column data from the user appa-
ratus, the control means adds a set of an updated
serial number and ciphertext in the ciphertext table
in the database.

13. The database apparatus according to claim 1,
wherein upon reception of an instruction to change
confidentiality information about data stored in the
database, the control means sends encrypted data
stored in the database to the user apparatus,
the user apparatus decrypts the encrypted data into
plaintext and encrypts the plaintext again using an
encryption algorithm corresponding to the changed
confidentiality information, and
the control means receives the re-encrypted data
from the user apparatus and stores the re-encrypted
data in the database.

14. A database control method, comprising:

receiving a database operation command from
a user apparatus when data access control is
executed on a database;
executing, regarding data and/or metadata to be
handled associated with the database operation
command, at least one of:

database operation or computation on en-
crypted data and/or encrypted metadata as
is in ciphertext, and
database operation or computation on
plaintext data and/or plaintext metadata;
and
sending a processing result to the user ap-
paratus.

15. The database control method according to claim 14,
comprising:

upon reception of a database operation com-
mand is from the user apparatus,
when such a condition is met that operation tar-
get data encrypted and stored in the database
is one that gets encrypted with an encryption
algorithm allowing operation or computation on
encrypted data to be executed as is in ciphertext,
and that the operation or computation of the da-
tabase operation command is one that is al-
lowed to be executed on ciphertext as is in ci-
phertext,
performing the operation or computation on the

operation target data encrypted, as is in cipher-
text; and
sending a result processed in ciphertext to the
user apparatus.

16. The database control method according to claim 14
or 15, comprising:

storing and managing, in a first storage unit,
information on whether or not the metadata in-
cluding table and column names stored in the
database is encrypted,
information on whether or not data stored in the
database is encrypted,
confidentiality information representing extent
of data security, and
encryption algorithm identification information
corresponding to the confidentiality information;
and
storing and managing in a second storage unit,
at least
cryptographic protocol identification information
associating processing content in the database
operation command, confidentiality information
and encryption algorithm with each other.

17. The database control method according to claim 16,
comprising
executing processing corresponding to the database
operation command on encrypted data as is in ci-
phertext, the encrypted data being encrypted by an
encryption algorithm corresponding to the confiden-
tiality information, based on cryptographic protocol
identification information stored in the second stor-
age unit.

18. The database control method according to one of
claims 14 to 17, comprising
regarding the computation operation corresponding
to the database operation command, when the com-
putation operation corresponds to homomorphic
computation and the encryption algorithm corre-
sponds to homomorphic encryption,
executing the computation operation on encrypted
data in the database as is in ciphertext to send the
computation result in ciphertext to the user appara-
tus.

19. The database control method according to one of
claims 14 to 17, comprising:

regarding the computation of the database op-
eration command, when the operation target da-
ta stored in the database in ciphertext is encrypt-
ed by an encryption algorithm not allowing the
computation to be executed on encrypted data
as is in ciphertext,
sending the encrypted data in the database to
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the user apparatus; and
the user apparatus decrypting the encrypted da-
ta into plaintext to execute the computation on
the plaintext.

20. The database control method according to one of
claims 14 to 19, comprising:

when column data in a table stored in the data-
base is encrypted, the user apparatus encrypt-
ing the column data with an encryption algorithm
corresponding to confidentiality information set
to the column data to send the encrypted data
to the database apparatus;
the database apparatus creating a ciphertext ta-
ble including a set of a serial number and cipher-
text of the column data, and
managing the ciphertext table by providing a ci-
phertext table information table including a set
of a table name, a column name, an encryption
algorithm, and a ciphertext table name.

21. The database control method according to one of
claims 14 to 19, comprising:

when column data in a table in the database is
encrypted, reading the column data from the da-
tabase, acquiring public key information from
the user apparatus to encrypt the column data;
creating a ciphertext table including a set of a
serial number and ciphertext of the column data;
and
managing the ciphertext table by providing a ci-
phertext table information table including a set
of a table name, a column name, an encryption
algorithm, and a ciphertext table name, as a a
set.

22. The database control method according to claim 20
or 21, comprising
upon reception of a database operation command
to add column data from the user apparatus,
adding a set of an updated serial number and cipher-
text in the ciphertext table in the database.

23. The database control method according to claim 14,
comprising
upon reception of an instruction to change confiden-
tiality information about data stored in the database,
the database apparatus sending encrypted data
stored in the database to the user apparatus;
the user apparatus decrypting the encrypted data
into plaintext and encrypting the plaintext again using
an encryption algorithm corresponding to the
changed confidentiality information; and
the database apparatus receiving the re-encrypted
data from the user apparatus to store the re-encrypt-
ed data in the database.

24. A program, causing a computer which is included in
a database control apparatus that is connected to a
user apparatus for communication and that executes
data access control on a database to execute
processing comprising:

receiving a database operation command from
the user apparatus;
executing, regarding data and/or metadata to be
handled associated with the database operation
command, at least one of
database operation or computation on encrypt-
ed data and/or encrypted metadata as is in ci-
phertext, and
database operation or computation on plaintext
data and/or metadata; and
sending a processing result of the database op-
eration to the user apparatus.

25. The program according to claim 24, wherein the pro-
gram causes the computer to execute processing
comprising:

upon reception of a database operation com-
mand from the user apparatus, when it is found
that such a condition is met that operation target
data encrypted and stored in the database is
encrypted by an encryption algorithm allowing
operation or computation on encrypted data to
be executed as is in ciphertext and that opera-
tion or computation of the database operation
command is one that allows to be executed on
ciphertext as is in ciphertext,
performing operating or computation on the op-
eration target data encrypted as is in ciphertext;
and
sending a result processed in ciphertext to the
user apparatus.
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