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(54) Telecommunication method and system

(57) Various embodiments herein include one or
more of systems, methods, and software providing mid-
dleware communication services. Embodiments gener-
ally include services executable to provide communica-
tion capabilities between a middleware server and an
application, such as an enterprise-class application, to
facilitate access to data and functionality of the applica-
tion by mobile applications that access application func-
tionality and data via the middleware server. Some em-

bodiments include augmenting the application with at
least one service to receive a call from a middleware data
object requesting data and to identify data to be included
in a response to the request. The identified data may
then be retrieved and returned to the calling middleware
data object. The call of the middleware data object is
typically received from a mobile device application and
the middleware data object provides data received in re-
sponse to the request to the mobile application.
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Description

BACKGROUND INFORMATION

[0001] The present invention discusses telecommuni-
cation systems comprising a plurality of mobile end user
telecommunication devices, middleware servers and
backend servers and corresponding telecommunication
methods regarding the interactions of such a telecom-
munication system. Herein a middleware server is server
computer, connected via a first network with at least one
backend server and further connected via a second net-
work with at least one mobile end user telecommunica-
tion device. A backend server is a server computer con-
nected via the first network with a middleware server,
wherein the backend server provides data and applica-
tion functionality. Middleware servers in general act as
intermediation entities for telecommunication between
backend servers and mobile end user telecommunica-
tion devices.
[0002] Providing mobile applications access to data
and services of an enterprise application, such as an En-
terprise Resource Planning (ERP) or a Customer Rela-
tionship Management (CRM) application, is important in
today’s mobile computing environment. For example, the
document DE 20 2005 019 239 U1 discloses an infra-
structure for enabling communication between mobile
end user telecommunication devices which may employ
different communication standards and a backend server
providing ERP services using a middleware. To provide
mobile applications such access, organizations often uti-
lize middleware servers. Such middleware servers are
very good at interactions with mobile applications, such
as may execute on smartphone and tablet devices. How-
ever, integration of enterprise application functionality
and data is more difficult. Entities such as data objects
within the middleware server and the mobile applications
are often fragile and can be easily broken when changes
are made to functionality and data of the enterprise ap-
plication. Further complicating such integration is that de-
velopment and maintenance teams that work with enter-
prise applications typically are distinct from development
and maintenance teams of middleware servers and mo-
bile applications. As a result, situations often arise where
changes are made to the enterprise application that neg-
atively affects middleware server services and mobile
application operation.

SUMMARY OF THE INVENTION

[0003] The present invention relates to a telecommu-
nication method for a digital cellular wireless telecommu-
nication system. In some embodiments the digital cellular
wireless telecommunication system comprises a plurality
of battery powered mobile end user telecommunication
devices, at least one middleware server comprising a
plurality of middleware data objects and at least one
backend server. The middleware server is coupled to the

mobile end user telecommunication devices via a wire-
less network while the middleware server is also con-
nected to the backend server via a local area network.
Each of the middleware data objects comprised in the
middleware server comprises logical units of data and
machine-executable code.
[0004] In a first step a request for retrieval of data sub-
mitted by one of the mobile end user telecommunication
devices via the wireless network is received by the mid-
dleware server. The received request comprises data
identifying one of the plurality of middleware data objects
which is to process the request.
[0005] In a next method step the received request is
being processed by the identified middleware data object
by executing the machine-executable code comprised in
the middleware data object by a processor of the mid-
dleware server. As a result of the execution of the ma-
chine-executable code the middleware server transmits
a hypertext transport protocol call directed towards a
service of the backend server via the local area network.
This service call includes the received request for data
as well as information identifying the middleware data
object which caused the hypertext transport protocol call.
[0006] In a third step the called service of the backend
server identifies data to be included in a response to the
data request which has been received from the middle-
ware server by retrieving information from a database
table comprised in a database of the backend server.
This database table comprises a row of data for each of
the plurality of middleware data objects comprised in the
middleware server identifying data items the respective
middleware data object is capable of processing. Thus
the called service is operable to identify data items, the
middleware data object that calls the hypertext transport
protocol call and process.
[0007] In a fourth step the previously identified data
items are retrieved from the database of the backend
server by the called service by performing a data query
directed towards the database. Once the query data has
been received the called service itself calls a data trans-
port service to build a first transport data structure con-
taining the retrieved data. In a preferred embodiment the
first transport data structure is of the JavaScript Object
Notation format. Once the first transport data structure
has been built by the data transport service the first trans-
port data structure is being transmitted through the mid-
dleware data object of the middleware server which
caused the initial service call wherein the transmission
is being conducted by the transport service via the local
area network. Once the first transport data structure has
been received at the middleware server the data com-
prised in the first transport data structure is being for-
warded to the mobile end user telecommunication device
via the wireless network.
[0008] The telecommunication method described
above may have a number of advantages. First, it has to
be noted that the service of the backend server which is
being called by the middleware data object of the mid-
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dleware server via the local area network determines by
itself which data items have to be provided to the mid-
dleware server in response to the service call. This may
have the advantage that the middleware data object does
not need to tell the called service of the backend server
which data items have to be provided to the middleware
server in order to settle the request received from the
mobile end user telecommunication device. As a result
the network traffic between the middleware server and
the backend server can be reduced.
[0009] The data traffic between the middleware server
and the backend server may be optimized even further
as the data items, which are provided to the middleware
data objects as a result to the service call, are limited to
such data items, which are processable by the middle-
ware data object. Thus unnecessary data flow may be
ruled out which may further decrease the data traffic of
the network system.
[0010] In some embodiments, the processing of a re-
quest for data by a middleware data object may cause
the middleware server to transmit a plurality of hypertext
transport protocol calls directed towards a plurality of
services of the backend server. This may in turn cause
the called services of the backend server to respond by
transmitting a plurality of first transport data structures to
the middleware server via the local area network. The
data, which is being forwarded to the mobile end user
telecommunication devices comprises the contents of
each first transport data structure received in response
to the hypertext transport protocol calls.
[0011] This may have the advantage that even though
the mobile end user telecommunication device needs a
plurality of data items or data objects it only has to submit
a single request for retrieval of data to the middleware
server. This single request, upon being processed by the
middleware data object, is then being split up into a plu-
rality of requests, which are being answered by the back-
end server. As a result, a single packet of data can be
transmitted to the mobile end user telecommunication
devices as a response to the initial data request. This
may have the advantage that the network load of the
wireless telecommunication network is reduced. Further
the computing time for submitting a plurality of data re-
quests the battery powered mobile end user telecommu-
nication device would have to handle is being outsourced
to the middleware server which is not battery powered.
This may have the advantage that the battery lifetime of
the mobile end user telecommunication device is in-
creased as the power consumption caused by process-
ing the plurality of data requests can be significantly re-
duced.
[0012] In some embodiments no data is forwarded to
the mobile end user telecommunication device upon re-
ception of a plurality of first transport data structures at
the middleware server, if the contents of at least one of
the first transport data structures received in response
to the hypertext transport protocol calls is not processa-
ble by the middleware data object or by the mobile entity.

[0013] This may have the advantage that that forward-
ing of data to the mobile end user telecommunication
device wherein the forwarded data cannot be processed
by the mobile end user telecommunication device is elim-
inated. As a result, the traffic between the mobile server
and the mobile end user telecommunication device is
reduced further.
[0014] In some embodiments, the telecommunication
method may comprise a number of additional steps. In
a first additional step a service of the backend server
receives a second transport data structure from a mid-
dleware data object via the local area network. This sec-
ond transport data structure may comprise updated data.
Once the second transport data structure has been re-
ceived data including the updated data is being read from
the second transport data structure. Subsequently data
storage locations to which the updated data read from
the second transport data structure is to be stored are
determined and a data update command based on the
updated data and the determined data storage locations
is being issued. If a success response is being received
upon issuing the data update command a corresponding
third transport data structure with a reference to the re-
ceived second transport data structure and including data
representative of the successful update is being trans-
mitted to the middleware data object by a data transport
service. However, if a failure response is being received
a rollback command is being issued and a fourth transport
data structure comprising a reference to the received
second transport data structure and including data rep-
resentative of the update failure is being transmitted to
the middleware data object by the data transport service.
[0015] This may have the advantage that besides
fetching data from the backend server the mobile end
user telecommunication devices are also operable to up-
date the data comprised in the backend server.
[0016] In some embodiments the middleware server
comprises at least one database. Further the backend
server of the digital cellular wireless telecommunications
system is operable to trigger the backend services to
execute the method steps of identifying data to be pro-
vided to a middleware data object, approving the identi-
fied data, building a first transport data structure and for-
warding the first transport data structure to the middle-
ware data object without having received a correspond-
ing service call by the middleware data object of the mid-
dleware server. Once such a first transport data structure
has been received at the middleware server the middle-
ware server stores the received first transport data struc-
ture in the middleware server database.
[0017] In accordance with some preferred embodi-
ments this triggering of backend services by the backend
server is conducted once the load of the local area net-
work connecting the middleware server and the backend
server drops below a predefined threshold. However, it
is also possible to choose other events as a reason to
trigger the backend services. For example the forwarding
of first data structures, the middleware server without a
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corresponding service call may be conducted on a reg-
ular basis for example overnight when the general net-
work load or the processor load of the backend or the
middleware server is low.
[0018] In yet another embodiment a middleware data
object is upon receiving a request for retrieval of data
from one of the mobile end user telecommunication de-
vices operable to query the middleware server database
for a first transport data structure corresponding to the
received request. If a first transport data structure is re-
ceived in response to the query the middleware data ob-
ject forwards the data comprised in the first transport data
structure to the mobile end user telecommunication de-
vice from which the request for retrieval of data originat-
ed. However, if no first transport data structure is received
in response to the query the middleware data object
transmits the hypertext transport protocol calls directed
towards services of the backend server as described be-
fore.
[0019] This may have the advantage that in some cas-
es a request for retrieval of data can be answered by the
middleware server without having to query the backend
server for corresponding data. This may be especially
advantageous if no network connection between the mid-
dleware server and the backend server is available or if
the network connecting the middleware server and the
backend server has a high load status.

BRIEF DESCRIPTION OF THE DRAWINGS

[0020]

FIG. 1 is a logical block diagram of a system, accord-
ing to an example embodiment.
FIG. 2 is a block flow diagram of a method, according
to an example embodiment.
FIG. 3 is a block flow diagram of a method, according
to an example embodiment.
FIG. 4 is a block diagram of a computing device,
according to an example embodiment.

DETAILED DESCRIPTION

[0021] Various embodiments herein include one or
more of systems, and methods, providing a telecommu-
nication framework. Such embodiments generally in-
clude one or more services executable to provide generic
communication capabilities between data objects of a
middleware server and an enterprise application to facil-
itate access to data and functionality of the enterprise
application by mobile applications. Such mobile applica-
tions may execute on various computing device types,
such as smartphones and tablet devices.
[0022] In some embodiments, an enterprise applica-
tion stores data identifying one or both of data items and
application services of an enterprise application that mo-
bile applications and middleware server objects are en-
abled to utilize. This stored data may be stored in a ded-

icated table including a row of data with regard to data
items for middleware data objects present on a middle-
ware server. In other embodiments, the stored data may
be stored in metadata of database tables with regard to
data columns in the tables. In yet further embodiments,
the stored data identifying data items and application
services of an enterprise application that mobile applica-
tions and middleware server objects are enabled to utilize
may be stored in one or more files.
[0023] Regardless of where the data identifying data
items and application services of an enterprise applica-
tion that mobile applications and middleware server ob-
jects are enabled to utilize, this data is consumed, in
some embodiments, by generic services dedicated to re-
ceiving, servicing, and responding to function, service,
data, and other calls between the enterprise application
and the middleware server. These services, prior to send-
ing data to the middleware server, refer to the data iden-
tifying data items and application services of an enter-
prise application that mobile applications and middle-
ware server objects are enabled to utilize. Generally,
when a data item is not identified as being enabled, the
data item is not sent to the middleware server. As a result,
changes can typically be made in the enterprise applica-
tion without affecting performance of the middleware
server or mobile applications.
[0024] Various embodiments of such middleware com-
munication services, their deployment and operation,
and variations thereto are described herein with refer-
ence to the figures.
[0025] In the following detailed description, reference
is made to the accompanying drawings that form a part
hereof, and in which is shown by way of illustration spe-
cific embodiments in which the inventive subject matter
may be practiced. These embodiments are described in
sufficient detail to enable those skilled in the art to prac-
tice them, and it is to be understood that other embodi-
ments may be utilized and that structural, logical, and
electrical changes may be made without departing from
the scope of the inventive subject matter. Such embod-
iments of the inventive subject matter may be referred
to, individually and/or collectively, herein by the term "in-
vention" merely for convenience and without intending
to voluntarily limit the scope of this application to any
single invention or inventive concept if more than one is
in fact disclosed.
[0026] The following description is, therefore, not to be
taken in a limited sense, and the scope of the inventive
subject matter is defined by the appended claims.
[0027] The functions or algorithms described herein
are implemented in hardware, software or a combination
of software and hardware in some embodiments. The
software comprises computer executable instructions
stored on computer readable media such as memory or
other type of storage devices. Further, described func-
tions may correspond to modules, which may be soft-
ware, hardware, firmware, or any combination thereof.
Multiple functions are performed in one or more modules
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as desired, and the embodiments described are merely
examples. The software is executed on a digital signal
processor, ASIC, microprocessor, or other type of proc-
essor operating on a system, such as a personal com-
puter, server, a router, or other device capable of
processing data including network interconnection de-
vices.
[0028] Some embodiments implement the functions in
two or more specific interconnected hardware modules
or devices with related control and data signals commu-
nicated between and through the modules, or as portions
of an application-specific integrated circuit. Thus, the ex-
emplary process flow is applicable to software, firmware,
and hardware implementations.
[0029] FIG. 1 is a logical block diagram of a system
100, according to an example embodiment. The system
100 includes a backend server 102, a middleware server
130, and a variety of mobile end user telecommunication
devices 150. The backend server 102 and the middle-
ware server 130 are connected via a network. In some
embodiments, such as the illustrated embodiment of the
system 100, the middleware server 130 is deployed on
an opposite side of a firewall 120 than the backend server
102. However, in other embodiments, the middleware
server 130 may instead be inside the firewall 120 or inside
another firewall deployed between the middleware serv-
er 130 and an external network 140, such as the Internet.
The variety of mobile devices 150 connect to the middle-
ware server via the external network 140.
[0030] The backend server 102 and the middleware
server 130 are typically deployed on distinct hardware,
such as different server-class computing devices. How-
ever, in some embodiments, the backend server 102 and
the middleware server 130 may be deployed on the same
server-class computing device. In some such embodi-
ments, the backend server 102 and middleware server
130 may be deployed within the same or different virtual
machine environments on the same server-class com-
puting device or a set of server-class computing devices.
An example of such server-class computing devices, and
the hardware components included therein, is illustrated
and described with regard to FIG. 4.
[0031] The backend server 102 includes an application
104, such as an enterprise-class application that maybe
various types of enterprise-class applications. Such var-
ious types of enterprise-class applications may include
an ERP application, a CRM application, a document
management application, and the like. Although only a
single application 104 is illustrated, multiple applications
104 may be included in other embodiments.
[0032] The backend server 102 also typically includes
a database 106 that stores application 104 data. Data
stored in the database 106 may include data such as
transaction data, master data, configuration data, docu-
ments, document templates, various forms of content,
user interface definitions, stored procedures and data
views that provide data processing functionality and data
access, and the like.

[0033] The backend server 102 may further include
middleware communication services 110. The middle-
ware communication services 110, in some embodi-
ments, are provided in the backend server 102 as one
or more hardware or software modules. In other embod-
iments, the middleware communication services 110 are
configurable software modules or services within the ap-
plication 104. In yet other embodiments, the middleware
communication services 110 are add-on modules or soft-
ware content that can be added on to the application 104.
[0034] Regardless of how the middleware communi-
cation services 110 are included and positioned in the
backend server 102, the middleware communication
services 110 include services providing generic commu-
nication capabilities between objects 134 of a middle-
ware server 130 and the application 104 to facilitate ac-
cess to application 104 data and functionality by mobile
end user telecommunication device 150 applications and
apps. The middleware communication services 110 re-
move any requirements for objects, services, methods,
and other portions of the application 104 to include spe-
cific middleware server 130 communication and integra-
tion coding. Instead, the objects, services, methods, and
other portions of the application 104 can leverage the
middleware communication services 110 to communi-
cate with the middleware server 130 and objects 134
included therein. While there may still be some instances
where objects, services, methods, and other portions of
the application 104 may include specific middleware
server 130 communication and integration coding, these
instances are at least significantly minimized. The mid-
dleware communication services 110 will be described
further below following description of the middleware
server 130 and other portions of the system 100.
[0035] Communication between the middleware com-
munication services 110 and the middleware server 134,
and objects 134 therein, may be conducted according to
one or more communication standards, whether the
standards are general publicly defined standards or pro-
prietary standards. For example, HyperText Transfer
Protocol may be utilized in some embodiments to ex-
change messages and data encoded according to the
JavaScript Object Notation (JSON) standard. However,
other data transport and data encoded standards may
be utilized in other embodiments. Further, data, or por-
tions thereof, communicated between the augmenting
middleware communication services 110 and the mid-
dleware server 134, and objects 134 therein may be en-
crypted in some embodiments.
[0036] The middleware server 130 is generally a com-
puting environment established with software that pro-
vides services to software applications to communicate.
The middleware server 130 services provide integration
capabilities between application 104 in the backend serv-
er 102 and applications and apps deployed to the mobile
end user telecommunication devices 150. In some em-
bodiments, the middleware server 130 includes a single
set of data and functionality services to communicate with

7 8 



EP 2 779 583 A1

6

5

10

15

20

25

30

35

40

45

50

55

the backend server 102 and a plurality of data and func-
tionality services to communicate with different applica-
tions and apps that may be deployed to different mobile
end user telecommunication devices 150. The middle-
ware server 130 may therefore be considered a data and
functionality bridge between mobile end user telecom-
munication device 150 applications and apps and the
backend server 102. An example of such a middleware
server is the Sybase Unwired Platform, or SUP, available
from SAP AG of Walldorf, Germany.
[0037] The middleware server 130 typically includes a
set of objects 134. The objects 134 may exist for various
purposes. However, some of the objects 134 are defined
to comprise logical units of data and functionality for tasks
that mobile end user telecommunication device 150 ap-
plications and apps perform with regard to data and func-
tionality available from the application 104 in the backend
server 102. For example, one such mobile end user tel-
ecommunication device 150 application or app task may
include functionality for generation of a product order. An
example mobile end user telecommunication device 150
app may first provide a view of offered products. One of
the objects may exist in the middleware server 130 to
obtain a data listing of all products offered by an organ-
ization for which the system 100 exists. Data of the of-
fered products is stored in the database 106 and is ac-
cessible via the application 104. A data listing of the of-
fered products may be accessible within the application
104 via a service call. However, that service call is not
directly accessible by the mobile device 150 app. Thus,
the middleware data object in the middleware server 130
is configured to obtain the offered product listing through
communication with the backend server 102 to submit a
call of the service and to receive a reply thereto. The
middleware data object will then perform any translation
of the offered product listing data needed for providing
the data to the calling mobile end user telecommunication
device 150 app and transmit the data to the mobile end
user telecommunication device 150 app. The mobile end
user telecommunication device 150 app, through com-
munication with the object in the middleware server 130
is able to obtain the offered product listing data for pres-
entation within the app.
[0038] Further, another middleware server 130 object
134 may exist for receiving an order of a product selected
on the mobile end user telecommunication device 150
for purchase. This middleware server 130 object may be
configured to receive different data elements from the
mobile end user telecommunication device app, such as
a product identifier, a quantity of product ordered, a cus-
tomer identifier, a shipping mode option, a delivery ad-
dress, a price, and other such order data. The data ele-
ments received by the middleware server 130 object may
need to be stored in different tables of the database 106
and the storing of the data elements to the database 106
may need to be performed in a certain order or through
one or more particular functional elements of the appli-
cation 104. The middleware server 130 object, in such

an embodiment, may be configured to communicate the
order data, in a single logical unit of work to enable roll-
back functionality, to a plurality of different services of
the application 104 and database 106, such as through
a plurality of remote function calls. However, the data
may be received from the mobile end user telecommu-
nication device 150 app in a single communication and
the middleware server 130 object is one logical unit,
which may then break up the data into multiple service
calls to the application 104 or database 106 in the back-
end server 102. The middleware server 130 object may
then receive success confirmations in response to each
call and send a single confirmation back to the calling
mobile device 150 app from which the order data was
received. In the event of an error or other failure with
regard to any of the calls made by the middleware server
130 object, a rollback may be performed and the error
communicated back to the calling mobile end user tele-
communication device 150 app.
[0039] In some embodiments, the middleware server
130 may include a middleware database 136. The ob-
jects 134, in some embodiments, may be stored in the
middleware database 136. In some embodiments, the
middleware database 136 may cache data for delivery
to mobile end user telecommunication device 150 appli-
cations and apps. Similarly, the middleware database
136, in some embodiments, may cache data received
from mobile end user telecommunication device 150 ap-
plications and apps for delivery to the application 104 in
the backend server 102.
[0040] The mobile end user telecommunication devic-
es 150 are intended to represent various device types.
The various device types may include one or more of
smartphones, tablet devices, personal computers, set
top boxes, computing devices of automobile information
systems, and other such devices. Each of the mobile end
user telecommunication devices 150 is capable of pre-
senting data to users, receiving input, and connecting to
the network 140, such as the Internet, to which the mid-
dleware server 130 is also connected. Each of the mobile
end user telecommunication devices 150 is also capable
of executing an application or app to communicate with
the middleware server 130 over the network 140.
[0041] Each of the backend server 102, the application
104 in the backend server 104, the middleware server
130, and the mobile devices 150 and applications and
apps that may execute thereon have been described.
The middleware communication services 110 will now
be described in detail.
[0042] As mentioned previously, the middleware com-
munication services 110 include services providing ge-
neric communication capabilities between objects 134 of
a middleware server 130 and the application 104 to fa-
cilitate access to application 104 data and functionality
by mobile end user telecommunication device 150 appli-
cations and apps. In some embodiments, the middleware
communication services 110 include services that can
be leveraged by in a standardized manner by application
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104 developers to handle communication with the mid-
dleware server 130 and the objects 134 therein.
[0043] Further, various embodiments of the middle-
ware communication services 110 may further include
functionality that determines functionality and data for
which the middleware server 130, objects 134 therein,
and mobile device 150 applications and apps are enabled
to utilize. This functionality allows for application 104 de-
velopers and administrators to make changes in the ap-
plication 104 and database 106, such as by adding ad-
ditional data elements, without adversely affecting per-
formance and operation of the middleware server 130,
objects 134 therein, and mobile end user telecommuni-
cation device 150 applications and apps. In such embod-
iments, before a service of the middleware communica-
tion services 110 communicates data or exposes func-
tionality to the middleware server 130 or an data object
134 therein, configuration data is considered. The con-
figuration data is considered to determine whether par-
ticular relevant data items and functionality are active or
inactive with regard to the middleware server 130 or the
data object 134 to which the data or functionality is to be
provided. Typically, middleware server 130 and data ob-
jects 134 therein are functionally synchronized with mo-
bile end user telecommunication device 150 applications
and apps. Therefore, when the middleware server 130
and data objects 134 therein are active or inactive, the
mobile end user telecommunication device 150 applica-
tions and apps are equally active or inactive. Thus, one
configuration setting with regard to a data item or func-
tionality element provides sufficient configuration data
with regard to all of the middleware server 130, data ob-
jects 134, and mobile end user telecommunication device
150 applications and apps. However, some embodi-
ments may include one or more additional levels of con-
figuration settings at the granularity of each of the mid-
dleware server 130, data objects 134, and mobile end
user telecommunication device 150 applications and
apps when differences there between are present, such
as between different application and app versions, mo-
bile end user telecommunication device 150 application
and app platform version differences, and the like.
[0044] Although different embodiments may include
different numbers of and purposes for the middleware
communication services 110, some embodiments in-
clude three general middleware communication services
110. In such embodiments, a first of the three general
services may include a download service 112 that com-
municates data to the middleware server 130 and data
objects 134 therein. A second of the three general serv-
ices may include an online service 114 that operates to
provide ongoing interaction capabilities between the ap-
plication 104 and database 106 and the middleware serv-
er 130 and data objects 134. A third of the three general
services may include an upload service 116 that operates
to receive data from the middleware server 130 and data
objects 134, such as for creation and updating of new
database 106 records, new transactions, and the like. In

some embodiments, each of the three general services
112, 114, 116 may include data processing functionalities
but leverage communication capabilities of another serv-
ice, such as transport service 118, to communicate with
the middleware server 130 and the data objects 134.
[0045] In some embodiments, the download service
112 operates to receive data download requests with re-
gard to middleware server 130 data objects 134. A data
download request may include a middleware server 130
data object 134 identifier identifying a source of the data
download request. The download service 112 may gen-
erate a response to a received data download request
by retrieving, from the database 106 or another data stor-
age location, identifiers of data items relevant to the re-
questing middleware server 130 data object 134.
[0046] The relevant data items may be identified based
on one or more of the particular requesting middleware
server 130 data object 134, an application 104 or data-
base 106 service identified in the request or associated
with the requesting middleware server 130 data object
134, a service or data-referencing naming convention
between a name of the requesting middleware server
130 data object 134 and services or data of the applica-
tion 104 or database 106, or otherwise. However, in some
embodiments, as generally referred to, naming conven-
tions of middleware server 130 data objects 134 may be
synchronized in a defined manner to link to services, such
as remote function calls of the application 104 or data-
base 106.
[0047] Regardless of how obtained by the download
service 112, the retrieved identifiers of the relevant data
items in such embodiments indicate which data items
associated with the received data download request are
active or inactive. The active and inactive indicators are
retrieved with regard to one or more of the requesting
middleware server 130, the middleware server 130 data
object 134, or a mobile end user telecommunication de-
vice 150 application or app where the request originated
or the results are to be delivered. In some embodiments,
the download service 112 may then retrieve only the ac-
tive data or retrieve all data and then filter out the inactive
data. The download service 112 may then generate and
transmit a data structure including the active retrieved
data items to the middleware server 130 data object 134
of the middleware server 130 data object 134 identifier.
In embodiments including the transport service 118, the
download service 112 in performance of one or both of
the generating and transmitting of the data structure to
the middleware server 130 data object 134, may do so
with a call to the transport service 118.
[0048] In some embodiments, the online service 114
operates to receive and service ongoing interaction be-
tween middleware server 130 data objects 134 and serv-
ices and data of the application 104 and the database
106. For example, the online service 114 may receive
functionality invoking requests from middleware server
130 data objects 134. Processing of a functionality in-
voking request by the online service 114 may include
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calling an application 104 service and receiving a re-
sponse thereto. The online service 114 may then transmit
at least a portion of the response to the middleware server
130 data object 134 from which the functionality invoking
request was received. In some such instances, a session
between the online service 114 and the requesting mid-
dleware server 130 data object 134 may be persisted
when additional communications with regard to the pro-
vided response are likely. In some embodiments includ-
ing the transport service 110, the communication session
and data exchanged between the online service 114 and
the middleware server 130 data object 134 may be han-
dled by the transport service 110.
[0049] In some embodiments, the upload service 116
operates to receive data updates from middleware server
130 data objects 134. The data updates may include up-
dates to create, read, update, or delete data maintained
and stored by the application 104, such as may be stored
in the database 106. In some embodiments, the upload
service 116 operates to receive, from a middleware serv-
er 130 data object 134, a data structure including a data
update. Based on data in the data structure, the upload
service 116 may then determine database 106 locations
to which the updated data is to be stored, which may
include not only a change to previously stored data, but
also or alternatively an insertion of a new database 106
record or deletion of a database 106 record. The upload
service may then issue at least one data update com-
mand to the database 106 based on the determined stor-
age locations. Upon receipt of a success response to the
data update command, the upload service 116 may then
transmit a success response to the middleware server
130 data object 134. However, upon receipt of a failure
response to the data update command, the upload serv-
ice 116 will typically issue a rollback command, if such a
command is not automatically triggered within the appli-
cation 104 or the database 106, to rollback the data up-
date. The upload service 116, upon occurrence of such
an update failure, will also transmit a failure response to
the middleware server 130 data object 134. As update
failure is possible, the upload service 116 will typically
issue update commands either to the database 106 or
to the application 104 within a single logical unit of work
so that in the event of such a failure, the rollback can be
performed by issuance of a single command to rollback
all data updates associated therewith. The upload serv-
ice 116, in embodiments including the transport service
118, may conduct some or all communication with the
middleware server 130 and the data objects 134 therein,
via the transport service 118.
[0050] FIG. 2 is a block flow diagram of a method 200,
according to an example embodiment. The method 200
is an example of how one or more of the middleware
communication services 110 of FIG. 1 may perform in
some embodiments. The method 200 includes receiving
202 a service call from a middleware data object including
a request for data. The received 202 service call, in some
embodiments, may be a remote function call of a function

or service provided by a backend application, such as
the application 104 of the backend server 102 of FIG. 1.
[0051] With regard to the data request, the method 200
may then identify 204 data to be included in a response
to the data request. For example, identifying 204 data to
be included in the response to the data request may in-
cludes retrieving data from a database table that identi-
fies active data items the middleware data object is ca-
pable of processing. Such a database table may store
data identifies active data items the middleware data ob-
ject is capable of processing with a row of data for each
of a plurality of middleware data objects. Each row of
data for each of the plurality of middleware data objects
may identify data items the respective middleware data
object is capable of processing. In other embodiments,
the identifying 204 of data to be included in a response
to the data request may include reading metadata asso-
ciated with a database table, a database view, service,
remote function call, or other data storage or program-
matic element from which data may be obtained identi-
fying positively or negatively, inclusively or exclusively
data items that are either active or inactive. In yet other
embodiments, active and inactive data items may be
identified in one or more files or other stored data struc-
tures.
[0052] The method 200 may then retrieve 206 the iden-
tified data and transmit the retrieved 206 data to the mid-
dleware data object from which the request was received.
Transmitting the retrieved 206 data to the middleware
data object may include calling 208 a data transport proc-
ess to build a transport data structure containing the re-
trieved 206 data and to transmit the transport data struc-
ture to the middleware data object. In some such embod-
iments, the transport data structure built by the transport
process is encoded in a format that identifies data items
included in the transport data structure and values of
each included data item. The format of the data structure,
in some embodiments, is a JavaScript Object Notation
format.
[0053] FIG. 3 is a block flow diagram of a method 300,
according to an example embodiment. The method 300
is another example of how one or more of the middleware
communication services 110 of FIG. 1 may perform in
some embodiments. The method 300 includes receiving
302, from a middleware data object, a transport data
structure including a data update. The method may then
read 304 data, including the updated data, from the trans-
port data structure and determine 306 data storage lo-
cations to which the updated data is to be stored. The
method 300 further includes issuing 308 a data update
command based on the updated data read from the trans-
port data structure and the determined data storage lo-
cations. The data update command issued 308 may in-
clude one or more of an update command, such as in
the form of a Structured Query Language (SQL) state-
ment issued to a database, a call of a remote function,
stored procedure, service, web service, object service,
or other programmatic unit callable within an application
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or data processing platform. The data update command,
when including more than one such command, may be
issued 308 within a single transaction or logical unit of
work. Issuing 308 the update command within a single
transaction or logical unit of work provides an enhanced
and simplified ability to rollback the update in the event
that one or more the updates are not successful.
[0054] The method 300 in such embodiments may then
wait to receive a message in response to each issued
308 update command. The method 300, upon receipt of
responses to the update commands then determines 310
whether the update was successful. When successful,
the method 300 may commit the updates, closing the
transaction or logical unit of work and transmit a message
indicating update success back to the middleware data
object from which the transport data structure including
the data update was received 302. For example, in some
embodiments, the method 300 may include calling 312
the data transport process to build a transport data struc-
ture with a reference to the received 302 transport data
structure and including data representative of the suc-
cessful update. The called 312 data transport process
may then transmit the transport data structure to the mid-
dleware data object.
[0055] When the determination 310 that the issued 308
update command was not successful, the method 300
may rollback the updates within the transaction or logical
unit of work and transmit a message indicating update
failure back to the middleware data object from which the
transport data structure including the data update was
received 302. Transmitting the message indicating up-
date failure may include calling 314 the data transport
process to build a transport data structure with a refer-
ence to the received 302 transport data structure and
including data representative of the update failure. The
called 314 data transport process may then transmit the
transport data structure to the middleware data object.
[0056] FIG. 4 is a block diagram of a computing device,
according to an example embodiment. In one embodi-
ment, multiple such computer systems are utilized in a
distributed network to implement multiple components in
a transaction-based environment. An object-oriented,
service-oriented, or other architecture may be used to
implement such functions and communicate between the
multiple systems and components. One example com-
puting device in the form of a computer 410, may include
a processing unit 402, memory 404, removable storage
412, and non-removable storage 414. Although the ex-
ample computing device is illustrated and described as
computer 410, the computing device may be in different
forms in different embodiments. For example, the com-
puting device may instead be a server-class computer,
smartphone, a tablet, or other computing device including
the same or similar elements as illustrated and described
with regard to FIG. 4. Further, although the various data
storage elements are illustrated as part of the computer
410, the storage may also or alternatively include cloud-
based storage accessible via a network, such as the In-

ternet.
[0057] Returning to the computer 410, memory 404
may include volatile memory 406 and non-volatile mem-
ory 408. Computer 410 may include - or have access to
a computing environment that includes a variety of com-
puter-readable media, such as volatile memory 406 and
non-volatile memory 408, removable storage 412 and
non-removable storage 414. Computer storage includes
random access memory (RAM), read only memory
(ROM), erasable programmable read-only memory
(EPROM) & electrically erasable programmable read-on-
ly memory (EEPROM), flash memory or other memory
technologies, compact disc read-only memory (CD
ROM), Digital Versatile Disks (DVD) or other optical disk
storage, magnetic cassettes, magnetic tape, magnetic
disk storage or other magnetic storage devices, or any
other medium capable of storing computer-readable in-
structions. Computer 410 may include or have access to
a computing environment that includes input 416, output
418, and a communication connection 420. The input
416 may include one or more of a touchscreen, touchpad,
mouse, keyboard, camera, and other input devices. The
computer may operate in a networked environment using
a communication connection 420 to connect to one or
more remote computers, such as database servers, web
servers, and other computing device. An example remote
computer may include a personal computer (PC), server,
router, network PC, a peer device or other common net-
work node, or the like. The communication connection
420 may be a network interface device such as one or
both of an Ethernet card and a wireless card or circuit
that may be connected to a network. The network may
include one or more of a Local Area Network (LAN), a
Wide Area Network (WAN), the Internet, and other net-
works.
[0058] Computer-readable instructions stored on a
computer-readable medium are executable by the
processing unit 402 of the computer 410. A hard drive
(magnetic disk or solid state), CD-ROM, and RAM are
some examples of articles including a non-transitory
computer-readable medium. For example, various com-
puter programs or apps, such as one or more applications
and modules implementing one or more of the methods
illustrated and described herein or an app or application
that executes on a mobile device or is accessible via a
web browser, may be stored on a non-transitory compu-
ter-readable medium.
[0059] Other embodiments may be in the form of a sys-
tem. The system of such embodiments includes at least
one processor, at least one memory device, and at least
one network interface device. The system further in-
cludes an application stored on the at least one memory
device and executable by the at least one processor to
store data in a database and provide application func-
tionality within a first networked computing environment
via the at least one network interface device. In such
embodiments, at least a portion of the application func-
tionality is callable via one or more application services.
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[0060] The system further includes a middleware in-
terface module stored on the at least one memory device.
The middleware interface module includes and provides
a set of services executable by the at least one processor.
The services may include a download service to receive
data download requests with regard to middleware data
objects and to provide a response. A data download re-
quest in such embodiments typically includes at least a
middleware data object identifier calling the download
service. The response to the data download request may
be generated by retrieving, from the database, identifiers
of data items relevant to the requesting middleware data
object and retrieving the data items corresponding to the
retrieved data item identifiers. The download service may
then generate and transmit the response, in the form of
a data structure including the retrieved data items, to the
middleware data object of the middleware data object
identifier.
[0061] The middleware interface module may also in-
clude an online service to receive and service function-
ality invoking requests from middleware data objects.
Processing of a functionality invoking request by the on-
line service may include calling at least one application
service and receiving a response thereto. The online
service may then transmit at least a portion of the re-
sponse to a middleware data object from which the func-
tionality invoking request was received.
[0062] In a further embodiment, the middleware inter-
face module includes at least one further service in the
form of an upload service. The upload service of such
embodiments receives data updates from middleware
data objects. Data updates received by the upload serv-
ice will typically be received with a data structure includ-
ing a data update. The data structure may be received
in the JSON format and identify each included data item
and a value thereof. The update service may then deter-
mine database locations to which the updated data is to
be stored or one or more services to utilize in updating
the received data. The upload service may then issue at
least one data update command to the database or call
one or more identified services based on a the deter-
mined storage locations. Further, upon receipt of a suc-
cess response to the data update command or com-
mands, the upload service may transmit a success re-
sponse to the middleware data object. Alternatively, upon
receipt of a failure response to the data update command
or commands, the upload service will issue a rollback
command the data update and transmit a failure re-
sponse to the middleware data object.
[0063] It will be readily understood to those skilled in
the art that various other changes in the details, material,
and arrangements of the parts and method stages which
have been described and illustrated in order to explain
the nature of the inventive subject matter may be made
without departing from the principles and scope of the
inventive subject matter as expressed in the subjoined
claims.

Claims

1. A telecommunication method for a digital cellular
wireless telecommunication system comprising a
plurality of battery powered mobile end user tele-
communication devices (150), at least one middle-
ware server (130) comprising a plurality of middle-
ware data objects (134), each middleware data ob-
ject (134) comprising logical units of data and ma-
chine executable code, the middleware server (130)
being coupled to the mobile end user telecommuni-
cation devices (150) via a wireless network (140),
the system further comprising at least one backend
server (102), wherein the middleware servers (130)
and the backend servers (102) are connected via a
local area network, the method comprising:

• Receiving a request for retrieval of data from
one of the mobile end user telecommunication
devices (150) at the middleware server (130) via
the wireless network (140), the request identify-
ing one of the plurality of middleware data ob-
jects (134) for processing the request,
• Processing of the request by the identified mid-
dleware data object (134) by executing the ma-
chine executable code encapsulated in the mid-
dleware data object (134) by a processor of the
middleware server (130), the execution of the
machine executable code causing the middle-
ware server (130) to transmit a Hyper-Text
Transport Protocol call directed towards a serv-
ice (110) of the backend server (102) via the
local area network, the service call including the
request for data and information identifying the
middleware data object (134) causing the Hy-
per-Text Transport Protocol call,
• Identifying data to be included in a response
to the data request by the called service (110)
of the backend server (102) by retrieving infor-
mation from a database table comprised in a
database (106) of the backend server (102) the
database table including a row of data for each
of the plurality of middleware data objects (134),
the row of data for each of the plurality of mid-
dleware data objects (134) identifying data items
the respective middleware data object (134) is
capable of processing, the retrieved information
identifying data items the middleware data ob-
ject (134) causing the Hyper-Text Transport
Protocol call is capable of processing,
• Retrieving the identified data by the called serv-
ice (110) by performing a data query directed
towards the database (106) of the backend serv-
er (102),
• Upon reception of the queried data, calling a
data transport service (118) to build a first trans-
port data structure containing the retrieved data,
wherein the first transport data structure is of the
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JavaScript Object Notation format,
• Transmitting the first transport data structure
to the middleware data object (134) by the trans-
port service (118) via the local area network,
• Forwarding the data comprised in the first
transport data structure to the mobile end user
telecommunication device (150) via the wireless
network.

2. The telecommunication method of claim 1, wherein
processing a request for data by a middleware data
object (134) by executing the machine executable
code comprised in the middleware data object (134)
by a processor of the middleware server (130) caus-
es the middleware server (130) to transmit a plurality
of Hyper-Text Transport Protocol calls directed to-
wards a plurality of services (110) of the backend
server (102), causing the called services (110) of the
backend server (102) to respond by transmitting a
plurality of first transport data structures to the mid-
dleware server (130) via the local area network,
wherein the data forwarded to the mobile end user
telecommunication device (150) comprises the con-
tents of each first transport data structure received
in response to the Hyper-Text Transport Protocol
calls.

3. The telecommunication method of claim 2, wherein
no data is forwarded to the mobile end user telecom-
munication device (150), if the contents of at least
one of the first transport data structures received in
response to the Hyper-Text Transport Protocol calls
is not processable by the middleware data object
(134) or by the mobile end user telecommunication
device (150).

4. The telecommunication method of any of the pre-
ceding claims, further comprising:

• Receiving by a service (110) of the backend
server (102), a second transport data structure
from a middleware data object (134) via the local
area network, the second transport data struc-
ture comprising updated data;
• Reading data, including the updated data, from
the second transport data structure;
• Determining data storage locations to which
the updated data read from the second transport
data structure is to be stored;
• Issuing a data update command based on the
updated data read from the second transport da-
ta structure and the determined data storage lo-
cations;
• Upon receipt of a success response to the data
update command, calling the data transport
service (118) to build a third transport data struc-
ture with a reference to the received second
transport data structure and including data rep-

resentative of the successful update and to
transmit the third transport data structure to the
middleware data object (134); and
• Upon receipt of a failure response to the data
update command: issuing a rollback command;
and calling the data transport service (118) to
build a fourth transport data structure with a ref-
erence to the received second transport data
structure and including data representative of
the update failure and to transmit the fourth
transport data structure to the middleware data
object (134).

5. The telecommunication method of any of the pre-
ceding claims, wherein the middleware server (130)
comprises at least one database (136), wherein the
backend server (102) is operable to trigger the back-
end services (110) to:

• Identify data to be provided to a middleware
data object (134) by retrieving corresponding in-
formation from the database table comprised in
the database (106) of the backend server (102),
• Retrieve the identified data by performing a
data query directed towards the database (106)
of the backend server (102),
• Upon reception of the queried data, call a data
transport service (118)
to build a first transport data structure containing
the retrieved data, wherein the called data trans-
port service (118) upon being called by the trig-
gered backend service (110) builds the first
transport data structure and transmits the first
transport data structure to the middleware serv-
er (130), wherein the middleware server (130),
upon receiving the first transport data structure
from the backend server (102), stores the re-
ceived first transport data structure in the mid-
dleware server database (136).

6. The telecommunication method of claim 5, wherein
the triggering of backend services (110) by the back-
end server (102) is conducted once the load of the
local area network connecting the middleware server
(130) and the backend server (102) drops below a
predefined threshold.

7. The telecommunication method of claims 5 or 6,
wherein upon receiving a request for retrieval of data
from one of the mobile end user telecommunication
devices (150) at the middleware server (130), the
middleware data object (134) identified by the re-
ceived request is operable to query the middleware
server database (106) for a first transport data struc-
ture corresponding to the received request, wherein:

• Upon receiving a first transport data structure
in response to the query, the middleware data
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object (134) forwards the data comprised in the
first transport data structure to the mobile end
user telecommunication device (150) from
which the request for retrieval of data originated,
• Upon receiving no first transport data structure
in response to the query, the middleware data
object (134) transmits the Hyper-Text Transport
Protocol call directed towards a service of the
backend server (102) via the local area network,
the service call including the request for data
and information identifying the middleware data
object (134) causing the Hyper-Text Transport
Protocol call.

8. A system comprising at least one backend server
(102), at least one middleware server (130) and at
least one mobile end user telecommunication device
(150), wherein the backend server (102) is connect-
ed to the middleware server (130) via a local area
network, wherein the mobile end user telecommuni-
cation device (150) is connected to the middleware
server (130) via a wireless network (140), wherein
the system is operable to execute the method as
claimed in one of the claims 1-7.

9. A system comprising:

at least one processor, at least one memory de-
vice, and at least one network interface device;
an application (104) stored on the at least one
memory device and executable by the at least
one processor to store data in a database (106)
and provide application functionality within a first
networked computing environment via the at
least one network interface device, at least a
portion of the application functionality callable
via one or more application services (110);
a middleware interface module stored on the at
least one memory device, the middleware inter-
face module inluding a set of services (110) ex-
ecutable by the at least one processor, the serv-
ices (110) including:
a download service (112) to receive data down-
load requests with regard to middleware data
objects (134), a data download request includ-
ing at least a middleware data object identifier,
a response to the data download request gen-
erated by:

retrieving, from the database (106), identi-
fiers of data items relevant to the requesting
middleware data object (134);
retrieving, from the database (106), data
items corresponding to the retrieved data
item identifiers; and
generating and transmitting a data structure
including the retrieved data items to the mid-
dleware data object (134) of the middleware

data object identifier.

10. The system of claim 9, wherein the middleware in-
terface module includes at least one further service,
the at least once further service including:

an online service (114) to receive and service
functionality invoking requests from middleware
data objects (134) via the at least one network
interface device, the processing of a functional-
ity invoking request including calling at least one
application service, receiving a response there-
to, and transmitting at least a portion of the re-
sponse to a middleware data object (134) from
which the functionality invoking request was re-
ceived.

11. The system of claim 10, wherein the middleware in-
terface module includes at least one further service,
the at least one further service including:

an upload service (116) to receive data updates
from middleware data objects (134), the upload
service (116) executable to:

receive, from a middleware data object
(134), a data structure including a data up-
date;
determine database locations to which the
updated data is to be stored;
issue at least one data update command to
the database (106) based on a the deter-
mined storage locations;
upon receipt of a success response to the
data update command,
transmitting a success response to the mid-
dleware data object (134); and
upon receipt of a failure response to the data
update command, rollback the data update
and transmit a failure response to the mid-
dleware data object (134).

12. The system of claim 11, wherein the download (112),
online (114), and upload (116) services are each re-
mote functions that are callable by middleware data
objects (134) via remote function calls.

13. The system of claim 11, wherein the middleware in-
terface module includes at least one further service,
the at least once further service including:

a transport service (118) that upon receipt of a
middleware data object identifier and data to be
transmitted to the identified middleware data ob-
ject (134), builds a transport data structure con-
taining data for transmission to the identified
middleware data object (134) encoded in a for-
mat that identifies data items included in the
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transport data structure and values of each in-
cluded data item.

14. The system of claim 11, wherein the download (112),
online (114), and upload (116) services, when trans-
mitting data to middleware data objects (134), call
the transport service (118).
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