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Description
BACKGROUND

[0001] Authentication is a process by which a user
demonstrates his or her identity by providing unique in-
formation, typically in the form of something the user has
(e.g. a mobile phone), something the user knows (e.g. a
password), or something the user is (e.g. a biometric
sample such as a fingerprint or facial image). Perhaps
the most common means of user authentication is
through use of passwords. There are generally at least
two steps in the authentication process: 1) registration
and 2) verification. The registration process effectively
enrolls a user in an authentication scheme. As part of
registration, a user might be compelled to demonstrate
some proof of identity and enroll his or her unique device
or knowledge (e.g. password). The verification process
represents a challenge to produce the unique informa-
tion.

[0002] Passwords are increasingly seen as an outdat-
ed means of authentication, particularly for use on mobile
devices. Biometric processes have been demonstrated
to improve the security and convenience of identity ver-
ification mechanisms as compared to approaches that
rely on the use of passwords. Allowing a user to authen-
ticate his or her identity via the user’'s mobile phone is
increasingly desirable due to recent hacks to centralized
institutions and similar security breaches.

[0003] FastIdentity Online (FIDO) Universal Authenti-
cation Framework (UAF) is a technical standard that en-
ables users to manage their own credentials in their mo-
bile devices. FIDO addresses the problem of users being
able to authenticate from a device using a personal iden-
tification number (PIN) and/or biometrics. The FIDO reg-
istration process creates a key pair; the private key is
saved on the device while the public key is kept on a
server. The FIDO authentication process verifies that a
response to a cryptographic challenge sent by the server
is signed by the right private key.

[0004] Identity proofing is a process by which the iden-
tity information presented by a user is validated; i.e. dem-
onstrated to be true and accurate. The process is useful
upon registration of a user in an authentication scheme.
But while biometric authentication schemes such as
those specified by FIDO enables password-less authen-
tication, they do not assure that identity proofing has been
performed. For example, in the case of a mobile phone
PIN being compromised, a fraudster has the opportunity
to add his or her own biometrics to the device and then
use them to authenticate. Where the fraudster changing
the PIN would have been detected by the victim, they
would not necessarily be made aware that the fraudster
had enrolled his or her own biometrics and now could
effectively impersonate the victim.

[0005] Ablockchaindatabaseisadistributed database
that allows transactions to be permanently and immuta-
bly recorded in an openly shared ledger. Parties adding

10

20

25

30

35

40

45

50

55

entries to the ledger need to be identifiable, but desirably
use a pseudonymous "virtual identity" that does not con-
vey personally identifiable information of the user. This
pseudonymous identity is like an attested copy of a "dig-
ital token" that is created once the user has submitted
adequate identity verification to a relying party. The ad-
vent of blockchain and its various applications provides
an opportunity for such institutions to use reliable bio-
metric-based user consent from mobile phones to meet
privacy and security guidelines.

[0006] The techniques described in this disclosure ad-
dress the need to enable biometric authentication in
those applications whose security requirements demand
that evidence be demonstrable that the authenticating
individual 1) has undergone some identity proofing proc-
ess, and 2) is the same person who has undergone the
identity proofing process. In other words, these tech-
niques present a means to digitally and cryptographically
bind a satisfactory result of the identity proofing of an
individual with the biometrics that they enroll to be used
for subsequent authentications. Applications for secure
and trusted authentication are found where crime, fraud,
and injury can otherwise result, such as financial servic-
es, immigration and travel, and healthcare.

[0007] Furthermore, the techniques described herein
facilitate a mechanism, when combined with external
technologies including blockchain, for a user to grant per-
mission in a way that is trusted and verifiable. For exam-
ple, for transactions that require verification of identity by
way of visual inspection of a driver’s license or by a hu-
man interview, the techniques described herein enable
this process to be performed only once. The results of
the process are then digitally captured and shared with
others in a way that is trusted and verifiable.

[0008] The techniques described herein are optionally
compatible with the FIDO UAF standard and comparable
authentication mechanisms. The disclosure can use the
flexibilities and extensions provided by the standard to
build in the additional capabilities. The techniques are
compatible, for example, with SHA-256/SHA-512 cryp-
tographic hashing, and functionally equivalent hashing
methods.

[0009] WO 2016/105728 A1 discloses a computer-im-
plemented secure and standalone biometric authentica-
tion that captures, at an enroliment agent, a biometric
sample from a person into a biometric template. At the
enrollment agent, the biometric template is irreversibly
converted into a converted biometric template using a
pre-determined irreversible conversion function. The
converted biometric template is then stored in an elec-
tronic device of the person. At an authentication agent,
the person is authenticated by (1) capturing a new bio-
metric sample from the person and irreversibly convert-
ing, using the same irreversible conversion function dur-
ing enrollment, the new live biometric sample into a con-
verted live biometric template, (2) obtaining the convert-
ed biometric template from the electronic device, and (3)
analyzing the converted biometric templates to deter-
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mine if they belong to the same person.

[0010] The document " FIDO UAF Architectural Over-
view, FIDO Alliance Review Draft 05 October 2016" de-
scribes the FIDO UAF strong authentication framework
that enables online services and websites, whether on
the open Internet or within enterprises, to transparently
leverage native security features of end-user computing
devices for strong user authentication and to reduce the
problems associated with creating and remembering
many online credentials. The FIDO UAF Reference Ar-
chitecture describes the components, protocols, and in-
terfaces that make up the FIDO UAF strong authentica-
tion ecosystem.

[0011] US 2007/0106895 A1 discloses a client device
with a biometric unit, a transceiver unit, and a crypto-
graphic engine. The biometric unit generates a first bio-
metric feature at a first time and a second biometric fea-
ture at a second time based on sensing a portion of a
human body. The transceiver unit sends and receives
message data over a network. The cryptographic engine
encrypts and decrypts message data, generates client
public and private keys associated with a client device
identifier, and generates biometric public and private
keys associated with the first user biometric feature. The
cryptographic engine encrypts a hash of a first message
data using the biometric private key when the first and
second biometric features match, and appends the en-
crypted hash forming an authenticated first message da-
ta that is encrypted by a server public key and sent over
the network.

[0012] US 2015/0244690 A1 discloses a methodology
for extending RKI techniques into a generalized frame-
work intended to operate at exceptional levels of authen-
ticity without the need for roots, certificate authorities, or
other static points in an infrastructure. It aims at creating
trusted authentic entity relationships that require no ex-
ternally stored state outside of the shared context be-
tween discrete peers. It also aims at providing improve-
ments to blockchain-derived systems and providing proof
of ownership, renewal, roll-backs, and localized state and
many blockchain systems more palatable choices for
system integration

BRIEF DESCRIPTION OF THE DRAWINGS

[0013] The exemplary embodiments of the technology
will be described in detail, with reference to the following
figures wherein:

Fig. 1A is a flowchart of a process according to one
embodiment of the present disclosure;

Fig. 1B is a flowchart of a process according to an-
other embodiment of the present disclosure;

Fig. 2A is a flowchart of a process according to a
further embodiment of the present disclosure;

Fig. 2B is a flowchart of a process according to an-
other embodiment of the present disclosure;

Fig. 3isaflowchart of a process according to afurther
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embodiment of the present disclosure;

Fig. 4A shows ablock diagram of a system according
to one embodiment of the present disclosure;

Fig. 4B shows ablock diagram of a system according
to another embodiment of the present disclosure;
Fig. 5 shows a block diagram of a device according
to an embodiment of the present disclosure;

Fig. 6 is a flowchart of a process according to one
embodiment of the present disclosure;

Fig. 7A is a flowchart of a process according to an-
other embodiment of the present disclosure;

Fig. 7B is a sequence diagram corresponding to the
process of Fig. 7A;

Fig. 8A is a flowchart of a process according to an-
other embodiment of the present disclosure;

Fig. 8B is a sequence diagram corresponding to the
process of Fig. 8A;

Fig. 9A is a flowchart of a process according to an-
other embodiment of the present disclosure;

Fig. 9B is a sequence diagram corresponding to the
process of Fig. 9A; and

Fig. 10 is a flowchart of a process according to an-
other embodiment of the present disclosure.

SUMMARY

[0014] The presentinvention is defined by the append-
ed independent claims 1, 6, and 11.

DETALED DESCRIPTION

[0015] Before any embodiments of the disclosure are
explained in detail, it is to be understood that the disclo-
sure is not limited in its application to the details of con-
struction and the arrangement of components set forth
in the following description or illustrated in the following
drawings. The disclosure is capable of other embodi-
ments and of being practiced or of being carried out in
various ways. Also, it is to be understood that the phra-
seology and terminology used herein is for the purpose
of description and should not be regarded as limiting.
The use of "including," "comprising," or "having" and var-
iations thereof herein is meant to encompass the items
listed thereafter and equivalents thereof as well as addi-
tional items. Further, the present disclosure may use ex-
amples to illustrate one or more aspects thereof. Unless
explicitly stated otherwise, the use or listing of one or
more examples (which may be denoted by "for example,"
"by way of example," "e.g.," "such as," or similar lan-
guage) is not intended to and does not limit the scope of
the present disclosure.

Terminology:

[0016] Authentication: assurance of the claimed
identity.

[0017] Biometric: an intrinsic physical characteristic

such as a face, fingerprint, iris, or voice sample used to
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represent a person’s unique personal characteristics as
a proxy for their identity.

[0018] Biometric process: an automated process us-
ing one or more biometric characteristics of a single in-
dividual for the purpose of enrollment, verification, or
identification.

[0019] Identity federation: agreement between two
or more domains specifying how identity information will
be exchanged and managed for cross-domain identifica-
tion purposes.

[0020] Identity proofing: particular form of authenti-
cation based on identity evidence that is performed as
the condition for enrollment.

[0021] Relying party: recipient of a certificate who
acts in reliance on that certificate and/or on a digital sig-
nature verified using that certificate.

[0022] Aspects of the present disclosure describe
methods to reliably identify a customer to a relying party,
while also allowing the customer to manage his or her
credentials on a mobile device, thus providing secure
and effective authentication for all parties.

[0023] The combined use of biometrics and hashes as
described herein beneficially allows individuals to man-
age their credentials on a mobile device, and to reliably
identify themselves to relying parties. More particularly,
auser may enroll his or her biometricimage with a mobile
device belonging to the user, which may then provide a
hash of the biometric image to an identity server of a
relying party for future use. The hash may be generated
in such a way that the biometric image cannot be recre-
ated or even identified from the hash, and may further
be generated in such a way that no two biometrics will
produce the same hash. Thus, by providing only a hash
of the user’s biometric image to the identity server, rather
than a copy of the biometric image itself, the user’s iden-
tity is protected in the event that the identity server is
hacked or otherwise compromised.

[0024] When the user needs to authenticate herself or
himself to the relying party, the user provides her or his
biometric to the user’'s mobile device, which compares
the captured biometric image with the enrolled biometric
image to verify that they match. In embodiments where
the mobile device stores a plurality of enrolled biometric
images, the mobile device compares the captured bio-
metric image with the enrolled biometric images to de-
termine whether any of the enrolled biometric images
match the capture biometric image. Once a match is con-
firmed, the mobile device sends to the identity server a
hash of the enrolled biometricimage that was determined
to match the captured biometricimage. The identity serv-
er compares the received hash with the hash originally
received from the user’s mobile device. If the hashes are
identical, the identity server confirms the user’s identity
and grants the user access to the relying party and/or
the relying party’s resources.

[0025] Although there are different family of SHA algo-
rithms for hashing, viz., SHA-1, SHA-2 and SHA-3, the
SHA-2 family is most well used at present. One of the
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key properties of a hash is its collision resistance, i.e.,
no two distinct inputs can result in the same hash. SHA-
1 has been proved to result in collisions, and its use is
no longer recommended. The SHA-2 family consists of
6 differenthash functions, viz., SHA-224, SHA-256, SHA-
384, SHA-512, SHA-512/224 and SHA-512/256; the
naming of which is determined by the number of bits in
the hash value. For e.g., SHA-256 hash indicates that it
has a 256-bit hash value.

[0026] SHA-224 is a truncated version of SHA-256
hash, while SHA-384 is a truncated version of a SHA-
512 hash. SHA-512/224 or SHA-512/256 means there
are 512 bits in the computed hash value, but it gets trun-
cated to 224 bits and 256 bits respectively. SHA-256 is
based on 32-bit word computations, while SHA-512 is
based on 64-bit word computations. Therefore SHA-
512/256 may give performance advantage over SHA-
256 on 64-bit operating systems, although offering the
same level of collision resistance.

[0027] According to some embodiment so of the
present disclosure, any of the SHA-2 family of hash al-
gorithms with a hash length of 256 bit or higher are used
to compute cryptographic hashes. However, the partic-
ular hash algorithm used for a given implementations
may be selected based on applicable performance needs
and memory requirements for the implementation in
question.

[0028] The foregoing concepts will be described in
greater detail by way of example and illustration, using
two non-limiting use cases: 1) travel and 2) finance. Each
allows the user to be in control of his or her own physical
identity such as through the use of biometrics, but at the
same time, reliably identifies him or her to a relying party
and conducts transactions within a blockchain. An exam-
ple is the case where a relying party such as a bank or
government institution issues a claim on behalf of the
virtual identity of a customer. For the relying party to issue
the claim, the relying party must be able to reliably identify
the customer and prevent identity fraud from being used
to abuse the system.

[0029] As noted above, the techniques described in
this disclosure are optionally compatible with the FIDO
UAF standard. In a typical biometric setup on a mobile
device using the FIDO standard, the biometric image en-
rollment happens before the user even visits an app (ap-
plication), and it is normally done with a vendor-provided
user interface. Typically, the mobile user is free to modify
the biometric any time after that initial enroliment, and
the enrolled biometric does not necessarily lie within the
secure boundaries of the relying party’s app. But, FIDO
leaves the biometric enrollment process largely to the
vendor, allowing room for customization.

[0030] Biometric verification is done before a FIDO
Registration/Authentication. But, no information about
the base biometric with which the match occurred is sent
to the relying party. Therefore, FIDO authentication only
proves whether the authentication originated from a pre-
viously-registered device for that user; it does not offer
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sufficient reliable information to the relying party that the
user is who he claims to be. As a result, while the tech-
niques described in the present disclosure are compati-
ble with the FIDO UAF standard, the present disclosure
uses the flexibilities and extensions provided by the
standard to build in additional needed capabilities.
[0031] In a federated identity system, a user needs to
bind his or her identity with biometrics only once. Binding
an identity with biometrics refers to the process of asso-
ciating a biometric with the user’s electronic identity, so
that when the same biometric is captured and analyzed
at a later date, the captured biometric can be compared
to the bound biometric to determine whether a user pre-
senting a given electronic identity is in fact the user cor-
responding to the electronic identity. Thus, once a user
has bound his or her identity with biometrics, the user
wishing to access the resources of the federated identity
system need only login to the system with his or her bi-
ometrics.

[0032] In accordance with some embodiments of the
present disclosure, the workflows discussed herein uti-
lize biometric verification on a device as the authentica-
tion mechanism to login to a relying party server (e.g. to
access the resources of a relying party within a federated
identity system). The relying party server may be any
server owned, controlled, managed, operated, or other-
wise associated with the relying party.

[0033] A user must enroll his or her biometric to obtain
abound biometric that can be used for future logins using
biometric verification. With reference now to Fig. 1A, a
method 100A of biometric enroliment may be carried out
by a processor executing instructions compiled as an
app, or more generally by a device having a processor
that executes instructions stored in a memory of the de-
vice. Biometric enrollment from a device need be allowed
only after the user has logged into the relying party server
using first factor credentials (e.g. a username and pass-
word). The user may provide the first factor credentials
via a user interface of the device from which the biometric
enrollment will occur, and may evaluate the first factor
credentials to determine that they are valid. Thus, in step
104 of the method 100A, the user’s device receives first
factor credentials from the userforlogging into the relying
party server via a user interface. Prior to providing the
first factor credentials, the user may, for example, have
opened an app corresponding to the relying party on his
or her device, and the app may have prompted the user
to provide the first factor credentials before allowing the
user to access one or more portions of the app, and/or
before allowing the user to access information stored
within a secure storage area of the device that is acces-
sible to the app, or thatis stored remotely (e.g. on servers
associated with the relying party).

[0034] The method 100A also comprises capturing the
biometric of the user (step 108). The device or relying
party app may prompt the user to provide a biometric via
a biometric sensor on or associated with the device, or
the user may make one or more selections within the app
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to initiate the biometric capture process. In any event,
the user provides a biometric through one or more bio-
metric sensors on or associated with the device, which
biometric is captured by such biometric sensor(s) and
provided to the app. In some embodiments, the biometric
may comprise afingerprint, and the biometric sensor may
comprise a fingerprint reader. In other embodiments, the
biometric may comprise a face, and the biometric sensor
may comprise a camera. In still other embodiments, the
biometric may comprise a retinal pattern or iris pattern,
and the biometric sensor may comprise a retinal scanner
or iris scanner, respectively. In yet other embodiments,
the biometric may comprise a voice pattern, and the bi-
ometric sensor may comprise a microphone. Persons
skilled in the art will recognize that any one or more of
these examples and of other biometrics may be used
within the scope of the present disclosure.

[0035] Once the biometric has been captured, it is se-
curely saved on the device (step 112) in a memory/stor-
age. In some embodiments, the biometric is stored within
the secure boundaries of the relying party app, and is not
accessible by any other apps on the device. Forexample,
the biometric may be stored securely using a Trusted
Execution Environment (TEE), to prevent tampering with
the biometric.

[0036] In addition to securely saving the biometric, the
device (and/or the relying party app) calculates a cryp-
tographic hash of the biometric (step 116). The crypto-
graphic hash may be calculated using any cryptographic
hash function known to persons of ordinary skill in the
art, although preferably the cryptographic hash function
used is one that has not been compromised.

[0037] Includedinthe method 100A isthe step oftrans-
mitting the cryptographic hash of the biometric to the re-
lying party server (step 120). The server associates the
cryptographic hash of the biometric with the user account
in its database, so that it can be subsequently used for
additional verifications during login. In this way, the en-
rolled biometric is registered with the relying party server.
[0038] Once abiometric has been enrolled as set forth
in the foregoing description of the method 100A, any fur-
ther changes by the user to the biometric are prevented
from happening without the knowledge of the relying par-
ty. The enrolled biometric is therefore a bound biometric
and may be used as the basis for biometric compari-
sons/matching for future logon situations.

[0039] Turning now to Fig. 1B, the registration of the
user (and more particularly the registration of the user’s
biometric) with the relying party server comprises a bio-
metric verification. The registration method 100B, which
may be carried out by a processor executing instructions
compiled as an app, or more generally by a device having
a processor that executes instructions stored in a mem-
ory of the device, comprises capturing a biometric from
a user (step 124). The biometric may be captured using
any biometric sensor associated with the app and/or de-
vice.

[0040] The captured biometric is compared to the en-
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rolled biometric in step 128. The comparison may be
made in any manner known in the art. In some embodi-
ments, the comparison may comprise determining a per-
centage similarity of the captured biometric to the en-
rolled biometric, and a "match" may be determined if the
percentage similarity is greater than a predetermined
threshold amount. For example, the comparison may re-
sult in a determination that eighty percent of the features
of the captured biometric match the features of the en-
rolled biometric, and the predetermined threshold for
identifying a "match" may be seventy-five percent, result-
ing in a determination that the captured and enrolled bi-
ometrics match. Setting a predetermined minimum
threshold that is lower than one hundred percent bene-
ficially allows the comparison to remain useful despite
changes that may occur to the biometric pattern of the
user. For example, if the biometric is the user’s finger-
print, and the user scratches his or her finger after en-
rollment, then the captured biometric would not perfectly
match the enrolled biometric. However, if the captured
biometric is not required to perfectly match the enrolled
biometric, then a match could still be identified.

[0041] If the captured biometric is determined to match
the enrolled biometric, then a cryptographic key-pair is
created for the user (step 132). Any known method of
generating cryptographic key pairs may be used to create
the cryptographic key-pair for the method 100B.

[0042] The private key of the cryptographic key-pair is
securely saved within the app and/or device (step 136).
The private key may be stored, for example, within the
secure boundaries of the relying party app, and may not
be accessible by any other apps on the device. The pri-
vate key may be stored securely, for example, using a
Trusted Execution Environment (TEE).

[0043] A-registration package is then prepared that in-
cludes the newly generated public key as well as a cryp-
tographic hash of the enrolled biometric that matches the
captured biometric (step 140).

[0044] The preparation of the registration package in-
cludes the relying party app and/or device signing the
package with the private key. In step 144, the signed
registration package is transmitted to the relying party
server. The transmission may occur, for example, over
a communication network such as the Internet, using any
appropriate and available transmission protocol, such as
the protocol(s) associated with near field communication
(NFC), radio frequency identification (RFID) (e.g., oper-
ating at 125kHz, 13.56kHz, etc.), Bluetooth® wireless
communication, Bluetooth® Low Energy (BLE), cellular
communications, WiFi communications, and/or other
wireless communications.

[0045] Although not illustrated as part of the method
100B, once the relying party server receives the signed
registration package, the server verifies the signature on
the package using the public key, and also verifies the
received cryptographic hash of the biometric by compar-
ing it with the cryptographic hash of the biometric stored
during enrollment. In this manner, the server verifies that
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the registration of the enrolled biometric is performed by
the same user who holds the biometric for the user ac-
count in question. If the verification is successful, then
the public key is persisted with the user account in the
relying party server database.

[0046] Notably, although the biometric enrollment
method and the biometric registration method are pre-
sented as two separate methods 100A and 100B, they
may in some embodiments be merged together and ex-
ecuted as part of the same registration activity.

[0047] A biometric login process 200A from the relying
party app/device side is illustrated in Fig. 2A. During the
biometric login process 200A, a user attempting to login
to access the resources of the relying party receives, at
the device of the user (and, in some embodiments,
through a relying party app being executed on the user’s
device) a challenge from the relying party server (step
204). The challenge asks the user for biometric verifica-
tion of his or her identity.

[0048] In response to the challenge, relying party app
and/or the user’s device captures and verifies a biometric
from the user (step 208). The biometric may be captured
using any biometric sensor associated with the app
and/or device. The verification comprises a comparison
with the enrolled biometric. As in the method 100B, the
comparison may be made in any manner known in the
art. As also described above with respect to the method
100B, in some embodiments, the comparison may com-
prise determining a percentage similarity of the captured
biometric to the enrolled biometric, and a "match" may
be determined if the percentage similarity is greater than
a predetermined threshold amount. For example, the
comparison may result in a determination that the eighty
percent of the features of the captured biometric match
the features of the enrolled biometric, and the predeter-
mined threshold for identifying a "match" may be seventy-
five percent, resultingin a determination that the captured
and enrolled biometrics match. Setting a predetermined
minimum threshold that is lower than one hundred per-
centbeneficially allows the comparison to remaining use-
ful despite changes that may occur to the biometric pat-
tern of the user. For example, if the biometricis the user’s
fingerprint, and the user scratches his or her finger after
enrollment, then the captured biometric would not per-
fectly match the enrolled biometric. However, if the cap-
tured biometric is not required to perfectly match the en-
rolled biometric, then a match could still be identified.
[0049] Ifthe captured biometricis successfully verified,
the challenge from the relying party server received in
step 204 is bundled together with the cryptograph hash
of the enrolled biometric that has been determined to
match the captured biometric, and this login bundle is
then signed using the user’s private key (step 212). Once
prepared, the signed login bundle is transmitted to the
relying party server (step 216), using any suitable com-
munication network and/or protocol.

[0050] Fig. 2B illustrates a biometric login process
200B corresponding to the biometric login process 200A,
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but from the relying party server side. The relying party
server transmits a challenge to the device from the user
is attempting to login in step 220. As with other transmis-
sions described herein, the challenge may be transmit-
ted, for example, over a communication network such as
the Internet, using any appropriate and available trans-
mission protocol, such as the protocol or protocols asso-
ciated with near field communication (NFC), radio fre-
quency identification (RFID) (e.g., operating at 125kHz,
13.56kHz, etc.), Bluetooth® wireless communication,
Bluetooth® Low Energy (BLE), cellular communications,
WiFi communications, and/or other wireless communi-
cations.

[0051] The server receives the signed login bundle in
step 224. The signed login bundle may be received via
the same communication network and/or protocol used
for transmission of the challenge in step 220.

[0052] Upon receipt of the signed login bundle, the re-
lying party server verifies the signature of the bundle us-
ing the user’s public key that was associated with the
user’s account during registration, as described above
in the discussion of the method 100B (step 228).
[0053] The relying party server also compares the bi-
ometric hash received in the signed login bundle with the
biometric hash associated with the user account (e.g. the
biometric hash received during enroliment, as described
above with respect to the method 100A), and confirms
that the biometric hashes match (step 232). The com-
parison of the received biometric hash with the biometric
hash associated with the user account may be accom-
plished using any method known in the art.

[0054] In addition to logging into a user account on or
associated with the relying party, as described with re-
spect to Figs. 2A-2B, a user may also confirm transac-
tions from his or her device using the principles of the
present disclosure. With reference now to Fig. 3, a trans-
action confirmation method 300 begins, as with the meth-
od 200A, with receipt of a challenge from the relying party
server (step 304). The challenge may be sent by the serv-
er automatically upon submission by the user of a trans-
action request. For example, if the relying party is a bank,
the user may initiate a bill pay transaction or a money
transfer transaction, and the bank may require a trans-
action confirmation (using, for example, the method 300)
before the transaction is finalized. Thus, upon receipt of
the transaction request, the bank’s server may send a
challenge to the user’s device. As another example, a
credit card company may require transaction verification
anytime a customer uses his or her credit card to make
a purchase that exceeds a predetermined dollar amount,
so asto limit the credit card company’s exposure to fraud.
Thus, once the credit card company receives an author-
ization request for the transaction, the credit card com-
pany server may send a challenge to the user’s device.
[0055] Uponreceiptof the challenge, the user’s device
(and/or a relying party app being executed by the user’s
device) captures a biometric of the user using a biometric
sensor on or associated with the device and/or app, and
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verifies that the biometric matches the user’s enrolled
biometric using any method described herein or known
in the art (step 308).

[0056] If the verification is successful, then the device
and/or app creates a response to the relying party server,
which is signed using the user’s private key, which is
securely stored on the mobile device (step 312). The re-
sponse may include, for example, a cryptographic hash
of the biometric corresponding to the successful verifica-
tion (e.g. an enrolled biometric that has been determined
to match a captured biometric), as well as the challenge
and a hash of the transaction content. The signed re-
sponse is transmitted to the server using any transmis-
sion method described herein or known in the art (step
316).

[0057] Upon receipt of the signed response from the
user’s device, the relying party server verifies the signa-
ture using the user’s public key, and compares the bio-
metric hashes and transaction hashes to ensure that the
right user is confirming the right transaction.

[0058] Figs. 4A and 4B illustrate two possible scenar-
ios for communication between the user’s device 500
and a relying party server 408. In Fig. 4A, the user’s de-
vice 500-which may be, for example, a smart phone, a
tablet, a laptop computer, a desktop computer, or any
other device comprising a processor, a user interface, a
biometric sensor, and a communication interface-com-
municates with the relying party server 408 via the com-
munication network 404. The communication network
404 may be any wide area network, including but not
limited to the Internet. The user device 500 may commu-
nicate with the relying party server 408 over the commu-
nication network 404 using any suitable wireless proto-
col. Examples of wireless protocols that may be utilized
by the communication interface 112 include IEEE 802.11
protocols such as but not Ilimited to IEEE
802.11a/b/g/n/ac/ax, Bluetooth®, Bluetooth® Low Ener-
gy (BLE), FeliCa, Zigbee®, GSM, LTE, 3G, 4G, 5G,
RFID, and NFC. Also in some embodiments, the user
device 500 may communicate with the relying party serv-
er 408 via the communication network 404 using a wired
protocol, such as RS-232, RS-422, RS-485, 12C, SPI,
IEEE 802.3, IEEE 802.11 and/or TCP/IP.

[0059] Turning now to Fig. 4B, when a user needs to
perform a biometric-based device login in an environ-
ment where Internet connectivity cannot be assumed or
assured, a trusted agent 412 may act as an intermediary
to make the login possible. The data communication be-
tween the relying party app on the user device 500 and
the agent 412 may occur, for example, using NFC, and
the data may be transmitted in an encrypted form to the
trusted agent412. The agent 412 can then communicate
with the relying party server 408 either directly or via the
communication network 404 to initiate and complete a
biometric login or transaction confirmation process as
described above, while ensuring that the relying party
app on the user device 500 ultimately performs the bio-
metric login. The low range of NFC ensures that there is
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minimal interference with other devices.

[0060] Fig. 5 depicts a block diagram of an exemplary
user device 500 suitable for use in embodiments of the
present disclosure. The user device 500, which may be
amobile device or animmobile device, in addition to well-
known componentry (not shown) comprises a processor
504, a biometric sensor 508, a communication interface
512, a power adapter 520, and a memory 524. Each of
these components is described in greater detail below.

[0061] The processor 504 may correspond to one or
multiple microprocessors that are contained within a
housing of the device 500. The processor 504 may com-
prise a Central Processing Unit (CPU) on a single Inte-
grated Circuit (IC) or a few IC chips. The processor 504
may be a multipurpose, programmable device that ac-
cepts digital data as input, processes the digital data ac-
cording to instructions stored in its internal memory, and
provides results as output. The processor 504 may im-
plement sequential digital logic as it has internal memory.
As with most known microprocessors, the processor 504
may operate on numbers and symbols represented in
the binary numeral system. The processor 504 may be
configured to execute instructions stored in the memory
524.

[0062] The biometric sensor 508 may be any known
biometric sensor, including a fingerprint scanner, aretinal
scanner, an iris scanner, a microphone, a camera (which
may be used, for example, for capturing a picture of a
face or any other biometric), and a video camera (which,
again, may be used, by way of example, for capturing a
series of images or a video of a face or any other bio-
metric). In some embodiments, the user device 500 may
comprise a plurality of biometric sensors 508, which may
be the same as each other or different from each other.
Biometrics captured by the biometric sensor 508 may be
stored in the memory 524.

[0063] The communicationinterface 512 may be used,
for example, to communicate with a communication net-
work such as the communication network 404, and/or to
communicate directly with a relying party server 408
and/or with a trusted agent 412. The communication in-
terface 512 may be useable not only for communications
related to the content of the present disclosure, but also
for other communications for which a user device 500
may be used, including but not limited to communications
relating to browsing the Internet, posting to social media,
making voice and/or video calls, and streaming audio
and/or video.

[0064] The communication interface 512 may utilize
any known wired and/or wireless communication proto-
col. Examples of wired protocols that may be utilized by
the communication interface 512 include RS-232, RS-
422,RS-485, 12C, SPI, IEEE 802.3, IEEE 802.11, and/or
TCP/IP. Examples of wireless protocols that may be uti-
lized by the communication interface 512 include IEEE
802.11 protocols such as but not limited to IEEE
802.11a/b/g/n/ac/ax, Bluetooth®, Bluetooth® Low Ener-
gy (BLE), FeliCa, Zigbee®, GSM, LTE, 3G, 4G, 5G,
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RFID, and NFC. The communication interface 512 may
comprise hardware (e.g. an Ethernet port, a wireless ra-
dio), software (e.g. drivers, firmware, applications), or a
combination thereof to enable communications to and
from the user device 500. Where the communication in-
terface 512 uses a wireless communication protocol, the
communication interface 512 may also comprise an an-
tenna 516 for sending and receiving signals wirelessly.
[0065] The power adapter 520 receives power (e.g.,
electricity) from an external source and routes the power
to the various components of the user device 500 as
needed, while also performing power transformation and
signal conditioning functions as necessary to ensure that
power is provided to each component of the user device
500 according to the specifications of the component in
question. In some embodiments, the power adapter 120
may comprise a backup power source (e.g., one or more
batteries, a generator, a solar cell) for ensuring the con-
tinuous provision of power to the user device 500, even
if the primary power source (which may be, for example,
a public electricity grid) is interrupted. In some embodi-
ments, the power adapter 520 may comprise a battery
or other energy storage device as a primary power
source, and the power adapter 520 may be configured
to receive power from an external source for recharging
the battery or other energy storage device.

[0066] The memory 524 may correspond to any type
of non-transitory computer-readable medium. In some
embodiments, the memory 524 may comprise volatile or
non-volatile memory and a controller for the same. Non-
limiting examples of memory 524 that may be utilized in
the device 500 include RAM, ROM, buffer memory, flash
memory, solid-state memory, or variants thereof.
[0067] The memory524 stores any firmware 528 need-
ed for allowing the processor 504 to operate and/or com-
municate with the various components of the user device
500, as needed. The firmware 528 may also comprise
drivers for one or more of the components of the device
500.

[0068] The memory 524 may also comprise a relying
party app 532 stored therein, comprising instructions for
execution by the processor 504. The relying party app
532 may comprise, for example, instructions for estab-
lishing a trusted execution environment 536, which pro-
vides a secure storage space for enrolled or bound bio-
metrics 540 and for private keys 544. Storing the bound
biometric 540 and the private key 544 in a trusted exe-
cution environment helps to prevent tampering with ei-
ther. When secure information from the trusted execution
environment 536 needs to be transferred (e.g. to a trusted
agentvia NFC), the secure information can be encrypted
by the processor 504 before transfer.

[0069] Turning now to the air travel use case of the
presentdisclosure, experts of the air travel industry, such
as the International Air Transport Association, have sug-
gested that air travel security and convenience can be
enhanced by enabling travelers, during their processing
through an airport, to confirm their identity using their
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smart phones. Some or all of this process might also be
automated, such as through the use of self-serve kiosks.
This has been referred to as a "single travel token
scheme." It has further been suggested that biometrics
can aid the process, but there are challenges:

[0070] First, the traveler must ideally be able to repre-
sent and demonstrate his or her identity to parties rep-
resenting many different stakeholders in many different
geographies. These include government security per-
sonnel, airline personnel, and airport personnel. These
parties represent a very large number of government and
private organizations around the world, including airlines,
airports, and nations. A method based on open technical
standards is highly desirable for this reason.

[0071] Second, the traveler’s connectivity to a network
such as by GSM or Wi-Fi cannot be assumed, given that
many travelers will be in regions without roaming service,
and not all airports will provide free network service. So,
all data interchange with traveler smart phones must be
through other means, such as by NFC or QR code.
[0072] An exemplary embodiment describes methods
that can at least address and overcome these challeng-
es. One exemplary embodiment also describes how bi-
ometric identity can be used in compliance with the open
FIDO standards, in order to solve the single travel token
challenge for the traveler. One exemplary embodiment
provides system architecture and workflows in support
of a standards-based, biometrics-enabled single travel
token scheme that allows a traveler to register his or her
biometrics on his or her smart phone device, and then
use biometric authentication to demonstrate the authen-
ticity of his or her claimed identity.

[0073] Turning now to Fig. 6, in a biometric single token
travel scheme 600, a traveler binds his or her identity
(which may include, for example, the traveler’s biomet-
rics, e.g. fingerprint; selfie for face recognition purposes;
iris and/or retina patterns; and the traveler’s travel cre-
dentials, e.g. passport, visas) in a single digital record on
his or her mobile device (step 604).

[0074] The traveler then completes biometric-based
FIDO registration with a federated identity system (step
608). This involves writing a public portion of a digital
token to a private permissioned blockchain, which is
shared by the different airlines and their partners, while
a private portion of the digital token is stored on the trave-
ler’'s mobile device. As a result, the traveler’s mobile de-
vice holds the traveler’'s physical identity, any identity
documents, and also the digital token created for block-
chain. The traveler’s digital token is attested by the trave-
ler’'s airline before the traveler begins travel. The attested
digital token may then be used as identification to access
different airline services at various points anywhere in
the world. The main benefits with this approach are in-
creased speed of processing at entry points without com-
promising security and better customer satisfaction.
[0075] The traveler registers with an airline agent by
physically presenting himself or herself to the agent, to-
gether with his or her passport (step 612).
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[0076] The traveler next completes a biometric-based
FIDO login (step 616). When prompted (via push notifi-
cation if network access is available, or by the agent or
in some other manner if network access is not available),
the traveler provides biometric verification on their mobile
device. Where network access is not available, or where
network use is undesirable, the traveler may tap the mo-
bile device to or on an NFC sensor for biometric verifica-
tion purposes. The biometric verification comprises pro-
viding the agent with the traveler’s credentials and cryp-
tographic hashes of the biometric and blockchain tokens.
The airline agent verifies the user’s credentials and cryp-
tographic hashes of the biometric and blockchain tokens
received from the mobile device. If all are verified, the
airline issues a claim for the traveler on the blockchain.
[0077] The traveler now begins his journey, and ateve-
ry entry point, shows his passport to an agent (step 620)
and is prompted for biometric verification using the mo-
bile device (step 624). In each instance, the traveler’s
credentials and the claim issued by the airline are verified
from the blockchain, the cryptographic hash of the bio-
metric is compared, and the traveler is given entry.
[0078] These steps will now be described in greater
detail in connection with three processes: first, binding
the traveler’s biometric and identity, in effect binding the
traveler’s identity to his or her mobile device; second,
presenting the traveler’s credentials to an airline’s live
agent for verification and, if everything is verified, for is-
suance of certification/claims and writing of the claim(s)
to the blockchain; and third, verifying the traveler’s iden-
tity with a kiosk/partner agent, which verifies the traveler’s
identity and link that identity with certifications/claims is-
sued by the airline on the blockchain. The traveler is
granted entry if all verifications are successful.

[0079] A flowchart showing the process of binding and
registering a traveler’s identity is shown in Fig. 7A. At
step 702, a traveler app running on the traveler's mobile
device receives passport and biometric data. The pass-
port data may be received, for example, by scanning the
passport (or a barcode thereon) with a camera of the
mobile device, or by taking a picture of the passport with
such a camera, or by receiving the data via a wired or
wireless connection. The biometric data may be re-
ceived, for example, through a biometric sensor of the
mobile device, or through a biometric sensor in wired or
wireless communication with the mobile device. The bi-
ometric data may comprise, by way of example and not
limitation, fingerprint data, face data, or iris or retinal pat-
tern data.

[0080] Insome embodiments, identification document
data other than or in addition to passport data may be
used in the method 700. Such identification data may
include, forexample, driver’s license data, birth certificate
data, social security data, and data corresponding to any
other identification document.

[0081] The traveler app binds the passport and bio-
metric data to the mobile device in step 706. As a result,
the passport and biometric data is securely stored within
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the mobile device, and cannot be single-handedly mod-
ified.

[0082] Instep 710, the traveler app initiates a biometric
registration process with an identity server and a FIDO
server, during which step a message is sent from the
traveler app to the identity server. In response, the trave-
ler app receives a random challenge, along with an au-
thenticator policy, which prompts the traveler app for bi-
ometric verification.

[0083] The traveler app receives new biometric data
from the traveler, via, for example, a biometric sensor on
the traveler’s mobile device or in wired or wireless contact
with the traveler’s mobile device. By comparing the new
biometric data to the biometric data bound to the mobile
device in step 706, the traveler app verifies the traveler's
biometric (step 714).

[0084] Once the biometric is verified, the traveler app
creates a cryptographic key pair for FIDO authentication
(step 718). The private FIDO key is saved on the mobile
device, and a registration response package containing
the public FIDO key is created by a FIDO authenticator
included in the traveler app. The private FIDO key may
be saved, for example, in a secure storage area of the
mobile device. A Trusted Execution Environment may be
used for this purpose.

[0085] The traveler app also creates a cryptographic
key pair for blockchain (step 722). A private key for block-
chain is saved on the mobile device, and is used to sign
anewly created identity proof. The traveler app packages
a public key for blockchain, together with a hash of the
biometric bound to the mobile device, into identity server
contents for transmission to the identity server.

[0086] The identity proof, identity server contents and
FIDO registration response are submitted to the identity
server in an encrypted message (step 726). As noted
above, the identity proof is signed with the private key
for blockchain. The encrypted message includes a
UniquelD corresponding to the traveler in question, as
well as the public key for writing to blockchain (contained
within the identity server contents), the public key for FI-
DO authentication (contained within the FIDO registra-
tion response), and a hash of the biometric bound to the
mobile device (also contained within the identity server
contents). The identity server saves the unique identity
proof onto the blockchain, and forwards the FIDO regis-
tration response (and thus the public key for FIDO au-
thentication) to the FIDO server. The identity server also
persists the identity content package, including the public
key for blockchain and the biometric image hash, to its
database. Once these actions are complete, the traveler
app receives a confirmation message from the identity
server (step 730).

[0087] Fig. 7B provides a sequence diagram showing
messages sent and received during the process of bind-
ing and registering a traveler’s identity. The messages
are received by and sent from a traveler app running on
a traveler’'s mobile device; an identity server; a FIDO
server; and a private permissioned blockchain accessi-
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ble to, for example, the airlines and their partners. The
identity server and FIDO server may be co-located and
may reside in the cloud. Additionally, the identity server
and FIDO server may be controlled by the same party
that controls the blockchain. Message 704 initiates an
identity binding sequence on the traveler app for binding
the traveler’s identity to the mobile device on which the
traveler app is running. Message 708 provides identifi-
cationdocumentdata (e.g. passportdata, driver’slicense
data) and biometric data (e.qg. fingerprint data, face data,
retinal or iris pattern data) to the traveler app. The iden-
tification document data and biometric data may be re-
ceived, for example, from a camera, fingerprint sensor,
or any other appropriate sensor on or associated with
the mobile device. In some embodiments, some or all of
the data may be received, for example, via a wired or
wireless communication transceiver. The message 712,
which is originated and received by the traveler app,
binds the identity data (including the identification docu-
ment data and the biometric data) to the mobile device.
[0088] Once the identity data is bound to the mobile
device, it must also be registered with the identity server
and FIDO server. Message 716 initiates the registration
process at the traveler app, which sends a registration
request message 720 to the identity server. The identity
server, inturn, sends aregistration request message 724
to the FIDO server. In response, the FIDO server sends
a challenge message 728 to the identity server, which
the identity server passes to the traveler app as a mes-
sage 732. After receipt of the challenge message 732,
the traveler app receives a message 736 containing the
traveler's biometric data. The message 736 may be re-
ceived, for example, from or by a biometric sensor on or
connected to (whether wirelessly or not) the mobile de-
vice running the traveler app.

[0089] The messages 740, 744, and 748 are all origi-
nated and received by the traveler app. The message
740 confirms that the biometric data provided in the mes-
sage 736 matches the biometric data bound to the mobile
device as aresult of the message 712. The message 744
causes a FIDO authenticator within the traveler app to
create aregistration response. The message 758 causes
an identity proof to be created, and also causes a hash
of the biometric data and of a public key for blockchain
to be packaged into identity server contents for the iden-
tity server.

[0090] The identity proof, identity server contents, and
FIDO registration response are submitted to the identity
server in an encrypted message 752. The identity server
sends the FIDO registration response to the FIDO server
in the message 756, and sends the identity proof to the
blockchain in the message 760. A message 764, origi-
nated and received by the identity server, causes the
identity server to persist the identity server contents to
its database, after which a success message 768 is sent
by the identity server to the traveler app.

[0091] As aresult of the process of binding and regis-
tering a traveler’s identity, the mobile device stores a
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UniquelD for the traveler, a biometricimage and passport
(or other identification document) details for the traveler,
a private key for writing to blockchain, and a private key
for FIDO authentication to the identity server.

[0092] Fig. 8A depicts a flowchart for a traveler regis-
tration process 800, whereby a traveler registers with an
agent. The agent uses an agent app running on a com-
puting device, which may or may not be a mobile device.
At step 802, the agent app requests a random challenge
from the identity server, which forwards the request to
the FIDO server. The challenge is issued and transmitted
to the agent app via the identity server.

[0093] In step 806, the agent app transfers the chal-
lenge to the traveler's mobile device via a wired or wire-
less connection. The transfer may utilize, for example,
the NFC protocol, although it may also use any other
suitable protocol, including a WiFi protocol and a cellular
communications protocol. The transferred challenge
causes the traveler app of the traveler's mobile device
to prompt the traveler to complete a biometric verification
for FIDO login. If a biometric match successfully occurs,
then the traveler app transfers a data package compris-
ing passport details, a hash of the stored biometricimage
that matches the biometric image captured by the mobile
device during the biometric verification for FIDO login,
and a FIDO authentication response to the agent app,
encrypted with the private blockchain key. The passport
details may comprise a cryptographic hash of the pass-
port or other identity documents. Here again, the transfer
may utilize, for example, the NFC protocol, although it
may also use any other suitable protocol, including a WiFi
protocol and a cellular communications protocol.
[0094] Theagentapp, then, receives the encrypted da-
ta package at step 810. In step 814, the agent app re-
trieves the public blockchain key from the identity server,
so that it can decrypt the data package and access the
passport details, hash of biometric image, and FIDO au-
thentication response contained therein.

[0095] Atstep 818, the agent app sends the FIDO au-
thentication response to the identity server, which in turn
forwards the FIDO authentication response to the FIDO
server. The FIDO authentication server returns a login
result. The login result is forwarded by the identity server
and received by the agent app, which verifies that the
login was successful, in step 822.

[0096] Once successful FIDO login has been con-
firmed, the agent app retrieves the identity proof from the
blockchain and verifies the signature with the public
blockchain key (step 826). Additionally, the agent app
verifies the passport details and the match of the hash
of biometric images (step 830). The verification of pass-
port details may comprise comparing a cryptographic
hash of the identity documents included in the identity
proof data with a stored hash of the identity documents.
[0097] The agent then initiates issuance of certifica-
tions onto the blockchain (step 834), which are signed
with the airline server’s private blockchain key.

[0098] Finally, in step 838, the airline server creates a
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travel token, which it sends to the traveler app. When the
traveler presses the travel token, a certification envelope
is submitted to the identity server, which issues the En-
velopelD. The certification envelope represents a pack-
age consisting of references to traveler’s identity proof
and certifications on the blockchain, along with the as-
sociated travel token issued by the airline. This certifica-
tion envelopeis encrypted by a symmetric passcode gen-
erated and maintained by the mobile device. The Envelo-
pelD is the identifier issued by the identity server to iden-
tify this newly created package for later reference.
[0099] Fig. 8B depicts a sequence diagram showing
messages sent and received during the process of reg-
istering a traveler with an agent. The agent may be, for
example, a person utilizing a mobile device or other com-
puting device that runs an agent app, or a kiosk equipped
with a computing device that runs an agent app. The
messages in this sequence diagram are received by and
sent from a traveler app running on a traveler's mobile
device; an agent app running on an agent’s (or kiosk’s)
computer device; an identity server; a FIDO server; pri-
vate permissioned blockchain accessible to, forexample,
the airlines and their partners; and an airline server.
[0100] The message 804 constitutes an authentication
request issued by the agent app and sent to the identity
server. The identity server forwards the authentication
requestto the FIDO server as message 808. Inresponse,
the FIDO server issues a challenge, which is provided to
the identity server in the message 812, and then to the
agent app in the message 816. The agent app transfers
the challenge to the traveler app in the message 820,
whether via NFC or some other wired or wireless con-
nection.

[0101] The traveler app generates a prompt to the
traveler for FIDO login, represented as message 824.
The traveler app then receives biometric data from the
traveler in the message 828. The traveler app verifies
that the received biometric data matches the stored bio-
metric data with message 832, which is originated and
received by the traveler app.

[0102] Once a biometric match is determined to have
occurred and been successful, the traveler app (perhaps
afterreceiving a command from the user) transfers adata
package containing the traveler’s passport details (or oth-
er identification document information), hash of the
stored biometric image that matches the received bio-
metric data, and FIDO authentication response to the
agent app, via NFC or another wired or wireless commu-
nication protocol, in the message 836. The data package
is encrypted with the private blockchain key.

[0103] Upon receiptofthe message 836, the agentapp
requests the public blockchain key from the identity serv-
erinthe message 840, and receives the public blockchain
key in the message 844. The message 848, originated
and received by the agent app, causes the agent app to
decrypt the data package received in the message 836.
[0104] The agent sends the FIDO authentication re-
sponse from the data package to the identity server in
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the message 852, and the identity server forwards the
FIDO authentication response to the FIDO server in the
message 856. The FIDO server thenreturns alogin result
in the message 860, which the identity server forwards
to the agent app in the message 864.

[0105] If the login result indicates a successful login,
then the agent app issues a request message 868 re-
questing the identity proof from the blockchain, which is
received via the message 872. Upon receipt, the agent
app verifies the signature on the identity proof with the
public blockchain key. The message 876, which origi-
nates from and is received by the agent app, causes the
agent app to verify the passport details and that the bio-
metricimage hash contained in the message 836 match-
es a stored biometric image hash.

[0106] If the verification is successful, then the agent
app initiates issuance of certification onto the blockchain
with the message 880, which is sent to the airline server.
The airline server, in turn, signs the certifications with the
airline server’s private blockchain key and sends them
to the blockchain in the message 884.

[0107] The message 888 contains a travel token cre-
ated by the airline server, which is provided to the traveler
app. When the traveler presses the travel token in the
traveler app, a certification envelope is submitted to the
identity serverinthe message 892, and the identity server
issues, in the message 896, an envelope ID.

[0108] Fig. 9A depicts a flowchart for a traveler verifi-
cation process 900, whereby a traveler verifies his or her
identity with an agent so as to gain access to (for exam-
ple) a departure gate. As in the process 800, the agent
uses an agent app running on a computing device, which
may or may not be a mobile device. At step 902, the
agent app requests a random challenge from the identity
server, which forwards the request to the FIDO server.
The challenge is issued and transmitted to the agent app
via the identity server.

[0109] In step 906, the agent app transfers the chal-
lenge to the traveler's mobile device via a wired or wire-
less connection. The transfer may utilize, for example,
the NFC protocol, although it may also use any other
suitable protocol, including a WiFi protocol and a cellular
communications protocol. The transferred challenge
causes the traveler app of the traveler's mobile device
to prompt the traveler to complete a biometric verification
for FIDO login. If a biometric match successfully occurs,
then the traveler app transfers a data package compris-
ing the traveler's UniquelD, EnvelopelD, symmetric
passcode used by the mobile device to encrypt the cer-
tification envelope, passport details, a hash of the bio-
metric image bound to the mobile device, and a FIDO
authentication response to the agent app, encrypted with
the private blockchain key. Here again, the transfer may
utilize, for example, the NFC protocol, although it may
also use any other suitable protocol, including a WiFi
protocol and a cellular communications protocol.
[0110] Theagentapp, then, receives the encrypted da-
ta package at step 910. In step 914, the agent app re-
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trieves the public blockchain key, the certification enve-
lope, and the biometric image hash from the identity serv-
er. Using the public blockchain key, the agent app de-
crypts the data package to access the contents thereof.
[0111] At step 918, the agent app sends the FIDO au-
thentication response to the identity server, which in turn
forwards the FIDO authentication response to the FIDO
server. The FIDO authentication server returns a login
result. The login result is forwarded by the identity server
and received by the agent app, which verifies that the
login was successful, in step 922.

[0112] Once successful FIDO login has been con-
firmed, the agent app retrieves the identity proof from the
blockchain and verifies the signature with the public
blockchain key (step 926). The agent then retrieves cer-
tifications from the blockchain (step 930) and verifies the
signature thereon.

[0113] In step 934, the agent app verifies the passport
details, certifications, envelope data, hash of biometric
images, and travel token. If each of these verifications is
successful, the agent app in step 938 opens the depar-
ture gate (or otherwise permits the desired access).
[0114] Turning now to Fig. 9B, a sequence diagram of
the traveler verification process involves the traveler app,
the agent app, the identity server, the FIDO server, and
the blockchain. The message 904 constitutes an authen-
tication request issued by the agent app and sent to the
identity server. The identity server forwards the authen-
tication request to the FIDO server as message 908. In
response, the FIDO server issues a challenge, which is
provided to the identity server in the message 912, and
then to the agent app in the message 916. The agent
app transfers the challenge to the traveler app in the mes-
sage 920, whether via NFC or some other wired or wire-
less connection.

[0115] The traveler app generates a prompt to the
traveler for FIDO login, represented as message 924.
The traveler app then receives biometric data from the
traveler in the message 928. The traveler app verifies
that the received biometric data matches the stored bio-
metric data with message 932, which is originated and
received by the traveler app.

[0116] Once a biometric match is determined to have
occurred and been successful, the traveler app (perhaps
after receiving a command from the user) transfers a
message 936 to the agent app comprising a data pack-
age containing the EnvelopelD, the UniquelD, a symmet-
ric passcode, the traveler's passport details (or other
identification document information), hash of the stored
biometricimage or data determined to match the receive
biometric image or data, and FIDO authentication re-
sponse, via NFC or another wired or wireless communi-
cation protocol. The data package is encrypted with the
private blockchain key.

[0117] Upon receiptofthe message 936, the agentapp
requests the public blockchain key, the certification en-
velope, and the image hash from the identity server in
the message 940, and receives the requested data in the
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message 944. The message 948, originated and re-
ceived by the agent app, causes the agent app to decrypt
the data package received in the message 936.

[0118] The agent sends the FIDO authentication re-
sponse from the data package to the identity server in
the message 952, and the identity server forwards the
FIDO authentication response to the FIDO server in the
message 956. The FIDO server thenreturns alogin result
in the message 960, which the identity server forwards
to the agent app in the message 964.

[0119] If the login result indicates a successful login,
then the agent app issues a message 968 requesting the
identity proof from the blockchain, which is received via
the message 972. Upon receipt, the agent app verifies
the signature on the identity proof with the public block-
chain key. The message 976 requests the certifications
from the blockchain, which are received in the message
980. The message 984, which is originated and received
by the agent app, causes the agent app to verify the pass-
port details, certifications, envelope data, hash of bio-
metric images, and travel token of the traveler. If these
verifications are successful, then the agent app sends a
message 952 to open the departure gate (or to otherwise
grant desired access).

[0120] The present disclosure also has applications in
financial services. The transaction of financial assets be-
tween parties often requires third party intermediaries,
thus reducing the transparency of those transactions and
complicating the auditing process. By recording the
transfer of digital assets within a blockchain-based data-
base, third party intermediaries can be eliminated. The
transactions recorded on the blockchain are open, per-
manent, and immutable, making the auditing process
more open and reliable. Blockchain also allows the pos-
sibility of deploying "smart code" or smart contracts which
can trigger different actions, when specific events occur.
These actions may, in turn, request user consents before
proceeding with further steps. It will be very useful for
relying parties to verify the authenticity of a user giving
permissions for such asset transactions. This will ensure
that the transfer and issuance of funds are authorized by
the right people. Decentralized biometric-based user
confirmations would be very useful in such scenarios.
[0121] Still another use case in the financial services
industry is the use of blockchain towards simplified man-
agement and sharing of customer identity proofing
checks, often referred to as a "Know Your Customer"
(KYC) process. This can reduce cost, fraud, and money
laundering risks (including risks related to anti-money
laundering (AML) requirements) and potential fines. Bi-
ometric-based authentication is useful while administer-
ing KYC checks as discussed in more detail later in this
document.

[0122] In the financial services industry, there will be
different partners interested in verifying the identity doc-
uments of an individual. For each partner to independ-
ently verify the identity documents and conduct back-
ground checks of the individual is expensive and results
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in duplication of efforts. Typically, a "Know Your Custom-
er" (KYC) requestcan take 30 to 50 days to be conducted
to a satisfactorylevel, and can cause unnecessary delays
in transactions.

[0123] Blockchain allows the possibility for a Trusted
Identity Provider (e.g., a bank or an independent agency)
to conduct KYC compliance tasks, including verifying
identity documents of an individual and, in some embod-
iments, conducting a background check. Once the Trust-
ed |dentity Provider has completed the KYC compliance
tasks, the Trusted Identity Provider can put a summary
of those documents or referral points to those documents
in a private permissioned blockchain. This data can then
be accessed by other banks or by other organizations
such as insurers and loan providers, thus enabling those
organizations to avoid repeating their own KYC checks.
[0124] There are plenty of privacy issues to be dealt
with here. A Trusted Identity Provider should be permitted
to disclose a person’s personal data only after obtaining
consent from the individual. There may even be applica-
ble privacy protection regulations. Strong biometric au-
thentication can help to ensure that the person giving the
consent is the same person whose documents are being
disclosed.

[0125] As part of the "Know Your Customer" process,
the Trusted Identity Provider could request the user to
capture his or her biometric via his or her mobile phone.
The biometric will be retained only on the device, and
only a cryptographic hash of the biometric, along with the
public authentication key, will be sent to the server. This
data will be retained along with the person’s KYC docu-
ments in the Trusted Identity Provider’s database. When
the Trusted Identity Provider needs to share the informa-
tion with a third party, the Trusted Identity Provider can
ask for the person’s consent on the person’s registered
mobile device. This will trigger a biometric capture and
verification on the device, and the cryptographic hash of
the corresponding biometric (e.g. the biometric that
matches the captured biometric) is sent up to the Trusted
Identity Provider's server, along with the other details
specified herein. The server can compare the crypto-
graphic hashes to ensure that the right biometric has
been used, and that the person who gave the consent is
authentic.

[0126] Turning, then, to Fig. 10, an identity proofing
method 1000 includes the step of receiving identity doc-
ument data from a subject individual (step 1004). The
identity document data may comprise, for example, data
from or regarding the subject individual’s passport, birth
certificate, driver’s license, and/or social security card or
number. The identity document datamay comprise scans
of identity documents, information extracted from identity
documents or from scans of identity documents, and/or
information referring to identity documents. The identity
document data may be received by a server belonging
to or managed or used by a trusted identity provider. The
trusted identity provider may be, for example, a bank or
other financial institution, an insurer, a loan provider, or
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a government institution.

[0127] Additionally, the method 1000 comprises re-
questing registration of the subject individual’s mobile
device (step 1008). The subjectindividual may be notified
ofthe registration request through an app associated with
the trusted identity provider and running on the subject
individuals’ mobile device. The subject individual may
also be notified of the registration request via text, email,
or other communication methods or protocols. In some
embodiments, the request may be transmitted to the mo-
bile device via a wired or wireless connection. The re-
quest may be made directly to the subject individual's
mobile device, or the request may be transmitted to the
subject individual’s mobile device via a local or wide area
network. The request may be transmitted through a com-
munication interface of the trusted identity provider’s
server.

[0128] Upon receiving the registration request, the
subjectindividual provides a biometric to his or her mobile
device, through a camera, a fingerprint sensor, or any
other biometric sensor on or associated with the mobile
device. The mobile device, in turn, creates a cryptograph-
ic key pair for authentication, and saves the private key
to the mobile device in a secure storage area of the mobile
device.

[0129] Atstep 1012, thetrusted identity provider server
receives the public key of the cryptographic key pair, as
well as a cryptographic hash of the subject biometric.
The data may be received via a wired or wireless con-
nection. The data may be received directly, or indirectly
through alocal area network or a wide area network. The
data may be sent using any secure data transmission
protocol. The trusted identity provider server combines
this data with the identity document data received in step
1004 to create an identity record (step 1016).

[0130] Atstep 1020, the trusted identity provider server
encrypts the identity record and signs the identity record
with the trusted identity provider’s private blockchain key.
At step 1024, the trusted identity provider server writes
the identity record to the blockchain. The blockchain may
be, for example, a private permissioned blockchain.
[0131] When a third-party institution wants access to
an identity record (as an alternative to completing KYC
compliance tasks at the institution’s own time and ex-
pense), the institution transmits a request for the identity
record to the trusted identity provider server (step 1028).
The request may be transmitted, for example, over a
wired or wireless connection. In some embodiments, the
request may arrive via the cloud or another wide area or
local area network, while in other embodiments, the re-
quest may be communicated directly to the trusted iden-
tity provider server.

[0132] Uponreceipt of the identity record request from
the third-party institution, the trusted identity provider
server transmits a request for consent to the subject in-
dividual's mobile device (step 1032). The request may
be made through an app associated with the trusted iden-
tity provider and running on the subject individuals’ mo-
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bile device. The request may also be sent via text, email,
or other communication methods or protocols. In some
embodiments, the request may be transmitted to the mo-
bile device via a wired or wireless connection. The re-
quest may be made directly to the subject individual’s
mobile device, or the request may be transmitted to the
subject individual’s mobile device via a local or wide area
network.

[0133] Upon receipt of the consentrequest, the subject
individual (if he or she wishes to provide consent) com-
pletes biometric verification on his or her mobile device.
More specifically, the subject individual provides his or
her biometric to the mobile device through an appropriate
biometric sensoron or associated with the mobile device,
which the mobile device compares to the biometric re-
ceived during mobile device registration. If the mobile
device detects a match, then the mobile device creates
a package that includes the cryptographic hash of the
originally registered biometric, the challenge sent from
the server and a cryptographic hash of transaction text
to which the user gave the consent, and signs this pack-
age with the private authentication key securely stored
on the device. The signed package is then sent by the
mobile device to the trusted identity provider. The data
may be sent via a wired or wireless connection. The data
may be sent directly, or indirectly through a local area
network or a wide area network. The data may be sent
using any secure data transmission protocol.

[0134] Atstep 1036, the trusted identity provider server
receives the signed cryptographic hash of both the orig-
inally registered biometric and of the biometric provided
in response to the consent request and determined by
the mobile device to match the originally registered bio-
metric. The trusted identity provider server also uses the
public authentication key received from the mobile device
in step 1012 to verify that the signature of the received
cryptographic hashes is authentic, and further verifies
the received cryptographic hashes.

[0135] If the trusted identity provider server success-
fully verifies the authenticity of the signature and of the
cryptographic hashes, then the trusted identity provider
shares the identity record with the third-party institution
that requested the identity record (step 1040). The shar-
ing may comprise transmitting the identity record to the
third-party institution, or granting the third-party institu-
tion permission to view and/or access the identity record
on the private permission blockchain, or displaying the
identity record to the third-party institution without actu-
ally transferring the identity record to the third-party in-
stitution.

[0136] The travel and financial use cases described
above presentonly non-limiting examples of how aspects
of the present disclosure may be implemented. Aspects
of the present disclosure may be implemented in other
environments as well. For example, the efficient man-
agement and sharing of patient records between health-
care providers is a significant challenge facing health-
care, with directimpacts to patient care. Each healthcare
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provider maintaining its own versions of a patient’s record
increases the chances of error and delay in administering
appropriate treatments. A private permissioned block-
chain between health-care providers could make the
sharing of the health records particularly efficient and er-
ror-proof. Patients would then be able to approve or deny
any sharing or changes to their data, helping to ensure
a higher level of privacy and greater consumer control.
Decentralized biometric-based authentication will be par-
ticularly useful in such scenarios, to ensure that the pa-
tient is really who he/she claims to be.

[0137] As another example, the transferring of digital
assets such as shares, bonds or any other equivalent
service or goods requires intermediaries such as clearing
houses and banks. The key properties provided by block-
chain such as immutability, transparency and ease of
auditing make it an ideal platform to eliminate the need
for third-party intermediaries, optimizing the speed of a
trade transfer process and thus reducing costs. Any trade
transfer process requires user confirmation and authen-
tication. Ensuring the user identity with strong decentral-
ized biometric authentication will be helpful to reduce
fraud.

[0138] The various embodiments and variations there-
ofillustrated in the accompanying figures and throughout
this document are given by way of example and are not
meant to limit the scope of the invention.

[0139] Various embodiments may also or alternatively
be implemented fully or partially in software and/or
firmware. This software and/or firmware may take the
form of instructions contained in or on a non-transitory
computer-readable storage medium. Those instructions
may then be read and executed by one or more proces-
sors to enable performance of the operations described
herein. The instructions may be in any suitable form, such
as but not limited to source code, compiled code, inter-
preted code, executable code, static code, dynamic
code, and the like.

[0140] For purposes of explanation, numerous details
are set forth in order to provide a thorough understanding
of the present embodiments. It should be appreciated
however that the techniques herein may be practiced in
a variety of ways beyond the specific details set forth
herein.

[0141] Furthermore, while the exemplary embodi-
ments illustrated herein may show the various compo-
nents of the system collocated, it is to be appreciated
thatthe various components of the system can be located
at distant portions of a distributed network, such as a
communications network and/or the Internet, or within a
dedicated secure, unsecured and/or encrypted system.
Thus, it should be appreciated that the components of
the system can be combined into one or more devices,
or collocated on a particular node/element(s) of a distrib-
uted network, such as a communications network. As will
be appreciated from the description, and for reasons of
computational efficiency, the components of the system
can be arranged at any location within a distributed net-
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work without affecting the operation of the system.
[0142] Furthermore, it should be appreciated that the
various links, including communications channel(s), con-
necting the elements (which may not be not shown) can
be wired or wireless links, or any combination thereof, or
any other known or later developed element(s) thatis/are
capable of supplying and/or communicating data and/or
signals to and from the connected elements. The term
module as used herein can refer to any known or later
developed hardware, software, firmware, or combination
thereof that is capable of performing the functionality as-
sociated with that element. The terms determine, calcu-
late and compute, and variations thereof, as used herein
are used interchangeably and include any type of meth-
odology, process, mathematical operation or technique.
[0143] While the above-described flowcharts/opera-
tional flows have been discussed in relation to a particular
exemplary sequence of events, it should be appreciated
that changes to this sequence can occur without mate-
rially effecting the operation of the embodiment(s). Ad-
ditionally, the exact sequence of events need not occur
as set forth in the exemplary embodiments, but rather
the steps can be performed by one or the other device(s)
in the system. Additionally, the exemplary techniques il-
lustrated herein are not limited to the specifically illustrat-
ed embodiments but can also be utilized with the other
exemplary embodiments and each described feature is
individually and separately claimable.

[0144] As will be appreciated by one skilled in the art,
aspects of the present disclosure may be embodied as
a system, method, and/or computer program product.
Thus, aspects of the present disclosure may be embod-
ied entirely in hardware, entirely in software (including,
but not limited to, firmware, program code, resident soft-
ware, microcode), or in a combination of hardware and
software. All such embodiments may generally be re-
ferred to herein as a circuit, a module, or a system. In
addition, aspects of the present invention may be in the
form of a computer program product embodied in one or
more computer readable media having computer read-
able program code embodied thereon.

[0145] A computer readable medium as described
herein may be a computer readable storage medium,
examples of which include, but are not limited to, an elec-
tronic, magnetic, optical, electromagnetic, infrared, or
semiconductor system, apparatus, or device, or any suit-
able combination thereof. As used herein, a computer
readable storage medium may be any non-transitory,
tangible medium that can contain or store a program for
use by orin connection with an instruction execution sys-
tem, apparatus, device, computer, computing system,
computer system, or any programmable machine or de-
vice that inputs, processes, and outputs instructions,
commands, or data. A non-exhaustive list of specific ex-
amples of a computer readable storage medium include
an electrical connection having one or more wires, a port-
able computer diskette, a floppy disk, a hard disk, a ran-
dom access memory (RAM), aread-only memory (ROM),
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a USB flash drive, an non-volatie RAM (NVRAM or
NOVRAM), an erasable programmable read-only mem-
ory (EPROM or Flash memory), a flash memory card, an
electrically erasable programmable read-only memory
(EEPROM), an optical fiber, a portable compact disc
read-only memory (CD-ROM), a DVD-ROM, an optical
storage device, a magnetic storage device, or any suit-
able combination thereof. A computer readable storage
medium can be any computer readable medium that is
not a computer readable signal medium such as a prop-
agated data signal with computer readable program code
embodied therein.

[0146] Program code may be embodied as computer-
readable instructions stored on or in a computer readable
storage medium as, for example, source code, object
code, interpretive code, executable code, or combina-
tions thereof. Any standard or proprietary, programming
orinterpretive language can be used to produce the com-
puter-executable instructions. Examples of such lan-
guages include C, C++, C#, Pascal, JAVA, JAVA Script,
BASIC, Smalltalk, Visual Basic, and Visual C++.

[0147] Transmission of program code embodied on a
computer readable medium can occur using any appro-
priate medium including, but not limited to, wireless,
wired, optical fiber cable, radio frequency (RF), or any
suitable combination thereof.

[0148] The program code may execute entirely on a
user’s/operator’'s/administrator’s computer, partly on
such a computer, as a stand-alone software package,
partly on the user’s/operator’s/administrator’'s computer
and partly on a remote computer, or entirely on a remote
computer or server. Any such remote computer may be
connected to the user's/operator’s/administrator’s com-
puter through any type of network, including a local area
network (LAN) or a wide area network (WAN), or the con-
nection may be made to an external computer (for ex-
ample, through the Internet using an Internet Service Pro-
vider).

[0149] Additionally, the systems, methods and proto-
cols described herein can be implemented to improve
one or more of a special purpose computer, a pro-
grammed microprocessor or microcontroller and periph-
eral integrated circuit element(s), an ASIC or other inte-
grated circuit, a digital signal processor, a hard-wired
electronic or logic circuit such as discrete element circuit,
a programmable logic device such as PLD, PLA, FPGA,
PAL, any comparable means, or the like. In general, any
device capable of implementing a state machine that is
in turn capable of implementing the methodology illus-
trated herein can benefitfrom the various communication
methods, protocols and techniques according to the dis-
closure provided herein.

[0150] Examples of the processors as described here-
in include, but are not limited to, at least one of Qual-
comm® Snapdragon® 800 and 801, Qualcomm® Snap-
dragon® 610 and 615 with 4G LTE Integration and 64-
bit computing, Apple® A7, A8, A8X, A9, A9X, or A10
processors with 64-bit architecture, Apple® M7, M8, M9,
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or M10 motion coprocessors, Samsung® Exynos® se-
ries, the Intel® Core™ family of processors, the Intel®
Xeon® family of processors, the Intel® Atom™ family of
processors, the Intel Itanium® family of processors, In-
tel® Core®i5-4670K and i7-4770K 22nm Haswell, Intel®
Core®i5-3570K 22nm Ivy Bridge, the AMD® FX™ family
of processors, AMD® FX-4300, FX-6300, and FX-8350
32nm Vishera, AMD® Kaveri processors, Texas Instru-
ments® Jacinto C6000™ automotive infotainment proc-
essors, Texas Instruments® OMAP ™ automotive-grade
mobile processors, ARM® Cortex™-M processors,
ARM® Cortex-A and ARM926F J-S™ processors, Broad-
com® AirForce BCM4704/BCM4703 wireless network-
ing processors, the AR7100 Wireless Network Process-
ing Unit, other industry-equivalent processors, and may
perform computational functions using any known or fu-
ture-developed standard, instruction set, libraries, and/or
architecture.

[0151] Furthermore, the disclosed methods may be
readily implemented in software using object or object-
oriented software development environments that pro-
vide portable source code that can be used on a variety
of computer, workstation or mobile device platforms. Al-
ternatively, the disclosed system may be implemented
partially in hardware using standard logic circuits or a
VLSI design. Whether software or hardware is used to
implement the systems in accordance with this invention
is dependent on the speed and/or efficiency require-
ments of the system, the particular function, and the par-
ticular software or hardware systems or microprocessor
or microcomputer systems being utilized. The methods
illustrated herein however can be readily implemented in
hardware and/or software using any known or later de-
veloped systems or structures, devices and/or software
by those of ordinary skill in the applicable art from the
functional description provided herein and with a general
basic knowledge of the computer and image processing
arts.

[0152] Moreover, the disclosed methods may be read-
ily implemented in software executed on programmed
general-purpose computer, a special purpose computer,
mobile device, smartphone, a microprocessor, or the like.
In these instances, the systems and methods of this in-
vention can be implemented as program embedded on
personal computer such as JAVA® or CGl script, as a
resource residing on a server or graphics workstation,
as a routine embedded in a dedicated fingerprint
processing system, as a plug-in, or the like. The system
can also be implemented by physically incorporating the
system and method into a software and/or hardware sys-
tem, such as the hardware and software systems of an
image processor.

[0153] While thisinvention has been described in con-
junction with a number of embodiments, it is evident that
many alternatives, modifications and variations would be
or are apparent to those of ordinary skill in the applicable
arts.
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Claims

A biometric identity authentication method, compris-
ing:

enrolling (100A) a user biometric of a user, the
enrolling comprising:

receiving (104) first factor credentials via a
user interface of a mobile device (500);
capturing (108) a first user biometric (540)
with a biometric sensor (508) associated
with the mobile device (500);

securely saving (112) the first user biomet-
ric (540) to a memory (524) of the mobile
device (500);

calculating (116), with a processor (504) of
the mobile device (500), a first cryptograph-
ic hash of the first user biometric (540); and
transmitting (120) the first cryptographic
hash via a communication interface (512)
of the mobile device (500) to a relying party
server (408) of a relying party; and

registering (100B) the user biometric, the regis-
tering comprising:

capturing (124) a second user biometric
with the biometric sensor (508) associated
with the mobile device (500);

comparing (128), with the processor (504)
of the mobile device (500), the second user
biometric to the first user biometric (540);
and

when a match between the second user bi-
ometric and the first user biometric (540) is
confirmed:

generating (132), with the processor
(504) of the mobile device (500), acryp-
tographic key pair comprising a private
key (544) and a public key;

securely saving (136) the private key
(544) to the memory (524);

preparing (140), with the processor
(504) of the mobile device (500), a reg-
istration package comprising the public
key and a second cryptographic hash
of the second user biometric; and
transmitting (144 ) the registration pack-
age via the communication interface
(512) from the mobile device (500) to
the relying party server (408) of the re-
lying party; and

authenticating the user, the authenticating com-
prising:
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comparing, by the relying party server
(408), the received second cryptographic
hash with the first cryptographic hash, and
granting, by the relying party server (408)
and if the first and second cryptographic
hashes are identical, the user access to the
relying party and/or resources of the relying

party.

2. The method of claim 1, further comprising:

receiving (204), via the communication interface
(512), a challenge;

capturing (208) a third user biometric with the
biometric sensor (508);

comparing, with the processor (504), the third
user biometric with the first user biometric (540);
preparing (212), with the processor (504), alogin
bundle comprising the challenge and a third
cryptographic hash of the third user biometric;
signing the login bundle with the private key
(544); and

transmitting (216) the signed login bundle via
the communication interface (512).

The method of claim 1, wherein at least one of the
first user biometric (540) and the private key (544)
is securely saved to the memory (524) using a Trust-
ed Execution Environment (536).

The method of claim 1, wherein the first user biomet-
ric (540) comprises a fingerprint, a face, a retinal
pattern, an iris pattern, or a voice pattern.

The method of claim 1, wherein the enrolling the user
biometric further comprises determining that the first
factor credentials are valid.

A system for biometric identity authentication com-
prising amobile device (500) and arelying party serv-
er (408) of a relying party, the mobile device (500)
comprising:

a user interface;

a biometric sensor (508);

a communication interface (512);

a processor (504); and

a memory (524) storing instructions for execu-
tion by the processor (504) that, when executed,
cause the processor (504) to perform the steps
of enrolling (100A) and registering (100B) ac-
cording to claim 1, and

wherein the relying party server (408)is adapted
to perform the steps of authenticating according
to claim 1.

7. The system of claim 6, wherein the method stores

additional instructions for execution by the processor
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(504) that, when executed, cause the processor
(504) to:

receive (204), via the communication interface
(512), a challenge;

capture (208) a third user biometric with the bi-
ometric sensor (508);

compare, with the processor (504), the third user
biometric with the first user biometric (540);
prepare (212), with the processor (504), a login
bundle comprising the challenge and a third
cryptographic hash of the third user biometric;
sign the login bundle with the private key (544);
and

transmit (216) the signed login bundle via the
communication interface (512).

The system of claim 6, wherein at least one of the
first user biometric (540) and the private key (544)
is securely saved to the memory (524) using a Trust-
ed Execution Environment (536).

The system of claim 6, wherein the first user biomet-
ric (540) comprises a fingerprint, a face, a retinal
pattern, an iris pattern, or a voice pattern.

The system of claim 6, wherein the enrolling the user
biometric further comprises determining that the first
factor credentials are valid.

Means for biometric identity authentication, compris-
ing:

means for enrolling (100A) and registering
(100B) a user biometric, the enrolling compris-
ing the steps of enrolling according to claim 1
and the registering comprising the steps of reg-
istering according to claim 1; and

means for authenticating, the authenticating
comprising the steps of authenticating accord-
ing to claim 1.

The means of claim 11, further comprising:

means for receiving (204), via the communica-
tion interface (512), a challenge;

means for capturing (208) a third user biometric
with the biometric sensor (508);

means for comparing, with the processor (504),
the third user biometric with the first user bio-
metric (540);

means for preparing (212), with the processor
(504), a login bundle comprising the challenge
and a third cryptographic hash of the third user
biometric;

means for signing the login bundle with the pri-
vate key (544); and

means for transmitting (216) the signed login
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34
bundle via the communication interface (512).

The means of claim 11, wherein at least one of the
first user biometric (540) and the private key (544)
is securely saved to the memory (524) using a Trust-
ed Execution Environment (536).

The means of claim 11, wherein the first user bio-
metric (540) comprises a fingerprint, a face, a retinal
pattern, an iris pattern, or a voice pattern.

The means of claim 11, wherein the enrolling the
user biometric further comprises determining that
the first factor credentials are valid.

Patentanspriiche

1.

Biometrie-ldentitatsauthentifizierungsverfahren,
das aufweist:

Anmelden (100A) einer Benutzer-Biometrie ei-
nes Benutzers, wobei das Anmelden aufweist:

Empfangen (104) von Erst-Faktor-Zu-
gangsdaten Ubereine Benutzerschnittstelle
eines mobilen Gerates (500);

Erfassen (108) einer ersten Benutzer-Bio-
metrie (540) mit einem Biometrie-Sensor
(508), der mit dem mobilen Gerat (500) ver-
bunden ist;

sicheres Speichern (112) der ersten Benut-
zer-Biometrie (540) in einem Speicher (524)
des mobilen Gerates (500);

Berechnen (116), mit einem Prozessor
(504) des mobilen Gerates (500), eines ers-
ten kryptographischen Hashs der ersten
Benutzer-Biometrie (540); und

Ubertragen (120) des ersten kryptographi-
schen Hashs Uber eine Kommunikations-
schnittstelle (512) des mobilen Gerates
(500) an einen Vertrauenspartei-Server
(408) einer Vertrauenspartei; und

Registrieren (100B) der Benutzer-Biometrie,
wobei das Registrieren aufweist:

Erfassen (124) einer zweiten Benutzer-Bi-
ometrie mit dem Biometrie-Sensor (508),
dermitdem mobilen Gerat (500) verbunden
ist;

Vergleichen (128), mitdem Prozessor (504)
des mobilen Gerates (500), der zweiten Be-
nutzer-Biometrie mit der ersten Benutzer
Biometrie (540); und

wenn eine Ubereinstimmung zwischen der
zweiten Benutzer-Biometrie und der ersten
Benutzer-Biometrie bestatigt wird:
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Erzeugen (132), mit dem Prozessor
(504) des mobilen Gerates (500), eines
kryptographischen Schliisselpaares,
das einen privaten Schlissel (544) und
einen oOffentlichen Schllissel aufweist;
sicheres Speichern (136) des privaten
Schlissels (544) in dem Speicher
(524);

Vorbereiten (140), mit dem Prozessor
(504) des mobilen Gerates (500), eines
Registrierungspaketes, das den 6ffent-
lichen Schlissel und einen zweiten
kryptographischen Hash der zweiten
Benutzer-Biometrie aufweist; und
Ubertragen (144) des Registrierungs-
paketes Uber die Kommunikations-
schnittstelle (512) von dem mobilen
Gerat (500) an den Vertrauenspartei-
Server (408) der Vertrauenspartei; und

Authentifizieren des Benutzers, wobei das Au-
thentifizieren aufweist:

Vergleichen, durch den Vertrauenspartei-
Server, des empfangenen zweiten krypto-
graphischen Hashs mit dem ersten krypto-
graphischen Hash, und

Gewahren, durch den Vertrauenspartei-
Server und wenn der erste und zweite kryp-
tographische Hash identisch sind, des Be-
nutzerzugriffs zu der Vertrauenspartei
und/oder Ressourcen der Vertrauenspar-
tei.

2. Verfahren nach Anspruch 1, das ferner aufweist:

Empfangen (204), tUber die Kommunikations-
schnittstelle (512), einer Aufforderung;
Erfassen (208) einer dritten Benutzer-Biometrie
mit dem Biometrie-Sensor (508);

Vergleichen, mit dem Prozessor (504), der drit-
ten Benutzer-Biometrie mit der ersten Benutzer-
Biometrie (540);

Vorbereiten (212), mit dem Prozessor (504), ei-
nes Anmeldeblindels, das die Aufforderung und
einendritten kryptographischen Hash derdritten
Benutzer-Biometrie aufweist;

Signieren des Anmeldebiindels mit dem priva-
ten Schlissel (544); und

Ubertragen (216) des signierten Anmeldebiin-
dels uber die Kommunikationsschnittstelle
(512).

Verfahren nach Anspruch 1, wobei zumindest eine
der ersten Benutzer-Biometrie (540) und des priva-
ten Schlissels (544) unter Verwendung einer ver-
trauenswirdigen Ausfiihrungsumgebung (536) si-
cher in dem Speicher (524) gespeichert wird.
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4.

Verfahren nach Anspruch 1, wobei die erste Benut-
zer-Biometrie einen Fingerabdruck, ein Gesicht, ein
Netzhautmuster, ein Irismuster oder ein Stimmmus-
ter aufweist.

Verfahren nach Anspruch 1, wobei das Anmelden
der Benutzer-Biometrie ferner ein Bestimmen, dass
die Erst-Faktor-Zugangsdaten gliltig sind, aufweist.

System zur Biometrie-ldentitadtsauthentifizierung,
das ein mobiles Gerat (500) und einen Vertrauens-
partei-Server (408) einer Vertrauenspartei aufweist,
wobei das mobile Gerat (500) aufweist:

eine Benutzerschnittstelle;

einen Biometrie-Sensor (508);

eine Kommunikationsschnittstelle (512);

einen Prozessor (504); und

einen Speicher (524), der Anweisungen zur
Ausfiihrung durch den Prozessor (504) spei-
chert, die, wenn sie ausgefiihrt werden, den Pro-
zessor (504) veranlassen, die Schritte des An-
meldens (100A) und Registrierens (100B) nach
Anspruch 1 auszufiihren, und

wobei der Vertrauenspartei-Server (408) ange-
passt ist, die Schritte des Authentifizierens nach
Anspruch 1 auszufiihren.

System nach Anspruch 6, wobei das Verfahren zu-
satzliche Anweisungen zur Ausfiihrung durch den
Prozessor (504) speichert, die, wenn sie ausgefiihrt
werden, den Prozessor (504) veranlassen:

Uber die Kommunikationsschnittstelle (512) ei-
ne Anforderung zu erhalten (204);

eine dritte Benutzer-Biometrie mit dem Biomet-
rie-Sensor (508) zu erfassen (208);

mit dem Prozessor (504) die dritte Benutzer-Bi-
ometrie mit der ersten Benutzer-Biometrie (540)
zu vergleichen;

mit dem Prozessor (504) ein Anmeldebiindel
vorzubereiten (212), das die Anweisung und ei-
nen dritten kryptographischen Hash der dritten
Benutzer-Biometrie aufweist;

das Anmeldebiindel mit dem privaten Schlissel
(544) zu signieren; und

das signierte Anmeldebiindel Giber die Kommu-
nikationsschnittstelle (512) zu Uibertragen (216).

System nach Anspruchs 6, wobei zumindest eine
der ersten Benutzer-Biometrie (540) und des priva-
ten Schllssels (544) sicher in dem Speicher (524)
unter Verwendung einer vertrauenswurdigen Aus-
fuhrungsumgebung (536) gespeichert wird.

System nach Anspruch 6, wobei die erste Benutzer-
Biometrie (540) einen Fingerabdruck, ein Gesicht,
ein Netzhautmuster, ein Irismuster oder ein Stimm-
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muster aufweist.

System nach Anspruch 6, wobei das Anmelden der
Benutzer-Biometrie ferner ein Bestimmen, dass die
Erst-Faktor-Zugangsdaten giiltig sind, aufweist.

Mittel zur Biometrie-ldentitatsauthentifizierung, die
aufweisen:

Mittel zum Anmelden (100A) und Registrieren
(100B) einer Benutzer-Biometrie, wobei das An-
melden die Schritte des Anmeldens nach An-
spruch 1 und das Registrieren die Schritte des
Registrierens nach Anspruch 1 aufweist; und
Mittel zum Authentifizieren, wobei das Authen-
tifizieren die Schritte des Authentifizierens nach
Anspruch 1 aufweist.

Mittel nach Anspruch 11, die ferner aufweisen:

Mittel zum Empfangen (204), Giber die Kommu-
nikationsschnittstelle (512), einer Aufforderung;
Mittel zum Erfassen (208) einer dritten Benut-
zer-Biometrie mit dem Biometrie-Sensor (508);
Mittel zum Vergleichen, mit dem Prozessor
(504), der dritten Benutzer-Biometrie mit der
ersten Benutzer-Biometrie (540);

Mittel zum Vorbereiten (212), mit dem Prozes-
sor (504), eines Anmeldebtindels, das die Auf-
forderung und einen dritten kryptographischen
Hash der dritten Benutzer-Biometrie aufweist;
Mittel zum Signieren des Anmeldebiindels mit
dem privaten Schlissel (544); und

Mittel zum Ubertragen (216) des signierten An-
meldebundels tber die Kommunikationsschnitt-
stelle (512).

Mittel nach Anspruch 11, wobei zumindest eine der
ersten Benutzer-Biometrie (540) und des privaten
Schlussels (544) unter Verwendung einer vertrau-
enswirdigen Ausfiihrungsumgebung (536) sicher in
dem Speicher (524) gespeichert wird.

Mittel nach Anspruch 11 wobei die erste Benutzer-
Biometrie einen Fingerabdruck, ein Gesicht, ein
Netzhautmuster, ein Irismuster oder ein Stimmmus-
ter aufweist.

Mittel nach Anspruch 11, wobei das Anmelden der
Benutzer-Biometrie ferner ein Bestimmen, dass die
Erst-Faktor-Zugangsdaten giiltig sind, aufweist.

Revendications

1.

Procédé d’authentification d’identité biométrique,
comprenant :
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I'inscription (100A) d’une caractéristique biomé-
trique d’utilisateur d’un utilisateur,
I'inscription comprenant :

la réception (104) de premiers justificatifs
d’identité de facteurs par le biais d’une in-
terface utilisateur d’'un dispositif mobile
(500) ;

la capture (108) d’'une premiére caractéris-
tique biométrique d’utilisateur (540) a l'aide
d’un capteur biométrique (508) associé au
dispositif mobile (500) ;

la sauvegarde (112) de maniere sécurisée
de la premiére caractéristique biométrique
d'utilisateur (540) sur une mémoire (524)du
dispositif mobile (500) ;

le calcul (116), avec un processeur (504)
du dispositif mobile (500), d’'un premier ha-
chage cryptographique de la premiere ca-
ractéristique  biométrique  d’utilisateur
(540) ; et

la transmission (120) du premier hachage
cryptographique par le biais d’une interface
de communication (512) du dispositif mobi-
le (500) a un serveur de tiers de confiance
(408) d’'un tiers de confiance ; et
I'enregistrement (100B) de la caractéristi-
que biométrique d'utilisateur, I'enregistre-
ment comprenant :

la capture (124) d’'une seconde carac-
téristique biométrique d’utilisateur avec
le capteur biométrique (508) associé au
dispositif mobile (500) ;

la comparaison (128), avec le proces-
seur (504) du dispositif mobile (500),
de la seconde caractéristique biométri-
que d’utilisateur a la premiére caracté-
ristique biométrique d'utilisateur (540) ;

et
lorsqu’une correspondance entre la se-
conde caractéristique biométrique

d’utilisateur et la premiere caractéristi-
que biométrique d’utilisateur (540) est
confirmée :

la génération (132), avec le pro-
cesseur (504) du dispositif mobile
(500), d’'une paire de clés crypto-
graphiques comprenant une clé
privée (544) et une clé publique ;
la sauvegarde de maniére sécuri-
sée (136) de la clé privée (544 ) sur
la mémoire (524) ;

la préparation (140), avec le pro-
cesseur (504) du dispositif mobile
(500), d’'un paquet d’enregistre-
ment comprenant la clé publique
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et un second hachage cryptogra-
phique de la seconde caractéristi-
que biométrique d’utilisateur ; et
la transmission (144) du paquet
d’enregistrement par le biais de
I'interface de communication (512)
du dispositif mobile (500) au ser-
veur de tiers de confiance (408) du
tiers de confiance ; et

I'authentification de I'utilisateur, I'authentifica-
tion comprenant :

la comparaison, par le serveur de tiers de
confiance (408), du second hachage cryp-
tographique recu avec le premier hachage
cryptographique, et

I'attribution, par le serveur de tiers de con-
fiance (408) et si les premier et second ha-
chages cryptographiques sont identiques,
al'utilisateur d’'un acces au tiers de confian-
ce et/ou aux ressources du tiers de confian-
ce.

2. Procédé selon la revendication 1, comprenant en

outre :

la réception (204), par le biais de I'interface de
communication (512), d’'un défi ;

la capture (208) d’une troisieme caractéristique
biométrique d'utilisateur avec le capteur biomé-
trique (508) ;

la comparaison, avec le processeur (504), de la
troisieme caractéristique biométrique d’utilisa-
teur avec la premiére caractéristique biométri-
que d'utilisateur (540) ;

la préparation (212), avec le processeur (504),
d’un faisceau de connexions comprenant le défi
et un troisieme hachage cryptographique de la
troisieme caractéristique biométrique
d’utilisateur ;

la signature du faisceau de connexions avec la
clé privée (544) ; et

la transmission (216) dufaisceau de connexions
signé par le biais de l'interface de communica-
tion (512).

Procédé selon la revendication 1, dans lequel au
moins une de la premiére caractéristique biométri-
que d'utilisateur (540) et de la clé privée (544) est
sauvegardée de maniére sécurisée sur la mémoire
(524) a l'aide d’'un environnement d’exécution sécu-
risé (536).

Procédé selon larevendication 1, dans lequel la pre-
miére caractéristique biométrique d’utilisateur (540)
comprend une empreinte digitale, un visage, une
empreinte rétinienne, une empreinte d’iris ou une
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empreinte vocale.

Procédé selon la revendication 1, dans lequel I'ins-
cription de la caractéristique biométrique d'utilisa-
teur comprend en outre la détermination que les pre-
miers justificatifs d’'identité de facteurs sont valides.

Systeme permettant une authentification d’identité
biométrique comprenant un dispositif mobile (500)
et un serveur de tiers de confiance (408) d’'un tiers
de confiance, le dispositif mobile (500) comprenant :

une interface utilisateur ;

un capteur biométrique (508) ;

une interface de communication (512) ;

un processeur (504) ; et

une mémoire (524) stockant des instructions
pour une exécution par le processeur (504) qui,
lorsqu’elles sont exécutées, amenent le proces-
seur (504) a mettre en ceuvre les étapes d’ins-
cription (100A) etd’enregistrement (100B) selon
la revendication 1, et

dans lequel le serveur de tiers de confiance
(408) est adapté pour mettre en ceuvre les éta-
pes d’authentification selon la revendication 1.

Systeme selon la revendication 6, dans lequel le pro-
cédeé stocke des instructions supplémentaires pour
une exécution par le processeur (504) qui, lorsqu’el-
les sont exécutées, aménent le processeur (504) a :

recevoir (204), par le biais de I'interface de com-
munication (512), un défi ;

capturer (208) une troisieme caractéristique bio-
métrique d'utilisateur avec le capteur biométri-
que (508) ;

comparer, avecle processeur (504), latroisieme
caractéristique biométrique d'utilisateur avec la
premiére caractéristique biométrique d’utilisa-
teur (540) ;

préparer (212), avec le processeur (504), un
faisceau de connexions comprenant le défi et
untroisieme hachage cryptographique de la troi-
siéme caractéristique biométrique d’utilisateur ;
signer le faisceau de connexions avec la clé pri-
vée (544) ; et

transmettre (216) le faisceau de connexions si-
gné par le biais de I'interface de communication
(512).

Systeme selon la revendication 6, dans lequel au
moins une de la premiére caractéristique biométri-
que d'utilisateur (540) et de la clé privée (544) est
sauvegardée de maniéere sécurisée sur la mémoire
(524) a l'aide d’un environnement d’exécution sécu-
risé (536).

Systeme selon la revendication 6, dans lequel la pre-
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miére caractéristique biométrique d’utilisateur (540)
comprend une empreinte digitale, un visage, une
empreinte rétinienne, une empreinte d’iris ou une
empreinte vocale.

Systeme selon la revendication 6, dans lequel I'ins-
cription de la caractéristique biométrique d’utilisa-
teur comprend en outre la détermination que les pre-
miers justificatifs d’identité de facteurs sont valides.

Moyens d’authentification d’identité biométrique,
comprenant :

des moyens d’inscription (100A) et d’enregistre-
ment (100B) d’'une caractéristique biométrique
d’utilisateur, I'inscription comprenant les étapes
consistant a inscrire selon la revendication 1 et
I'enregistrement comprenant les étapes consis-
tant a enregistrer selon la revendication 1 ; et
des moyens d’authentification, I'authentification
comprenant les étapes consistant a authentifier
selon la revendication 1.

Moyens selon la revendication 11, comprenant en
outre :

des moyens de réception (204), par le biais de
l'interface de communication (512), d’'un défi;
des moyens de capture (208) d’'une troisieme
caractéristique biométrique d’utilisateur avec le
capteur biométrique (508) ;

des moyens de comparaison, avec le proces-
seur (504), de la troisieme caractéristique bio-
métrique d’utilisateur avec la premiére caracté-
ristique biométrique d’utilisateur (540) ;

des moyens de préparation (212), avec le pro-
cesseur (504), d’'un faisceau de connexions
comprenant le défi et un troisieme hachage
cryptographique de la troisieme caractéristique
biométrique d’utilisateur ;

des moyens de signature du faisceau de con-
nexions avec la clé privée (544) ; et

des moyens de transmission (216) du faisceau
de connexions signé par le biais de I'interface
de communication (512).

Moyens selon la revendication 11, dans lequel au
moins une de la premiére caractéristique biométri-
que d'utilisateur (540) et de la clé privée (544) est
sauvegardée de maniére sécurisée sur la mémoire
(524) a l'aide d’'un environnement d’exécution sécu-
risé (536).

Moyens selon larevendication 11, dans lequella pre-
miére caractéristique biométrique d’utilisateur (540)
comprend une empreinte digitale, un visage, une
empreinte rétinienne, une empreinte d’iris ou une
empreinte vocale.
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15. Moyens selon la revendication 11, dans lequel 'ins-

cription de la caractéristique biométrique d'utilisa-
teur comprend en outre la détermination que les pre-
miers justificatifs d’'identité de facteurs sont valides.
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FIG. 8A
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FIG. 9A
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