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(67)  The present invention provides an abnormality
alarm method and a service node for an intelligent home
system, wherein the abnormality alarm method for the
intelligent home system comprises: a service node of the
intelligent home system receiving abnormality alarm in-

formation of a terminal of the intelligent home system

(S202), wherein the abnormality alarm information is
used to indicate that an abnormality occurs in the termi-

nal; the service node performing an alarm operation for
the abnormality alarm information according to an abnor-
mality alarm processing policy (S204). The present in-
vention solves the problem that the intelligent home ter-
minal which can not support a short message mechanism
or access a radio network can not give an alarm to a
home owner in time, and achieves the effect that the ab-
normality alarm of all terminals of the intelligent home
system can be notified to the home owner.

a service node of an intelligent home system receives abnormality alarm
information of a terminal of the intelligent home system
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the service node performs an alarm operation for the abnormality alarm
information according to an abnormality alarm processing policy
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Description
Technical Field

[0001] The present invention relates to the technical
field of an Internet of things, and in particular to an ab-
normality alarm method and a service node for an intel-
ligent home system.

Background

[0002] M2M, short for Machine-to-Machine/Man, is a
networked application and service with an intelligent in-
teraction among machine terminals as a core. The M2M
provides a comprehensive informationalized solution for
customers by embedding a radio communication module
into a machine and by taking radio communications as
access means, so as to meat informatization require-
ments of customers on monitoring, commanding and
scheduling, data collection and measurement and the
like.

[0003] With a better development of an information in-
dustry, anintelligent home establishes a connection with
various ubiquitous services through a converged network
environment and acquires various services through a
standardized service interface provided by a unified serv-
ice support platform. The intelligent home can provide
simple and reliable operations implemented by a plurality
of operating terminals, such as a touch screen, a mul-
ti-function remote controller, a cell phone and the like, so
that an internal home management and an external com-
munication can be effectively accomplished.

[0004] According to security requirements of the intel-
ligent home, an intelligent home system is required to
give alarm information such as a terminal failure alarm
in time when having a failure or encountering a deliberate
damage. When a terminal encounters a failure, failure
information can be notified to a home owner.

[0005] At present, the terminal sending the alarm in-
formation to the home owner mainly is realized by ena-
bling the terminal of the intelligent home system to sup-
port a short message mechanism and access a radio
network. However, due to a limit in functions executed
by differentterminals, andin consideration of costs, some
terminals in the intelligent home system can not support
the short message mechanism or access the radio net-
work. Consequently, when an abnormality occurs in the
terminal and it is badly needed to notify the home owner,
the terminal can not access the radio network to send a
short message to the home owner; as a result, the home
owner can not process an emergency alarm and thus
suffers loss.

Summary

[0006] The presentinvention provides an abnormality
alarm method and a service node for an intelligent home
system based on an Internet of things, so as to at least
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solve a problem that an intelligent home terminal which
can not support a short message mechanism or access
a radio network can not give an alarm to a home owner
in time.

[0007] According to one aspect of the present inven-
tion, an abnormality alarm method for an intelligenthome
system is provided, which comprises: a service node of
the intelligent home system receiving abnormality alarm
information of a terminal of the intelligent home system,
wherein the abnormality alarm information is used to in-
dicate thatan abnormality occurs in the terminal; the serv-
ice node performing an alarm operation for the abnor-
mality alarm information according to an abnormality
alarm processing policy.

[0008] Preferably, the step of the service node per-
forming the alarm operation for the abnormality alarm
information according to the abnormality alarm process-
ing policy comprises: the service node determining an
abnormality alarm type to which the abnormality alarm
information belongs, and performing the alarm operation
for the abnormality alarm information according to the
abnormality alarm processing policy corresponding to
the abnormality alarm type to which the abnormality
alarm information belongs.

[0009] Preferably, the step of performing the alarm op-
eration for the abnormality alarm information according
to the abnormality alarm processing policy correspond-
ing to the abnormality alarm type to which the abnormality
alarm information belongs comprises: the service node
performing the alarm operation for the abnormality alarm
information according to the abnormality alarm process-
ing policy corresponding to the abnormality alarm type
with a highest priority in the abnormality alarm type to
which the abnormality alarm information belongs.
[0010] Preferably, the abnormality alarm typeis setac-
cording to at least one of the following ways: set based
on a terminal model, set based on a home, set based on
an area, set based on a service, set based on an appli-
cation corresponding to the terminal, set based on a ter-
minal number, set based on an International Mobile Sub-
scriber Identity (IMSI), and set based on an International
Mobile Equipment Identity (IMEI).

[0011] Preferably, the step of the service node per-
forming the alarm operation for the abnormality alarm
information according to the abnormality alarm process-
ing policy comprises: the service node judging whether
the abnormality alarm information satisfies at least one
of the following conditions: a message type of the abnor-
mality alarm information satisfies a set message type, an
event code of the abnormality alarm information satisfies
a set alarm code, and information in the abnormality
alarm information satisfies a set alarm expression; if so,
performing the alarm operation for the abnormality alarm
information according to the abnormality alarm process-
ing policy.

[0012] Preferably, the service node comprises at least
one of: a service gateway of a network side, a service
control platform of the network side, a service gateway
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of a home side, a service control platform of the home
side, and a third-party application.

[0013] Preferably, the abnormality alarm processing
policy comprises at least one of: notifying via a short mes-
sage, storing to a database, notifying via an instant mes-
sage, notifying via an Email, and notifying via an auto-
matic telephone voice.

[0014] According to another aspect of the present in-
vention, a service node for an intelligent home system is
provided, which comprises: a receiving module, which is
configured to receive abnormality alarm information of a
terminal of the intelligent home system, wherein the ab-
normality alarm information is used to indicate that an
abnormality occurs in the terminal; an alarm module,
which is configured to perform an alarm operation for the
abnormality alarm information according to an abnormal-
ity alarm processing policy.

[0015] Preferably, the alarm module comprises: a
type-based alarm module, which is configured to deter-
mine an abnormality alarm type to which the abnormality
alarm information belongs, and perform the alarm oper-
ation for the abnormality alarm information according to
the abnormality alarm processing policy corresponding
to the abnormality alarm type to which the abnormality
alarm information belongs.

[0016] Preferably,the alarm module further comprises:
a condition judgment module, which is configured to
judge whether the abnormality alarm information satis-
fies at least one of the following conditions: a message
type of the abnormality alarm information satisfies a set
message type, an event code of the abnormality alarm
information satisfies a set alarm code, and information
in the abnormality alarm information satisfies a set alarm
expression; an execution module, which is configured to
perform the alarm operation for the abnormality alarm
information according to the abnormality alarm process-
ing policy if a judgment result of the condition judgment
module is that the abnormality alarm information satisfies
at least one of the conditions.

[0017] Preferably, the service node comprises at least
one of the following: a service gateway of a network side,
a service control platform of the network side, a service
gateway of a home side, a service control platform of the
home side, and a third-party application.

[0018] Preferably, the abnormality alarm processing
policy comprises at least one of: notifying via a short mes-
sage, storing to a database, notifying via an instant mes-
sage, notifying via an Email, and notifying via an auto-
matic telephone voice.

[0019] With the present invention, the service node in
the entire intelligent home system network is employed
to receive abnormality alarms of terminals uniformly, give
an alarm and notify the home owner, thus the problem
that the intelligent home terminal which can not support
a short message mechanism or access the radio network
can not give an alarm to the home owner in time is solved,
and further more, the effect that the abnormality alarm
of all terminals of the intelligent home system can be
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notified to the home owner is achieved, and meanwhile
the number of network access points is reduced.

Brief Description of the Drawings

[0020] Drawings, provided for further understanding of
the present invention and forming a part of the specifica-
tion, are used to explain the present invention together
with embodiments of the present invention rather than to
limit the present invention, wherein:

Fig. 1 shows a networking schematic diagram of an
intelligent home systemaccording to an embodiment
of the present invention;

Fig. 2 shows a step flowchart of an abnormality alarm
method for an intelligent home system according to
Embodiment 1 of the present invention;

Fig. 3 shows a step flowchart of an abnormality alarm
method for an intelligent home system according to
Embodiment 2 of the present invention;

Fig. 4 shows a step flowchart of an abnormality alarm
method for an intelligent home system according to
Embodiment 3 of the present invention; and

Fig. 5 shows a structural block diagram of a service
node for anintelligenthome system according to Em-
bodiment 4 of the present invention.

Detailed Description of the Embodiments

[0021] The presentinvention is described below in de-
tail by reference to the accompanying drawings in con-
junction with embodiments. It should be noted that the
embodiments in the application and the characteristics
of the embodiments can be combined if no conflict is
caused.

[0022] Referring to Fig. 1, a networking schematic di-
agram of an intelligent home system according to an em-
bodiment of the present invention is shown.

[0023] The intelligent home system in the embodiment
comprises a home side part, a network side part, an ac-
cess network/core network, and a remote terminal.
[0024] The home side part comprises a local terminal,
a service gateway of the home side and a service control
platform of the home side. The local terminal is a terminal
of the intelligent home systemin a home, such as a wash-
ing machine, a microwave and the like. The service gate-
way of the home side completes external communica-
tions and internal communications, and the service gate-
way of the home side comprises three aspects, namely,
communication function, function engine and application
function. The service control platform of the home side
implements functions such as communication, terminal
control, terminal management, information storage and
the like.

[0025] The network side partcomprises a service gate-
way of a network side, a service control platform of the
network side, a management function entity of the net-
work side, an intelligent home application entity of the



5 EP 2 597 814 A1 6

network side, a management portal of the network side,
a third-party service capability entity and the like. The
service gateway of the network side implements the ac-
cess of an intelligent home service to a service support
platform in response to a request of the intelligent home
service, and implements information transmission of an
intelligent home application and so on. The service gate-
way of the network side comprises three layers, namely,
communication function, function engine and application
function. The service control platform of the network side
and the management function entity of the network side
provide a service execution environment, provide a serv-
ice capability interface, provide various service capabil-
ities such as charging for various intelligent home appli-
cations, provide presenting and cooperation capability,
and provide a core management function for the entire
system. The intelligent home application entity of the net-
work side is a third-party application. The management
portal of the network side realizes related functions for
managing the service control platform and the service
gateway from a portal. The third-party service capability
entity is a third-party self-defined service application in
the intelligent home network.

[0026] Thehome side partaccesses a network through
the access network/core network to associate with the
network side part. The remote terminal also accesses
the network through the access network/core network
and acquires the alarm information of a terminal of the
home side from the network side.

[0027] In the intelligent home system of this embodi-
ment, when encountering an abnormality alarm, each ter-
minal can send alarm information to one or more of the
service nodes such as the service gateway of the network
side, the service control platform of the network side, the
service gateway of the home side, the service control
platform of the home side and the third-party application;
then the service node performs an alarm operation for
the alarm information uniformly. For a terminal which can
not support a short message mechanism or access a
radio network, when arisk appears and an alarm is need-
ed, the terminal can notify a service node of the alarm
information, which then accesses the network and noti-
fies a home owner. Therefore, a terminal alarming
through the service node is realized, so that the home
owner of the intelligent home system acquires the alarm
information in time, processes the emergency in time and
avoids loss.

Embodiment 1

[0028] Referring to Fig. 2, a step flowchart of an ab-
normality alarm method for an intelligent home system
according to the Embodiment 1 of the present invention
is shown, which comprises the steps as follows.

[0029] Step S202: a service node of the intelligent
home system receives abnormality alarm information of
a terminal of the intelligent home system.

[0030] The abnormality alarm information is used to
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indicate that an abnormality occurs in the terminal, for
example, natural gas leakage or electricity shortage of a
water heater.

[0031] The service node can be a node having a serv-
ice processing capability in the intelligent home system,
such as a gateway, a control platform, a management
platform and a third-party application and the like. This
embodiment can be implemented on different types of
service nodes, and thus makes full use of existing net-
work equipment, saves cost and realizes higher compat-
ibility.

[0032] Step S204:the service node performs an alarm
operation for the abnormality alarm information accord-
ing to an abnormality alarm processing policy.

[0033] In this step, the abnormality alarm processing
policy is regulated on the service node, so that different
alarm operations, for example, notifying a home owner
via a short message and the like, can be performed for
different alarm information.

[0034] Inarelated art, some terminals in the intelligent
home system can not support the short message mech-
anism or access the radio network, thus, when an emer-
gent abnormal event occurs, the home owner can not be
notified in time and thus suffers loss. Through this em-
bodiment, the service node performs the alarm operation
for alarm information of the terminal uniformly; when the
terminal has an emergent abnormal event occurred and
can not access the network to notify the home owner,
the service node accesses the network and notifies the
home owner of the alarm information of the terminal in
time, so that the home owner processes the emergent
abnormal event in time. Moreover, compared with the
access of the terminal to the network, the access of the
service node to the network greatly reduces the number
of network access points because a plurality of terminals
can access the network using one service node.

Embodiment 2

[0035] Referring to Fig. 3, a step flowchart of an ab-
normality alarm method for an intelligent home system
according to the Embodiment 2 of the present invention
is shown, which comprises the steps as follows.

[0036] StepS302:aservice node receives abnormality
alarm information of a terminal.

[0037] In this embodiment, a service control platform
of a network side is taken as the service node. Other
types of service nodes can implement this embodiment
by referring to the implementation of the service control
platform of the network side.

[0038] The service control platform of the network side
receives the abnormality alarm information of the termi-
nal, for example, natural gas leakage.

[0039] Step S304: the service node judges whether
the abnormality alarm information satisfies a set alarm
trigger condition; if so, go to Step S306; otherwise, per-
form no process or store the information temporarily.
[0040] The alarm trigger condition is one or more of
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the following: a message type of the abnormality alarm
information satisfies a set message type, an event code
of the abnormality alarm information satisfies a set alarm
code, and information in the abnormality alarm informa-
tion satisfies a set alarm expression.

[0041] This embodiment takes judging whether the
event code contained in the abnormality alarm informa-
tion of the terminal satisfies the alarm code for example.
The service node judges that the abnormality alarm in-
formation contains a code of natural gas leakage; then
the service node compares this code with the set alarm
code and determines that the abnormality alarm informa-
tion satisfies the alarm trigger condition.

[0042] Step S306: the service node determines an ab-
normality alarm type to which the abnormality alarm in-
formation belongs.

[0043] The abnormality alarm type can be set accord-
ing to at least one of the following ways: set based on a
terminal model, set based on a home, set based on an
area, set based on a service, set based on an application
corresponding to the terminal, set based on a terminal
number, set based on an International Mobile Subscriber
Identity (IMSI), and set based on an International Mobile
Equipment Identity (IMEI).

[0044] In this embodiment, all the above ways are
adopted to set the abnormality alarm type, thus the ab-
normality alarm type of this embodiment totally compris-
es 8 types. The service node determines that the abnor-
mality alarm information of this embodiment belongs to
the type set based on the terminal model and the type
set based on the home simultaneously.

[0045] Step S308: the service node determines a pri-
ority of the abnormality alarm type to which the abnor-
mality alarm information belongs.

[0046] This embodiment takes the type set based on
the terminal model being prior to the type set based on
the home in priority for example.

[0047] Step S310: the service node performs an alarm
operation for the abnormality alarm information accord-
ing to the abnormality alarm processing policy corre-
sponding to the abnormality alarm type to which the ab-
normality alarm information belongs.

[0048] In this embodiment, taking the processing pol-
icy corresponding to the type set based on the terminal
model being "notify the home owner automatically via a
telephone voice", and the processing policy correspond-
ing to the type set based on the home being "notify the
home owner via an instant message" for example, then
the service node first dials a set number of the home
owner and notifies the home owner that an abnormality
occurs in the terminal via a voice call, and then the service
node sends an instant message to the number of the
home owner to notify again that the abnormality occurs
in the terminal.

[0049] It should be noted that this embodiment only
takes the service node being the service control platform
of the network side for example, that is, the entire intel-
ligent home system uses one service node to process
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the abnormality alarm information, to illustrate the prin-
ciple of the embodiment of the present invention. How-
ever, those skilled in the art should understand that, in
one intelligent home system, several different service
nodes can be employed to process the abnormality alarm
information of same or different terminals, wherein the
employed service nodes can be of the same type, for
example, all the service nodes are the service control
platforms of the network side; or the employed service
nodes can be of different types, for example, one type is
the service control platform of the network side, another
type is the service gateway of the network side or of the
home side and the like. Those skilled in the art can set
the service nodes according to actual requirements and
this is not limited in the present invention.

Embodiment 3

[0050] Referring to Fig. 4, a step flowchart of an ab-
normality alarm method for an intelligent home system
according to the Embodiment 3 of the present invention
is shown, which comprises the steps as follows.

[0051] Step S402: an administrator of the intelligent
home system creates a policy set (that is, abnormality
alarm types), a trigger condition policy and a processing
policy through a service node; or, a home owner creates
a policy set, a trigger condition policy and a processing
policy by logging to a portal.

[0052] The administrator of the intelligent home sys-
tem has relatively greater authority and can perform set-
ting operations, comprising creation, modification, dele-
tion and the like, on each policy. The administrator also
is responsible for allocating and setting authorities for the
user of the home owner, wherein the account number
allocated to the user of the home owner has an authority
limit, and the account number can be classified into two
types, namely, user needing verification and user need-
ing no verification. The user can set the alarm of his/her
home only, but can not set the alarm of other homes.
[0053] The operation of each creation is described as
follows.

A. creation of a policy set, that is, abnormality alarm
types, wherein the types are classified based on:

[0054] (1) terminal model: the same model of termi-
nals; (2) home: allterminals inthe home; (3) area: division
according to regions; (4) service division: corresponding
usage division, for example, illumination, TV, washing
machine and so on; (5) application corresponding to the
terminal: one type of corresponding application relation-
ship on a control platform or service gateway; (6) terminal
number: identification code for uniquely identifying one
terminal; (7) IMSI; (8) IMEI; (9) self-defined group: ex-
porting any terminal or the above types to one group. If
one terminal belongs to different types simultaneously,
it is determined which type/types is/are adopted based
on the priority of the types to which the terminal belongs.
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[0055] Oneterminal mightbelong toone type only, also
might belong to a plurality of types simultaneously.
[0056] Afterthe policy setis classified according to the
above types, the user of the home owner can set the
alarms based on the home and the terminal number only;
while the administrator of the intelligent home system
can set the policy set of all conditions, wherein the types
canbe inan NAND relationship (for example, the terminal
model is included but a certain home is not included),
moreover, the priority of the type can be set when the
type is set.

[0057] Through the classification of types, it is conven-
ient to manage the abnormality alarm information.

B. creation of a trigger condition policy

[0058] When the abnormality alarm information satis-
fies one or more of the following conditions, triggering is
conducted. Preferably, the trigger condition also can be
set with a priority; when the abnormality alarm informa-
tion satisfies one or more of the following conditions, trig-
gering is conducted based on the priority of the condition.
[0059] The trigger condition comprises: (1) a trigger
command word, that is, a command word, which is used
for distinguishing the type of protocol messages, of a
message; (2) a terminal alarm code or event code; (3) a
logic expression of a group of TLV (Tag, Length, Value),
wherein the logic expression is edited by selecting Tag,
Operator (>, >=, <, <=, =, ==) and filling Value; after the
comparison operation of each Tag, the administrator can
select "And", "Or" operations, and meanwhile can set the
priority of each operator of the plurality of operators in
the trigger conditions; (4) for all the above trigger condi-
tions, or for a single trigger condition, or for a single logic
expression in a single trigger condition, a trigger time is
set, thatis, the period of the trigger condition taking effect.

C. creation of a processing policy

[0060] The processing policy is the way adopted to
process the abnormality alarm information after the trig-
ger condition is triggered for the abnormality alarm infor-
mation. The processing policy can be set for all alarm
information of all abnormality alarm types meeting the
trigger condition, also can be set for all alarm information
of all abnormality alarm types meeting a single trigger
condition, and also can be set for a single abnormality
alarm type meeting the trigger condition. A plurality of
processing ways can be set for the alarm information
meeting one trigger condition.

[0061] The processing result comprises: (1) notifica-
tion via a short message; (2) recording to a database for
storage, wherein the database can be located ata service
node of the network side, or can be located at a service
node of the home side; (3) notification via an instant com-
munication message; (4) notification via an Email; (5)
notification via an automatic telephone voice; (6) notifi-
cation via a multimedia message.
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[0062] The plurality of processing policies guarantees
the flexibility of processing the abnormality alarm infor-
mation.

[0063] Step S404: the intelligent home system checks
the authority of the creator and activates the created pol-
icy.

[0064] After the policy set, the trigger condition policy
and the processing policy are created, the intelligent
home system checks the authority of the creator and
judges whether it is needed to perform a higher-level ex-
amination and approval, if the higher-level examination
and approval is needed, the intelligent home system trig-
gers and activates each created policy after the exami-
nation and approval succeeds; if the higher-level exam-
ination and approval is not needed, the intelligent home
system directly activates the created policies. When ac-
tivating the policies, the intelligent home system can se-
lect the service node with the policy taking effect, such
as a service gateway, a control platform, a home control
gateway, a home management platform, a third-party ap-
plication and the like. After the policies are activated,
each created policy takes effect at the activated service
node.

[0065] Step S406: the activated service node receives
the abnormality alarm information of the terminal and
judges whether the abnormality alarm information satis-
fies the set alarm trigger condition; if so, go to Step S408;
otherwise, process according to the original flow.
[0066] This embodiment takes the trigger condition
satisfying a set trigger command word for example, that
is, the message type of the abnormality alarm information
satisfies a set message type. After the service node re-
ceives the abnormality alarm information of the terminal,
the service node performs matching on the message ac-
cording to the trigger condition of the trigger condition
policy and judges whether to trigger an alarm. For the
message matched successfully, the service node per-
forms corresponding processes according to the
processing policy; for the message matched unsuccess-
fully, the service node performs processes according to
the original flow directly (for example, the terminal which
can support the short message mechanism and access
the radio network informs the home owner directly).
[0067] If the abnormality alarm information satisfies a
plurality of trigger conditions of the trigger condition pol-
icy, the trigger condition can be selected according to the
priority of the trigger condition policy.

[0068] The method of only performing the alarm oper-
ation for the alarm information satisfying the alarm trigger
condition according to the processing policy guarantees
the alarm processing efficiency of the system.

[0069] Step S408: the service node determines the ab-
normality alarm type to which the abnormality alarm in-
formation belongs and the priority of the abnormality
alarm type to which the abnormality alarm information
belongs.

[0070] This embodiment still takes the service node
determining that the abnormality alarm information be-
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longs to the type set based on the terminal model and
the type set based on the home simultaneously for ex-
ample, wherein the type set based on the terminal model
is prior to the type set based on the home in priority.
[0071] Step S410:the service node performs the alarm
operation for the abnormality alarm information accord-
ing to the abnormality alarm processing policy corre-
sponding to the abnormality alarm type with the highest
priority in the abnormality alarm type to which the abnor-
mality alarm information belongs.

[0072] This embodiment takes the processing policy
corresponding to the type set based on the terminal mod-
el being "record in a database for storage", and the
processing policy corresponding to the type set based
on the home being "notify the home owner via a short
message" for example. The service node judges that the
type set based on the terminal model is prior to the type
set based on the home in priority, then stores the alarm
information in a database according to the processing
policy corresponding to the type setbased on the terminal
model, wherein the database can be located at this local
service node or can be located at other service nodes,
for example, the service node of the home side, so that
the home owner can check the alarm information con-
veniently. Through the priority of the abnormality alarm
type, the more emergent alarm type is set to be of a higher
priority, so that the emergent alarm information can be
processed preferentially and in time.

[0073] Through the embodiments above, refined
alarms are set at a service node according to customi-
zation requirements so that different processes can be
performed for different alarms. In this way, for a home
owner, when the terminal of the intelligent home system
has an abnormality, for example, when some relatively
more emergent event such as natural gas leakage or
doors and windows suffering damage occurs, it is prob-
ably needed to notify via a short message, even via an
automatic ringing service, while when some not so emer-
gent event such as electricity shortage of water heater
occurs, it is only needed to record the information into a
database or a home display apparatus.

[0074] After triggering an alarm, the terminal of the in-
telligent home system sends the alarm information to a
service node, such as the service gateway, the control
platform and the like. The service node determines dif-
ferent alarm ways for the specific alarm, and performs
matching according to the alarm content and determines
a final alarm processing way, thereby achieving more
accurate and more humanized alarm processing. More-
over, adopting a unified node to give an alarm reduces
the number of network access points and meanwhile in-
creases the compatibility of the terminal.

Embodiment 4
[0075] ReferringtoFig.5, astructure diagram ofaserv-

ice node for an intelligent home system according to Em-
bodiment4 ofthe presentinvention is shown, which com-
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prises:

a receiving module 502, which is configured to re-
ceive abnormality alarm information of a terminal of
theintelligent home system, wherein the abnormality
alarm information is used to indicate that an abnor-
mality occurs in the terminal; and an alarm module
504, which is configured to perform an alarm oper-
ation for the abnormality alarm information according
to an abnormality alarm processing policy.

[0076] Preferably, the service node comprises at least
one of the following: a service gateway of a network side,
a service control platform of the network side, a service
gateway of a home side, a service control platform of the
home side, and a third-party application.

[0077] Preferably, the abnormality alarm processing
policy comprises at least one of the following: notifying
via a short message, storing to a database, notifying via
an instant message, notifying via an Email, and notifying
via an automatic telephone voice.

[0078] Preferably, the alarm module 504 comprises: a
type-based alarm module 5042, which is configured to
determine an abnormality alarm type to which the abnor-
mality alarm information belongs, and perform the alarm
operation for the abnormality alarm information accord-
ing to the abnormality alarm processing policy corre-
sponding to the abnormality alarm type to which the ab-
normality alarm information belongs.

[0079] Preferably, the type-based alarm module 5042
is configured to determine the abnormality alarm type to
which the abnormality alarm information belongs, and
perform the alarm operation for the abnormality alarm
information according to the abnormality alarm process-
ing policy corresponding to the abnormality alarm type
with a highest priority in the abnormality alarm type to
which the abnormality alarm information belongs.
[0080] Preferably, the abnormality alarm typeis setac-
cording to at least one of the following ways: set based
on a terminal model, set based on a home, set based on
an area, set based on a service, set based on an appli-
cation corresponding to the terminal, set based on a ter-
minal number, set based on an IMSI, set based on an
IMEL.

[0081] Preferably, the alarm module 504 further com-
prises: a condition judgment module 5044, which is con-
figured to judge whether the abnormality alarm informa-
tion satisfies at least one of the following conditions: a
message type of the abnormality alarm information sat-
isfies a set message type, an event code of the abnor-
mality alarm information satisfies a set alarm code, and
information in the abnormality alarm information satisfies
a set alarm expression; and an execution module 5046,
which is configured to perform the alarm operation for
the abnormality alarm information according to the ab-
normality alarm processing policy if a judgment result of
the condition judgment module 5044 is that the abnor-
mality alarm information satisfies at least one of the
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above conditions.

[0082] Preferably, an alarm trigger condition compris-
es: the message type of the abnormality alarm informa-
tion satisfies the set message type, the event code of the
abnormality alarm information satisfies the set alarm
code, and the information in the abnormality alarm infor-
mation satisfies the set alarm expression.

[0083] Preferably, the service node of the embodiment
further comprises: a setting module, which is configured
to set a policy set (that is, abnormality alarm types), a
trigger condition policy and a processing policy.

[0084] Forexample, the policy set, the trigger condition
policy and the processing policy are set through the set-
ting module first. The types of objects needing to be trig-
gered are filled in the policy set, wherein the type can be
set according to the terminal model, the home, the area,
the service division, the application corresponding to the
terminal, the terminal number, the IMSI and the IMEI,;
and the types are in an NAND relationship. The trigger
condition policy can be set according to a trigger com-
mand word, an alarm code or an event code of the ter-
minal, and a logic expression of a group of TLV. The
processing policy can be set as notifying via a short mes-
sage, recording into a database for storage, notifying via
an instant message, notifying via an Email, notifying via
a telephone voice and so on.

[0085] After the receiving module 502 of the service
node receives the abnormality alarm information of the
terminal of the intelligent home system, the condition
judgment module 5044 of the alarm module 504 judges
whether the abnormality alarm information satisfies the
set alarm trigger condition. In the condition that the ab-
normality alarm information satisfies the set alarm trigger
condition, the execution module 5046 performs the alarm
operation for the abnormality alarm information accord-
ing to the abnormality alarm processing policy; or, the
type-based alarm module 5042 determines the abnor-
mality alarm type to which the abnormality alarm infor-
mation belongs, and performs the alarm operation for the
abnormality alarm information according to the abnor-
mality alarm processing policy corresponding to the ab-
normality alarm type to which the abnormality alarm in-
formation belongs, preferably, corresponding to the ab-
normality alarm type with the highest priority in the ab-
normality alarm type to which the abnormality alarm in-
formation belongs.

[0086] From the description above, it can be seen that
the intelligent home system of the ubiquitous network
provided by the embodiment of the present invention
matches the created policy after the service node checks
the abnormality alarm information, determines the
processing way according to the matched result, and de-
termines the combination of several provided trigger con-
ditions and the corresponding processing way to com-
bine into amanagement processing way of alarms, there-
by providing a more reasonable and intelligent alarm
service for the user of the intelligent home system.
[0087] Obviously, those skilled in the art shall under-
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stand that the above-mentioned modules and steps of
the present invention can be realized by using general
purpose calculating device, can be integrated in one cal-
culating device or distributed on a network which consists
of a plurality of calculating devices. Alternatively, the
modules and the steps of the present invention can be
realized by using the executable program code of the
calculating device. Consequently, they can be stored in
the storing device and executed by the calculating de-
vice, or they are made into integrated circuit module re-
spectively, or a plurality of modules or steps thereof are
made into one integrated circuit module. In this way, the
present invention is not restricted to any particular hard-
ware and software combination.

[0088] The descriptions above are only the preferable
embodiment of the present invention, which are not used
to restrict the present invention. For those skilled in the
art, the presentinvention may have various changes and
variations. Any amendments, equivalent substitutions,
improvements, etc. within the principle of the present in-
vention are all included in the scope of the protection of
the present invention.

Claims

1. Anabnormality alarm method for an intelligent home
system, characterized by comprising:

a service node of the intelligent home system
receiving abnormality alarm information of a ter-
minal of the intelligent home system, wherein
the abnormality alarm information is used to in-
dicate thatan abnormality occurs in the terminal;
the service node performing an alarm operation
for the abnormality alarm information according
to an abnormality alarm processing policy.

2. The method according to claim 1, characterized in
that the step of the service node performing the
alarm operation for the abnormality alarm informa-
tion according to the abnormality alarm processing
policy comprises:

the service node determining an abnormality
alarm type to which the abnormality alarm infor-
mation belongs, and performing the alarm op-
eration for the abnormality alarm information ac-
cording to the abnormality alarm processing pol-
icy corresponding to the abnormality alarm type
to which the abnormality alarm information be-
longs.

3. The method according to claim 2, characterized in
that the step of performing the alarm operation for
the abnormality alarm information according to the
abnormality alarm processing policy corresponding
to the abnormality alarm type to which the abnormal-
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ity alarm information belongs comprises:

the service node performing the alarm operation
for the abnormality alarm information according
to the abnormality alarm processing policy cor-
responding to the abnormality alarm type with a
highest priority in the abnormality alarm type to
which the abnormality alarm information be-
longs.

The method according to claim 3, characterized in
that the abnormality alarm type is set according to
at least one of the following ways: set based on a
terminal model, set based on a home, set based on
an area, set based on a service, set based on an
application corresponding to the terminal, set based
on a terminal number, set based on an International
Mobile Subscriber Identity (IMSI), and set based on
an International Mobile Equipment Identity (IMEI).

The method according to claim 1, characterized in
that the step of the service node performing the
alarm operation for the abnormality alarm informa-
tion according to the abnormality alarm processing
policy comprises:

the service node judging whether the abnormal-
ity alarm information satisfies at least one of the
following conditions: a message type of the ab-
normality alarm information satisfies a set mes-
sage type, an event code of the abnormality
alarm information satisfies a setalarm code, and
information in the abnormality alarm information
satisfies a set alarm expression;

if so, performing the alarm operation for the ab-
normality alarm information according to the ab-
normality alarm processing policy.

The method according to any one of claims 1 to 5,
characterized in that the service node comprises
at least one of: a service gateway of a network side,
aservice control platform of the network side, a serv-
ice gateway of a home side, a service control plat-
form of the home side, and a third-party application.

A service node for an intelligent home system, char-
acterized by comprising:

a receiving module, which is configured to re-
ceive abnormality alarm information of a termi-
nal of the intelligent home system, wherein the
abnormality alarm information is used to indicate
that an abnormality occurs in the terminal;

an alarm module, which is configured to perform
an alarm operation for the abnormality alarm in-
formation according to an abnormality alarm
processing policy.
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8. The service node according to claim 7, character-

ized in that the alarm module comprises:

atype-based alarm module, which is configured
to determine an abnormality alarm type to which
the abnormality alarm information belongs, and
perform the alarm operation for the abnormality
alarm information according to the abnormality
alarm processing policy corresponding to the
abnormality alarm type to which the abnormality
alarm information belongs.

9. The service node according to claim 7 or 8, charac-

terized in that the alarm module further comprises:

a condition judgment module, which is config-
ured to judge whether the abnormality alarm in-
formation satisfies at least one of the following
conditions: a message type of the abnormality
alarm information satisfies a set message type,
an event code of the abnormality alarm informa-
tion satisfies a set alarm code, and information
in the abnormality alarm information satisfies a
set alarm expression;

an execution module, which is configured to per-
form the alarm operation for the abnormality
alarm information according to the abnormality
alarm processing policy if a judgment result of
the condition judgment module is that the ab-
normality alarm information satisfies at leastone
of the conditions.

10. The service node according to claim 7 or 8, charac-

terized in that the service node comprises at least
one of the following: a service gateway of a network
side, a service control platform of the network side,
a service gateway of a home side, a service control
platform of the home side, and a third-party applica-
tion.
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