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Description
BACKGROUND

[0001] Providers of secure user accounts, such as
bank accounts, credit card accounts, and/or other secure
accounts, may provide phone-based services to their us-
ers. For example, users wishing to set up new accounts
may call a phone number to speak with an automated
account system and/or a live representative. In another
example, account holders may call a phone number to
speak with an automated account system and/or a live
representative in order to resolve issues with their ac-
count and/or access account features and/or functions.
In another example, users may receive phone calls from
the provider, for example when potential account fraud
is detected and/or to offer account services. Because the
user accounts may be related to sensitive information
such as user identity information and/or access to user
funds and/or credit, account providers may provide a va-
riety of security measures to safeguard against fraud. In
some situations, it may be useful to evaluate whether a
caller is who they claim to be.

SUMMARY OF THE DISCLOSURE

[0002] Systems and methods described herein may
help verify an identity of a user of phone-based account
services. For example, a user’s voice may be analyzed
to determine whether it is characteristic of an expected
user voice (e.g., the voice of the account holder). The
analysis may involve determining whether the user’'s
voice exhibits traits common to a known user demo-
graphic. Based at least in part on the analysis, the sys-
tems and methods described herein may evaluate a like-
lihood of fraud, for example determining whether a caller
is likely the true account holder or not. Systems and meth-
ods described herein may also be trained with caller data
from a plurality of callers to identify and/or sort traits com-
mon to one or more demographics.

[0003] Some embodiments of voice verification sys-
tems and methods may generate and use clusters of data
for comparing with user voice data. A population may be
divided into a set of demographics, for example based
on geographic region, income level, and/or other socio-
logical factors. Each demographic may have similar
speech mannerisms. For example, a given demographic
may include particular words in speech more frequently
than other demographics, and/or a given demographic
may pronounce words with specific sounds, emphases,
timings, etc.

[0004] Disclosed embodiments may use known demo-
graphic data about callers to analyze callers’ speech and
characterize speech for the demographic(s) towhich they
belong. For example, a system performing speech anal-
ysis may have information about a caller's geographic
location of residence and/or past residences and about
the caller’s income level and/or past income levels. This
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may be true because the caller may be an account holder
who disclosed this information through account creation
and/or maintenance, or the system may otherwise have
access to this information. Accordingly, when an account
holder’s speech is analyzed, the data that results may
be clustered together with data for other users known to
have the same demographic information. Over time, the
disclosed systems and methods may form clusters of da-
ta that accurately represent the specific speech manner-
isms of specific demographics.

[0005] For example, a system configured to generate
clusters may receive audio data including speech of a
plurality of telephone calls. For at least a subset of the
plurality of telephone calls, the system may determine
demographic data for a telephone caller making the tel-
ephone call (e.g., based on an account associated with
the caller). For at least the subset of the plurality of tele-
phone calls, the system may analyze the audio data to
identify a plurality of words from the speech of the tele-
phone caller. In some embodiments, the system may also
analyze the audio data to identify at least one acoustic
characteristic of the speech of the telephone caller. In
some embodiments, the system may correlate each of a
plurality of portions of an acoustic or frequency compo-
nent of the audio data with each of at least a subset of
the plurality of words. The system may then determine
at least one acoustic characteristic for how the telephone
caller says at least one of the subset of the plurality of
words based on the portion of the acoustic or frequency
component of the audio data correlated with the at least
one of the subset of the plurality of words.

[0006] In either case, the system may populate at least
one word cluster with at least a subset of the plurality of
words from the speech of each telephone caller associ-
ated with the specific demographic based on the demo-
graphic data for the telephone caller and/or populate at
least one word cluster with at least a subset of the at least
one acoustic characteristic of the speech of each tele-
phone caller associated with the specific demographic
based on the demographic data for the telephone caller.
Each cluster may have a plurality of associated words
from among at least the subset of the plurality of words
and an occurrence frequency for each of the plurality of
associated words that are characteristic to the cluster.
Each cluster may also, or alternatively, have a plurality
of associated acoustic characteristics that are character-
istic to the cluster in some embodiments.

[0007] Once clusters are generated, they may be used
to help verify a caller’s identity. For example, account
holders’ voices may be analyzed to determine whether
they are characteristic of any demographic indicated in
their account data. In another example, prospective ac-
count holders’ voices may be analyzed to identify demo-
graphic(s) to which they may be likely to belong. Based
on the analysis, some embodiments disclosed herein
may assess a threat level of a caller. For example, if a
caller's demographic derived from voice analysis does
not match any demographic associated with their ac-
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count or prospective account, the analysis system may
elevate a threat level for a caller, indicating that the caller
may be attempting fraud (e.g., by impersonating the real
account holder). This information may be added to other
threat information collected by other systems and meth-
ods as part of a holistic threat score for the caller. In some
embodiments, callers reaching a predetermined threat
score threshold may be flagged for follow-up investiga-
tion and/or may have their account-related requests de-
nied.

[0008] For example, a system configured to authenti-
cate a telephone caller may receive audio data including
speech of the telephone caller. The system may analyze
the audio data to identify a plurality of words from the
speech of the telephone caller and to identify an occur-
rence frequency for each of the plurality of words. In some
embodiments, the system may analyze the audio data
to identify at least one acoustic characteristic of the
speech of the telephone caller. In some embodiments,
the system may correlate each of a plurality of portions
of an acoustic or frequency component of the audio data
with each of at least a subset of the plurality of words.
The system may then determine at least one acoustic
characteristic for how the telephone caller says at least
one of the subset of the plurality of words based on the
portion of the acoustic or frequency component of the
audio data correlated with the at least one of the subset
of the plurality of words.

[0009] The system may compare the plurality of words,
the occurrence frequencies, and/or the at least one
acoustic characteristic of the speech to a plurality of word
clusters. Each word cluster may comprise a plurality of
associated words, an occurrence frequency for each of
the plurality of associated words, and at least one asso-
ciated acoustic characteristic. Each word cluster may be
associated with one of a plurality of demographics.
[0010] The system may determine a most similar word
cluster of the plurality of word clusters to the audio data
based on a similarity of the plurality of words and the
plurality of associated words of the most similar cluster,
a similarity of the occurrence frequencies of the plurality
of words and the occurrence frequencies of the plurality
of associated words of the most similar cluster, and/or a
similarity of the at least one acoustic characteristic of the
speech of the telephone caller and the at least one as-
sociated acoustic characteristic of the most similar clus-
ter.

[0011] The system may receive a purported identity of
the telephone caller. The purported identity may include
caller demographic data (e.g., based on an account as-
sociated with the caller and/or information provided by
the caller during the call). For example, the caller demo-
graphic data may include current caller demographic da-
ta and/or historical caller demographic data. The system
may compare the caller demographic data to the demo-
graphic associated with the most similar word cluster.
Based on the comparing, the system may identify the
telephone caller as likely having the purported identity if
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the caller demographic data (e.g., either current or his-
toric) matches the demographic associated with the most
similar word cluster. The system may identify the tele-
phone caller as unlikely to have the purported identity if
the caller demographic data matches a demographic as-
sociated with a word cluster different from the most sim-
ilar word cluster.

[0012] The system may receive a threat score for the
telephone caller. When the caller has a threat score, iden-
tifying the telephone caller as likely having the purported
identity may include lowering the threat score or main-
taining the threat score as received. Identifying the tele-
phone caller as unlikely to have the purported identity
may include raising the threat score.

[0013] The cluster-based voice analysis systems and
methods described herein may provide several techno-
logical advantages. For example, by leveraging preex-
isting demographic data for callers, the disclosed sys-
tems and methods may train custom data clusters pro-
viding reliable representative data sets for speech pat-
terns of callers fitting the demographics. The disclosed
systems and methods may then be able to use the clus-
ters to verify a caller’s identity without the need to perform
costly processing to exactly match the caller’s voice to
previously gathered recordings of the caller’s voice and
without having to store unique voiceprints for each known
caller. Furthermore, because the clusters are specific to
demographics rather than individual users, even callers
who have never called before may be correlated with a
demographic based on speech analysis. This effectively
may mean that the disclosed systems and methods can
perform voice verification for any given user withoutbeing
trained on that particular user. These features may make
the disclosed systems and methods better than tradition-
al voice verification because of instant availability the first
time a user calls. These features may also make the dis-
closed systems and methods better than traditional voice
verification because there may be no need to gather,
store, and continually train data for each user specifically.
Instead, cluster data may be broadly applied to all users,
significantly reducing processing complexity and data
storage needs.

BRIEF DESCRIPTION OF THE FIGURES
[0014]

FIG. 1 shows a call analysis system according to an
embodiment of the present disclosure.

FIG. 2 shows a server device according to an em-
bodiment of the present disclosure.

FIG. 3 shows a cluster generation process according
to an embodiment of the present disclosure.

FIG. 4 shows a caller verification process according
to an embodiment of the present disclosure.
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DETAILED DESCRIPTION OF SEVERAL EMBODI-
MENTS

[0015] FIG. 1 shows a call analysis system according
to an embodiment of the present disclosure. The system
may leverage a telephone network 100, which may in-
clude at least one public switched telephone network, at
leastone cellular network, at least one data network (e.g.,
the Internet), or a combination thereof. User device 112
may place a phone call through telephone network 100
to phone-based service device 114 or vice versa. User
device 112 may be a smartphone, tablet, computer, IP
phone, landline phone, or other device configured to
communicate by phone call. User device 112 may be
operated by an account holder, a potential account hold-
er, or a fraudster attempting to access an account, for
example. While one user device 112 is shown in FIG. 1
for ease of illustration, any number of user devices 112
may communicate using telephone network 100. Phone-
based service device 114 may be a smartphone, tablet,
computer, IP phone, landline phone, or other device con-
figured to communicate by phone call. Phone-based
service device 114 may be operated by an account serv-
ice provider and/or an employee thereof (e.g., phone-
based service device 114 may include a server config-
ured to provide automated call processing services, a
phone operated by a call center employee, or a combi-
nation thereof). While one phone-based service device
114 is shown in FIG. 1 for ease of illustration, any number
of phone-based service devices 114 may communicate
using telephone network 100.

[0016] One or more server devices 102 may be con-
nected to network 100 and/or phone-based service de-
vice 114. Server device 102 may be a computing device,
such as a server or other computer. Server device 102
may include call analysis service 104 configured to re-
ceive audio data for calls between user device 112 and
phone-based service device 114 and analyze the audio
data to assess caller demographics and/or identity, as
described herein. Server device 102 may receive the au-
dio data through network 100 and/or from phone-based
service device 114. Server device 102 may include clus-
ter database 106. Server device 102 may use cluster
database to store data defining clusters of callers who fit
various demographics which server device 102 may gen-
erate over time as described herein. Server device 102
may compare analyzed audio data to cluster data to de-
termine a cluster demographic that best fits the caller,
for example. Server device 102 may also store audio
data for analysis in cluster database 106 and/or else-
where in server device 102 memory.

[0017] Serverdevice 102 is depicted as a single server
including a single call analysis service 104 and cluster
database 106 in FIG. 1 for ease of illustration, but those
of ordinary skill in the art will appreciate that server device
102 may be embodied in different forms for different im-
plementations. For example, server device 102 may in-
clude a plurality of servers. Call analysis service 104 may
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comprise a variety of services such as an audio analysis
service, a word detection service, a cluster generation
service, a cluster analysis service, a threat determination
service, and/or other services, as described in greater
detail herein.

[0018] FIG. 2 is a block diagram of an example server
device 102 that may implement various features and
processes as described herein. The server device 102
may be implemented on any electronic device that runs
software applications derived from compiled instructions,
including without limitation personal computers, servers,
smart phones, media players, electronic tablets, game
consoles, email devices, etc. In some implementations,
the server device 102 may include one or more proces-
sors 202, one or more input devices 204, one or more
display devices 206, one or more network interfaces 208,
and one or more computer-readable mediums 210. Each
of these components may be coupled by bus 212.
[0019] Display device 206 may be any known display
technology, including but not limited to display devices
using Liquid Crystal Display (LCD) or Light Emitting Di-
ode (LED) technology. Processor(s) 202 may use any
known processor technology, including but not limited to
graphics processors and multi-core processors. Inputde-
vice 204 may be any known input device technology,
including but not limited to a keyboard (including a virtual
keyboard), mouse, track ball, and touch-sensitive pad or
display. Bus 212 may be any known internal or external
bus technology, including but not limited to ISA, EISA,
PCI, PCI Express, NuBus, USB, Serial ATA or FireWire.
Computer-readable medium 210 may be any medium
that participates in providing instructions to processor(s)
202 for execution, including without limitation, non-vola-
tile storage media (e.g., optical disks, magnetic disks,
flash drives, etc.), or volatile media (e.g., SDRAM, ROM,
etc.).

[0020] Computer-readable medium 210 may include
various instructions 214 for implementing an operating
system (e.g., Mac OS®, Windows®, Linux). The operat-
ing system may be multi-user, multiprocessing, multi-
tasking, multithreading, real-time, and the like. The op-
erating system may perform basic tasks, including but
not limited to: recognizing input from input device 204;
sending output to display device 206; keeping track of
files and directories on computer-readable medium 210;
controlling peripheral devices (e.g., disk drives, printers,
etc.) which can be controlled directly or through an 1/0
controller; and managing traffic on bus 212. Network
communications instructions 216 may establish and
maintain network connections (e.g., software for imple-
menting communication protocols, such as TCP/IP, HT-
TP, Ethernet, telephony, etc.).

[0021] Call analysis service instructions 218 can in-
clude instructions that provide call analysis related func-
tions described herein. Forexample, call analysis service
instructions 218 may identify words in call audio, build
clusters based on caller demographics, compare caller
information to clusters, assess caller identity, determine
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caller threat level, etc.

[0022] Application(s) 220 may be an application that
uses or implements the processes described herein
and/or other processes. The processes may also be im-
plemented in operating system 214.

[0023] The described features may be implemented in
one or more computer programs that may be executable
on a programmable system including at least one pro-
grammable processor coupled to receive data and in-
structions from, and to transmit data and instructions to,
a data storage system, at least one input device, and at
least one output device. A computer program is a set of
instructions that can be used, directly or indirectly, in a
computer to perform a certain activity or bring about a
certain result. A computer program may be written in any
form of programming language (e.g., Objective-C, Java),
including compiled or interpreted languages, and it may
be deployed in any form, including as a stand-alone pro-
gram or as a module, component, subroutine, or other
unit suitable for use in a computing environment.
[0024] Suitable processors for the execution of a pro-
gram of instructions may include, by way of example,
both general and special purpose microprocessors, and
the sole processor or one of multiple processors or cores,
of any kind of computer. Generally, a processor may re-
ceive instructions and data from a read-only memory or
a random access memory or both. The essential ele-
ments of a computer may include a processor for exe-
cuting instructions and one or more memories for storing
instructions and data. Generally, a computer may also
include, or be operatively coupled to communicate with,
one or more mass storage devices for storing data files;
such devices include magnetic disks, such as internal
hard disks and removable disks; magneto-optical disks;
and optical disks. Storage devices suitable for tangibly
embodying computer program instructions and data may
include all forms of non-volatile memory, including by way
of example semiconductor memory devices, such as
EPROM, EEPROM, and flash memory devices; magnet-
ic disks such as internal hard disks and removable disks;
magneto-optical disks; and CD-ROM and DVD-ROM
disks. The processor and the memory may be supple-
mented by, or incorporated in, ASICs (application-spe-
cific integrated circuits).

[0025] To provide for interaction with a user, the fea-
tures may be implemented on a computer having a dis-
play device such as a CRT (cathode ray tube) or LCD
(liquid crystal display) monitor for displaying information
to the user and a keyboard and a pointing device such
as a mouse or a trackball by which the user can provide
input to the computer.

[0026] The features may be implemented in a compu-
ter system that includes a back-end component, such as
a data server, or that includes a middleware component,
such as an application server or an Internet server, or
that includes a front-end component, such as a client
computer having a graphical user interface or an Internet
browser, or any combination thereof. The components
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of the system may be connected by any form or medium
of digital data communication such as a communication
network. Examples of communication networks include,
e.g., a telephone network, a LAN, a WAN, and the com-
puters and networks forming the Internet.

[0027] The computer system may include clients and
servers. A client and server may generally be remote
from each other and may typically interact through a net-
work. The relationship of client and server may arise by
virtue of computer programs running on the respective
computers and having a client-server relationship to each
other.

[0028] One or more features or steps of the disclosed
embodiments may be implemented using an API. An API
may define one or more parameters that are passed be-
tween a calling application and other software code (e.g.,
an operating system, library routine, function) that pro-
vides a service, that provides data, or that performs an
operation or a computation.

[0029] The APl may be implemented as one or more
calls in program code that send or receive one or more
parameters through a parameter list or other structure
based on a call convention defined in an APl specification
document. A parameter may be a constant, a key, a data
structure, an object, an object class, a variable, a data
type, a pointer, an array, a list, or another call. API calls
and parameters may be implemented in any program-
ming language. The programming language may define
the vocabulary and calling convention that a programmer
will employ to access functions supporting the APL.
[0030] In some implementations, an API call may re-
port to an application the capabilities of a device running
the application, such asinput capability, output capability,
processing capability, power capability, communications
capability, etc.

[0031] FIG. 3 shows a cluster generation process 300
according to an embodiment of the present disclosure.
Server device 102 may perform cluster generation proc-
ess 300 for calls where a participant’s identity is verifiable
in some other way. For example, server device 102 may
perform cluster generation process 300 when an account
holder has called from a known phone number and/or
provided otherindicia of their identity (e.g., provided data
already found in their account data). In another example,
server device 102 may perform cluster generation proc-
ess 300 when phone-based service device 114 initiates
the call to the account holder (e.g., to alert the account
holder of account activity). In other embodiments, server
device 102 may perform cluster generation process 300
for any or all calls.

[0032] At 302, one of user device 112 and phone-
based service device 114 may initiate a phone call. In
the following example, an account holder or other person
operating user device 112 is the caller, and the caller
places a call to phone-based service device 114. In this
example, server device 102 may analyze the voice of the
caller. However, the opposite case may also be true,
where phone-based service device 114 places a call to
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userdevice 112, server device 102 may analyze the voice
of the operator of user device 112.

[0033] At304, server device 102 may collect caller au-
dio data. For example, call analysis service 104 and/or
phone-based service device 114 may include telephony
recording hardware, software, and/or firmware config-
ured to record the caller’s voice and deliver the recording
to call analysis service 104. The following steps of cluster
generation process 300 may be performed in real time
as the recording is fed to call analysis service 104 or may
be performed on recorded call audio after the user has
spoken.

[0034] At 306, server device 102 may identify words
and/or word counts in the caller audio data. For example,
call analysis service 104 may apply one or more machine
learning and/or audio processing algorithms to the caller
audio data to identify words and/or word counts. Suitable
algorithms may include dynamic time warping, hidden
Markov models, recurrent neural networks, and/or com-
binations thereof. For example, after likely words are
identified using dynamic time warping audio analysis
and/or hidden Markov prediction, recurrent neural net-
work analysis may help identify which words were previ-
ously identified to better predict the current word being
said. Through this processing, call analysis service 104
may be able toisolate words that may be unique to certain
demographics. For example, some demographics may
use "y'all" or "you guys" instead of the word "you" more
frequently in speech than other demographics. If a caller
uses one of these characteristic words frequently, the
word identification processing may reporta relatively high
count of that word from the speech analysis.

[0035] At308, server device 102 may identify acoustic
characteristics of the caller audio data. For example, call
analysis service 104 may use a fast Fourier transform
(FFT) to convert the caller audio data into features that
represent the tone, frequencies, speed, and/or loudness
of the speaker. Call analysis service 104 may use ca-
dence background noises to compare similarities in plac-
es one makes calls from as a secondary identifier (e.g.,
if the background noise sounds similar each time a user
calls, unusual background noises may indicate the caller
is calling from an unexpected location and may not be
who they claim to be). Through this processing, call anal-
ysis service 104 may identify specific sounds that may
be unique to certain demographics, such as tendencies
to elongate or shorten vowel sounds and/or tendencies
to speak more slowly or quickly than other demographics.
[0036] At 310, server device 102 may correlate the
identified words and acoustic characteristics. For exam-
ple, as words are identified at step 306, call analysis serv-
ice 104 may record data indicating a time at which each
word was spoken. Furthermore, as sounds are identified
at step 308, call analysis service 104 may record data
indicating a time at which each sound was uttered. By
correlating the times at which words were spoken with
the times at which sounds were made, call analysis serv-
ice 104 may determine how the caller pronounced each
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word. Call analysis service 104 may use this information
to identify pronunciations that may be unique to certain
demographics. For example, once words and sounds are
correlated, call analysis service 104 may determine
whether a caller elongates or shortens specific vowel
sounds within specific words, how long the caller pauses
between words, whether the caller’s tone of voice raises
or lowers at the beginnings or ends of words, whether
the caller’s volume of voice raises or lowers at the be-
ginnings or ends of words, a speed at which the caller
speaks, a pitch of the caller’s voice, how the caller says
certain specific words (e.g., "hello" or "goodbye"), and/or
whether the caller has any other specific speech tenden-
cies.

[0037] At 312, server device 102 may determine a de-
mographic for the caller. For example, call analysis serv-
ice 104 may access account data for the caller. The ac-
count data may include the account holder’s address of
residence and previous addresses of residence. The ac-
count data may also include income information for the
account holder. In some embodiments, the account data
may include other information defining a demographic
for the account holder (e.g., age, gender, occupation,
etc.). Call analysis service 104 may use one or more of
these data points to determine the demographic. For ex-
ample, the caller may belong to a geographically-defined
demographic based on their current home address
and/or a home address where they grew up. Call analysis
service 104 may select at least one determined demo-
graphic for the caller.

[0038] At 314, server device 102 may identify a cluster
with a demographic similar to that of the caller. For ex-
ample, call analysis service 104 may locate a cluster in
cluster database 106 that is labeled with the determined
demographic. If no such cluster exists in cluster database
106, call analysis service 104 may create the cluster in
cluster database 106.

[0039] At 316, server device 102 may populate the
identified cluster with caller audio data. For example, call
analysis service 104 may add data describing the iden-
tified words and/or word counts from the caller audio data
and/or data describing the identified audio characteristics
from the caller audio data to the identified cluster in clus-
ter database 106. In some embodiments, call analysis
service 104 may compare the caller audio data with data
already in the identified cluster to select a subset of the
caller audio data for populating the identified cluster. For
example, call analysis service 104 may use K-means
clustering to identify the centers of clusters based on one
or more of the words, word counts, and/or characteristics,
and the caller may be identified with the cluster which is
closestin distance based on the caller’'s own words, word
counts, and/or characteristics. After a large enough sub-
set of data is collected, call analysis service 104 may
adjust centers of clusters to the mean of all data points
considered to be within the cluster. Call analysis service
104 may also use dynamic topic models for specific word
clustering. With large enough new datasets, call analysis
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service 104 may update dynamic topic model clusters in
two phases: E-step and M-step (expectation maximiza-
tion).

[0040] FIG. 4 shows a caller verification process 400
according to an embodiment of the present disclosure.
Server device 102 may perform caller verification proc-
ess 400 to help determine whether a caller is who he or
she claims to be. For example, server device 102 may
perform caller verification process 400 for any calls
placed while cluster database 106 contains a robust and
detailed set of clusters. Given a trained cluster set, server
device 102 may be able to determine whether a caller's
voice is consistent with a demographic to which the caller
is purported to belong. For example, server device 102
may analyze the voice of a caller attempting to open a
new account to determine whether the voice is consistent
with demographic information provided by the caller as
part of the account setup process. In another example,
server device 102 may analyze the voice of a caller at-
tempting to access an account to determine whether the
voice is consistent with known demographic(s) of the ac-
count holder.

[0041] At 402, one of user device 112 and phone-
based service device 114 may initiate a phone call. In
the following example, an account holder or other person
operating user device 112 is the caller, and the caller
places a call to phone-based service device 114. In this
example, server device 102 may analyze the voice of the
caller. However, the opposite case may also be true,
where phone-based service device 114 places a call to
userdevice 112, server device 102 may analyze the voice
of the operator of user device 112.

[0042] At404, server device 102 may collect caller au-
dio data. For example, call analysis service 104 and/or
phone-based service device 114 may include telephony
recording hardware, software, and/or firmware config-
ured to record the caller’s voice and deliver the recording
to call analysis service 104. The following steps of caller
verification process 400 may be performed in real time
as the recording is fed to call analysis service 104 or may
be performed on recorded call audio after the user has
spoken.

[0043] At 406, server device 102 may identify words
and/or word counts in the caller audio data. For example,
call analysis service 104 may apply one or more machine
learning and/or audio processing algorithms to the caller
audio data to identify words and/or word counts. Suitable
algorithms may include dynamic time warping, hidden
Markov models, recurrent neural networks, and/or com-
binations thereof. For example, after likely words are
identified using dynamic time warping audio analysis
and/or hidden Markov prediction, recurrent neural net-
work analysis may help identify which words were previ-
ously identified to better predict the current word being
said. Through this processing, call analysis service 104
may be able to isolate words that may be unique to certain
demographics. For example, some demographics may
use "y'all" or "you guys" instead of the word "you" more

10

15

20

25

30

35

40

45

50

55

frequently in speech than other demographics. If a caller
uses one of these characteristic words frequently, the
word identification processing may report a relatively high
count of that word from the speech analysis.

[0044] At 408, server device 102 may identify acoustic
characteristics of the caller audio data. For example, call
analysis service 104 may use a fast Fourier transform
(FFT) to convert the caller audio data into features that
represent the tone, frequencies, speed, and/or loudness
of the speaker. Call analysis service 104 may use ca-
dence background noises to compare similarities in plac-
es one makes calls from as a secondary identifier (e.g.,
if the background noise sounds similar each time a user
calls, unusual background noises may indicate the caller
is calling from an unexpected location and may not be
who they claim to be). Through this processing, call anal-
ysis service 104 may identify specific sounds that may
be unique to certain demographics, such as tendencies
to elongate or shorten vowel sounds and/or tendencies
to speak more slowly or quickly than other demographics.
[0045] At 410, server device 102 may correlate the
identified words and acoustic characteristics. For exam-
ple, as words are identified at step 406, call analysis serv-
ice 104 may record data indicating a time at which each
word was spoken. Furthermore, as sounds are identified
at step 408, call analysis service 104 may record data
indicating a time at which each sound was uttered. By
correlating the times at which words were spoken with
the times at which sounds were made, call analysis serv-
ice 104 may determine how the caller pronounced each
word. Call analysis service 104 may use this information
to identify pronunciations that may be unique to certain
demographics. For example, once words and sounds are
correlated, call analysis service 104 may determine
whether a caller elongates or shortens specific vowel
sounds within specific words, how long the caller pauses
between words, whether the caller’s tone of voice raises
or lowers at the beginnings or ends of words, whether
the caller’s volume of voice raises or lowers at the be-
ginnings or ends of words, a speed at which the caller
speaks, a pitch of the caller’s voice, how the caller says
certain specific words (e.g., "hello" or "goodbye"), and/or
whether the caller has any other specific speech tenden-
cies.

[0046] At 412, server device 102 may compare the
identified words and/or acoustic characteristics with the
clusters in cluster database 106. For example, call anal-
ysis service 104 may use a K-nearest neighbors algo-
rithm to compare the identified words and/or acoustic
characteristics with the K-means and/or dynamic topic
models generated as described above. Through this
processing, call analysis service 104 may identify a clus-
terin cluster database 106 that contains data that is most
similar to the user’s speech. The identified cluster may
be associated with a particular demographic.

[0047] At 414, server device 102 may determine a de-
mographic for the caller. For example, call analysis serv-
ice 104 may access account data for the caller. The ac-
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count data may include the account holder’s address of
residence and previous addresses of residence. The ac-
count data may also include income information for the
account holder. In some embodiments, the account data
may include other information defining a demographic
for the account holder (e.g., age, gender, occupation,
etc.). Call analysis service 104 may use one or more of
these data points to determine the demographic. For ex-
ample, the caller may belong to a geographically-defined
demographic based on their current home address
and/or a home address where they grew up. In some
situations, for example when the caller is attempting to
open an account, call analysis service 104 may not have
access to predetermined caller demographic data. In
these cases, call analysis service 104 may determine the
caller’s demographic based on information about the call
(e.g., a phone number for the caller or an IP address for
the caller) and/or based on information provided by the
caller (e.g., one or more spoken addresses of past or
current residence and/or income level provided by the
caller). Call analysis service 104 may select at least one
determined demographic for the caller.

[0048] At416, serverdevice 102 may compare the call-
er's demographic with the demographic of the cluster
from cluster database 106 that most nearly matches the
identified words and/or acoustic characteristics from the
audio data. For example, the caller may say they are a
specific account holder, and that specific account holder
may have a particular income level (e.g., $100,000/yr)
and/or current and/or historical addresses (e.g., the ac-
count holder may have been born and raised in Alabama
and may now live in Ohio). In another example, the caller
may self-report the income level and/or current and/or
historical addresses to provide background information
to open an account. In some embodiments, the income
level and/or current and/or historical addresses may be
obtained from credit rating bureaus and/or from data as-
sociated with otherknown accounts. Call analysis service
104 may compare this account holder information or self-
reported information with the demographic information
associated with the cluster from cluster database 106
that most nearly matches the caller’s speech.

[0049] At 418, server device 102 may determine
whether the demographics match and indicate a result.
For example, call analysis service 104 may receive a
threat level score for the user. The threat level score may
be a score that takes a variety of security-related factors
into account to assess whether a caller is attempting
fraudulent activity. In this example, a higher score may
indicate a higher risk of fraud, although other embodi-
ments may score likelihood of fraud differently (e.g., a
lower score indicates a higher risk of fraud). Continuing
the example, the cluster from cluster database 106 that
most nearly matches the caller’s speech may be a cluster
of callers who earn $100,000/yr from Alabama. In this
case, call analysis service 104 may determine that the
caller’s demographic matches the cluster’'s demographic
and, therefore, the identity provided by the caller is likely

10

15

20

25

30

35

40

45

50

to be correct. To indicate that the caller’s identity is likely
correct, call analysis service 104 may either downgrade
the threat score or maintain the score at the same level.
In an alternative example, the cluster from cluster data-
base 106 that most nearly matches the caller's speech
may be a cluster of callers who earn $30,000/yr from
Florida. In this case, call analysis service 104 may de-
termine that the caller's demographic does not match the
cluster’s demographic and, therefore, the identity provid-
ed by the caller is unlikely to be correct. To indicate that
the caller’s identity is not likely to be correct, call analysis
service 104 may upgrade the threat score. Call analysis
service 104 may report the threat score as adjusted
through process 400, for example by providing the score
to the operator of phone-based service device 114 and/or
to a fraud prevention system for further analysis and/or
action (e.g., analyzing the caller’s actions for fraudulent
activity, analyzing the account for fraudulent activity,
blocking actions taken to affect the account, etc.).
[0050] While various embodiments have been de-
scribed above, it should be understood that they have
been presented by way of example and not limitation. It
will be apparent to persons skilled in the relevant art(s)
that various changes in form and detail can be made
therein without departing from the spirit and scope. In
fact, after reading the above description, it will be appar-
ent to one skilled in the relevant art(s) how to implement
alternative embodiments. For example, other steps may
be provided, or steps may be eliminated, from the de-
scribed flows, and other components may be added to,
or removed from, the described systems. Accordingly,
other implementations are within the scope of the follow-
ing claims.

[0051] Inaddition, it should be understood that any fig-
ures which highlight the functionality and advantages are
presented for example purposes only. The disclosed
methodology and system are each sufficiently flexible
and configurable such that they may be utilized in ways
other than that shown.

[0052] Although the term "at least one" may often be
used in the specification, claims and drawings, the terms

"a", "an", "the", "said", etc. also signify "at least one" or
"the at least one" in the specification, claims and draw-
ings.

[0053] Finally,itisthe applicant’sintentthatonly claims

that include the express language "means for" or "step
for" be interpreted under 35 U.S.C. 112(f). Claims that
do not expressly include the phrase "means for" or "step
for" are not to be interpreted under 35 U.S.C. 112(f).

Claims

1. A method of authenticating a telephone caller, the
method comprising:

receiving, by a processor of an authentication
server, audio data including speech of the tele-
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phone caller;

analyzing, by the processor, the audio data to
identify a plurality of words from the speech of
the telephone caller and to identify an occur-
rence frequency for each of the plurality of
words;

comparing, by the processor, the plurality of
words and the occurrence frequencies to a plu-
rality of word clusters, each word cluster com-
prising a plurality of associated words and an
occurrence frequency for each of the plurality of
associated words, and each word cluster being
associated with one of a plurality of demograph-
ics;

determining, by the processor, a most similar
word cluster of the plurality of word clusters to
the audio data based on a similarity of the plu-
rality of words and the plurality of associated
words of the most similar cluster and a similarity
of the occurrence frequencies of the plurality of
words and the occurrence frequencies of the
plurality of associated words of the most similar
cluster;

receiving, by the processor, a purported identity
of the telephone caller, the purported identity in-
cluding caller demographic data;

comparing, by the processor, the caller demo-
graphicdata to the demographic associated with
the most similar word cluster; and

identifying, by the processor, the telephone call-
er as at least one of:

likely having the purported identity in re-
sponse to determining the caller demo-
graphic data matches the demographic as-
sociated with the most similar word cluster,
and

unlikely to have the purported identity in re-
sponse to determining the caller demo-
graphic data matches a demographic asso-
ciated with a word cluster different from the
most similar word cluster.

2. The method of claim 1, further comprising:

analyzing, by the processor, the audio data to
identify at least one acoustic characteristic of
the speech of the telephone caller; and
comparing, by the processor, the at least one
acoustic characteristic of the speech of the tel-
ephone caller to the plurality of word clusters,
each word cluster further comprising atleastone
associated acoustic characteristic;

wherein the determining, by the processor, the
most similar word cluster of the plurality of word
clusters to the audio data is further based on a
similarity of the at least one acoustic character-
istic of the speech of the telephone caller and
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the at least one associated acoustic character-
istic of the most similar cluster.

3. The method of claim 2, wherein the analyzing, by
the processor, the audio data to identify at least one
acoustic characteristic of the speech of the tele-
phone caller comprises:

correlating, by the processor, each of a plurality
of portions of an acoustic or frequency compo-
nent of the audio data with each of at least a
subset of the plurality of words; and
determining, by the processor, at least one
acoustic characteristic for how the telephone
caller says at least one of the subset of the plu-
rality of words based on the portion of the acous-
tic or frequency component of the audio data
correlated with the at least one of the subset of
the plurality of words.

4. The method of any preceding claim, wherein:

the caller demographic data comprises current
caller demographic data and historical caller de-
mographic data;

determining the caller demographic data match-
es the demographic associated with the most
similar word cluster comprises determining at
least one of the current caller demographic data
and the historical caller demographic data
matches the demographic associated with the
most similar word cluster; and

determining the caller demographic data match-
es the demographic associated with the word
cluster different from the most similar word clus-
ter comprises determining at least one of the
current caller demographic data and the histor-
ical caller demographic data matches the demo-
graphic associated with the word cluster differ-
ent from the most similar word cluster.

5. The method of any preceding claim, further compris-
ing:

receiving, by the processor, a threat score for
the telephone caller;

wherein the identifying, by the processor, the
telephone caller as likely having the purported
identity comprises lowering the threat score or
maintaining the threat score as received; and/or
wherein the identifying, by the processor, the
telephone caller as unlikely to have the purport-
ed identity comprises raising the threat score.

6. A method of identifying a telephone caller, the meth-
od comprising:

receiving, by a processor of an authentication
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server, audio data including speech of a plurality
of telephone calls;

for at least a subset of the plurality of telephone
calls, determining, by the processor, demo-
graphic data for a telephone caller making the
telephone call;

for atleastthe subset of the plurality of telephone
calls, analyzing, by the processor, the audio data
to identify a plurality of words from the speech
of the telephone caller;

receiving, by the processor, a plurality of word
clusters, each word cluster associated with a
specific demographic;

populating, by the processor, at least one word
cluster with at least a subset of the plurality of
words from the speech of each telephone caller
associated with the specific demographic based
on the demographic data for the telephone call-
er;

for each word cluster, determining, by the proc-
essor, a plurality of associated words from
among at least the subset of the plurality of
words and an occurrence frequency for each of
the plurality of associated words; and

for at least one of the plurality of telephone calls:

analyzing, by the processor, the audio data
to identify a plurality of words from the
speech of the telephone caller and to iden-
tify an occurrence frequency for each of the
plurality of words,

comparing, by the processor, the plurality
of words from the speech of the telephone
caller and the occurrence frequency for
each of the plurality of words from the
speech of the telephone caller to the plural-
ity of word clusters,

based on the comparing, identifying, by the
processor, a most similar word cluster of the
plurality of word clusters to the audio data
based on a similarity of the plurality of words
from the speech of the telephone caller and
the plurality of associated words of the most
similar cluster and a similarity of the occur-
rence frequencies of the plurality of words
from the speech of the telephone caller and
the occurrence frequencies of the plurality
of associated words of the most similar clus-
ter, and

determining, by the processor, a caller de-
mographic of the telephone caller, the caller
demographic being the same as the demo-
graphic of the most similar word cluster.

The method of claim 6, further comprising, for atleast
the subset of the plurality of telephone calls:

analyzing, by the processor, the audio data to
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identify at least one acoustic characteristic of
the speech of the telephone caller; and
populating, by the processor, at least one word
cluster with at least a subset of the at least one
acoustic characteristic of the speech of each tel-
ephone caller associated with the specific de-
mographic based on the demographic data for
the telephone caller.

The method of claim 7, wherein the analyzing, by
the processor, the audio data to identify at least one
acoustic characteristic of the speech of the tele-
phone caller comprises:

correlating, by the processor, each of a plurality
of portions of an acoustic or frequency compo-
nent of the audio data with each of at least a
subset of the plurality of words; and
determining, by the processor, at least one
acoustic characteristic for how the telephone
caller says at least one of the subset of the plu-
rality of words based on the portion of the acous-
tic or frequency component of the audio data
correlated with the at least one of the subset of
the plurality of words.

9. The method of claim 7 or claim 8, further comprising,

for the at least one of the plurality of telephone calls:

analyzing, by the processor, the audio data to
identify at least one acoustic characteristic of
the speech of the telephone caller;

comparing, by the processor, the at least one
acoustic characteristic of the speech of the tel-
ephone caller to the plurality of word clusters;

wherein the determining, by the processor, the most
similar word cluster of the plurality of word clusters
to the audio data is further based on a similarity of
the atleast one acoustic characteristic of the speech
of the telephone caller and the at least one associ-
ated acoustic characteristic of the most similar clus-
ter;

optionally wherein the analyzing, by the processor,
the audio data to identify at least one acoustic char-
acteristic of the speech of the telephone caller com-
prises:

correlating, by the processor, each of a plurality
of portions of an acoustic or frequency compo-
nent of the audio data with each of at least a
subset of the plurality of words; and

determining, by the processor, at least one
acoustic characteristic for how the telephone
caller says at least one of the subset of the plu-
rality of words based on the portion of the acous-
tic or frequency component of the audio data
correlated with the at least one of the subset of
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the plurality of words.

10. The method of any of claims 7 to 9, further compris-

receiving, by the processor, a purported identity
of the telephone caller, the purported identity in-
cluding a purported demographic;

comparing, by the processor, the caller demo-
graphic to the purported demographic; and
identifying, by the processor, the telephone call-
er as at least one of:

likely having the purported identity in re-
sponse to determining the caller demo-
graphic matches the purported demograph-
ic, and

unlikely to have the purported identity in re-
sponse to determining the caller demo-
graphic matches a demographic other than
the purported demographic.

11. The method of claim 10, wherein:

the purported identity comprises current caller
demographic data and historical caller demo-
graphic data;

determining the caller demographic matches the
purported demographic comprises determining
at least one of the current caller demographic
data and the historical caller demographic data
matches the caller demographic; and
determining the caller demographic data match-
es the demographic other than the purported de-
mographic comprises determining neither of the
current caller demographic data and the histor-
ical caller demographic data matches the caller
demographic.

12. The method of claim 10 or claim 11, further compris-

receiving, by the processor, a threat score for
the telephone caller;

wherein the identifying, by the processor, the
telephone caller as likely having the purported
identity comprises lowering the threat score or
maintaining the threat score as received; and/or
wherein the identifying, by the processor, the
telephone caller as unlikely to have the purport-
ed identity comprises raising the threat score.

13. A system for caller identification and authentication,
the system comprising:

a telephony recorder configured to record audio
data for calls placed to at least one phone
number;
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an authentication server comprising a processor
and a non-transitory memory, the memory stor-
ing instructions that, when executed by the proc-
essor, cause the processor to perform process-
ing comprising:

receiving audio data including speech of a
plurality of telephone calls;

using audio data for at least a subset of the
plurality of telephone calls to populate a plu-
rality of word clusters, each word cluster be-
ing associated with a specific demographic,
the populating of the plurality of word clus-
ters comprising:

for each of the subset of the plurality of
telephone calls, determining demo-
graphic datafor atelephone caller mak-
ing the telephone call, and analyzing
the audio data to identify a plurality of
words from the speech of the telephone
caller, and

populating at least one word cluster
with at least a subset of the plurality of
words from the speech of each tele-
phone caller associated with the spe-
cific demographic based on the demo-
graphic data for the telephone caller;
and

using audio data for at least one of the plu-
rality of telephone calls to identify the tele-
phone caller making the telephone call, the
identifying comprising:

analyzing the audio data to identify a
plurality of words from the speech of
the telephone caller and to identify an
occurrence frequency for each of the
plurality of words,

comparing, the plurality of words and
the occurrence frequencies to the plu-
rality of word clusters,

determining a most similar word cluster
of the plurality of word clusters to the
audio data based on a similarity of the
plurality of words and the plurality of as-
sociated words of the most similar clus-
ter and a similarity of the occurrence
frequencies of the plurality of words and
occurrence frequencies of the plurality
of associated words of the most similar
cluster,

receiving a purported identity of the tel-
ephone caller, the purported identity in-
cluding caller demographic data,
determining whether the caller demo-
graphic data matches the demographic
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associated with the most similar word
cluster, and
identifying the telephone caller as:

likely having the purported identity
in response to determining that the
caller demographic data matches
the demographic associated with
the most similar word cluster, or
unlikely to have the purportediden-
tity in response to determining that
the caller demographic data does
not match the demographic asso-
ciated with the most similar word
cluster.

14. The system of claim 13, wherein the instructions fur-
ther cause the processor to perform processing com-
prising, for at least the subset of the plurality of tel-
ephone calls:

analyzing the audio data to identify at least one
acoustic characteristic of the speech of the tel-
ephone caller; and

populating at least one word cluster with at least
a subset of the at least one acoustic character-
istic of the speech of each telephone caller as-
sociated with the specific demographic based
on the demographic data for the telephone call-
er;

optionally wherein the analyzing of the audio da-
ta to identify at least one acoustic characteristic
of the speech of the telephone caller comprises:

correlating each of a plurality of portions of
an acoustic or frequency component of the
audio data with each of at least a subset of
the plurality of words; and

determining at least one acoustic charac-
teristic for how the telephone caller says at
least one of the subset of the plurality of
words based on the portion of the acoustic
or frequency component of the audio data
correlated with the at least one of the subset
of the plurality of words.

15. The system of claim 13 or claim 14, wherein the in-
structions further cause the processor to perform
processing comprising, for the at least one of the
plurality of telephone calls:

analyzing the audio data to identify at least one
acoustic characteristic of the speech of the tel-
ephone caller;

omparing the at least one acoustic characteristic
of the speech of the telephone caller to the plu-
rality of word clusters;

wherein the determining the most similar word
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cluster of the plurality of word clusters to the au-
dio data is further based on a similarity of the at
least one acoustic characteristic of the speech
of the telephone caller and the at least one as-
sociated acoustic characteristic of the most sim-
ilar cluster;

optionally wherein the analyzing the audio data
to identify at least one acoustic characteristic of
the speech of the telephone caller comprises:

correlating each of a plurality of portions of
an acoustic or frequency component of the
audio data with each of at least a subset of
the plurality of words; and

determining at least one acoustic charac-
teristic for how the telephone caller says at
least one of the subset of the plurality of
words based on the portion of the acoustic
or frequency component of the audio data
correlated with the at least one of the subset
of the plurality of words.
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