
Europaisches  Patentamt 

European  Patent  Office 

Office  europeen  des  brevets 
©  Publication  number: 0  0 2 9   8 9 4  

A 2  

©  EUROPEAN  PATENT  APPLICATION 

©  Application  number:  80106085.6 

©  Date  of  filing:  07.10.80 

(5iJ  Int. ci.3:  G  07  C  11/00 

©  Priority:  03.12.79  US  99797 

©  Date  of  publication  of  application: 
10.06.81  Bulletin  81/23 

©  Designated  Contracting  States: 
DE  FR  GB 

©  Applicant:  International  Business  Machines 
Corporation 

Armonk,  N.Y.  10504(US) 

@  Inventor:  Stuckert,  Paul  Edward 
Mustato  Road 
Katonah,  NY10536(US) 

@  Representative:  Suringar,  Willem  Joachim 
IBM  Nederland  N.V.  Patent  Operations  Watsonweg  2, 
NL-1423  ND  Uithoorn(NL) 

CM 

0) 
00 

0)  
CM 
o  

Q. 
Ui 

(S)  A  system  for  achieving  secure  password  verification. 

©  A  system  for  identifying  an  individual  holder  (person)  of 
an  unalterable  charge  card-like  device  (CARD)  at  a  utilization 
terminal  (U/l  Terminal)  wherein  a  unique  user  entered  key 
(asserted  key  Ka)  is  handled  in  a  highly  secure  manner.  The 
holder  of  the  CARD  causes  same  to  be  placed  in  a  data  coupl- 
ing  mode  with  the  U/l  Terminal.  At  this  point,  the  person 
enters  asserted  key  (Ka)  via  a  keyboard  (101,  201)  associated 
with  said  system.  A  random  word  is  generated  by  at  least 
one  random  word  generator  (107,  106)  located  in  said  CARD 
and  this  random  word  is  encrypted  utilizing  the  asserted  key 
Ka  entered  by  the  holder  at  the  keyboard  and  also  encrypted 
under  a  true  key  Kt  stored  (1045)  in  said  CARD.  The  random 
word  encrypted  under  the  asserted  key  Ka  is  stored  (208)  in 
said  U/l  Terminal  and  the  random  word  encrypted  under  the 
true  key  Kt  is  stored  (108)  in  the  CARD.  The  U/l  Terminal 
then  causes  the  encrypted  word  stored  in  the  CARD  to  be 
transferred  to  the  U/l  Terminal  (209)  and  the  two  encrypted 
words  are  compared  (217)  for  identity.  If  the  comparison  is 

i  true,  the  holder  of  the  card  has  entered  the  correct  asserted 
key  Ka  into  the  system,  and  his  identity  is  presumend  to  be 

i  true. 
According  to  a  first  embodiment  of  the  invention,  the 

I  keyboard  (201)  is  actually  located  in  the  U/l  Terminal,  sacrif- 
icing  some  security  for  the  person's  asserted  key  Ka. 

According  to  a  further  embodiment  of  the  system,  the 
CARD  is  inserted  into  a  personal  portable  transaction  termi- 
nal  (XATR)  which  is  then  inserted  into  the  U/l  Terminal.  Said 
XATR  in  the  possession  of  the  holder  of  the  CARD  contains  a 
keyboard  (101)  for  entering  the  individual's  asserted  key  Ka. 
Additional  means  (109,  209)  are  provided  when  the  two 
encrypted  random  words  are  to  be  transferred  between  the 
U/l  Terminal  and  the  CARD  for  comparison  so  that  the  trans- 
fer  occurs  simultaneously  in  bit  serial  mode  and  in  the  oppo- 
site  order  of  bit  significance,  and  whereby  any  attempt  to 
subvert  the  data  flow  path  within  the  XATR  will  be  imposs- 
ible. 
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Technical   f i e l d  

The  p resen t   inven t ion   addresses   what  is  sometimes  r e f e r r e d   to  as  t h e  

" c a r d - p e r s o n   pa i r i ng   problem".  This  problem  exis ts   whenever  a  p e r s o n  

p resen t s   any  sort   of  card  or  token,  such  as  a  c redi t   card,  debi t   c a r d ,  
i d e n t i f i c a t i o n   card,  etc.  to  another  e n t i t y   such  as  a  r e t a i l e r ,   bank,  

access  cont ro l   s t a t i o n ,   computer  access  te rminal ,   e t c . ,   as  evidence  of  t h e  

r igh t   or  p r i v i l e g e   of  the  person  p r e sen t i ng   said  card  to  enter   into  some 

sort   of  p r i v i l e g e d   r e l a t i o n s h i p   r e l a t i v e   to  said  en t i ty   such  as  c r e d i t ,  

goods,  s e r v i c e s ,   f a c i l i t y   access ,   etc.  Obviously,  the  quest ion  which  must 

be  s a t i s f a c t o r i l y   answered  is,   "Is  the  person  p resen t ing   the  card  or  t oken  

the  person  who  is  e n t i t l e d   to  have  same?".  Thus,  in  essence,   the  p roblem 

to  be  solved  is  one  of  adequa te ly   i d e n t i f y i n g   the  person,  based  on  i n f o r m a -  

t ion  contained  in  the  card.  From  this   informat ion  the  e n t i t y   seeking  t o  

ve r i fy   the  i d e n t i t y   of  the  person  must  determine  that  said  i d e n t i t y   i s  

c o r r e c t .  

It  is  also  highly  d e s i r a b l e   in  such  systems,  from  the  s t andpoin t   of  t h e  

person  having  such  a  card  or  token,  that   unscrupulous  bus iness   e n t i t i e s  

such  as  r e t a i l e r s   or  the  l ike  are  not  able  to  f r a u d u l e n t l y   obtain   c o n f i d e n -  

t i a l   i n fo rmat ion   from  var ious   persons  u t i l i z i n g   such  i d e n t i f i c a t i o n   means,  
which  in fo rmat ion   may  be  l a t e r   used  to  obtain  money,  goods,  e t c . ,   u s i n g  

said  f r a u d u l e n t l y   obtained  i d e n t i f i c a t i o n   i n f o r m a t i o n .  

Numerous  so lu t i ons   to  the  " ca rd -pe r son   pa i r ing   problem"  ex i s t .   Typical  o f  

these  are  f a c i l i t y   access  systems  of  var ious   kinds  wherein  a  machine 

readable   token  or  card  con ta in ing   a  number  stored  t he re in   is  i n se r t ed   i n t o  

an  a p p r o p r i a t e   ins t rument   and  concu r r en t l y   an  ind iv idua l   seeking  access  to  

the  f a c i l i t y   keys  in  a  memorized  personal   i d e n t i f i c a t i o n   number  (PIN).  The 

i n d i v i d u a l   PIN  is  then  a l t e r e d   in  a  predetermined  fashion  and  f i n a l l y   a 

comparison  is  made  between  the  a l t e r ed   PIN  and  that  read  from  the  c a r d .  

Entry  is  p r ed i ca t ed   upon  a  success fu l   comparison  the reof .   U.S.  Patent   No. 

3,846,622  of  M.R.  Meyer,  U.S.  Patent   r e i s sue   29,057  of  En ike i e f f   et  a l ,  

and  U.S.  Patent   No.  3,611,293  of  Constable ,   are  typ ica l   s y s t ems .  

In  all   of  these  pa ten ts   both  the  number  read  from  the  card  and  also  t h e  

memorized  PIN  of  the  person  passes  at  one  time  or  another  into  the  c o n t r o l  
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of  the  f a c i l i t y   t e rmina l .   Thus,  a  s e c u r i t y   leak  or  an  i n t e n t i o n a l   tap  a t  

the  t e r m i n a l   could  r e s u l t   in  the  u n a u t h o r i z e d   and  f r a u d u l e n t   access  to  t h e  

a s s o c i a t e d   P INs .  

U.S.  Pa ten t   No.  3,579,186  of  Johnson  and  U.S.  Pa ten t   No.  3,806,704  of  

Shinal   both  d i s c l o s e   systems  wherein  the  i d e n t i f i c a t i o n   c r i t e r i a   compr i ses  

a  p e r s o n ' s   s i g n a t u r e   and  which  d i s c l o s e   the  bas ic   combinat ion  of  a  s i g n a -  

ture   v e r i f i c a t i o n   system  i n c l u d i n g   a  c r e d i t   c a r d - l i k e   device  which  c a r r i e s  

da ta   r e p r e s e n t a t i v e   of  the  s i g n a t u r e   dynamics  of  an  i n d i v i d u a l .   It   f u r t h e r  

u t i l i z e s   a  r ead ing   s t a t i o n   or  f a c i l i t y   access  s t a t i o n   wherein  a  p e r s o n  

s igns  his  name  whereby  s i m i l a r   dynamic  s igna l   c h a r a c t e r i s t i c s   a r e  

g e n e r a t e d   and  compared  aga in s t   those  s tored  on  the  c r e d i t   c a r d - l i k e   d e v i c e  

p r e s e n t e d   to  the  sys tem.  

Other  pe r sona l   i d e n t i f i c a t i o n   systems  inc lude   r e c o g n i t i o n   means  such  as  

" v o i c e p r i n t " ,   or  " f i n g e r p r i n t " .   These  are  r e c o g n i t i o n   and  i d e n t i f i c a t i o n  

schemes  wherein   a  p e r s o n ' s   f i n g e r p r i n t   or  v o i c e p r i n t   is  compared  aga ins t   a 

p r e v i o u s l y   taken  f i n g e r p r i n t   or  v o i c e p r i n t   which  is  s to red   e i t h e r   on  a 

c r e d i t   c a r d - l i k e   device  c a r r i e d   by  the  person  or  s tored   in  a  c e n t r a l  

system  memory,  depending  upon  the  complexi ty   of  the  comparison  and  o t h e r  

f a c t o r s   which  w i l l   be  well  unders tood   by  those  s k i l l e d   in  the  a r t .  

Many  of  the  more  s o p h i s t i c a t e d   i d e n t i f i c a t i o n   systems  such  as  s i g n a t u r e ,  

vo ice ,   and  f i n g e r p r i n t   are  r a t h e r   complex  in  na tu re   and  c o n v e n t i o n a l l y  

r e q u i r e   s i g n i f i c a n t   amounts  of  computa t iona l   time  in  order  to  a c c u r a t e l y  

ana lyze   and  compare  the  neces sa ry   data  to  e f f ec t   a  r e c o g n i t i o n   or  a p p r o v a l  

type  of  o p e r a t i o n .  

S i m i l a r l y ,   most  of  the  c u r r e n t l y   used  c r e d i t   banking  systems  r equ i re   e n t r y  

of  a  PIN  into  the  t e rmina l ,   which  number  is  then  u t i l i z e d   in  sys tems 

i n c l u d i n g   e n c r y p t i o n   p rocedure s ,   communication  networks  and  a  host  C e n t r a l  

P r o c e s s i n g   Unit  (CPU)  to  provide   the  r e q u i s i t e   i d e n t i f i c a t i o n .  

In  c o n t r a s t ,   the  p resen t   i n v e n t i o n   p r e s e n t s   a  system  in  which  the  v a l i d  

p o s s e s s i o n   of  a  personal   i d e n t i f i c a t i o n   card  is  e s t a b l i s h e d   when  t h e  

person  p rov ides   a  key  which  is  i d e n t i c a l   to  a  key  which  is  e l e c t r o n i c a l l y  

s to r ed   in  the  card.  The  card  i t s e l f   is  s imi l a r   to  that   desc r ibed   in  U.S. 

Pa ten t   No.  3 ,806,874  of  Kurt  Ehra t ,   e n t i t l e d   " I d e n t i f i c a t i o n   System  f o r  

I n d i v i d u a l s " .   An  e s s e n t i a l   f e a t u r e   of  such  a  card  is  that   i t   be  so 



c o n s t r u c t e d   that   it  is  v i r t u a l l y   impossible   for  anyone  to  e i t h e r   a l t e r   t h e  

c i r c u i t r y   in  the  card  or  to  in  any  way  e i t he r   detect   or  a l t e r   the  i n f o r m a -  

t i ona l   content   of  said  card  and  c i r c u i t r y   other  than  in  a  manner  which  i s  

in tended  by  the  design  of  the  c a r d .  

Before  proceeding  with  a  d e t a i l e d   d e s c r i p t i o n   of  the  present   inven t ion   t h e  

fo l lowing  d e f i n i t i o n   of  terms  is  set  for th  in  an  e f f o r t   to  c l a r i f y   and 

s t a n d a r d i z e   the  subsequent   d e s c r i p t i o n .   This  is  necessary   due  to  the  many 
and  var ied   types  of  systems  which  ex is t   in  the  personal   i d e n t i f i c a t i o n  

area  which  u t i l i z e   many  d i f f e r e n t   terms,  some  of  which  are  synonymous  and 

some  of  which  are  not.  In  the  fo l lowing  d e s c r i p t i o n   the  term  "person"  w i l l  

be  used  whenever  the  person  or  i n d i v i d u a l   holder  of  a  c red i t   c a r d - l i k e  

device  is  being  r e f e r r e d   to.  As  wil l   be  apparent ,   this   person  could  be  t h e  

customer  of  a  s to re ,   a  bank,  or  someone  seeking  to  gain  entrance  to  or  use  

of  a  phys ica l   f a c i l i t y   such  as  a  f ac to ry   or  computer  t e r m i n a l .  

The  c r e d i t   c a r d - l i k e   device  or  token  wil l   be  r e f e r r e d   to  h e r e i n a f t e r   as  a 

"CARD"  and,  as  wil l   be  apparen t ,   could  take  on  a  number  of  d i f f e r e n t  

phys ica l   forms.  The  p a r t i c u l a r   phys ica l   requirements   insofa r   as  computa-  

t i ona l   c i r c u i t r y ,   s to rage ,   e t c . ,   are  set  for th   in  d e t a i l   s u b s e q u e n t l y .  

Such  a  CARD  could  be  u t i l i z e d   at  a  bank's   cash  i ssu ing  t e rmina l ,   a  t e l l e r  

operated  t e rmina l ,   a  point   of  sale  terminal   in  a  department  s to re ,   or  an 

i d e n t i f i c a t i o n   terminal   located   at  a  phys ica l   f a c i l i t y .  

The  t e rmina l s   to  which  such  a  CARD  is  to  be  presented  wil l   be  r e f e r r e d   t o  

h e r e i n a f t e r   as  a  U t i l i z a t i o n / I d e n t i f i c a t i o n   Terminal  or  "U/I  T e r m i n a l " .  

Regardless   of  the  u l t ima te   u t i l i z a t i o n   of  the  t e rmina l ,   for  the  purpose  o f  

the  present   inven t ion ,   i d e n t i f i c a t i o n   of  the  person  is  the  func t ion   w i t h  

which  the  p resen t   i nven t ion   is  conce rned .  

The  type  of  o r g a n i z a t i o n   having  such  a  U/I  Terminal  whether  it  be  a  bank,  

department  s tore ,   or  some  other  commercial  e s t ab l i shment   will   be  r e f e r r e d  

to  as  the  " u t i l i z a t i o n   e n t i t y " .  

As  will   be  apparent  from  the  fol lowing  d e s c r i p t i o n   of  the  present   i n v e n -  

t ion,   it  is  requi red   that   the  person  holding  the  CARD  enter  a  memorized 

number  via  a  keyboard  into  the  i d e n t i f i c a t i o n   system.  This  number  is  t h e n  

u t i l i z e d   as  an  encrypt ion   key  as  wil l   be  understood  from  the  f o l l o w i n g  

d e s c r i p t i o n .   While  the  number  is,  in  essence,   a  personal   i d e n t i f i c a t i o n  



number  or  PIN,  in  view  of  the  use  of  the  number  in  the  p resen t   system,  i t  

w i l l   be  r e f e r r e d   to  h e r e i n   as  the  a s s e r t e d   key.  This  a s s e r t e d   key  is  i n  

c o n t r a s t   with  a  t rue   key  permanent ly   s tored  in  the  CARD.  Thus,  t h e  

a s s e r t e d   key  is  memorized  and  must  be  entered  by  the  person  into  the  U / I  

Terminal .   S i m i l a r l y ,   the  key  s tored  in  the  CARD  wi l l   be  r e f e r r e d   to  s u b s e -  

quent ly   as  the  t rue   key.  For  convenience  of  r e f e r e n c e   the  a s s e r t e d   key  and 

the  t rue  key  wi l l   be  s p e c i f i c a l l y   ca l led   "the  key  KA"  and  "the  key  KT" 
r e s p e c t i v e l y .  

F i n a l l y ,   in  the  embodiments  of  FIGS.  2  and  3,  a  pe rsona l   p o r t a b l e   t e r m i n a l  

device   is  u t i l i z e d   by  the  person  to  i n t e r f a c e   between  the  CARD  and  U / I  

Terminal .   As  wi l l   be  apparent   from  the  subsequent   d e s c r i p t i o n ,   the  p e r s o n -  

al  p o r t a b l e   t e rmina l   device  performs  both  an  i n t e r f a c e   func t ion   be tween  

the  CARD  and  the  U/I  Terminal  and  also  provides   a  keyboard  for  e n t e r i n g  

the  key  KA  into  the  system.  In  the  subsequent   d e s c r i p t i o n   and  in  t h e  

drawings  the  term  "XATR"  wi l l   be  u t i l i z e d   to  r e f e r   to  such  t e r m i n a l .  

In  one  embodiment  of  the  i n v e n t i o n   the  CARD  is  f i r s t   placed  in  a  XATR 

which  is  then  placed  in  a  data  exchange  r e l a t i o n s h i p   with  a  U/I  Te rmina l  

such  as  a  Poin t   of  Sale  Terminal  (POST),  or  the  l i ke ,   at  the  f a c i l i t y  

where  the  person  wishes  to  e s t a b l i s h   his  i d e n t i t y .   The  XATR  is  p r o v i d e d  

with  a  keyboard  which  allows  the  person  to  enter   his  memorized  key  K   i n t o  

the  system  with  minimum  exposure  to  unau thor i zed   copying  or  r e t e n t i o n .  

Such  a  XATR  is  d i s c l o s e d   in  d e t a i l   in  copending  a p p l i c a t i o n   Se r i a l   No. 

866,197  of  the  p r e s e n t   inven tor   e n t i t l e d ,   "Personal   Po r t ab l e   Terminal  f o r  

F i n a n c i a l   T r a n s a c t i o n s "   f i l e d   December  30,  1977. 

Background  A r t  

The  most  r e l e v a n t   background  art   in  this   area  known  to  the  inven tor   is  s e t  

f o r th   in  the  p rev ious   Technica l   Field  s ec t ion .   It  is  noted  that   the  p e r s o n -  

al  i d e n t i f i c a t i o n   area  is  ext remely  ac t ive   and  highly  developed  at  t h i s  

time.  At  the  hea r t   of  most  cu r ren t   personal   i d e n t i f i c a t i o n   n u m b e r / c r e d i t  

card  systems  are  s o p h i s t i c a t e d ,   secure  enc ryp t ion   systems,  the  best   known 

of  which  is  the  k e y - c o n t r o l l e d   b l o c k - c i p h e r   c r y p t o g r a p h i c   system  adop ted  

by  the  Nat iona l   Bureau  of  Standards  as  a  Federal   I n fo rma t ion   P r o c e s s i n g  

Standard  e n t i t l e d   "Encryp t ion   Algori thm  for  Computer  Data  P r o t e c t i o n " .   The 

Standard  t oge the r   with  a  complete  t e c h n i c a l   d e s c r i p t i o n   is  conta ined  i n  

the  p u b l i c a t i o n ,   "Data  Encryp t ion   S tandard" ,   Federal   I n fo rma t ion   P r o c e s s i n g  



Standard  (FIPS),  P u b l i c a t i o n   46,  Nat ional   Bureau  of  Standards ,   U.S.  D e p a r t -  

nent  of  Commerce,  January  1977.  U.S.  Patent   No.  3,958,081  s p e c i f i c a l l y  

d i s c l o s e s   a  hardware  embodiment  of  an  encrypt ion   device  which  f u l l y  

complies  with  the  above  i d e n t i f i e d   s t a n d a r d .  

Summary  of  the  I n v e n t i o n  

It  has  now  been  found  that   a  s u b s t a n t i a l   need  in  the  bus iness ,   bank ing ,  

and  f i n a n c i a l   community  may  be  s a t i s f i e d   by  an  i d e n t i f i c a t i o n   sys tem 

inc lud ing   a  unqiue  CARD  con ta in ing   data  s torage  and  computat ional   c a p a b i l i -  

t i e s   b u i l t   into  same.  The  card  is  f u r t h e r   c h a r a c t e r i z e d   by  the  fact   t h a t  

n e i t h e r   the  c i r c u i t r y   nor  any  data  s tored  the re in   be  s u s c e p t i b l e   to  a l t e r -  

a t ion   or  unau thor ized   access  subsequent  to  the  manufacture  or  i s s u a n c e  

t h e r e o f .   Embedded  in  the  CARD  are  a  p l u r a l i t y   of  s torage  r e g i s t e r s ,   a 

random  word  genera tor   and  at  l e a s t   one  k e y - c o n t r o l l e d   b lock -c iphe r   e n c r y p -  
t ion  device.   The  bank  or  other  e n t i t y   i s su ing   the  CARD  causes  the  p e r s o n ' s  

true  key  KT  to  be  s tored  wi th in   the  CARD.  The  person  memorizes  this  key 

for  subsequent   entry  into  a  U/I  Terminal,   or  a  XATR  as  the  key  KA.  A 

random  word  is  produced  by  the  system,  which  random  word  is  s i m u l t a n e o u s l y  

encrypted  under  the  key,  KT,  and  the  key,  KA,  entered  at  a  keyboard  by  t h e  

person.  The  r e s u l t s   of  the  enc ryp t ions   of  this   random  word  are  s u b s e q u e n t -  

ly  compared  to  determine  if  the  two  keys  are  the  same.  If  they  are,  the  

person  p r e sen t i ng   the  card  is  considered  to  be  proper ly   i d e n t i f i e d .   The 

true  key,  KT,  permanently  stored  wi thin   the  CARD  is  never  a v a i l a b l e  

ou ts ide   of  the  CARD,  i . e . ,   only  the  random  word  encrypted  under  KT  i s  

a v a i l a b l e   outs ide   of  the  CARD.  Fur the r ,   in  one  of  the  d i sc losed   embodiments 

the  keyboard  entered  key,  KA,  is  not  a v a i l a b l e   to  the  U/I  Terminal,  on ly  

the  random  word  encrypted  under  said  key  i s .  

Brief  D e s c r i p t i o n   of  the  Drawings 

FIG.  1  is  a  high  level   f u n c t i o n a l   block  diagram  of  a  CARD  U/I  Terminal  

i d e n t i f i c a t i o n   system  showing  the  s i g n i f i c a n t   f u n c t i o n a l   components  of  

such  a  system  cons t ruc ted   in  accordance  with  the  teachings   of  the  p r e s e n t  

i n v e n t i o n .  

FIG.  2  is  a  s imi la r   high  level  f u n c t i o n a l   block  diagram  of  an  a l t e r n a t i v e  

embodiment  of  the  system  u t i l i z i n g   a  XATR  as  an  i n t e r f a c e   between  t he  

pe r son ' s   CARD  and  the  U/I  Te rmina l .  



FIG.  3  is  a  f u n c t i o n a l   diagram  of  a  system  conf igured   s i m i l a r l y   to  that   o f  

FIG.  2  having  a d d i t i o n a l   f u n c t i o n a l   f e a t u r e s   included  for  s impl i fy ing   t h e  

ent ry   of  the  key  KA  (only  a  p o r t i o n   the reof   need  be  entered)   and  f u r t h e r  

i n c l u d i n g   an  au tomat ic   p r o t e c t i o n   device  embedded  t h e r e i n .  

D e s c r i p t i o n   of  the  I n v e n t i o n  

According  to  the  b roades t   aspect   of  the  p resen t   i nven t ion ,   a  p e r s o n a l  

i d e n t i f i c a t i o n   system  is  provided  which  inc ludes   the  combination  of  a  CARD 

which  is  i ssued  to  a  person  and  a  U/I  Terminal .   The  CARD  is  so  c o n s t r u c t e d  

that   access   to  secure  data  s tored  t h e r e i n   is  imposs ib le .   Any  a l t e r a t i o n   o f  

the  f u n c t i o n a l   o p e r a t i o n   of  the  c i r c u i t r y   conta ined  t h e r e i n   subsequent  t o  

manufac tu re   or  i s suance   is  also  p r even ted .   The  CARD  conta ins   at  l e a s t   a 

secure  s t o r a g e   means  for  a  key KT  unique  to  the  person,   means  for  g e n e r a t -  

ing  or  o b t a i n i n g   a  random  word  to  be  encrypted  under  said  key,  KT,  a  k e y -  

c o n t r o l l e d   b l o c k - c i p h e r   e n c r y p t i o n   device ,   and  means  for  t r a n s f e r r i n g   t h e  

encryp ted   random  word  to  a  U/I  Terminal   for  subsequent   comparison.  The  U / I  

Terminal   provided  at  the  u t i l i z a t i o n   e n t i t y   inc ludes   the  fo l lowing  f u n c -  

t i o n a l   componen t s :  

means  for  i n t e r f a c i n g ,   in  a  data  communication  r e l a t i o n s h i p   with  t h e  

p e r s o n ' s   CARD, 

keyboard  means  whereby  the  person  whose  i d e n t i t y   is  to  be  v e r i f i e d   may 

en te r   his  memorized  key  KA, 

means  for  g e n e r a t i n g   or  o therwise   o b t a i n i n g   a  random  word  which  is  to  be  

encryp ted   by  s u i t a b l e   enc ryp t ion   means  loca ted   both  on  the  CARD  and  a l s o  

w i th in   the  U/I  T e r m i n a l ,  

a  k e y - c o n t r o l l e d   b l o c k - c i p h e r   e n c r y p t i o n   device  i d e n t i c a l   to  that   in  t h e  

CARD  for  e n c r y p t i n g   said  random  word  under  the  key  K   entered  by  t h e  

person  via  the  k e y b o a r d ,  

means  for  comparing  the  r e s u l t   of  the  enc ryp t ion   of  the  random  word  in  t h e  

U/I  Terminal   with  the  enc ryp t ion   of  the  random  word  in  the  CARD  and ,  

means  for  i n d i c a t i n g   the  r e s u l t   of  the  said  compar i son .  



To  summarize,  the  o p e r a t i o n   of  the  present   system  inc ludes   the  g e n e r a t i o n  

of  a  random  word  e i t h e r   in  the  CARD,  the  U/I  Terminal,   or  by  a  combina t i on  

of  the  two,  and  then  s epa ra t e   encrypt ions   of  this   random  word  under  t h e  

two  keys,  KT  and  KA.  The  key,  KT,  is  stored  in  a  secure  s torage  l o c a t i o n  

in  the  CARD  and  the  key,  KA,  is  entered  by  the  person  at  a  keyboard  which 

may  be  located  in  the  U/I  Terminal.   In  the  embodiment  of  FIG.  1,  the  two 

enc ryp t ions   occur  in  i d e n t i c a l   encrypt ion   devices ,   the  f i r s t   being  l o c a t e d  

in  the  CARD  and  the  other  in  the  U/I  Terminal.   If  both  keys  are  the  same, 
the  encrypted  random  words  wil l   be  i d e n t i c a l .  

It  wi l l   be  noted  tha t   the  embodiment  just   desc r ibed ,   wherein  the  keyboard  

is  loca ted   wi th in   the  U/I  Terminal ,   suf fe rs   from  the  d i s advan tage ,   from 

the  s t andpo in t   of  the  p e r s o n ' s   s e c u r i t y ,   of  a c t u a l l y   p lac ing   the  p e r s o n ' s  

a s s e r t e d   key  KA  wi th in   con t ro l   of  the  U/I  Terminal  and  thus,  any  i n d i v i d u -  

als  having  access  t h e r e t o .   Thus,  unscrupulous  personnel   employed  by  t h e  

r e t a i l e r ,   bank  or  o r t he r   u t i l i z i n g   en t i ty   could,  over  a  period  of  t i m e ,  

compile  a  l i s t   of  va l id   user  keys  (KA)  which  could  be  used  f r a u d u l e n t l y .  

This  shortcoming  of  the  embodiment  set  for th   in  FIG.  1  is  overcome  by  t h e  

system  d i sc losed   in  FIG.  2,  wherein  a  XATR  of  a  type  set  fo r th   in  t h e  

a b o v e - i d e n t i f i e d   copending  a p p l i c a t i o n   is  an  i n t e r f a c e   between  the  U / I  

Terminal  and  the  CARD.  The  XATR  in  the  present   system  provides  a  keyboard  

which  is  under  the  con t ro l   of  the  person  en te r ing   an  a s se r t ed   key  KA.  The 

XATR  also  serves  as  a  communication,  data,  and  cont ro l   i n t e r f a c e   be tween  

the  CARD  and  U/I  Terminal .   In  the  embodiment  of  FIG.  2  the  c i r c u i t   c o n f i g u -  

r a t i o n   of  the  CARD  is  modified  so  that  the  encryp t ion   of  the  random  word 

under  both  the  t rue  key  KT  s tored  in  the  CARD  and  under  the  key  K  are  b o t h  

performed  wi th in   the  CARD.  In  th is   embodiment  the  two  ve r s ions   of  t h e  

encrypted  random  word,  are  both  t r a n s f e r r e d   to  the  U/I  Terminal  and  to  a 

comparison  c i r c u i t   l oca ted ,   t h e r e i n ,   wherein  an  a f f i r m a t i v e   compar i son  

i n d i c a t e s   that   the  proper  a s se r t ed   key  KA  has  been  entered  by  the  p e r s o n .  

In  th is   l a t t e r   embodiment,  as  is  apparent ,   the  person  gains  g r e a t e r  

s e c u r i t y   because  his  a s s e r t e d   key  KA  never  passes  into  the  U/I  Te rmina l .  

In  al l   embodiments,  in  order  for  the  u t i l i z a t i o n   e n t i t y   to  have  adequa t e  

p r o t e c t i o n   it  should  be  unders tood  that  it  is  of  g r e a t e s t   importance  t h a t  

the  CARD  ca r r i ed   by  the  i n d i v i d u a l   be  u n a l t e r a b l e   in  data  conten t ,   c i r c u i t  

f u n c t i o n   or  data  paths .   Thus,  for  example,  if  the  person  p r e sen t i ng   t h e  

CARD  could  a l t e r   the  c i r c u i t r y   on  the  CARD  to  cause  the  same  e n c r y p t e d  

random  word  to  be  t r a n s f e r r e d   to  the  U/I  Terminal  as  was  received  from  t h e  



U/I  Terminal ,   the  system  would  be  compromised.  According  to  a  f u r t h e r  

aspec t   of  the  i n v e n t i o n   means  are  provided  for  d i s a b l i n g   the  CARD  in  t h e  

event  of  an  a t tempted  u n a u t h o r i z e d   use  should  the  card  be  lost   or  s t o l e n .  

C i r c u i t r y   is  provided  w i th in   the  CARD  to  e l e c t r o n i c a l l y   d i sab le   the  CARD 

in  the  event  of  one  or  more  u n s u c c e s s f u l   comparison  o p e r a t i o n s .   The  number 

of  comparison  f a i l u r e s   neces sa ry   to  cause  d i s a b l i n g   of  the  CARD  would  be  

p r ede t e rmined   by  the  system  d e s i g n e r s .   In  th is   way  a  number  of  l e g i t i m a t e  

mis t akes   by  a  person  e n t e r i n g   his  key  KA  would  be  p e r m i t t e d .  

D e s c r i p t i o n   of  the  Disc losed   Embodiments 

In  the  embodiments  of  FIGS.  1,  2  and  3  only  the  s i g n i f i c a n t   f u n c t i o n a l  

u n i t s   of  the  system  are  d i s c l o s e d .   These  are  the  s i g n i f i c a n t   s t o r a g e  

r e g i s t e r s   and  f u n c t i o n a l   elements  such  as  the  enc ryp t ion   b locks ,   random 

word  g e n e r a t o r s ,   and  the  comparison  and  c a t e n a t i o n   c i r c u i t s .   The  gates  f o r  

t r a n s m i t t i n g   data  between  r e g i s t e r s   or  between  r e g i s t e r s   and  f u n c t i o n a l  

u n i t s   and  t he i r   o p e r a t i o n   are  cons idered   obvious  to  a  d i g i t a l   c i r c u i t  

d e s i g n e r .   S i m i l a r l y ,   the  s e q u e n t i a l   con t ro l s   could  comprise  a  system  c l o c k  

i n c l u d i n g   a  number  of  i n t e r c o n n e c t e d   s ing le   shot  c i r c u i t s   or  a  small  m i c r o -  

p r o c e s s o r   having  an  a s s o c i a t e d   microprogrammed  memory  for  e f f e c t i n g   t h e  

va r ious   s e q u e n t i a l   o p e r a t i o n s   r e q u i r e d .   The  con t ro l   of  the  f u n c t i o n a l  

u n i t s   w i th in   the  CARD  could  e i t h e r   be  accomplished  by  a  m ic rop roces so r   o r  

a  system  clock  p h y s i c a l l y   loca ted   wi th in   the  CARD  wherein  the  o p e r a t i o n   i s  

i n i t i a t e d   by  a  s ing le   con t ro l   pulse  from  the  U/I  Terminal  or  a l t e r n a t i v e l y  

a l l   of  the  con t ro l   f u n c t i o n s   could  be  performed  by  a  m i c r o p r o c e s s o r  

l oca t ed   wi th in   the  U/I  Terminal  and  t r a n s m i t t e d   to  the  CARD  via  the  i n t e r -  

face  between  the  Card  and  the  Terminal .   In  the  embodiments  of  FIGS.  2  and 

3  the  XATR  device  f u n c t i o n s   p r i m a r i l y   as  a  communication  path  for  b o t h  

data  and  con t ro l   i n f o r m a t i o n .  

The  power  for  o p e r a t i n g   the  c i r c u i t r y   wi th in   the  CARD  would  op t imal ly   be  

ob ta ined   via  i n d u c t i v e   coupl ing  between  the  CARD  and  the  XATR,  r a t h e r   t h a n  

being  c a r r i e d   d i r e c t l y   wi th in   the  CARD.  Typical   c i r c u i t r y   and  i n t e r c o n n e c -  

t ion  means  for  such  coupl ing  are  set  fo r th   in  the  a b o v e - i d e n t i f i e d   copend-  

ing  a p p l i c a t i o n   Se r i a l   No.  866,  197  of  the  p re sen t   inven tor   e n t i t l e d ,  

"Persona l   Po r t ab l e   Terminal  for  F i n a n c i a l   T r a n s a c t i o n s " .  

It  should  be  unders tood  that   the  r equ i red   key  length   for  the  FIPS  ' D a t a  

Enc ryp t ion   Standard '   is  56  binary  b i t s .   Such  a  b inary   key  is  derived  f rom 



a  decimal  keyboard  entry  by  decimal  to  binary  convers ion   employing  c o n v e r -  

sion  a lgor i thms   well-known  in  the  a r t .  

Refe r r ing   now  to  the  embodiment  of  the  present   inven t ion   as  set  for th   i n  

FIG.  o f   the  drawings,   it  will   be  noted  that   al l   r e fe rence   numerals  

beginning  with  "I"  r e fe r   to  c i r c u i t r y   located   in  the  CARD,  and  all   r e f e r -  

ence  numerals  beginning  with  "2"  r e fe r   to  c i r c u i t r y   located  in  the  U t i l i -  

z a t i o n / I d e n t i f i c a t i o n   Terminal.   It  wil l   also  be  noted  that  the  l ine  A-A' 

def ines   the  i n t e r f a c e   between  the  person  and  the  r e t a i l e r   wherein  t h e  

U t i l i z a t i o n / I d e n t i f i c a t i o n   Terminal  would  normally  be  a  Point  of  S a l e  

Terminal  (POST).  It  wi l l   of  course  be  unders tood  that  this  terminal   cou ld  

take  on  a  number  of  d i f f e r e n t   forms  and  perform  a  number  of  d i f f e r e n t  

func t ions   other  than  point  of  sale .   Thus,  for  example,  it  could  be  a 

banking  t e rmina l ,   f a c i l i t i e s   access  t e rmina l ,   or  the  l ike .   Regardless  of  

the  p a r t i c u l a r   u t i l i z a t i o n ,   the  f ina l   occurrence   of  a  'compare'  in  b l o c k  

217  of  the  t e rmina l ,   would  i n d i c a t e   that   the  person  holding  the  CARD  was  a 

p rope r ly   i d e n t i f i e d   person.   S imi l a r l y ,   a  'no  compare'  would  i nd ica te   t h a t  

an  unau thor i zed   person  was  a t tempt ing   to  use  the  CARD  or  that  the  p e r s o n ' s  

memorized  key  KA  was  improperly  e n t e r e d .  

All  of  the  f u n c t i o n a l   blocks  within  FIGS.  1,  2  and  3  are  labeled .   Also 

included  wi th in   each  block  is  a  s ta tement   of  the  p a r t i c u l a r   data  t h e r e i n  

or  genera ted  by  the  system.  A d d i t i o n a l l y ,   there  is  an  i n d i c a t i o n   in  each 

of  the  blocks  located  on  the  CARD  of  the  a c c e s s i b i l i t y   of  the  p a r t i c u l a r  

uni t   to  the  i n t e r f a c e .   Thus,  the  fo l lowing  four  symbols  are  used  in  v a r i o u s  

c o m b i n a t i o n s :  

R:  can  be  r e a d  

W:  can  be  w r i t t e n  

R:  cannot  be  r ead  

W:  cannot  be  w r i t t e n  

These  symbols  define  and  l imit   the  i n t e r f a c e   func t ions   which  the  v a r i o u s  

uni t s   perform  in  the  overa l l   system  ope ra t i on ,   and  it  should  be  c l e a r l y  

unders tood  it  is  exceedingly  important   that  this   f unc t i ona l   i n t e g r i t y   be 

mainta ined   in  order  that  the  system  be  s e c u r e .  

Proceeding  now  with  a  d e s c r i p t i o n   of  the  ope ra t ion   of  the  system  of  FIG.  1, 

it  is  to  be  understood  that  this   system  has  l imi ted   s ecu r i ty   insofar   as  



the  person  is  concerned  s ince  he  must  enter   the  key  KA  via  the  keyboard  201 

loca ted   in  the  U/I  Terminal .   It   is  also  assumed  in  th is   embodiment  that   no 

XATR  is  a v a i l a b l e   e i t h e r   because  the  system  is  not  adapted  for  it  o r  

because  the  person  does  not  have  one.  I n s t ead ,   a  s lo t   or  l oca t ion   i s  

provided  at  the  U/I  Terminal  to  serve  as  a  data  i n t e r f a c e .   It  is  a l s o  

assumed  tha t   the  U/I  Terminal  may  be  rendered  adequa te ly   secure  to  d i s c o u r -  

age  unsc rupu lous   employees  from  acces s ing   and  keeping  a  record  of  v a r i o u s  

i n d i v i d u a l s '   keys  KA. 

As  s t a t e d   p r e v i o u s l y ,   communication  between  the  CARD  and  the  U/I  Te rmina l  

could  be  by  a  number  of  means  well-known  in  the  a r t .   These  include  d i r e c t  

connec t ion ,   as  i n d i c a t e d ,   i n d u c t i v e   coupl ing ,   or  the  l ike .   It  is  a l s o  

assumed  tha t   the  c i r c u i t r y   w i th in   the  CARD  would  be  powered  i n d u c t i v e l y  

from  a  power  source  in  the  U/I  Terminal ,   r ende r ing   the  CARD  less  b u l k y .  

S i m i l a r l y ,   the  con t ro l   sequences  could  be  performed  by  e i t h e r   a  s e r i e s   o f  

s e q u e n t i a l   s i ng l e   shot  c i r c u i t s   or  by  a  small  m ic rop roces so r   and  c o n t r o l  

s to re   t h e r e f o r   which  could  be  l oca t ed   e i t h e r   wi th in   the  CARD  or  in  the  U / I  

Terminal  and  connected  to  the  CARD  via  a p p r o p r i a t e   con t ro l   l ines   as  w i l l  

be  w e l l - u n d e r s t o o d   by  those  s k i l l e d   in  the  a r t .  

To  proceed  now  with  the  d e s c r i p t i o n   of  the  o p e r a t i o n   of  the  system,  t h e  

person  f i r s t   p laces   his  CARD  on  or  in  a  U/I  Terminal ,   which  in  the  embodi-  

ment  of  FIG.  1  is  a  r e t a i l e r ' s   Point   of  Sale  Terminal  (POST).  Communica- 

t ion  between  the  CARD  and  the  U/I  Terminal  is  e s t a b l i s h e d .   F i r s t ,   t h e  

person  en t e r s   his  key  KA  via  the  keyboard  201  in  the  U/I  Terminal.   At  t h i s  

point   a l l   a c t i v i t y   by  the  person  c e a s e s .  

The  U/I  Terminal ,   through  an  a p p r o p r i a t e   s i gna l ,   de s igna ted   by  the  a r row 

P. I .   (perform  i d e n t i f i c a t i o n ) ,   i n i t i a t e s   a  program  s tored  wi th in   the  CARD 

to  perform  the  fo l lowing   o p e r a t i o n s   to  e s t a b l i s h   the  v a l i d i t y   of  the  key  

KA  en te red   by  the  person  via  the  keyboard  201. 

S imu l t aneous ly :   1)  the  CARD  d e l i v e r s   the  conten ts   of  key  s torage   r e g i s t e r  

1045,  which  is  the  t rue  key KT  to  the  key  input  of  the  enc ryp t ion   d e v i c e  

115,  and  2)  the  U/I  Terminal  d e l i v e r s   the  keyboard  en tered   key  KA  from  t h e  

keyboard  201,  as  the  a s s e r t e d   key  input  to  the  enc ryp t ion   device  215 

( i d e n t i c a l   to  115) .  

Next,  the  fo l lowing   o p e r a t i o n s   occur  s i m u l t a n e o u s l y   in  the  CARD  and  U / I  



Terminal:   1)  the  CARD  d e l i v e r s   a  random  word  from  the  Random  Word  Genera-  

tor  107  to  one  input  of  exc lus ive   OR  c i r c u i t   116  located  on  the  CARD  and 

to  one  input  of  the  exc lus ive   OR  c i r c u i t   216  located  in  the  U/I  Te rmina l ,  

and  2)  Random  Word  Generator   207  d e l i v e r s   random  word  RW2  s i m u l t a n e o u s l y  

as  the  second  input  to  exc lus ive   OR  c i r c u i t   116  in  the  card  and  t o  

exc lus ive   OR  c i r c u i t   216  in  the  U/I  Terminal .   The  two  exc lus ive   OR 

c i r c u i t s   116  and  216  located   on  the  CARD  and  in  the  U/I  Terminal,   r e s p e c -  

t i v e l y ,   d e l i v e r   the  same  composite  random  word  to  the i r   r e s p e c t i v e   enc ryp -  
t ion  devices   115  and  215,  as  the  data  input .   The  two  encrypt ion   o p e r a t i o n s  

are  performed  s u b s t a n t i a l l y   s imu l t aneous ly   and  the  output  of  the  e n c r y p t i o n  

device  115  is  s tored  in  r e g i s t e r   108  as  the  true  encrypted  random  word 

(ERWT).  The  output  from  encryp t ion   device  215  is  s tored  in  r e g i s t e r   208  as 

the  a s s e r t e d   encrypted  random  word  (ERWA). 

As  th is   point   the  ERWT  which  is  s tored  in  r e g i s t e r   108  in  the  CARD  i s  

t r a n s f e r r e d   to  r e g i s t e r   209  in  the  U/I  Terminal  and  the  ERWA  which  i s  

s tored  in  r e g i s t e r   208  in  the  U/I  Terminal  is  t r a n s f e r r e d   to  r e g i s t e r   109 

in  the  CARD.  It  should  be  noted  that   these  t r a n s f e r s   occur  in  the  r e v e r s e  

order  in  the  p r e f e r r e d   embodiment  of  the  invent ion   for  reasons  which  w i l l  

be  expla ined  subsequen t ly ,   i . e . ,   most  s i g n i f i c a n t   bit   l a s t ,   l eas t   s i g n i f i -  

cant  b i t   f i r s t ;   and  most  s i g n i f i c a n t   bi t   f i r s t ,   l eas t   s i g n i f i c a n t   bi t   l a s t .  

Simultaneous  to  the  t r a n s f e r   ope ra t i on   the  contents   of  r e g i s t e r s   108  and 

208  are  gated  into  compare  uni ts   117  and  217,  r e s p e c t i v e l y ,   the  o t h e r  

inputs  t he re to   are  provided  by  r e g i s t e r s   109  and  209  r e s p e c t i v e l y .   S ince  

the  devices  115  and  215  are  i d e n t i c a l ,   the  two  encrypted  outputs  ERWT  and 

ERWA  wi l l   be  the  same  provided  the  two  keys,  KT  and  KA,  are  i d e n t i c a l .  

Thus,  the  two  compare  uni ts   s imu l t aneous ly   reach  ' v a l i d '   or  ' i n v a l i d '  

dec i s ions   based  on  ERWT  and  ERWA.  If  a  ' v a l i d '   dec i s ion   is  reached,   t h e  

person  has  entered  the  proper  key  KA  at  the  keyboard  and  he  is  p r o p e r l y  

i d e n t i f i e d   for  whatever  t r a n s a c t i o n   he  wished  to  consummate  at  the  U / I  

T e r m i n a l .  

The  func t ion   of  compare  unit   117  is  to  a c t i v a t e   d i s ab l i ng   c i r c u i t r y   of  t h e  

type  shown  in  FIG.  3  which  will   be  descr ibed   l a t e r .   It  wi l l   be  n o t e d ,  

however,  that  this   is  not  a  requi rement   of  the  most  basic  sys tem.  

While  the  d i s c lo sed   embodiment  of  the  system  shown  in  FIG.  1  is  c o n s i d e r e d  

the  p r e f e r r ed   embodiment,  it  should  be  noted  that  it  would  be  poss ib le   to  

dispense  with  the  r e g i s t e r s   109  and  209  in  the  CARD  and  in  the  U / I  



Terminal  r e s p e c t i v e l y .   In  th i s   case  the  conten ts   of  the  r e g i s t e r   108  i n  

the  CARD  would  be  t r a n s f e r r e d   d i r e c t l y   to  compare  un i t   217  and  s i m i l a r l y  

the  con ten t s   of  r e g i s t e r   208  in  U/I  Terminal  would  be  t r a n s f e r r e d   d i r e c t l y  

to  the  compare  un i t   117  wi thout   temporary  s torage   in  the  r e g i s t e r s   109  and 

209.  If  i t   is  assumed  that   some  s to rage   capac i ty   is  p resen t   in  e i t h e r   t h e  

output   of  the  e n c r y p t i o n   devices   115  and  215  or  at  the  double  inputs   o f  

the  comparison  un i t s   117  and  217  the  fo l lowing   could  occur.  The  output  o f  

e n c r y p t i o n   device   115  could  be  s i m u l t a n e o u s l y   t r a n s f e r r e d   into  compare 

uni t   117  and  217  r e s p e c t i v e l y ,   and  the  output   of  enc ryp t ion   device  215 

could  be  s i m u l t a n e o u s l y   t r a n s f e r r e d   to  compare  uni t   217  and  117.  Both  o f  

these  a l t e r n a t e   embodiments  r e q u i r e   that   the  CARD  be  a b s o l u t e l y   u n a l t e r -  

able  to  p reven t   the  person  f r a u d u l e n t l y   r e t r a n s m i t t i n g   ERWA  back  to  t h e  

U/I  Terminal  and  thus  force  a  compare  in  compare  uni t   217.  This  s u b j e c t  

wi l l   be  d i s c u s s e d   l a t e r   with  r e spec t   to  the  embodiment  of  FIG.  2.  

It  should  be  unders tood   tha t   in  order  to  ma in ta in   the  amount  of  c i r c u i t r y  

wi th in   such  as  system  at  a  minimum  and,  in  p a r t i c u l a r ,   on  the  CARD,  i t   i s  

p r e f e r r e d   tha t   a l l   data  t r a n s f e r s   between  the  CARD  and  the  U/I  T e r m i n a l  

occur  in  b i t   s e r i a l   f a sh ion   r a t h e r   than  in  p a r a l l e l .   However,  s ince  t h e  

e n c r y p t i o n   dev ices   are  k e y - c o n t r o l l e d   b l o c k - c i p h e r   u n i t s ,   the  e n t i r e   key 

and  data  blocks  must  be  submit ted  to  same  before   they  can  proceed  with  t h e  

e n c r y p t i o n .   S i m i l a r l y ,   a  complete  block  of  data  is  d e l i v e r e d   to  the  o u t p u t  

r e g i s t e r   of  the  e n c r y p t i o n   device .   P a r a l l e l   o p e r a t i o n   of  the  system  is ,   o f  

course,   p o s s i b l e .  

In  a d d i t i o n   to  the  p r e v i o u s l y   mentioned  design  a l t e r n a t i v e s   w h e r e i n  

r e g i s t e r s   108,  109  and  208,  209  could  be  d ispensed  with  and  the  two 

encrypted   random  words  ERWT  and  ERWA  forwarded  d i r e c t l y   to  the  compare 

c i r c u i t   217,  o ther   changes  could  be  made  in  the  system  without   d e p a r t i n g  

from  the  s p i r i t   and  scope  of  the  i nven t ion .   Another  p o s s i b l e   a l t e r a t i o n  

would  be  to  d i spense   with  the  g e n e r a t i o n   of  the  two  random  words  RWl  and 

RW2  and  r e p l a c e   same  with  a  s ing le   random  word  gene ra to r   wi th in   the  CARD 

or  U/I  Terminal  which  word  is  d e l i v e r e d   to  both  enc ryp t ion   devices  115  and 

215. 

Refe r r ing  now  to  FIG.  2,  an  a l t e r n a t i v e   embodiment  of  the  i nven t ion   i s  

d i s c l o s e d   wherein  the  person  has  a  persona l   p o r t a b l e   t r a n s a c t i o n   d e v i c e ,  

or  XATR,  at  his  d i s p o s a l   which  has  means  for  i n t e r f a c i n g   with  the  CARD  and 

with  the  U/I  Terminal .   In  FIG.  2  it  wi l l   be  noted  tha t   the  l ine  A-A'  a g a i n  



r e f e r s   to  the  i n t e r f a c e   between  the  U/I  Terminal  and  the  XATR  and  CARD 

combina t ion ,   i . e . ,   the  person  and  the  R e t a i l e r .   The  XATR  is  ind ica ted   by 

the  outer   dashed  l ine  to  the  l e f t   of  the  i n t e r f a c e   l ine  A-A'  and  the  CARD 

and  i t s   c i r c u i t r y   are  i n d i c a t e d .   It  wi l l   be  seen  from  the  f igure   that  the  

XATR  provides   a  keyboard  101  for  en t e r ing   the  key  KA which  is  t o t a l l y  

wi th in   the  cont ro l   of  the  person  p r e s e n t i n g   the  CARD.  In  add i t i on ,   t he  

XATR  provides   the  communication  or  i n t e r f a c e   func t ion   between  the  CARD 

loca ted   t h e r e i n   and  the  U/I  T e r m i n a l .  

The  o p e r a t i o n s   performed  by  the  enc ryp t ion   c i r c u i t r y ,   e t c . ,   in  the  embodi- 

ment  of  FIG.  2  are  e s s e n t i a l l y   the  same  as  those  of  FIG.  1.  The  p r i n c i p a l  

excep t ion   to  this   is  that  the  d i s t r i b u t i o n   of  func t ions   between  the  CARD 

and  U/I  Terminal  is  d i f f e r e n t .   In  the  embodiment  of  FIG.  2  the  key  K ,  
which  is  entered  via  the  keyboard  101,  never  passes  into  the  Te rmina l .  

Consequent ly ,   the  second  enc ryp t ion   device,   shown  in  FIG.  2  as  114B,  i s  

loca ted   in  the  CARD.  Again,  the  c i r c u i t r y   wi thin   the  CARD  may  not  be 

a l t e r e d   in  any  way  by  the  person  to  whom  said  CARD  is  i s s u e d .  

The  o p e r a t i o n   of  the  sys tem  is  as  fo l lows.   With  the  CARD  in  pos i t i on   i n  

the  XATR  and  the  XATR  a p p r o p r i a t e l y   connected  to  the  U/I  Terminal,   a 

t r a n s a c t i o n   i n i t i a t i o n   but ton  is  ac tua ted .   The  person  enters   the  key  K  
into  the  keyboard  101  of  the  XATR.  KA  is  communicated  to  the  e n c r y p t i o n  

device  114B  as  the  key  input.   S imul taneous ly ,   the  key  KT  stored  in  r e g i s t e r  

1045  is  gated  as  the  key  input  to  the  encryp t ion   device  114A. 

The  data  input  to  the  two  enc ryp t ion   un i t s   114A  and  114B  both  located  on 

the  CARD  is  generated  by  the  Random  Word  Generator  106.  Since  both  enc ryp-  

t ion  devices   are  located  on  the  CARD  it  is  not  necessary   and  serves  no 

usefu l   s e c u r i t y   funct ion   to  have  two  random  word  gene ra to r s   as  in  t h e  

embodiment  of  FIG.  1.  The  outputs   from  the  two  encrypt ion   devices  114A  and 

114B  are  de l ive red   to  r e g i s t e r s   108  in  the  CARD  and  208  in  the  U/I  Terminal  

as  the  true  encrypted  random  word  (ERWT)  and  a s se r t ed   encrypted  random 

word  (ERWA),  r e s p e c t i v e l y .  

The  arrangement  of  FIG.  2  prevents   what  would  be  a  r e l a t i v e l y   s imple  

a l t e r a t i o n   of  the  XATR  by  a  person  owning  same  and  wishing  to  defraud  t h e  

r e t a i l e r .   By  s l i g h t l y   a l t e r i n g   the  data  paths  within  the  XATR,  the  pe r son  
could  cause  the  output  from  r e g i s t e r   208  to  be  de l ive red   d i r e c t l y   t o  

r e g i s t e r   209.  Thus,  the  compare  c i r c u i t   217  would  always  give  a  s u c c e s s f u l  



comparison  r e g a r d l e s s   ot  what  key  KA  the  person  en te red   at  the  keyboard  

101. 

To  p reven t   such  a  f r a u d u l e n t   c i r c u i t   a l t e r a t i o n   in  the  XATR  (or  even  i n  

the  CARD)  the  fo l lowing   occurs:   With  the  ERWT  s tored  in  r e g i s t e r   108  i n  

the  CARD  and  the  ERWA  s tored  in  r e g i s t e r   208  in  the  Terminal ,   the  sy s t em 

c o n t r o l s   cause  data  t r a n s f e r   from  r e g i s t e r   108  to  r e g i s t e r   209  to  o c c u r  

'most  s i g n i f i c a n t   b i t   f i r s t '   and  ' l e a s t   s i g n i f i c a n t   b i t   l a s t ' .   S i m u l t a -  

neous ly ,   the  data  t r a n s f e r   from  r e g i s t e r   208  to  r e g i s t e r   109  occurs  in  t h e  

r eve r se   o rde r ,   i . e . ,   'most  s i g n i f i c a n t   b i t   l a s t ,   l e a s t   s i g n i f i c a n t   b i t  

f i r s t ' .   Thus,  if  a  d i r e c t   e l e c t r i c a l   connect ion   were  made  at  point   Z  ( a s  

shown  in  FIG.  2)  by  the  person  the  contents   of  r e g i s t e r   208  would  be  

d e l i v e r e d   d i r e c t l y   to  r e g i s t e r   209,  however,  the  b i t s   would  be  s tored  i n  

r e g i s t e r   209  in  r eve r se   order  and  a  compare  with  the  con ten t s   of  r e g i s t e r  

208  would  f a i l .   Here  again,   i t   is  r e i t e r a t e d   tha t   the  data  content   and 

c i r c u i t   c o n f i g u r a t i o n   wi th in   the  CARD  i t s e l f   must  be  u n a l t e r a b l e   so  t h a t  

there   is  no  way,  for  example,  to  load  r e g i s t e r   108  with  the  output  f rom 

e n c r y p t i o n   device   114B  r a t h e r   than  114A  which,  of  course ,   would  a lways  

force  a  compare .  

Proceed ing   with  the  f i n a l   step  of  the  o p e r a t i o n   of  the  system,  t h e  

con ten t s   of  r e g i s t e r s   208  and  209  are  compared  in  un i t   217  and  if  s u c c e s s -  

ful  the  i d e n t i f i c a t i o n   of  the  p e r s o n  i s   assumed  c o r r e c t   and  if  u n s u c c e s s f u l  

e i t h e r   a  mis take   has  been  made,  i . e . ,   the  wrong  key  en t e red ,   or  the  p e r s o n  

is  an  i m p o s t e r .  

A d d i t i o n a l l y ,   a  t e s t   is  made  in  the  CARD  wherein  the  con ten t s   of  r e g i s t e r s  

108  and  109  are  compared  by  compare  c i r c u i t   117,  the  output   of  th is   c i r c u i t  

being  the  input   to  a  CARD  d e a c t i v a t i n g   c i r c u i t   which  wi l l   be  e x p l a i n e d  

s u b s e q u e n t l y   with  r e s p e c t   to  FIG.  3.  

It  should  also  be  under s tood ,   that   in  the  system  of  FIG.  2,  the  s p e c i f i c  

con t ro l   mechanisms  have  not  been  shown  as  they  are  cons ide red   to  be  s t a t e  

of  the  a r t   and  could  r e a d i l y   assume  a  number  of  d i f f e r e n t   forms  as 

d i s cus sed   p r e v i o u s l y   with  r e f e r e n c e   to  FIG.  1.  It  should  again  be  n o t e d  

that   in  FIGS.  1,  2  and  3,  s imi l a r   r e f e r e n c e   numbers  are  u t i l i z e d   t o  

i d e n t i f y   s i m i l a r   f u n c t i o n a l   u n i t s .   For  example,  in  a l l   th ree   embodiments,  

the  numeral  1045  r e f e r s   to  the  r e g i s t e r   for  s t o r i n g   the  t rue  key,  KT. 
S i m i l a r l y ,   r e g i s t e r   108  s to res   the  true  encrypted  random  word  and  r e g i s t e r  



208  s tores   the  a s s e r t e d   encrypted  random  word.  

It  should  be  noted  that  in  the  embodiments  of  FIG.  2  and  FIG.  3  where in  

two  enc ryp t ion   c i r c u i t s   are  shown,  i . e . ,   114A  and  114B,  it  would  be  p o s s i -  

ble  to  e l imina te   one  of  the  encrypt ion   devices  by  provid ing   c o n t r o l  

c i r c u i t r y   so  that  a  s ing le   encrypt ion   device  could  provide  both  ERWT  and 

ERWA. 

Refe r r ing   now  to  FIG.  3,  a  system  s imi la r   to  FIG.  2  is  d i s c losed   u t i l i z i n g  

again  an  XATR  as  an  i n t e r f a c e   unit  between  the  CARD  and  the  U/I  Te rmina l .  

In  the  embodiment  of  FIG.  3  there  are  three  a d d i t i o n a l   enhancements  to  t h e  

bas ic   system  of  the  FIG.  2.  It  wil l   be  noted  that  the  c i r c u i t r y   in  FIG.  3 

below  the  l ine  D/D'  is  the  same  as  in  FIG.  2. 

The  f i r s t   enhancement  of  FIG.  3  is  the  use  of  a  spec ia l   counter  having  a 

" d i s a b l e   CARD"  output  which  wil l   e l e c t r o n i c a l l y   "des t roy"   or  "d i sab le"   a 

CARD  which  should  no  longer  be  used.  Its  ope ra t ion   wil l   be  apparent   from 

the  subsequent  d e s c r i p t i o n   of  the  f igure .   The  second  f ea tu re   descr ibed  i s  

the  d i v i s i o n   of  the  key  into  high  order  and  low  order  b i t s   so  that  the  key 

KA which  must  be  memorized  by  the  person  may  be  cons ide rab ly   shortened.   The 

th i rd   f ea tu re   involves   the  use  of  a  spec ia l   index  (M)  which  may  be  s e l e c -  

t i v e l y   entered  by  the  i n d i v i d u a l   into  a  r e g i s t e r   in  the  CARD.  This  index 

is  an  o f f s e t   whereby  the  key  entered  at  the  keyboard  may  be  p e r i o d i c a l l y  

changed  without  n e c e s s i t a t i n g   any  change  of  the  permanently  s tored  key  KT. 

Refe r r ing   now  s p e c i f i c a l l y   to  the  CARD  d i s a b l i n g   f ea tu re   of  the  embodiment 

of  FIG.  3  it  wi l l   be  noted  that   a  block  125  is  provided  labeled  Counter  

P r o t e c t i o n   having  one  output  l ine  labeled  'Disable   CARD'.  Two  input  l i n e s  

are  provided.   The  f i r s t   is  labeled  "Increment"  which  emanates  from  r e g i s t e r  

104  where  a  q u a n t i t y   KL  is  s tored.   This  l ine  produces  a  pulse  each  t ime 

r e g i s t e r   104  is  accessed.   The  second  input  from  the  compare  block  117 

marked  "Reset"  r e s e t s   this   counter  to  zero.  This  prevents   someone  f i n d i n g  

or  s t e a l i n g   a  card,  p lac ing  it  in  a  XATR,  and  t ry ing   d i f f e r e n t   keys  KA 
u n t i l   the  co r rec t   one  is  found.  The  counter  p r o t e c t i o n   c i r c u i t   would  be 

set  at  some  prede termined   count  value.   This  count  value  or  th reshold   would 

allow  a  r easonab le   number  of  honest  mistakes  on  the  part   of  the  p e r s o n  

en te r ing   his  key  KA.  Each  time  a  key  is  entered  and  an  i d e n t i f i c a t i o n  

procedure  i n i t i a t e d ,   the  r e g i s t e r   104  is  accessed  and  a  pulse  p roduced .  

Subsequent ly ,   with  every  success fu l   compare  between  the  r e g i s t e r s   108  and 



109  a  pulse   would  be  produced  by  117  and  the  counter  would  be  r e se t   t o  

zero.  However,  if  a  p r ede t e rmined   number  of  consecu t ive   accesses   of  104 

should  occur  wi thout   a  s u c c e s s f u l   comparison  by  117  a  ' d i s a b l e   CARD'  means 

128  would  be  a c t i v a t e d   by  the  output   from  the  Counter  P r o t e c t i o n   b l o c k  

which  would  cause  some  " i n v a l i d "   c o n d i t i o n   to  occur  in  the  CARD.  T h i s  

could  take  on  a  number  of  d i f f e r e n t   forms  such  as,  d i s a b l i n g   the  s t o r a g e  

area for  KT  so  it  would  not  be  a v a i l a b l e   to  the  system.  A l t e r n a t i v e l y ,   a 

spec i a l   r e g i s t e r   could  be  provided  which  would  be  readab le   by  the  U / I  

Terminal  i n d i c a t i n g   an  i n v a l i d   CARD  wherein   said  r e g i s t e r   would  always  be  

read  before   any  i d e n t i f i c a t i o n   p rocedure   began.  Other  ways  in  which  t h e  

CARD  could  be  d i s ab l ed   inc lude   s e t t i n g   a  l a tch   which  burns  a  f u s i b l e   l i n k ,  

removing  power  from  the  card  or  i n t e r r u p t i n g   data  flow  from  the  CARD.  Th i s  

p r o t e c t i o n   p revents   an  u n a u t h o r i z e d   holder   of  the  CARD  from  p r e s e n t i n g   t h e  

CARD  with  d i f f e r e n t   keys  KA  u n t i l   the  co r r ec t   one  is  found .  

The  second  f e a t u r e   of  the  c i r c u i t r y   shown  in  FIG.  3  is  the  d i v i s i o n   of  t h e  

a s s e r t e d   key  KA  s o  t h a t   a  smal ler   number  of  d i g i t s   must  be  memorized  by  

the  person.   By  adding  the  two  c a t e n a t i o n   c i r c u i t s   120  and  122,  and  t h e  

high  and  low  order  b i t   s to rage   r e g i s t e r s   105  and  104  r e s p e c t i v e l y   for  t h e  

t rue   key  KT  (KTH,  KTL),  the  key  which  the  i n d i v i d u a l   must  remember  may  be  

a r b i t r a r i l y   s h o r t e n e d .  

The  blocks  l abe led   111,  102  and  103  should  be  ignored  for  the  f o l l o w i n g  

e x p l a n a t i o n ,   i t   being  assumed  tha t   the  keyboard  input  goes  d i r e c t l y   to  t h e  

c a t e n a t i o n   c i r c u i t   122  as  the  low  order  b i t s   KAL.  The  t rue  key  KT  i s  

divided  into  two  p a r t s ,   the  low  order  b i t s   KTL  being  s tored  in  r e g i s t e r   104 

and  the  high  order  b i t s   KTH  being  s to red   in  r e g i s t e r   105.  In  order  to  make 

up  the  f u l l   KT  being  t r a n s f e r r e d   to  enc ryp t ion   device  114A,  a  low  o r d e r  

p o r t i o n   of  the  key  KT  becomes  one  input   to  the  c a t e n a t i o n   c i r c u i t   120  and 

the  high  order  p o r t i o n   from  r e g i s t e r   105  becomes  the  second  input  to  t h e  

c a t e n a t i o n   c i r c u i t   120.  The  c a t e n a t i o n   c i r c u i t   func t ions   to  order  t h e s e  

two  groups  of  b i t s   into  t he i r   proper  sequence,  i . e . ,   into  a  s ing le   key 

having  the  a p p r o p r i a t e   b i t s   in  the  high  and  low  order  p o s i t i o n s .   C a t e n a t i o n  

c i r c u i t   122  works  in  exac t ly   the  same  way  as  120,  and  forms  the  f u l l  

a s s e r t e d   key  KA  which  is  provided  as  the  key  input  to  the  e n c r y p t i o n  

device  114B.  Thus,  KTH  is  u t i l i z e d   to  make  up  both  the  f u l l   true  key  KT 
and  the  f u l l   a s s e r t e d   key  KA.  As  wi l l   be  apparen t ,   s e c u r i t y   is  p r o v i d e d  

and  the  s ize  of  the  key  which  must  be  remembered  and  entered  c o r r e c t l y   v i a  

the  keyboard  101  is  r e d u c e d .  



Refe r r ing   now  to  the  top  por t ion   of  the  CARD  shown  in  FIG.  3A,  two  r e g i s -  

ters   102  and  103  and  the  adder  c i r c u i t   111  are  shown  which  may  be  u t i l i z e d  

to  provide  a  v a r i a b l e   key.  A  quan t i ty   M  may  be  entered  at  any  time  by  t h e  

i n d i v i d u a l   and  s tored  in  r e g i s t e r   103  via  the  dashed  l ine  from  keyboard 

101.  Subsequent ly   the  asse r ted   key  which  is  entered  via  101  r e f e r r ed   to  

here in   as  KE  is  entered  d i r e c t l y   into  r e g i s t e r   102  in  the  normal  f a s h i o n .  

Addi t ion  of  the  two  q u a n t i t i e s   in  r e g i s t e r s   102  and  103  in  the  adder  

c i r c u i t   111  produces  the  p a r t i a l   asser ted   key  KAL.  Thus,  both  M  and  KE  a r e  

N  bi t   data  words  which  when  added  toge ther   produce  the  N  bi t   key  KAL.  This  

may  be  r e p r e s e n t e d   by  the  f o rmu la :  

This  f e a t u r e   allows  the  person  to  p e r i o d i c a l l y   a l t e r   his  a s se r t ed   key  KE 
to  enhance  s e c u r i t y .  

It  should  be  unders tood  that   if  the  blocks  104,  105,  120,  and  122  were 

de le ted   that   the  c i r c u i t r y   r ep re sen ted   by  blocks  102,  103,  and  lll  could  

be  used  to  produce  the  fu l l   a s se r t ed   key  KA. 

From  the  above  d e s c r i p t i o n   of  the  p re fe r r ed   embodiments  of  the  system  s e t  

for th   in  FIGS.  1,  2  and  3,  it  will   be  apparent  that   a  number  of  changes  i n  

form  and  d e t a i l   would  be  poss ib le   without  depar t ing   from  the  o v e r a l l  

t eachings   of  the  present   i nven t ion ,   as  set  for th  in  the  appended  c l a i m s .  

I n d u s t r i a l   A p p l i c a b i l i t y  

The  p r e s e n t l y   d i s c losed   inven t ion   has  a p p l i c a b i l i t y   for  any  s i t u a t i o n  

where  personal   i d e n t i f i c a t i o n   is  of  importance.  It  would  have  p a r t i c u l a r  

u t i l i t y   in  the  r e t a i l   sales  f i e ld   where  the  r e t a i l e r   is  obviously  concerned 

t h a t   the  i n d i v i d u a l   seeking  c red i t   and  having  an  appa ren t ly   val id   c r e d i t  

card  is  a c t u a l l y   the  person  e n t i t l e d   to  said  c red i t   card  and  thus  to  

c r e d i t .   Another  s i g n i f i c a n t   area  of  p o t e n t i a l   commercial  u t i l i z a t i o n   of  

the  inven t ion   is  in  the  f i n a n c i a l   f i e ld   and  more  p a r t i c u l a r l y   cash  i s s u i n g  

te rmina ls   e i t h e r   manned  or  unmanned  wherein  a  person  p resen t s   the  bank 

) CARD  and,  upon  proper  i d e n t i f i c a t i o n ,   cash  is  issued  to  the  i n d i v i d u a l .  

The  system  also  has  p o t e n t i a l   u t i l i z a t i o n   in  the  f a c i l i t y   access  f i e l d  

wherein  an  i n d i v i d u a l   is  e i the r   seeking  entry  into  a  phys ica l   f a c i l i t y  



such  as  a  p lan t   or  to  a  computer  or  to  computer  f i l e s   via  a  t e rmina l   where 

it   is  impor tan t   that   the  i n d i v i d u a l   be  p rope r ly   i d e n t i f i e d   p r io r   to  t h e  

g r a n t i n g   of  the  des i red   a c c e s s .  

The  f u n c t i o n   of  the  CARD  is  not  l imi t ed   to  pe r sona l   i d e n t i f i c a t i o n   t r a n s a c -  

t i o n s ,   but  may  well  be  extended  to  ma in ta in   records   of  p a r t i c u l a r   b u s i n e s s  

t r a n s a c t i o n s .   Thus,  subsequent   bookkeeping  and  e l e c t r o n i c   funds  t r a n s f e r  

o p e r a t i o n s   u t i l i z i n g   t r a n s a c t i o n   data  recorded  on  the  card  are  p o s s i b l e .  

For  such  an  a p p l i c a t i o n ,   the  CARD  would  be  p r e sen t ed   to  a  banking  i n s t i t u -  

t ion   where  the  t r a n s a c t i o n   data  would  be  t r a n s f e r r e d   to  the  p e r s o n ' s  

account .   In  those  cases  where  the  t r a n s a c t i o n   data  was  not  p r e v i o u s l y  

forwarded  to  the  bank  by  the  U/I  Terminal  device ,   the  CARD  entered  d a t a  

would  serve  as  the  sole  bookkeeping  data  input .   Conversely,   when  t h e  

t r a n s a c t i o n   data  was  p r e v i o u s l y   forwarded  to  the  bank  the  t r a n s a c t i o n   d a t a  

from  the  CARD  could  serve  as  a  check  to  p r o t e c t   the  person  and  warn  him  of  

any  u n a u t h o r i z e d   use  of  his  account  or  mis takes   by  the  r e t a i l e r .  

In  a l l   of  the  above  s i t u a t i o n s ,   the  p r e s e n t l y   d i s c l o s e d   system  has  t h e  

advantage  of  giving  the  person  s i g n i f i c a n t   p r o t e c t i o n   as  well  as  p r o v i d i n g  

s e c u r i t y   for  the  p a r t i c u l a r   e n t i t y   having  con t ro l   of  the  U t i l i z a t i o n /  

I d e n t i f i c a t i o n   Terminal  whether  i t   be  a  point   of  sale  t e rmina l ,   a  computer  

t e r m i n a l ,   a  cash  i s su ing   t e rmina l   or  some  sort   of  f a c i l i t y   access  t e r m i n a l .  

As  w i l l   also  be  apparen t ,   the  i d e n t i f i c a t i o n   system  d i s c l o s e d   he re in   c o u l d  

be  combined  with  other   pe rsona l   i d e n t i f i c a t i o n   systems  for  var ious   h i g h  

s e c u r i t y   a p p l i c a t i o n s .   These  might  inc lude   s i g n a t u r e   v e r i f i c a t i o n   s y s t e m s ,  

f i n g e r p r i n t   r e c o g n i t i o n   systems,  v o i c e p r i n t   r e c o g n i t i o n   systems  and  t h e  

l i k e .  

In  summary,  the  he r e in   d i s c l o s e d   i d e n t i f i c a t i o n   system  provides  a  h i g h  

degree  of  s e c u r i t y   for  both  the  person  holding  the  CARD  and  the  e n t i t y  

which  u l t i m a t e l y   accepts   said  i d e n t i f i c a t i o n   at  a  s u i t a b l e   U/I  T e r m i n a l .  

The  system  ma in t a in s   s e c u r i t y   wi thout   r ecourse   to  a  Host  computer  which  

might  be  sub j ec t   to  breakdown,  communication  outages ,   e t c . ,   and  thus  i s  

capable   of  o f f - h o s t   o p e r a t i o n   wi thout   s a c r i f i c i n g   r e l i a b i l i t y .  



1.  A  personal   i d e n t i f i c a t i o n   system  inc lud ing   the  combination  of  a 
c r ed i t   c a r d - l i k e   device  (CARD)  to  be  presented   by  the  holder  of  t h e  

CARD  (Person) ,   a  U t i l i z a t i o n / I d e n t i f i c a t i o n   Terminal  (U/I  Terminal )  

to  which  the  CARD  is  p resen ted   for  i d e n t i f i c a t i o n   purposes,   and  a 
data  i n t e r f a c e   (A-A')  for  the  exchange  of  predetermined  data  between 

the  CARD  and  the  U/I  T e r m i n a l ,  

said  CARD  inc lud ing   means  (1045)  for  permanently  s tor ing   a  secret   key ,  

KT,  unique  to  said  p e r s o n ,  
said  combinat ion  being  c h a r a c t e r i z e d   by  encrypt ion   means  compr i s ing  

at  l e a s t   one  k e y - c o n t r o l l e d   b l o c k - c i p h e r   encrypt ion   device  (115, 

114A/B)  located   in  said  CARD, 

a  keyboard  (201  or  101)  at  which  the  person  may  enter  a  secre t   key ,  

KA, 
at  l e a s t   one  random  word  genera to r   (107,  207  or  106)  for  supplying  a 

data  input  word  for  encryp t ing   by  said  encrypt ion   means, 
said  enc ryp t ion   means  being  operable   to  encrypt  a  random  word  s u p p l i e d  

by  the  random  word  genera to r   under  the  s tored  key,  K ,  and  also  b e i n g  

operable   to  encrypt  the  same  random  word  under  said  secre t   key,  KA, 
entered  by  the  person  at  said  keyboard,   said  encrypt ion  means  u t i l i z -  

ing  i d e n t i c a l   encrypt ion   a lgor i thms   for  each  encrypt ion  o p e r a t i o n ,  

f i r s t   comparison  means  (217)  in  said  Terminal  for  comparing  t h e  

r e s u l t s   of  said  f i r s t   and  second  enc ryp t ion   opera t ions   and  means 

(also  217)  for  i n d i c a t i n g   a  s u c c e s s f u l   compar ison.  

2.  A  personal   i d e n t i f i c a t i o n   system  as  set  for th   in  claim  c h a r a c t e r i z e d  

in  that   said  encrypt ion   means  inc ludes   a  second  k e y - c o n t r o l l e d   b l o c k -  

-c ipher   encryp t ion   device  (215)  located   in  said  U/I  Terminal  and 

i d e n t i c a l   in  ope ra t ion   to  the  k e y - c o n t r o l l e d   b lock -c iphe r   e n c r y p t i o n  

device  (115)  on  the  CARD  and  wherein  said  keyboard  (201)  is  l o c a t e d  

in  the  U/I  Terminal  and,  

means  (also  201)  for  supplying  the  secre t   key,  KA,  entered  by  t h e  

person  via  said  keyboard  to  said  second  c ryp tographic   device  (215)  as 

the  key  input  there to   for  performing  said  second  encrypt ion   o p e r a t i o n .  

3.  A  personal   i d e n t i f i c a t i o n   system  as  set  for th   in  claim  2  including  a 

f i r s t   random  word  genera tor   (107)  located   in  said  CARD  and  a  second 

random  word  genera tor   (207)  located  in  the  U/I  Te rmina l ,  

means  (116  and/or  216)  for  combining  the  outputs  of  the  f i r s t   and 



second  random  word  g e n e r a t o r s   to  produce  a  r e s u l t a n t   random  word  and 

means  (a lso   116,  216)  for  supplying  the  r e s u l t a n t   random  word  as  t h e  

data  input   to  both  said  f i r s t   and  second  enc ryp t ion   devices  (115,  

2 1 5 ) .  

4.  A  pe r sona l   i d e n t i f i c a t i o n   system  as  set  fo r th   in  any  of  claims  1-3 

i n c l u d i n g   a  second  comparison  means  (117)  loca ted   in  said  CARD  f o r  

comparing  the  outputs   of  said  f i r s t   and  second  enc ryp t ion   o p e r a t i o n s ,  

counter   means  (125)  l oca ted   in  said  CARD  connected  to  the  output   o f  

said  second  comparison  means  (117),  means  inc lud ing   said  counter   (125) 

for  r e c o r d i n g   the  number  of  u n s u c c e s s f u l   compares  de t ec t ed   by  s a i d  

second  comparison  means  and  means  (128)  ac tuab le   upon  said  c o u n t e r  

r each ing   a  p r ede t e rmined   value  to  d i sab le   the  c i r c u i t r y   in  said  CARD. 

5.  A  pe r sona l   i d e n t i f i c a t i o n   system  as  set  fo r th   in  claim  I  wherein  s a i d  

combina t ion   inc ludes   a  pe r sona l   p o r t a b l e   t r a n s a c t i o n   device  (XATR) 

i n t e r p o s e d   between  said  CARD  and  said  U/I  Terminal  in  data  exchange  

r e l a t i o n s h i p   with  both  wherein  data  may  be  t r a n s f e r r e d   between  s a i d  

CARD  and  said  U/I  Terminal ,   said  keyboard  (101)  being  loca ted   w i t h i n  

said  XATR, 

c h a r a c t e r i z e d   by  means  (also  101)  for  t r a n s f e r r i n g   the  s ec re t   key  KA 
from  the  keyboard  to  the  enc ryp t ion   means,  the  data  t r a n s f e r   p a t h s  

w i t h i n   the  XATR  being  so  conf igured   that   the  keyboard  en tered   s e c r e t  

key  KA  is  never  a v a i l a b l e   at  the  data  i n t e r f a c e   (A-A')  between  t h e  

XATR  and  the  T e r m i n a l .  

6.  A  p e r s o n a l   i d e n t i f i c a t i o n   system  as  set  fo r th   in  claim  5  wherein  s a i d  

e n c r y p t i o n   means  comprises  at  l e a s t   one  k e y - c o n t r o l l e d   b l o c k - c i p h e r  

e n c r y p t i o n   device  (114A,  B)  and  said  two  keys  KT  and  KA  are  d i v i d e d  

into  at  l e a s t   two  segments  wherein  both  segments  are  necessa ry   f o r  

s u c c e s s f u l   o p e r a t i o n   of  the  enc ryp t ion   means,  said  system  i n c l u d i n g  

means  (104,  105)  for  s t o r i n g   said  key  KT  in  two  pa r t s   w i th in   the  CARD 

and  means  (120)  for  combining  said  two  par t s   to  supply  the  f u l l   key 

KT  to  said  e n c r y p t i o n   means  (114A),  means  (101,  122)  for  en t e r ing   a 

p o r t i o n   (KAL)  of  the  s ec re t   key  KA  at  the  Terminal  and  combining  s a i d  

entered   p o r t i o n   with  a  p rede te rmined   po r t i on   (KTH)  of  said  s tored  key 

KT  and  supplying  the  r e s u l t   of  the  combination  as  the  f u l l   key  KA  t o  

said  e n c r y p t i o n   means  (114B).  



7.  A  personal   i d e n t i f i c a t i o n   system  as  set  for th   in  claim  5  or  6  i n c l u d -  

ing  means  (103)  in  said  CARD  for  s to r ing   an  index  value  M  which  when 

combined  with  a  value KE  subsequen t ly   entered  at  the  keyboard  (101) 

produces  a  r e s u l t a n t   value  to  be  u t i l i z e d   as  the  key  K A,  wherein  s a i d  

means  for  combining  comprises  a  predetermined  and  fixed  c o m b i n a t o r i a l  

c i r c u i t   (111),  and  means  for  s e l e c t i v e l y   en te r ing   a  new  index  v a l u e  

into  said  system  via  said  keyboard  (101) .  

8.  A  personal   i d e n t i f i c a t i o n   system  for  i d e n t i f y i n g   an  i nd iv idua l   h o l d e r  

(Person)  of  an  u n a l t e r a b l e   charge  c a r d - l i k e   device  (CARD)  to  a 

U t i l i z a t i o n   Terminal  (U/I  Terminal ) ,   as  set  for th   in  any  of  c l a ims  

1-7,  

f u r t h e r   c h a r a c t e r i z e d   by  means  (208,  108)  for  s to r ing   the  random  word 

(ERWA)  encrypted  under  the  entered  key  KA  in  said  U/I  Terminal  and 

for  s t o r ing   the  random  word  (ERWT)  encrypted  under  the  true  key  KT in  
the  CARD, 

means  (209)  in  the  U/I  Terminal  for  causing  the  encrypted  word  (ERWT) 

stored  in  the  CARD  to  be  t r a n s f e r r e d   to  the  U/I  Te rmina l ,  

means  (217)  for  comparing  the  two  encrypted  words  ERWA  and  ERWT  f o r  

i d e n t i t y ,   and 

means  (also  217)  ac tuable   on  a  s u c c e s s f u l   comparison  for  i n d i c a t i n g  

to  the  U/I  Terminal  that  the  person  has  entered  the  proper  key  KA. 

9.  A  personal   i d e n t i f i c a t i o n   system  as  set  for th   in  claim  8  wherein  s a i d  

system  inc ludes   a  personal   po r t ab l e   t r a n s a c t i o n   device  (XATR)  i n t e r -  

posed  between  the  CARD  and  the  U/I  Terminal  inc luding  means  w i t h i n  

said  XATR  for  holding  the  CARD  in  data  exchange  r e l a t i o n s h i p   t h e r e w i t h  

and  means  wi th in   said  XATR  for  coupling  with  said  U/I  Terminal  in  d a t a  

exchange  r e l a t i o n s h i p   whereby  data  may  be  d i r e c t l y   t r a n s f e r r e d   be tween 

the  CARD  and  the  U/I  Terminal  via  the  XATR  and  wherein  said  XATR 

contains   said  keyboard  (101)  and  means  are  provided  for  t r a n s f e r r i n g  

the  key  KA  entered  by  the  person  d i r e c t l y   to  the  means  (114B)  f o r  

encrypt ing   the  random  word  under  the  key  KA,  said  encrypt ing  means 

(114B)  being  located  wi thin   the  CARD. 

10.  A  personal   i d e n t i f i c a t i o n   system  as  set  for th   in  claim  9  i n c l u d i n g  

means  (108,  109,  208,  209)  for  t r a n s f e r r i n g   the  two  encrypted  random 

words  ERWA  and  ERWT  between  the  U/I  Terminal  and  the  CARD  s i m u l t a -  

neously  in  bi t   s e r i a l   mode  and  in  the  opposi te   order  of  bi t   s i g n i f i -  



cance  whereby  any  a t tempt   to  subver t '  t he   data  flow  path  wi th in   t h e  

XATR  w i l l   cause  an  u n s u c c e s s f u l   comparison  of  the  two  e n c r y p t e d  

random  words  by  said  comparison  means  ( 2 1 7 ) .  

11.  A  p e r s o n a l   i d e n t i f i c a t i o n   system  inc lud ing   the  combinat ion  of  a 

c r e d i t   c a r d - l i k e   device  (CARD)  to  be  p re sen ted   by  the  holder   of  t h e  

CARD  (Person)   and  a  U t i l i z a t i o n   Terminal  (U/I  Terminal)  to  which  t h e  

CARD  is  p r e s e n t e d   for  the  purpose  of  i d e n t i f y i n g   the  p e r s o n ,  

a  data  i n t e r f a c e   for  the  exchange  of  p rede te rmined   data  between  t h e  

CARD  and  the  U/I  T e r m i n a l ,  

c h a r a c t e r i z e d   by  said  CARD  c o n t a i n i n g   a  f i r s t   k e y - c o n t r o l l e d   b l o c k -  

- c i p h e r   e n c r y p t i o n   device  (115)  connected  with  a  s to rage   means  (1045) 

for  pe rmanen t ly   s t o r i n g   a  s ec re t   key KT  unique  to  said  u s e r ,  
said  U/I  Terminal   c o n t a i n i n g   a  keyboard  (201)  at  which  the  holder   may 

enter   a  memorized  s ec re t   key  K   connected  with  a  second  k e y - c o n t r o l l e d  

b l o c k - c i p h e r   e n c r y p t i o n   device  (215)  i d e n t i c a l   in  o p e r a t i o n   to  t h e  

e n c r y p t i o n   device   (115)  loca ted   in  said  CARD, 

said  combina t ion   f u r t h e r   i nc lud ing   random  word  g e n e r a t i o n   means  (107,  

207,  116,  216)  for  supplying  a  data  input  word  for  enc ryp t ing   by  s a i d  

two  e n c r y p t i o n   d e v i c e s ,  

means  (PI)  for  a c t u a t i n g   said  f i r s t   enc ryp t ion   device  (115)  to  e n c r y p t  

a  random  word  supp l ied   by  the  random  word  gene ra t i on   means  under  t h e  

s to red   key  KT  and  for  a c t u a t i n g   the  second  enc ryp t ion   device  (215)  t o  

encrypt   the  same  random  word  under  the  keyboard  entered  key  K A, 
f i r s t   comparison  means  (217)  in  said  T e r m i n a l ,  

means  (108,  208,  209)  for  t r a n s f e r r i n g   the  encrypted  random  words 

from  said  f i r s t   and  second  enc ryp t ion   devices  to  said  f i r s t   compar i son  

means  and  means  (217)  for  i n d i c a t i n g   a  s u c c e s s f u l   compar i son .  

12.  A  pe r sona l   i d e n t i f i c a t i o n   system  as  set  fo r th   in  claim  11  w h e r e i n  

said  random  word  g e n e r a t i o n   means  comprises  a  f i r s t   random  word  g e n e r -  

a tor   (107)  l oca t ed   in  said  card  and  a  second  random  word  g e n e r a t o r  

(207)  l oca t ed   in  said  U/I  T e r m i n a l ,  

c o m b i n a t o r i a l   c i r c u i t   means  (116,  216)  for  combining  the  outputs   o f  

said  f i r s t   and  second  random  word  gene ra to r s   to  produce  a  t h i r d  

random  word  which  is  suppl ied   to  said  f i r s t   and  second  e n c r y p t i o n  

devices   as  the  data  word  to  be  encryp ted ,   and  s torage   means  (108,  208) 

loca ted   in  the  CARD  and  U/I  Terminal  for  r e s p e c t i v e l y   s t o r ing   t h e  

outputs   of  said  f i r s t   and  second  enc ryp t ion   d e v i c e s .  



13.  A  personal   i d e n t i f i c a t i o n   system  as  set  fo r th   in  claim  11  or  12 

inc lud ing   a  second  comparison  means  (117)  located  in  said  CARD  f o r  

comparing  the  outputs   of  said  f i r s t   and  second  enc ryp t ion   d e v i c e s ,  

counter  means  (125)  in  said  CARD  connected  to  the  output  of  s a i d  

second  comparison  means  (117),  means  (104,  117)  for  increment ing   t h e  

value  s tored  in  said  counter  whenever  an  unsuccess fu l   compare  i s  

de tec ted   by  said  second  comparison  means  and  means  (128)  a c t u a b l e  

upon  said  counter   reaching  a  predetermined  value  to  d i s ab l e   t h e  

c i r c u i t r y   in  said  CARD. 

14.  A  personal   i d e n t i f i c a t i o n   system  as  set  for th   in  claim  13  i n c l u d i n g  

means  (117)  for  r e s e t t i n g   said  counter  (125)  to  zero  whenever  a 

s u c c e s s f u l   comparison  occurs  in  said  comparison  means. 

15.  A  persona l   i d e n t i f i c a t i o n   system  inc luding   the  combination  of  a  c r e d i t  

c a r d - l i k e   device  (CARD)  to  be  p resented   by  the  holder   of  the  CARD 

(Person)  and  a  U t i l i z a t i o n   Terminal  (U/I  Terminal)  to  which  the  CARD 

is  p re sen ted   for  the  purpose  of  i d e n t i f y i n g   said  p e r s o n ,  
said  combinat ion  inc lud ing   a  personal   p o r t a b l e   t r a n s a c t i o n   d e v i c e  

(XATR)  t o t a l l y   under  the  cont ro l   of  the  person  having  a  f i r s t   d a t a  

exchange  i n t e r f a c e   for  the  exchange  of  data  between  said  CARD  and  s a i d  

XATR  and  a  second  data  exchange  i n t e r f a c e   for  the  t r a n s f e r   of  d a t a  

between  said  XATR  and  said  U/I  Terminal  whereby  s e l ec t ed   data  may  be 

exchanged  d i r e c t l y   between  said  CARD  and  said  U/I  Terminal  via  s a i d  

XATR, 

c h a r a c t e r i z e d   by  said  XATR  inc luding   a  keyboard  (101)  at  which  t he  

holder  may  enter   a  sec re t   memorized  key  KA, 
the  CARD  inc lud ing   k e y - c o n t r o l l e d   b l o c k - c i p h e r   enc ryp t ion   means  (114A, 

B)  and  a  s torage   means  (1045,  104+105)  for  permanently  s to r ing   a 

secre t   key  KT  unique  to  said  u s e r ,  

a  random  word  genera to r   (106)  located  in  said  card  for  supplying  a 

i  data  input  word  for  encryp t ion   by  said  encryp t ion   means,  

means  (PI)  ac tuable   upon  the  p r e s e n t a t i o n   to  the  Terminal  of  the  XATR 

con ta in ing   the  CARD  and  the  entry  of  the  memorized  key  K  into  t h e  

system  to  i n i t i a t e   an  i d e n t i f i c a t i o n   o p e r a t i o n ,  

means  inc lud ing   said  encrypt ion   means  (114A)  in  the  CARD  for  e n c r y p t -  

i  ing  a  random  word  suppl ied  by  the  random  word  genera tor   under  t h e  

stored  key KT  and  means  (114B)  for  encrypt ing   the  same  random  word 

under  the  key  KA  entered  by  the  holder  at  said  keyboa rd ,  



f i r s t   comparison  means  (217)  wi th in   said  Terminal  for  comparing  s a i d  

two  e n c r y p t i o n s   of  said  random  word,  and  means  for  i n d i c a t i n g   a 

s u c c e s s f u l   c o m p a r i s o n .  

16.  A  p e r s o n a l   i d e n t i f i c a t i o n   system  as  set  fo r th   in  claim  15  w h e r e i n  

said  means  for  e n c r y p t i n g   the  random  word  under  the  key  KT  c o m p r i s e s  

a  f i r s t   k e y - c o n t r o l l e d   b l o c k - c i p h e r   enc ryp t ion   device  (114A)  and 

wherein  the  means  for  enc ryp t ing   the  random  word  under  the  keyboa rd  

en te red   key  KA  comprises   a  second  k e y - c o n t r o l l e d   b l o c k - c i p h e r   c r y p t o -  

g raph ic   device   (114B)  i d e n t i c a l   to  said  f i r s t   device  wherein  the  d a t a  

path  between  the  s to rage   means  for  said  s ec re t   key KT  to  said  f i r s t  

e n c r y p t i o n   device  is  t o t a l l y   wi th in   said  CARD  and  is  not  a c c e s s i b l e  

from  the  CARD's  data  i n t e r f a c e ,  

and  means  for  connec t ing   the  keyboard  (101)  in  the  XATR  d i r e c t l y   t o  

the  second  e n c r y p t i o n   device  (114B)  loca ted   w i th in   the  CARD  whereby 

the  key  KA  is  never  a c c e s s i b l e   to  the  data  i n t e r f a c e   between  the  XATR 

and  the  U/I  T e r m i n a l .  

17.  A  pe r sona l   i d e n t i f i c a t i o n   system  as  set  fo r th   in  claim  15  or  16 

i n c l u d i n g   means  (103)  in  said  CARD  for  s t o r ing   an  index  value  M  which  

when  combined  with  a  value  KE  subsequen t ly   en tered   at  the  k e y b o a r d  

produces  a  r e s u l t a n t   value  to  be  u t i l i z e d   as  the  key  KA  wherein  s a i d  

means  for  combining  comprises  a  p rede te rmined   and  fixed  c o m b i n a t o r i a l  

c i r c u i t   (111),  and  means  (103,  101)  for  s e l e c t i v e l y   e n t e r i n g   a  new 

index  value  into  said  system  via  said  keyboa rd .  

18.  A  pe r sona l   i d e n t i f i c a t i o n   system  as  set  fo r th   in  claim  16  or  17 

wherein  said  two  keys  KT  and  KA  are  divided  into  at  l e a s t   two  segments  
wherein  both  segments  are  necessary   for  s u c c e s s f u l   o p e r a t i o n   of  t h e  

two  e n c r y p t i o n  m e a n s ,   said  system  inc lud ing   means  (104,  105)  f o r  

s t o r i n g   said  key KT  in  two  pa r t s   wi th in   the  CARD  and  means  (120)  f o r  

combining  said  two  pa r t s   to  supply  the  f u l l   key  KT  to  said  f i r s t  

e n c r y p t i o n   means,  means  (101,  122,  105)  for  e n t e r i n g   a  p o r t i o n   of  t h e  

sec re t   key  KA  at  the  Terminal  and  for  combining  said  en tered   p o r t i o n  

with  a  p r ede t e rmined   segment  of  said  s tored  key  KT  and  supplying  t h e  

r e s u l t   of  the  combinat ion   as  the  f u l l   key  KA  to  said  second  e n c r y p t i o n  

means .  
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