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@)  Alarm  system  and  a  sensor  module  therefor. 

An  alarm  system  is  capable  of  monitoring  a  plurality 
of  zones  (1-8).  The  system  comprises  a  sensor  module 
(7)  in  each  zone,  connected  to  an  alarm  sensor  (1-6) 
and  by  a  respective  signalling  path  (8)  to  a  central  con- 
troller  (9).  Alarm  indications  produced  by  the  alarm 
sensor  can  be  stored  in  the  module  and  an  indication 
of  the  type  of  alarm  indication  can  be  signalled  to  the 
controller.  The  controller  is  able  to  act  on  the  module 
to  set  or  unset  settable  alarm  sensors,  and  also  to 
produce  a  visual  indication  in  the  zone  of  the  module 
being  an  indication  of  the  ability  of  a  module  to  respond 
to  alarm  indications. 

The  sensor  modules  can  also  be  connected  in  series 
and  can  monitor  more  than  one  alarm  sensor. 



The  p r e s e n t   i n v e n t i o n   r e l a t e s   to  an  alarm  s y s t e m .  

A  p r e v i o u s l y   proposed  alarm  system  is  d e s c r i b e d   in  an  

a r t i c l e   " M i c r o p r o c e s s o r - B a s e d   Alarm  Repor t ing   and  D i s p l a y  

System"  by  J.B.  Morgan  of  V i n d i c a t o r   C o r p o r a t i o n ,   Santa  C l a r a ,  

C a l i f o r n i a ,   (P roceed ings   of  1978  Carnaham  Conference  on  Crime 

C o u n t e r m e a s u r e s ) .   The  d e s c r i b e d   system  comprises   up  to  2000 

alarm  sensors   connec ted ,   in  groups ,   to  up  to  250  t r a n s p o n d e r s .  

The  t r a n s p o n d e r s   are  connected   to  a  common  m u l t i p l e x   data  bus 

and  are  s e q u e n t i a l l y   add re s sed   by  a  c e n t r a l   c o n t r o l l e r .  

The  d e s c r i b e d   system  is  a  d i g i t a l   system,  is  e x p e n s i v e ,   and 

more  s u i t a b l e   for  l a rge   i n s t a l l a t i o n s   having  hundreds  o f  

t r a n s p o n d e r s   r a t h e r   than  for  sma l l e r   i n s t a l l a t i o n s   with  say  t e n s  

of  t r a n s p o n d e r s   at  m o s t .  

I t   is  an  ob j ec t   of  the  p r e sen t   i n v e n t i o n   to  provide  an  

alarm  system  s u i t a b l e   for  sma l l e r   i n s t a l l a t i o n s .  

According  to  one  aspec t   of  the  i n v e n t i o n ,   the re   is  p r o v i d e d  

an  alarm  system  capable   of  m o n i t o r i n g   a  p l u r a l i t y   of  zones,   t h e  

system  compr i s ing   a  r e s p e c t i v e   sensor   module  (7)  in  each  z o n e ,  

each  module  being  connected   to,  and  a r ranged   to  mon i to r ,   a t  

l e a s t   one  a s s o c i a t e d   alarm  sensor   (1-6)  in  i t s   r e s p e c t i v e   z o n e ,  

the  system  also  compr i s ing   a  c e n t r a l   c o n t r o l l e r   (9)  and  b e i n g  

c h a r a c t e r i s e d   in  t h a t   each  sensor   module  (7)  is  connected   to  t h e  

c e n t r a l   c o n t r o l l e r   (9)  by  a  r e s p e c t i v e   two-way  s i g n a l l i n g   p a t h  

(8),  and  is  c apab le ,   on  the  one  hand  of  s t o r i n g   an  a l a r m  

i n d i c a t i o n   produced  by  i t s   a s s o c i a t e d   alarm  sensor   or  s e n s o r s  

and,  on  t he   o ther   hand,  of  s i g n a l l i n g   sa id   i n d i c a t i o n   to  t h e  



c e n t r a l   c o n t r o l l e r   (9)  via  said  r e s p e c t i v e   s i g n a l l i n g   path  ( 8 ) ;  

the  module  (7)  a lso   i n c l u d i n g   means,  s e l e c t i v e l y   a c t u a b l e   by  t h e  

c e n t r a l   c o n t r o l l e r   (9)  via  said  r e s p e c t i v e   s i g n a l l i n g   path  ( 8 ) ,  

to  v i s u a l l y   i n d i c a t e   in  each  zone,  whether   the  module  (7)  i n  

t ha t   zone  remains  capable   of  r e spond ing   t o  a n   alarm  i n d i c a t i o n .  

According  to  ano ther   aspec t   of  the  i n v e n t i o n ,   t he re   i s  

p rov ided   a  s ensor   module  (7)  s u i t a b l e   for  use  in  an  alarm  s y s t e m  

c h a r a c t e r i s e d   by  the  module  (7)  i n c l u d i n g   s t o r e   means  (43)  

capable   of  s t o r i n g   an  alarm  i n d i c a t i o n   produced  by  a  c o n n e c t e d  

alarm  sensor   (1-6)  and  a lso   i n c l u d i n g   d i s p l a y   means  ( 7 3 ) ,  

s e l e c t i v e l y   a c t u a b l e   by  a  c e n t r a l   c o n t r o l l e r   (9) ,   to  d i s p l a y  

whether   sa id   s t o r e   means  c o n t i n u e s   being  capab le   of  r e s p o n d i n g  

to  an  alarm  i n d i c a t i o n .  

The  sensor   module  may  f u r t h e r   comprise  means  s e l e c t i v e l y  

a c t u a b l e   by  the  c e n t r a l   c o n t r o l l e r   to  set   and  unset   s e t t a b l e  

alarm  s e n s o r s .   The  sensor   module  may  yet  f u r t h e r   c o m p r i s e  

means  capable   of  i d e n t i f y i n g   an  alarm  i n d i c a t i o n   d i s t i n c t i v e   o f  

d i f f e r i n g   alarm  s e n s o r s ,   and  s i g n a l l i n g   said  alarm  i n d i c a t i o n   t o  

the  c e n t r a l   c o n t r o l l e r .  

For  a  b e t t e r   u n d e r s t a n d i n g   of  the  i n v e n t i o n ,   and  to  show 

how  the  same  may  be  c a r r i e d   in to   e f f e c t ,   r e f e r e n c e   wi l l   now  be 

made  by  way  of  example,   to  the  accompanying  drawings  in  w h i c h :  

F igure   1  is  a  schemat ic   block  diagram  of  an  alarm  s y s t e m  

i n c o r p o r a t i n g   zone  modules  in  accordance   with  the  i n v e n t i o n ;  

Figure   2  is  a  s chemat ic   diagram  showing  the  c o n n e c t i o n   o f  

s e v e r a l   zone  modules  in  s e r i e s ;  

F igure   3  is  a  s chemat i c   diagram  showing  an  alarm  d e t e c t i o n  

loop  and  a  r a id   c i r c u i t   connected  to  a  zone  modu le ;  

F i g u r e  4   is  a  schemat ic   block  diagram  of  a  zone  module;  and 

Figures   5A  and  B  are  d e t a i l e d   c i r c u i t   diagrams  of  the  zone 

module  of  F igure   4 .  

F igures   6A  and  B  are  d e t a i l e d   c i r c u i t   diagrams  of  a  zone  

module  a l l owing   c o n n e c t i o n   to  e i t h e r   a  ra id   c i r c u i t   or  an  a l a r m  

d e t e c t i o n   c i r c u i t .  

General   D e s c r i p t i o n  -   F igure   1 

R e f e r r i n g   to  F igure   1,  the  shown  i n t r u d e r   alarm  system  can  

. 



monitor   e igh t   zones  of  t'or  example  a  b u i l n i n g .   This  may  oe 

u t i l i z e d   p a r t i c u l a r l y   for  an  i n t r u d e r   alarm  system  but  is  n o t  

r e s t r i c t e d   t h e r e t o ,   for  example  f i r e   s enso r s   may  be  u t i l i z e d .  

In  each  zone  the re   is  at  l e a s t   one  d e t e c t o r ,   1 . . . 6   connected   t o  

a  zone  module  7.  In  the  example  shown,  zone  5  has  two  zone  

modules  7  and  two  d e t e c t o r s   5  and  6  and  m o n i t o r i n g   of  zone  6  and  

7  is  not  shown  for  r easons   of  c l a r i t y .   The  zone  modules  7  a r e  

connected   by  r e s p e c t i v e   four  core  cables   8  to  a  c e n t r a l  

c o n t r o l l e r   9.  A  power  supply  10  s u p p l i e s   power  to  the  c e n t r a l  

c o n t r o l l e r   and  to  ac t ive   or  e l e c t r o n i c   d e t e c t o r s   such  a s  

d e t e c t o r s   3  and  5  which  r e q u i r e   a  power  s u p p l y .  

The  c e n t r a l   c o n t r o l l e r   9  r e c e i v e s   i n d i c a t i o n s   f r o m  t h e  

d e t e c t o r s   1  to  6  via  the  zone  modules   7,  of  whether  or  not  any 

of  the  d e t e c t o r s   have  sensed  an  i n t r u s i o n   in  any  of  the  z o n e s ,  

and  a lso  sends  s i g n a l s   to  the  zone  modules  to  achieve   v a r i o u s  

f u n c t i o n s   which  w i l l   be  d e s c r i b e d   h e r e i n a f t e r .   The  c o n t r o l l e r  

s e q u e n t i a l l y   scans  the  zones  and  only  t he reby   can  i d e n t i f y   wh ich  

zone  is  i n d i c a t i n g   an  i n t r u s i o n .  

In  the  system  of  F igure   1  the  zones  shown  are  d e d i c a t e d   t o  

d i f f e r e n t   alarm  f u n c t i o n s   as  fo l lows  for  example :  

Zone  1  is  d e d i c a t e d   to  an  access   route   in  which  t h e  

o p e r a t i o n   of  a  door  c o n t a c t   1  is  m o n i t o r e d ,  

Zone  2  i n c l u d e s   a  ra id   switch  2,  

Zones  3  to  8  i n c l u d e :   a  v i b r a t i o n   d e t e c t o r   3;  a  window 

f o i l   4;  an  u l t r a s o n i c   d e t e c t o r   5  and  a  p r e s s u r e   d e t e c t o r   6  b o t h  

in  zone  5;  and  a  door  c o n t a c t   14  in  zone  8.  However,  the  z o n e s  

do  not  need  to  be  d e d i c a t e d   to  p a r t i c u l a r   types   of  alarm,  and  

are  more  u s u a l l y   d e d i c a t e d   to  a  p a r t i c u l a r   g e o g r a p h i c a l   a r e a .  

The  c o n t r o l l e r ,   t o g e t h e r   with  the  zone  modules,   can  also  be 

a r ranged   to  de t ec t   whether   the  d e t e c t o r   g iv ing   an  alarm  in  any  

one  zone  is  a  ra id   d e t e c t o r   or  not  from  the  na tu re   of  the  s i g n a l  

i t   r e c e i v e s   from  a  zone module   as  wi l l   be  d e s c r i b e d   h e r e i n a f t e r .  

Zones  1  and  8  can  i n c l u d e   e i t h e r   or  both  a  shunt  lock  16, 

which  enables   a n - a u t h o r i s e d   person  to  pass  through  the  a c c e s s  

zone  wi thout   g e n e r a t i n g   an  alarm  and  a  l o c a l   shunt  swi tch   17 

which  enab les   a  l o c a l i s e d   area  to  be  swi tched   o f f .  



General   D e s c r i p t i o n  -   Figure   2 

In  a  zone  such  as  zone  5  where  the re   are  two  or  more  zone  

modules ,   they  are  connec ted   in  s e r i e s   as  shown  in  Figure   2 .  

The  c o n t i n u i t y   of  the  four  cores   of  s u c c e s s i v e   p o r t i o n s   of  t h e  

cable  8  is  ma in t a ined   by  wires   wi th in   each  zone  module  so  t h a t  

removal  of  any one  module  breaks  the  c o n t i n u i t y .   The  a c t u a l  

c i r c u i t s   of  the  zone  modules  are  connected   in  p a r a l l e l   with  t h e  

con t inuous   cable   p o r t i o n s   8.  The  c o n t r o l l e r   is  able  to  d e t e c t  

breakage   of  c o n t i n u i t y   due  to  removal  of  a  zone  module  and 

s i g n a l   an  alarm  c o n d i t i o n   in  r e sponse   t h e r e t o .  

Although  F igure   1  shows  only  one  d e t e c t o r   per  zone  module  

7,  more  than  one  d e t e c t o r   may  be  connected   to  each  module  7  a s  

shown  for  example  in  F igure   3,  which  wi l l   be  d e s c r i b e d   in  more 

d e t a i l   h e r e i n a f t e r .  

.General   D e s c r i p t i o n  -   F igure   3 

R e f e r r i n g   to  F igure   3,  each  zone  module  7  has:  an  

i n p u t / o u t p u t   a r rangement   71  having  two  po r t s   for  connec t i on   to  a  

d e t e c t i o n   loop  30,  and  two  power  supply  por ts   for  powering  an  

a c t i v e   d e t e c t o r ;   an  a r rangement   72  having  two  por t s   f o r  

c o n n e c t i o n   to  a  r a id   loop  37;  and  an  LED  d i s p l a y   73  p o s i t i o n e d  

to  be  v i s i b l e   to  an  o b s e r v e r .   The  module  accep t s   i n p u t s   f rom 

th ree   types  of  alarm  c o n t a c t   at  the  i n p u t / o u t p u t   a r rangement   71 

for  the  d e t e c t i o n   loop.   They  a r e :  

1)  A  normal ly   open  o r d i n a r y   t h r e s h o l d   alarm  c o n t a c t ;  

2)  A  normal ly   c losed   o r d i n a r y   t h r e s h o l d   alarm  c o n t a c t ;   and  

3)  An  a n t i - t a m p e r   or  other   24  hour  alarm  c o n t a c t .  

Examples  of  such  c o n t a c t s   are  shown  in  F igure   3.  W i t h i n  

the  d e t e c t i o n   loop  30  an  a c t i v e   d e t e c t o r   powered  from  the  power 

supply  por t s   of  the  i n p u t / o u t p u t   a r rangement   71  has  two  n o r m a l l y  

c losed   c o n t a c t s   32  and  33,  w h i l s t   the  loop  30  a lso   i n c l u d e s  

pass ive   normal ly   c losed  c o n t a c t s   34  and  36  and  a  p a s s i v e  

normal ly   open  con t ac t   35.  R e f e r r i n g   to  Figure   1  for  examples  

of  the  c o n t a c t s ,   the  a c t i ve   d e t e c t o r   having  c o n t a c t s   32,  33  may 

comprise  an  u l t r a s o n i c   d e t e c t o r   such  as  5,  the  normal ly   c l o s e d  

c o n t a c t s   34  and  36  may  comprise  a  window  f o i l   such  as  4,  and  

the  normal ly   open  con tac t   35  may  be  a  p r e s s u r e   d e t e c t o r   such  a s  

6 .  



R e f e r r i n g   to  Figure   3,  a  r a id   loop  37  comprises   a  s e r i e s   o f  

two  normal ly   c losed   c o n t a c t s   38  and  39  e q u i v a l e n t   to  ra id   s w i t c h  

2  of  F igure   1  for  e x a m p l e .  

As  d i s c l o s e d   h e r e i n a b o v e ,   the  na tu re   of  the  s i g n a l   r e c e i v e d  

by  the  c o n t r o l l e r   from  a  zone  module  can  i d e n t i f y   the  type  o f  

d e t e c t o r   g iv ing   the  a larm.  To  enable   one  module  to  m a i n t a i n  

t h i s   f a c i l i t y   with  only  one  alarm  loop  c o n n e c t i o n ,   i t   i s  

n e c e s s a r y   to  i n c o r p o r a t e   a  boos t e r   c i r c u i t   which  is  o p e r a t i o n a l  

only  if   the  alarm  sensor   connected  is  a  r a id   loop.   The 

f u n c t i o n i n g   of  t h i s   p a r t i c u l a r   module  w i l l   become  c l e a r  

h e r e i n a f t e r .  

Set  and  Unset  c o n t a c t s  

Alarm  c o n t a c t s   can  be  e i t h e r :  

1)  s e l e c t i v e l y   set   and  unse t ;   o r  

2)  pe rmanen t ly   s e t .  

R e f e r r i n g   to  F igure   3,  diodes  D33  and  D36  shunt  n o r m a l l y  

c losed  c o n t a c t s   33  and  36  w h i l s t   diode  D35  is  in  s e r i e s   w i t h  

normal ly   open  c o n t a c t   35.  Such  c o n t a c t s   33,  35  and  36  a r e  
s e t t a b l e   and  u n s e t t a b l e   by  choosing  the  d i r e c t i o n   of  c u r r e n t  

flow  around  the  loop  30.  The  unshunted   swi tches   32  and  34  f rom 

a n t i - t a m p e r   swi t ches   for  t h e i r   r e s p e c t i v e   s e n s o r s .   If   t h e  

c u r r e n t   flow  in  loop  30  is  in  the  d i r e c t i o n   of  conduc t ion   of  t h e  

diodes  D33  and  D36  (and  counte r   to  t ha t   of  diode  D35)  t h e  

c o n t a c t s   33,  35  and  36  are  i n o p e r a t i v e   and  thus  u n s e t .  

Otherwise   they  are  se t   when  the  c u r r e n t   flows  in  the  o p p o s i t e  

d i r e c t i o n .  

Con tac t s   such  as  32,  34  and  the  r a id   c o n t a c t s   38,  39  a r e  

i n s e n s i t i v e   to  the  d i r e c t i o n   of  c u r r e n t   flow  and  so  a r e  

pe rmanen t ly   s e t .  

Zone  Module  S i g n a l s  

The  zone  module  7  accep t s   th ree   s i g n a l s   from  the  c o n t r o l l e r  

9.  They  a r e :  

1)  A  r e s e t   s i g n a l   to  r e s e t   a  b i s t a b l e   l a t c h   c i r c u i t   in  t h e  

zone  modu le ;  

2)  A  s e t / u n s e t   s i g n a l ;   and  

3)  A  d i s p l a y   s i g n a l   for  s e l e c t i v e l y   caus ing   the  LED  d i s p l a y   73 

of  the  zone  module  to  d i s p l a y   the  s t a t e   of  the  l a t c h  



c i r c u i t .  

The  zone  module  i n d i c a t e s   to  the  c o n t r o l l e r :  

1)  the  o p e r a t i o n   of  an  alarm  c o n t a c t ;  

2)  whether  the  c o n t a c t   is  in  the  d e t e c t i o n   loop  or  the  r a i d  

l o o p ;  

3)  normal  o p e r a t i o n   (no  alarm  c o n t a c t s   o p e r a t e d ) ;  

and  the  zone  module  is  able  t o :  

4)  s t o r e   in  the  b i s t a b l e   l a t c h   c i r c u i t   the  o p e r a t i o n   of  an  

alarm  con tac t   even  i f   the  con t ac t   is  immedia te ly   r e s e t ;  

5)  d i s p l a y   the  s t a t e   of  the  l a t c h   c i r c u i t   using  the  LED 

d i s p l a y   73  in  r e sponse   to  the  d i s p l a y   s i gna l   of  t h e  

c o n t r o l l e r ;  

6)  r e s e t   the  l a t c h   in  r e sponse   to  the  r e s e t   s i g n a l   of  t h e  

c o n t r o l l e r ;   and  

7)  set  and  unset   alarm  c o n t a c t s   in  r e sponse   to  the  s e t / u n s e t  

s i g n a l   of  the  c o n t r o l l e r .  

S igna l   L i n e s  

R e f e r r i n g   to  F igure   2,  the  c o n t r o l l e r   is  connected   to  a  

zone  module  7  (or  a  s e r i e s   of  modules  7)  via  a  four  core  c a b l e  

8.  The  four  cores  are  d e s i g n a t e d :  

(i)  alarm  l i n e  

( i i )   c o n t r o l   l i n e  

( i i i )   common  ground  (OV)  and 

(iv)  power  l i ne   (+12V).  

Alarm  L i n e  

The  alarm  l i n e   from  the  c o n t r o l l e r   is  t e r m i n a t e d   by  an  end  

of  l i ne   r e s i s t o r   EOL  having  in  the  example  a  r e s i s t a n c e   of  6K8 

c o n n e c t i n g   the  alarm  l i n e   to  the  common  ground.  The  alarm  l i n e  

connec ts   wi th in   the  c o n t r o l l e r   9  to  a  +12V  supply  via  a  1K 

r e s i s t o r ,   and  to  a  set   of  compara tors   20.  

The  c o m p a r a t o r s ,   in  e f f e c t ,   sense  the  t o t a l   r e s i s t a n c e   i n  

s e r i e s   with  the  1K  r e s i s t o r ,   by  comparing  the  v o l t a g e   VA  on 

the  alarm  l i n e   with  r e f e r e n c e   v o l t a g e s .  

In  order  to  i n d i c a t e   a  r a id   alarm  a  zone  module  e f f e c t i v e l y  

connec ts   both  a  1K  r e s i s t o r   and  a  4K7  r e s i s t o r   in  p a r a l l e l   w i t h  

the  EOL  r e s i s t o r ,   and  o ther   alarms  are  i n d i c a t e d   by  connec t i ng   a  



4K7  r e s i s t o r   in  p a r a l l e l   with  the  EOL  r e s i s t o r .  

If  the  alarm  l i ne   is  broken,   or  the  ground  l i n e   is  b r o k e n  

or  a  zone  module  is  removed,  o p e n - c i r c u i t   is  s e n s e d .  

Thus  the  vo l t age   VA  v a r i e s   as  a  p r o p o r t i o n   of  the  +12V  a s  

f o l l o w s : -  

The  c o n t r o l l e r   can  r e s e t   a  l a t c h   c i r c u i t   of  a  zone  module  

by  r educ ing   the  +12V  source   v o l t a g e   of  the  alarm  l i ne   to  0  v o l t s  

for  a  pe r iod   of  between  200ms  and  1  second  as  w i l l   be  a p p a r e n t  

h e r e i n a f t e r .  

Cont ro l   L i n e  

The  c o n t r o l l e r   can  a lso  send  s i g n a l s   to  the  zone  m o d u l e ( s )  

7  via  the  c o n t r o l   l i n e ,   which  as  w i l l   be  apparen t   h e r e i n a f t e r  

have  an  e f f e c t   as  f o l l o w s : -  

If   the  c o n t r o l   l i n e   goes  open  c i r c u i t   or  sho r t   c i r c u i t   t o  

ground  the  zone  module  ac ts   as  if  i t   has  r e c e i v e d   the  Set  s i g n a l .  

Power  L i n e  

If  the  power  l i n e   is  broken  or  s h o r t e d ,   a  c u r r e n t   m o n i t o r  

in  the  zone  module  becomes  i n o p e r a t i v e   and  s i g n a l s   an  a l a r m .  

Zone  Module  -   F i g . 4  

The  c o n t r o l   l i ne   is  connected   to  a  Se t -Unse t   d e t e c t o r   40 

which  c o n t r o l s   a  vo l t age   r e v e r s a l   c i r c u i t   41  to  cause  c u r r e n t   t o  

flow  in  the  alarm  d e t e c t i o n   loop  ( e . g . l o o p   30  of  F ig .3 )   in  a  

d i r e c t i o n   def ined   by  the  vo l t age   on  the  c o n t r o l   l i n e ,   to  set   o r  

unset   the  alarm  c o n t a c t s   in  the  l o o p .  

A  c u r r e n t   moni tor   42  moni to rs   the  c u r r e n t   f lowing  in  t h e  

d e t e c t i o n   loop  30  by  m o n i t o r i n g   the  c u r r e n t   f lowing  from  t h e  

+12V  l i ne   to  the  r e v e r s a l   c i r c u i t   41.  R e f e r r i n g   to  F igure   3 ,  



in  normal  o p e r a t i o n   the  c u r r e n t   is  l i m i t e d   by  an  end  of  l i n e  

r e s i s t o r   EOL  (6K8)  and  the  i n t e r n a l   r e s i s t a n c e s   of  the  v o l t a g e  

r e v e r s a l   c i r c u i t   41  and  the  moni tor   42.  Thus,  in  the  n o r m a l  

o p e r a t i o n   a  c u r r e n t   of  value  w i th in   a  p r e s e t   range  (or  window) 

f lows.   If  the  loop  30  i n d i c a t e s   an  a l a r m  t h e   c u r r e n t   flow  i n  

the  loop  is  e i t h e r   zero  (open  c i r c u i t   loop)  or  a  high  value  due 

to  sho r t   c i r c u i t i n g   of  the  end  of  l ine   r e s i s t o r ,   and  in  e i t h e r  

case  the  moni tor   42  causes  a  l a t c h   c i r c u i t   43  to  ope ra t e   and 

connect   a  4K7  r e s i s t o r   from  the  alarm  l i n e   to  the  ground  l i n e .  

As  d i s c u s s e d   h e r e i n b e f o r e ,   t h i s   change  of  alarm  l i n e   r e s i s t a n c e  

is  sensed  by  the  c e n t r a l   c o n t r o l l e r   to  i n d i c a t e   an  a l a r m  

c o n d i t i o n .  

A  ra id   input   d e t e c t o r   44  is  connected   to  for  example  t h e  

r a id   loop  37  of  F igure   3.  If   a  normal ly   c losed   con tac t   38  o r  

39  is  opened  due  to  an  i n t r u s i o n ,   a  1K  r e s i s t o r   is  c o n n e c t e d  

from  the  alarm  l i ne   to  the  ground  l ine   by  the  d e t e c t o r   4 4 .  

Fur the rmore   the  l a t c h   c i r c u i t   43  is  a lso   o p e r a t e d   by  t h e  

d e t e c t o r   44  to  connect   the  4K7  r e s i s t o r   to  the  ground  l i n e .  

The  c o n t r o l l e r   senses   the  r e s u l t a n t   alarm  l i n e   r e s i s t a n c e   as  a  

ra id   c o n d i t i o n .  

The  zone  module  7  f u r t h e r   comprises   the  LED73  which  i s  

dr iven  by  an  LED  dr ive  45.  The.  drive  is  c o n t r o l l e d   by  t h e  

l a t c h   43  and  by  a  d i s p l a y   mode  d e t e c t o r   46,  which  is  r e s p o n s i v e  

to  the  c o n t r o l   l i ne   v o l t a g e ,   via  an  AND  gate  4 7 .  

If  the  c o n t r o l l e r   emits  the  enable   d i s p l a y   v o l t a g e   and  a t  

the  same  time  an  alarm  c o n d i t i o n   is  i n d i c a t e d   by  the  l a t c h   43 ,  

the  LED  wi l l   emit  l i g h t .  

The  zone  module  a lso  comprises   a  normal ly   c l o s e d  

a n t i - t a m p e r   switch  48  which  is  in  s e r i e s   with  the  d e t e c t i o n   l o o p  

to  cause  an  alarm  i f   for  example,  the  housing  (not  shown)  of  t h e  

zone  module  is  r emoved .  

Once  the  l a t c h   c i r c u i t   has  been  a c t u a t e d   to  i n d i c a t e   an  

alarm  i t   is  d e a c t u a t e d   by  the  c e n t r a l   c o n t r o l l e r   9  r educ ing   t h e  

+12V  source  vo l t age   on  the  alarm  l i ne   to  zero  for  200ms  to  1 

second,   the  l a t c h   c i r c u i t   being  powered  from  the  alarm  l i ne   v i a  

c o n n e c t i o n   49 .  



The  zone  module  thus  al lows  the  f o l l o w i n g   f ive  modes  o f  

o p e r a t i o n   to  be  achieved  for  a  zone  module  of  one  zone,  a s s u m i n g  

one  zone  module  per  z o n e .  

a)  U n s e t  

All  normal  s e t t a b l e / u n s e t t a b l e   alarm  c o n t a c t s  

a s s o c i a t e d   with  the  module  are  i n h i b i t e d ,   a l t h o u g h  

a n t i - t a m p e r ,   r a i d ,   and  o ther   24  hour  c o n t a c t s   s t i l l  

o p e r a t e .   This  mode  is  the  normal  day  time  mode.  No 

d i s p l a y   of  the  alarm  c o n d i t i o n   is  r e q u i r e d   at  the  zone 

m o d u l e .  

b)  S e t  

All  c o n t a c t s   a s s o c i a t e d   with  the  module  are  enabled   and  

can  cause  the  l a t c h   43  and  the  c o n t r o l l e r   to  i n d i c a t e   an 

alarm  c o n d i t i o n .   No  d i s p l a y   of  the  alarm  c o n d i t i o n   i s  

r e q u i r e d   at  the  zone  module  to  avoid  warning  an  i n t r u d e r   tha t   an  

alarm  has  been  set   o f f .  

S e a r c h  

In  t h i s   mode,  the  d i s p l a y   of  the  zone  module  is  enabled  by 

the  c o n t r o l l e r   and  if  an  alarm  c o n t a c t   is  a c t u a t e d   so  tha t   t h e  

a s s o c i a t e d   l a t c h   c i r c u i t   43  i n d i c a t e s   the  alarm  c o n d i t i o n ,   t h e  

a s s o c i a t e d   d i s p l a y   73  l o c a l l y   i n d i c a t e s   the  alarm.  A l l  

s e t t a b l e / u n s e t t a b l e   alarm  c o n t a c t s   in  o ther   zones  are  unset   by 

the  c o n t r o l l e r   to  i n h i b i t   them.  Thus  the  zone  module  of  t h e  

a c t u a t e d   alarm  d i s p l a y s   the  a larm,  but  o ther   alarms  in  o t h e r  

zones  are  i n h i b i t e d   by  the  c o n t r o l l e r   so  as  to  allow  a  s e a r c h  

for  the  alarm  source  to  be  made  wi thou t   s e t t i n g   off   the  o t h e r  

a la rms.   This  mode  also  al lows  easy  checking  for   f a u l t y   a l a r m s .  

T e s t  

In  t h i s   mode,  the  c o n t r o l l e r   is  caused  to  c o n t i n u o u s l y  

cycle   th rough   the  s e t ,   d i s p l a y   and  r e s e t   modes  if   an  a l a r m  

c o n t a c t   is  d e l i b e r a t e l y . o p e r a t e d   to  t e s t   i t .   The  zone  module 

p rov ides   l o c a l   i n d i c a t i o n   of  the  o p e r a t i o n   of  the  c o n t a c t   but  no 

alarms  are  s i g n a l l e d   by  the  c o n t r o l l e r .  

R e s e t  

The  l a t c h   c i r c u i t s   43  can  be  r e s e t   by  removing  the  power 

supply   to  the  alarm  l i n e .  



Zone  Module  -   D e t a i l s  -   F igs .   5A  and  B  

R e f e r r i n g   to  F igure   5A,  the  s e t / u n s e t   d e t e c t o r   40  c o m p r i s e s  

a  t r a n s i s t o r   40  the  base  of  which  is  connected   to  the  c o n t r o l  

l ine   via  a  p o t e n t i a l   d i v i d e r   R1,  R2  to  r e ce ive   the  s e t / u n s e t  

s i g n a l   from  the  c o n t r o l l e r   9.  In  the  s e t  c o n d i t i o n ,   t h e  

t r a n s i s t o r   is  non  c o n d u c t i v e ,   and  in  the  unset   c o n d i t i o n   i t   i s  

c o n d u c t i v e .  

The  v o l t a g e   r e v e r s a l   c i r c u i t   41  comprises   s ix   CMOS 

i n v e r t i n g   a m p l i f i e r s   (eg  a4069  c i r c u i t )   in  a  s i n g l e   IC  p a c k a g e  

having  a  common  power  l i n e   50.  The  a m p l i f e r s   are  connected   a s  

shown  to  produce  a  d i r e c t i o n   of  c u r r e n t   flow  in  the  d e t e c t i o n  

loop  30  de f i ned   by  the  s e t / u n s e t   d e t e c t o r   40 .  

The  c u r r e n t   moni tor   42  moni to r s   the  c u r r e n t   f lowing  in  t h e  

power  l i ne   50  to  the  r e v e r s a l   c i r c u i t   41.  In  the  no rma l  

c o n d i t i o n   of  the  d e t e c t i o n   loop,   the  c u r r e n t   f lowing  in  t h e  

power  l i n e   is  l i m i t e d   by  r e s i s t o r s   R3,  R4  of  the  monitor   42,  by 

r e s i s t o r s   R7  and  R8  at  the  ou tpu t s   of  the  r e v e r s a l   c i r c u i t   and 

by  the  6K8  end  of  l i n e   r e s i s t o r   of  the  d e t e c t i o n   l o o p .  

In  t h i s   s i t u a t i o n ,   t r a n s i s t o r   T2  of  the  moni tor   42  i s  

n o n - c o n d u c t i v e   and  t r a n s i s t o r   T1  is  c o n d u c t i v e .  

If  the  moni tored   c u r r e n t   d e p a r t s   from  the  normal  value  due 

to  an  alarm,  in  r e sponse   to  which  i t   becomes  zero  or  very  l a r g e ,  

t r a n s i s t o r   T1  becomes  n o n - c o n d u c t i v e .  

Thus  the  v o l t a g e   at  poin t   A  of  F igure   5A  is  +12V  i n d i c a t i n g  

normal  o p e r a t i o n   or  OV  i n d i c a t i n g   an  alarm  in  the  d e t e c t i o n   l o o p  

30 .  

The  r a id   input   d e t e c t o r   40  which  is  connected   to  the  r a i d  

loop  37  comprises   a  t r a n s i s t o r   T3  the  base  of  which  is  c o n n e c t e d  

to  a  p o t e n t i a l   d i v i d e r   R11,  R12,  R13  between  the  +12V  l ine   and 

the  ground  l i ne   as  shown.  In  normal  o p e r a t i o n   the  ra id   l oop .  

s h o r t s   out  r e s i s t o r s   R12,  R13  so  tha t   t r a n s i s t o r   T3  i s  

n o n - c o n d u c t i v e   and  the  vo l t age   at  point   B  is  +12V  de r ived   f rom 

the  alarm  l i n e   via  the  1 K  r e s i s t o r .   In  an  alarm  c o n d i t i o n   t h e  

r a id   loop  is  o p e n - c i r c u i t ,   t r a n s i s t o r   T3  is  conduc t ive   and  t h e  

v o l t a g e   at  poin t   B  is  zero  v o l t s   and  the  1K  r e s i s t o r   i s  

e f f e c t i v e l y   in  p a r a l l e l   with  the  6K8  end  of  l ine   r e s i s t o r   EOL 

(see  F ig .4   or  F ig .2 )   to  s i g n a l   a  ra id   alarm  to  the  c o n t r o l l e r   9.  



R e f e r r i n g   to  Figure   5B,  the  l a t c h   c i r c u i t   43  comprises   f o u r  

NAND  gates   in  a  common  IC  package  having  a  common  power  l ine   49 

(eg  a4093  c i r c u i t ) .   The  power  is  de r ived   from  the  alarm  l i n e  

via  a  smoothing  and  clamping  c i r c u i t   compr is ing   a  r e s i s t o r   R14, 

a  Zener  diode  D2  and  a  c a p a c i t o r   C1. 

The  ga tes   are  connected   as  shown  to  form  a  b i s t a b l e   l a t c h  

c i r c u i t .   R e s i s t o r   R15  and  c a p a c i t o p r   C2  in  one  of  the  f e e d  

back  c o n n e c t i o n s   of  the  b i s t a b l e   def ine   a  minimum  time  r e q u i r e d  

for  an  alarm  c o n d i t i o n   to  a c t u a t e   the  b i s t a b l e .  

If  the  vo l t age   at  poin t   A  or  B  goes  zero  for  more  than  t h e  

minimum  t ime,   the  b i s t a b l e   is  se t   so  t ha t   the  4K7  r e s i s t o r   i s  

connected   from  the  alarm  l i n e   to  ground  via  the  low  impedance  

ou tpu t   of  one  of  the  g a t e s ,   to  s igna l   an  alarm  c o n d i t i o n   to  t h e  

c o n t r o l l e r   9 .  

In  the  case  of  a  r a id   alarm  both  the  1K  and  the  4K7  a l a r m  

r e s i s t o r s   are  connected   between  the  alarm  l ine   and  ground.  F o r  

o ther   alarms  only  the  4K7  r e s i s t o r   is  so  c o n n e c t e d .  

The  d i s p l a y   mode  d e t e c t o r   comprises   a  t r a n s i s t o r   T4,  t h e  

base  of  which  is  connected  to  a  p o t e n t i a l   d i v i d e r   R16,  R17,  R18 

between  the  c o n t r o l   l ine   and  g r o u n d .  

A  diode  47  is  connected   between  the  p o t e n t i a l   d i v i d e r   and  

the  b i s t a b l e   to  act  as  the  AND  gate  47 .  

If   the  b i s t a b l e   c i r c u i t   does  not  i n d i c a t e   an  a larm,   but  t h e  

c o n t r o l l e r   emits  the  d i s p l a y   enable   s igna l   on  the  c o n t r o l   l i n e ,  

the  diode  47  conduc t s ,   the  conduc t ion   path  ex t end ing   to  g r o u n d  

th rough   the  low  impedance  ou tpu t   of  the  gate  to  which  i t   i s  

connected   and  thus  t r a n s i s t o r   T4  is  n o n - c o n d u c t i v e .   If  t h e  

b i s t a b l e   c i r c u i t   i n d i c a t e s   an  alarm,  diode  47  is  non  c o n d u c t i v e  

and  the  t r a n s i s t o r   T4  is  c o n d u c t i v e ,   and  LED  73  is  then  e n a b l e d .  

As  the  b i s t a b l e   is  powered  from  the  alarm  l i n e ,   i t   can  be 

r e s e t   by  r educ ing   the  alarm  l i n e   source  vo l t age   to  OV. 

If  i t   is  de s i r ed   to  only  have  one  alarm  loop  c o n n e c t i o n   on 

the  module,  as  d i s c l o s e d   he re inabove   a  boos te r   c i r c u i t  

o p e r a t i o n a l   for  ra id   loop  c o n n e c t i o n s   must  be  i n c o r p o r a t e d .  

R e f e r r i n g   to  f i g u r e s   6A  and  B,  which  in  so  far  as  p o s s i b l e  

r e t a i n   symbols  common  to  f i g u r e s   5A  and  B,  a  r a id   or  d e t e c t i o n  

loop  37  or  30  is  connected   to  the  vo l t age   r e v e r s a l   c i r c u i t   41 .  



If  an  alarm  is  d e t e c t e d   then  as  before   the  v o l t a g e   at  po in t   A 

wi l l   drop  to  zero  v o l t s ,   which  wi l l   be  sensed  by  l a t c h   c i r c u i t  

43  to  connect   the  4K7  r e s i s t o r   from  the  alarm  l i ne   to  ground  v i a  

the  low  impedance  ou tput   of  one  of  the  l a t c h   c i r c u i t   g a t e s ,   t o  

s i g n a l   an  alarm  c o n d i t i o n   to  the  c o n t r o l l e r .  

In  the  case  when  a  ra id   loop  37  is  connected  to  v o l t a g e  

r e v e r s a l   c i r c u i t   41,  a  f u r t h e r   1K  r e s i s t o r   needs  to  be  c o n n e c t e d  

ac ross   the  alarm  l i n e   to  ground  to  i n d i c a t e   a  r a id   a larm.   To 

f a c i l i t a t e   t h i s ,   a  ra id   swi tch   RS  is  l i nked   to  a  po in t   C 

connec ted   to  diode  47,  which  poin t   i n c r e a s e s   in  v o l t a g e   when  an  

alarm  c o n d i t i o n   is  r e g i s t e r e d .   By  c o n n e c t i n g   ra id   swi tch   RS  t o  

r e s i s t o r   12  of  a  b o o s t e r   c i r c u i t   44  and  having  r a id   swi tch   RS 

o p e r a t i o n a l ,   an  alarm  c o n d i t i o n   a p p e a r i n g   at  poin t   C  w i l l   c a u s e  

t r a n s i s t o r   T3  in  c i r c u i t   44  to  conduc t ,   c o n n e c t i n g   t he reby   t h e  

r e q u i r e d   1K  r e s i s t o r   ac ross   the  alarm  l i n e   to  g r o u n d .  

The re fo re   by  t h i s   means,  when  a  r a id   loop  is  connec ted   to  a  

module,   o p e r a t i o n   of  the  r a id   swi tch   RS  w i l l   a l low  a  s i g n a l  

i d e n t i f y i n g   a  r a id   alarm  to  be  passed  to  the  c o n t r o l l e r .  

However,  if   a  d e t e c t i o n   c i r c u i t   is  connected   to  the  m o d u l e ,  

d e - a c t i v a t i o n   of  ra id   swi tch   RS  wi l l   ensure   a  s i g n a l   i d e n t i f y i n g  

a  d e t e c t i o n   alarm  is  passed  to  the  c o n t r o l l e r .  



1.  An  alarm  system  capable   of  m o n i t o r i n g   a  p l u r a l i t y   of  z o n e s ,  
the  system  compr i s ing   a  r e s p e c t i v e   sensor   module  (7)  in  each  z o n e ,  
each  module  being  connected   to,   and  a r ranged   to  moni to r ,   at  l e a s t  

one  a s s o c i a t e d   alarm  sensor   (1-6)  in  i t s   r e s p e c t i v e   zone,  the  s y s t e m  

also  compr i s ing   a  c e n t r a l   c o n t r o l l e r   (9)  and  being  c h a r a c t e r i s e d   i n  

tha t   each  sensor   module  (7)  is  connected   to  the  c e n t r a l   c o n t r o l l e r  

(9)  by  a  r e s p e c t i v e   two-way  s i g n a l l i n g   path  (8),   and  is  c a p a b l e , o n  

the  one  hand  of  s t o r i n g   an  alarm  i n d i c a t i o n   produced  by  i t s  

a s s o c i a t e d   alarm  sensor   or  s enso r s   and,  on  the  o ther   hand,  o f  

s i g n a l l i n g   sa id   i n d i c a t i o n   to  the  c e n t r a l   c o n t r o l l e r   (9)  via  s a i d  

r e s p e c t i v e   s i g n a l l i n g   path  (8);  the  module  (7)  a lso  i n c l u d i n g  

means,  s e l e c t i v e l y   a c t u a b l e   by  the  c e n t r a l   c o n t r o l l e r   (9)  via  s a i d  

r e s p e c t i v e   s i g n a l l i n g   path  (8),  to  v i s u a l l y   i n d i c a t e   in  each  z o n e ,  

whether   the  module  (7)  in  t h a t  z o n e   remains  capable   of  r e spond ing   t o  

an  alarm  i n d i c a t i o n .  

2.  A  system  acco rd ing   to  Claim  1,  wherein   sa id   sensor   module  

(7)  is  also  capab le ,   on  the  one  hand,  of  s t o r i n g   an  alarm  i n d i c a t i o n  

produced  by  sa id   at  l e a s t   one  a s s o c i a t e d   alarm  sensor   (1-6)  and,  on 

the  o ther   hand,  s i g n a l l i n g   to  the  c e n t r a l   c o n t r o l l e r   (9)  an  a l a r m  

i n d i c a t i o n   d i s t i n c t i v e   of  the  alarm  i n d i c a t i o n   produced  by  sa id   a t  

l e a s t   one  a s s o c i a t e d   alarm  sensor   ( 1 - 6 ) .  

3.  A  system  acco rd ing   to  Claims  1  or  2,  where in   an  alarm  zone  

i n c l u d e s   at  l e a s t   two  s e r i e s   l i nked   s enso r   modules  ( 7 ) .  

4.  A  system  acco rd ing   to  any one  of  Claims  1,  2  or  3,  w h e r e i n  

the  sensor   module  (7)  i n c l u d e s   means,  s e l e c t i v e l y   a c t u a b l e   by  s a i d  

c e n t r a l   c o n t r o l l e r   (9),  to  set   and  unset   s e t t a b l e   alarm  s e n s o r s  

( 1 - 6 ) .  

5.  A  sensor   module  (7)  s u i t a b l e   for  use  in  an  alarm  s y s t e m  

a c c o r d i n g   to  any  p r e c e d i n g   claim  c h a r a c t e r i s e d   by  the  module  (7 )  

i n c l u d i n g   s t o r e   means  (43)  capable   of  s t o r i n g   an  alarm  i n d i c a t i o n  

produced  by  a  connected   alarm  sensor   (1-6)  and  a lso  i n c l u d i n g  

d i s p l a y   means  (73),  s e l e c t i v e l y   a c t u a b l e   by  a  c e n t r a l   c o n t r o l l e r  

(9) ,   to  d i s p l a y   whether   sa id   s t o r e   means  con t inues   being  capable   o f  

r e s p o n d i n g   to  an  alarm  i n d i c a t i o n .  



6.  A  sensor   module  (7)  a cco rd ing   to  Claim  5,  wherein  t he re   i s  

i n c l u d e d   r e sponse   means  being  capable   of  i d e n t i f y i n g   a l a r m  

i n d i c a t i o n s   d i s t i n c t i v e   of  d i f f e r i n g   alarm  s e n s o r s   and  s i g n a l l i n g  

sa id   i d e n t i f i c a t i o n   to  a  c e n t r a l   c o n t r o l l e r   ( 9 ) .  

7.  A  sensor   a cco rd ing   to  Claim  6,  where in   t he re   is  f u r t h e r  

i n c l u d e d   means,  s e l e c t i v e l y   a c t u a b l e   by  a  c e n t r a l   c o n t r o l l e r ,   t o  

set  and  unset   s u i t a b l e   alarm  senso r s   ( 1 - 6 ) .  
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