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Alarm  control  center. 

  An  alarm  control  center  having  means  for  interchange- 
ably  assigning  alarm  parameters  for  each  sensor  loop  (102) 
in  an  array  of  sensor  loops  and  for  interchangeably  assign- 
ing  alarm  outputs  for  each  of  the  sensor  loops.  When  the 
alarm  control  center  senses  an  alarm  condition  on  one  of 
the  sensor  loops  (102),  the  alarm  control  center  increases 
the  scanning  rate  for  that  particular  sensor  loop  to  verify  the 
alarm  condition. 



BACKGROUND  OF  THE  INVENTION 

The  i n v e n t i o n   r e l a t e s   to  c e n t r a l i z e d   moni tor   and  c o n t r o l   s y s -  
tems  for  m o n i t o r i n g   the  c o n d i t i o n   of  alarm  senso r s   and  for  c o n t r o l l i n g  

d i f f e r e n t   alarm  ou tpu t s   depending   on  the  alarm  sensor   c o n d i t i o n .   A l t h o u g h  

s e v e r a l   sensor   c o n f i g u r a t i o n s   are  f e a s i b l e   the  only  type  ment ioned  f o r  

reasons   of  conven ience   w i l l   be  the  sensor   l o o p .  

In  p r i o r   a r t   m u l t i p l e   sensor   loop  sys tems ,   the  sensor   loop  a n d  

alarm  ou tpu t s   had  to  be  connec ted   to  the  c e n t r a l   system  in  a  s p e c i f i c   o r -  

der  of  c o n n e c t i o n   for  proper   o p e r a t i o n   of  the  system.  For  an  i n i t i a l  

i n s t a l l a t i o n ,   these   systems  per formed  a d e q u a t e l y .   However,  with  many 
i n d u s t r i a l   b u i l d i n g s ,   the  s e c u r i t y   r e q u i r e m e n t   and  usage  of  v a r i o u s  

rooms  and  areas   w i l l   change  t he reby   r e q u i r i n g   the  a d d i n g  ,   d e l e t i n g  

and  r e a s i g n i n g   of  s e v e r a l   sensor   loops .   With  the  p r i o r   a r t   s y s t e m s ,  

these   changes  may  be  very  e x t e n s i v e   and  t e d i o u s   to  implement  while   a l s o  

prone  to  numerous  e r r o r s .  

SUMMARY  OF  THE  INVENTION 

The  o b j e c t   of  t h i s   i n v e n t i o n   is  to  p rov ide   an  a larm  c o n t r o l  

c e n t e r   in  which  the  f u n c t i o n a l   a s s ignments   of  the  input   loops  are  r e a d i l y  

i n t e r c h a n g e a b l e .  

Another  o b j e c t i o n   of  the  i n v e n t i o n   is  to  p rov ide   an  a larm  c o n -  

t r o l   c e n t e r   in  which  the  a r l a rm  ou tpu t s   are  r e a d i l y   i n t e r c h a n g e a b l e .  

A  f u r t h e r   o b j e c t   of  the  i n v e n t i o n   is  to  p rov ide   an  alarm  c o n -  

t r o l   c e n t e r   wherein  the  scanning   f r equency   of  a  p a r t i c u l a r   sensor   l o o p  

can  be  changed  to  v e r i f y   an  alarm  c o n d i t i o n   in  o rder   to  reduce   f a l s e  

a l a r m s .  

A  f u r t h e r   o b j e c t   of  the  i n v e n t i o n   is  to  p rov ide   an  a larm  c o n -  

t r o l   c e n t e r   wherein   the  i n t e g r i t y   of  the  system  is  m a i n t a i n e d   d u r i n g  

power  o u t a g e s .  

These  o b j e c t s   are  ach ieved   in  an  alarm  c o n t r o l   c e n t e r   for  i n -  

t e r f a c i n g   w i t h :  

a.  a  p l u r a l i t y   of  input   sensor   loops  each  of  sa id   loops  having  at  l e a s t  

one  sensor   e lement ,   each  sensor   e lement   having  a  r e s p e c t i v e   e l e c t r i -  



cal   r e s i s t a n c e   range  between  a  s t a n d a r d   c o n d i t i o n   of  an  a s s o c i a t e d   p h y -  

s i c a l   f a c i l i t y  a n - a   hazardous   c o n d i t i o n   of  such  p h y s i c a l   f a c i l i t y   and  

b.  an  a r r ay   of  alarm  o u t p u t   e lements   for   o u t p u t t i n g   a  p l u r a l i t y   of  r e s -  

p e c t i v e   a u d i o - v i s u a l   alarm  s i g n a l i z a t i o n s ,  

sa id   alarm  c o n t r o l   c e n t e r   c o m p r i s i n g :  

1.  f i r s t   means  for   i n t e r c h a n g e a b l y   p r e a s s i g n i n g   r e s p e c t i v e   a larm  p a r a -  

meter   va lues   for   each  of  sa id   input   sensor   l o o p s ;  

2.  second  means  for   i n t e r c h a n g e a b l y   p r e a s s i g n i n g   r e s p e c t i v e   alarm  s i g -  

n a l i z a t i o n s   for   each  of  s a id   inpu t   sensor   l o o p s ;  

2.  scann ing   means  for   s e q u e n t i a l l y   scann ing   sa id   p l u r a l i t y   of  inpu t   s e n -  

sor  l o o p s ;  

4.  c o n d i t i o n i n g   means  for   c o n d i t i o n i n g   the  s i g n a l s   from  each  of  t h e  

scanned  sensor   l o o p s ;  

3.  compar ing  means   for   comparing  the  s i g n a l   from  each  p a r t i c u l a r   scanned  

inpu t   s ensor   loop  with  the  c o r r e s p o n d i n g   p r e a s s i g n e d   alarm  p a r a m e t e r  

v a l u e ;  

6.  a c t i v a t i n g   means  for   a c t i v a t i n g   the  a s s o c i a t e d   alarm  ou tpu t   e l e m e n t s  

under  c o n t r o l   of  an  o u t p u t   s i g n a l   from  sa id   comparing  means  i n d i c a t i n g  

a  h a r z a r d o u s   c o n d i t i o n   in  the  s i g n a l   c o r r e s p o n d i n g   to  the  r e s p e c t i v e  

inpu t   sensor   l o o p .  
The  p h y s i c a l   f a c i l i t y   may  be  a  door  or  window.  In  t h a t   case  " c l o s e d "  

would  be  the  s t a n d a r d   c o n d i t i o n ,   whi le   "open"  would  be  a  h a z a r d o u s  

c o n d i t i o n .   Of  course   in  c e r t a i n   c i r c u m s t a n c e s ,   the  hazardous   c o n d i t i o n  

would  be  a l l o w a b l e .   The  p h y s i c a l   f a c i l i t y   may  a l so   be  the  a i r   c o n d i t i o n  

in  a  room.  A  c e r t a i n   t e m p e r a t u r e   range  and/or   a  c e r t a i n   c l e a r n e s s   of  t i e  

a i r   would  r e p r e s e n t   the  s t a n d a r d   c o n d i t i o n .   A l t e r n a t i v e l y ,   a  h igher   t e m -  

p e r a t u r e   range  or  a  d i m i n i s h e d   c l e a r n e s s   of  the   a i r   would  be  caused  by  

f i r e   and /or   smoke  and  thus  r e p r e s e n t   a  hazardous   c o n d i t i o n .   Alarm  o u t -  

put  e lements   could  be  r e p r e s e n t e d   by  h igh-power   s i r e n s ,   l o c a l   a u d i o  

b u z z e r s ,   s e l f - a c t i n g   t e l e p h o n e   d i a l e r s   or  d i s p l a y s   ( s i ng l e   lamps,  s e v e n  

segment  LED's  or  the  l i k e ,   or  even  video  d i s p l a y s ) .  

P r e f e r a b l y ,   the  c o n t r o l   c e n t e r   compr ises   s w i t c h i n g   means  for  p e r i o d i c a l -  

ly  t u r n i n g   of f   and  on  s e l e c t e d   c i r c u i t s   dur ing   power  o u t a g e s .  

The  inpu t   s ensor   a r r ay   p r o v i d e s   s i g n a l s   to  an  analog  input   s y s -  

tem  l o c a t e d   in  the  alarm  c o n t r o l   c e n t e r .   The  purpose   of  the  analog  i npu t  

system  is  to  p rov ide   n e c e s s a r y   s i g n a l   c o n d i t i o n i n g   of  the  s i g n a l s   r e c e i -  

ved  from  the  e x t e r n a l   env i ronment .   The  analog  inpu t   system  a lso   p r o v i d e r  

p r o t e c t i n g   c i r c u i t r y   so  that  the  ala:m  control  center  may  be  safe  from  s a b o t a g e .  



The  p r o c e s s o r   p o r t i o n   of  the  alarm  c o n t r o l   c e n t e r   is  a  m i c r o -  

p r o c e s s o r - o r g a n i z e d  s p e c i a l   purpose   computer  which  r e c e i v e s   the  s e n s o r  

s i g n a l s   a f t e r   analog  to  d i g i t a l   c o n v e r s i o n .   The  l a t t e r   is  the  p r i m a r y  

s i g n a l   measured  by  the  p r o c e s s o r .  
If  t h e r e   are  d e v i a t i o n s   from  p r e s c r i b e d   l i m i t s ,   the  p r o c e s s o r   f u n c t i o n s  

to  p rov ide   alarms  via   the  alarm  ou tpu t   system  and  a l so   to  communica te  

c o n d i t i o n a l   changes  to  a  h igher   l e v e l   s t a t i o n   (such  as  a  c e n t r a l   c o n s o l e  

or  p r o c e s s o r   s t a t i o n )   via   i t s   c o n t r o l l e r   for  e x t e r n a l   c o m m u n i c a t i o n s .  

The  p r o c e s s o r   a l so   has  l o c a l   c o n t r o l   and  d i s p l a y .   C o n t r o l  

is  via  a  keyboard .   This  keyboard  may  be  e n e r g i z e d   by  an  o p e r a t o r ,   or  a n  

i n s t a l l e r ,   p rov ided   he  has  the  proper   coded  key  to  use  the  sys tem.   When 

a  user   is  p r e s e n t ,   and  has  the  p roper   key  i n s e r t e d ,   the  d i s p l a y   on  t h e  

alarm  c o n t r o l   c e n t e r   is  a c t i v a t e d   and  p r o v i d e s   d e t a i l e d   i n f o r m a t i o n   r e -  

ga rd ing   system  o p e r a t i o n .  

The  alarm  ou tpu t   system  is  a  combined  s o f t w a r e   and  h a r d w a r e  

c o n f i g u r a t i o n ,   which  is  programmable  to  a l low  a  v a r i e t y   of  d i f f e r e n t  

alarm  schemes  to  be  implemented  under  user   c o n t r o l .   The  alarm  o u t p u t  

system  is  connec t ed   to  an  e x t e r n a l   alarm  a r r ay   which  may  i n c l u d e   s i r e n s ,  

a u t o d i a l e r s ,   l o c a l   audio  buzzers   and  d i s p l a y .  

In  a d d i t i o n   to  l o c a l   c o n t r o l   of  the  alarm  c o n t r o l   c e n t e r ,  

t h e r e   is  a l so   a  remote  bus  b u i l t   in to   t h i s   system.  The  remote  bus  

i n p u t / o u t p u t   system  is  c apab le   of  h a n d l i n g   up  to  16  p e r i p h e r a l s ,   w h i c h  

may  i nc lude   a  remote  c o n t r o l   u n i t ,   a  card  r e a d e r   and  keyboard ,   door  c o n -  
t r o l   u n i t s ,   p r i n t e r s ,   e t c .  

The  alarm  c o n t r o l   c e n t e r   has  an  e x t e r n a l - c o m m u n i c a t i o n s   c o n -  

t r o l l e r .   The  e x t e r n a l   c o m m u n i c a t i o n s - c o n t r o l l e r   is  de s igned   to  p r o v i d e  

an  i n t e r f a c e   th rough  the  PTT  network  to  a  h igher   l e v e l   system.  In  m o s t  

cases   the  h igher   l e v e l   system  is  an  alarm  c e n t r a l   s t a t i o n .  

BRIEF  DESCRIPTION  OF  THE  DRAWINGS 

With  the  above  and  a d d i t i o n a l   o b j e c t s   and  advan tages   i n  

mind  as  w i l l   h e r e i n a f t e r   appear ,   the  i n v e n t i o n   w i l l   be  d e s c r i b e d   w i t h  

r e f e r e n c e   to  the  accompanying  drawings  in  w h i c h :  

Fig.  1  is  a  block  diagram  of  the  main  components  of  t h e  

alarm  c o n t r o l   c e n t e r ;  

Fig.  2  shows  a  schemat ic   of  a  t y p i c a l   sensor   l o o p ;  

Fig.  3  is  a  block  d iagram  of  the  alarm  c o n t r o l   c e n t e r ;  

Fig.  4  shows  a  block  d iagram  of  a  t y p i c a l   remote  c o n t r o l   u n i t ;  



Fig.  5  shows  in  block  diagram  form  the  e x t e r n a l   communica t i ons  

b o a r d ;  

Fig.   6  shows  in  block  diagram  form  the  power  supply  board  o f  

the  i n v e n t i o n ;  

Fig.  7  p rov ides   in  block  diagram  form,  the  o r g a n i z a t i o n   o f  

the  s o f t w a r e   used  to  c o n t r o l   the  alarm  c o n t r o l   c e n t e r ;   and  

Fig.  8  p r o v i d e s   in  block  d i ag ram fo rm   the  o r g a n i z a t i o n   o f  

the  s o f t w a r e   used  to  c o n t r o l   a  t y p i c a l   remote  c o n t r o l   u n i t .  

DESCRIPTION  OF  THE  PREFERRED  EMBODIMENT 

In  Fig.  1  t h e r e   is  shown  in  block  diagram  form  the  major  com- 

ponents   of  the  a larm  c o n t r o l   c e n t e r .   For  s i m p l i c i t y ,   the  r e s p e c t i v e  

i n t e r c o n n e c t i o n s   between  the  subsystems  and  f u n c t i o n a l   blocks  have  n o t  

been  shown.  These  components  i n c l u d e   an  i n p u t / o u t p u t   board  100,  a  p r o -  

c e s s o r   board  200,  an  e x t e r n a l   communicat ions   board  300  and  a  power  s u p -  

ply  board  400,  each  p rov ided   with  p r i n t e d   w i r i n g   and  mounted  d i s c r e t e  

and  i n t e g r a t e d   c i r c u i t   m o d u l e s .  

The  I/O  board  100  r e p r e s e n t s   the  i n t e r f a c i n g   of  the  p r o c e s s o r  
to  the  e x t e r n a l   world.   The  analog  i npu t s   and  s i g n a l   alarm  ou tpu t s   a r e  

mounted  on  t h i s   board.   The  analog  inpu t s   o r i g i n a t e   from  e x t e r n a l   s e n s o r  

loops  which  inputs   are  m u l t i p l e x e d   under  m i c r o p r o c e s s o r   c o n t r o l ,   t h e  

m u l t i p l e x   o u t p u t   s i g n a l   being  p rov ided   to  the  p r o c e s s o r   board  200  f o r  

f u r t h e r   p r o c e s s i n g .   The  r e l e v a n t   subsys tems  110,  120,  130  w i l l   be  d e s -  

c r i b e d   h e r e i n a f t e r .   The  p r o c e s s o r   board  200  c o n t a i n s   among  o the r   e l e -  

ments  the  p r o c e s s o r   i t s e l f   ( 2 0 5 ) , a s s o c i a t e d   memory  (210/215) ,   c o n t r o l  

i n p u t s   v ia   keyboard   and  o p e r a t o r / t a m p e r   swi t ches   (220),  a  d i g i t a l   d i s -  

p lay   and  i n d i c a t o r   l i g h t s   (225)  and  an  a n a l o g - t o - d i g i t a l   c o n v e r t e r  

(230) . 

The  e x t e r n a l   communicat ions   board  300  p rov ides   i n t e r f a c e   t o  

a  t e l e p h o n e   system.  Conta ined   on  t h i s   board  is  an  i n t e r f a c e   t r a n s f o r m e r  

with  wire  p r o t e c t i o n   and  the  n e c e s s a r y   hardware  to  a u t o m a t i c a l l y   d i a l ,  

th rough   the  t e l e p h o n e   exchange,   to  a  c e n t r a l   alarm  s t a t i o n .   Af te r   t h e  

c e n t r a l   s t a t i o n   has  been  d i a l e d ,   the  communicat ions   board  300  c o n t a i n s  

the  hardware   to  sense  the  c o n n e c t i o n   and  a  modem  to  f a c i l i t a t e   t w o -  

way  da t a   t r a n s m i s s i o n .   This  conmun ica t i ons   board  300  a l so   i n c l u d e s  

n e c e s s a r y   c i r c u i t r y   for   s ecure   da ta   t r a n s m i s s i o n   i n c l u d i n g   block  c h e c k  

c h a r a c t e r   g e n e r a t i o n   and  d e t e c t i o n   means  and  e n c r y p t i o n   and  d e c r y p t i o n  

means .  



The  power  supply  board  400  p r o v i d e s   an  i n t e r f a c e   to  the  l i n e  

v o l t a g e   and  a  b a t t e r y   pack.The  ou tpu t   of  the  power  supply  board  400 

p r o v i d e s   the  n e c e s s a r y   v o l t a g e s   and  c u r r e n t s   for  o p e r a t i n g   the  m i c r o -  

p r o c e s s o r   system,  the  input   sensor   a r r a y ,   the  alarm  o u t p u t ,   as  well   a s  

some  p e r i p h e r a l   dev ices   hot  shown).  Means  are  c o n t a i n e d   on  the  power 

supply  board  400  for  d e t e c t i n g   the  loss   of  l i n e   v o l t a g e ,   f a i l u r e   of  t h e  

b a t t e r y   pack,  or  f a i l u r e   of  the  power  supply  i t s e l f .  

The  I n p u t / O u t p u t   B o a r d  
The  I n p u t / O u t p u t   board  100  is  c apab le   o f  r e ce iv ing   the  a n a l o g  

s i g n a l s   from  t h i r t y - t w o   s e p a r a t e   sensor   loops .   Fig.  2  shows  a  t y p i c a l  

sensor   loop  and  the  r e l e v a n t   c i r c u i t r y   on  the  i n p u t / o u t p u t   board  100. 

The  sensor   is  i n d i c a t e d   by  r e f e r e n c e   number  102  and  may  compr ise   up  t o  

ten  i n d i v i d u a l   560-ohm  s e n s o r s   connec t ed   in  a  s e r i e s   loop.   12  v o l t   DC 

power  is  a p p l i e d   to  one  end  of  each  sensor   loop  102  from  the  power  s u p -  
ply  board  400  th rough   r e s p e c t i v e   r e s i s t o r s   Rl,  which  t y p i c a l l y   a r e  

5.6K-ohms,  the  o the r   end  of  the  each  sensor   loop  102  being  c o n n e c t e d  

to  ground.  With  t h i s   c o n f i g u r a t i o n ,   assuming  a  ba lanced   loop,  6  v o l t s  

DC  w i l l   appear  at  the  j u n c t i o n   of  r e s i s t o r   Rl  and  the  sensor   loop  102,  

when  the  sensor   loop  r e s i s t a n c e   is  5.6  kohms. 

In  c e r t a i n   s i t u a t i o n s   f i r e   d e t e c t i o n   s enso r s   are  used.   These  S e n s o r s  

are  c h a r a c t e r i s t i c a l l y   low  impedance  d e v i c e s .   Thus,  for  r e t a i n i n g   f l e -  

x i b i l i t y ,   a  r e s i s t o r   2  of  680  ohms  is  p rov ided   in  p a r a l l e l   with  r e s i s -  

tor   Rl  to  lower  the  o v e r a l l   e f f e c t i v e   r e s i s t a n c e .   Depending  then  on  

which  loop  the  f i r e   d e t e c t i o n   dev ices   are  s i t u a t e d ,   a  jumper  may  be  i n -  

s e r t e d   across   the  t e r m i n a l s   104  t he reby   c o n n e c t i n g   R2  in  p a r a l l e l   w i t h  

R1.  The  i n p u t / o u t p u t   board  100  a lso   has  a  r e s i s t o r   R3  connec t ed   to  t h e  

j u n c t i o n   of  R1  and  the  sensor   loop  102,  which  r e s i s t o r   R3  p r o v i d e s   t h e  

analog  s i g n a l   from  the  sensor   loop  102.  

In  o rder   to  p r o t e c t   the  system  from  s a b o t a g e ,   each  i npu t   s e n -  

sor  s i g n a l   i n c l u d e s   a  l i n e   p r o t e c t i o n   c i r c u i t   110  which  compr ises   a  

diode  112  in  p a r a l l e l   with  a  c a p a c i t o r   114  which  coupled   the  l o o p  

s i g n a l   from  r e s i s t o r   R3  to  ground.  The  diode  112  is  s e l e c t e d   to  c o n d u c t  

at  15  v o l t s .   So  a r r a n g e d ,   the  l i n e   p r o t e c t i o n   c i r c u i t   110  p r o v i d e s   p r o -  
t e c t i o n   from  high  v o l t a g e   as  well  as  RF  s i g n a l s   being  induced  on  t h e  

sensor   l e a d s .  

the  inpu t   loop  s i g n a l   is  then  passed  to  a  32-to-1  m u l t i p l e x e r  

120,  which  is  c o n t r o l l e d   via  s i g n a l s   on a   bus  122  from  the  p r o c e s s o r  



board  200.  In  a  t y p i c a l   a r r angemen t ,   the  m u l t i p l e x e r   120  may  c o m p r i s e  

four   8- to-1  m u l t i p l e x e r s   having  the  inpu t s   coupled  to  the  r e s p e c t i v e  

32  sensor   loops  while   the  ou tpu t s   t h e r e f r o m   are  coupled  to  a  4 - t o - 1  

m u l t i p l e x e r .   This  c o n f i g u r a t i o n   would  a l low  for  the  e x c l u s i v e   s c a n n i n g  

of  p r e d e t e r m i n e d   groups  of  sensor   inpu t s   as  well   as  the  scanning   of  a l l  

the  sensor   i n p u t s .   For  s i m p l i c i t y   only  one  input   c o n t a c t   has  been  shown. 

The  ou tpu t   of  the  m u l t i p l e x e r   120  is  then  connec ted   to  a  s i g -  

nal  c o n d i t i o n e r   130  which  compr ises   an  i n v e r t i n g   a m p l i f i e r   132  w h i c h  

a lso   p r o v i d e s   a  l e v e l   s h i f t   so  t h a t   the  input   s i g n a l ,   which  n o m i n a l l y  

is  at  6  v o l t s   DC,  is  s c a l ed   down  to  2  v o l t s   ( i nve r t ed )   for  use  on  t h e  

p r o c e s s o r   board  200.  This  is  accompl i shed   by  app ly ing   the  ou tpu t   of  t h e  

m u l t i p l e x e r   120  to  the  i n v e r t i n g   input   of  the  a m p l i f i e r   132  while   a p p l y -  

ing  4  v o l t s   DC,  taken  from  a  v o l t a g e   d i v i d e r   134,  to  the  n o n - i n v e r t i n g  

inpu t   t h e r e o f .  

The  i n p u t / o u t p u t   board  100  a l so   c o n t a i n s   e i g h t   alarm  r e l a y s   140 

which  are  shown  s c h e m a t i c a l l y   in  Fig.   3.  These  may  be  a r r anged   as  n o r -  

mal ly   opened,  whi le   they  can  be  s e l e c t i v e l y   c l o s e d   by  the  i n s t a l l e r .  

Those  r e l a y s   may  be  e n e r g i z e d   i n d i v i d u a l l y   under  the  c o n t r o l   of  t h e  

p r o c e s s o r   and  may  be  used  to  a c t i v a t e ,   for   example  a la rms,   l i g h t s ,   hoIUi 

s i r e n s ,   or  any  o the r   d e s i r e d   o u t p u t .  

The  P r o c e s s o r   B o a r d  

The  p r o c e s s o r   board  200  is  the  bas ic   c o n t r o l   board  in  t h e  

alarm  c o n t r o l   c e n t e r .   This  board  200  is  shown  in  Fig.  3  and  i nc ludes   a  

m i c r o p r o c e s s o r   205,  ROM  memory  210,  RAM  memory  215,  an  input   k e y b o a r d  

220,  a  four  d i g i t   LED  d i s p l a y   225  and  an  a n a l o g - t o - d i g i t a l   c o n v e r t e r  

230.  A  s u i t a b l e   m i c r o p r o c e s s o r   which  may  be  used  in  t h i s   system  is  t h e  

I n t e l   8039  which  i n c l u d e s   128  words  of  i n t e r n a l   RAM  not  shown  s e p a r a t e l y .  

The  p r imary   i n t e r c o n n e c t i n g   da ta   path  is  formed  by  bus  207,  da ta   and  

a d d r e s s / c o n t r o l   l i n e s   not   being  shown  s e p a r a t e l y .   The  e x t e r n a l   ROM 

memory  210  c o n t a i n s   the  system  program.  Also  accessed   by  the  8 - b i t   bus  

is  the  e x t e r n a l   RAM  memory  215  which  has  a  t o t a l   of  1024  x  8  b i t s   o f  

memory.  Since  t h i s   is  a  v o l a t i l e   memory,  a  b a t t e r y   shown  h e r e i n a f t e r   i s  

p rov ided   t h e r e f o r   in  the  event   of  the  loss   of  l i n e   v o l t a g e   by  way  o f  

b a t t e r y   back-up  power  system.  A  l a t c h   235  is  i nc luded   for  address   l a t -  

ching  by  both  the   ROM  210  and  RAM  215.  

The  analog  inpu t   s i g n a l s   are  passed   through  the  A/D  c o n v e r t e r  

230  which  c o n v e r t s   t h i s   s i g n a l   to  an  8 - b i t   d i g i t a l   code  which  is  t r a n s -  



m i t t e d   to  the  m i c r o p r o c e s s o r   205  by  the  8 - b i t   I/O  b u s .  

In  p a r a l l e l   with  the  keyboard  220,  the  m i c r o p r o c e s s o r   205 

r e c e i v e s   input   d i g i t a l   da ta   of  v a r i o u s   swi tch   inputs   240  t h rough   a  
1 6 - b i t   I/O  bus  expander   250.  The  swi tch   inputs   i n c l u d e :  

1.  o p e r a t o r   s w i t c h  

2.  c a l i b r a t i o n   s w i t c h  

3.  tamper  s w i t c h  

4.  i n s t a l l e r   s w i t c h  

5.  walk  t e s t   s w i t c h  

6.  i n i t i a l i z a t i o n   s w i t c h  

7.  l i n e   v o l t a g e  

8.  b a t t e r y  

9.  power  s u p p l y  

A  second  1 6 - b i t   I/O  bus  expander   260  is  used  to  p r o v i d e  t h e  

systems  o u t p u t s .   S i g n a l s   from  the  m i c r o p r o c e s s o r   205  c a r r i e d   over  t h e  

8 - b i t   bus  cause  the  bus  expander   260  to  a c t i v a t e   the  a p p r o p r i a t e   a l a r m  

r e l a y   in  a  p l u r a l i t y   of  r e l a y s   140.  

Elements  102/110,  120,  130  have  been  shown  in  the  p r e v i o u s   f i g u r e .   The 

c o n t r o l   by  way  of  l i n e   122  may  be  e f f e c t e d   by  a p p r o p r i a t e   s i g n a l s   on  

bus  207.  

The  alarm  c o n t r o l   c e n t e r   has  p r o v i s i o n s   for  being  r e m o t e l y  

o p e r a t e d .   When  the  p o t e c t e d   p remises   are  being  secured   for  the  n i g h t ,  
for  example,  means  are  p rov ided   whereby  the  system  may  be  a c t i v a t e d  

at  or  near  the  e x i t   door.   To  t h i s   end,  p e r i p h e r a l   dev ices   270  are  c o u -  

pled  to  the  m i c r o p r o c e s s o r   205  v ia   a  two-wire   two-way  bus  268 .  

There  are  nine  d i f f e r e n t   types  of  p e r i p h e r a l   dev i ces   270 

which  can  be  used  with  the  alarm  c o n t r o l   c e n t e r .   These  i n c l u d e   a  b a s i c  

remote  c o n t r o l   u n i t   (BRCU),  d i s p l a y   RCU  (DRCU),  DRCU  with  e l e c t r i c  

s t r i k e   lock  (ESL),  s e c u r i t y   enable   RCU  (SRCU),  SRCU  with  ESL,  l o g g i n g  

p r i n t e r   un i t   (LPU),  i n t e r f a c e   c o n t r o l   u n i t   (ICU),  door  c o n t r o l   u n i t  

(DCU)  and  s e c u r i t y   enable   alarm  c o n t r o l   c e n t e r .  

The  p e r i p h e r a l   dev ices   270,  while   having  d i f f e r e n t   c o n f i g u -  

r a t i o n s ,   are ,   in  g e n e r a l ,   se t   up  s i m i l a r l y   as  shown  in  Fig.  4.  The 

remote  bus  d a t a - i n   s i g n a l   is  passed  th rough  f i l t e r   271,  b u f f e r   272  and  

then  to  a  m i c r o p r o c e s s o r   273,  which  may  be  the  same  as  m i c r o p r o c e s s o r  

205.  Other  inpu t s   to  the  m i c r o p r o c e s s o r   273  are  from  swi t ched   i n p u t s  

274  which  may  i nc lude   a  door  s enso r ,   a  key  swi tch   and  a  tamper  s w i t c h .  



In  a d d i t i o n ,   communicat ion  with  f u r t h e r   p e r i p h e r a l s   270A  may  be  h a d  

along  the  same  bus.  Through  a  bus  expander   275  the  m i c r o p r o c e s s o r   273 

may  i n t e r a c t   with  a  card  r e a d e r   276  and  a  keyboard   277,  and  may  a l s o  

a c t i v a t e   a  door  r e l a y   278.  A  c a r r i e r   loss   d e t e c t i o n   c i r c u i t   279  i s  

a lso   i nc luded   and  c o n t r o l s   power  to  the  p e r i p h e r a l   dev ice .   This  c i r c u i t  

279,  which  may  i n c l u d e   a  r e s i s t o r / c a p a c i t o r   cha rg ing   c i r c u i t   not  shown 

coupled   to  a  t h r e s h o l d   d e t e c t o r   a r r anged   to  t r i g g e r   i f   the  v o l t a g e  

ac ross   the  c h a r g i n g   c i r c u i t   is  not  d i s c h a r g e d   by  the  remote  bus  i n p u t ,  

is  coupled   to  the  ou tpu t   of  the  f i l t e r   271  and  has  an  ou tpu t   c o u p l e d  

to  the  m i c r o p r o c e s s o r .   Often,   a  s e p a r a t e   d i s p l a y   e lement   27SEcould  b e  

u s e f u l ,   for  example  one  or  two  LED's .  

E x t e r n a l   Communications  B o a r d  

The  e x t e r n a l   communicat ions   board  300  p rov ides   the  i n t e r f a c e  

of  the  alarm  c o n t r o l   c e n t e r   to  the  t r a n s m i s s i o n   system.  This  b o a r d  

performs  the  f o l l o w i n g   f u n c t i o n s :  

1.  Accept  messages  for  t r a n s m i s s i o n   from  the  alarm  c o n t r o l  

c e n t e r   to  a  h igher   l e v e l   d e v i c e ;  

2.  Provide   pu l se   or  t o u c h - t o n e   d i a l   c a p a b i l i t y   for   s w i t c h e d  

network  a p p l i c a t i o n s ;  

3.  Offer   e n c r y p t i o n / d e c r y p t i o n   f a c i l i t i e s   for  messages  r e q u i -  

r i n g   the  same;  

4.  Compute  block  c h a r a c t e r   check  sums  for  each  message  t r a n s -  

m i t t e d ;  

5.  P rov ide   modem  s e r i a l   da ta   t r a n s m i s s i o n   c a p a c i t y ;  

6.  Provide   r e c e i v e r   tone  and  r i n g   d e t e c t i o n ;  

7.  Provide   vo ice   t r a n s m i s s i o n   c a p a b i l i t y   for   e a v e s d r o p p i n g ;  

8.  Receive  messages  and  p rov ide   e r r o r   check ing   c a p a b i l i t i e s ;  

9.  Automatic   r e t r a n s m i s s i o n   of  messages  having  communica t i on  

e r r o r s ;   a n d  

10.  Pass  v a l i d   messages  to  the  a larm  c o n t r o l   c e n t e r .  

Fig.  5  is  a  f u n c t i o n a l   block  diagram  of  the  modules  in  t h e  

communicat ion  board  300,  a l l   of  which  are  e i t h e r   commerc ia l ly   a v a i l a -  

ble  items  or  have  obvious  c o n s t r u c t i o n s ' .  

A  m i c r o p r o c e s s o r   305  is  coupled  to  the  bus  270  from  the  p r o -  

c e s s o r   board  200.  The  m i c r o p r o c e s s o r   305  may  be  INTEL  type  number 

8741.  The  m i c r o p r o c e s s o r   305  has  a  f i r s t   bus  310  coupled   to  a  dual  bus  

expander   315  (INTEL  8243).  The  ou tpu t   from  the  bus  expander  315  i s  



coupled ,   along  with  a  second  bus  320  from  the  m i c r o p r o c e s s o r   305,  t o  

a  USART  325  type  8251A,  an  e n c r y p t i o n / d e c r y p t i o n   module  330  type  8294,  

a  pu l se   d i a l e r   335  type  14409  and  a  tone  d i a l e r   340  type  14410  ( b o t h  

make  Mo to ro l a ) .   The  input   to  and  ou tpu t   from  the  USART  325  may  b e  

a p p l i e d   s e l e c t i v e l y   to  a  V24  i n t e r f a c e   345  to  d e d i c a t e d   l i n e s   3450  o r  

to  a  modem  350  of  type  14412.  The  s e l e c t i o n   is  e f f e c t e d   by  s w i t c h  3 2 5 0  

t h a t   is  m i c r o p r o c e s s o r   c o n t r o l l e d .   Block  324  symbol izes   the  p r o v i s i o n  

of  n e c e s s a r y   s y n c h r o n i z i n g   s i g n a l s .   The  ou tpu t   from  modem  350  is  a p p l i e d  

to  t e l e p h o n e   l i n e s   i n d i c a t e d   by  A,  B,  such  as  may  be  s e l f - d i a l e d .   The 

i n t e r c o n n e c t i o n   is  e f f e c t e d   through  a  r e l a y   355  t h a t   is  c o n t r o l l e d  

by  the  m i c r o p r o c e s s o r   305,  and  by  a  s w i t c h i n g   c i r c u i t   360,  c o n t r o l l e d .  

by  the  pu lse   d i a l e r   335.  Return  da ta   communicated  via   t e l e p h o n e   l i n e s  

A,  B  is  p r o c e s s e d   through  the  s w i t c h i n g   c i r c u i t   360  and  a  f i l t e r   am- 

p l i f i e r   365  be fo re   being  forwarded   to  modem  350  and  USART  325 .  

The  r e l a y   355  a lso   s e l e c t i v e l y   coup les   the  s w i t c h i n g   c i r c u i t  

360  with  a  voice   alarm  370  d e t e c t o r ,   having  an  e a v e s d r o p p i n g   m i c r o p h o -  

ne  375  coupled  t h e r e t o ,   and  to  the  tone  d i a l e r   340.  To  access   the  t e -  

lephone  l i n e s   A,  B,  the  communicat ions   board  300  a l so   i n c l u d e s   a  r e c e i -  

ver  tone  d e t e c t i o n   c i r c u i t   380  and  a  r ing   d e t e c t i o n   c i r c u i t   384  b o t h  

coupled   to  the  m i c r o p r o c e s s o r   305  th rough  a  swi tch   388  c o n t r o l l e d   v i a  

the  bus  e x p a n d e r  3 1 5 .  

Since  some  of  the  modules  used  on  the  e x t e r n a l   c o m m u n i c a t i o n s  

board  300  r e q u i r e   -12  v o l t s   DC,  a  secondary   power  supply  390  is  i n c l u -  

ded  t he reon   and  is  e n e r g i z e d   by  the  main  power  supply  400.  

In  ano the r   embodiment  of  the  i n v e n t i o n ,   the  m i c r o p r o c e s s o r   305 

may  be  a  type  number  INTEL  8035  and  communicates  with  the  m i c r o p r o c e s -  

sor  205  via  the  p e r i p h e r a l   dev ices   270  remote  b u s .  

Power  Supply  B o a r d  

Fig.  6  shows  a  block  d iagram  of  the  power  supply  board  400.  

The  power  supply  board  400  i n c l u d e s   a  t r a n s f o r m e r   410  which  s t eps   down 

the  mains  v o l t a g e   on  input   l i n e   409  to  18  v o l t s   AC.  The  t r a n s f o r m e r  

410  i nc ludes   s e v e r a l   input   taps  so  t h a t   i t   is  a d a p t a b l e   to  s e v e r a l  

l i n e   v o l t a g e s .   The  18  v o l t   AC  ou tpu t   from  the  t r a n s f o r m e r   410  is  a p -  

p l i e d   to  a  pa i r   of  diode  b r idges   420  for  r e c t i f i c a t i o n .   A  s t a b i l i z e d  

12  v o l t   DC  supply   430  is  coupled   to  the  ou tpu t   of  the  diode  b r i d g e s  

420  and  p rov ides   the  s t a b i l i z e d   12  vo l t   DC  used  t h r o u g h o u t   the  a l a r m  

c o n t r o l   systems.   A  5  v o l t   DC  r e g u l a t o r   440  is  coupled   to  the  12  v o l t  



DC  o u t p u t   to  p rov ide   an  o u t p u t   of  5  v o l t s   DC  a lso   used  in  the  s y s t e m .  

A  s t a b i l i z a t i o n   s e n s i n g   c i r c u i t   450  is  i nc luded   in  the  power  s u p p l y  

board  400  which  p r o v i d e s   an  ou tpu t   s i g n a l   on  l i n e   451  to  the  m i c r o p r o -  

c e s s o r   205  when  t h e r e   is  a  f a i l u r e   in  the  s t a b i l i z e d   12  v o l t   DC  s u p p l y  

430.  In  case  of  such  f a i l u r e   a  s i n g l e   or  m u l t i p l e   l i n e   452  is  p r o v i d e d  

for  e i t h e r   c o n t r o l l i n g   a  back-up  f a c i l i t y ,   or  for  r e c e i v i n g   emergency  

power  t h e r e f r o m ,   or  b o t h .  

In  the  event   of  f a i l u r e   of  the  inpu t   l i n e   v o l t a g e ,   the  power 

supply   board  400  i n c l u d e s   a  b a t t e r y   pack  460  as  a  back-up  power  s o u r c e .  

Coupled  to  the  b a t t e r y   pack  460  is  a  s ens ing   and  sw i t ch ing   c i r c u i t   470 

which  checks  the  c o n d i t i o n   of  the  b a t t e r y   pack  460  and  p rov ides   an  o u t -  

put  s i g n a l   on  l i n e   471  upon  f a i l u r e   of  the  b a t t e r y   pack  460.  A  b a t t e r y  

c h a r g i n g   c i r c u i t   480  is  coupled   to  the  ou tpu t   of  the  diode  b r idges   420 

and  m a i n t a i n s   the  b a t t e r y   pack  460  at  f u l l   c h a r g e .  

When  t h e r e   is  a  loss   of  s t a b i l i z a t i o n ,   the  s t a b i l i z a t i o n   s e n -  

s ing  c i r c u i t   450,  in  a d d i t i o n   to  i t s   s i g n a l l i n g   o u t p u t ,   d i s c o n n e c t s   t h e  

12  v o l t   DC  supply   from  the  o u t p u t ,   d i s c o n n e c t s   the  cha rg ing   c i r c u i t  

480  from  the  b a t t e r y   pack  460,  and  couples   the  b a t t e r y   pack  460  to  t h e  

12  v o l t   DC  o u t p u t .  

N o t w i t h s t a n d i n g   the  above,  if  the  b a t t e r y   pack  460  o u t p u t  

v o l t a g e   f a l l s   below  a  c e r t a i n   l e v e l ,   the  s ens ing   c i r c u i t   470,  in  a d d i -  

t i o n   to  i t s   s i g n a l   to  the  m i c r o p r o c e s s o r   205,  d i s c o n n e c t s   the  b a t t e r y  

pack  460  to  p r e v e n t   damage  t h e r e t o   due  to  extreme  d i s c h a r g e .   In  c e r t a i n  

cases   an  a d d i t i o n a l   power  o u t p u t   l i n e   481  could  p rov ide   emergency  power 
to  s e l e c t e d   emergency  s i g n a l l i n g   means .  

There  is  a l so   i nc luded   on  the  power  supply  board  400,  a  l i n e  

v o l t a g e   s ens ing   c i r c u i t   490  coupled   to  the  ou tpu t   of  the  diode  b r i d g e s  

420  which  s i g n a l s   the  m i c r o p r o c e s s o r   205  on  l i n e   491  upon  f a i l u r e   o f  

the  l i n e   v o l t a g e .  

S o f t w a r e  

Fig.  7  p r o v i d e s   a  block  diagram  the  o r g a n i z a t i o n   of  the  s o f t -  

ware  used  to  c o n t r o l   the  alarm  c o n t r o l   c e n t e r .   Each  block  r e p r e s e n t s   a  

r e s p e c t i v e   r o u t i n e   or  so f twa re   module.  So l id   l i ne s   r e p r e s e n t   c h a n g e -  

overs   between  program  modules  w i th in   the  o p e r a t i n g   c o n d i t i o n .   D o t t e d  

l i n e s   r e p r e s e n t   t r a n s i t i o n s   t h a t   occur  only  once  or  only  by  way  of  s y n -  
c h r o n i z a t i o n .   The  EXEC  module  500  p rov ides   the  communicat ion  and  c o n -  

t r o l   of  the  e n t i r e   s o f t w a r e   system.  The  system  is  f i r s t   e s t a b l i s h e d   a s  



r e g a r d s   the  mode  of  o p e r a t i o n ,   a s s ignment   of  c r i t i c a l   pa rame te r   v a l u e s  

and  of  the  r e s p e c t i v e   sensor   loops  via   an  i n i t i a l i z a t i o n   r o u t i n e   510.  

This  r o u t i n e   is  hardware  programmable  so  t h a t   when  t h e r e   is  a  loss   o f  

power  fo l lowed   by  a  power  r e s t o r a t i o n   or  when  a  r e s e t   swi tch   has  been  

p r e s s e d ,   the  system  w i l l   go  to  the  s e l e c t e d   program  i n i t i a l i z a t i o n .  

Fo l lowing   i n i t i a l i z a t i o n ,   the  EXEC  c a l l s   the  v a r i o u s   o t h e r  

r o u t i n e s   as  r e q u i r e d ,   which  w i l l   now  be  d e s c r i b e d .  

A  loop  scanning   r o u t i n e   520  s e q u e n t i a l l y   i n t e r r o g a t e s   a l l  

the  input   sensor   loops  and  dec ides   whether   an  a c c e p t a b l e   or  a  n o n -  

a c c e p t a b l e   t o l e r a n c e   e x i s t s   with  r e s p e c t   to  an  i n i t i a l   r e f e r e n c e   v a l u e  

t h a t   is  based  on  the  type  of  sensor   loop  being  examined.  At  i n i t i a l i -  

z a t i o n ,   the  loop  scanning   r o u t i n e   520  de t e rmines   the  e x i s t i n g   v o l t a g e  

at  the  r e l e v a n t   sensor   loop  and  if   i t   is  w i t h i n   an  a c c e p t a b l e   t o l e r a n c e  

i t   t akes   t h i s   i n i t i a l   va lue   as  the  r e f e r e n c e   v o l t a g e   for   t h a t   loop  f o r  

a l l   l a t e r   d e t e r m i n a t i o n s   of  sensor   loop  c o n d i t i o n s .  

If  upon  i n t e r r o g a t i o n   of  a  sensor   loop  a  change  in  s t a t u s ,   i . e .   a  d e -  

v i a t i o n   from  the  s t o r e d   r e f e r e n c e   va lue   t h a t   is  l a r g e r   than  a  p r e d e -  

t e rmined   t o l e r a n c e   v a r i a t i o n ,   is  d e t e c t e d ,   the  program  p r e s e t s   a  

change  coun te r   to  zero  and  f u r t h e r m o r e   s t o r e s   the  new  c o n d i t i o n . W h e n  

in  subsequen t   scans  t h e r e   is  no  change  in  s t a t u s ,   i . e .   no  f u r t h e r  

e x c e s s i v e   d e v i a t i o n   from  the  s t o r e d   "new"  c o n d i t i o n ,   the  c o u n t e r   upon 
each  s u c c e s s i v e   scan  is  advanced  by  one  and  the  coun te r   posit ion  i s  

compared  with  a  maximum.  Since  the  scanning   of  a  p a r t i c u l a r   loop  i s  

r e p e a t e d   a p p r o x i m a t e l y   every  30  m i l l i s e c o n d s ,   the  coun te r   is  a l l o w e d  

to  go  to  5,  r e p r e s e n t i n g   150  ms  dur ing   which  the  input   has  been  i n  
the  new  c o n d i t i o n .   The  loop  scanner   r o u t i n e   520  then  e n t e r s   i n t o  .  

a  high  speed  mode  d e d i c a t i n g   i t s   scanning   to  the  p a r t i c u l a r   loop  o n l y  

for  32  c y c l e s .   If  dur ing   t h i s   pe r iod   at  l e a s t   70%  of  the  time  t h e  

input   pa ramete r   value  is  in  the  new  c o n d i t i o n ,   then  t h i s   s t a t u s   i s  

p r o c e s s e d   as  a  v a l i d   input   change.  If  no  p rev ious   alarm  e x i s t s   for  t h e  

loop,  p r e p a r a t i o n s   are  made  to  c a l l   the  alarm  p r o c e s s o r   r o u t i n e   540.  

The  swi tch   scanner   r o u t i n e   530  moni to rs   the  o p e r a t i o n   of  t h e  

f r o n t   panel  keyboard ,   the  i n s t a l l e r   and  o p e r a t o r   key  s w i t c h e s ,   t h e  

alarm  c o n t r o l   c e n t e r   door  tamper  swi tch ,   the  i n s t a l l e r   i n i t i a l i z a t i o n  

and  walk  t e s t   s w i t c h e s ,   as  well  as  the  s t a t u s   of  the  l i n e   v o l t a g e ,  

b a t t e r y   and  power  s u p p l y .  

The  swi tch   scanner   r o u t i n e   530  wi l l   c a l l   the  alarm  p r o c e s s o r  



r o u t i n e   540  under  the  f o l l o w i n g   c o n d i t i o n s :  

1.  tamper  swi tch   d e t e c t e d   when  both  the  o p e r a t o r   and  i n s t a l l e r  

swi t ches   are  not  s e t ;  

2.  loss   of  l i n e   v o l t a g e ;  

3.  f a i l u r e   of  s t a n d - b y   b a t t e r y -   a n d  

4.  f a i l u r e   of  the  power  supply  only,   if  the  l i n e   v o l t a g e   i s  

p r e s e n t .  

If   in  the  case  of  f a i l u r e   of  the  s t and -by   b a t t e r y   t h e r e   is  a l -  

so  f a i l u r e   of  e i t h e r   the  l i n e   v o l t a g e   or  the  power  supply ,   the  s w i t c h  

scanner   r o u t i n e   530  puts  the  alarm  c o n t r o l   c e n t e r   program  in to   a  

"wait"  s t a t e ,   s t o p p i n g   a l l   f u r t h e r   scanning   and  p r o c e s s i n g   and  r e t u r -  

ning  to  the  EXEC  r o u t i n e   500.  The  system  may  only  be  taken  out  of  t h i s  

"wait"  c o n d i t i o n   by  a  hardware  r e s e t   by  the  i n s t a l l e r .  

The  alarm  p r o c e s s i n g   r o u t i n e   540  r e c e i v e s   the  alarm  c a l l s  

t r i g g e r e d   by  f a i l u r e s   in  the  inpu t   s ensor   loops ,   p e r i p h e r a l s ,   t a m p e r  

swi tches   and  hardware .   For  each  a larm  c a l l ,   t h e r e   are  four   p o s s i b l e  

modes  of  o p e r a t i o n ,   namely  n igh t   mode,  guarded  and  unguarded,   and  

day  mode,  guarded  and  unguarded.   The  alarm  p r o c e s s i n g   r o u t i n e   540 

f i r s t   d e t e r m i n e s   the  p a r t i c u l a r   mode  of  o p e r a t i o n   and  then  r e t r i e v e s  

a  preprogrammed  t a b l e d   of  alarm  i n d i c a t i o n s   for  the  p a r t i c u l a r   a l a r m  

c a l l   and  mode  of  c p e r a t i o n .   The  a larm  i n d i c a t i o n s   are  as  f o l l o w s :  

1.  ACC(ess)  buzzer   on  

2.  E x t e r n a l   alarm  on  

3.  Power  f a i l u r e   LED  on  

4.  ACC  alarm  o n  

5.  D e t e r r e n t   s i r e n   and  outdoor   l i g h t   on  

6.  I/O  l i n k a g e  

7.  E x t e r n a l   a u t o d i a l   on  

8.  S p a r e  

The  alarm  p r o c e s s i n g   r o u t i n e   540  then  se t s   the  b i t s   f o r  

each  s p e c i f i c   ou tpu t   and  then  c a l l s   the  alarm  ou tpu t   g e n e r a t i o n   r o u t i -  

ne  555 .  

The  alarm  ou tpu t   g e n e r a t i o n   r o u t i n e   555  performs  the  t a s k  

of  a c t u a t i n g   (or  d e a c t u a t i n g )   the  v a r i o u s   alarm  r e l a y s   based  upon  
m u l t i - b i t   words  se t   by  the  alarm  p r o c e s s i n g   r o u t i n e   540 .  

The  s c r o l l i n g   r o u t i n e   560  p rov ides   for  the  programming  o f  

t h e  a l a r m   c o n t r o l   c e n t e r   by  c o n t r o l l i n g   the  d i g i t a l   data   being  d i s -  



played ,   for  example,  l i n e w i s e   on  a  ca thode   ray  tube  and  by  s t o r i n g   on 

an  a p p r o p r i a t e   p o s i t i o n   on  the  d i s p l a y   the  new  i n f o r m a t i o n   e n t e r e d   by  

an  o p e r a t o r   or  an  i n s t a l l e r .   In  s i m i l a r   way  the  d i s p l a y   could  be  e f f e c -  

ted  as  a  p l u r a l i t y   of  d i g i t s   on  7 -e lement   LED  d i s p l a y s .   This  s c r o l l i n g  

r o u t i n e   560  is  used  in  c o n j u n c t i o n   with  the  swi tch   scanner   r o u t i n e   530 

and  depending  upon  whether   the  o p e r a t o r   swi tch   or  the  i n s t a l l e r   s w i t c h  

is  s e t ,   e s t a b l i s h e d   those   f u n c t i o n s   which  may  be  p e r f o r m e d .  

In  p a r t i c u l a r ,   an  i n s t a l l e r   is  able  to  change  system  p a r a -  
meters   such  as  a s s ignment   of  sensor   loops ,   o u t p u t   c i r c u i t s   and  p e r i p h e -  

r a l   types .   For  each  loop  the  i n s t a l l e r   can  a s s i gn   s o e c i f i c   o u t p u t   l i n -  

kages  for  o u t p u t   c i r c u i t s ,   p a r t i c u l a r l y   r e l a y   p o s i t i o n s   for   a l a r m  

c o n d i t i o n s ,   whi le   for  p e r i p h e r a l s ,   v a r i o u s   s e c u r i t y   l e v e l s .   An  i n s t a l -  

l e r   may  a lso   a d j u s t   a l l   the  va r ious   t iming  d e l a y s ,   for   example  e n t r a n c e  

and  e x i t   d e l a y s ,   s i r e n   ou tpu t   and  pause  d u r a t i o n ,   and  the  o p e r a t i o n  
of  a  r e a l   time  c l o c k .  

An  o p e r a t o r ,   however,  may  only  i n h i b i t   and  r e e n a b l e   the  s e n -  

s o r  l o o p s ,   o u t p u t s ,   p e r i p h e r a l s   and  the  r e a l   time  c lock ,   and  a s s i g n  

and  cance l   s e c u r i t y   card  and  c i phe r   c o d e s .  

The  time  i n t e r r u p t   r o u t i n e   570  o p e r a t e s   under  c o n t r o l   o f  

an  i n t e r n a l   1  m i l l i s e c o n d   c lock  symbol ized  by  s u b r o u t i n e   block  574 .  

The  time  i n t e r r u p t   in  f i r s t   p lace   is  used  to  c o n t r o l ,   as  symbol ized   by  

s u b r o u t i n e   block  571,  among  o the r   t h i n g s ,   the  g e n e r a t i o n   of  a u d i o  

s i g n a l s   at  the  alarm  c o n t r o l   c e n t e r ,   sucy  as  the  buzzer .   By  means  o f  

i t s   s u b r o u t i n e   module  572  the  t imer   i n t e r r u p t   r o u t i n e   is  coupled   t o  

the  s c r o l l i n g   r o u t i n e   (as  a lso   i n d i c a t e d   by  a  d o t t e d   i n t e r c o n n e c t i o n  

l ine)   in  t h a t   i t   ou tpu t s   and  r e f r e s h e s   in  a  time  m u l t i p l e x   f a s h i o n ,  

the  a p p r o p r i a t e   d i s p l a y   d i g i t   or  LED  b i t .   By  means  of  i t s   s u b r o u t i n e  

module  block  513  the  t imer   i n t e r r u p t   r o u t i n e   is  a lso   coupled   to  t h e  

remote  bus  p r o c e s s i n g   r o u t i n e   590  in  t h a t   i t   c o n t r o l s   the  a c t u a l   t r a n s -  

m i t t i n g   and  r e c e i v i n g   of  da ta   over  the  remote  b u s .  

The  auto  t e s t   r o u t i n e   580  is  performed  whenever  a  mode  s w i t -  

ching  is  r e q u i r e d   (e.g.  from  a  "day"  mode  to  a  "n ight"   mode)  or  u n d e r  

c o n t r o l   of  an  o p e r a t o r   or  i n s t a l l e r .   During  the  r o u t i n e ,   each  s e n s o r  

loop  is  fo rced   in to   a  high  s t a t e   for  two  scann ing   cyc les   by  t e m p o r a r i l y  

app ly ing   a  h i g h e r - t h a n   nominal  v o l t a g e   by  means  not  shwon.  Next,  i n  

s i m i l a r   manner  a  low  s t a t e   is  applied.  for  two  scanning   cyc l e s   and  t h e n  

the  loop  is  a l lowed  to  assume  i t s   normal  s t a t e .   If  any  i n c o n s i s t e n c y  



occurs   in  the  above  t e s t i n g   or  i f   a  f a i l u r e   occurs   in  the  b a t t e r y ,  

power  supp ly ,   tamper  swi tches   or  p e r i p h e r a l s ,   s w i t c h i n g   from  day  mode 

to  n i g h t   mode  is  i n h i b i t e d ,   or  an  a p p r o p r i a t e   e r r o r   message  is  d i s -  

p l ayed .   A  s i m i l a r   p rocedu re   is  e f f e c t e d   in  case  of  o the r   mode  t r a n s i -  

t i o n s .  

The  remote  bus  p r o c e s s i n g   r o u t i n e   590  forms  the  communica t ion  

wi th   the  p e r i p h e r a l   d e v i c e s .   The  r o u t i n e   f i r s t   checks  whether   t h e r e   i s  

an  e r r o r   in  the  r e c e i v e d   message.   If  so  the  r o u t i n e   d i s c a r d s   the  e r r o r  

message  and  communicates   again  with.  the  p e r i p h e r a l   dev ice   in  q u e s t i o n .  

Keeping  t r a c k   of  the  number  of  e r r o r s   for   the  s p e c i f i c   p e r i p h e r a l   d e -  

v i ce ,   the  remote  bus  p r o c e s s i n g   r o u t i n e   590  i n i t i a t e s   an  alarm  c a l l   i f  

a  p r e d e t e r m i n e d   maximum  is  exceeded.   Assuming  the  message  is  e r r o r   f r e e ,  

the  remote  bus  p r o c e s s i n g   r o u t i n e   590  updates   the  f i l e   for  the  p a r t i c u -  
l a r   p e r i p h e r a l   dev ice   and  a p p r o p r i a t e   p r o c e s s i n g   p rocedures   are  i n i t i a -  

t e d  w h i c h   i n c l u d e   s w i t c h i n g   the  system  mode,  i n d i c a t i n g   an  alarm,  o r  

a l l o w i n g   a  door  to  be  o p e n e d .  

In  the  event   of  the  loss   of  l i n e   v o l t a g e   or  power  s u p p l y  

f a i l u r e ,   the  remote  bus  p r o c e s s i n g   r o u t i n e   590  p e r i o d i c a l l y   s tops   a n d  

r e s t a r t s   remote  bus  communica t ions .   Each  p e r i p h e r a l   dev ice   270  c o n n e c -  

ted  to  the  remote  bus  w i l l   then,   th rough   the  use  of  the  c a r r i e r   l o s s  

d e t e c t i o n c i r c u i t   279  c o n t a i n e d   t h e r e i n ,   swi tch   i t s e l f   o f f   t h e r eby   c o n -  

s e r v i n g   b a t t e r y   power  u n t i l   the   remote  bus  communicat ions   is  r e s t a r t e d .  

In  c e r t a i n   a p p l i c a t i o n s   s p e c i f i c   r e q u i r e m e n t s   must  be  f u l l f i l l e d   a s  

imposed  by  a  s p e c i f i c   use r .   Block  591  is  t h e r e f o r   r e s e r v e d   for   u s e r -  

d e f i n e d   s o f t w a r e   r o u t i n e s   t h a t   would  c o o p e r a t e   with  f u r t h e r   c o u t i n e s  

and  or  r e s p e c t i v e   ha rd -ware   f a c i l i t i e s   under  c o n t r o l   of  EXEC  500 .  

Fig.  8  p r o v i d e s   in  block  d iagram  the  o r g a n i z a t i o n   of  the  s o f t -  

ware  used  for   the  p e r i p h e r a l   d e v i c e s .   The  system  o p e r a t i o n   is  c o n t r o l l e d  

by  a  f u r t h e r   EXEC  program  600.  This  EXEC  600  has,   in  p e r i p h e r a l   o p e r a -  

t i o n ,   a  more  l i m i t e d   r o l e .   T y p i c a l l y ,   a  p e r i p h e r a l   dev ice   may  be  a  

remote  c o n t r o l   u n i t   de s igned   to  swi tch   the  system  from  day  to  n i g h t  

modes  and  back.  Such  a  dev ice   would  o p e r a t e   when  a  user   i n s e r t e d   h i s  

coded  key  in to   the  u n i t   and  t u rned   i t .   The  t u r n i n g   of  the  key  wou ld  

i n i t i a t e   a  sequence  which  would  p rov ide ,   i f   the  user   leaves   the  p r e -  

mises  at   n i g h t ,   a  v i s u a l   d i s p l a y   of  those   loops  which  would  p r e v e n t  

p roper   o p e r a t i o n ,   or  loops  which  were  p r e v i o u s l y   i n h i b i t e d   by  the  u s e r ,  

or  e l s e   a  s i g n a l   t h a t   the  system  was  okay.  Cor re spond ing   to  Fig.   7,  t h e  



EXEC  program  600  is  r eached   from  an  i n i t i a l i z a t i o n   r o u t i n e   605 .  

As  modes  are  swi tched   from  day  to  n i g h t ,   t h i s   is  s i g n a l l e d   by  
LED's  on  the  p e r i p h e r a l   i t s e l f .   The  p e r i p h e r a l   a l so   g e n e r a t e s   an  a u d i o  

tone  i n d i c a t i n g   t h a t   the  user   s t a r t e d   the  run  coun t i ng   of  his   e x i t  

de lay .   As  the  user   opens  doors  to  leave   the  p r emi se s ,   the  audio  t o n e  

changes  in  p i t c h   so  t h a t   the  user   knows  t h a t   the  system  is  f u n c t i o n i n g  

p r o p e r l y .  

I n c o r p o r a t i n g   these   f u n c t i o n s   in  a  p e r i p h e r a l   d e v i c e ,   is  h a n -  

dled  by  t h r ee   r o u t i n e s   c a l l e d   the  scanning   r o u t i n e   610,  the  t imer   r o u -  

t i n e   620,  and  the  remote  bus  p r o c e s s i n g   r o u t i n e   630 .  

A  p e r i p h e r a l   dev ice   is  d i f f e r e n t   from  the  alarm  c o n t r o l   c e n -  

t e r   in  t h a t   the  scanning   r o u t i n e   610  scans  both  the  input   ( r e l e v a n t  

s u b r o u t i n e   is  symbol ized   by  block  611)  and  the  ou tpu t   ( s u b r o u t i n e   sym- 
b o l i z e d   by  block  612),  the  only  d i f f e r e n c e   being  the  d i r e c t i o n   of  s c a n .  

There  is  some  l i m i t e d   p r o c e s s i n g   of  inputs   in  the  p e r i p h e r a l   d e v i c e s ,  

however  major  a n a l y s i s   of  input   s i g n a l s   from  a  p e r i p h e r a l   dev ice   i s  

performed  by  the  alarm  c o n t r o l   c e n t e r .  

The  t imer   program  620  in  the  p e r i p h e r a l   has  s i g n i f i c a n c e   i n  

t h a t   events   are  s y n c h r o n i z e d   to  system  o p e r a t i o n .   There  is  a  s i m i l a r  

t iming  c a p a b i l i t y   in  the  alarm  c o n t r o l   c e n t e r ,   however  i t   is  i n c o r p o -  

r a t e d   as  p a r t   of  the  s c r o l l i n g   r o u t i n e   560,  which  is  time  s y n c h r o n i z e d  

to  the  e x t e r n a l   w o r l d .  

As  in  the  alarm  c o n t r o l   c e n t e r ,   the  p e r i p h e r a l   dev ice   a l s o  

c o n t a i n s   a  t imer   i n t e r r u p t   s e c t i o n   640.  The  t imer   i n t e r r u p t   640  p e r f o r n s  

a  s i m i l a r   f u n c t i o n   of  audio  g e n e r a t i o n ,   d i s p l a y   g e n e r a t i o n   and  r e m o t e  

bus  communicat ion .   I t   is  the  m i r ro r   image  of  the  t imer   i n t e r r u p t   r o u t i n e  

570  in  the  alarm  c o n t r o l   c e n t e r   and  has  c o r r e s p o n d i n g l y   a  s e t - u p   w i t h  

four  sub -b locks   (571,  572,  573,  574).  A  major  d i f f e r e n c e   however  i s  

the  f o l l o w i n g .   The  t imer  i n t e r r u p t   r o u t i n e   640  in  the  p e r i p h e r a l   d e v i c e  

must,  by  way  of  i t s   i n t e r n a l   t iming  s u b r o u t i n e   block  644  be  s y n c h r o n i z e d  

to  the  t imer   i n t e r r u p t   r o u t i n e   570  of  the  alarm  c o n t r o l   c e n t e r   as  h a s  

been  shown  in  the  f i g u r e .   This  is  n e c e s s a r y   to  ensure   proper   da t a   com- 

mun ica t ion   between  the  alarm  c o n t r o l   c e n t e r   and  the  p e r i p h e r a l   d e v i c e .  

T h e r e f o r e ,   to  ensure   proper   s y n c h r o n i z a t i o n ,   the  p e r i p h e r a l   dev ice   u t i -  

l i z e s   the  e x t e r n a l   i n t e r r u p t   to  p rov ide   s y n c h r o n i z a t i o n   between  t h e  

two  u n i t s ,   w i th in   a  few  m i c r o s e c o n d s .   This  a l lows  ex t r eme ly   r e l i a b l e  

da ta   communicat ion  on  the  remote  bus  80,  the  remote  bus  c o m m u n i c a t i o n  



r o u t i n e   630  is  l i nked   to  r o u t i n e   643  in  s i m i l a r   manner  as  are  t h e  

r o u t i n e s   573/590  in  Fig.  7 .  

System  O p e r a t i o n  

The  alarm  c o n t r o l   c e n t e r   is  des igned   such  t h a t   t h e r e   are  two 

l e v e l s   of  user   i n t e r f a c e ,   namely  o p e r a t o r   i n t e r f a c e   and  i n s t a l l e r  

i n t e r f a c e .   the  normal  o p e r a t o r   i n t e r f a c e   to  the  system  is  used  on  e n t e -  

r ing   and  l e a v i n g   the  p remises .   when  an  owner  of  a  s t o r e ,   which  is  p r o -  
t e c t e d   by  the  alarm  c o n t r o l   c e n t e r   system,  e n t e r s   his  p r emi se s ,   h e  

i n i t i a t e s   a  p rocedure   which  swi tches   his  system  from  the  n igh t   mode 

( fu l l   p r o t e c t i o n )   to  the  day  mode  (reduced  p r o t e c t i o n ) .   This  i n t e r f a c e  

is  handled   through  a  remote  c o n t r o l   u n i t   connec ted   to  the  alarm  c o n -  

t r o l   c e n t e r .   An  alarm  c o n t r o l   c e n t e r   can  handle   up  to  16  p e r i p h e r a l  

dev ices   c o n s i s t i n g   of  9  d i f f e r e n t   t ypes .   Each  p e r i p h e r a l   dev ice   has  an  

i n d i v i d u a l   address   and  an  unique  communicat ion  c a p a b i l i t y .   S e l e c t i o n   o f  

the  p e r i p h e r a l   dev ice   r e q u i r e s   an  i n c o r p o r a t i o n   of  i t   in to   the  s y s t e m  

which  is  the  job  of  the  s k i l l e d   i n s t a l l e r .   As  far   as  an  o p e r a t o r   i s  

conce rned ,   his  i n t e r f a c e   has  the  pr imary   f u n c t i o n   of  d a y / n i g h t   and  

n i g h t / d a y   s w i t c h i n g ,   and  s t a t u s   d i s p l a y .   In  c e r t a i n   s i t u a t i o n s ,   more  

s o p h i s t i c a t e d   c a p a b i l i t i e s   are  p rov ided   such  as  card  and  c i phe r   a c c e s s  

c o n t r o l   of  s e l e c t i v e   a r e a s ,   i n c o r p o r a t i o n   of  e l e c t r i c   s t r i k e   locks  and  

door  s t r i k e s   and  us ing   volume  p r i n t e r s   for  remote  camera  c o n t r o l .  

The  o p e r a t o r   swi tches   the  system  by  i n s e r t i n g   his  key  i n t o  

a  remote  dev ice   and  t u r n i n g   his  key.  This  i n i t i a t e s   a  sequence  o f  

events   beg inn ing   with  a  t e s t   of  the  system  s t a t u s   wich  u l t i m a t e l y  

leads   to  a  d i s p l a y   of  the  system  c o n d i t i o n   at   the  time  of  key  i n s e r t i o n ,  

and,  s w i t c h i n g   o p e r a t i n g   modes .  

S i m i l a r l y ,   when  the  o p e r a t o r   l eaves   his  premise   at  n igh t   h e  

r e p e a t s   the  o p e r a t i o n .   He  i n s e r t s   his  key  i n to   his  remote  c o n t r o l   d e -  

v i ce ,   and  i f   the  d i s p l a y   is  p rope r ,   he  l eaves   his  p r emises .   The  s y s t e m  

swi t ches   from  "reduced  p r o t e c t i o n "   to  " f u l l   p r o t e c t i o n "   i f   a l l   o p e r a -  
t i o n a l   p a r a m e t e r s   are  in  accordance   with  p r e d e f i n e d   s p e c i f i c a t i o n s .  

In  the  event   t h a t   t h e r e   has  been  an  alarm  in  the  system,  t h e  

o p e r a t o r   is  able  to  get  p r e l i m i n a r y   i n f o r m a t i o n   from  h i s  r e m o t e   d e v i c e ,  

p rov ided   the  p a r t i c u l a r   dev ice   has  the  n e c e s s a r y   d i s p l a y   means.  In  any  
even t ,   the  o p e r a t o r   can  get  f u l l   i n f o r m a t i o n   by  going  to  the  alarm  c o n -  

t r o l   c e n t e r   i t s e l f ,   i n s e r t i n g   his  o p e r a t o r   key  in to   the  alarm  c o n t r o l  

c e n t e r   and  t u r n i n g   i t .   The  system  w i l l   d i s p l a y   i n f o r m a t i o n   which  a l l o w s  



the  o p e r a t o r   to  a s c e r t a i n   the  na tu r e   of  the  p r o b l e m .  
The  next  l eve l   of  user   i n t e r f a c e   is  the  i n s t a l l e r .   In  t h i s  

case  we  have  a  h igher   l e v e l   use r .   The  i n s t a l l e r   r e q u i r e s   more  i n f o r m a -  

t ion   from  the  system  and  a l so   has  more  c o n t r o l   over  the  alarm  c o n -  

t r o l   c e n t e r   program.  The  i n s t a l l e r   normal ly   sees  the  system  at  two  d i f -  

f e r e n t   t imes .   The  f i r s t   time  is  on  i n i t i a l   i n s t a l l a t i o n .   When  t h e  

i n s t a l l e r   i n i t i a l l y   connec t s   a  system,  he  must  per form  i n d i v i d u a l   i n -  

s t a l l a t i o n   of  a l l   the  s enso r s   n e c e s s a r y   to  p r o t e c t   the  p r e m i s e s .   He 

then  proceeds   to  connec t   the  wires   to  the  alarm  c o n t r o l   c e n t e r .   Con-  

n e c t i o n   is  done  by  an  i n t e r c o n n e c t i o n   scheme  which  a l lows  very  r a p i d  

c o n n e c t i o n   of  i n d i v i d u a l   wires   in to   cab le   h a r n e s s e s   with  c o n n e c t o r s .  

The  c o n n e c t o r s   a l low  r ap id   p l u g - i n   of  sensor   loops  to  the  I/O  b o a r d  

100  i n s ide   the  alarm  c o n t r o l   c e n t e r .   The  i n s t a l l e r   at  i n s t a l l a t i o n  

must  connec t   the  l i n e   v o l t a g e   and  b a t t e r y   to  p rov ide   proper   s y s t e m  

o p e r a t i o n .   Af te r   a  system  has  been  wired  in,  i t   is  n e c e s s a r y   to  c h e c k  

and  a l i gn   i t .   Checking  a l ignment   is  a u t o m a t i c a l l y   accompl i shed   by  t h e  

m i c r o p r o c e s s o r   c o n t a i n e d   in  the  alarm  c o n t r o l   c e n t e r   when  the  a p p r o p r i -  

ate   c o n t r o l s   are  p r e s s e d   by  the  i n s t a l l e r .   In  a d d i t i o n   to  check ing   and  

a l i g n i n g   the  input   loops ,   the  alarm  c o n t r o l   c e n t e r   a l so   f o r c e s   t h e  

i n s t a l l e r   to  s tep   th rough   a l l   of  the  dev ices   which  he  has  the  p o s s i -  

b i l i t y   of  programming.  This  is  done  so  t h a t   the  i n s t a l l e r   knows  w h a t  

pa rame te r s   are  e n t e r e d   in to   the  system  and  the  alarm  c o n t r o l   c e n t e r  

has  the  proper   i n f o r m a t i o n   to  i n i t i a t e   i t s   s u r v e i l l a n c e   of  t h e  

p r e m i s e s .  

The  second  time  the  i n s t a l l e r   sees  the  system  is  when  t h e  

user   has  a  problem.  In  t h i s   case ,   the  i n s t a l l e r ' s   i n f o r m a t i o n   is  s i -  

mi la r   to  the  u s e r ' s   i n f o r m a t i o n ,   namely  the  source  of  the  p r o b l e m .  

The  major  f u n c t i o n   which  the  i n s t a l l e r   uses  is  an  au toma t i c   r e p e a t  

viewing  "walk  t e s t "   of  the  i n d i v i d u a l   loop  c r e a t i n g   p r o b l e m s .  

I n t e r f a c i n g   to  the  e x t e r n a l   env i ronment   is  v ia   two  d i f f e r e n t  

types  of  i n t e r f a c e s .   The  f i r s t   i n t e r f a c e   is  the  i n t e r f a c e   of  p e r i p h e r a l  

dev ices   connec ted   to  the  alarm  c o n t r o l   c e n t e r .   This  i n t e r f a c e ,   t h e  

remote  bus,  is  des igned   to  work  at  a g g r e g a t e   d i s t a n c e s   of  up  to  500 

mete r s .   From  1  to  16  p e r i p h e r a l   dev ices   may  be  connec ted   on  the  r e -  

mote  bus.  Communication  to  p e r i p h e r a l   dev ices   u t i l i z e s   s y n c h r o n i z a t i o n  

to  hardware  i n t e r r u p t s   between  the  alarm  c o n t r o l   c e n t e r   and  t h e  

p e r i p h e r a l   d e v i c e s .   Then  communicat ion  begins  with  two  modes  of  o p e -  



r a t i o n ,   namely  i n d i v i d u a l   p e r i p h e r a l   a d d r e s s i n g   and  group  a d d r e s s i n g .  

The  two  communicat ion  modes  are  i n t e r m i x e d   so  t h a t   f a s t   r e sponse   may 
be  o b t a i n e d   to  changes  in  i n d i v i d u a l   p e r i p h e r a l   s t a t u s   yet   each  p e r i -  

p h e r a l   may  have  i t s   time  for   communicat ion  to  e s t a b l i s h   f u l l   o p e r a t i o -  

nal  c a p a b i l i t y .  

Communication  to  the  e x t e r n a l   world  is  handled   by  a  s e p a r a t e  

communicat ions   p r i n t e d   c i r c u i t   board  300  which  is  mounted  in  the  a l a r m  

c o n t r o l   c e n t e r .   There  is  a  p o s s i b i l i t y   of  us ing   h i e r a r c h i c a l   communi- 

c a t i o n s   modules.   In  the  end  i t   is  des igned   t h a t   the  alarm  c o n t r o l   c e n -  

t e r   is  able  to  be  moni to red   programmed,  and  c o n t r o l l e d   by  a  c e n t r a l  

alarm  s t a t i o n .  

A  d i f f e r e n t   type  of  communicat ion  was  n e c e s s a r y   for   the  PTT 

i n t e r f a c e   as  c o n t r a s t e d   with  the  remote  bus  communica t ions .   This  i s  

because   e x t e r n a l   communicat ions   r e q u i r e s   a  h igher   l e v e l   of  s e c u r i t y  

s i nce   i t   is  more  v u l n e r a b l e   to  a t t empt s   to  damage  the  commun ica t i ons  

system.  E x t e r n a l   communicat ions   uses  p a r i t y   b i t s ,   block  checking  c h a -  

r a c t e r s   and  echo  back  p rocedures   to  minimize  the  e f f e c t   of  no i se   and  

e x t r a n e o u s   s i g n a l s   i n t r o d u c e d   in to   the  communicat ion  l i n e .  

Moreover,   the  alarm  c o n t r o l   c e n t e r   conmunica t ions   board  300  has  t h e  

c a p a b i l i t y   of  p r o v i d i n g   e n c r y p t i o n   of  the  da t a   to  reduce   the  p o s s i b i -  

l i t y   of  s a b o t a g e .  

Numerous  a l t e r a t i o n s   of  the  s t r u c t u r e   he re in   d i s c l o s e d  

w i l l   s ugges t   t hemse lves   to  those   s k i l l e d   in  the  a r t .   However,  i t   i s  

to  be  u n d e r s t o o d   t h a t   the  p r e s e n t   d i s c l o s u r e   r e l a t e s   to  a  p r e f e r r e d  

embodiment  of  the  i n v e n t i o n   which  is  for   purposes   of  i l l u s t r a t i o n   o n l y  
and  not  to  be  c o n s t r u e d   as  a  l i m i t a t i o n   of  the  i n v e n t i o n .   All  s u c h  

m o d i f i c a t i o n s   which  do  not  d e p a r t   from  the  s p i r i t   of  the  i n v e n t i o n   a r e  

i n t e n d e d   to  be  i nc luded   w i t h i n   the  scope  of  the  appended  c l a i m s .  



1.  An  alarm  c o n t r o l   c e n t e r   for  i n t e r f a c i n g   w i t h :  

a.  a  p l u r a l i t y   of  input   sensor   loops  (102),  each  of  sa id   loops  h a v i n g  

at  l e a s t   one  sensor   e lement ,   each  sensor   e lement   having  a  r e s p e c t i v e  
e l e c t r i c a l   r e s i s t a n c e   range  between  a  s t a n d a r d   c o n d i t i o n   of  an  a s s o c i -  

a ted  p h y s i c a l   f a c i l i t y   an  a  hazardous   c o n d i t i o n   of  such  p h y s i c a l   f a c i -  

l i t y   and  

b.  an  a r r ay   of  alarm  ou tpu t   e lements   for  o u t p u t t i n g   a  p l u r a l i t y   o f  

r e s p e c t i v e   a u d i o - v i s u a l   alarm  s i g n a l i z a t i o n s ,  

sa id   alarm  c o n t r o l   c e n t e r   c o m p r i s i n g :  
1.  f i r s t   means  for   i n t e r c h a n g e a b l y   p r e a s s i g n i n g   r e s p e c t i v e   alarm  p a r a -  
meter  va lues   for  each  of  sa id   input   sensor   l o o p s ;  

2.  second  means  for  i n t e r c h a n g e a b l y   p r e a s s i g n i n g   r e s p e c t i v e   a larm  s i g -  

n a l i z a t i o n s   for   each  of  sa id   input   sensor   l o o p s ;  

3.  scanning   means  (120)  for   s e q u e n t i a l l y   scanning   sa id   p l u r a l i t y   o f  

inpu t   sensor   l o o p s ;  
4.  c o n d i t i o n i n g   means  (130)  for  c o n d i t i o n i n g   the  s i g n a l s   from  each  o f  

the  scanned  sensor   l o o p s ;  

5.  comparing  means  for  comparing  the  s i g n a l   from  each  p a r t i c u l a r   s c a n -  

ned  input   sensor   loop  with  the  c o r r e s p o n d i n g   p r e a s s i g n e d   alarm  p a r a m e -  
t e r   v a l u e ;  

6.  a c t i v a t i n g   means  for  a c t i v a t i n g   the  a s s o c i a t e d   alarm  ou tpu t   e l e m e n t s  

under  c o n t r o l   of  an  ou tpu t   s i g n a l   from  sa id   comparing  means  i n d i c a t i n g  

a  hazardous   c o n d i t i o n   in  the  s i g n a l   c o r r e s p o n d i n g   to  the  r e s p e c t i v e  

inpu t   sensor   l o o p .  

2.  An  a larm  c o n t r o l   c e n t e r   as  c la imed  in  c la im  1,  which  f u r t h e r -  

more  compr ises   i n t e r f a c e   means  for   r e c e i v i n g   and  o p e r a t i v e l y   f o r w a r d i n g  

r emoted ly   o r i g i n a t e d   c o n t r o l   s i g n a l s   for  c o n t r o l l i n g   sa id   s c a n n i n g  

means,  sa id   comparing  means,  and  sa id   alarm  a c t i v a t i n g   means .  

3.  An  a larm  c o n t r o l   c e n t e r   as  c la imed  in  c la im  1  or  2,  w h i c h  

f u r t h e r m o r e   compr ises   remote  s t a t i o n   means  coupled   to  sa id   i n t e r f a c e  

means  and  having  s e l e c t o r   means  for   g e n e r a t i n g   under  e x t e r n a l   c o n t r o l  

a c t i v a t i o n / d e a c t i v a t i o n   s i g n a l s   for   f u r t h e r   e lements   of  said  alarm  c o n -  

t r o l   c e n t e r .  



4.  An  alarm  c o n t r o l   c e n t e r   as  c la imed  in  c la im  1,  2  or  3,  h a v i n g  

s e c u r i t y   l e v e l   s e l e c t i n g   means  for   s e l e c t i v e l y   a  day  mode  of  o p e r a t i o n  

and  a  n i g h t   rode  of  o p e r a t i o n ,   wherein  dur ing   the  n igh t   mode  a l l   of  s a i d  

inpu t   sensor   loops  and  alarm  ou tpu t   e lements   are  o p e r a t i o n a l   while   d u -  

r i n g   the  day  mode  c e r t a i n   of  sa id   input   sensor   loops  and  alarm  o u t p u t s  

are  i n h i b i t e d ,   c y c l i n g   means  for  a u t o m a t i c a l l y   c o n t r o l l i n g   t r a n s i t i o n s  

between  sa id   day  mode  and  sa id   n igh t   mode  at  a p p r o p r i a t e   i n s t a n t s ,   and  

h a l t   means  for   a u t o m a t i c a l l y   p r e v e n t i n g   the  t r a n s i t i o n   from  one  mode 

to  ano the r   under  c o n t r o l   of  an  alarm  c o n d i t i o n   s i g n a l .  

5.  An  alarm  c o n t r o l   c e n t e r   as  c la imed  in  any  of  the  c laims  1 

to  4,  f u r t h e r m o r e   compr i s ing   a  scann ing   s e l e c t o r   for  under  c o n t r o l   o f  

a  warning  s igna l   s e l e c t i v e l y   i n c r e a s i n g   the  scanning   r a t e   of  at  l e a s t  

one  p a r t i c u l a r   input   sensor   loop  with  r e s p e c t   to  i t s   s t a n d a r d   s c a n n i n g  

r a t e   for   v e r i f y i n g   the  o c c u r r e n c e   of  an  alarm  c o n d i t i o n   in  sa id   a t  

l e a s t   one  p a r t i c u l a r   inpu t   sensor   l o o p .  

6 .  A n   alarm  c o n t r o l   c e n t e r   as  c la imed  in  any  of  the  c laims  1  t o  

6,  which  f u r t h e r   compr ises   back-up  b a t t e r y   (460)  means  for  p o w e r i n g  

sa id   alarm  c o n t r o l   s i g n a l   under  c o n t r o l   of  a  s i g n a l l i n g   s i g n a l   p r o d u c e d  

by  a  power  outage  sensor   coupled   to  a  ma in s - f ed   power  supply  means .  

7.  An  alarm  c o n t r o l   c e n t e r   a s   c la imed  in  c la im  6  which  f u r t h e r m o r e  

compr ises   secondary   c y c l i n g   means  for  r e p e t i t i v e l y   s w i t c h i n g   on  and  o f f  

a  remote  s t a t i o n   means  coupled  to  sa id   alarm  c o n t r o l   c e n t e r   under  b a t t e -  

ry -powered   c o n d i t i o n s   for   ex t end ing   b a t t e r y   o p e r a t i o n   t i m e .  

8 .  A n   alarm  c o n t r o l   c e n t e r   as  c la imed  in  c la im  7,  f u r t h e r   com- 

p r i s i n g   suspend ing   means  for  under  c o n t r o l   of  a  low  v o l t a g e   c o n d i t i o n  

of  sa id   b a t t e r y   back-up  means  suspending   the  o p e r a t i o n   of  sa id   a l a r m  

c o n t r o l   c e n t e r   for   p r e v e n t i n g   e x c e s s i v e   d i s c h a r g e   of  sa id   b a c k - u p  

b a t t e r y   means .  
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