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@ A frequency-hopping radio communication system in
which a network of stations operate on the same sequence of
frequencies, in synchronism, controlled by pseudo-random
generators which are initially synchronised. Each station has
means for modifyingits p.r. sequence dependent only upon the
instant in the main line sequence at which the modification is
switched. In order to communicate, one station transmits, on
the current main-line frequency sequence, the address of the
desired other station and then signals the segence switch. At
this instant both transmitting and receiving stations switch to
a modified frequency sequence and are thus isolated from the
remaining stations. At the end of the message a signal from
the transmitting to the receiving station causes both stations
to revert to the main line sequence.

Radio communication system.
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This invention relates to radio communiczation
apraratus and particularly'to such apparatus in which the
carrier frequency is changed periodically in an attempt
to meintain security and overcore jamming of the rzdio
transrcission. Such periodic frecuency chaznging is called
hopping.

channels at a spzecing of 25 kHz. Cf this nurber a limited
fraction are made available to the radio sets in the net-
work. The greater the number of available channels the
more secure the system but the greater is the storage
capacity required for_E?e identification of the wvalid
channels. The set of channels over which frecuency hop~
ping tekes place, i.e. the availsble channels, is called

a 'hop-set'.

Zach radio set in the network mzy be adarted to
orerate on a common hop-set according to its cwn pssudo-
random sejguence thus giving whst is called a random hop-
ring system. In this system, statistically predictable
interference occurs as a result of random frezuency
coincidences when two communications zre being conducted
similtaneously. UK Patent Applicztion Serial No. 2103C52
describes a random fregquency hopping system in which such
randor interference is svoided without serious demare to
the transmission.

The alternative, so-called crthogonsl, sy:ztem
is one in which both the hop-set and the pscudo-random
sequence is common to each radio set in the network.

Some means then has to be employed to prevent continuous
interference betwe~n the channels used in simultaneous
communications. Such a system is described in UK Fatent
Application Serial No. 2101847.

An object of the present invention is to
provide a random frequency hopping system which permits
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simultaneous non-interfering conversations in a radio
network.

hccording to the present invention, a freguency-
hopping radio communication system comprises g plurzlity
of radio traznsmitter/receiver sets hsving means for chancing
their operating frecuencies periodically, in synchronism,
and sccording to a common main-line pseudo-randor channel
seguence, each radio set having mezns for zmodifying its
operating channel senuence to a side track senusnce depen-
dent upon the point in said rain line sejuence at which the
modification is initiated and means for transmitting a
signal to a selected other radio set to initiste said side
track sequence in the receiving radio set at the sane
instsnt as in the traﬁ§$itting radio set, both radio sets
being arranged to revert to the main-line channel se-uence
on termin=tion of the transmission.

The modification may be effected by a change in
a feedback path of a pseudo-random number generator irn
each radio set which gener=ztor determines the operating
chznnel seguence of the radio set.

4 freguency-hopping radio communication system
in accordance with the invention will now be described,
by way of example, with reference to the accoxpznring
drawings, of which:-

Figure 1 is a block diagram of one radio sst of
the network indicating the generation of msin-line snd
modified channel seguences;

Figure 2 is a timing diggram of the channel
changes in different operating conditions of the system;

and Figure % is a éiagram of a freguency hopping
radio communicstion system employing two radio sets as a
relay station.

Xeferring to the drawings, a number of different
radio sets in a network, which are reauired tc be zble to
communicate with each othar; each include arnsratus as
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shown in Figure 1. A real time clock 1 steps a random
nunber generstor 2 through a pseudo random number seguence,
the output number at any instant being determined by the
original number, i.e. the key variasble, with which the
random number generator was loaded, and the time elapsed
since that occurrence. £11 radio sets in the network are
loaded with the same key varizble and their clocks are
initially synchronised, so that all radio sets will produce
the same pseudo-random nurmbesr senuernce in synchronism.
There mey be a very slight phase drift between the number
sequances of the different radio sets if they should run
on for a substantial time without communication but this

is accommodated as will be seen.

Zach radio é@% has a stored table 3 of permitted
frequencies, i.e. a lzrge rsndom selection of the totsl
prossible crnznnels in the band. This hop-set is again
comron to &all radios of the network.

The table 3 is addressed by each nulti-digit
random number as it arises and the resulting channel fre-~
quency identity is applied to a transmwitter/receiver radio
14 which is frequency agile and electronically tunable.
The operating frenuency thus changes periodiczlly =snd
synchronously for all radios of the network in accordance
with the number sequence provided by a nurber generator.
This common basic sequence will be referred to zs the
main-line sezuence.

The key variable initially loaded into each
random number generator 2, can be changed periodically
for different networks on a geographical or other basis.

The random number generstor 2 consists of a
shift register with predetermined feedbzck in ¥nown manner.
In addition to the basic construction there is a controll-
able feedback path 4 which, when effective, chanmes the
rattern gensrated in a predetermined ranner. This feed-
back path is controlled by a switch &, the modified number
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sequence produced by the generator then depending upon the
content of the generator when the modification is initiated.

A bistable 8 determines the condition of the
switch 6, the switch being closed when the bistable is
'set!t.

In the passive condition of the network, i.e.
with no transmissions in progress, all radio sets operate
on the same main-line sequence of channels and are
therefore all receptive to any transmission from another
set. In order to make selective transmissions while
operating on this main-line sequence therefore, a
selected receiving set is identified by a calling signal,
this address being trapsmitted to all sets. Prior to the
called radio address however, a synchronising sequence is
transmitted to correct any timing drift that may have
occurred since the previous transmission. Each
transmitter is thus a%sumed to have correct timing but
each radio set as a whole will have its timing corrected
whenever it operates as a receiver. There will therefore
be a tendency to bring all the radio sets of a network
into synchronism.

Following the synchronising secguence and the
address of the called radio, an absolute time marker is
transmitted, a so-called 'bingo' signal. It is the
transmission and reception of this signal which initiates
the modification of the random number generator 2 in the
transmitting and receiving radios.

' Referring to Figure 1 again, this modification
is initisted as follows. The bistable 8 has a set input
derived by way of an OR-gate 10 from a 'bingo' detector
12 which monitors the signal received by the basic radio
14. Immediately therefore, on reception of the 'bingo!
signal the bistable 8 is set, the switch 6 is closed, and

a modified random number seguence is generated dependent
upon the content of the generator at the instant of switch
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closure. At the transmitting radio the bistable 8 is set
at the same instant by a signal following the synchronising
and addressing preamble. This post-transmission synchron-
ising signal is applied by way of the OR-gate 10.

Both transmitting and receiving radios are thus
modified at the same instant and with the same content in
their random number generators. The resulting modified
sequences, which bear noc relation to the main-line sequence,
are therefore identical and communication can proceed’
between these two radios. If, of course, transmission to
two or more other radios is required this is easily
accommodated, by transmission ¢f the respective addresses
on the main line sequegyce.

Figure 2 shows the effect of closure of the switch
6 on the operating frequency sequences. The upper
horizontal line indic?tes the main-line frequency seguence
FS Fig Fg etc (a typical part of the segquence), the
frequency changes occurring at regular intervals determined
by the clock. If, for example radio 1 calls radio 2, and
the 'bingo' signal arises at the instant of the main-line
change to F4, then a sidetrack sequence will occur 1in
radios 1 & 2 having typical frequencies FlS FlO F5 etc as
shown. These latter changes will occur in synchronism
with the main-line changes ¥, F5 Fio etc. Radios 1 & 2
will then operate on the modified or sidetrack seguence
while the remainder of the radios in the network carry on
passively on the main-line sequence.

If at a later instant radio 3 should call radio &
and emit a 'bingo' signal at F12 in the main-line sequence
then the content of the random number generators of radios
2 & 4 will at that instant be different from the content
of the'generators of radios 1 & 2 and consequently a new
sidetrack sequence will arise for the operation of radios
3 & 4. No interference between the two communications will
arise other than the predictable statistical coincidence of
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frequencies. As menticned previously, the system described
in Patent Application No. 8119215 will alleviate any
troubles arising from this cause.

At the end of a transmission an ‘end-of-message!
code is tranémitted, which is detected by a detector 16.

An output from the detector 16 resets the bistable 8 by
way of an OR-gate 18, the switch 6 opens, and the generator
2 reverts tothe production of the mzin-line sequence in the
same phase as if it had not been interrupted.

A transmit key Iinput 20 also serves to reset the
bistable 8 by way of OR-gate 18 to ensure that on
transmission the radio is operating on the main-line
sequence i.e. on which_ all other (passive) radios are
listening for their address code.

The system described has the significant feature,
in contrast with fixed freguency radio systems, that an
ongoing selective coméunication does not prevent the rest
of the net communicating, or setting up selective calls
of their own, since the sequence of frequencies used to
set up calls, the main line sequence, is unrelated to the
sequence of frequencies used for the message, the side-
track sequence. Furthermore, there are as many different
sidetrack sequences as there are points of departure
from the main line sequence, the only limiting factor %o
their use being the acceptability of interference caused
by the statistical probability that two or more sequences
will alight on the same frequency at the same time.

' Some incidental advantages of the above
'‘divergent-key-operation' system arise as follows.

If a frequency hopping radio using the basic
main line sequence for all purposes is captured by an
enemy with its key variable and hopset programming intact,
it would ordinarii& be possible for the enemy to employ
the radio to jam the rest of the net of which it was part,
merely by switching it permanently to 'transmit’.
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However, the system, as described above, makes this
virtually impossible. If the captured radio is switched
permanently to ttransmit' in an attempt to jam, it will,
after the short initial preamble, switch to the sidetrack
sequence of frequencies which will then not interfere with
any other transmission. Even if a receiver is addressed,
and follows the spurious transmission, the operator can,
upon determining that the message is of not value, switch
the receiver back to the main line by pressing the transmit
switch 20 momentarily.

The main-line sequence could be rendered unavail-
able to a large extent by constantly switching a captured
radio between transmit¥and receive. Software or hardware
traps may be built into the radio to prevent a captured
radio being switched in this way. Such & trap may for
instance cause erasure of the key variable upon detection
of such behaviour. )

A captured radio may, of course, be modified by
the enemy to bypass these traps; but that would involve
laboratory work, and by the time the radio was returned
to the field, the key variable would no longer be current.
It may also be made extremely difficult to extract the
key variable from one radio in order to transfer it to a
modified radio.

In order to extend the coverage range of ground
wave radio systems, retransmission is often employed,
whereby the signal is received from the initiating
transmitter on one frequency, and relayed on another
frequency. Two conventional radio sets may be connected
back-to~back to provide such an automatic relay station,
as illustrated diagrammatically in Figure 3. In military
systems, single frequency simplex is used on each leg of
the path, and the relaying transmitter is keyed only when
the receiver detects the presence of a valid signal.

Since the two legs of the relay path must be on
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Zirfferent frequencies to provide adequate isolation
rztween the co-sited transmitter and receiver, the
fraguency on which a receiving station should best listeun
iepends on its geographical position, i.e., whether it is
nearer to the initiating station or the appropriate relay
site. In a conventional system therefore, a mobile
station may have to change frequency according to position.
Thus, the relay station may comprise two radio sets B & C
=zch as aferesaid but modified in that set B is made
2zceptive tu all transmissions irrespective of address, any
valid transmission so received on the main line sequence
szusing coversion to a sidetrack sequence at the BINGO
snde reception. The £irst radio link in the relay process,
.-, between the originating statior A and the relay
stzation B/{ is then operated on a first side track
re3uence.  Jn such va}iﬁ reception the transmitting set C
3¥ the relsy station is caused to initiate re-transmissic:
32 the mair line sequenze, of the syanckhronising and address
srsamble, tre address bzing that of tne o~ut-station D,
glayed fror the originating staticon A. On transmissisn of
the BINGO code by the set C both set C and out-station
set D switeh to a side-btrack sequence which is differant
from that i:. operation bectween the AB link since it awvises
at a lazter Time. There is again, thereforez, no iaver-
ference beltween the AB transmissior 3ard ths CID *‘ranrriesion.
in the returna direction the functions of sets

4 & D are interchanged ard the operation proceeds exactly
as befcre.

The mobile radio set D will lock onts thz firz+
syachronisation preambls which it receives successfully
whether from the initiating statiorn A or the relay stati
B/C. As it moves out of range of one relay site and intec
the coverage zone of another, no action is thus regquirsd
by the operator to pick up the new relay link.
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1. A frequency-hopping radio communication system
comprising a plurality of radio transmitter/receiver
sets (Fig. 1) characterised in that the radio sets

have means (2, 3) for changing their operating frequen-
cies periodically, in synchronism, and according to a
common main-line pseudo-random channel sequence, each
radio set having means (4, 6) for modifying its operat-
ing channel sequence to a side-track sequence dependent
upon the point in said main line sequence at which the
modification is initiated and means for transmitting a
signal to a selected QEher radio set to initiate said
side-track sequence in the receiving radio set at the
same instant as in the transmitting radio set, both
radio sets being arranged (6, 8, 16, 18) to revert to
the main-line channelfsequence on termination of the
transmission.

2. A system according to Claim 1, characterised in
that each radio set (Fig. 1) incorporates a pseudo
random number generator (2) and a channel frequency
identifying store (3), each number generated by the
pseudo random number generator (2) determining a
respective operating channel frequency for the radio
set, and wherein the pseudo random number generator (8)
incorporates a controllable two-state feedback path (4)
which, in one state causes the pseudo random number
generator to produce a said side-track sequence.

3 A system according to Claim 2, characterised by
transmit-key means (2) whereby, before transmission,
operation of said transmit key means causes said feedback
path (4) to adopt the other of the two states.

4, A system according to any preceding claim
characterised by a relay station which comprises two
radio sets (B,C) each as aforesaid, one (B) of said two
radio sets being adapted to accept transmissions
irrespective of addressee and the other (C) of said two
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radio sets being coupled to said one radio set (B) to
re-transmit all signals received thereby, the difference
in time between reception by said one set (B) and re-
transmission by said other (C) causing the two links

to operate on different side-track sequences and thus
provide frequency isolation.
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