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Card  reader  for  security  system. 

(§5  There  is  disclosed  herein  an  improved  card  reader  for  a 
security  system  utilizing  a  central  controller  and  a  plurality  of 
card  readers  for  controlling  traffic  through  critical  doors  in  a  fa- 
cility.  The  improved  reader  includes  means  for  improving  the 
system  throughput  by  buffer  storing  large  numbers  of  transac- 
tions  all  occurring  within  a  short  time  for  time  clock  functions  in 
time  and  attendance  applications  for  hourly  employees.  Also 
disclosed  are  means  for  conditioned  emergency  responses  to 
sensed  changes  in  status  of  alarm  contacts  coupled  to  the 
reader  and  located  in  the  vicinity  of  the  reader  within  2  miles. 
There  is  also  disclosed  means  for  temporarily  storing  transac- 
tion  information  for  transactions  made  during  periods  when 
communications  with  the  controller  are  lost.  During  such  de- 
graded  mode  operation,  access  is  granted  to  cardholders  with 
the  proper  system  code  and  their  ID  code  and  the  time  of  the 
transaction  are  stored  in  a  buffer.  When  communications  are 
restored,  the  transactions  saved  in  the  buffer  are  sent  to  the 
controller. 6A.TT.  «*M 12. 
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Background   of  the  I n v e n t i o n  

This  a p p l i c a t i o n   r e l a t e s   to  the  f i e l d   of  door  a c c e s s  

s e c u r i t y   sy s t ems   and,  p a r t i c u l a r l y ,   to  the  f i e l d   of  c a r d  

r e a d e r s   for   door  a c c e s s   s e c u r i t y   s y s t e m s .  
Door  a c c e s s   s e c u r i t y   s y s t e m s ,   u t i l i z i n g   m a g n e t i c   c a r d  

r e a d e r s   at  doors   to  be  c o n t r o l l e d ,   are  known  in  the  p r i o r  

a r t .   Such  sys t ems   i n c l u d e   c e n t r a l   c o n t r o l l e r s   c o u p l e d   t o  

a  p l u r a l i t y   of  r e a d e r s ,   each  of  which  is  l o c a t e d   at  a  

s p e c i f i c   door  to  be  c o n t r o l l e d .   A u t h o r i z e d   p e r s o n s  
w i s h i n g   to  ga in   a c c e s s   t h r o u g h   a  door ,   i n s e r t   m a g n e t i c  
ca rds   i n t o   s l o t s   in  the  r e a d e r .   Magne t i c   c o d i n g s   on  t h e  

ca rds   are  then   read  and  d a t a   is  s en t   to  the  c o n t r o l l e r  

which  a u t h o r i z e s   or  r e f u s e s   e n t r y   and  t e l l s   the  r e a d e r  
e i t h e r   to  keep  the  door  l o c k e d  o r   un lock   the  d o o r .  

Such  a  sys tem  can  a d v a n t a g e o u s l y   be  used  as  a  t i m e  

c lock   to  keep  a  r e c o r d   of  the  h o u r s  w o r k e d   by  h o u r l y  

e m p l o y e e s .  -   H o w e v e r ,   a  p r o b l e m   w i t h   sys tem  t h r o u g h p u t  
a r i s e s   w h e n  a   l a r g e   number  of  employees   a l l   t r y   to  c l o c k  

in  or  out  at  the  same  t i m e .   The  d e l a y s   caused   by  r e a d i n g  
of  a  c a r d ,   w a i t i n g   for   a  p o l l   s i g n a l   to  come  to  the  r e a d e r  
from  the  c o n t r o l l e r ,   s e n d i n g   the  c a r d -   d a t a   to  t h e  

c o n t r o l l e r   and  w a i t i n g   fo r   the  c o n t r o l l e r   to  p r o c e s s   t h e  

i n f o r m a t i o n   and  send  back  a  "Go"  or  "No  Go"  s i g n a l   c a n  
c r e a t e   i m p a t i e n c e   in  the  w o r k e r s   at  the  end  of  the  l i n e .  

Such  card  r e a d e r   s y s t e m s   can  a l so   be  used  to  m o n i t o r  

a larm  c o n t a c t s   l o c a t e d   at  s t r a t e g i c   l o c a t i o n s   t h r o u g h o u t   a  
f a c i l i t y .   In  the  p r i o r   a r t ,   a  c e n t r a l l y   l o c a t e d   a l a r m  
c o n t a c t   m o n i t o r i n g   d e v i c e   was  l o c a t e d   near   the  c o n t r o l l e r  

with  i n d i v i d u a l   w i r e s   c o u p l i n g   the  c o n t a c t   m o n i t o r i n g  
d e v i c e   to  the  a la rm  c o n t a c t s   l o c a t e d   t h r o u g h o u t   t h e  

p l a n t .   Such  s y s t e m s   were  e f f e c t i v e   but  r e q u i r e d   a n  
i n d i v i d u a l   p o l l i n g   p r o t o c o l   and  t h e  a s s o c i a t e d   h a r d w a r e  

for  the  a larm  c o n t a c t   m o n i t o r i n g   d e v i c e .   F u r t h e r ,  
i n d i v i d u a l   w i r e s   had  to  be  s t r u n g   be tween   a l l   the  c o n t a c t s  
to  b e  m o n i t o r e d   and  the  c e n t r a l   m o n i t o r i n g   d e v i c e .   T h i s  

could  r e s u l t   in  l a r g e   e x p e n d i t u r e s   for   w i re .   F u r t h e r ,  



such  c e n t r a l   c o n t a c t   m o n i t o r i n g   d e v i c e s   were  g e n e r a l l y   n o t  

wel l   s u i t e d   to  a p p l i c a t i o n s   where  only   a  s i n g l e   a l a r m  

c o n t a c t   needed  to  be  m o n i t o r e d   s i n c e   the  f u n c t i o n   r a r e l y  

j u s t i f i e d   the  e x p e n s e .  
The  p r i o r   a r t   s y s t e m s   a l s o   had  room  for   improvement   i n  

the  a r ea   of  o p e r a t i o n   d u r i n g   t i m e s   when  the  c o m m u n i c a t i o n  
l i n e s   be tween   the  r e a d e r   and  the  c e n t r a l   c o n t r o l l e r   w e r e  
down.  In  such  a  s i t u a t i o n ,   i f   a l l   a c c e s s   was  d e n i e d ,  

p e o p l e   would  be  i n c o n v e n i e n c e d   o r ,   worse ,   t r a p p e d   in  a n  
u n d e s i r a b l e   emergency   s i t u a t i o n .   The  a l t e r n a t i v e   would  b e  
to  a l l o w   f r e e   a c c e s s   t h r o u g h   a l l   d o o r s .   However,   w i t h  

r e c o r d - k e e p i n g   f u n c t i o n s   done  at  the  c e n t r a l   c o n t r o l l e r ,  
t h e r e  w o u l d   be  no  r e c o r d   of  the  i n d i v i d u a l s   who  e n t e r e d  
and  l e f t   s p e c i f i c  a r e a s   d u r i n g   s p e c i f i c   t imes   whi le   t h e  
l i n e s   were  down.  As  a  r e s u l t ,   if   t h e f t   o c c u r r e d   d u r i n g  
the  down  t i m e ,   t h e r e   would  b e  n o   r e c o r d  t o   use  in  t h e  

i n v e s t i g a t i o n .  

Summary  of  the  D i s c l o s u r e  

There  is  d i s c l o s e d   h e r e i n   a  card  r e a d e r   for   use  in  a  
s e c u r i t y   sys tem  for   c o n t r o l l i n g - a c c e s s  t h r o u g h   key  d o o r s ,  
sa id   s e c u r i t y - s y s t e m - h a v i n g  a  c e n t r a l   c o n t r o l l e r .   The 
card  r e a d e r - r e a d s   m a g n e t i c - d a t a   s t o r e d  o n   c a r d s   he ld   b y  
e m p l o y e e s ,   e t c .   The  c a r d s   have  a  s y s t e m  c o d e   and  an  I . D .  
code  on  them.  The  card  r e a d e r s   can  do  t ime  and  a t t e n d a n c e  
f u n c t i o n s   to  s e r v e   as  a  t ime  c l o c k  b y   r e a d i n g  d a t a - s t o r e d  

p e r m a n e n t l y   on  the  card  and  s e n d i n g   i t   t o  t h e   c e n t r a l  
c o n t r o l l e r   for   p r o c e s s i n g .   The  c e n t r a l   c o n t r o l l e r   t h e n  

g r a n t s   or  d e n i e s   a c c e s s   based   on  t h e   c a r d -   d a t a .  

O p t i o n a l l y   the  improved  card   r e a d e r   can  a l so   make  t h e  
d e c i s i o n   w h e t h e r   to  g r a n t   or  deny  a c c e s s   l o c a l l y   w i t h o u t  

d i a l o g u e   wi th   the  c o n t r o l l e r   by  r e a d i n g   some  o f   the  d a t a  

on  the  c a r d  a n d   s t o r i n g - t h e   r e s t   for   l a t e r   t r a n s m i s s i o n   t o  
the  c e n t r a l   c o n t r o l l e r .   T y p i c a l l y ,   t h i s   is  done  by  
r e a d i n g   the  sys tem  code  and  g r a n t i n g   a u t h o r i z a t i o n   i f   t h e  

sys tem  code   on  the  card  m a t c h e s   the  sys tem  code  on  u s e r  
p rog rammab le   s w i t c h e s .   The  I .D.   code  is  then  s t o r e d   i n  



the  b u f f e r   wi th   the  t ime  of  day  of  the  t r a n s a c t i o n   f o r  

l a t e r   t r a n s m i s s i o n   to  the  c e n t r a l   c o n t r o l l e r .   T h i s  

f e a t u r e   i n c r e a s e s   the  t h r o u g h p u t   of  the  s y s t e m   b y  

e l i m i n a t i n g   the  need  for   each  employee   to  wa i t   f o r  

a u t h o r i z a t i o n   from  a  c o n t r o l l e r   which  may  be  d e l a y e d   w h i l e  

p r o c e s s i n g   o t h e r   m e s s a g e s   from  o t h e r   r e a d e r s .  

The  improved   card   r e a d e r   can  a l s o   s e n s e   when 

c o m m u n i c a t i o n s   wi th   the  c e n t r a l   c o n t r o l l e r   are   l o s t   a n d  

g r a n t   or  deny  a c c e s s   w i t h o u t   c o n s u l t i n g   the  c o n t r o l l e r ,  
based  upon  d a t a   on  the  c a r d .   During  t i m e s   when 

c o m m u n i c a t i o n s   wi th   the  c e n t r a l   c o n t r o l l e r   are  l o s t ,   t h e  

card  r e a d e r   s t o r e s   the  I .D .   d a t a   from  the  c a r d ,   for   e a c h  

employee  who  was  g r a n t e d   a u t h o r i z a t i o n ,   in  a  b u f f e r   f o r  

l a t e r   t r a n s m i s s i o n   to  the  c e n t r a l   c o n t r o l l e r .  

The  improved   card  r e a d e r   can  a l s o   m o n i t o r   a l a r m  

c o n t a c t s   f o r  c h a n g e s   i n  s t a t u s   and  s i g n a l   t h e s e   c h a n g e s   t o  

the  c e n t r a l   c o n t r o l l e r . -   The  c e n t r a l   c o n t r o l l e r   can  be  

programmed  to  make  a  c o n d i t i o n e d   r e s p o n s e   to  the  r e a d e r  

coup led   to  the  changed   c o n t a c t   or  to  any  o t h e r  r e a d e r   i n  

the  s y s t e m .  T h e  r e s p o n s e  m e s s a g e   can  cause   a  r e l a y   o r  

r e l a y s   in  t h e  r e a d e r   to   c h a n g e   s t a t e s . ,   t h e r e b y .   s i g n a l l i n g  

any  d e v i c e s   - c o u p l e d  t o   t h e  r e l a y   or  r e l a y s   t h a t   an  a c t i o n  

in  r e s p o n s e   to  the  changed  a la rm  c o n t a c t   is  d e s i r e d .  
B r i e f   D e s c r i p t i o n   of  the  D r a w i n g s  

F i g u r e   1  i s  a   b l o c k - d i a g r a m   of  a  s e c u r i t y   s y t e m  i n  
which  the  improved   r e a d e r   of  the  i n v e n t i o n   c o u l d  b e   u s e d .  

F i g u r e   2  is  a  b l o c k   d i a g r a m   of  the  improved  r e a d e r .  

F i g u r e   3  is  a  l o g i c  d i a g r a m  o f  t h e  o p t i c a l   i s o l a t o r  
b o a r d .  

F i g u r e s   4  A  and  B  are  a  l o g i c   d i a g r a m  o f   t h e   s w i t c h - -  

and  r e l a y   b o a r d .  

F i g u r e s   5  A  and  B  are  a  c i r c u i t   d i a g r a m   of  the  RAM 
b u f f e r   board  and  power  f a i l   d e t e c t   c i r c u i t .  

F i g u r e s   6A,  6B  and  6C  are  c i r c u i t   d i a g r a m s   of  the  CPU 

r e a d e r  b o a r d .   - 

F i g u r e   7  is  a  l o g i c   d i a g r a m   of  the  CCM/COM  l o g i c .  



F i g u r e s   8A  and  8B  are  a  l o g i c   d i a g r a m   of  the  c i r c u i t r y  
of  the  d e l a y e d   t r a n s m i s s i o n   b u f f e r .  

F i g u r e   9  is  a  flow  d i a g r a m   of  the  s e q u e n c e   of  s t e p s  
p e r f o r m e d   by  the  card  r e a d e r   in  p e r f o r m i n g   a  t ime  and  
a t t e n d a n c e   f u n c t i o n .  

F i g u r e   10  is  a  flow  d i a g r a m   of  the  s t e p s   which  a r e  
t aken   to  un load   the  t ime  and  a t t e n d a n c e   d a t a   from  t h e  

b u f f e r   and  t r a n s m i t   i t   to  the  c e n t r a l   c o n t r o l l e r   2 0 .  

F i g u r e   11  is  a  flow  d i a g r a m   of  the  t ime  o f f s e t   r o u t i n e  

p e r f o r m e d   by  the  card  r e a d e r .  

F i g u r e   12  is  a  f low  d i a g r a m   of  the  s t e p s   t a k e n   by  t h e  

card  r e a d e r   in  b u f f e r i n g   t r a n s a c t i o n s   d u r i n g   a  d e g r a d e d  
mode  when  c o m m u n i c a t i o n   is  l o s t   wi th   the  c e n t r a l  
c o n t r o l l e r .  

F i g u r e   13  is  a  flow  d i a g r a m   of  the  manner  in  which  t h e  

card  r e a d e r   CPU  u n l o a d s   the  d e l a y e d   t r a n s m i s s i o n   b u f f e r  

when  c o m m u n i c a t i o n s  a r e  r e s t o r e d .  

F i g u r e   14  is  a  flow  d i a g r a m   of  the  manner  in  which  t h e  

card  r e a d e r   CPU  s e n s e s   a la rm  c o n t a c t s .  

F i g u r e   -15  is  a  f low  d i a g r a m   f o r  r e p o r t i n g   of  t h e  

s t a t u s   of  a l a r m  c o n t a c t s   by  the  card   r e a d e r  C P U .  

F i g u r e   1 6  i s  a   f l o w  d i a g r a m  f o r  t h e  c e n t r a l   c o n t r o l l e r  

p r o c e s s   for   an  a u t o m a t i c   r e s p o n s e   to  a  change  i n  a n   a l a r m  

c o n t a c t .  
D e t a i l e d   D e s c r i p t i o n   of  the  P r e f e r r e d   E m b o d i m e n t  

R e f e r r i n g  t o   F i g u r e   1  t h e r e   is  d i s c l o s e d   a  s y s t e m  
d i a g r a m   of  a  t y p i c a l   m a g n e t i c   card   r e a d i n g   s e c u r i t y  

sy s t em.   A  c o n t r o l l e r - 2 0   is  c o u p l e d   t o - a  p l u r a l i t y   o f  c a r d  

r e a d e r s   of  which  r e a d e r s   22  and  24  are  t y p i c a l .   The 

c o n t r o l l e r   20  is  c o u p l e d   to  each  r e a d e r   by  an  e n a b l e   p a i r  
and  a  da t a   p a i r   by  which  the  c o n t r o l l e r   can  c o m m u n i c a t e  

with  any  card  r e a d e r   in  the  s y s t e m .  
For  e x a m p l e ,   the  c o n t r o l l e r   20  c o m m u n i c a t e s   with  t h e  

r e a d e r   22  by  an  e n a b l e   p a i r   26  and  a  d a t a   p a i r   28.  The 

c o n t r o l l e r   20  p o l l s   the  r e a d e r   22  for   m e s s a g e s   and  s e n d s  

commands  to  i t   by  the  e n a b l e   p a i r   26.  Data  is  s e n t   t o - t h e  



c o n t r o l l e r   20  from  the  r e a d e r   22  v ia   the  d a t a   p a i r   2 8 .  

S e r i a l   fo rma t   is  used  on  both   l i n e s .  

The  r e a d e r   22  is  t y p i c a l l y   l o c a t e d   at  a  door  t h a t  

needs   to  be  a c c e s s - c o n t r o l l e d   wh i l e   the  c o n t r o l l e r   20  c a n  
be  l o c a t e d   at  some  d i s t a n c e   from  the  door .   The  s t r u c t u r a l  

d e t a i l s   of  the  c o n t r o l l e r   20  are   wel l   known  in  the  a r t ,  
and  i t   can  be  p u r c h a s e d   under   the  model  d e s i g n a t i o n   MAC 

530/40  from  Rusco  E l e c t r o n i c   Sys tems  in  G l e n d a l e ,  
C a l i f o r n i a .   The  o b j e c t   c o d e  s o f t w a r e   fo r   the  c o n t r o l l e r  

is  a l so   wel l   known  and  can  be  p u r c h a s e d   from  the  same 
s o u r c e .  

In  o p e r a t i o n ,   the  r e a d e r   22  r e c e i v e s   a  m a g n e t i c   c a r d  

in  a  card  s l o t   32.  The  d e t a i l s   of  a  t y p i c a l   m a g n e t i c   c a r d  

s t r u c t u r e   w i l l   b e - f o u n d   in  U.S.  P a t e n t s   3 , 7 1 7 , 7 4 9   o r  
3 , 8 1 1 , 9 7 7 .   Other   s t r u c t u r e s   cou ld   a l s o   be  u sed ;   t h e  

d e t a i l s   of  the  s t r u c t u r e   of  the  m a g n e t i c   card   a r e  n o t  

c r i t i c a l   t o  t h e   i n v e n t i o n .   Any-  s t r u c t u r e   c a p a b l e   o f  

h o l d i n g   d a t a   encoded   in  a  -card  and  c o n v e r t i n g   i t  -   t o  
e l e c t r i c a l   s i g n a l s   c a p a b l e   of  be ing   t r a n s m i t t e d   over   a  
l i n e   w i l l   be  s a t i s f a c t o r y .  

When  the  card   i s  r e a d ,   the  d a t a   on  t h e  c a r d  i s  s t o r e d  
in  a  t e m p o r a r y  R A M   l o c a t i o n   u n t i l   a  p o l l i n g   s i g n a l  f r o m  
the  c o n t r o l l e r   20  a r r i v e s   on  the  e n a b l e   l i n e s   26.  Upon 
r e c e i p t   of  the   p o l l i n g   s i g n a l   on  the  l i n e   26,  the  d a t a  
from  the  card  is.  t r a n s f e r r e d _   on  t h e   da ta   l i n e s   2 8  t o  t h e  
c o n t r o l l e r   20  u n l e s s   c e r t a i n   o p t i o n s   are  p r e s e n t   w h i c h  

cause   the  r e a d e r   to  i n d e p e n d e n t l y   make  the  a u t h o r i z a t i o n  
d e c i s i o n .   -The  c o n t r o l l e r   20  p r o c e s s e s   the   da t a   and  s e n d s  

back  a  "Go"  or  "No  Go"  command  which  c a u s e s   the  r e a d e r   22  

to  t a k e   the  a p p r o p r i a t e   a c t i o n .   If  the  command  is..  " G o " ,  
the  r e a d e r   22  u n l o c k s   the  door  l a t c h   via   the  l i n e s   34  a n d  

l i g h t s   a  g r een   L E D .  I f  t h e  c o m m a n d   is  "No  Go",  t h e  r e a d e r  

22  l i g h t s   a  red  LED  and,   o p t i o n a l l y ,   e n e r g i z e s   a  No  Go 

r e l a y .  
The  r e a d e r   22  can  a l s o   i n c o r p o r a t e   c i r c u i t r y   t o  

m o n i t o r   a  p l u r a l i t y   of  a l a rm  c o n t a c t s   c o n n e c t e d  t o   t h e  



l i n e s   30.  When  one  of  the  c o n t a c t s   changes   s t a t e ,   t h e  

r e a d e r   22  s e n s e s   the  change   and  s i g n a l s   the  c o n t r o l l e r   20 

on  the  nex t   p o l l .   The  c o n t r o l l e r   20  can  then  p r i n t   out  a  
p r e - p r o g r a m m e d   message   on  a  p r i n t e r   36.  More  i m p o r t a n t l y ,  
the  c o n t r o l l e r   20  can  a u t o m a t i c a l l y   send  back  a  command  t o  

cause   a  s w i t c h   c l o s u r e   by  e n e r g i z i n g   a  r e l a y   in  the  r e a d e r  

22  or  in  any  o t h e r   r e a d e r   in  the  sys t em.   This  a u t o m a t i c  

r e s p o n s e   can  a l s o   be  any  o t h e r   command  t h a t   the  r e a d e r  
r e c e i v e s   n o r m a l l y   from  the  c o n t r o l l e r .   The  r e l a y   can  be  
c o n n e c t e d   to  an  emergency   d e v i c e   v ia   the  l i n e s   38.  The 

e m e r g e n c y   d e v i c e   can  be  any  d e v i c e   such  as  an  a u t o m a t i c  

phone  d i a l e r ,   a  s p r i n k l e r   s y s t e m ,   an  a larm  or  w h a t e v e r  
o t h e r   d e v i c e   t h a t   is  d e s i r e d .  

The  r e a d e r  2 4   i s  a   d i f f e r e n t   t y p e - o f   i m g r o v e d  r e a d e r  
which  can  be  used  to  keep  t ime  r e c o r d s  f o r  t h e   a t t e n d a n c e  

of  h o u r l y   e m p l o y e e s '   on  t h e i r   j o b s .   The  r e a d e r   24  has  a 
d i s p l a y   4 0 ,  a   c a r d  s l o t   42,  a n d  i n  a n d   "out"   b u t t o n s ,  4 4  

and  46.  In  o p e r a t i o n ,   an  employee   would  p l a c e  h i s  c a r d  i n  
the  card  s l o t   42  and  p r e s s   e i t h e r  t h e   " i n "  b u t t o n  4 4   o r  
the  "ou t"   b u t t o n   46.  The  d a t a   on  h is   card  p l u s   the  t i m e  
of  day  d i s p l a y e d   i n   the  d i s p l a y   40  w o u l d  t h e n   be  s t o r e d  i n  

a  b u f f e r   in  t h e  r e a d e r  2 4 .   Based  u p o n  t h e   s y s t e m  c o d e  
d a t a   on  the  c a r d ,   the  r e a d e r   24  w o u l d - a u t h o r i z e   o r  d e n y  

e n t r y   to  the  e m p l o y e e .   If   e n t r y   is  a u t h o r i z e d   by  t h e  
r e a d e r  2 4   and  a  g r een   LED  w i l l   be  l i t ,  t h e   door   w i l l  b e  
u n l o c k e d   v ia   the  l i n e s   48.  If  e n t r y   is  d e n i e d ,   the  r e a d e r  

24  w i l l   so  i n d i c a t e   by  l i g h t i n g   a  red  LED  on  the  f a c e  

p l a t e .   All  a u t h o r i z a t i o n   or  d e n i a l  d e c i s i o n s   a r e   made 

l o c a l l y   by  the  r e a d e r   24,  and  the  da t a   r e g a r d i n g   e a c h  

t r a n s a c t i o n   is  s t o r e d   i n  t h e   l o c a l   b u f f e r   in  the  r e a d e r  

2 4 .  
The  c o n t r o l l e r   20  is  coup led   t o  t h e   r e a d e r   2 4  b y   an  

e n a b l e   p a i r   50  and  a  d a t a   p a i r   52.  The  c o n t r o l l e r   20 

p o l l s   the  r e a d e r   24  by  s e n d i n g   a  p o l l   s i g n a l   on  the  l i n e  
50.  Upon  r e c e i p t   of  the  p o l l   s i g n a l ,   the  r e a d e r   24 
t r a n s f e r s   the  d a t a   for   one  t r a n s a c t i o n   out  of  i t s   b u f f e r  



to  the  c o n t r o l l e r   20  v ia   the  da t a   l i n e s   52.  The  

c o n t r o l l e r   then  can  p r o c e s s   the  d a t a   in  any  f a s h i o n  

i n c l u d i n g   p r i n t i n g   i t   out  on  the  p r i n t e r   36.  The  d e t a i l s  

of  the  s t r u c t u r e   and  o p e r a t i o n   of  the  c o n t r o l l e r   20  a r e  

e x e m p l i f i e d   by  U.S.  P a t e n t s   4 , 2 1 6 , 3 7 5   and  4 , 2 1 8 , 6 9 0 .  

The  r e a d e r   24  can  a l s o   i n c l u d e   means  to  o f f s e t   t h e  
t ime  d i s p l a y e d   in  the  d i s p l a y   40  from  the  time  kep t   by  t h e  

c o n t r o l l e r   20  in  the  case   t h a t   the  c o n t r o l l e r   is  in  a  
d i f f e r e n t   t ime  zone  from  the  r e a d e r .   N o r m a l l y   t h e  
c o n t r o l l e r   20  keeps  the  m a s t e r   t ime  for   the  sys tem  and  t h e  

r e a d e r   24  keep  i t s   own  t i m e .   Every  15  m i n u t e s ,   the  r e a d e r  

24  i n q u i r e s   the  t ime  of  the   c o n t r o l l e r   20  and  s y n c h r o n i z e s  
the  r e a d e r ' s   l o c a l   t ime  wi th   the  m a s t e r   t ime  kep t   by  t h e  

c o n t r o l l e r .   When  t h e  r e a d e r  2 4   i s  i n  a   d i f f e r e n t   t i m e  

zone  from  the  c o n t r o l l e r   20,  a  group  o f - o f f s e t   s w i t c h e s   i n  

the  r e a d e r   24  are  s e t   to  i n d i c a t e   the  number  of  m i n u t e s   o f  
o f f s e t   be tween   t h e   l o c a l  r e a d e r  t i m e  a n d  t h e   c o n t r o l l e r  
t i m e .   - 

The  r e a d e r   22  can  a l s o   i n c l u d e   a  l o c a l   b u f f e r   f o r  

k e e p i n g   a  r e c o r d  o f   a l l   t r a n s a c t i o n s  w h i c h   o c c u r  d u r i n g  
t i m e s   when  c o m m u n i c a t i o n s   w i t h  t h e  c o n t r o l l e r  2 0   a re   i o s t  

due  to  c u t t i n g   of:  t h e  w i r e  p a i r s ,  p o w e r  f a i l u r e  o  f o r  
o t h e r   r e a s o n s .   When  the  r e a d e r  2 2   h a s - n o t   r e c e i v e d   a  p o l l  
from  the  c o n t r o l l e r   for   a  p r e d e t e r m i n e d   t ime ,   the  r e a d e r  
w i l l   s t a r t   s t o r i n g   t h e   d a t a   f o r  t r a n s a c t i o n s   d u r i n g  t h e  
downtime  in  i t s   l o c a l   b u f f e r .   Each  m a g n e t i c   card  has  a  
sys tem  code  and  an  ID  code .   The  sys tem  code  is  used  b y  
the  r e a d e r   to  d e t e r m i n e   w h e t h e r   o r   - n o t   t o   g r a n t  
a u t h o r i z a t i o n   for  e n t r y   to  the  i n d i v i d u a l . .  I f   t h e  
i n d i v i d u a l   is  p e r m i t t e d   to  e n t e r ,   h is   I D  c o d e  a n d   t h e  -  

l o c a l   t ime  w i l l   be  s t o r e d   in  the  l o c a l   b u f f e r .   When 

c o m m u n i c a t i o n s   with  the  c o n t r o l l e r   20  are  r e s t o r e d ,   t h e  
d a t a   in  the  b u f f e r   w i l l   be  s en t   to  the  c o n t r o l l e r   v ia   t h e  
da t a   l i n e s   for  p r o c e s s i n g   t h e r e .  

R e f e r r i n g   to  F i g u r e   2,  t h e r e   is  shown  a  b lock   d i a g r a m  
of  a  card  r e a d e r   f o r  u s e   in  a  s e c u r i t y   sys tem  such   as  i s  



shown  in  F i g u r e   1.  A l t h o u g h   in  r e a l i t y   two  d i f f e r e n t  

t y p e s   of  r e a d e r s   e x i s t ,   the  c o r e  c i r c u i t s   of  each  type   o f  

r e a d e r   are  the  same  wi th   one  type  of  r e a d e r   hav ing   c e r t a i n  
a d d i t i o n a l   o p t i o n a l   c i r c u i t s   which  the  o t h e r   does  n o t  
have .   F i g u r e   2  r e p r e s e n t s   a  combined  f u n c t i o n a l   b l o c k  

d i a g r a m   of  a  r e a d e r   wi th   the  common  core   c i r c u i t s   and  w i t h  

a l l   the   o p t i o n a l   c i r c u i t   e l e m e n t s   of  both   t y p e s   of  r e a d e r s  
a l s o   p r e s e n t .  

The  card  r e a d e r   of  F i g u r e   2  c o m m u n i c a t e s   with  t h e  
c o n t r o l l e r   20  of  F i g u r e   1  t h r o u g h   an  i s o l a t i o n   board  5 4 .  
The  i s o l a t i o n   board   54  s e r v e s   to  i s o l a t e   the  da ta   on  t h e  
e n a b l e   p a i r   26  and  da t a   p a i r   28  from  the  l o g i c   c i r c u i t r y  
of  the  r e s t   of  the  card  r e a d e r .   The  i s o l a t i o n   board  54  

p a s s e s   t h e  s i g n a l s  - f r o m   t h e  e n a b l e  l i n e   2 6  t h r o u g h   to  t h e  

RX  d a t a   l i n e s   56  a n d  p a s s e s   the  da t a   from  t h e  T x  d a t a  
l i n e s   58  t h r o u g h   to  the  d a t a   l i n e s   2 8 .  

The  RX  d a t a  l i n e s   56  a r e   c o u p l e d  t o  a   m u l t i p l e x e r  6 0  
in  a  s w i t c h   and  r e l a y   board   62.  The  p u r p o s e   of  t h e  

m u l t i p l e x e r   60  is  to  s e l e c t   v a r i o u s   d a t a   c h a n n e l s   f o r  
c o n n e c t i o n   t o  a  d a t a   l i n e  D 7 ,  6 3 ,  o f   a   b u s  6 4 .  T h e  b u s   6 4  
is  c o u p l e d   b e t w e e n  t h e  s w i t c h   and  r e l a y   board  62  and  t h e  

d a t a ,   a d d r e s s   and  - c o n t r o l   t e r m i n a l s  o f  a   m i c r o p r o c e s s o r  
CPU  66  on  a  r e a d e r   CPU  boa rd   67.  A d d r e s s  l i n e s   AO-A2  f r o m  
the  bus  64  are  a l s o   c o u p l e d   to  the  m u l t i p l e x e r   6 0 .  

Through  t h e s e  a d d r e s s  l i n e s ,  t h e   CPU  6 6  c a u s e s   t h e  

m u l t i p l e x e r   60  to  s e l e c t   one  of  -the  d a t a   c h a n n e l s  
c o n n e c t e d   t o  - i t   fo r   c o n n e c t i o n   to  i t s   d a t a   o u t p u t   c o u p l e d  
to  the  l i n e   D7.  T h e   m i c r o p r o c e s s o r  6 6   c a n - t h e n   read  t h e  

d a t a   on  the  s e l e c t e d   d a t a   channe l   t h r o u g h   the  .D7  l i n e  
63.  In  F i g u r e   2  the   on ly   data.   c h a n n e l s   which  are  s h o w n  

are   the  Rx  da ta   l i n e   56  t h r o u g h   which  commands  and  p o l l i n g  

s i g n a l s   are  r e c e i v e d   and  the  c o i l   d e t e c t   l i n e   57  w h i c h  
c a r r i e s   da t a   read  from  the  ca rd .   Other   d a t a   c h a n n e l s   a r e  
used  for   o t h e r   f e a t u r e s   of  the  r e a d e r   not   r e l e v a n t   to  t h e  

p r e s e n t   d i s c u s s i o n .   - 



Data  to  be  t r a n s m i t t e d   from  the  card  r e a d e r   to  t h e  

c e n t r a l   c o n t r o l l e r   20  are   i n p u t   from  the   Dφ  l i n e   68  of  t h e  

da ta   bus  64  to  a  d r i v e r   70.  The  d r i v e r   70  is  a l s o   c o u p l e d  
to  the  Aφ-A2  a d d r e s s   l i n e s   of  the  d a t a   bus  64  which  s u p p l y  

an  a d d r e s s   from  the  m i c r o p r o c e s s o r   66.  The  d r i v e r   70  h a s  

s e v e r a l   a d d r e s s a b l e   o u t p u t s ,   one  of  which  is  the   Tx  d a t a  

l i n e s   58.  The  a d d r e s s   s u p p l i e d   to  the  d r i v e r   70  c a u s e s   i t  
to  app ly   the  s i g n a l   on  the  Dφ  l i n e   68  to  the  s e l e c t e d  

o u t p u t .   To  t r a n s m i t   d a t a ,   the  m i c r o p r o c e s s o r   66  p l a c e s  
the  da t a   to  be  s e n t   on  the  Dφ  bus  l i n e   and  w r i t e s   t h e  

p r o p e r   a d d r e s s   on  the  a d d r e s s   l i n e s   Aφ-A2  of  the  bus  6 4 .  
The  s e r i a l   da ta   on  the  Dφ  l i n e   is  t h e n  a p p l i e d   to  the  Tx 
da ta   l i n e s   5 8 .  

The  c e n t r a l - c o n t r o l l e r -   20  r e c e i v e s   the  da ta -   on  t h e  
da t a   l i n e   28  and   a c t s   upon ---the  d a t a   message   in  some 
f a s h i o n   d e p e n d i n g   upon  what  the  message   is  and  m a y  o r   may 
not  send  a  command  b a c k - t o   t h e   card  r e a d e r  v i a  t h e   e n a b l e  
l i n e   2 6 .  

A  go  r e l a y   71  is  c o u p l e d   to  a  door  l a t c h   d e v i c e   by  t h e  
l i n e s  3 4 .  T h e   l i n e s   34  can  be  c o u p l e d   to  r e l a y   c o n t a c t s  

or  o t h e r   s w i t c h i n g   d e v i c e s   to  p r o v i d e   a n  i n t e r r u p t i b l e  
c u r r e n t   flow  p a t h  t o   c o n t r o l   w h e t h e r   t h e  d o o r   l a t c h - i s   i n  

a  locked   or  u n l o c k e d   s t a t e .   The  go  r e l a y   is  a l s o   c o u p l e d  
to  the  d r i v e r   70  by  a  s w i t c h i n g   l i n e   72.  The  s w i t c h i n g  
l i n e   c o n t r o l s  t h e   s t a t e   o f -  t h e   go  r e l a y   and  t h e r e b y  
c o n t r o l s   the  s t a t e  o f   the   door  l a t c h   d e v i c e .   The  

s w i t c h i n g   l i n e   is  a d d r e s s a b l e   by  the  m i c r o p r o c e s s o r   66 
t h r o u g h   the  d r i v e r   70  s u c h -  t h a t   t h e  m i c r o p r o c e s s o r  6 6  
c o n t r o l s   the  s t a t e   o f  t h e   go  r e l a y  7 0 .  

The  m i c r o p r o c e s s o r   66  is  a l s o   c o u p l e d   to  a  card  r e a d e r  
c o i l   c i r c u i t   74  by  the  bus  64.  The  card  r e a d e r   c o i l s '   74 
c o n s i s t ,   in  the  p r e f e r r e d   e m b o d i m e n t ,   of  a  p l u r a l i t y   o f  
c o i l s   coup led   to  the  a d d r e s s   and  d a t a   l i n e   of  the  bus  64 
and  p h y s i c a l l y   a r r a n g e d   so  as  to  i n d i v i d u a l l y   m a g n e t i c a l l y  
i n t e r a c t   w i t h  a   p l u r a l i t y   of  m a g n e t i z e d   s p o t s   on  a  c a r d  
i n s e r t e d   in  the  card  s l o t s   42  or  32.  The  m i c r o p r o c e s s o r  



66  can  i n d i v i d u a l l y   a d d r e s s   and  read  each  c o i l   in  the  c a r d  

r e a d e r   c o i l   c i r c u i t   74  to  d e t e r m i n e   the  d a t a   in  t h e  

m a g n e t i c   s p o t s   on  the  c a r d .   The  d e t a i l s   of  the  c a r d  

r e a d i n g   c o i l   c i r c u i t   are  known  to  t h o s e   s k i l l e d   in  the  a r t  
and  are  not  c r i t i c a l   to  the  i n v e n t i o n .  

The  m i c r o p r o c e s s o r   66  is  a l so   c o u p l e d   to  an  o p t i o n a l  
d i s p l a y   40  by  the  bus  64.  In  r e a d e r s   which  are  be ing   u s e d  

for   t ime  and  a t t e n d a n c e   f u n c t i o n s ,   i . e . ,   as  t ime  c l o c k s ,  
i t   is  d e s i r a b l e   t h a t   the  t ime  of  day  be  d i s p l a y e d  
e x t e r n a l l y   for   the   b e n e f i t   of  w o r k e r s   who  are  l i n e d   up  a n d  

w a i t i n g   to  put   t h e i r   c a r d s   i n t o   the  r e a d e r   24  to  s t a r t   o r  
end  t h e i r   work  s h i f t s .   The  d i s p l a y   40  can  be  a n y  
c o n v e n t i o n a l   d i s p l a y ,   and  the  d e t a i l s   of  i t s   c o n s t r u c t i o n  

are  not  c r i t i c a l   t o  t h e  i n v e n t i o n .  - -  

The  m i c r o p r o c e s s o r   66  is  a l so   coup l ed   to  a  r a n d o m  

a c c e s s   memory  (RAM)  boa rd   78.  The  RAM  board   78  c o n t a i n s   a 
RAM  b u f f e r   m e m o r y  8 0 ,   a - b a t t e r y - b a c k u p  s y s t e m   compr i s ed   o f  

a  b a t t e r y   82  and  a  power  f a i l   d e t e c t   c i r c u i t   84.  The 

power  f a i l   d e t e c t   c i r c u i t   84  m o n i t o r s   the  12  v o l t  

u n r e g u l a t e d  D - . C .   v o l t a g e   a e r i v e d  f r o m   the  A . C .  p o w e r   l i n e  
and  c o n n e c t s   t h e - b a t t e r y   82  to  the  power  t e r m i n a l s   of  t h e  
RAM  b u f f e r   80  when  t h e  A . C .  l i n e  p o w e r   f a i l s   -so  a s   t o  

p r e s e r v e   the  d a t a   s t o r e d   in  the  RAM  80.  The  RAM  80  i s  

s e l e c t e d   by  the  m i c r o p r o c e s s o r   66  t h r o u g h   c o n n e c t i o n   of  a  
d e c o d e r   8 6  t o  t h e   a d d r e s s   -and  c o n t r o l   l i n e s   of  the  b u s  
64.  When  the  m i c r o p r o c e s s o r   66  w i shes   to  w r i t e   a  word  i n  

the  RAM  80,  the   m i c r o p r o c e s s o r   g e n e r a t e s   the  p r o p e r  
a d d r e s s   to  s e l e c t   the-  RAM  80  and  p l a c e s  i t   o n  t h e  b u s   64 

t h e r e b y   e n a b l i n g   the  RAM  80  t h r o u g h   the  d e c o d e r   86.  The 

da t a   to  be  w r i t t e n   i n t o   the  RAM  80  is  then   p l a c e d   on  t h e  

d a t a   l i n e s   of  the   bus  6 4 .  
A  d e l a y e d   t r a n s m i s s i o n   b u f f e r   88  is  a l so   c o u p l e d   t o  

the  m i c r o p r o c e s s o r   66  t h r o u g h   the  bus  64.  The  p u r p o s e   o f  

the  d e l a y e d   t r a n s m i s s i o n   b u f f e r   88  is  to  s t o r e   d a t a   r e a d  
from  the  m a g n e t i c   c a r d s   d u r i n g   t imes   when  c o m m u n i c a t i o n  
wi th   the  c e n t r a l   c o n t r o l l e r   20  are  l o s t .  



A  CCM/COM  board   90  is  a l s o   coup l ed   to  t h e  

m i c r o p r o c e s s o r   66  by  the   bus  64.  The  p u r p o s e   of  t h e  

CCM/COM  board   90  is  to  m o n i t o r   the  c o n d i t i o n   of  an  a l a r m  

d e v i c e   or  d e v i c e s   e x t e r n a l   to  the  card  r e a d e r   and  t o  

g e n e r a t e   d a t a   i n d i c a t i n g   the  c o n d i t i o n   of  the  a l a r m  

d e v i c e s   for   t r a n s m i s s i o n   to  the  c e n t r a l   c o n t r o l l e r .   The 

CCM/COM  board   90  a l s o   can  r e c e i v e   d a t a   from  the  c e n t r a l  
c o n t r o l l e r   which  c a u s e s   a  s w i t c h   c l o s u r e   on  the  CCM/COM 
b o a r d .   This   s w i t c h   is  c o u p l e d   to  an  emergency   d e v i c e   b y  
the  l i n e s   38.  The  a l a rm  c o n t a c t s   are  coup led   to  t h e  

CCM/COM  board   90  by  the  l i n e s   3 0 .  

When  the  card  r e a d e r   is  be ing   used  for   a  t ime  a n d  

a t t e n d a n c e   f u n c t i o n ,   the  In  and  Out  b u t t o n s   44  and  46  a r e  
used  to  t e l l - t h e   c a r d   r e a d e r   w h e t h e r - t h e  c a r d h o l d e r   w i s h e s  

to  e n t e r   or  l eave   an  a r e a .   The  In  and  Out  b u t t o n s   44  and  

46  are  c o u p l e d   to  the  MUX  60  in  the  sw i t ch   and  r e l a y   b o a r d  

62  by  the  l i n e   9 2 .  
A  red  and  a  g r een   i n d i c a t o r   LED,  r e p r e s e n t e d   by  b l o c k  

97  are  each  c o u p l e d   to  the   MUX  60  by  the  bus  96.  The 

L E D ' s - a r e   used  by  the  m i c r o p r o c e s s o r   66  to  s i g n a l  w h e t h e r  
a u t h o r i z a t i o n   h a s - b e e n   g r a n t e d   or  d e n i e d .   --  - 

The  m i c r o p r o c e s s o r  6 6   i s   coup led   to  a  f e a t u r e  m e m o r y -  
98  and  to  a  p rogram  memory  100  by  the  bus  64.  The  p r o g r a m  
memory  100  s t o r e s   the  i n s t r u c t i o n s   for  the  m i c r o p r o c e s s o r  
66  a n d - t h e   f e a t u r e   memory  98  s t o r e s   d a t a  i n d i c a t i n g  w h i c h  

o p t i o n s   are  in  e f f e c t   for   the  m i c r o p r o c e s s o r   6 6 .  

R e f e r r i n g   to  F i g u r e   3,  t h e r e   is  shown  a  c i r c u i t  

d i a g r a m   f o r  t h e   i s o l a t i o n  b o a r d   5 4  i n  F i g u r e  2 .  T h e  d a t a  
l i n e s   28  are  c o u p l e d   to  the  c o l l e c t o r   and  e m i t t e r   of  a  
t r a n s i s t o r   106  in  the  o p t i c a l   i s o l a t o r   102.  The  l i g h t  
e m i t t i n g   d iode   108  of  the  o p t i c a l   i s o l a t o r   102  is  c o u p l e d  
a c r o s s   the  TX  d a t a   l i n e s   58.  When  the  c u r r e n t   i s   f l o w i n g  
in  the  TX  d a t a   l i n e s   58,  the   LED  108  is  e n e r g i z e d   a n d  
e m i t s   l i g h t   c a u s i n g   the  t r a n s i s t o r   106  to  assume  one  o f  
i t s   two  s w i t c h i n g   s t a t e s .   The  o p p o s i t e   s t a t e   is  a s s u m e d  

when  the  LED  108  is  d e - e n e r g i z e d .   - 



The  e n a b l e   l i n e s   26  are   coup led   t h r o u g h   a  n o i s e  

s u p p r e s s i o n   c i r c u i t   110  to  the  LED  112  of  an  o p t i c a l  
i s o l a t o r   116.  The  t r a n s i s t o r   114  of  the  o p t i c a l   i s o l a t o r  

has  i t s   c o l l e c t o r   and  e m i t t e r   coup led   to  the  RX  data   l i n e s  

56.  In  the  p r e f e r r e d   e m b o d i m e n t ,   the  o p t i c a l   i s o l a t o r   116 
is  a  Monsanto   MCT2.  The  o p t i c a l   i s o l a t o r   102  is  a  
Monsanto   4N33 .  

The  d e t a i l s   of  the   c i r c u i t   of  the  s w i t c h   and  r e l a y  
board   62  a re   g i v e n   in  F i g u r e s   4  A  and  B  which  are  a  l o g i c  

d i a g r a m   of  t h a t   b o a r d .   The  RX  d a t a   l i n e   56  is  coupled   t o  
the  d a t a   i n p u t   D1  of  the   m u l t i p l e x e r   60A.  A  r e s i s t o r   59 

c o u p l e s   a  +5  v o l t   s u p p l y   to  the  l i n e   56  to  p o s i t i v e l y  

clamp  i t   at  a  l o g i c   1  l e v e l   e x c e p t   where  the  t r a n s i s t o r  
114  on  the  i s o l a t i o n   b o a r d   c lamps  the  l i n e   56  to  g r o u n d  
p o t e n t i a l .  -   The  o t h e r   d a t a   i n p u t s   of  t h e  m u l t i p l e x e r   60A 

are  c o u p l e d   to  o t h e r   d a t a   c h a n n e l s .   For  example   the  c a r d  

r e a d e r   c o i l  c i r c u i t  7 4  i s   c o u p l e d   to  the  Dφ  i n p u t   of  t h e  

m u l t i p l e x e r   60A  by  a  l i n e   57.  The  c o i l   d e t e c t   s i g n a l   l i n e  

57  c a r r i e s   the  d a t a   from  each  c o i l   in  the  card  r e a d e r   c o i l  

c i r c u i t   74  -as  i t - i s  a d d r e s s e d   by  the  m i c r o p r o c e s s o r   6 6 .  
The  out   s w i t c h  4 6   a n d  t h e  i n   s w i t c h   4 9  a r e  c o u p l e d   to  t h e  

D2  and  D3  i n p u t s  r e s p e c t i v e l y  b y  t h e   l i n e s   1 1 8  a n d  1 2 0 .  
The  a d d r e s s   i n p u t s   122  of  the  m u l t i p l e x e r   6DA  a r e  

c o u p l e d   to  the  Aφ-2  a d d r e s s   l i n e s   of  the  bus  64.  The 

o u t p u t   63  of  t h e  m u l t i p l e x e r   6 0 A  i s   c o u p l e d  t o  t h e  D 7  d a t a  
l i n e   of  the  bus  64.  The  m i c r o p r o c e s s o r   66  c o n t r o l s   w h i c h  

of  the  d a t a   i n p u t s   are   c o u p l e d   to  the  da t a   o u t p u t   6 3  b y  
the  a d d r e s s -   i t   s u p p l i e s   o n  t h e   a d d r e s s   l i n e s  3 2 3  T h e  

ch ip   s e l e c t   i n p u t   126  is  c o u p l e d   to  the  a d d r e s s   l i n e s   i n  

the  bus  64  of  the  m i c r o p r o c e s s o r   66  t h r o u g h   a  d e c o d e r  o n  
the  r e a d e r   CPU  board   to  be  d i s c u s s e d   more  f u l l y   b e l o w .  

The  m i c r o p r o c e s s o r - - 6 6 - c a n   e n a b l e   the  m u l t i p l e x e r   60A  b y  

w r i t i n g   the  p r o p e r   a d d r e s s   on  the  a d d r e s s   l i n e s   d r i v i n g  
the  d e c o d e r   c o u p l e d   to  the  l i n e   126  (not  s h o w n ) .  

A  m u l t i p l e x e r   60B  has-  i t s   da ta   o u t p u t   coup led   to  t h e  

D7  d a t a   l i n e   63.  The  d a t a   i n p u t s   of  the  m u l t i p l e x e r   60B 



are   coup l ed   to  v a r i o u s   d a t a   c h a n n e l s .   The  X O  d a t a   i n p u t  
is  c o u p l e d   by  the  l i n e   128  t o  a   " t ampe r "   s w i t c h   ( n o t  

shown) .   The  t amper   s w i t c h   is  p h y s i c a l l y   s i t u a t e d   so  as  t o  

change   s t a t e s   when  the  f a c e p l a t e   of  the  card  r e a d e r   i s  

removed  c a u s i n g   an  a la rm  message   to  be  t r a n s m i t t e d   to  t h e  

c o n t r o l l e r   20.  The  X1  d a t a   i n p u t   is  c o u p l e d   to  a  " c a r d  

in"  s w i t c h   (not   shown) .   The  "ca rd   in"  s w i t c h   is  s i t u a t e d  

so  as  to  change  s t a t e s   when  a  card  is  i n s e r t e d   in  the  c a r d  
s l o t .   By  p e r i o d i c a l l y   c h e c k i n g   the  c o n d i t i o n   of  t he se   two  

s w i t c h e s ,   the  m i c r o p r o c e s s o r   66  can  t e l l   whe the r   t a m p e r i n g  
is  o c c u r r i n g   or  w h e t h e r   t h e r e   is  a  card  to  be  read  in  t h e  

card  s l o t .  
There   are  t h r e e   g r o u p s   of  e i g h t   s w i t c h e s   on  the  s w i t c h  

and  r e l a y   b o a r d  6 2 .  A  t i m e   o f f s e t  g r o u p  o f   s w i t c h e s  1 3 6  

is  c o m p r i s e d   of  8  s w i t c h e s   136A-B  which  a r e  u s e d   to  s e t  a  

b i n a r y   number  r e p r e s e n t i n g   the  number  of  m i n u t e s   of  t i m e  

o f f s e t   at  t h e  l o c a l  c a r d   r e a d e r .   I n  t h o s e  c a s e s  w h e r e  t h e  

l o c a l   card  r e a d e r   is  in  a  d i f f e r e n t   t ime  zone  than  t h e  
c e n t r a l   c o n t r o l l e r   20,  the  s w i t c h e s   136  are  se t   for   t h e  
n u m b e r  o f   m i n u t e s   by  which  t h e  l o c a l  t i m e  a t   t h e  c a r d  

r e a d e r   d i f f e r s   from-  t h e  t i m e   a t   t h e   c e n t r a l  c o n t r o l l e r .  

A  second  g r o u p   of  s w i t c h e s  1 3 8  h a s   s e v e r a l   p u r p o s e s .  
The  s w i t c h e s   138A-D  are  u s e d  t o   s e t   t h e   a m o u n t  o f  t i m e  

t h a t   the  un lock   s i g n a l   on  the  l i n e s   34  to  the  door  l a t c h  
d e v i c e   c a u s e s   the  d o o r  l a t c h  t o  r e m a i n  u n l o c k e d .   T h e  
s w i t c h e s   138A-D  a l so   d e t e r m i n e   the  t ime  of  e n e r g i z a t i o n   o f  

a  No  Go  r e l a y   166  and  the  t ime  the  red  and  g reen   LEDs  ( n o t  

shown)  in  the  b l o c k   9 7  i n  F i g u r e  2  a r e   e n e r g i z e d   - d u r i n g  
c e r t a i n   t imes   in  the  o p e r a t i o n .   The  s w i t c h   1 3 8 E . i s   u s e d  

to  s i g n a l   w h e t h e r   a  12  hour  or  24  hour  t ime  d i s p l a y   f o r m a t  -  
is  d e s i r e d .   The  s w i t c h   138F  is  used  to  e n a b l e   and  d i s a b l e  

the  b u f f e r   RAM  80  as  an  o p t i o n .   The  s w i t c h e s   138G  and  H  
are  not  u s e d .  

The  s w i t c h e s   140  are  used  by  the  c u s t o m e r   to  se t   t h e  

sys tem  code.   The  sys t em  code  is  one  o f - t h e   i t ems   of  d a t a  
which  is  m a g n e t i c a l l y   s t o r e d   on  each  c a r d h o l d e r ' s  c a r d .  



When  the  card   r e a d e r   makes  the  a u t h o r i z a t i o n   d e c i s i o n  

l o c a l l y   w i t h o u t   c o n s u l t i n g   the  c e n t r a l   c o n t r o l l e r   20,  i t  

is  the  sys tem  code  s t o r e d   on  the  s w i t c h e s   140A-E  which  i s  

compared  to  the  sys t em  code  on  the  c a r d h o l d e r ' s   card  t o  
d e t e r m i n e   i f   a u t h o r i z a t i o n   w i l l   be  g r a n t e d .  

The  s w i t c h e s   136,  138  and  140  are  i n d i v i d u a l l y  
a d d r e s s a b l e   by  the  m i c r o p r o c e s s o r   66  t h r o u g h   t h e  

m u l t i p l e x e r s   60A  and  60B  and  a  d e c o d e r   140.  The  d e c o d e r  
140  has  a d d r e s s   i n p u t s   142  c o u p l e d   to  the  a d d r e s s   l i n e s   i n  

the  bus  64.  The  a d d r e s s   s u p p l i e d   on  the  l i n e s   142  i s  
c o n v e r t e d   in  the  BCD  to  d e c i m a l   d e c o d e r   140  to  a  l o g i c  

zero  s i g n a l   on  one  of  the  o u t p u t   l i n e s   0-6  which  c o m p r i s e  

a  bus  144.  Each  of  l i n e s   in  the  bus  144  is  c o u p l e d   to  o n e  
t e r m i n a l   o f  a   p l u r a l i t y   o f  s w i t c h e s   -in  t h e  s w i t c h  g r o u p s  
136,  138  and  140.  When  the  g roup   a d d r e s s   a p p e a r s   on  t h e  

a d d r e s s   l i n e s   142,  one  of  the  o u t p u t s   in  the  bus  144  g o e s  
low  t h e r e b y -   a c t i v a t i n g   t h a t  g r o u p .  T h e  o t h e r  t e r m i n a l  o f  
each  s w i t c h   is  c o u p l e d   to  the  c a t h o d e   of  a  d iode   which  h a s  
i t s   anode  c o u p l e d   to  one  of  the  XO-X3  i n p u t s   of  t h e  

m u l t i p l e x e r   6 0 B  v i a   the  l i n e s  1 3 2 ,  1 3 4 ,  1 3 0 ,  1 2 8 ,   146  o r  
148.  All  of  - t he   XD-X3   i n p u t s   a r e  a l s o  c o u p l e d  t o  a  +  5  
v o l t   s upp ly   t h r o u g h  t h e   r e s i s t o r s  1 5 0 , 1 5 2 , 1 5 4  a n d  1 5 6 .  
The  XO-X3  i n p u t s   w i l l   be  h e l d   i n   a - - l o g i c   one  c o n d i t i o n  

e x c e p t   i f   the  l i n e   c o u p l i n g   t h a t   i n p u t   is  a l so   coup led   t o  

a  group  o f  s w i t c h e s   o f   w h i c h - o n e   has  been  e n a b l e d   b y  a  
l o g i c   zero  from  the  d e c o d e r   140  and  the  s w i t c h   is  c l o s e d .  

The  g roups   of  s w i t c h e s   c o u p l e d   to  the  XO-X3  i n p u t s   o f  

t h e ' m u l t i p l e x e r   6 0 B  i n t e r s e r t  w i t h   t h e   groups   c o n n e c t e d   t o  
the  bus  144  such  t h a t   f o r .  a n y   p a r t i c u l a r   o u t p u t   of  t h e  
d e c o d e r   1 4 0  w h i c h   has  b e e n  e n a b l e d ,   a n d  f o r   any  p a r t i c u l a r  
i n p u t   of  the  m u l t i p l e x e r   60B  which  has  been  e n a b l e d ,   o n l y  

one  s w i t c h  i s   c o u p l e d   to  bo th   e n a b l e d   l i n e s .   T h u s  -  t h e  -  

m i c r o p r o c e s s o r   66  can  i n d i v i d u a l l y   read  each  swi t ch   in  t h e  

g roups   136,  138  and  140  by  c h a n g i n g   the  a d d r e s s   s i g n a l s   o n  
the  a d d r e s s  l i n e s   o f  t h e   bus  6 4 .  -  



The  m u l t i p l e x e r   60B  has  i t s   i n h i b i t   l i n e   g rounded   by  
the  l i n e   158  and  i t s   d i s a b l e   i n p u t   he ld   high  by  c o n n e c t i o n  

t h r o u g h   a  r e s i s t o r   160  to  a  +5  v o l t   s u p p l y .   The  d i s a b l e  

i n p u t   is  p u l l e d   low  to  t ake   the  D7  o u t p u t   out  of  the  h i g h  

impedance   s t a t e   when  the  s i g n a l   CSSW  is  t r u e   on  the  l i n e  
162.  The  l i n e   162  is  coup l ed   to  a  d e c o d e r   on  the  r e a d e r  

CPU  board  67  which  is  c o u p l e d   to  a d d r e s s   and  c o n t r o l   l i n e s  

of  the  m i c r o p r o c e s s o r   66  in  the  bus  6 4 .  
Data  to  be  t r a n s m i t t e d   to  the  m i c r o p r o c e s s e r   66  i s  

p l a c e d   on  the  Tx  d a t a   l i n e   58  by  a  d r i v e r   70.  The  d r i v e r  

70  a l so   has  s e v e r a l   o t h e r   o u t p u t s .   For  example ,   t h e  

o u t p u t   l i n e   164  can  be  c o n n e c t e d   to  an  o p t i o n a l   No  Go 

r e l a y   166.  When  the  l i n e   164  is  g rounded   by  the  d r i v e r  

70,  a  +5  v o l t   s u p p l y   coup l ed   to  the  o t h e r   t e r m i n a l   of  t h e  

c o i l   of  the  No  Go  r e l a y   166  c a u s e s   c u r r e n t   to  f low  t h r o u g h  
the  r e l a y   c o i l ,   t h e r e b y   e n e r g i z i n g   i t   and  c a u s i n g   t h e  
e l e c t r i c a l   c o n d i t i o n s   on  the  l i n e s   168  coup led   to  t h e  

r e l a y   c o n t a c t s   to  c h a n g e .  
In  the  p r e f e r r e d   e m b o d i m e n t ,   the  d e c o d e r   140  is  a 

74145  type  TTL  d e c o d e r   such  as  made  by  S i g n e t i c s ,   the  MUX 

60A  is  a  74LS  251  type   m u l t i p l e x e r   such  as  is  made  b y  
Texas  I n s t r u m e n t s ,   the  MUX  60B  is  a  MC14512,  (CMOS  t y p e  
d e c o d e r   such  as  is  made  by  M o t o r o l a ,   and  the  d r i v e r   70  i s  

an  NE590  type  amp  d r i v e r   such  as  made  by  S i g n e t i c s .  
An  o u t p u t   l i n e   96  from  the  d r i v e r   70  is  coup led   to  t h e  

GO  LED  (not   shown)  to  e n e r g i z e   i t   when  a u t h o r i z a t i o n   t o  

a c c e s s   has  been  g r a n t e d .   An  o u t p u t   l i n e   72  from  t h e  

d r i v e r   70  is  c o u p l e d   to  a  t e r m i n a l   of  the  c o i l   of  a  GO 

Relay   71.  When  the  d r i v e r   70  g r o u n d s   the  l i n e   72,  a  +5 
v o l t   s u p p l y   coup l ed   to  the  o t h e r   t e r m i n a l   of  the  r e l a y  
c o i l   e n e r g i z e s   the  c o i l ,   c a u s i n g   the  r e l a y   c o n t a c t s   t o  

change  the  c o n d i t i o n   on  the  l i n e s   34  coup led   to  the  d o o r  

l o c k i n g   d e v i c e .  

The  d r i v e r   70  has  a  d a t a   i n p u t ,   the  Do  da ta   b i t   on  t h e  

l i n e   68,  and  i t   has  a d d r e s s   i n p u t s   on  the  l i n e s   172.  The  
a d d r e s s   i n p u t s   172  are  coup l ed   to  the  m i c r o p r o c e s s o r   66  b y  



the  bus  64.  The  a d d r e s s   at  t h e s e   i n p u t s   d e t e r m i n e s   w h i c h  

of  the  o u t p u t s   of  the  d r i v e r   70  w i l l   be  c o u p l e d   to  t h e  

da ta   i n p u t   68.  The  m i c r o p r o c e s s o r   66  can  thus   w r i t e   a 
l o g i c   0  or  1  to  any  of  the  o u t p u t s   of  the  d r i v e r   70  by  
c o n t r o l l i n g   the  a d d r e s s   on  the  l i n e s   172  and  the  d a t a   on 
the  d a t a   i n p u t   l i n e   68  which  is  c o u p l e d   to  da t a   b i t   z e r o  
of  the  bus  64.  The  chip   e n a b l e   and  c l e a r   i n p u t s   a r e  
c o u p l e d   to  d e c o d e r   250  of  F i g u r e   6C  and  a  g a t e   282  i n  

F i g u r e   6B  by  the  s i g n a l   l i n e s  C S O U T   and  RST. 

R e f e r r i n g   to  F i g u r e   5,  t h e r e   is  shown  a  c i r c u i t  

d i ag ram  of  the  RAM  b u f f e r   and  power  f a i l   d e t e c t   b o a r d .  
The  RAM  b u f f e r   80  has  a d d r e s s   l i n e s   174  which  are  c o u p l e d  
to  the  a d d r e s s   l i n e s   of  the  m i c r o p r o c e s s o r   66  in  the  b u s  
64.  Data  i n p u t s   and  o u t p u t s   176  are  a l so   c o u p l e d   to  t h e  

m i c r o p r o c e s s o r   66  da t a   l i n e s   in  the  bus  64.  A  w r i t e  

e n a b l e   l i n e   178  is  coup led   to  a  c o n t r o l   l i n e -  i n   the  bus  64 
from  the  m i c r o p r o c e s s o r   66  to  c o n t r o l   w h e t h e r   the  RAM 
b u f f e r   80  is  r e a d i n g   or  w r i t i n g   da t a   t h r o u g h   the  d a t a  
l i n e s   176  to  the  a d d r e s s   s p e c i f i e d   on  the  l i n e s   174 .  

A  c h i p  s e l e c t   l i n e   180  is  coup led   to  a  d e c o d e r   8 6 .  
The  d e c o d e r   86  has  a  VMA  s i g n a l   i n p u t   l i n e   184  c o u p l i n g  

one  i n p u t   of  a  NOR  g a t e   182  to  a  VMA  c o n t r o l   l i n e   of  t h e  

m i c r o p r o c e s s o r   66  in  F i g u r e   6B.  The  VMA  s i g n a l   is  t r u e  
when  t h e r e   is  a  v a l i d   memory  a d d r e s s   on  the  a d d r e s s   l i n e s  

174.  Because   the  o t h e r   i n p u t   to  the  NOR  g a t e   182  i s  

g r o u n d e d ,   the  NOR  g a t e   182  s e r v e s   as  an  i n v e r t e r   wi th   t h e  

o u t p u t   on  the  l i n e   186  f a l s e   when  a  v a l i d   memory  a d d r e s s  
is  p r e s e n t   on  the  a d d r e s s   l i n e s   174.  The  r e s i s t o r   188 

c o u p l e s   a  p o s i t i v e   v o l t a g e   s u p p l y   to  the  VMA  i n p u t   of  t h e  

ga te   182  to  hold  i t   at  l o g i c   one  e x c e p t   when  VMA  i s  

f a l s e .   The  VMA  s i g n a l   on  the  l i n e   184  is  a  c o n t r o l   s i g n a l  
from  the  CPU  66  which  i n d i c a t e s   when  a  v a l i d   memory 
a d d r e s s   e x i s t s   on  the  a d d r e s s   l i n e s   of  the  CPU.  A  NOR 

ga te   190  has  one  i n p u t   c o u p l e d  t o   the  o u t p u t   of  the  NOR 

g a t e   182  and  the  o t h e r   i n p u t   c o u p l e d   to  a  
CSRAMφ  s i g n a l   from  a  d e c o d e r   248  in  F i g u r e   6C.  The  CPU  66 



can  cause   CSRAMφ  to  be  t r u e ,   i . e . ,   l o g i c   z e r o ,   and  c a n  
a s s e r t   VMA  on  the  l i n e   184.  This   c a u s e s   two  l o g i c   0 ' s   a t  

the  i n p u t s   of  the  NOR  g a t e   190  and  a  l o g i c   1  a p p e a r s   o n  

the  l i n e   194.  This   l o g i c   1  is  i n v e r t e d   in  a  NOR  g a t e   196 

and  a p p e a r s   as  a  l o g i c   0  on  the  l i n e   1 9 8 .  

A  NOR  g a t e   200  s e r v e s   to  g a t e   a  power  f a i l   d e t e c t  

s i g n a l   on  a  l i n e   202  from  a  power  f a i l   d e t e c t o r   84  t h r o u g h  
to  the  chip  s e l e c t   i n p u t   at  p in   18  of  the  RAM  b u f f e r   80  i f  

power  f a i l s .   When  power  has  not  f a i l e d ,   h o w e v e r ,   t h e  

s i g n a l   on  the  l i n e   198  c o n t r o l s   w h e t h e r   the  RAM  80  i s  

s e l e c t e d   or  d e s e l e c t e d .   N o r m a l l y ,   the  s i g n a l   from  t h e  

power  f a i l   d e t e c t o r   84  on  a  l i n e   20  is  a  l o g i c   0 

i n d i c a t i n g   no  power  f a i l u r e .   When  the  s i g n a l   on  the  l i n e  

198  is  a  l o g i c   0,  the  RAM  80  i s   s e l e c t e d   b e c a u s e   t h e  

s i g n a l   on  the  l i n e   204  is  a  l o g i c   1  which  is  i n v e r t e d   by  a  
NOR  g a t e   to  a s s e r t   the  CS  s i g n a l   on  the  l i n e   180  a t  

l o g i c   zero  t h e r e b y   e n a b l i n g   the   RAM  b u f f e r   8 0  t o   read  a n d  
w r i t e   d a t a .  

A  RST  s i g n a l   on  a  l i n e   208  comes  from  a  r e s e t   c i r c u i t   on  
the  r e a d e r   CPU  board   which  w i l l  b e   d e s c r i b e d   b e l o w .  

The  RST  s i g n a l   is  a  l o g i c   0  at  power  up  but  becomes  . l o g i c  
1  1.2  s e c o n d s   l a t e r   as  w i l l   be  e x p l a i n e d   in  c o n n e c t i o n  
wi th   F i g u r e   6B.  A  NOR  g a t e   210  i n v e r t s   t h i s   s i g n a l   s u c h  

t h a t   i t s   o u t p u t   l i n e   212  which  is  c o u p l e d   to  one  i n p u t   o f  

a  NOR  g a t e   214  is  n o r m a l l y   low  a f t e r   power  has  been  on  f o r  
1.2  s e c o n d s .  

The  NOR  ga t e   214  has  i t s   o t h e r   i n p u t   c o u p l e d   to  t h e  

o u t p u t   of  a  c o m p a r a t o r   222  in  the  power  f a i l   d e t e c t  
c i r c u i t   84.  The  c o m p a r a t o r   222  has  i t s   i n v e r t i n g   i n p u t  
224  c o u p l e d   to  a  v o l t a g e   r e f e r e n c e   of  a p p r o x i m a t e l y   . 5 . 3  
v o l t s   when  the  power  has  not  f a i l e d .   The  l i n e   224  is  h e l d  
at  t h i s   r e f e r e n c e   l e v e l   by  the  v o l t a g e   d i v i d e r   e f f e c t   o f  
the  r e s i s t o r s   228  and  226  which  c o u p l e   a  +12  v o l t   D . C .  

supp ly   of  l i n e   power  to  g r o u n d .  
The  n o n - i n v e r t i n g   i n p u t   230  of  the  c o m p a r a t o r   222  i s  

c o u p l e d   to  a  3.6  v o l t   r e f e r e n c e   s o u r c e   d e r i v e d   f r o m  



b a t t e r y   power.   This  r e f e r e n c e   v o l t a g e   is  g e n e r a t e d   by  a  
r e s i s t o r   232  which  c o u p l e s   a  b a t t e r y   82  (not   shown)  t o  

ground  t h r o u g h   a  z ene r   d i o d e   234.  The  zener   has  a  3 . 6  

v o l t   b reakdown  v o l t a g e ,   and  has  i t s   c a t h o d e   coup led   to  t h e  

l i n e   230.  The  c o m p a r a t o r   222  has  a  r e s i s t o r   236  c o u p l e d  
be tween   the  o u t p u t   and  i t s   n o n - i n v e r t i n g   i n p u t   to  p r o v i d e  

p o s i t i v e   f e e d b a c k .   The  o u t p u t   on  the  l i n e   216  w i l l   be  a 
l o g i c   0  as  long  as  the   power  has  not   f a i l e d .   When  t h e  

power  f a i l s ,   the  b a t t e r y   r e f e r e n c e   on  the  l i n e   230  e x c e e d s  

the  v o l t a g e   on  the  l i n e   224,  and  the  o u t p u t   on  the  l i n e  

216  r i s e s   to  a  l o g i c   1  l e v e l   i n d i c a t i n g   power  has  f a i l e d .  

The  l o g i c   1  on  the  l i n e   216  wi th   the  l o g i c   zero  on  t h e  
l i n e   212  c a u s e s   the  NOR  g a t e   214  to  lower   i t s   o u t p u t   on  
the  l i n e   2 1 8  t o  a   l o g i c   z e r o .   This   0  on  the  l i n e   218  i s  

i n v e r t e d   to  a  1  on  the  l i n e   202  by  the  NOR  g a t e   220  w h i c h  

c a u s e s   t h e  o u t p u t   of  the   g a t e   200  to  change  t o  a   0 ,  

t h e r e b y   d e s e l e c t i n g   the  b u f f e r   80_  i f  i t  w a s  i n   a  s e l e c t e d  
c o n d i t i o n .   When  the  RAM  b u f f e r   80  is  d e s e l e c t e d ,   no  d a t a  

may  be  w r i t t e n   i n t o   or  r ead   o u t  o f   the  b u f f e r .   The  p o w e r  
i n p u t   238  of  the  RAM  b u f f e r   80  w i l l   be  coup l ed   t h r o u g h   a n y  
known  s w i t c h i n g   mechan i sm  240  to  the  b a t t e r y   82  ( n o t  
shown)  v ia   a  l i n e   242  upon  power  f a i l u r e .  

R e f e r r i n g   to  F i g u r e s   6A,  6B,  and  6C,  t h e r e   is  shown  a  
c i r c u i t   d i a g r a m   of  the   r e a d e r   CPU  b o a r d .   The 

m i c r o p r o c e s s o r   66  is  c o u p l e d   to  a  f e a t u r e   memory  98  b y  
da t a   l i n e s   240  and  a d d r e s s   l i n e s   242.  The  f e a t u r e   memory 
c o n t a i n s   da ta   r e g a r d i n g   which  o p t i o n s   are  i n c o r p o r a t e d  
i n t o   the   card  r e a d e r .   The  m i c r o p r o c e s s o r   66  is  a l s o  

c o u p l e d   to  a  p rogram  memory  100  by  the  d a t a   l i n e s . 2 4 0   and  
the  AJd-A4  a d d r e s s   l i n e s   242.  The  e n a b l e   i n p u t s   of  t h e  
memor i e s   100  and  98  are  c o u p l e d   v ia   the  l i n e s   244  and  246 

to  the  m i c r o p r o c e s s o r ' s   a d d r e s s   l i n e s ' 2 4 2   t h r o u g h   d e c o d e r s  
248  and  250,  r e s p e c t i v e l y ,   in  F i g u r e   6C.  A  c l o c k   252 

g e n e r a t e s   t i m i n g   s i g n a l s   for   the  IRQ  and  NMI  i n p u t s   on  t h e  
l i n e s   254  and  256,  r e s p e c t i v e l y .   The  d e t a i l s   of  t h e  

c o n s t r u c t i o n   and  o p e r a t i o n   of  the  c lock   and  of  the  f e a t u r e  



and  p rogram  memor ies   w i l l   be  a p p r e c i a t e d   by  t h o s e   s k i l l e d  

in  the  a r t .   Any  mechan i sm  which  g e n e r a t e s   s i g n a l s  

p e r i o d i c a l l y   on  the  l i n e s   254  and  256  w i l l   s u f f i c e   f o r  

p u r p o s e s   of  the  i n v e n t i o n .  

The  m i c r o p r o c e s s o r   66  e x e c u t e s   the  i n s t r u c t i o n s   w h i c h  

are  s t o r e d   in  the  p rog ram  memory  100.  Wi th in   the   p r o g r a m ,  
which  w i l l   be  d e s c r i b e d   be low,   t h e r e   are  c e r t a i n  

s u b r o u t i n e s   which  a c c o m p l i s h   v a r i o u s   h o u s e k e e p i n g  
r o u t i n e s .   The  IRQ  and  NMI  i n p u t s   on  the  l i n e s   254  and  256 
cause   v e c t o r i n g   to  c e r t a i n   of  t h e s e   s u b r o u t i n e s .   F o r  

e x a m p l e ,   the  IRQ  l i n e   254,  when  a s s e r t e d   t r u e ,   w i l l   c a u s e  
the  p rogram  c o n t r o l   of  the  m i c r o p r o c e s s o r   66  to  b e  
v e c t o r e d   to  a  r o u t i n e   which  r e a d s   a l l   the  s w i t c h e s  

d e s c r i b e d   h e r e i n .  

When  the  NMI  l i n e   256  is  a s s e r t e d   t r u e ,   t h e  

m i c r o p r o c e s s o r   66  is  v e c t o r e d   to  a  t r a n s m i t   r o u t i n e   w h i c h  
t r a n s m i t s   d a t a - t o   the  c e n t r a l - c o n t r o l l e r  2 0   v i a   the  T x  

da t a   l i n e s   58  and  d a t a   l i n e s   2 8 .  

The  m i c r o p r o c e s s o r   66  must   be  r e s e t   to  the  b e g i n n i n g  
of  the  p rogram  upon  the  i n i t i a l   a p p l i c a t i o n   of  p o w e r  t o  
the  c i r c u i t .  -   A  power  on  r e s e t  - c i r c u i t   254  a c c o m p l i s h e s  
t h i s   p u r p o s e .  -   A  c o m p a r a t o r   2 5 6  h a s   i t s   n o n - i n v e r t i n g  
i n p u t   258  c o u p l e d   to  a  r e f e r e n c e   v o l t a g e   d e f i n e d   by  a  
r e s i s t i v e   v o l t a g e   d i v i d e r   c o m p r i s e d   of  the  r e s i s t o r s   262 
and  264  c o u p l i n g   the  power  s u p p l y   to  g r o u n d .   The 

i n v e r t i n g   i n p u t   260  is  c o u p l e d   to  one  t e r m i n a l   of  a  
c a p a c i t o r   in  an  RC  c i r c u i t   c o m p r i s e d   of  a  r e s i s t o r   266  a n d  

a  c a p a c i t o r   268.  When  the  power  is  f i r s t   t u r n e d   'on,  t h e  

c a p a c i t o r   268  a c t s   as  an  i n i t i a l   s h o r t   to  g r o u n d  a n d   t h e  

v o l t a g e   on  the  l i n e   258  w i l l   exceed   the  v o l t a g e   on  t h e  

l i n e   260,  and  the  o u t p u t   of  the  c o m p a r a t o r   256  on  the  l i n e  

270  w i l l   be  a  l o g i c   1.  The  l i n e   270  is  c o u p l e d   t o  t h e  
i n p u t   of  a  NOR  g a t e   272  which  a c t s   as  an  i n v e r t e r .   The  
r e s i s t o r s   274  and  276  s e r v e   as  a  v o l t a g e   d i v i d e r   to  h o l d  

the  l i n e   270  in  a  l o g i c   1  c o n d i t i o n   e x c e p t   when  t h e  

c o m p a r a t o r   256  a s s e r t s   the   l i n e   270  low.  - 



The  l o g i c   1  at   power  up  on  the  l i n e   270  is  i n v e r t e d  

once  in  the  NOR  g a t e   272  and  a g a i n   in  a  NOR  g a t e   278  t o  

become  the  PONCLR  s i g n a l   on  the  l i n e   2 8 0 .  

As  the  v o l t a g e   on  the  c a p a c i t o r   268  r i s e s ,   i t   e x c e e d s  

the  v o l t a g e   on  the  l i n e   258  at  a  t ime  d e t e r m i n e d   by  t h e  

v a l u e s   of  the  r e s i s t o r   266  and  the  c a p a c i t o r   268.  When 

t h i s   h a p p e n s ,   the  1  on  the   o u t p u t   l i n e   270  c h a n g e s   to  a  0 
and  l i n e   280  f o l l o w s   s u i t .   The  i n i t i a l   1  on  the  l i n e   280 
is  c o m m u n i c a t e d   to  the  r e s e t   l i n e   284  of  the  CPU  66  as  a  0 

by  p a s s a g e   t h r o u g h   a  NOR  g a t e   282.  The  o t h e r   i n p u t   to  t h e  
NOR  g a t e   282  is   a  l i n e   286  from  a  deadman  r e s e t   c i r c u i t  
288.  The  l i n e   286  is  n o r m a l l y   a  l o g i c   0  e x c e p t   when  t h e r e  
is  a  p r o b l e m ,   as  w i l l   be  d e s c r i b e d   below.  With  the  l i n e  
286  n o r m a l l y   l o g i c   0,  the  i n i t i a l   l o g i c   1  on  the  l i n e   280 
is  i n v e r t e d   by  the  NOR  ga t e   282  and  r e s e t s   t h e  

m i c r o p r o c e s s o r  -   66  to  the  b e g i n n i n g   a d d r e s s   of  t h e  

p r o g r a m .   T h e r e a f t e r , -   the  l i n e   280  goes  -to  a  l o g i c   0  a n d  -  

s t a y s   t h e r e .  

The  deadman  r e s e t   c i r c u i t   288  s e r v e s   to  r e s e t   t h e  

m i c r o p r o c e s s o r   66  in  case   t h e r e  i s  a   s o f t w a r e   p r o b l e m .  

N o r m a l l y ,   the   deadman  r e s e t   c i r c u i t   288  w i l l   a t t e m p t - t o  
r e s e t   the  m i c r o p r o c e s s o r   66  p e r i o d i c a l l y   u n l e s s   t h e  
s o f t w a r e   g i v e s   a  t r i g g e r   s i g n a l   "D/M  t r i g g e r "   o n  t h e   l i n e  

290.  Thus  if   for   some  r e a s o n   the  s i g n a l   D/M  t r i g g e r   d o e s  

not  o c c u r ,   p rog ram  c o n t r o l   is  l o s t ,   and  the  deadman  r e s e t  
c i r c u i t   w i l l   cause   the  p rog ram  c o u n t e r   to  be  r e s e t   to  t h e  

b e g i n n i n g   p rog ram  l o c a t i o n .  
The  manner   in  which  t h e  d e a d m a n   r e s e t   f u n c t i o n   i s  

a c c o m p l i s h e d   is  t h r o u g h   the  use  of  two  r e t r i g g e r a b l e  
m o n o s t a b l e   m u l t i - v i b r a t o r s   292  and  294.  The  one  shot   2 9 2 - -  
has  i t s   B  and  c l e a r   (RD2)  i n p u t s   coup l ed   to  a  +5  v o l t  

s o u r c e   t h r o u g h   a  r e s i s t o r   296  and  are  t h e r e f o r e   a lways  i n  

a  l o g i c   1  s t a t e .   The  0  o u t p u t   on  the  l i n e   298  is  n o r m a l l y  
low  u n t i l   a  n e g a t i v e   t r a n s i t i o n   o c c u r s   on  the  D/M  t r i g g e r  
l i n e   290,  at  which  t ime  the  0  o u t p u t   l i n e   298  goes  to  a 
l o g i c   1  s t a t e   for   a  t ime  d e t e r m i n e d   by  the  v a l u e s   of  t h e  



r e s i s t o r   300  and  the  c a p a c i t o r   302  coup l ed   to  the  e x t e r n a l  

RC  c i r c u i t   t e r m i n a l s .   H o w e v e r , t h e   p u l s e   t ime  e s t a b l i s h e d  

by  the  r e s i s t o r s   300  and  302  is  l o n g e r   than  the  p e r i o d   o f  

the  D/M  t r i g g e r   s i g n a l .   Thus ,   the  o u t p u t   l i n e   298  w i l l  

not  r e t u r n   to  zero  a f t e r   the  i n i t i a l   t r i g g e r   p u l s e   b e c a u s e  

the  D/M  t r i g g e r   s i g n a l   on  the  l i n e   90  c o n t i n u e s   t o  

r e t r i g g e r   the  one  shot   2 9 2 .  

The  s i g n a l s   on  the  l i n e s   298  and  280  are   coup led   t o  
the  i n p u t s   of  a  NOR  g a t e   304.'   The  o u t p u t   l i n e   306  of  t h e  

NOR  g a t e   304  is  coup led   to  the  c l e a r   i n p u t   of  the  one  s h o t  

294.  The  B  i n p u t   of  the  one  s h o t   294  is  he ld   in  a  l o g i c   1 
c o n d i t i o n   by  c o n n e c t i o n   to  a  +5  v o l t   s u p p l y   t h r o u g h   t h e  
r e s i s t o r   296.  The  A  i n p u t   of  the  one  sho t   294  is  c o u p l e d  

by  a  l i n e   308  to  the  c l o c k   252  a n d  c a r r i e s   a  600  h e r t z - -  
c l o c k   s i g n a l .  

A f t e r   the  i n i t i a l   power  up  p e r i o d ,   the  NOR  ga t e   304 

w i l l   have  a  l o g i c   0  a t - t h e   i n p u t   coup l ed   t o  t h e  l i n e   2 8 0  
and  a  l o g i c   1  at  the  l i n e   298  i n p u t   u n l e s s   the  D/M  t r i g g e r  
s i g n a l   on  the  l i n e   290  does  not  o c c u r .   The  o u t p u t   l i n e  

306  w i l l   r emain   in  a - l o g i c   0  s t a t e  a t   a l l  t i m e s   w h i c h  

c a u s e s   the  one  sho t   294  to  i g n o r e   a l l   s i g n a l s   at  the  A  a n d  
B  i n p u t s .   However,   i f  t h e  D / M  t r i g g e r   s i g n a l   on  the  l i n e  
290  f a i l s   to  occur   on  s c h e d u l e ,   i n d i c a t i n g   some  p r o b l e m  
with  the  p rogram  e x e c u t i o n ,   the  one  shot   292  w i l l   time  o u t  
and  e n a b l e   the  one  sho t   294.  T h e  c l o c k   s i g n a l   on  the  l i n e  

308  w i l l   then   t r i g g e r   the  one  shot   .294  c a u s i n g   a  l o g i c   0 

to  1  t r a n s i t i o n   on  the  l i n e   286.  This  c a u s e s   the  l i n e   284 

to  drop  from  l o g i c   1  to  0  a n d  r e s e t s   t h e  m i c r o p r o c e s s o r  
6 6 .  

R e f e r r i n g   to  F i g u r e   6C,  t h e r e   is  shown  a  l o g i c   d i a g r a m  
of  the  d e c o d e r   c i r c u i t r y   which  forms  p a r t   of  the  d e c o d e r  

86  in  F i g u r e   2.  The  d e c o d e r   chip-  2 4 8  h a s   i t s   s e l e c t  
i n p u t s   c o u p l e d   to  the  AI2-AI4   l i n e s   of  the  a d d r e s s   bus  242 

of  the  m i c r o p r o c e s s o r   66.  The  G1  e n a b l e   i n p u t   310  i s  

c o u p l e d   to  the  φ2  o u t p u t   from  the  m i c r o p r o c e s s o r   66  w h i c h  
is  the  c l o c k   s i g n a l   for   the  r e s t   of  the  s y s t e m .   The  G 2 A  



e n a b l e   i n p u t   low  by  v i r t u e   of  being  coup led   to  a  l o g i c   1 

t h r o u g h   a  r e s i s t o r   312  and  an  i n v e r t e r   314.  The  G2B  i n p u t  
is  c o u p l e d   to  the  power  on  c l e a r   s i g n a l   PONCLR  on  the  l i n e  

2 8 0 .  
The  d e c o d e r   250  has  i t s   A  and  B  s e l e c t   i n p u t s   c o u p l e d  

to  the  a d d r e s s   bus  242  and  i t s   C  s e l e c t   i n p u t   c o u p l e d   t o  

the  R/W  s i g n a l   from  the  m i c r o p r o c e s s o r   66.  The  G1  e n a b l e  

i n p u t   is  coup l ed   to  the  φ2  c l o c k   s i g n a l   from  t h e  

m i c r o p r o c e s s o r   66,  and  the   G2A  e n a b l e   s i g n a l   is  c o n n e c t e d  
to  the  Yφ  o u t p u t   from  the  d e c o d e r   248.  The  G2B  e n a b l e  

i n p u t   is  c o u p l e d   to  the  A7  l i n e   of  the  a d d r e s s   bus  242 
from  the  m i c r o p r o c e s s o r   6 6 .  

Both  the  d e c o d e r s   248  and  250  are  74L5138  one  of  e i g h t  
d e c o d e r s   such  as  a r e   m a n u f a c t u r e d -   by  T e x a s  I n s t r u m e n t s .  
The  o u t p u t s   of  the  two  d e c o d e r s   248  and  250  are  coup l ed   t o  
the  v a r i o u s   chip   s e l e c t   i n p u t s   in  the  sys tem  as  l a b e l l e d  
in  F i g u r e   6 C .  - B y   w r i t i n g  t h e   p r o p e r  a d d r e s s e s  o n   t h e  
a d d r e s s   l i n e s   242,  the   m i c r o p r o c e s s o r   66  can  e n a b l e   a n y  
chip   in  the  sys tem  needed  for   a  p a r t i c u l a r   o p e r a t i o n .  

T u r n i n g   t o   F i g u r e  7   t h e r e - i s   shown  a  l o g i c   d i ag ram  o f  

the  CCM/COM  board  9 0  i n   F i g u r e   2 .   A  p l u r a l i t y  o f  a l a r m  
c o n t a c t s   are   c o n n e c t e d - t o   the  board   b y  a  p l u r a l i t y   of  w i r e  

p a i r s   t o g e t h e r   c o m p r i s i n g   the  bus  30.  Each  p a i r   in  t h e  
bus  30  is  e n e r g i z e d   by  c o n n e c t i o n   of  one  of  the  l i n e s  

t h r o u g h   one  of  t h e   r e s i s t o r s  3 1 3 - 3 2 0   t o -  a   5 - v o l t   p o w e r  
s u p p l y .   The  o t h e r   l i n e   from  the  p a i r   is  c o u p l e d   t h r o u g h   a 
p a r a l l e l   RC  n o i s e   s u p p r e s s i o n   c i r c u i t   to  the  anode  of  t h e  
d iode   in  one  of  t h e - o p t i c a l - i s o l a t o r s   3 2 1 - 3 2 8 .   The  d i o d e s  

are  e n e r g i z e d   as  long  as  the  e x t e r n a l   c o n t a c t s   c o u p l e d   t o  
the  wire   p a i r s   are  c l o s e d .  

The  t r a n s i s t o r s   in  the  o p t i c a l   i s o l a t o r s   have  t h e i r  

c o l l e c t o r s   coup l ed   to  a  + 5 - v o l t   r e g u l a t e d   power  s u p p l y  
t h r o u g h   one  of  the  r e s i s t o r s   in  the  r e s i s t o r   b lock   3 2 9 .  
The  c o l l e c t o r s   are  a l s o   c o u p l e d   to  the  da ta   c h a n n e l s   of  a  
m u l t i p l e x e r   330  which  is  t y p i c a l l y   a  14512B  t y p e  
m u l t i p l e x e r   such  as  is  made  b y - M o t o r o l a .   The  d a t a  i n p u t  



of  the  m u l t i p l e x e r   is  c o u p l e d   to  the  D7  d a t a   l i n e   63  o f  

the  m i c r o p r o c e s s o r   66.  The  s e l e c t   i n p u t s   332  a re   c o u p l e d  

to  the  AO-A2  a d d r e s s   l i n e s   of  the  m i c r o p r o c e s s o r   66  s u c h  

t h a t   the  m i c r o p r o c e s s o r   can  i n d i v i d u a l l y   read  e a c h  

e x t e r n a l   c o n t a c t   c o n d i t i o n   t h r o u g h   the  D7  d a t a   l i n e   6 3 .  

The  m i c r o p r o c e s s o r   66  is  programmed  to  p e r i o d i c a l l y  
check  the  c o n d i t i o n   of  each  of  the  e x t e r n a l   c o n t a c t s  

coup l ed   to  the  bus  30.  A f t e r   the  c o n t a c t   is  r e a d ,   t h e  

m i c r o p r o c e s s o r   66  o p e r a t e s   on  a  f l a g   to  i n d i c a t e   t h e  

s t a t u s   of  the  a larm  c o n t a c t   c o r r e s p o n d i n g   to  t h a t   f l a g .  
The  f l a g s   are  a d d r e s s   p o s i t i o n s   in  a  RAM  memory  334  w h i c h  

can  be  a  6116  type  CMOS  s t a t i c   RAM  such  as  is  made  by  
H i t a c h i .   The  a d d r e s s   i n p u t s   of  the  RAM  334  are  c o u p l e d   t o  
the  a d d r e s s   l i n e s   2 4 2  o f   t h e - m i c r o p r o c e s s o r   66,  and  t h e  
d a t a   I/O  p o r t s   of  the  RAM  334  are  c o u p l e d   to  t h e  - 

da ta   l i n e s   240  of  the  m i c r o p r o c e s s o r   66.  The  R/W  i n p u t  
l i n e   335  of  the  RAM  334  is  c o u p l e d   t o  t h e   R/W  c o n t r o l  

s i g n a l   from  the  m i c r o p r o c e s s o r   66  to  c o n t r o l   the  d i r e c t i o n  

of  the  d a t a   f low  on  the  da t a   l i n e s   2 4 0 .  
The  ch ip   s e l e c t   i n p u t   l i n e   336  of  the  RAM  334  i s  

coup l ed   to  the  Y3  o u t p u t   of  a  d e c o d e r   338  which  h a s   i t s   A '  

and  B  s e l e c t   i n p u t s   c o u p l e d   to  the  V M A  c o n t r o l   s i g n a l  l i n e  
184  and  A11  a d d r e s s   l i n e   r e s p e c t i v e l y   of  t h e  

m i c r o p r o c e s s o r   66.  The  e n a b l e   i n p u t   s i g n a l   CSRAMO  on  t h e  
l i n e   192  for   the  d e c o d e r   338  is  c o u p l e d  t o  a   ch ip   s e l e c t  

o u t p u t   from  the  d e c o d e r   248  in  F i g u r e   6C  such  t h a t   t h e  
m i c r o p r o c e s s o r   66  can  e n a b l e   the  RAM  334  by  e n a b l i n g   t h e  
d e c o d e r   338  and  w r i t i n g   the  p r o p e r   b i t   on  t he  A11   l i n e   o f  
the  a d d r e s s   b u s .  

Only  two  o u t p u t s   from  the  d e c o d e r   338  are  used  so  o n l y  
one  a d d r e s s   b i t   is  needed  to  s p e c i f y   which  o u t p u t   i s  

a c t i v e .   The  o t h e r   o u t p u t   on  the  l i n e   342  is  c o u p l e d   t o  
the  ch ip   s e l e c t   i n p u t   342  of  a  r e l a y   d r i v e r   344.  T h i s  



d r i v e r   344  has  t h r e e   a d d r e s s   i n p u t s   346  which  are  c o u p l e d  

to  the  a d d r e s s   l i n e s   of  the  m i c r o p r o c e s s o r   66.  The  r e l a y  
d r i v e r   a l s o   has  a  da t a   l i n e   348  c o u p l e d   to  the  b u f f e r e d   Do 
d a t a   l i n e   of  the   m i c r o p r o c e s s o r   66  t h r o u g h   a  74L504  b u f f e r  

349  on  F i g u r e   6C.  The  r e l a y   d r i v e r   344  has  an  o u t p u t   350 

which  is  c o u p l e d   to  the  c o i l   of  a  COM  r e l a y   352.  When  t h e  

m i c r o p r o c e s s o r   66  s e l e c t s   the  r e l a y   d r i v e r   344,  and  w r i t e s  

the  p r o p e r   a d d r e s s   on  the  l i n e s   346,  the  l i n e   348  w i l l  
c o n t r o l   the  s t a t e   of  the  l i n e  3 5 0 ,   t h e r e b y   c o n t r o l l i n g   t h e  

s t a t e   of  the  r e l a y   c o n t a c t s   3 5 4 .  

T u r n i n g   to  F i g u r e s   8A  and  8B  t h e r e   is  shown  a  l o g i c  
d i a g r a m   of  the  c i r c u i t r y   of  the   d e l a y e d   t r a n s m i s s i o n  
b u f f e r   88  of  F i g u r e   2.  A  b a t t e r y   backup  c i r c u i t   356  i n  

F i g u r e   8 B s e r v e s - t o  p r o t e c t   t h e   - i n f o r m a t i o n   in  the  RAM 

c h i p s   shown  in  F i g u r e   8B.  Each  of  the  RAM  c h i p s   is  a  
6116LP-4  CMOS  s t a t i c   RAM  such  as  is  m a n u f a c t u r e d   b y  
H i t a c h i .   T h e  + 5 - v o l t   l i n e   s u p p l y   v o l t a g e   on  t h e  l i n e   358 

n o r m a l l y   c a u s e s   a  f o r w a r d   b i a s   on  the  d iode   360  and  the  +5 
v o l t   s i g n a l   is  t hus   c o u p l e d   to  the  o u t p u t   l i n e   3 6 2 .  

However,   when  the  power  f a i l s ,   the  p o s i t i v e   v o l t a g e   on  t h e  
l i n e   364  from  the  b a t t e r y   366  e x c e e d s   the  v o l t a g e   on  t h e  
l i n e   358  which  c a u s e s   a  r e v e r s e   b i a s   on  the  d i o d e   3 6 0 .  

The  d iode   368,  h o w e v e r ,   w i l l   be  f o r w a r d   b i a s e d   such  t h a t  

the  b a t t e r y   power  w i l l   be  c o u p l e d   to  the  l i n e   362  to  k e e p  
the  i n f o r m a t i o n   in  the  RAM  i n t a c t .  

A  s e r i e s   of  d e c o d e r s   370-372  are  c o u p l e d   to  the  A11 
l i n e   of  the  a d d r e s s   bus  242.  These  d e c o d e r s   are  74L5139 

one  of  four   d e c o d e r s   in  the  p r e f e r r e d   emboimen t .   The 

d e c o d e r s   have  o u t p u t s   373-378   which  are  coup led .   to  t h e  

ch ip   s e l e c t   i n p u t s   of  the  6  RAM  c h i p s   of  F i g u r e s   8B 

t h r o u g h   a  power  f a i l   d e t e c t   c i r c u i t   382.  Each  d e c o d e r   h a s  
i t s   B  e n a b l e   i n p u t   c o u p l e d   to  the  VMA  o u t p u t   184  from  t h e  

m i c r o p r o c e s s o r   66  to  e n a b l e   the  d e c o d e r   to  read  the  A11 
b i t   when  the  d e c o d e r   has  been  e n a b l e d .   The  d e c o d e r s   3 7 0 -  
372  are   e n a b l e d   by  e n a b l e   s i g n a l s   on  the  l i n e s   3 7 9 - 3 8 1  

c o u p l e d   to  the  d e c o d e r   248  in  F i g u r e   6C.  A  power  f a i l  



c i r c u i t   382  s e n s e s   when  the  l i n e   power  r e p r e s e n t e d   by  t h e  

v o l t a g e   on  the  l i n e   358  has  f a i l e d   by  c o m p a r i n g   t h e  

v o l t a g e   at  node  386  m a i n t a i n e d   by  the  l i n e   to  the  v o l t a g e  
at  a  node  388  m a i n t a i n e d   by  the  b a t t e r y   366.  A  c o m p a r a t o r  
390  changes   the  s t a t e   of  i t s   o u t p u t   392  when  the  b a t t e r y  

v o l t a g e   at  the  node  388  e x c e e d s   the  l i n e   v o l t a g e   at  t h e  

node  386.  The  c o m p a r a t o r   is  a  N a t i o n a l   LM311  in  t h e  

p r e f e r r e d   e m b o d i m e n t .  

The  ch ip   s e l e c t   s i g n a l s   on  the  l i n e s   373-378   a r e  
i n d i v i d u a l l y   c o u p l e d   t h r o u g h   74L532  OR  g a t e s   393-398   t o  
the  ch ip   s e l e c t   i n p u t s   of  the  RAM  c h i p s   in  F i g u r e   8B.  
Each  ch ip   s e l e c t   i n p u t   is  a l s o   c o u p l e d   t h r o u g h   the  OR 

g a t e s   393-398   to  the  o u t p u t   392  from  the  c o m p a r a t o r   390  
such  t h a t   when  t h e  c o m p a r a t o r  f i n d s   a  f a i l u r e  o f   l i n e  

power ,   a l l   the  RAM  c h i p s   in  F i g u r e   8B  w i l l   be  d e s e l e c t e d  

so  as  to  m a i n t a i n   the  i n t e g r i t y   of  the  d a t a .  
The  c o n n e c t i o n s   and  f u n c t i o n i n g -   of  the  RAM  c h i p s   o f  

F i g u r e   8B  w i l l   be  a p p a r e n t   to  t h o s e   s k i l l e d   in  the  a r t .  

Data  from  the  m i c r o p r o c e s s o r   66  is  i n p u t   and  o u t p u t   on  t h e  

l i n e s   240  to- and  f r o m  t h e  a d d r e s s e s   on  the  l i n e s   2 4 2 .  

Turn ing   now  t o  F i g u r e   9  t h e r e   is  shown  a  f low  d i a g r a m  
of  the  s t e p s   t a k e n   by  the  card  r e a d e r   in  p e r f o r m i n g - a   t i m e  

and  a t t e n d a n c e   f u n c t i o n .   In   t h i s   f u n c t i o n ,   the  c a r d  
r e a d e r   r e a d s   c a r d s   and  l o c a l l y   a u t h o r i z e s   e n t r y   o r  
d e p a r t u r e   based   upon  the  sys tem  code  on  the  card  w i t h o u t  

c o n s u l t i n g   the  c e n t r a l   c o n t r o l l e r   and  s t o r e s   the  d a t a   f o r  
each  t r a n s a c t i o n   wi th   the  l o c a l   t ime  for   l a t e r   r e p o r t i n g  
to  the  c e n t r a l   c o n t r o l l e r .   - 

In  an  i n i t i a t i z a t i o n   s t ep   410,  the  m i c r o p r o c e s s o r   CPU 

66  c l e a r s   the  RAM  80  on  powerup .   T h e r e a f t e r ,   the   CPU  66 

t r a n s f e r s   on  the   pa th   412  to  the  e x e c u t i v e   r o u t i n e   414 

where  s e v e r a l   h o u s e k e e p i n g   f u n c t i o n s  a r e  p e r f o r m e d .   One 

of  t h e s e   f u n c t i o n s   is  to  check  for   the  p r e s e n c e   of  a  c a r d  
in  the  card  s l o t .   This   f u n c t i o n   is  r e p r e s e n t e d   by  t h e  

t r a n s f e r   on  the  pa th   417  to  the  s t a t e   413  where  the  c a r d  

s w i t c h   is  checked   v ia   the  l i n e   130  and  the  MUX  60B  i n  



F i g u r e   4  to  d e t e r m i n e   i f   t h e r e   is  a  card  in  the  c a r d  

s l o t .   If  no  card   is  in  the  s l o t ,   the  CPU  r e t u r n s   to  t h e  

e x e c u t i v e   r o u t i n e   414  by  the  pa th   416.  In  the  e x e c u t i v e  

r o u t i n e ,   c e r t a i n   b a s i c   t a s k s   are   p e r f o r m e d .   For  e x a m p l e ,  
the  CPU  checks   w h e t h e r   a  command  from  the  c e n t r a l  

c o n t r o l l e r   20  has  been  r e c e i v e d ,   w h e t h e r   a  p o l l   from  t h e  

c e n t r a l   c o n t r o l l e r   needs   to  be  a c k n o w l e d g e d   or  w h e t h e r  

t h e r e   is  a  r e q u e s t   for   t ime  from  the  l o c a l   c o n t r o l l e r .  

P e r i o d i c a l l y ,   the  CPU  r e t u r n s  t o   the  s t a t e   4 1 3 .  

If   a  card   was  found  in  the  card  s l o t ,   the  CPU 

t r a n s f e r s   to  a  d e c i s i o n   s t a t e   418  a long  the  pa th   420  t o  
d e t e r m i n e   i f   the   sys t em  code  on  the  card  in  the  s l o t  

m a t c h e s   the  sy s t em  code  s e t   on  the  s w i t c h e s   140  in  F i g u r e  
4.  To  do  t h i s ,   the   CPU  66  i n d i v i d u a l l y   a d d r e s s e s   t h e  

r e a d i n g   c o i l s   in  the  card  r e a d e r   74  in  F i g u r e   2  v i a   t h e  

bus  64.  The  d a t a   from  each  c o i l   is  t r a n s f e r r e d   to  the  CPU 

66  v i a   the  c o i l   d e t e c t - l i n e -  5 7 ,   M U X  6 0 A ,  D 7  l i n e   6 3  a n d  
the  bus  64  in  F i g u r e   2 .  

If   t h e r e   is  no  ma tch ,   the  CPU  66  t r a n s f e r s   to  a  no 
a u t h o r i z a t i o n   s t a t e   4 2 2  v i a   the   p a t h   424.  In  t h i s   s t a t e ,  
the  CPU  c a u s e s  t h e   d i s p l a y   40  in  F i g u r e   2  fo r   a  p r e s e t - - .  
t ime  to  b l i n k - - i n   a  manner  k n o w n - t o   t h o s e   - s k i l l e d   i n   t h e -  

a r t   and  t u r n s   on  the   red  LED  in  the  LED  b lock   97  in  F i g u r e  
2  for   a  p r e s e t   t ime  v ia   the  l i n e   96,  the  d r i v e r   70,  the  Dφ 
l i n e   68  and  the  bus  64.  The  CPU  66  then  r e t u r n s   t h e  
e x e c u t i v e   s t a t e   414  v i a   the  pa th   4 2 3 .  

If  the  sys tem  code  m a t c h e s ,   the   CPU  66  t r a n s f e r s   to  a 
b u f f e r   f u l l   d e c i s i o n   s t a t e   424  v ia   a  pa th   426  to  d e t e r m i n e  

if   t h e r e   is  room  in  the  RAM  b u f f e r   80  in  F i g u r e   2  to  s t o r e  
the  p r e s e n t   t r a n s a c t i o n .   If   the  b u f f e r   is  f u l l ,   the  CPU 
t r a n s f e r s   to  a  s t a t e   427  v ia   a  pa th   428  to  i g n o r e   the  c a r d  

and  d i s p l a y   a  message   on  the  d i s p l a y   40  in  F i g u r e   2 

i n d i c a t i n g   t h a t   the   b u f f e r   is  f u l l .   The  CPU  t h e n  
t r a n s f e r s   back  to  the  e x e c u t i v e   s t a t e   414  by  the  pa th   4 3 0 .  

If  the  b u f f e r   is  not  f u l l ,   the  CPU  t r a n s f e r s   to  a n  
a u t h o r i z a t i o n   s t a t e   432  by  a  pa th   434.  In  t h e  



a u t h o r i z a t i o n   s t a t e   the  CPU  p e r f o r m s   5  t a s k s .   F i r s t   t h e  

ID  code  from  the  m a g n e t i c   card  is  s t o r e d   in  the  b u f f e r   80 

a long   wi th   the  t ime  of  day  in  s t a t e s   436  and  438.  Then  

the  Go  r e l a y   71  in  F i g u r e   2  is  e n e r g i z e d   for   a  p r e s e t   t i m e  

v ia   the  bus  64,  the  Do  d a t a   b i t   l i n e   68,  the   a d d r e s s   l i n e  

AO-2  and  the  d r i v e r   70.  The  Go  r e l a y   is  e n e r g i z e d   for   t h e  
t ime  se t   by  the  s w i t c h e s   138  in  F i g u r e   4  so  they   must  b e  

read  via  the  m u l t i p l e x e r   60B  and  the   D7  da t a   b i t   l i n e   6 3 .  

F i n a l l y ,   the  g r een   LED  i n  t h e   LED  b l o c k   97  in  F i g u r e   2 
is  t u r n e d   on  for   a  p r e s e t   t ime  v i a   the  l i n e   96  and  the  CPU 

d i s p l a y s   a  "Go"  message   in  the  d i s p l a y   40  as  r e p r e s e n t e d  
by  the  s t a t e s   442  and  444.  The  CPU  66  then   r e t u r n s   to  t h e -  
e x e c u t i v e   s t a t e   414  v ia   the  pa th   4 4 6 .  

T u r n i n g  t o   F i g u r e   10  t h e r e   i s  s h o w n  a   flow  d i a g r a m   o f  

the  s t e p s   w h i c h  a r e   t aken   to  t r a n s m i t   the  d a t a   in  t h e  
b u f f e r   80  to  the  c e n t r a l   c o n t r o l l e r   20.  The  s t e p s   o f  

F i g u r e   10  are  t a k e n  e a e h  t i m e   -a  p o l l   s i g n a l   comes  i n  f r o m  

the  c o n t r o l l e r   20.  The  CPU  n o r m a l l y   o p e r a t e s   in  an  
e x e c u t i v e   mode  s y m b o l i z e d   by  the  s t a t e   441  in  F i g u r e   1 0 .  
The  e x e c u t i v e   jumps  to  v a r i o u s  s u b r o u t i n e s  w h i c h  p e r f o r m  

h o u s e k e e p i n g   and  command -  s c a n  f u n c t i o n s  a s  m e n t i o n e d  
e a r l i e r .   These  s u b r o u t i n e s   a re   s y m b o l i z  b y  t h e  s t a t e  
443.  One  of  the  f u n c t i o n s   is  to  p e r i o d i c a l l y - c h e c k  f o r  
the  p r e s e n c e   of  a  p o l l   s i g n a l   from  the  c o n t r o l l e r   20  i n  

F i g u r e   1.  The  p o l l   s i g n a l   i s  s e n t   p e r i o d i c a l l y   to  e a c h  
card  r e a d e r   in  the  sys tem  v ia   the  e n a b l e   p a i r   26  c o u p l e d  
t h a t   card  r e a d e r .   The  check  for   the  p r e s e n c e   of  a  p o l l  
s i g n a l   is  s y m b o l i z e d   b y  t h e  s t a t e   447  in   F i g u r e  1 0 .   If  n o  
p o l l   has  been  r e c e i v e d ,   the  CPU  r e t u r n s   to  i t s   o t h e r  

h o u s e k e e p i n g   f u n c t i o n s   in  the  s t a t e   443  via   the  pa th   4 4 9 .  

If   a  p o l l   has  been  r e c e i v e d ,   the   CPU  w i l l   check  an  
i n t e r n a l   c o u n t e r   which  is  i n c r e m e n t e d   each  t ime  a  
t r a n s a c t i o n   is  s t o r e d   in  the  b u f f e r   80.  This  o p e r a t i o n   i s  

s y m b o l i z e d   by  the  b l o c k   451  in  F i g u r e   10.  If  the  count   i s  

n o n - z e r o ,   t h e n ,   the   CPU  knows  t h a t   t h e r e   is  d a t a   in  t h e  
b u f f e r   80  which  needs   t o  b e   t r a n s m i t t e d   to  the  c e n t r a l  



c o n t o l l e r   20.  T r a n s f e r   is  then   made  to  a  s t a t e   448  by  a  

p a t h   450.  If  the  coun t   is  z e r o ,   the  CPU  r e t u r n s   to  i t s  

o t h e r   f u n c t i o n s   b e c a u s e   t h e r e   is  no  da ta   to  t r a n s m i t .  

This   t r a n s f e r   is  s y m b o l i z e d   by  the  pa th   4 5 3 .  

In  the  s t a t e   448,  the  CPU  d e t e r m i n e s   if  the  b u f f e r  

o p t i o n   d a t a   is  p r e s e n t   in  the  f e a t u r e   memory  98  in  F i g u r e  
2.  I f   the  f e a t u r e   is  p r e s e n t ,   the  CPU  w i l l   r e t r i e v e   t h e  

d a t a   for   one  t r a n s a c t i o n   from  the  b u f f e r   80  and  t r a n s m i t  

i t   to  the  c e n t r a l   c o n t r o l l e r   20.  This  o p e r a t i o n   i s  

s y m b o l i z e d   by  the   s t a t e   454  in  F i g u r e   10  and  i s  

a c c o m p l i s h e d   by  a d d r e s s i n g   one  of  the  t r a n s a c t i o n s   in  t h e  
b u f f e r   80  and  r e a d i n g   the  d a t a   t h e r e   by  the  bus  64.  The  

d a t a   is  then  c o n v e r t e d   to  s e r i a l   f o r m a t   in  the  CPU  66  a n d  

s e n t   via   the  Dφ  d a t a   b i t   l i n e   68  to  the  d r i v e r   70  i n  

F i g u r e   2.  The  d r i v e r   then   p l a c e s   the  da t a   on  the  Tx  d a t a  
l i n e s   58  and  i t   is  s e n t   t h r o u g h   the  o p t i c a l   i s o l a t o r   b o a r d  

54  onto   the  da t a   l i n e   28  to  the  c e n t r a l   c o n t r o l l e r   2 0 .  

The  CPU  then   r e t u r n s   to  the  e x e c u t i v e   r o u t i n e   v ia   the  p a t h  
4 5 6 .  

If   the  b u f f e r  o p t i o n   i s  n o t  p r e s e n t ,   the  CPU  66  w i l l  

t r a n s f e r   t o  a  s t a t e   460  b y  a   p a t h  4 5 8   where  i t   checks   f o r  

the   p r e s e n c e   of  a  card  in  t h e  c a r d   s l o t .   If  t h e r e  i s   a  
card   in  the  card  r e a d e r ,   the  c a r d  d a t a   w i l l   be  read  by  t h e  

CPU  66,  c o n v e r t e d   to  s e r i a l   f o r m a t   and  t r a n s m i t t e d   to  t h e  

c e n t r a l   c o n t r o l l e r   20.  This   s t e p   i s   s y m b o l i z e d   by  t h e  
b l o c k   462.  C o n t r o l   is  then  r e t u r n e d   to  the  e x e c u t i v e .  

If   t h e r e  i s   no  card  in  the  r e a d e r ,   the  CPU  w i l l  

t r a n s f e r   to  the  s t a t e   4 6 4  v i a   t h e  p a t h   466  to  d e t e r m i n e   i f  

t h e r e   is  a  t ime  r e q u e s t   p e n d i n g .   The  card  r e a d e r s   w h i c h  

have  the  time  and  a t t e n d a n c e   f u n c t i o n   keep  the  l o c a l   t i m e  

but  p e r i o d i c a l l y   r e q u e s t   the  t ime  from  the  c e n t r a l  
c o n t r o l l e r   so  as  to  s y n c h r o n i z e   the  l o c a l   time  with  t h e  
c e n t r a l   c o n t r o l l e r   t i m e .   If   t h e r e   is  a  t ime  r e q u e s t  
p e n d i n g ,   the  card  r e a d e r   w i l l   ask  the  time  of  the  c e n t r a l  

c o n t r o l l e r   20  as  s y m b o l i z e d   by  the  s t a t e   466  and  r e t u r n   t o  
the  e x e c u t i v e   v ia   the  pa th   4 6 8 .  



If   no  t ime  r e q u e s t   is  p e n d i n g ,   the  CPU  w i l l  

a c k n o w l e d g e   the  p o l l   as  s y m b o l i z e d   by  the  s t a t e   470  a n d  

r e t u r n   to  the  e x e c u t i v e   r o u t i n e   by  the  pa th   4 7 2 .  

Tu rn ing   to  F i g u r e   11,  t h e r e   is  shown  a  f low  d i a g r a -   o f  

the  t ime  o f f s e t   r o u t i n e   p e r f o r m e d   by  the  CPU  66  to  k e e p  
t r a c k   of  the  l o c a l   t ime  from  the  c e n t r a l   c o n t r o l l e r   t i m e  

when  the  c e n t r a l   c o n t r o l l e r   is  in  a  d i f f e r e n t   t ime  z o n e  
from  t h a t   of  the  r e a d e r .  

The  f i r s t   s t e p   in  the  p r o c e s s   is  to  read  the  o f f s e t  
s w i t c h e s   136  in  F i g u r e   4  t h r o u g h   the  MUX  60B.  The  v a l u e  

of  t h o s e   s w i t c h e s   is  s t o r e d   in  RAM  at  a  s p e c i f i c  
a d d r e s s .   This  is  done  600  t imes   per  second  in  the  s t a t e  
4 7 4 .  

Next ,   the  CPU  66  c o n v e r t s   the  da t a   in  the  RAM  s w i t c h  
da t a   a d d r e s s   to  m i n u t e s   and  hours   of  o f f s e t .   The  d a t a  
from  the  8th  s w i t c h   d e t e r m i n e d   w h e t h e r   the  o f f s e t   i s  

p o s i t i v e   or  n e g a t i v e  w h i l e  t h e   f i r s t   7  s w i t c h e s  p r o v i d e   a 

b i n a r y   number  r e p r e s e n t i n g   up  to  127  m i n u t e s   of  o f f s e t .  

Any  number  of  s w i t c h e s   cou ld   be  used ,   however .   This   i s  

s y m b o l i z e d   by  the  s t a t e s   476  and  4 7 8 .  

F i n a l l y ,  t h e   l o c a l   t ime  is  o f f s e t   in  a  s t a t e   480  a n d  
s t o r e d   in  a  l o c a l   b u f f e r   o f f s e t   t ime  a d d r e s s .   C o n t r o l   i s  
then  r e t u r n e d   to  the  e x e c u t i v e   r o u t i n e .  

R e f e r r i n g   to  F i g u r e   12  t h e r e   is  shown  a  f low  d i a g r a m  
for   the  s t e p s   t a k e n   by  the  CPU  66  in  h a n d l i n g   t r a n s a c t i o n s  
d u r i n g   a  d e g r a d e d   mode  when  c o m m u n i c a t i o n   with  the  c e n t r a l  
c o n t r o l l e r   22  is  l o s t .   The  b l o c k   415  s y m b o l i z e s   t h e  
e x e c u t i v e   r o u t i n e .   The  b a c k g r o u n d   b lock   443  s y m b o l i z e s  
a l l   the   r o u t i n e   h o u s e k e e p i n g   checks   and  f u n c t i o n s   t h a t   t h e  
card  r e a d e r   does  when  i t   is  not  doing  one  of  t h e  

f o r e g r o u n d   r o u t i n e s   to  h a n d l e   c e r t a i n   c o n d i t i o n s   the  CPU 

d i s c o v e r s   d u r i n g   the  e x e c u t i v e   r o u t i n e .   P a r t   of  t h e  
normal   e x e c u t i v e   r o u t i n e   is  to  check  for   the  p e r i o d i c  

a p p e a r a n c e   of  a  p o l l   s i g n a l   from  the  c e n t r a l   c o n t r o l l e r .  
This  check  is  s y m b o l i z e d   by  the  b l o c k   490.  This   f u n c t i o n  
is  i m p l e m e n t e d   by  the  CPU  66  in  d e t e r m i n i n g   w h e t h e r   a  p o l l  



s i g n a l   has  a r r i v e d   in  the  p r e c e d i n g   30  s e c o n d s .   If  a  p o l l  

s i g n a l   has  a r r i v e d   d u r i n g   the  l a s t   30  s e c o n d s ,   then  t h e r e  
is  no  d e g r a d e d   mode  and  the  CPU  66  d e t e r m i n e s   what  type   o f  

command  has  been  r e c e i v e d ,   i f   any,  and  p r o c e s s e s   t h e  

command  as  s y m b o l i z e d   by  the  b lock   492.  C o n t r o l   is  t h e n  

r e t u r n e d   to  the  e x e c u t i v e   r o u t i n e   by  the  pa th   4 9 4 .  

If   a  p o l l   s i g n a l   has  not  a r r i v e d   d u r i n g   the  p r e c e d i n g  
30  s e c o n d s ,   the  card   r e a d e r   CPU  66  knows  t h a t   s o m e t h i n g   i s  

wrong  and  e n t e r s   the  d e g r a d e d  m o d e .   This   is  s y m b o l i z e d   b y  
the  p a t h   496.  The  f i r s t   s t ep   is  to  d e t e r m i n e   if   t h e r e   i s  

a  card   in  the  r e a d e r   s l o t .   This  s t ep   is  s y m b o l i z e d   by  t h e  

b l o c k   500.  If  t h e r e   is  not  a  card  in  the  r e a d e r ,   c o n t r o l  

is  r e t u r n e d   to  the  e x e c u t i v e   b a c k g r o u n d   loop  443  a s  

s y m b o l i z e d   by  t h e  p a t h   4 9 8 .  -  -  - 

If   t h e r e   is   a  c a r d   in  the  r e a d e r ,   the  CPU-66  a d d r e s s e s  
the  f e a t u r e   memory  98  in  F i g u r e   2  to  d e t e r m i n e   i f   t h e  

b u f f e r   o p t i o n   is  p r e s e n t .  T h i s   i s  s y m b o l i z e d   by  t h e - b l o c k  

502  in  F i g u r e   1 2 .  
If   the  b u f f e r   o p t i o n   is  not  p r e s e n t ,   then  no  s t o r a g e  

of  t r a n s a c t i o n s   d u r i n g   the  d e g r a d e d   mode  w i l l   o c c u r .  

However ,   i t   is  s t i l l  p o s s i b l e   to  a u t h o r i z e   or  deny  a c c e s s  
to  a  card  h o l d e r   based   upon  the  s y s t e m - c o d e   t h a t   is  on  h i s  

card  w i t h o u t   s t o r i n g   the  I .D.   code  and  time  of  day  in  a 
b u f f e r .   To  d e t e r m i n e   whe the r   or  not   to  do  t h i s ,   the  CPU 

66  must  a g a i n   a d d r e s s   the  f e a t u r e   memory  98  to  d e t e r m i n e  

w h e t h e r   the  d e g r a d e d   mode  o p t i o n   is  p r e s e n t .   T h i s  

o p e r a t i o n   is  s y m b o l i z e d   by  the  b lock   504  in  F i g u r e   12.  I f  
the  d e g r a d e d   mode  o p t i o n   is  not  in  e f f e c t ,   the  CPU  r e t u r n s  
to  the  b a c k g r o u n d   l o o p s   443  by  the  pa th   5 0 6 .  

If  the  d e g r a d e d   mode  o p t i o n   is  p r e s e n t ,   the  CPU  r e a d s  
the  sys tem  code  on  the  m a g n e t i c   card  in  the  r e a d e r   s l o t  

v ia   the  card  r e a d e r   c o i l s   74  and  then   r e a d s   the  s w i t c h e s  

140  in  F i g u r e   4.  The  CPU  66  compares   the  sys tem  code  on  
the  card   to  the  sys t em  code  on  the  s w i t c h e s   for   a  m a t c h .  
This  c o m p a r i s o n   is  s y m b o l i z e d   by  the  b lock   508  in  F i g u r e  
12.  -  



If  t h e r e   is  no  ma tch ,   the  CPU  66  t u r n s   on  the  red  LED 

for   a  t ime  s e t   by  the  s w i t c h e s   on  the  s w i t c h   and  r e l a y  

board  62  in  F i g u r e   2.  This  i n d i c a t e s   no  a u t h o r i z a t i o n   a s  
s y m b o l i z e d   by  the  s t a t e   510.  The  CPU  66  then   a d d r e s s e s  

the  f e a t u r e   memory  98  to  d e t e r m i n e   if   the  no  go  o p t i o n   i s  

in  e f f e c t ,   as  s y m b o l i z e d   by  the  s t a t e   512.  If  i t   is  n o t  

in  e f f e c t ,   the  CPU  66  r e t u r n s   to  the  b a c k g r o u n d   l o o p s   443  
via  the  p a t h   514.  If  the  o p t i o n   is  in  e f f e c t ,   the   CPU 

a d d r e s s e s   the  no  go  r e l a y   166  in  F i g u r e   4  t h r o u g h   t h e  

d r i v e r   70  by  p l a c i n g   the  p r o p e r   a d d r e s s   on  the  l i n e s   172 

and  w r i t i n g   a  l o g i c   1  on  the  b u f f e r e d   Dφ  d a t a   b i t   l i n e  

68.  The  no  go  r e l a y   166  is  t h e r e b y   e n e r g i z e d   for   a  t i m e  

se t   by  the  s w i t c h e s   on  the  s w i t c h   and  r e l a y   board   62,  and  
w h a t e v e r   e x t e r n a l   d e v i c e   t h a t  i s  c o u p l e d   to  the  no  g o  
r e l a y   c o n t a c t s   t h r o u g h   the  l i n e s   167  w i l l   be  s i g n a l l e d  
t h a t   an  u n a u t h o r i z e d   p e r s o n   has  a t t e m p t e d   an  e n t r y .   T h i s  

o p e r a t i o n   is  s y m b o l i z e d   by  t h e - b l o c k   516  in  F i g u r e  1 2 .  
If   the  sys tem  code  on  the  s w i t c h e s   match  t h a t   on  t h e  

c a r d ,   the  CPU  66  e n e r g i z e s   the  g reen   LED  in  the  LED  b l o c k  

97  of  F i g u r e   2  for   a  p r e d e t e r m i n e d   t i m e . . T h e .  C P U  6 6   a l s o  

e n e r g i z e s   the  go  r e l a y  - 7 1   i n  F i g u r e   4  fo r   a  t ime  s e t   b y -  
the  s w i t c h e s   138.  This  is  done  in  a  s i m i l a r  m a n n e r   t o  

t h a t   j u s t   d e s c r i b e d   for   the  no  go  r e l a y .   This  o p e r a t i o n  
is  s y m b o l i z e d   by  the  b l o c k   518  in  F i g u r e   12.  C o n t r o l   i s  
then  r e t u r n e d   to  the  b a c k g r o u n d   l o o p s   442  v ia   the  p a t h  
5 2 0 .  

R e t u r n i n g   to  the  s t a t e   502  in  F i g u r e   12,  i f   the  b u f f e r  

o p t i o n   is  p r e s e n t ,   the  CPU  66  checks   i t s   i n t e r n a l   c o u n t e r  
to  d e t e r m i n e   i f   the  b u f f e r   88  in  F i g u r e   2  is  . f u l l   o f  
t r a n s a c t i o n   d a t a .   This  is  s y m b o l i z e d   by  the  b l o c k   528  i n  

F i g u r e   12.  If  the  b u f f e r   is  f u l l ,   the  CPU  66  i g n o r e s   t h e  
card  and  t r a n s f e r s   back  to  the  b a c k g r o u n d   l o o p s   443  a s  -  
s y m b o l i z e d   by  the  pa th   531  t h r o u g h   the  s t a t e   5 2 2 .  

If  the   b u f f e r   is  not  f u l l ,   the  CPU  66  w i l l   r ead   t h e  

sys tem  code  s w i t c h e s   in  F i g u r e   4  and  the  sys tem  code  d a t a  

on  the  card   and  compare  them  as  s y m b o l i z e d   by  the  b l o c k  



530.  If   t h e r e   is  no  m a t c h ,   the  red  LED  in  the  LED  b l o c k  

97  in  F i g u r e   2  w i l l   be  t u r n e d   on  for   a  t ime  as  s y m b o l i z e d  

by  a  t r a n s f e r   to  the  s t a t e   510  v i a   the  pa th   532  in  F i g u r e  
12.  P r o c e s s i n g   from  the  s t a t e   510  w i l l   c o n t i n u e   a s  

p r e v i o u s l y   d e s c r i b e d .  

I f   the  sy s t em  code  does  m a t c h ,   the  CPU  w i l l   s t o r e   t h e  

I .D.   code  from  the  card  a long   wi th   the  l o c a l   t ime  in  t h e  

d e l a y e d   t r a n s m i s s i o n   b u f f e r   88  of  F i g u r e   2  as  s y m b o l i z e d  

by  the  b l o c k   533.  The  g r e e n   LED  and  Go  r e l a y   are  t h e n  

e n e r g i z e d   fo r   a  p r e s e t   t ime  in  s t a t e   5 1 8 .  

The  b u f f e r   88  is  u n l o a d e d   one  t r a n s a c t i o n   at  a  t i m e  

when  c o m m u n i c a t i o n s   are  r e s t o r e d .   R e f e r r i n g   to  F i g u r e   1 3 ,  
t h e r e   is  shown  a  f low  d i a g r a m   of  the  manner  in  which  t h e  

CPU  u n l o a d s  t h e   b u f f e r .   Dur ing   the  e x e c u t i v e   b a c k g r o u n d  
r o u t i n e ,   the   CPU  6 6 - c o n t i n u a l l y   checks   for   the  p r e s e n c e   o f  

a  p o l l   s i g n a l   from  the  c e n t r a l   c o n t r o l l e r .   When  a  p o l l  
f i n a l l y   a r r i v e s ,  t h e   r e a d e r   knows  t h a t - c o m m u n i c a t i o n s   h a v e  
been  r e s t o r e d .   This   m o n i t o r i n g   f u n c t i o n   is  s y m b o l i z e d   by  
the  b l o c k   540  in  F i g u r e   13.  If  no  p o l l   has  a r r i v e d ,   t h e  

CPU  r e t u r n s   to  i t s   o t h e r   b a c k g r o u n d   f u n c t i o n s   a s  

s y m b o l i z e d   b y - t h e   p a t h   5 4 2 .  

If   a  p o l l   has  a r r i v e d ,   the   CPU-66  w i l l   check  to  s e e  i f  

any  h i g h e r   p r i o r i t y   m e s s a g e s   are   w a i t i n g   to  be  s e n t   a s  
s y m b o l i z e d   by  the  b lock   544.  If   t h e r e   is  such  a  m e s s a g e ,  
i t   is  s e n t ,   as  s y m b o l i z e d   by  the  b l o c k   546,  and  c o n t r o l   i s  

r e t u r n e d   to  the  b a c k g r o u n d   r o u t i n e   of  the  e x e c u t i v e .  
If   no  h i g h e r   p r i o r i t y   m e s s a g e   is  w a i t i n g ,   t he  CPU  66 

w i l l   d e t e r m i n e   i f   t h e r e   a r e   any  t r a n s a c t i o n s  s t o r e d  i n  t h e  

b u f f e r   w a i t i n g   to  be  s e n t   as  s y m b o l i z e d   by  the  . b l o c k  

548.  This   is  done  by  c o n s u l t i n g   the  i n t e r n a l   c o u n t e r   i n  

the  CPU  66  to  d e t e r m i n e   how  f u l l   the  b u f f e r   88  i s .   I f   no  
d a t a ,   is  in  the  b u f f e r   88,  the   CPU  d e t e r m i n e s   w h e t h e r  

t h e r e   is  a  t ime  r e q u e s t   p e n d i n g   as  s y m b o l i z e d   by  the  b l o c k  

550.  If   t h e r e   i s ,   the  CPU  66  moves  to  the  s t a t e   552  t o  

r e q u e s t  t h e   t ime  from  the  c e n t r a l   c o n t r o l l e r   and  t h e n  
r e t u r n s   to  the  e x e c u t i v e   r o u t i n e .   If   t h e r e   is  no  t i m e  



r e q u e s t   p e n d i n g ,   the  CPU  66  w i l l   a cknowledge   the  p o l l   in  a  
s t a t e   554  and  r e t u r n   to  the  e x e c u t i v e   r o u t i n e .  

R e t u r n i n g   to  the  s t a t e   548  in  F i g u r e   13,  if   t h e r e   a r e  
t r a n s a c t i o n s   in  the  b u f f e r   88  to  be  s e n t ,   the  CPU  66  w i l l  

r e t r i e v e   one  t r a n s a c t i o n   d a t a   g roup ,   fo rmat   i t   for   s e r i a l  
t r a n s m i s s i o n   and  t r a n s m i t   i t   in  the  manner  p r e v i o u s l y  
d i s c u s s e d ,   u s i n g   the  Dφ  d a t a   b i t   l i n e   68,  the  d r i v e r   7 0 ,  
the  a d d r e s s   l i n e s   AO-2,  the  Tx  da ta   l i n e s   58  and  t h e  
i s o l a t i o n   board   54.  The  f o r m a t   for   the  t r a n s m i s s i o n   i n  
the  p r e f e r r e d   embodiment   is  a  h e a d e r   i d e n t i f y i n g   the  t y p e  
of  r e a d e r   wi th   the  d a t a ,   f o l l o w e d   by  a  c o n d i t i o n   c o d e  

i n d i c a t i n g   the  type  of  t r a n s a c t i o n   t h a t   has  b e e n  
r e t r i e v e d .   F o l l o w i n g   the  c o n d i t i o n   code ,   the  I .D .   d a t a  
from  the  card   is  s e n t   a long   wi th   the  t ime  of  day  when  t h e  _  
t r a n s a c t i o n  o c c u r r e d .   These  s t e p s   are  s y m b o l i z e d   by  t h e  

b lock   556.  A n y   f o r m a t ,   for   t r a n s m i s s i o n   w i l l   -  d o ,  -  
h o w e v e r .   C o n t r o l  i s   then   r e t u r n e d  t o  t h e   e x e c u t i v e  

r o u t i n e .  

T u r n i n g   now  to  F i g u r e   14,  t h e r e   is  shown  a  f l o w  

d i a g r a m   of  the  s t e p s   the  card  r e a d e r   CPU  66  t a k e s   i n  

m o n i t o r i n g   the  a la rm  - c o n t a c t s   c o n n e c t e d   to  the  l i n e s   30 
from  the   CCM/COM  board   90.  T h e  r o u t i n e   i l l u s t r a t e d  i n  

F i g u r e   14  is  e x e c u t e d   by  the  CPU  600  t imes   per   second  and  
is  i n t e n d e d   to  s ense   the  c o n d i t i o n   of  the  f l a g s   w h i c h  

s y m b o l i z e   the  s t a t e   of  the  a la rm  c o n t a c t s .   The  f i r s t  s t e p  
is  to  read   a  CCM  f l a g   N  to  d e t e r m i n e   the  l a s t   s t a t e   of  t h e  

f l a g .   This   s t e p   is  s y m b o l i z e d   by  the  b lock   560  in  F i g u r e  

14.  To  do  t h i s   the  CPU  66  p i c k s   the  a d d r e s s   f o r  t h e  f l a g  
N  in  the  RAM  334  of  F i g u r e   7  and  w r i t e s   t h a t   a d d r e s s   on  
the  l i n e s   242  a f t e r   s e l e c t i n g   the  RAM  with  the  All  and  VMA 
l i n e s   c o u p l e d   to  the  d e c o d e r   338  to  d r i v e   the  l i n e   336 

low.  The  R/W  i n p u t   of  the  RAM  334  i s ' d r i v e n   to  the  r e a d  
s t a t e   by  the  m i c r o p r o c e s s o r   66  in  F i g u r e   6A. 

There   are  four   p o s s i b l e   s t a t e s   for   the  f l a g  

s y m b o l i z i n g   the  s t a t e   of  i t s   c o r r e s p o n d i n g   a l a r m  

c o n t a c t .   The  f l a g   can  show  "open  and  r e p o r t e d " ,   " c l o s e d  



and  u n r e p o r t e d " ,   "open  and  u n r e p o r t e d "   or  " c l o s e d   and  

r e p o r t e d " .   One  8  b i t   by te   is  used  to  s y m b o l i z e   t h e s e  
s t a t e s .  

I f   the  f l ag   shows  " c l o s e d   and  r e p o r t e d " ,   the  CPU  66 
must  know  w h e t h e r   the  a l a rm  c o n t a c t   N  has  changed  s t a t u s  
s i n c e   i t s   l a s t   s t a t e   as  i n d i c a t e d   by  the  f l ag   N.  

T h e r e f o r e ,   the  CPU  66  c a u s e s   the  a larm  c o n t a c t   N  to  b e  
r e a d .   This   s t ep   is  r e p r e s e n t e d   by  the  t r a n s f e r   on  t h e  

p a t h   561  to  the  b lock   566  and  is  p h y s i c a l l y   a c c o m p l i s h e d  
by  s e l e c t i n g   the  c o n t a c t   N  a d d r e s s   and  w r i t i n g   t h a t  
a d d r e s s   to  the  m u l t i p l e x e r   330  on  the  l i n e s   332  in  F i g u r e  
7.  The  CPU  66  a l s o   e n a b l e s   the  m u l t i p l e x e r   330  in  a n y  
known  manner   u t i l i z i n g   the  CSCCM  s i g n a l   c o n n e c t e d   to  p i n  
15  of  the   m u l t i p l e x e r  3 3 0 .   The  CSCCM  s i g n a l   can  b e  

g e n e r a t e d   by  d e c o d e r s   c o u p l e d   to  the  a d d r e s s   bus  of  t h e  
CPU  66  or  in  any  o t h e r   known  manner .   With  the  a d d r e s s   o n  
the  l i n e s   332  s e t ,  t h e   m u l t i p l e x e r   3 3 0  w i l l  s e l e c t   the  o n e  
of  i t s   o u t p u t s   XO-X7  for  c o n n e c t i o n   to  the  D7  l i n e   c o u p l e d  
to  the  CPU  66  d a t a   bus  64.  The  CPU  66  can  then   read  t h e  
d e s i r e d   c o n t a c t   t h r o u g h   one  of  the  o p t i c a l   i s o l a t o r s   3 2 1 -  

3 2 8 .  
I f   the   a larm  c o n t a c t   N  i s   open,   t h e   CPU 66  knows   t h a t  -  

the  a la rm  c o n t a c t   h a s  c h a n g e d   i t s   s t a t u s   s i n c e   the  l a s t  

t ime  i t   was  read  and  t h a t   t h i s   f a c t   must  be  r e p o r t e d .  
T h e r e f o r e   the  CPU  changes   the  s t a t e   o f - t h e   f l a g   N  to  a n  

"open  and  u n r e p o r t e d "   s t a t u s .   This-  o p e r a t i o n   i s  

s y m b o l i z e d   by  the  t r a n s f e r   on  the  p a t h  5 6 7   t o - t h e   b l o c k  

568  in  F i g u r e   14. '   Because   the  s t a t u s -   of  the  a l a r m  

c o n t a c t s   has  c h a n g e d ,   the   CPU  66  must  u p d a t e   one  b i t   o f  

the  s t a t u s   word  t h a t   is  kep t   in  RAM  to  i n d i c a t e   the  s t a t u s  

of  the  a la rm  c o n t a c t s .   The  s t a t u s   word  has  one  b i t   f o r  

each  a l a rm   c o n t a c t ,   and  the  b i t   f o r  ' c o n t a c t   N  i s   c h a n g e d  
to  i n d i c a t e   the  most  c u r r e n t   s t a t u s .   This   o p e r a t i o n   i s  

s y m b o l i z e d   by  the  t r a n s f e r   to  the  b lock   570  on  the  p a t h  
5 6 9 .  



A f t e r   the  s t a t u s   word  has  been  u p d a t e d ,   the  CPU  66  i s  

r eady   to  move  on  to  read   the  next   f l a g .   To  do  t h i s ,   N 

must  be  i n c r e m e n t e d .   This   s t e p   is  r e p r e s e n t e d   by  the  p a t h  
571  to  the  b l o c k   572.  A f t e r   N  is  i n c r e m e n t e d ,   the  CPU  66 

must  know  w h e t h e r   i t   has  c o m p l e t e d   r e a d i n g   a l l   the  f l a g s  
and  c o n t a c t s .   To  do  t h i s ,   the   CPU  compares   the  v a l u e   of  N 
a f t e r   i t   has  been  i n c r e m e n t e d   to  the  t o t a l   number  of  a l a r m  

c o n t a c t s   c o n n e c t e d   to  the  l i n e s   30  in  F i g u r e   2.  In  t h e  

p r e f e r r e d   e m b o d i m e n t ,   t h i s   number  is  7,  but  i t   can  be  a n y  
number  d e p e n d i n g   upon  how  much  ha rdware   is  a v a i l a b l e .  

This  c o m p a r i s o n   o p e r a t i o n   is  r e p r e s e n t e d   by  the  b lock   574  

in  F i g u r e   14.  If  N  is  l e s s   than   or  equal   to  7,  the   CPU 
r e t u r n s   to  the  s t a t e   560  by  the  pa th   576.  I f ,   howeve r ,   N 
is  g r e a t e r  t h a n   7,  the   f l a g   r e a d i n g   t a sk   is  f i n i s h e d   a n d  

the  CPU  66  r e t u r n s   to  the  e x e c u t i v e   r o u t i n e   as  s y m b o l i z e d  

by  the  b l o c k   5 7 8 .  
If   the  f l a g  N   had  been  i n   t h e  " o p e n   a n d  r e p o r t e d "  

s t a t e ,   the  CPU  would  a g a i n   l i k e   to  know  if  t h e r e   has  b e e n  

any  chanqe  of  s t a t u s   of  the  a la rm  c o n t a c t   a s s o c i a t e d   w i t h  
the  f l a g   N .   To  d e t e r m i n e   t h i s ,   the  CPU  6 6  r e a d s   t h e  

c o n t a c t   N.  This   o p e r a t i o n   is  s y m b o l i z e d   by  the  pa th   582  

to  the  s t a t e   5 8 4 .  
If   the  c o n t a c t   N  i s   open ,   t h e r e   has  been  no  c h a n g e  

from  i t s   l a s t   s t a t u s   and  the   CPU  66  is  r eady   to  read  t h e  

next   f l a g .   N  w i l l  b e  i n c r e m e n t e d   and  p r o c e s s i n g   c o n t i n u e s  

as  p r e v i o u s l y   d e s c r i b e d .   This   o p e r a t i o n   is  s y m b o l i z e d   b y  
the  pa th   586  to  the  s t a t e   572  p r e v i o u s l y   d i s c u s s e d .  

I f   the  c o n t a c t   N ' i s   c l o s e d ,   the  CPU  66  knows  t h e r e   h a s  

been  a  change   in  s t a t u s   s i n c e   the  l a s t   c h e c k .  

A c c o r d i n g l y ,   the  CPU  66  must  se t   the  f l a g   N  to  i n d i c a t e  

the  c o n t a c t   N  is  now  c l o s e d   and  u n r e p o r t e d .   T h i s  

o p e r a t i o n   is  s y m b o l i z e d   b y  t h e   t r a n s f e r   on  the  p a t h   588  t o  
the  s t a t e   90  in  F i g u r e   1 4 .  

Because   t h e r e   has  been  a  change  in  the  s t a t u s   of  o n e  
of  the  a larm  c o n t a c t s ,   the  s t a t u s   word  must  be  u p d a t e d .  
This  o p e r a t i o n   is  s y m b o l i z e d   by  the  t r a n s f e r   on  the  p a t h  



592  to  the  s t a t e   570.  P r o c e s s i n g   then  c o n t i n u e s   a s  

p r e v i o u s l y   d e s c r i b e d .  

R e t u r n i n g   to  the  s t a t e   566,  if  a f t e r   r e a d i n g   f l a g   N 
and  f i n d i n g   i t s   s t a t u s   to  be  " c l o s e d   and  r e p o r t e d " ,   t h e  

CPU  66  t hen   r e a d s   the  c o n t a c t   N  and  f i n d s   t h a t   i t   is  s t i l l  

c l o s e d ,   t h e r e   has  been  no  change  in  the  a la rm  c o n t a c t  
c o n d i t i o n   s i n c e   the  l a s t   r e a d i n g .   Thus  t h e r e   is  no  n e e d  

to  change   the  f l a g   s t a t u s   and  t h e r e   is  no  need  to  c h a n g e  
the  s t a t u s   word.  A c c o r d i n g l y ,   the   CPU  66  m e r e l y  
i n c r e m e n t s   N  as  s y m b o l i z e d   by  the  t r a n s f e r   on  the  pa th   567  
to  the  s t a t e   572.  P r o c e s s i n g   then  c o n t i n u e s   as  p r e v i o u s l y  
d e s c r i b e d .  

I f   i n - t h e   s t a t e   560,  the  CPU  66  d e t e r m i n e s   the  f l a g   N 
is  e i t h e r   " c l o s e d   and  u n r e p o r t e d "  -   or  "open  a n d  

u n r e p o r t e d " ,   t h e r e   is  no  need  to  read  the  a l a rm  c o n t a c t  
b e c a u s e   the  c e n t r a l   c o n t r o l l e r   has  not   yet   been  n o t i f i e d  

of  the  change  in  s t a t u s   of  the  a l a r m  c o n t a c t  w h i c h  c a u s e d  

the  f l a g   to  be  s e t   in  e i t h e r   of  t h e s e   two  s t a t e s .   S i n c e  

n o t i f i c a t i o n   is  the  f i r s t   p r i o r i t y ,   the  CPU  66  w i l l   m e r e l y  
u p d a t e   t h e _ _ s t a t u s   word  to  i n d i c a t e   the  new  s t a t u s   a n d  

c o n t i n u e   r e a d i n g   the  o t h e r   f l a g s .   This  o p e r a t i o n   i s  

s y m b o l i z e d   by  the   t r a n s f e r   on  the  pa th   600  to  t h e  

p r e v i o u s l y   d e s c r i b e d   s t a t e   5 7 0 .  

R e f e r r i n g   to  F i g u r e   15,  t h e r e   is  shown  a  f low  d i a g r a m  
of  the  s t e p s   t aken   by  the  CPU  in  r e p o r t i n g   t h e  c h a n g i n g  
c o n d i t i o n s   on  the  a larm  c o n t a c t s   c o u p l e d   to  the  l i n e s   30 

to  the  c e n t r a l   c o n t r o l l e r   20  in  F i g u r e   1.  The  r o u t i n e  

shown  in  F i g u r e   15  is  p e r i o d i c a l l y   e x e c u t e d   when  p r o g r a m  

c o n t r o l   of  the  CPU  66  is  t r a n s f e r r e d   from  the  b a c k g r o u n d  
t a s k s   of  the  e x e c u t i v e   r o u t i n e   r e p r e s e n t e d   by  the  b l o c k  

602  to  the  r o u t i n e   of  F i g u r e   1 5 .  

The  f i r s t   s t e p   is  for   the  CPU  6 6  t o   read  the  f l ag   N  t o  
d e t e r m i n e   i f   i t   has  been  r e p o r t e d   or  is  c u r r e n t l y   in  a n  

u n r e p o r t e d   s t a t u s .   If  the  a la rm  c o n t a c t   N  change  i n  

s t a t u s   has  not   ye t   been  r e p o r t e d   as  i n d i c a t e d   by  a n  

u n r e p o r t e d   s t a t u s   of  the  f l a g   N,  then   the  CPU  66  sends   a  



CCM  message   to  the  c e n t r a l   c o n t r o l l e r   20  r e p o r t i n g   t h e  

changed   c o n d i t i o n   of  the  a larm  c o n t a c t s   N.  T h e s e  

o p e r a t i o n s   are   r e p r e s e n t e d   by  the  b lock   604  where  the  f l a g  

N  is  read   and  the  t r a n s f e r   on  the  pa th   606  to  the  b l o c k  

608  where   the  CCM  message   is  t r a n s m i t t e d   to  the  c e n t r a l  
c o n t r o l l e r .   R e f e r r i n g   to  F i g u r e   2,  the  CCM  message   i s  

t r a n s m i t t e d   by  f o r m u l a t i o n   of  the  s e r i a l   f o rma t   m e s s a g e  
i n s i d e   the  CPU  66  and  p l a c i n g   i t   on  the  Dφ  d a t a   b i t   l i n e  
68  to  d r i v e   the  d r i v e r   70.  The  a d d r e s s   b i t   l i n e s   AO-A2 

are   he ld   by  the  CPU  66  at  the  a d d r e s s   which  c o n n e c t s   t h e  

Dφ  d a t a   b i t   l i n e   to  the  Tx  d a t a   l i n e s   58.  The  s e r i a l   d a t a  
CCM  message   then   p a s s e s   t h r o u g h   the  o p t i c a l   i s o l a t o r s   o n  
the  i s o l a t i o n   board   54  and  over   the  d a t a   l i n e s  2 8   to  t h e  
c e n t r a l   c o n t r o l l e r   20  in  F i g u r e   1 .  

The  next   s t e p   a f t e r   t r a n s m i t t i n g   the  CCM  message   i s  
fo r   the   CPU  66  to  d e t e r m i n e   i f   the  f l a g   is  open  or  c l o s e d  

to  d e t e r m i n e   w h e t h e r   to  change-   the  f l a g   to  a  " c l o s e d  a n d  

r e p o r t e d   s t a t u s "   or  an  "open  and  r e p o r t e d   s t a t u s " .   T h i s  

s t e p   is  r e p r e s e n t e d   by  the  t r a n s f e r   to  the  s t a t e   612  b y  
the  p a t h   6 1 0 .  

I f   the  f l a g   is  open ,   the  CPU  66  t r a n s f e r s  t o   the  s t a t e  
614  by  the  pa th   613  to  change  the  f l a g   s t a t u s   to  " o p e n  a n d  
r e p o r t e d " .   C o n t r o l   is  then  t r a n s f e r r e d   to  the  s t a t e   602 

by  the  p a t h   616.  If  the   f l a g   is  c l o s e d ,   the  CPU  66  m u s t  

change   the  f l a g   to  i n d i c a t e   t h a t   the  c o n d i t i o n  h a s  n o w  
been  r e p o r t e d .  T h e   CPU  66  then  changes   the  f l a g   s t a t u s   t o -  

" c l o s e d   and  r e p o r t e d "   s t a t u s .   This  is  r e p r e s e n t e d   by  a  
t r a n s f e r   to  - the  s t a t e   620  o n  t h e   p a t h  6 1 8 .   C o n t r o l   i s  

then   r e t u r n e d   to  the  s t a t e   602  by  a  pa th   622.  From  t h e  

s t a t e   602  p r o c e s s i n g   c o n t i n u e s .   The  CPU  66  then   t r a n s f e r s  

to  the  s t a t e   604  where  f l ag   N  is  aga in   r e a d .   This  t i m e ,  
the  f l a g   N  w i l l   show  t h a t   i t   has  been  r e p o r t e d   so  the  CPU 

66  w i l l   i n c r e m e n t   N.  This   is  r e p r e s e n t e d   by  the  t r a n s f e r  

to  the  s t a t e   624  by  the  pa th   642.  The  CPU  66  t h e n  

c o m p a r e s   the  v a l u e   of  N  to  the  maximum  number  of  f l a g s   t o  
be  r ead   as  r e p r e s e n t e d   by  a  t r a n s f e r   on  a  pa th   626  to  a 



s t a t e   628.  If   N  is   l e s s   than  the  maximum  number  of  f l a g s  
in  the  s y s t e m ,   c o n t r o l   is  t r a n s f e r r e d   back  to  t h e  
e x e c u t i v e   v ia   a  pa th   630.  The  next   t ime  the  e x e c u t i v e  
jumps  to  the  r o u t i n e   of  F i g u r e   15,  the   CPU  66  w i l l   r e a d  
f l a g   N  +  1 .  

I f   N  is  equa l   to  the  maximum  number  of  f l a g s   in  t h e  

s y s t e m ,   the  CPU  66  is  f i n i s h e d   r e a d i n g   a l l   the  f l a g s   a n d  
need  on ly   d e t e r m i n e   w h e t h e r   the  c e n t r a l   c o n t r o l l e r   20  h a s  

r e q u e s t e d   the  CCM  s t a t u s   word.  This  d e t e r m i n a t i o n   i s  

r e p r e s e n t e d   by  a  t r a n s f e r   to  the  s t a t e   634  by  the  p a t h  
632.  If  the  c e n t r a l   c o n t r o l l e r   20  has  not  r e q u e s t e d   t h e  
CCM  s t a t u s   word,  c o n t r o l   is  t r a n s f e r r e d   back  to  t h e  
e x e c u t i v e   v ia   the  p a t h   636.   If  the  c e n t r a l   c o n t r o l l e r   h a s  

r e q u e s t e d   the  CCM  s t a t u s   word,  the  s t a t u s   word  is  s en t   a s  
r e p r e s e n t e d   by  t r a n s f e r   to  the  s t a t e   640  on  the  p a t h  
638.  T h e r e a f t e r ,   c o n t r o l   is  r e t u r n e d   to  the  e x e c u t i v e _ v i a  
the  p a t h   6 4 2 .  

R e f e r r i n g   to  F i g u r e   16  t h e r e   i s  s h o w n   a  flow  d i a g r a m  
of  the   s t e p s   t a k e n   by  the  c e n t r a l   c o n t r o l l e r   20  in  F i g u r e  
1  to  p r o c e s s   m e s s a g e s   from  the  card  r e a d e r s   r e g a r d i n g  

c h a n g e s   in  the  s t a t u s   of  t h e  a l a r m - c o n t a c t s .   The  b l o c k s  

620,  622  and  624-  r e p r e s e n t r  i n d i v i d u a l  r e a d e r s  i n  t h e  

sys t em  which  are  c o u p l e d   to  the  c e n t r a l   c o n t r o l l e r   2 0 .  
Each  r e a d e r   has  i t s   own  d a t a   l i n e s ,   such  as  da t a   l i n e   28 
for   the  r e a d e r   N,  upon  which  da ta   is  t r a n s m i t t e d   f r o m  t h e  
r e a d e r   to  the  c e n t r a l   c o n t r o l l e r   20.  The  c o n t r o l l e r   20  i s  

a l s o   c o u p l e d   t o  e a c h   r e a d e r   by  e n a b l e   l i n e s ,   such  as  t h e  

e n a b l e   l i n e   26  c o u p l e d   to  the  r e a d e r   N,  upon  w h i c h  

commands  are   s e n t   from  the  c o n t r o l l e r   20  to  the  r e a d e r .  

As  r e p r e s e n t e d   by  the  b l o c k s   620,  622  and  624,  e a c h  

r e a d e r   f o r m u l a t e s   and  sends   a  number  of  messages   to  t h e  

c e n t r a l   c o n t r o l l e r .  
The  m e s s a g e s   r e c e i v e d   by  the  c e n t r a l   c o n t r o l l e r   20  a r e  

d e c i p h e r e d   to  d e t e r m i n e   what  type  of  message   i t   is  a n d  

what  is  the  d a t a   in  the  m e s s a g e .   This  o p e r a t i o n   i s _  

s y m b o l i z e d   by  the  b l o c k   6 2 6 .  



One  of  the  q u e s t i o n s   asked  by  the  c o n t r o l l e r   i s  

w h e t h e r   or  not  the  r e c e i v e d   message   is  a  CCM  m e s s a g e .  
This  d e c i s i o n   is  r e p r e s e n t e d   by  the  b lock   6 2 8 .  

If  the  message   is  a  CCM  m e s s a g e ,   the  c o n t r o l l e r   m u s t  
d e t e r m i n e   from  the  d a t a   in  the  message   which  a la rm  c o n t a c t  
has  c h a n g e d .   This  d e t e r m i n a t i o n   is  r e p r e s e n t e d   by  t h e  

b lock   630.  The  r e a s o n   for   t h i s   d e t e r m i n a t i o n   is  t h a t   t h e  
c o n t r o l l e r   may  not  be  programmed  by  the  u s e r   to  d o  

a n y t h i n g   in  r e s p o n s e   to  changes   in  c e r t a i n   a l a r m  
c o n t a c t s .   What  the  c o n t r o l l e r   does  in  r e s p o n s e   to  a  
change  in  s t a t u s   of  a  p a r t i c u l a r   a la rm  c o n t a c t   is  u s e r  
p r o g r a m m a b l e .   The  c o n t r o l l e r   keeps   a  t a b l e   of  u s e r  

p r o g r a m m a b l e   e n t r i e s .   The  t a b l e   can  have  an  e n t r y   f o r  
each  a la rm  c o n t a c t   in  the  sys tem  o r  i t   may  o n l y   h a v e  
e n t r i e s   for   some  of  the  a la rm  c o n t a c t s .   This  t a b l e   i s  

c a l l e d   the  CRO  t a b l e ,   w h i c h  s t a n d s   for--   C o n d i t i o n e d  

Response   O p t i o n .  A   t y p i c a l   t a b l e   e n t r y   would  i n c l u d e   t h e  
a la rm  c o n t a c t   number,   the  c o n t a c t   c o n d i t i o n ,   the  r e a d e r  

l o c a t i o n ,   the  c o n d i t i o n   r e s p o n s e   l o c a t i o n ,   a  CRO  o v e r r i d e  

command  and  t ime  l i m i t a t i o n - d a t a .  

The  c o n t r o l l e r , -   a f t e r   - d e c i p h e r i n g   t h e   CCM  m e s s a g e ,  
must  c o n s u l t   t h e  C R O   t a b l e   to  d e t e r m i n e   i f   t h e r e   i s  a n -  

e n t r y   for   t h a t   a la rm  c o n t a c t .   If  t h e r e   i s ,   the  c o n t r o l l e r  
w i l l   examine   the  c o n t a c t   c o n d i t i o n   code ,   the  a la rm  c o n t a c t  

number ,   and  the  r e a d e r   l o c a t i o n   da t a   in  the  CCM  message   t o  
d e t e r m i n e   i f - i t   m a t c h e s   the  e n t r y   in  the  CRO  t a b l e .   T h i s  

o p e r a t i o n   is  s y m b o l i z e d   by  the  b lock   632  in  F i g u r e   1 6 .  
The  t ime  zone  d a t a   in  the  CRO  t a b l e   can  be  u s e r -  

programmed  to  only   a l l ow   the  s p e c i f i e d   c o n d i t i o n e d  

r e s p o n s e   if   the  CCM  message   for   the  c o n t a c t   in  q u e s t i o n  

comes  in  w i t h i n   the  t ime  p a r a m e t e r .   A l t e r n a t i v e l y ,   t h e  

t ime  zone  may  be  u n l i m i t e d   i f   the  use r   p r o g r a m s   t h e  

a p p r o p r i a t e   code ,   such  t h a t   the  c o n d i t i o n e d   r e s p o n s e   w i l l  

o c c u r   any  t ime  a  message   m a t c h i n g   the  CRO  e n t r y   comes  i n t o  
the  c o n t r o l l e r .   This  o p e r a t i o n   is  s y m b o l i z e d   by  the  b l o c k  

6 3 4 .  



I f   t h e r e   is  a  CRO  t a b l e   e n t r y   and  the  CCM  m e s s a g e  
comes  in  w i t h i n   the  t ime  p a r a m e t e r s   of  the  CRO  t a b l e  

e n t r y ,   the  c o n t r o l l e r   w i l l   send  a  CRO  command  to  t h e  
l o c a t i o n   s p e c i f i e d   in  the  CRO  t a b l e   e n t r y .   This   cou ld   b e  
to  the  r e a d e r   coup led   to  the  CCM  c o n t a c t   which  changed  t o  

cause   the  CCM  message   in  q u e s t i o n ,   or  i t   cou ld   be  to  some 
o t h e r   r e a d e r   l o c a t i o n   in  the  s y s t e m .   This  o p e r a t i o n   i s  

s y m b o l i z e d   by  the  b l o c k   636.  The  CRO  r e s p o n s e   message   i s  
s e n t   to  a  b u f f e r   which  ho lds   m e s s a g e s   to  be  s en t   t o  
p a r t i c u l a r   r e a d e r s   u n t i l   t h e i r   t u r n   for   t r a n s m i s s i o n   o v e r  
the  e n a b l e   l i n e s   come  up.  The  m e s s a g e s   are  s e n t   on  a  
f i r s t   come,  f i r s t   s e r v e   b a s i s .   This  message   b u f f e r i n g   a n d  
the  p e r i o d i c   p o l l i n g   f u n c t i o n   of  the  c e n t r a l  c o n t r o l l e r  

are   r e p r e s e n t e d   by  the  b l o c k   638.  - T h e   m e s s a g e s   are  s e n t  

on  one  of  the  e n a b l e   p a i r s   6 4 0 .  
The  c e n t r a l   c o n t r o l l e r   a l so   s e a r c h e s   the  CRO  t a b l e   f o r  

o t h e r   e n t r i e s - r e g a r d i n g   the   same  a la rm  c o n t a c t .   That  i s ,  
the  c e n t r a l   c o n t r o l l e r   may  send  one  or  more  CRO  r e s p o n s e s  
to  one  or  more  l o c a t i o n s   in  the  sys tem  in  r e s p o n s e   to  a  
change  on  an  a larm  c o n t a c t .   The  CRO  r e s p o n s e   can  be  a n y  
of  the  r e a d e r   c o m m a n d s  a s s o c i a t e d  w i t h   the-  o t h e r   r e a d e r  
f u n c t i o n s   such  as  "go  o f f   l i n e " -  o r   *send  CCM  s t a t u s  

word" .   In  p a r t i c u l a r ,   i t   may  be  a  command  to  e n e r g i z e   a  
COM  r e l a y   anywhere   in  the  s y s t e m .   This  " e n e r g i z e   COM 

r e l a y " ,   command,  when  r e c e i v e d   by  the  CPU  66  in  t h e  

r e a d e r ,   c a u s e s   i t   to  a d d r e s s   the  r e l a y   352  in  F i g u r e   7 

t h r o u g h   the  a d d r e s s   l i n e s   346  a f t e r   s e l e c t i n g   the  d r i v e r  

344  u s i n g   the  l i n e   342  and  the  d e c o d e r   338.  The  c o i l   o f  

the   r e l a y   352  is  then  c o n n e c t e d   to  the  Dφ  d a t a   b i t   l i n e  

348  from  the  CPU  66  in  F i g u r e   2  such  t h a t   the  CPU  6 6  c a n  

e n e r g i z e   the  r e l a y   c o i l   by  w r i t i n g   a  l o g i c   zero   on  t h e  
l i n e   348.  This  changes   the  s t a t e   of  t h e   r e l a y   c o n t a c t   354  

which  n o t i f i e s   an  e x t e r n a l   d e v i c e   c o u p l e d   to  the  r e l a y  
c o n t a c t s   354  by  t h e  l i n e s   38  t h a t   some  a c t i o n   is  n e e d e d .  

The  e x t e r n a l   d e v i c e   can  be  a  f i r e   a l a r m ,  s p r i n k l e r   s y s t e m ,  
t e l e p h o n e   d i a l e r   or  any  o t h e r   d e v i c e .  



A f t e r   the  CRO  message   is  s e n t ,   the  c e n t r a l   c o n t r o l l e r  
c o n t i n u e s   on  wi th   p r o c e s s i n g   a l l   the  i n c o m i n g   m e s s a g e s .  
This  is  s y m b o l i z e d   by  the  t r a n s i t i o n   on  the  pa th   642  t o  

the  s t a t e   644.  The  same  would  be  t r u e   if   t h e r e   w e r e  
e i t h e r   no  CRO  t a b l e   e n t r y   c o r r e s p o n d i n g   to  the  CCM  m e s s a g e  
or  if   the  CCM  message   were  o u t s i d e   the  t ime  zone  s e t   by  
the  CRO  t a b l e   e n t r y .   These  two  t r a n s i t i o n s   a r e  

r e p r e s e n t e d   by  the  p a t h s   646  and  648,  r e s p e c t i v e l y ,   to  t h e  
s t a t e   644.  The  c e n t r a l   c o n t r o a l l e r   then   s ends   d a t a   to  b e  

p r i n t e d   r e g a r d i n g   any  or  a l l   of  the   i n c o m i n g   m e s s a g e s   to  a  
p r i n t e r   as  r e p r e s e n t e d   by  the  b lock   650.  The  c e n t r a l  
c o n t r o l l e r   may  send  a  message   to  the  p r i n t e r   r e g a r d i n g   t h e  
CCM  message   i f   d e s i r e d .  

This   c o n c l u d e s  t h e   d e s c r i p t i o n   of  the  sys t em  of  t h e  

improved  c a r d   r e a d e r .   Below  t h e r e   is  l i s t e d   the  m a c h i n e  

l a n g u a g e   in  h e x a d e c i m a l   n o t a t i o n ,   i m p l e m e n t i n g   t h e  

p r e f e r r e d   embod imen t   of  t h e  f l o w   d i a g r a m s   o f   F i g u r e s   9 -  

16.  Appendix   A  is   the  mach ine   l a n g u a g e   fo r   the  f l o w  

d i a g r a m s   of  F i g u r e s   9 - 1 1 .   Appendix   B  is  the   m a c h i n e  

l a n g u a g e   f o r  t h e   f low  d i a g r a m s   o f  F i g u r e s   1 2 - 1 3 .   A p p e n d i x  
C  is  the  mach ine   l a n g u a g e   f o r  t h e   f low  d i a g r a m s   of  F i g u r e s  
1 4 - 1 6 .  
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1.  A  card  r e a d e r   for  use  in  a  s e c u r i t y   sys tem  h a v i n g  
a  c e n t r a l   c o n t r o l l e r ,   which  c o n t r o l l e r   keeps   the  time  o f  

day,   s a id   card   r e a d e r   c o m p r i s i n g :  
a  r e a d e r   c i r c u i t   for   r e a d i n g   da ta   s t o r e d   on  a 

c a r d ;  

a  time  r e a d e r   for  d e t e r m i n i n g   the  time  of  d a y ;  
a  memory  for   s t o r i n g   s a id   da ta   read  from  s a i d  

card   and  sa id   time  of  d a y ;  

an  a u t h o r i z a t i o n   c i r c u i t   in  s a i d   r e a d e r   f o r  

a u t h o r i z i n g   or  r e f u s i n g   a u t h o r i z a t i o n   based  upon  t h e  
da t a   on  sa id   card  and  for  c a u s i n g   s a i d   da ta   read  f r o m  
sa id   card  and  s a i d   time  of  day  to  be  s t o r e d   in  s a i d  

s t o r a g e   means  at  a  f i r s t   t ime;   and  

a  s e n d i n g   c i r c u i t   for  c a u s i n g   sa id   t r a n s c e i v e r   t o  
send  s a id   da ta   read  from  sa id   card  and  sa id   s t o r e d  

t ime  of  day  da ta   from  sa id   memory  to  s a id   c e n t r a l  
c o n t r o l l e r   at  a  second  time  c o n t r o l l e d   by  sa id   c e n t r a l  

c o n t r o l l e r .  

2.  An  a p p a r a t u s   as  d e f i n e d   in  Claim  1  w h e r e i n   s a i d  

s e n d i n g   c i r c u i t   c a u s e s   only  da ta   from  one  card  r e a d i n g  
t r a n s a c t i o n   to  be  s en t   from  sa id   memory  to  s a id   c e n t r a l  

c o n t r o l l e r   upon  a  s i g n a l   from  sa id   c e n t r a l   c o n t r o l l e r . .  

3.  An  a p p a r a t u s   as  d e f i n e d   in  Claim  1  w h e r e i n   s a i d  
t ime  r e a d e r   c o m p r i s e s   s y n c h r o n i z a t i o n   c i r c u i t   f o r  

s y n c h r o n i z i n g   the  l o c a l   time  at  the  r e a d e r   with  the  t i m e  

at  s a id   c e n t r a l   c o n t r o l l e r .  

4.  An  a p p a r a t u s   as  d e f i n e d   in  Claim  3  w h e r e i n   s a i d  

t ime  r e a d e r   f u r t h e r   c o m p r i s e s   an  o f f s e t   c i r c u i t   f o r  

o f f s e t t i n g   the  l o c a l   t ime  kept  in  sa id   card  r e a d e r   f r o m  

the  t ime  kept   by  sa id   c e n t r a l   c o n t r o l l e r .  

5.  An  a p p a r a t u s   as  d e f i n e d   in  Claim  1  w h e r e i n   s a i d  

card   c o n t a i n s   at  l e a s t   two  da ta   i tems  and  an  a c c e s s   i n  

c i r c u i t   s a i d   card  r e a d e r   is  e n a b l e d   by  one  of  sa id   d a t a  
i t e m s .  



6.  An  a p p a r a t u s   as  d e f i n e d   in  Claim  5  whe re in   s a i d  

memory  s t o r e s   the  o t h e r   of  s a id   da ta   i t e m s .  
7.  An  a p p a r a t u s   as  d e f i n e d   in  Claim  1  f u r t h e r  

c o m p r i s i n g   an  a c c e s s   c i r c u i t   for   c o n t r o l l i n g   p h y s i c a l  

a c c e s s   to  an  a r ea   and  sa id   a u t h o r i z a t i o n   c i r c u i t   f o r  

c o m m u n i c a t i n g   wi th   s a i d   a c c e s s   c i r c u i t   for   g r a n t i n g   o r  

d e n y i n g   a c c e s s   to  s a id   a rea   based  upon  the  da ta   on  s a i d  

c a r d .  

8.  An  a p p a r a t u s   as  d e f i n e d   in  Claims  7  whe re in   s a i d  

a c c e s s   c i r c u i t   s e l e c t i v e l y   p r o v i d e s   a c c e s s   to  a  c o n t r o l l e d  

l o c a t i o n   based  upon  one  of  the  i tems  of  da ta   read  f r o m  
s a i d   c a r d .  

9.  An  a p p a r a t u s   as  d e f i n e d   in  Claim  8  or  5  w h e r e i n  
s a i d   a c c e s s   c i r c u i t   g e n e r a t e s   a  f i r s t   s i g n a l   if  a c c e s s   i s  

to  be  p r o v i d e d   and  a  second  s i g n a l   if  a c c e s s   is  to  be 
d e n i e d .  

- -   10.  An  a p p a r a t u s   as  d e f i n e d   in  Claim  9  a d d i t i o n a l l y  
c o m p r i s i n g :  

d i s a b l e   c i r c u i t   for  d i s a b l i n g   sa id   a c c e s s   c i r c u i t  
in  r e s p o n s e   to  s a id   second  s i g n a l .  
11.  A  method  of  o p e r a t i n g   a  card  r e a d e r   in  a  s e c u r i t y  

s y s t e m   hav ing   a  c e n t r a l   c o n t r o l l e r   and  p l u r a l   remote  c a r d  

r e a d e r s ,   c o m p r i s i n g :  

r e a d i n g   card   da ta   at  a  f i r s t   r a t e   d e t e r m i n e d   by 
the  f r e q u e n c y   of  card  i n s e r t i o n s   at  s a id   r e a d e r ;  

s t o r i n g   s a i d   card  da ta   in  a  memory  at  s a i d  

r e a d e r ;   a n d  

t r a n s m i t t i n g   sa id   card  da ta   from  s a id   memory  t o  

s a i d   c e n t r a l   c o n t r o l l e r   at  a  second  r a t e   d e t e r m i n e s   by 
s a i d   c o n t r o l l e r .  

12.  A  card   r e a d e r   for   use  in  a  s e c u r i t y   sys tem  h a v i n g  

a  c e n t r a l   c o n t r o l l e r   which  keeps  the  time  of  day,  s a i d  

c a r d   r e a d e r   c o m p r i s i n g :  

a  card   r e a d e r   c i r c u i t   for   r e a d i n g   da ta   s t o r e d   on 

a  c a r d ;  



a  t ime  k e e p i n g   c i r c u i t  f o r   k e e p i n g   the  l o c a l   t i m e  

at  sa id   card  r e a d e r   s y n c h r o n i z e d   with  the  time  at  s a i d  
c e n t r a l   c o n t r o l l e r   but  o f f s e t   from  i t   by  a 
p r e d e t e r m i n e d   amount ,   a n d  

a  memory  for   s t o r i n g   the  da t a   read  from  s a i d  

c a r d s   by  s a id   card   r e a d e r   c i r c u i t   and  for   s t o r i n g  s a i d  
l o c a l   t ime  at  the  time  the  card   was  r e a d .  

13.  An  a p p a r a t u s   as  d e f i n e d   in  Claim  12  f u r t h e r  

c o m p r i s i n g   an  a c c e s s   c i r c u i t   for   c o n t r o l l i n g   p h y s i c a l  

a c c e s s   to  an  a r ea   and  an  a u t h o r i z a t i o n   c i r c u i t  

c o m m u n i c a t i n g   wi th   s a i d   a c c e s s   c i r c u i t   for   g r a n t i n g   o r  

d e n y i n g   a c c e s s   to  s a id   a rea   based  upon  s a i d   da ta   read  f r o m  
s a i d   c a r d .  

14.  An  a p p a r a t u s   as  d e f i n e d   in  Claim  12  f u r t h e r  

c o m p r i s i n g   a  t r a n s m i t t e r   for   c o m m u n i c a t i n g   da ta   s t o r e d   i n  
s a i d   memory  to  s a i d   c e n t r a l   c o n t r o l l e r   at  a  p r e d e t e r m i n e d  
t i m e .  
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