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©  Testing  the  validity  of  identification  codes. 

A  method  and  apparatus  for  testing  the  validity  of 
personal  identification  numbers  (PIN)  entered  at  a  transac- 
tion  terminal  of  an  electronic  funds  transfer  network in  which 
the  PIN  is  not  transmitted  through  the  network.  The  PIN  and 
the  personal  account  number  (PAN)  are  used  to  derive  an 
authorisation  parameter  (DAP).  A  unique  message  is  sent 
with  the  PAN  to  the  host  processor  where  the  PAN  is  used  to 
identify  a  valid  authorisation  parameter  (VAP).  The  VAP  is 
used  to  encode  the  unique  message  and  the  result  (a 
message  authentication  code  MAC)  transmitted  back  to  the 
transaction  terminal.  The  terminal  generates  a  parallel 
message  authentication  code  by  using  the  DAP  to  encode  the 
unique  message.  The  two  MAC's  are  compared  and  the 
result  of the  comparison  used  to  determine  the  validity  of the 
PIN. 



This  i nven t ion   r e l a t e s   to  methods  of  v a l i d a t i n g   i d e n t i f i c a t i o n  

codes  entered  at  l o c a t i o n s   connected  in  a  communication  network  and  i n  

p a r t i c u l a r   to  methods  of  v a l i d a t i n g   persona l   i d e n t i f i c a t i o n   numbers 

(PIN)  in  an  e l e c t r o n i c   funds  t r a n s f e r   at  the  r e t a i l   po in t   of  s a l e  

(E.F.T.)  sys tem.  

E l e c t r o n i c   Funds  T r a n s f e r   is  the  name  given  to  a  system  of  d i r e c t l y  

deb i t ing   and  c r e d i t i n g   customer  and  serv ice   s u p p l i e r s '   accounts   at  t h e  

i n s t a n t   of  con f i rma t ion   of  a  t r a n s a c t i o n .   The  accounts   are  held  at  a 

bank,  or  c r e d i t   card  company's  c e n t r a l   p roces s ing   system,  which  i s  

connected  to  a  d e d i c a t e d   network  of  r e t a i l e r s   or  s e rv i ce   s u p p l i e r s '   d a t a  

p rocess ing   equipment.   In  th i s   way  no  cash  or  cheque  p r o c e s s i n g   i s  

requi red   for  the  t r a n s a c t i o n .  

In  a  simple  a p p l i c a t i o n   each  bank  or  c r e d i t   card  company  has  i t s  

own  network  and  each  customer  of  the  bank  has  a  c r e d i t   card  which  can  

only  be  used  on  tha t   network,  such  a  network  is  d e s c r i b e d   in  European  

Patent   P u b l i c a t i o n   32193.  

European  Pa ten t   P u b l i c a t i o n   32193  (IBM  Corpora t ion)   d e s c r i b e s   a 

system  in  which  each  user  and  r e t a i l e r   has  a  key  number -   r e t a i l e r s   key 

Kr  and  users  key  Kp -  which  is  s tored  t oge the r   with  the  u s e r ' s   i d e n t i f y  

number  and  r e t a i l e r ' s   bus ine s s   number  in  a  data  s t o r e   at  the  h o s t  

cen t r a l   p roces s ing   uni t   ( c . p . u . ) .   The  r e t a i l e r ' s   key  and  the  user  key  

are  used  in  the  e n c r y p t i o n   of  data  sent  between  the  r e t a i l e r ' s  

t r a n s a c t i o n   t e rmina l   and  the  host  c .p .u .   Obviously  only  users   o r  

customers  with  t h e i r   i d e n t i t y   numbers  and  enc ryp t ion   keys  s to red   at  t h e  

host  c .p .u .   can  make  use  of  the  system.  As  the  number  of  users   expands  

there  is  an  optimum  number  beyond  which  the  time  taken  to  look  up 

corresponding  keys  and  i d e n t i t y   numbers  is  unaccep tab l e   for  o n - l i n e  

t r a n s a c t i o n   p r o c e s s i n g .  



European  Pa ten t   P u b l i c a t i o n   18  129  (Motorola  Inc.)  d e s c r i b e s   a 

method  of  p r o v i d i n g   s e c u r i t y   of  data  on  a  communication  pa th .   P r i v a c y  

and  s e c u r i t y   of  a  d i a l - u p   data  communicat ions   network  are  p rovided   by  

means  of  e i t h e r   a  user   or  t e r m i n a l   i d e n t i f i c a t i o n   code  t o g e t h e r   with  a 

pr imary  c i phe r   key.  A  l i s t   of  v a l i d   i d e n t i f i c a t i o n   codes  and  p r i m a r y  

c ipher   code  p a i r s   is  ma in t a ined   at  the  c e n t r a l   p r o c e s s i n g   u n i t .  

I d e n t i f i c a t i o n   code  and  c iphe r   key  p a i r s ,   sent  to  the  c . p . u .   a r e  

compared  with  the  s to red   code  p a i r s .   A  c o r r e c t   comparison  is  r e q u i r e d  

be fo re   the  c . p . u .   wi l l   accept   encoded  data  sent  from  the  t e r m i n a l .   A l l  

data  sent   over  the  network  is  enc ryp ted   to  p r even t   u n a u t h o r i s e d   a c c e s s  

using  the  r e l e v a n t   user  or  t e r m i n a l   k e y .  

UK  Pa t en t   A p p l i c a t i o n   2,020,513A  (Ata l l a   Technovat ions)   d e s c r i b e s   a 

method  and  appa ra tu s   which  avoids  the  need  for  t r a n s m i t t i n g  

u s e r - i d e n t i f i c a t i o n   i n f o r m a t i o n   such  as  a  p e r s o n a l   i d e n t i f i c a t i o n   number 

(PIN)  in  the  c l e a r   from  s t a t i o n   to  s t a t i o n   in  a  network  such  a s  

d e s c r i b e d   in  the  two  European  Pa t en t   P u b l i c a t i o n s   mentioned  above.   The 

PIN  is  encoded  using  a  randomly  g e n e r a t e d   number  at  a  user  s t a t i o n   and 

the  encoded  PIN  and  the  random  number  are  sent  to  the  p r o c e s s i n g  

s t a t i o n .   At  the  p r o c e s s i n g   s t a t i o n   a  second  PIN  having  g e n e r i c  

a p p l i c a t i o n   is  encoded  using  the  r e c e i v e d   random  number  and  the  r e c e i v e d  

encoded  PIN  and  the  gene r i c   encoded  PIN  are  compared  to  d e t e r m i n e  

whether   the  r ece ived   PIN  is  v a l i d .  

In  such  a  system  a  g e n e r i c   PIN  having  an  encoded  value  tha t   w i l l  

give  a  v a l i d   comparison  with  many  use r s   PINs  wi l l   be  such  as  to  p r o v i d e  

v a l i d   comparisons   with  randomly  g e n e r a t e d   PINs  and  is  u n l i k e l y   t o  

p reven t   f r a u d u l e n t   u s e .  

The EFT  system  made  p o s s i b l e   by  the  systems  desc r ibed   in  the  above 

p a t e n t   a p p l i c a t i o n s   is  l i m i t e d   to  a  s i n g l e   host   c .p .u .   ho ld ing   t h e  

accounts   of  a l l   users   both  r e t a i l e r s   and  c u s t o m e r s .  

An  EFT  system  in  which  many  card  i s s u i n g   o r g a n i s a t i o n s   (banks ,  

c r e d i t   card  companies,   e t c . , )   are  connected   and  many  hundreds  of  r e t a i l  

o r g a n i s a t i o n s   are  connected  through  swi t ch ing   nodes  such  as  t e l e p h o n e  

exchanges ,   b r ings   many  more  s e c u r i t y   p r o b l e m s .  



PCT  p u b l i c a t i o n   Wo  81/02655  (Marvin  Sendrow)  d e s c r i b e s   a 

m u l t i - h o s t ,   m u l t i - u s e r   system  in  which  the  PIN  is  enc ryp ted   more  t h a n  

once  at  the  entry  t e r m i n a l .   The  data  r equ i red   to  v a l i d a t e   and  a u t h o r i s e  

the  t r a n s a c t i o n s   is  t r a n s m i t t e d   to  a  host  computer  which  access   from  i t s  

s t o r ed   data  base  the  data  t h a t   is  r equ i red   to  dec ryp t   and  v a l i d a t e   t h e  

t r a n s a c t i o n ,   i n c l u d i n g   the  e n c r y p t e d   PIN.  A  s e c r e t   t e r m i n a l   master   key 

must  be  ma in ta ined   at  each  t e r m i n a l .   A  l i s t   of  these  master   keys  i s  

also  ma in ta ined   at  the  host   c o m p u t e r .  

The  m a i n t a i n i n g   of  l i s t s   of  t e rmina l   master  keys  at  each  of  t h e  

card  i s su ing   o r g a n i s a t i o n ' s   host   computers  is  obv ious ly   a  d i f f i c u l t  

t a sk ,   when  the  EFT  network  may  be  connect ing   new  r e t a i l e r s   t e r m i n a l s   on 

a  da i ly   b a s i s .  

E u r o p e a n  P a t e n t   p u b l i c a t i o n   55580  (Honeywell  I n f o r m a t i o n s   sy s t ems )  

seeks  to  avoid  the  n e c e s s i t y   of  t r a n s m i t t i n g   PIN  i n f o r m a t i o n   in  t h e  

network.  This  is  achieved  by  i s s u i n g   each  user  with  a  card  t ha t   h a s  

encoded  in  the  magnet ic   s t r i p e   the  bank  i d e n t i f i c a t i o n   (BIN)  the  u s e r ' s  

account   number  (ACCN)  and  a  PIN  o f f s e t   number.  The  PIN  o f f s e t   i s  

c a l c u l a t e d   from  the  PIN,  BIN  and  ACCN.  The  user  e n t e r s   the  PIN  at  a 

keyboard  a t t a ched   to  the  t e r m i n a l ,   which  also  reads  the  PIN  o f f s e t ,   BIN 

and  ACCN  from  the  card.  The  t e r m i n a l   then  r e c a l c u l a t e s   a  PIN  o f f s e t  

from  the  u s e r ' s   en te red   PIN,  the  BIN  and  ACCN.  If  the  r e c a l c u l a t e d   PIN 

o f f s e t   is  the  same  as  the  PIN  o f f s e t   read  from  the  card  then  v a l i d a t i o n  

of  the  PIN  is  assumed.  

This  system  has  the  d i s a d v a n t a g e s   in  that   the  card  i s s u e r   is  n o t  

involved   in  the  v a l i d a t i o n   and  tha t   knowing  that   the  PIN  o f f s e t   i s  

c a l c u l a t e d   from  the  PIN,  the  BIN  and  ACCN,  anyone  having  i l l i c i t l y   t h e  

p rocess   can  manufacture   f r a u d u l e n t   cards  with  va l id   PINs.  

It  is  an  ob jec t   of  the  p r e s e n t   invent ion   to  avoid  the  d i s a d v a n t a g e s  

i n h e r e n t   in  the  p r i o r   ar t   system  d i scussed   above  and  provide   a  method 

for  v a l i d a t i n g   an  i d e n t i f i c a t i o n   code  in  which  the  code  does  not  have  t o  

be  t r a n s m i t t e d   and  the  i s s u e r   is  involved  in  v a l i d a t i o n .  



According  to  the  p r e s e n t   i n v e n t i o n   there   is  p rovided   a  method  o f  

t e s t i n g   the  v a l i d i t y   of  an  i d e n t i f i c a t i o n   code  at  a  l o c a t i o n   c o n n e c t e d  

over  a  communicat ion  network  to  a  data  p roces s ing   cen t re   at  which  v a l i d  

i d e n t i f i c a t i o n   codes  are  s t o r e d ,   compris ing  the  s teps   o f :  

a)  r e c e i v i n g   at  the  l o c a t i o n   the  i d e n t i f i c a t i o n   code  and  an  i n d e x  

number ,  

b)  d e r i v i n g   from  the  i d e n t i f i c a t i o n   code  and  the  index  number  a  

d e r i v e d   a u t h o r i s a t i o n   p a r a m e t e r ,  

c)  g e n e r a t i n g   a  v a r i a b l e   number  unique  to  each  p a r t i c u l a r   v a l i d a t i o n  

t e s t ,  

d)  s t o r i n g   the  v a r i a b l e   number  in  a  l o c a t i o n   s to re   and  t r a n s m i t t i n g  

the  v a r i a b l e   number  t o g e t h e r   with  the  index  number  to  the  d a t a  

p r o c e s s i n g   c e n t r e ,  

e)  at  the  data   p r o c e s s i n g   c e n t r e   using  the  index  number  to  i d e n t i f y   o r  

de r i ve   a  va l i d   a u t h o r i s a t i o n   p a r a m e t e r  

f)  e n c r y p t i n g   the  v a r i a b l e   number  using  the  va l id   a u t h o r i s a t i o n  

p a r a m e t e r   as  an  e n c r y p t i o n   key  and  using  the  r e s u l t   as  a  v a l i d  

message  a u t h e n t i c a t i o n   c o d e ,  

g)  at  the  l o c a t i o n   e n c r y p t i n g   the  v a r i a b l e   number  using  the  d e r i v e d  

a u t h o r i s a t i o n   pa rame te r   as  an  enc ryp t ion   key  and  using  the  r e s u l t  

as  a  de r ived   message  a u t h e n t i c a t i o n   code ,  

f)  comparing  the  va l id   message  a u t h e n t i c a t i o n   code  with  the  d e r i v e d  

message  a u t h e n t i c a t i o n   code  and  using  the  r e s u l t   of  the  compar i son  

as  a  d e t e r m i n a t i o n   of  the  v a l i d i t y   of  the  i d e n t i f i c a t i o n   code .  

An  EFT  network  tha t   is  used  by  s e v e r a l   card  i s su ing   agenc i e s ,   b a n k s ,  

c r e d i t   card  companies,   e t c . ,   and  many  r e t a i l   o u t l e t s ,   from  l a r g e  

depar tmen t   s t o r e s   to  s i ng l e   u n i t   shops  and  garages  many  spread  over  a 



large  g e o g r a p h i c a l   area.   It  is  env i saged   tha t   for  a  country  such  as  

B r i t a i n   then  each  card  i s s u e r ' s   c e n t r a l   p r o c e s s i n g   s i t e   and  each  r e t a i l  

o u t l e t   wi l l   be  connected  to  a  t e l e c o m m u n i c a t i o n   network  such  as  t h e  

te lephone   network  with  d i r e c t   l ines   to  l oca l   exchanges.   In  such  a 

system  i t   is  e s s e n t i a l   tha t   each  card  i s s u i n g   agency  is  involved  in  t h e  

a u t h o r i s a t i o n   of  t r a n s a c t i o n s   and  in  the  a u t h e n t i c a t i o n   of  the  c a r d  

u s e r ' s   i d e n t i t y .  

The  number  of  r e t a i l   poin t   of  sa le   l o c a t i o n s   are  numbered  i n  

hundreds  of  thousands   and  there   may  be  a  hundred  or  more  d i f f e r e n t   c a r d  

i s su ing   a g e n c i e s .   In  th i s   s i t u a t i o n   the  use  of  enc ryp t ion   keys  tha t   a r e  

known  both  to  a l l   cards  users   and  to  a l l   the  po in t   of  sale  l o c a t i o n s  

become  unmanageable  and  it   is  d e s i r a b l e   to  ensure  that   PIN's  are  n o t  

t r a n s m i t t e d   through  the  ne twork .  

In  order   t ha t   the  i nven t ion   may  be  f u l l y   unders tood   a  p r e f e r r e d  

embodiment  w i l l   now  be  desc r ibed   with  r e f e r e n c e   to  the  accompanying 

drawings  in  w h i c h :  

FIG.  1  is  a  block  schematic  diagram  of  the  components  of  a  po in t   o f  

sale  t e r m i n a l   used  in  the  p r e f e r r e d   embodiment .  

FIG.  2  is  a  block  schematic  diagram  of  the  components  of  a  c e n t r a l  

p r o c e s s o r   used  in  the  p r e f e r r e d   embodiment .  

The  essence   of  the  p re sen t   i n v e n t i o n   is  to  genera te   an 

a u t h e n t i c a t i o n   parameter   tha t   r e l a t e s   to  the  PIN  both  from  the  number 

en te red   at  the  l o c a t i o n   and  the  va l id   number  s to red   at  the  host   and  u s e  

th i s   a u t h e n t i c a t i o n   parameter   to  encode  a  v a r i a b l e   which  has  no  d i r e c t  

r e l a t i o n s h i p   with  the  PIN.  The  v a r i a b l e   can  be  genera ted   at  e i t h e r   o r  

both  the  i n i t i a t i n g   l oca t i on   and  the  host   p r o c e s s i n g   cen t r e .   The 

rece ived   encoded  v a r i a b l e   then  c a l l ed   a  message  a u t h e n t i c a t i o n   code  i s  

compared  with  the  l o c a l l y   derived  encoded  v a r i a b l e ,   a  c o r r e c t   c o m p a r i s o n  

i n d i c a t i n g   t ha t   the  entered  PIN  is  v a l i d .  



In  one  embodiment  the  v a r i a b l e   is  gene ra t ed   in  two  p a r t s ,   the  f i r s t  

p a r t   at  the  l o c a t i o n   is  t r a n s m i t t e d   to  the  c e n t r a l   p r o c e s s o r   and  t h e  

second  pa r t   at  the  c e n t r a l   p r o c e s s o r ,   the  two  pa r t s   are  l o g i c a l l y  

combined  at  each  l o c a t i o n   to  give  the  complete  v a r i a b l e .   In  t h e  

p r e f e r r e d   embodiment  the  v a r i a b l e   p a r t s   are  the  messages  sent   b e t w e e n  

the  two  l o c a t i o n s ,   t h i s   can  inc lude   index ing   numbers  such  as  a  p e r s o n a l  

account   number  (PAN)  and  the  host  i d e n t i f i c a t i o n   (CIAID)  and  random 

numbers  g e n e r a t e d   at  each  l o c a t i o n .   As  the  PAN  and  CIAID  can  be  deduced  

from  an  i l l i c i t l y   ob t a ined   user   card,   the  use  of  random  numbers  i s  

p r e f e r r e d   and  adds  f u r t h e r   to  the  s e c u r i t y   of  the  sys tem.  

In  i t s   s i m p l e s t   form  the  v a r i a b l e   need  only  be  a  t r u l y   random 

number  g e n e r a t e d   at  the  t e rmina l   and  sent   with  index  i n f o r m a t i o n   to  t h e  

hos t   p r o c e s s i n g   c e n t r e .   At  the  host   p r o c e s s i n g   centre   the  v a r i a b l e   i s  

encoded  using  a  va l i d   a u t h e n t i c a t i o n   pa rame te r   to  der ive   a  v a l i d   message  

a u t h e n t i c a t i o n   code  (MAC).  The  t e r m i n a l   encodes  the  v a r i a b l e   using  t h e  

!  l o c a l l y   de r ived   a u t h e n t i c a t i o n   pa rame te r   to  genera te   a  de r i ved   message  

a u t h e n t i c a t i o n   code,  (DMAC)  and  the  DMAC  and  MAC  are  compared.  The 

comparison  could  take  p lace   at  e i t h e r   the  host   p roces s ing   c e n t r e   or  t h e  

t e r m i n a l   depending  upon  p r o c e s s i n g   and  s e c u r i t y   f a c t o r s   b u i l t   in to   each  

l o c a t i o n .   If  the  comparison  is  made  at  the  h o s t  c e n t r a l   p r o c e s s i n g  

c e n t r e   then  the  DMAC  is  sent   as  pa r t   of  the  message  and  i t   is  n o t  

n e c e s s a r y   to  t r a n s m i t   the  MAC  to  the  t e r m i n a l .  

R e f e r r i n g   now  to  the  drawings  the  p r e f e r r e d   embodiment  w i l l   be  

d e s c r i b e d   in  more  d e t a i l .   Figure  1  is  a  block  schematic  of  a  po in t   o f  

sa le   or  t r a n s a c t i o n   t e r m i n a l   which  i nc ludes   a  keyboard  10,  a  card  r e a d e r  

11  and  d i s p l a y   12,  which  are  connected  to  a  common  bus  13.  A l s o  

connected  to  the  bus  13  is  a  random  access   memory  (RAM)  14,  a 

m i c r o p r o c e s s o r   15,  a  l ine   adap te r   16  and  enc ryp t ion   device  17  and  a  r e a d  

only  memory  (ROM)  18.  The  l ine   adap te r   is  connected  to  a  modem  19  which  

is  connected  d i r e c t l y   to  the  EFT  n e t w o r k .  

Figure  2  shows  a  card  s c h e m a t i c a l l y   i s su ing   agency 's   p r o c e s s i n g  

system  in  which  a  p r o c e s s o r   20  is  connected  to  a  enc ryp t ion   device  21,  a 



main  working  s tore   22  and  an  input   output   channel  c o n t r o l l e r   23  t h r o u g h  

a  bus  24.  The  main  work  s t o r e   22  is  connected  to  a  mass  backup  s tore   25 

which  may  be  a  large  c a p a c i t y   d isc   s tore   or  a  s i m i l a r   d e v i c e .  

When  a  card  i s su ing   agency  (CIA)  i s sues   a  card  it   encodes  on  i t  

m a g n e t i c a l l y   the  u s e r ' s   account   number  (PAN)  and  the  agency ' s   i d e n t i t y  

(CIAID).  With  the  card  the  customer  also  r e c e i v e s   a  s ec r e t   p e r s o n a l  

number  (PIN)  which  must  be  remembered  and  not  a s s o c i a t e d   with  the  c a r d .  

The  CIA  main ta ins   in  i t s   data  bank  25  a  l i s t   of  a l l   the  PANs  a s s o c i a t e d  

with  the  r e l e v a n t   va l id   a u t h e n t i c a t i o n   pa ramete r s   (VAPs)  and  of  c o u r s e  

the  PANs  are  also  used  for  the  r e l e v a n t   f i n a n c i a l   i n f o r m a t i o n ,   a l t h o u g h  

th i s   aspect   is  not  d i r e c t l y   r e l e v a n t   to  the  p r e s e n t   i n v e n t i o n .  

A  t r a n s a c t i o n   is  i n i t i a t e d   at  the  t e rmina l   when  the  user ,   or  i t   may 
be  a  shop  employee of   a  r e t a i l   o r g a n i s a t i o n ,   e n t e r s   a  card  in  the  c a r d  

reader   11.  The  con t ro l   un i t   18  w i l l   de tec t   tha t   a  card  is  to  be  r e a d  

and  con t ro l   the  t r a n s f e r   of  the PAN  and  CIAID  to  the  RAM  s tore   14. 

The  con t ro l   un i t   then  c o n s t r u c t s   a  message  (message  A)  to  be  s e n t  

through  the  l ine  adapter   16  and  modem  19  to  the  a p p r o p r i a t e   h o s t  

p r o c e s s i n g   uni t   i d e n t i f i e d   by  the  CIAID.  The  message  conta ins   the  PAN 

or  index  number  and  rou t ing   i n f o r m a t i o n .   It  may  also  conta in   a  random 

number,  which  because  i t   does  not  have  to  be  r e g e n e r a t e d   can  be  a  t r u l y  

random  number  wi thout   a  known  seed.  The  message  A  is  s to red   in  a 

message  bu f f e r   in  the  RAM  s to re   14.  The  random  number  can  be  g e n e r a t e d  

by  a  s p e c i a l   uni t   or  in  the  p r o c e s s o r   15,  by  s t anda rd   t e c h n i q u e s .  

When  the  message  A  is  r e ce ived   by  the  host  p r o c e s s i n g   uni t   the  PAN 

or  index  number  is  used  to  i d e n t i f y   the  u s e r ' s   PIN  held  in  the  s tore   25 .  

Of  course  the  PIN  need  not  be  s to red   as  such,  but  as  a  v a l i d  

a u t h e n t i c a t i o n   parameter   (VAP)  which  is  the  combinat ion   of  PIN  and  PAN, 

and  o ther   s t a i c   card  data .   Using  an  exc lus ive   or  f u n c t i o n ,   the  o t h e r  

card  data  ( g e n e r i c a l l y   termed  a  pe r sona l   key)  is  combined  with  the  PIN. 

The  r e s u l t a n t   data  is  then  used  as  an  encipherment   key  to  encipher   t h e  

PAN  to  produce  the VAP. 



The  p r o c e s s o r   20  c o n s t r u c t s   a  r e t u r n   message  B,  which  in  t h e  

p r e f e r r e d   embodiment  is  regarded  as  the  second  ha l f   of  the  v a r i a b l e ,   a s  

message  A  t h i s   may  also  conta in   a  t r u l y   random  number.  Messages  A  and  B 

are  then  c o n c a t e n a t e d   (Mess  A:Mess  B)  by  the  p r o c e s s o r   20  and  the  r e s u l t  

(VAR)  s t o r e d   in  the  main  s tore   22.  VAR  is  then  encoded  by  t h e  

e n c r y p t i o n   device   21  using  the  VAP  as  the  e n c r y p t i o n   key.  The  r e s u l t   i s  

a  message  a u t h e n t i c a t i o n   code  (MAC).  MAC  is  then  added  to  message  B 

which  is  then  t r a n s m i t t e d   to  the  o r i g i n a t i n g   t e r m i n a l   through  the  I /O  

channel   c o n t r o l   23  and  the  EFT  n e t w o r k .  

When  the  message  B  t o g e t h e r   with  the  MAC  are  r ece ived   at  t h e  

t e r m i n a l   they  are  s to red   in  a  message  b u f f e r   of  RAM  14.  The  c o n t r o l  

un i t   w i l l   then  cause  an  i n s t r u c t i o n   to  appear  on  the  d i sp l ay   12  t e l l i n g  

the  card  user   to  en t e r   his  or  her  PIN  at  the  keyboard  10.  If  t h e  

t e r m i n a l   is  used  by  the  card  user  only  for  cash  i s s u i n g   then  the  c a r d  

r eade r   11,  keyboard  10  and  d i sp l ay   12  can  be  close  t o g e t h e r ,   however  i f  

the  t e r m i n a l   is  used  for  point   of  sa le   t r a n s a c t i o n s   then  the  keyboard  a t  

which  PINs  are  en t e r ed   must  be  s h i e l d e d   from  the  r e t a i l e r s   employees .  

When  the  user   e n t e r s   the  PIN  t h i s   is  then  s to red   in  the  RAM  14.  The  n e x t  

step  at  the  t e r m i n a l   is  to  der ive   a  l oca l   a u t h e n t i c a t i o n   p a r a m e t e r  

(DAP).  This  is  done  by  using  the  p r o c e s s o r   15  to  perform  an  e x c l u s i v e  

or  (XOR)  f u n c t i o n   on  the  PIN  and  PAN.  The  DAP  is  then  s to red   in  the  RAM 

14.  The  c o n t r o l   un i t   and  p r o c e s s o r   15  now  perform  the  i d e n t i c a l  

c o n c a t e n a t i o n   o p e r a t i o n   on  message  A  and  message  B  as  performed  by  t h e  

hos t   p r o c e s s o r .   The  r e s u l t   should  be  the  same  as  VAR,  the  v a r i a b l e  

g e n e r a t e d   at  the  host   p r o c e s s o r .   The  e n c r y p t i o n   device  17  then  e n c r y p t s  

VAR  us ing   the  p r e v i o u s l y   gene ra t ed   LAP  as  the  enc ryp t ion   key,  the  r e s u l t  

is  a  l o c a l l y   g e n e r a t e d   MAC  (DMAC).  The  DMAC  is  s to red   in  the  RAM  14  and 

the  p r o c e s s o r   15  then  compares  the  r e c e i v e d   MAC  with  DMAC.  An  i n c o r r e c t  

comparison  i n d i c a t e s   tha t   the  PIN  en t e r ed   l o c a l l y   and  used  to  g e n e r a t e d  

the  LAP  was  not  c o r r e c t   and  the  t r a n s a c t i o n   is  abor ted .   The  c o n t r o l  

un i t   18  w i l l   cause  a n  a p p r o p r i a t e   message  to  appear  on  the  d i sp l ay .   I f  

the  comparison  is  s a t i s f a c t o r y   then  the  en t e r ed   PIN  is  c o r r e c t   and  t h e  

c o n t r o l   18  un i t   wi l l   allow  the  t r a n s a c t i o n   to  p r o c e e d .  



At  no  po in t   in  the  above  o p e r a t i o n   is  the  PIN  a v a i l a b l e   on  i n s e c u r e  

communication  l i n e s .  

In  an  EFT  system  i t   is  not  neces sa ry   for  the  t r a n s a c t i o n   t e r m i n a l  

to  s tore   the  PIN.  The  PIN  need  only  be  en te red   at  the  keyboard  when  t h e  

MAC  is  r ece ived   from  the  host  and  the  c a l c u l a t i o n   of  the  DAP  can  be  

s t a r t e d   at  tha t   p o i n t .  

A  random  number  can  be  gene ra t ed   by  using  a  c o n t i n u o u s l y   r u n n i n g  

microsecond  clock  and  the  timed  i n t e r v a l s   between  key  s t r okes   at  t h e  

keyboard  as  seed  numbers .  

In  the  p r e f e r r e d   embodiment  the  con t ro l   of  the  o p e r a t i o n s   of  t h e  

t r a n s a c t i o n   t e rmina l   is  by  microcode  s to red   in  a  read  only  memory  in  t h e  

con t ro l   un i t .   The  o p e r a t i o n s   of  the  t e rmina l   could  b e  c o n t r o l l e d   by  a 

logic  swi tch ing   c i r c u i t   embodied  in  a  so l id   s t a t e   logic  d e v i c e .  



1.  A  method  of  t e s t i n g   the  v a l i d i t y   of  an  i d e n t i f i c a t i o n   code  a t  

a  l o c a t i o n   connected  over  a  communication  network  to  a  data  p r o c e s s i n g  

cen t r e   at  which  va l id   i d e n t i f i c a t i o n   codes  are  s t o r e d ,   compris ing  t h e  

s teps   o f :  

a)  r e c e i v i n g   at  the  l o c a t i o n   the  i d e n t i f i c a t i o n   code  and  an  i ndex  

number ,  

b)  d e r i v i n g   from  the  i d e n t i f i c a t i o n   code  and  the  index  number  a 

de r ived   a u t h o r i s a t i o n   p a r a m e t e r ,  

c)  g e n e r a t i n g   a  v a r i a b l e   number  unique  to  each  p a r t i c u l a r   v a l i d a t i o n  

t e s t ,  

d)  s t o r i n g   the  v a r i a b l e   number  in  a  l o c a t i o n   s t o r e   and  t r a n s m i t t i n g  

the  v a r i a b l e   number  t o g e t h e r   with  the  index  number  to  the  d a t a  

p r o c e s s i n g   c e n t r e ,  

e)  at  the  data  p r o c e s s i n g   cen t re   using  the  index  number  to  i d e n t i f y   o r  

de r ive   a  va l i d   a u t h o r i s a t i o n   p a r a m e t e r  

f)  e n c r y p t i n g   the  v a r i a b l e   number  using  the  va l i d   a u t h o r i s a t i o n  

p a r a m e t e r   as  an  e n c r y p t i o n   key  and  using  the  r e s u l t   as  a  v a l i d  

message  a u t h e n t i c a t i o n   c o d e ,  

g)  at  the  l o c a t i o n   e n c r y p t i n g   the  v a r i a b l e   number  using  the  d e r i v e d  

a u t h o r i s a t i o n   pa rame te r   as  an  enc ryp t ion   key  and  using  the  r e s u l t  

as  a  de r ived   message  a u t h e n t i c a t i o n   code ,  

f)  comparing  the  va l i d   message  a u t h e n t i c a t i o n   code  with  the  d e r i v e d  

message  a u t h e n t i c a t i o n   code  and  using  the  r e s u l t   of  the  compar ison 

as  a  d e t e r m i n a t i o n   of  the  v a l i d i t y   of  the  i d e n t i f i c a t i o n   code.  



2.  A  method  as  claimed  in  claim  1  in  which  the  v a r i a b l e   number  i s  

a  message  c o n t a i n i n g   i n fo rma t ion   unique  to  each  v a l i d a t i o n   t e s t .  

3.  A  method  as  claimed  in  claim  2  in  which  the  v a r i a b l e   number 

i nc ludes   a  random  number.  

4.  A  method  as  claimed  in  any one  of  claims  1,  2  or  3  in  which 

step  (f)  is  c a r r i e d   out  at  the  l o c a t i o n .  

5.  A  method  as  claimed  in  any one  of  claims  1,  2,  3  or  4  in  which 

the  v a r i a b l e   number  inc ludes   message  i n f o r m a t i o n   gene ra t ed   by  the  d a t a  

p r o c e s s i n g   cen t r e   l o g i c a l l y   combined  with  message  i n f o r m a t i o n   g e n e r a t e d  

by  the  l o c a t i o n .  

6.  A  method  as  claimed  in  claim  5  in  which  the  messages  g e n e r a t e d  

by  the  l o c a t i o n   and  the  data  p r o c e s s i n g   cen t re   are  c o n c a t e n a t e d .  

7.  A  method  of  t e s t i n g   as  claimed  in  any one  of  the  p r e c e d i n g  

claims  in  which  the  l o c a t i o n   is  an  e l e c t r o n i c   funds  t r a n s f e r   sy s t em 

t r a n s a c t i o n   t e r m i n a l ,   the  i d e n t i f i c a t i o n   code  is  a  p e r s o n a l  

i d e n t i f i c a t i o n   number  and  the  index  number  is  a  pe r sona l   account   number. 

8.  A  method  as  claimed  in  any one  of  the  p reced ing   c l a i m s  

inc lud ing   the  f u r t h e r   step  of  e n c r y p t i n g   under  a  network  master   key  

messages  sent  between  the  l o c a t i o n   and  the  data  p r o c e s s i n g   c e n t r e .  

9.  A  t r a n s a c t i o n   t e rmina l   for  connec t ion   to  a  data  communica t ion  

network  in  which  i d e n t i f i c a t i o n   numbers  en te red   at  a  remote  l o c a t i o n  

connected  to  a  data  p roces s ing   cen t re   are  t e s t e d   for  v a l i d i t y ,   i n c l u d i n g  

f i r s t   means  to  r ece ive   and  s tore   r e l a t e d   i d e n t i f i c a t i o n   codes  and  i ndex  

numbers,  f i r s t   l o c a t i o n   p r o c e s s i n g   means  operab le   to  der ive   from  t h e  

i d e n t i f i c a t i o n   code  and  index  number  a  der ived   a u t h o r i s a t i o n   p a r a m e t e r ,  

second  means  ope rab l e   to  genera te   a  v a r i a b l e   number  unique  to  e ach  

p a r t i c u l a r   v a l i d a t i o n   t e s t ,   t h i rd   means  operable   to  t r a n s m i t   the  i ndex  

number  and  the  v a r i a b l e  n u m b e r   to  the  data  p r o c e s s i n g   c e n t r e ,   and  t o  

rece ive   from  the  data  p roces s ing   cent re   a  message  a u t h e n t i c a t i o n   code ,  



second  p r o c e s s i n g   means  inc lud ing   an  e n c r y p t i o n   device  o p e r a b l e   t o  

der ive  a  d e r i v e d   message  a u t h e n t i c a t i o n   code  by  using  the  d e r i v e d  

a u t h o r i s a t i o n   p a r a m e t e r   as  an  e n c r y p t i o n   key  to  encode  the  v a r i a b l e  

number  and  comparing  means  operable   to  compare  the  r e ce ived   m e s s a g e  
a u t h e n t i c a t i o n   code  with  the  der ived  message  a u t h e n t i c a t i o n   code  and 

using  the  r e s u l t   of  the  comparison  to  de termine   the  v a l i d i t y   of  t h e  

i d e n t i f i c a t i o n   number .  

10.  A  data   communication  network  i n c l u d i n g   a  p l u r a l i t y   o f  

t r a n s a c t i o n   t e r m i n a l s   as  claimed  in  claim  9  and  i nc lud ing   at  each  d a t a  

p r o c e s s i n g   c e n t r e   means  operable   to  gene ra t e   a  va l id   a u t h o r i s a t i o n  

pa rame te r   in  r e sponse   to  a  r ece ived   index  number  from  an  o r i g i n a t i n g  

t e r m i n a l ,   means  ope rab l e   to  genera te   a  va l i d   message  a u t h e n t i c a t i o n   code  

by  e n c r y p t i n g   the  v a r i a b l e   number  using  the  va l i d   a u t h o r i s a t i o n  

pa ramete r   as  an  e n c r y p t i o n   key  and  p roduc ing   a  message  a u t h e n t i c a t i o n  

code  and  means  to  t r a n s m i t   the  message  a u t h e n t i c a t i o n   code  to  t h e  

o r i g i n a t i n g   t e r m i n a l .  

11.  A  da ta   communication  network  as  claimed  in  claim  10  o p e r a b l e  

to  perform  a  method  of  t e s t i n g   as  c laimed  in  any one  of  c laims  1  to  8 .  
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