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©  A  lock  system. 

The  invention  relates  to  a  lock  system  for  rooms  which 
are  to  be  made  exclusively  accessible  to  different  uses  over 
different  periods  of  time,  for  example  hotel  rooms.  The  keys 
of  the  system  comprise  magnetic  cards  which  are  provided 
with  magnetically  registered  data,  which  for  each  card  in- 
cludes  lock-identification  data  valid  for  a  given  lock  or  a 
given  group  of  locks,  a  validity  time  expressed  in  real  time 
and  a  randomly  selected  legitimacy  code.  Each  lock  includes 
an  electrically  actuable  lock  mechanism  (4),  a  magnetic-card 
reader  (3),  a  memory  (6)  for  the  storage  of  data,  a  real-time 
clock  (7),  a  programming  unit  (10),  a  legitimacy  comparator 
(8),  and  a  time  comparator  (9).  The  memory  (6)  has  stored 
therein  the  lock-identification  data  valid  for  the  lock.  When  a 
magnetic  card  is  introduced  for  the  first  time  into  the  card 
reader  (3)  of  a  lock,  the  legitimacy  comparator  (8)  compares 
the  lock-identification  data  registered  on  the  card  with  the 
lock-identification  data  stored  in  the  memory  (6),  and  the 
time  comparator  (9)  compares  the  validity  time  registered  on 
the  card  with  the  real  time  given  by  the  real-time  clock  (7).  If 
these  comparisons  show  agreement,  the  lock  opens  and  the 
programming  unit  (10)  is  instructed  to  store  into  the  memory 
the  validity  time  and  the  legitimacy  code  registered  on  the 
card.  When  a  magnetic  card  is  later  introduced  to  the  card 
reader  (3)  the  time  comparator  compares  the  real  time  given 
by the  real-time  clock  (7)  with  the  validity  time  in  the  card  data 

stored  in  the  memory  and  the  legitimacy  comparator  (8)  com- 
pares  the  data  registered  on  the  card  with  the  data  stored  in 
the  memory  (6)  of  the  lock,  and  the  lock  is  opened  when 
agreement  is  found  between  the  data  compared.  If  the  com- 
parison  made  by  the  time  comparator  (9)  show  disagree- 
ment,  the  time  comparator  compares  the  validity  time  regis- 
tered  on  the  card  with  the  real  time  given  by  the  real-time 
clock  (7)  and  the  legitimacy  comparator  (8)  compares  the 
lock-identification  data  registered  on  the  card  with  the  lock- 
identification  data  stored  in  the  memory  and,  if  these  com- 
parisons  show  agreement,  the  lock  is  opened  and  the  pro- 
gramming  unit  (10)  is  used  to  replace  the  card  data  already 
stored  in  the  memory  (6)  with  the  data  registered  on  the  card. 



The  p r e s e n t   i n v e n t i o n   r e l a t e s   to  a  lock  s y s t e m ,   a n d  

in  p a r t i c u l a r   to  a  l ock   s y s t e m   i n t e n d e d   for   l o c k i n g   r o o m s  
to  which  a  l i m i t e d   number  of  p e r s o n s   a re   p e r m i t t e d   a c c e s s  

over   s p a c e d   p e r i o d s   of  t i m e .   Such  rooms  may  i n c l u d e   h o t e l  

rooms,   s a f e s   and  d r i n k   c a b i n e t s   p l a c e d   in  h o t e l   r o o m s  
for   use  by  g u e s t s ,   and  a l s o   a  d i v e r s i t y   of  s t o r a g e   f a c i l i t i e s  

p l a c e d   at   the   d i s p o s a l   of  s e l e c t e d   p e r s o n s   fo r   a  l i m i t e d  

p e r i o d   of  t i m e ,   such  as  d r e s s - c h a n g i n g   rooms,   banks   a n d  

p o s t   o f f i c e s .  

C o n v e n t i o n a l   l o c k s   and  keys  a re   not   t o t a l l y   s a t i s f a c t o r y  
s e c u r i t y  d e v i c e s   fo r   such  rooms ,   s i n c e   the   keys  can  b e  

r e a d i l y   c o p i e d   or  s t o l e n .   M o r e o v e r ,   the   h o l d e r   of  a  key  i s  

o f t e n   p r o n e   to  e i t h e r  m i s p l a c e   i t ,   or  to  f o r g e t   to  r e t u r n  
i t   when  h i s   a l l o t t e d   p e r i o d   has  e x p i r e d .   In  o r d e r   to  s a f e -  

guard   a g a i n s t   u n a u t h o r i z e d   e n t r y   i n t o   a  room  of  which  t h e  

key  is  m i s s i n g ,   i t   is  n e c e s s a r y ,   each  t i m e ,   to  r e p l a c e   t h e  

l o c k .   Such  m e a s u r e s   a re   too  c o s t l y   and  t ime   consuming   t o  
be  p r a c t i c a l   in  r e a l i t y .   N e i t h e r   a re   m e c h a n i c a l  n o r   e l e c t r i -  

ca l   c o m b i n a t i o n   l o c k s   f u l l y   s a t i s f a c t o r y   f o r   t h e  a f o r e s a i d  

p u r p o s e s ,   s i n c e   such  l o c k s   r e q u i r e   t he   c o m b i n a t i o n   to  b e  

changed   when  the  room  s e r v e d   by  the   lock  c h a n g e s   h a n d s ,  
t h i s   t a s k   be ing   t ime  c o n s u m i n g   a n d  r e q u i r i n g   the   e m p l o y m e n t  
of  p e r s o n n e l .   The  p e r s o n   to  whom  the   room  has  been  a l l o c a t e d  

or  l e t   is  a l s o   l i a b l e   to  f o r g e t   t he   c o r r e c t   c o m b i n a t i o n .  

C o n s e q u e n t l y ,   in  r e s p e c t   of  rooms  of  the   a f o r e s a i d  
k ind   t h e r e   is  an  e x p r e s s   need   fo r   a  lock   sy s t em  which  i s  

p r a c t i c a l   in  use ,   w h i l e   a f f o r d i n g   t he   s e c u r i t y   d e s i r e d .  
In  t h i s   r e g a r d   t h e r e   have  been  p r o p o s e d   in  r e c e n t   t i m e s  

lock  sy s t ems   which ,   i n s t e a d   o f  c o n v e n t i o n a l   k e y s ,   i n c o r p o r a t e  
the   use  of  m a g n e t i c   c a r d s ,   on  which  a  d i g i t a l   code  can  b e  

m a g n e t i c a l l y   r e g i s t e r e d ,   and  l o c k s   which  i n c l u d e   a n  
e l e c t r i c a l l y   o p e r a b l e   l o c k i n g   m e c h a n i s m ,   a  m a g n e t i c - c a r d  
r e a d i n g   means,   a  memory  in  which  a  d i g i t a l   code  can  be  s t o r e d ,  
and  means  fo r   making  a  c o m p a r i s o n   b e t w e e n   the   d i g i t a l   c o d e  
read   by  the   card   r e a d e r   from  the   m a g n e t i c   c a r d ,   s e r v i n g   a s  
the   "key" ,   and  the  code  s t o r e d   in  the   memory,  whereupon   t h e  

l o c k i n g   mechanism  is  u n l o c k e d ,   p r o v i d e d   t h a t   t h e r e   i s  



a g r e e m e n t   b e t w e e n   the   two  codes   c o m p a r e d .   S i n c e   in  l o c k  

m e c h a n i s m s   of  t h i s   k ind   i t   is  a  r e l a t i v e l y   s i m p l e   m a t t e r   t o  

change   t he   code  r e g i s t e r e d   on  the   c a r d ,   and  a l s o   a  r e l a t i v e l y  

s i m p l e   m a t t e r   to  change   t he   c o n t e n t   of  t he   lock   memory,  s u c h  

a  l ock   s y s t e m   a f f o r d s , i n   p r i n c i p l e ,   an  e s s e n t i a l   a d v a n t a g e  

s o u g h t   f o r   in  l o c k   s y s t e m s   fo r   use  in  t he   a f o r e s a i d   r e s p e c t ,  

namely  t h a t   i t   is   r e l a t i v e l y   easy   to  r e n d e r   a  key  u n u s a b l e  

fo r   o p e n i n g   t he   lock   and  to  r e p l a c e   the   key  w i th   one  w h i c h  

is  f u n c t i o n a l   in  t h i s   r e s p e c t .  
P r e v i o u s l y   s u g g e s t e d   and  known  lock   s y s t e m s   o f  

t h i s   k i n d  a r e   e n c u m b e r e d   w i th   many  d i s a d v a n t a g e s ,   h o w e v e r ,  
bo th   w i th   r e s p e c t   to  t h e i r   p r a c t i c a l   use  and  to  t h e i r  

r e l i a b i l i t y   a g a i n s t   u n a u t h o r i z e d   o p e n i n g   of  the   l o c k .   T h i s  

is  p a r t i c u l a r l y   t r u e   of  s u c h  k n o w n   lock   s y s t e m s   as  t h o s e  

used   in  c o n n e c t i o n   w i th   l o c a l e s ,   such  as  h o t e l s   and  the  l i k e  

in  p a r t i c u l a r l y ,   in  which   i t   must  be  p o s s i b l e   f o r   each  l o c k ,  

e . g .   a  h o t e l - r o o m   door   l o c k ,   to  be  opened   by  more  t han   o n e  
a u t h o r i z e d   p e r s o n ,   f o r   e x a m p l e ,   a  h o t e l   g u e s t ,   c l e a n i n g  
p e r s o n n e l   and  l i k e   p e r s o n n e l ,   and  h o t e l   s e c u r i t y   p e r s o n n e l ,  
and  in  which   i t   is  i m p o s s i b l e   to  say  d e f i n i t e l y ,   wi th   f u l l  

a s s u r e d n e s s   b e f o r e h a n d ,   f o r   how  long   a  c e r t a i n   "key"  s h a l l  

be  v a l i d ,   i . e .   a t   which  p o i n t   in  t ime   the   key  s h a l l   be  made  
o b s o l e t e   f o r ` t h e  l o c k   in  q u e s t i o n ,   t h i s   p o i n t   in  t ime  n o r m a l l y  
v a r y i n g   in  r e s p e c t   of  t he   d i f f e r e n t   p e o p l e   a u t h o r i z e d   to  u s e  
the   k e y .  

C o n s e q u e n t l y ,   t he   o b j e c t   of  the   p r e s e n t   i n v e n t i o n   i s  
to  p r o v i d e  a n   i m p r o v e d   l ock   s y s t e m   of  t he   a f o r e m e n t i o n e d  
k ind   which   i n c l u d e s   a t   l e a s t   one  l ock   c o n t a i n i n g   a  l o c k  
mechan i sm  p r o v i d e d   w i t h   e l e c t r i c a l l y   a c t u a b l e   means  f o r  

o p e r a t i n g   t h e   l ock   mechan i sm  b e t w e e n   a  l o c k e d   and  u n l o c k e d  

s t a t e ,   a  m a g n e t i c - c a r d   r e a d e r   f o r   r e c e i v i n g   a  c a rd   on  w h i c h  
d a t a   has  been   r e g i s t e r e d   m a g n e t i c a l l y ;   a  memory  fo r   s t o r i n g  
d a t a ;   and  means  fo r   making  a  c o m p a r i s o n   b e t w e e n   d a t a   s t o r e d  
in  t he   memory  and  d a t a   r ead   by  s a i d   m a g n e t i c - c a r d   r e a d e r  

from  a  c a r d   i n s e r t e d   i n t o   the   l ock   s y s t e m ,   and  fo r   a c t u a t i n g  
the   o p e r a t i n g   means  of  s a i d   lock   mechan i sm  in  r e s p o n s e   t o  
s a i d   c o m p a r i s o n ;   and  a t   l e a s t   one  m a g n e t i c   c a rd   which  s e r v e s  



as  a  key  fo r   u n l o c k i n g   s a i d   l ock   and  which  has  d a t a   m a g n e t i -  

c a l l y   r e c o r d e d   t h e r e o n ,   s a i d   improved   lock   sy s t em  h a v i n g   a n  

improved   u t i l i t y   and  a f f o r d i n g   g r e a t e r   s e c u r i t y   t han   p r e -  
v i o u s l y   known  lock   s y s t e m s   of  a  s i m i l a r   k i n d .  

This   o b j e c t   is  a c h i e v e d   w i t h   the   lock  sys t em  a c c o r d i n g  
t o  t h e   p r e s e n t   i n v e n t i o n ,   which  is  c h a r a c t e r i z e d   by  t h e  

f e a t u r e s   s e t   f o r t h   in  the   f o l l o w i n g   c l a i m s .  

The  most  s i g n i f i c a n t   f e a t u r e s   of  t he   lock   s y s t e m  
a c c o r d i n g   to  the  p r e s e n t   i n v e n t i o n   r e s i d e   i n :  

t h a t   the   d a t a   r e g i s t e r e d   on  the   m a g n e t i c   ca rd   c o n t a i n s  
i n f o r m a t i o n   c o n c e r n i n g   the   t ime   w i t h i n   which  the  c a rd   i s  

v a l i d   ( v a l i d i t y   t ime)   e x p r e s s e d   in  r e a l   t i m e ;  
t h a t   the   lock  i n c o r p o r a t e s   a  r e a l - t i m e   c l o c k ;  
t h a t   the   memory  is  d e s i g n e d   to  r e c e i v e   d a t a   r e l a t i n g   t o  

the   c a r d   v a l i d i t y   t ime ;   a n d  

t h a t   the   lock  i n c l u d e s   c o m p a r i s o n   means  for   making  a  

c o m p a r i s o n   be tween   f i r s t l y   t he   v a l i d i t y   t ime  r e g i s t e r e d   o n  
4:he  c a r d , w h i c h . v a l i d i t y   t ime  can  be  r e a d - o f f   by  the   m a g n e t i c -  
card   r e a d e r   when  the   c a rd   is  i n t r o d u c e d   t h e r e t o ,   s e c o n d l y   t h e  

p r e s e n t   t ime  g iven   by  the   r e a l - t i m e   c l o c k   of  the   l o c k ,  
and  t h i r d l y   the  c a rd   v a l i d i t y   t ime   s t o r e d   in  the   l o c k  

memory .  
A  lock   sys t em  d e s i g n e d   in  a c c o r d a n c e   w i th   the   i n v e n t i o n  

a f f o r d s   s e v e r a l   i m p o r t a n t   a d v a n t a g e s .   For  e x a m p l e ,   w i t h   t h e  
lock   s y s t e m   a c c o r d i n g   to  the   i n v e n t i o n   i t   is  p o s s i b l e   t o  
e s t a b l i s h   a c c u r a t e l y   the   v a l i d i t y   t ime   o f  t h e   ca rd   in  r e a l  

t i m e ;   t h i s   does  not   s imp ly   imply   an  i n i t i a l   d a t e   and  a  
f i n a l   d a t e   wi th   r e s p e c t   to  s a i d   v a l i d i t y   t i m e ,   but   a l s o  
t h o s e   days  and  t h o s e   t i m e s   of  day  on  which  the   ca rd   can  b e  
used  w i t h i n   the  i n t e r i m   p e r i o d .   Thus ,   i t   is  p o s s i b l e   t o  
i s s u e   a  c a rd   which  can  be  used   e f f e c t i v e l y   only   on  c e r t a i n  

weekdays   a n d / o r   d u r i n g   c e r t a i n   t i m e s   of  the   day,   w h i l e   b e i n g  
a b l e ,   at   the   same  t i m e ,   to  e s t a b l i s h   a  t o t a l   ca rd   v a l i d i t y  
t i m e ,   i . e .   a  f i r s t   and  a  l a s t   day  of  v a l i d i t y .   I t   is  a l s o  

p o s s i b l e   to  i s s u e   a  ca rd   long  b e f o r e h a n d ,   i . e .   long  b e f o r e  
the   f i r s t   day  of  the   v a l i d i t y   p e r i o d .   Thus,   when  the   c a r d   h a s  

e x p i r e d   i t   is  i n v a l i d   and  u n u s a b l e   once  and  fo r   a l l .   F u r t h e r ,  



in  a  s y s t e m   which  i n c l u d e s   a  l a r g e   number  of  l o c k s ,   such  a s  
in  a  h o t e l   fo r   e x a m p l e ,   no  c o n n e c t i o n   w h a t s o e v e r   is  r e q u i r e d  
b e t w e e n   t he   v a r i o u s   l o c k s   t h e m s e l v e s   or  b e t w e e n   the   l o c k s  

and  a  c e n t r a l   u n i t .   M o r e o v e r ,   in  a  m u l t i - l o c k   s y s t e m   w h i c h  

i n c o r p o r a t e s   t he   p r e s e n t   i n v e n t i o n ,   i t   is  a  r e l a t i v e l y   s i m p l e  

m a t t e r   to  replace  a  l ock   or  to  p r o v i d e   a d d i t i o n a l   l o c k s .   I t  

is  a l s o   p o s s i b l e   to  i s s u e   s e v e r a l   c a r d s   a l l   a p e r t a i n i n g   t o  

one  and  t he   same  l o c k ,   and  to  i s s u e   a  c a r d   which  w i l l   o p e n  
a  number  of  s p e c i f i c a l l y   d e s i g n a t e d   l o c k s   in  the   s y s t e m ,  
t h e r e b y   p r o v i d i n g   a c c e s s   to  a  number  of  r o o m s .  

T h e  l o c k  s y s t e m  a c c o r d i n g   to  t he   i n v e n t i o n   a f f o r d s   many 
o t h e r   a d v a n t a g e s ,   as  w i l l   become  a p p a r e n t   when  r e a d i n g   t h e  

f o l l o w i n g   d e s c r i p t i o n ,   which  is  made  w i t h   r e f e r e n c e   to  a  

p r e f e r r e d   embod imen t   of  a  lock  s y s t e m   a c c o r d i n g   to  t h e  

i n v e n t i o n ,   i l l u s t r a t e d   in  the   a c c o m p a n y i n g   d r a w i n g ,   in  w h i c h  

F i g u r e   i l l u s t r a t e s   s c h e m a t i c a l l y   a  m a g n e t i c   c a r d  

s e r v i n g   as  a  "key" ;   a n d  

F i g u r e   2  is  a  b l o c k   s c h e m a t i c   v iew  of  a  l ock   i n c o r p o r a t e d  
in  s a i d   l ock   s y s t e m .  

S i n c e   t he   v a r i o u s   members  and  c o m p o n e n t s   i n c o r p o r a t e d  
in  t he   l ock   a re   such  which  are   e i t h e r   g e n e r a l l y   c o m m e r c i a l l y  
a v a i l a b l e   or  which  can  be  r e a d i l y   c o n s t r u c t e d   by  one  s k i l l e d  

in  t he   a r t -  w i t h   t h e  a i d  o f   the   f u n c t i o n a l   d a t a   g i v e n   in  t h e  

f o l l o w i n g   d e s c r i p t i o n   wi th   r e g a r d   to  s a i d   c o m p o n e n t s   a n d  

members ,   t he   l ock   in  F i g u r e   2  has  s i m p l y   been   i l l u s t r a t e d   i n  

i t s   b l o c k   s c h e m a t i c   f o r m .  

In  t h e   f o l l o w i n g ,   t h e   lock  s y s t e m   a c c o r d i n g   to  t h e  
i n v e n t i o n   is  d e s c r i b e d ,   by  way  of  e x a m p l e ,   w i t h   r e s p e c t   t o  
i t s   use   in  a  h o t e l ,   a l t h o u g h   i t   w i l l   be  u n d e r s t o o d   t h a t   a  
l ock   s y s t e m   a c c o r d i n g   to  the   i n v e n t i o n   can  a l s o   be  used   t o  
t he   same  a d v a n t a g e   f o r   many  o t h e r   t y p e s   of  i n s t i t u t i o n ,   a n d  
t h a t   t h e   m a g n e t i c   c a r d s   s e r v i n g   as  keys   can  be  of  a n o t h e r  
k ind   w i t h   r e s p e c t   to  t he   d i f f e r e n t   u s a g e s   f o r   which  they   a r e  
l e g i t i m i z e d .  

F i g u r e   1  i l l u s t r a t e s   s c h e m a t i c a l l y   and  by  way  o f  

example   a  c o n v e n t i o n a l   m a g n e t i c   c a r d   1,  which   can  be  u s e d  

as  a  "key"  in  a  lock   s y s t e m   a c c o r d i n g   to  t h e   i n v e n t i o n   a n d  



which  is  p r o v i d e d   w i t h ,   fo r   e x a m p l e ,   a  s t r i p   2  of  m a g n e t i s a b l e  
m a t e r i a l   on  which  d a t a ,   p r e f e r a b l y   in  d i g i t a l   fo rm,   can  b e  

m a g n e t i c a l l y   r e g i s t e r e d .   The  m a g n e t i c  r e g i s t r a t i o n ,   or  t h e  

w r i t i n g   of  d a t a  i n t o   the   c a r d   is  e f f e c t e d   by  means  of  a  

s e p a r a t e ,   c o n v e n t i o n a l   p r o g r a m m i n g   or  w r i t e - i n   a p p a r a t u s   <noY 

shown  in  d e t a i l )   which  is  s u i t a b l y   p l a c e d   in  t he   r e c e p t i o n  
f a c i l i t i e s   of  the   h o t e l .  

The  c a rd   p r o g r a m m i n g   or  w r i t e - i n   a p p r a t u s   i n c l u d e s   a  
r e a l - t i m e   c l o c k   and  a  m i c r o p r o c e s s o r ,   e . g .  
AIM  65  from  R o c k w e l l ,   which   is  p rogrammed  to  d e t e r m i n e   t h e  

d a t e - r e g i s t e r e d   on  an  i n s e r t e d  c a r d   1 .  

In  a  l o c k - s y s t e m   a c c o r d i n g   to  the   i n v e n t i o n   i n t e n d e d   f o r  
h o t e l   u se ,   the   a f o r e m e n t i o n e d   p r o g r a m m i n g   or  w r i t e - i n   a p p a r a t u s  
can  be  a r r a n g e d   to  i s s u e   or  to  p rog ram  d i f f e r e n t   t y p e s   o f  

c a r d .   For  example ,   t h e r e   may  be  found  t h r e e   main  t y p e s   o f  

c a r d ,   n a m e l y :  
-  g u e s t   c a r d s ,   which  a re   i n t e n d e d   fo r   i s s u e   to  h o t e l  

g u e s t s ,   and  to  a f f o r d   each  g u e s t   a c c e s s   to  on ly   one  g i v e n  

room  d u r i n g   a l l   t i m e s   of  the   day  f o r  a   s p e c i f i c ,   s e l e c t a b l e  

p e r i o d   of  t i m e ,   v a l i d i t y   t i m e ;  
-  s e r v i c e   c a r d s ,   which  a re   i n t e n d e d  f o r   c l e a n i n g  

p e r s o n n e l   and  o t h e r   p e r s o n n e l ,   and  which  a f f o r d   a c c e s s   t o  

a  g i v e n   f l o o r ,   d u r i n g   a  c e r t a i n   t ime  of  day,   f o r   e x a m p l e  
be tween   8.00  and  1 7 . 0 0 ,   a n d / o r   on  c e r t a i n   days  of  t he   w e e k ,  
for   example   a l l   w e e k d a y s ,   and  fo r   a  g i v e n   v a l i d i t y   t i m e ,  
i . e .   from  a  f i r s t   v a l i d i t y   day  to  a  f i n a l   v a l i d i t y   d a y ;  

-  m a s t e r   c a r d s ,   i n t e n d e d   fo r   the   h o t e l   s e c u r i t y   s t a f f  

or  managemen t ,   which  a f f o r d   a c c e s s   to  a l l   rooms  in  the   h o t e l  
o r  i n   a  c e r t a i n   p a r t   of  t he   h o t e l   at  a l l   t i m e s   o f  

the  day  fo r   a  g iven   v a l i d i t y   t i m e ,   i . e .   from  a  f i r s t   v a l i d i t y  

day  to  a  f i n a l   v a l i d i t y   d a y .  
In  the  d e s c r i b e d   embod imen t   of  the   i n v e n t i o n   the   d a t a  

r e g i s t e r e d   m a g n e t i c a l l y   on  t he   c a r d ,   p r e f e r a b l y   in  d i g i t a l  
form,  by  means  o f  t h e   p r o g r a m m i n g   or  w r i t e - i n   a p p a r a t u s ,  

may  c o m p r i s e   the  f o l l o w i n g   i n f o r m a t i o n :  

-  type   of  c a r d ,   i . e .   w h e t h e r   a  g u e s t   c a r d ,   a  s e r v i c e  

card   or  a  m a s t e r   c a r d ;  



-  s y s t e m   i d e n t i f i c a t i o n ,   i . e .   a  code  which   is  u n i q u e  

to  t he   l ock   s y s t e m   in  q u e s t i o n ,   e . g .   the   h o t e l ,   and  which  may 
c o m p r i s e   a  p l u r a l i t y   of  check  d i g i t s   or  check   t o t a l s   in  t h e  

d i g i t a l   d a t a   r e g i s t e r e d   on  the   c a r d ;  
-  l ock   i d e n t i f i c a t i o n ,   i . e .   i n f o r m a t i o n   d i s c l o s i n g  

which   lock   or  l o c k s ,   i . e .   h o t e l   r o o m ( s ) ,   t he   c a r d   i s  

l e g i t i m i z e d   to  o p e n ;  
-  v a l i d i t y   t i m e ,   i n c l u d i n g   i n f o r m a t i o n   c o n c e r n i n g   b o t h  

the   t o t a l   v a l i d i t y   t i m e ,   i . e .   the   f i r s t   and  the   f i n a l   day  o f  

v a l i d i t y ,   and  t h e   days   of  t he   week  and  t i m e s   of  day  to  w h i c h  

the   f u n c t i o n a b i l i t y   of  t he   c a rd   is  r e s t r i c t e d ;  
-  i n d i v i d u a l   l e g i t i m a c y  c o d e ,   which  may  c o m p r i s e   a  

m u l t i - d i g i t   number   s e l e c t e d   a t   random,   s a i d   number  c o n t a i n i n g  

so  many  d i g i t s   as  to  r e n d e r   the   r i s k   of  s e v e r a l   c a r d s  

c o n t a i n i n g   t he   same  i n d i v i d u a l   l e g i t i m a c y   code  h i g h l y  

i m p r o b a b l e .   In  a  l ock   s y s t e m   i n t e n d e d   fo r   h o t e l s   f o r   e x a m p l e ,  
not   a l l   c a r d s   need   be  p r o v i d e d   wi th   such  r a n d o m l y   s e l e c t e d  

i n d i v i d u a l   code .   For  e x a m p l e ,   only   the   g u e s t   c a r d s   and  m a s t e r  
: :3rds  need   be  p r o v i d e d   wi th   such  a  code ,   w h i l e   i n   s e r v i c e  

c a r d s   the   code  may  be  o m i t t e d .  

The  p r o g r a m m i n g   or  w r i t e - i n   a p p a r a t u s   i s   d e s i g n e d   s o  
t h a t   when  i s s u i n g   or  p r o g r a m m i n g   a  c a r d ,   t he   o p e r a t o r   is   a b l e  

to  d e t e r m i n e   t he   t y p e   of  ca rd   c o n c e r n e d ,   t h e   s y s t e m   i d e n t i -  

f i c a t i o n ,   the   l ock   i d e n t i f i c a t i o n ,   and  the   v a l i d i t y   t i m e ,  
bu t   no t   the   l e g i t i m a c y  c o d e   r a n d o m l y   s e l e c t e d   by  the   a p p a r a t u s  
i t s e l f .   N a t u r a l l y ,   t he   a p p a r a t u s   is  d e s i g n e d   so  t h a t   i t   c a n  

on ly   be  o p e r a t e d   by  s e l e c t e d ,   a u t h o r i z e d   p e r s o n n e l ,   w h i c h  

may  have  v a r y i n g   g r a d e s   of  a u t h o r i z a t i o n ,   such  t h a t ,   f o r  

e x a m p l e ,   the   s y s t e m   i d e n t i f i c a t i o n   can  on ly   be  d e t e r m i n e d  

and  c h a n g e d   by  a  few  p e o p l e ,   which  may  a l s o   a p p l y   to  t he   i s s u e  
of  a  m a s t e r   c a r d ,   f o r   e x a m p l e .  

The  lock   i l l u s t r a t e d   in  the   b l o c k   s c h e m a t i c   of  F i g .   2 

i n c l u d e s   a  c o n v e n t i o n a l   m a g n e t i c   c a r d   r e a d e r   3,  f o r   e x a m p l e  

a  r e a d e r   of  t he   M a g d a t - t y p e   MSC-170-IR,   or  t he   E r i c s s o n - t y p e  
KDT  30201,   i n t o   which   a  m a g n e t i c   c a r d   1  a c c o r d i n g   t o  

F i g u r e   1  can  be  i n s e r t e d ,   and  which  r e a d s   t he   d a t a   m a g n e t i -  
c a l l y   r e g i s t e r e d   on  the   c a r d .   The  lock   a l s o   i n c l u d e s   a  



c o n v e n t i o n a l   l o c k i n g   mechanism  4  which  can  be  o p e r a t e d  

e l e c t r i c a l l y   b e t w e e n   a  l o c k e d   and  an  u n l o c k e d   s t a t e .   A l s o  

i n c o r p o r a t e d   i n  t h e   lock   is  a  memory  6,  fo r   example   a  d i r e c t  

a c c e s s   s t o r e   of  the   type   d e s i g n a t e d   F u j i t s e   MB8414E,  a n d  

a  r e a l - t i m e   c l o c k   7,  for   example   of  t he   k ind   d e s i g n a t e d  
MM  58174  from  N a t i o n a l   S e m i c o n d u c t o r .   In  a d d i t i o n   h e r e t o ,  
t h e  l o c k   i n c l u d e s   a  l e g i t i m a c y   c o m p a r a t o r   8,  a  t i m e  

c o m p a r a t o r   9  and  a  p r o g r a m m i n g   u n i t   10,  the  func t iona l   p u r p o s e  
of  which   w i l l   be  made  a p p a r e n t   h e r e i n a f t e r .   The  lock   may  a l s o  

i n c o r p o r a t e   a  p o s i t i o n   s e n s o r   5,  f o r   example   in  the   form  o f  

a  m i c r o s w i t c h ,  w h i c h  d e t e c t s   t he   p o s i t i o n   of  a  lock   b o l t   i n  

the   l ock   mechan i sm  4 .  
The  memory  6,  which  is  s u i t a b l y   of  the   d i r e c t   a c c e s s  

t y p e ,   is  s u i t a b l y   a r r a n g e d   to  s t o r e   d i g i t a l   d a t a .   T h i s  
d a t a   can  be  c h a n g e d   wi th   t he   a id   of  t he   p r o g r a m m i n g   u n i t  

10.  The  a f o r e m e n t i o n e d   s y s t e m   i d e n t i f i c a t i o n   and  the   l o c k  

i d e n t i f i c a t i o n   p e r t a i n i n g   to  s a i d   lock   a re   a lways   s t o r e d  

in  the   memory.  The  a f o r e s a i d   i t ems   of  d a t a   a re   e n t e r e d   i n t o  

the   memory  6  b e f o r e   the   lock   is  i n s t a l l e d   b y , t e m p o r a r i l y /  

c o n n e c t i n g   the   lock   to  the   a f o r e m e n t i o n e d   p r o g r a m m i n g   o r  
w r i t e - i n   a p p a r a t u s   from  which  the   s y s t e m   i d e n t i f i c a t i o n   a n d  

lock  i d e n t f i c a t i o n   is  o b t a i n e d ,   and  e n t e r i n g   s a i d   d a t a   i n t o  
the  memory  6  t h r o u g h   the   p r o g r a m m i n g   u n i t   10 .  

The  l e g i t i m a c y   c o m p a r a t o r   8  is  a r r a n g e d   to  r e c e i v e   f r o m  
the  ca rd   r e a d e r   3,  the   d a t a   or  i n f o r m a t i o n   r e g i s t e r e d   on  
the  m a g n e t i c   ca rd   fed  to  the   c a rd   r e a d e r   3,  and  to  c o m p a r e  
t h i s   d a t a   w i th   d a t a   s t o r e d   in  t he   memory  6 .  

The  t ime  c o m p a r a t o r   9  is  d e s i g n e d   to  be  a b l e   to  make  

a  m u t u a l   c o m p a r i s o n   b e t w e e n   the   r e a l   t ime   g i v e n   by  the   r e a l -  
t ime  c l o c k   of  s a i d   l o c k ,   the   t i m e - i n f o r m a t i o n   r ead   from  a n  
i n s e r t e d   c a r d   by  the   ca rd   r e a d e r   3,  and  t i m e - i n f o r m a t i o n  
s t o r e d   in  the   memory  6 .  

The  f u n c t i o n a l   mode  o f  t h e   lock   w i l l   be  d e s c r i b e d   h e r e i n -  

a f t e r ,   f i r s t   wich  r e f e r e n c e   to  a  g u e s t   c a rd   of  the   k i n d  

a f o r e d e s c r i b e d ,   i . e .   a  ca rd   b e a r i n g   r e g i s t e r e d   d a t a   c o n c e r n i n g  
the  t ype   of  c a r d ,   s y s t e m   i d e n t i f i c a t i o n ,   v a l i d i t y   t i m e ,   a n d  

a  r andomly   s e l e c t e d   l e g i t i m a c y   c o d e .  



When  a  g u e s t   c a r d   of  t h i s   k ind   is  f i r s t   i n s e r t e d   i n t o   t h e  

ca rd   r e a d e r   3,  so  t h a t   d a t a   r e g i s t e r e d   on  the   ca rd   is  t r a n s -  
f e r r e d   to  t he   l e g i t i m a c y   c o m p a r a t o r   8,  the   r e a d e r   f i r s t   d e t e r -  
mines   t h a t   the   c a r d   i n s e r t e d   is   a  g u e s t   c a r d .   A  m i c r o -  

p r o c e s s o r   (not   shown  in  d e t a i l )   i n c o r p o r a t e d   in  t he   l ock   a n d  

b e i n g ,   fo r   e x a m p l e ,   of  t he   a f o r e m e n t i o n e d   k ind   d e s i g n a t e d  
AlM65  from  R o c k w e l l   i n s t r u c t s   the   t ime   c o m p a r a t o r   9  t o  

compare   the   v a l i d i t y   t i m e   r e a d   from  the   c a rd   wi th   the   r e a l  
t ime   g i v e n   by  the   r e a l - t i m e   c l o c k   7,  and  f u r t h e r   i n s t r u c t s  

the   l e g i t i m a c y   c o m p a r a t o r   8  to  compare   the   s y s t e m   i d e n t i -  
f i c a t i o n   and  t h e  l o c k   i d e n t i f i c a t i o n   in  the   d a t a   r ead   f r o m  

the   c a r d   w i t h   t he   s y s t e m - i d e n t i f i c a t i o n   d a t a   and  the   l o c k -  
i d e n t i f i c a t i o n   d a t a   p r e v i o u s l y   s t o r e d   i n  t h e   l ock   memory  6 .  
If   t h e s e   c o m p a r i s o n s   show  t h a t   t he   r e a l   t ime   g i v e n   by  t h e  
c l o c k   7  l i e s   w i t h i n   t h e   v a l i d i t y   t ime   r e g i s t e r e d   on  the   c a r d ,  
and  t h a t   the   s y s t e m   and  l ock   i d e n t i f i c a t i o n   d a t a   s t o r e d   i n  
the   memory  6  a g r e e   w i t h   t h e   s y s t e m   and  lock   i d e n t i f i c a t i o n  

d a t a   r e g i s t e r e d   on  t h e   c a r d ,   the   p r o g r a m m i n g   u n i t   10  i s  
o r d e r e d   to  s t o r e   a l l   t h e   d a t a   r e g i s t e r e d   on  the   c a rd   in  a  
s i t e   in  memory  6  i n t e n d e d   h e r e f o r ,   and  a c t u a t e s   the   l o c k  

m e c h a n i s m ,   to  open  t h e   l o c k .   I f ,   on  the   o t h e r   hand ,   one  o f  
the   c o m p a r i s o n s   shows  a  n e g a t i v e   r e s u l t ,   t he   lock   r e m a i n s  
l o c k e d   and  no  f u r t h e r   a c t i o n   t a k e s   p l a c e .   Thus ,   the   l o c k  

c a n n o t   be  opened   w i t h   a  g u e s t   c a r d   u n l e s s   the   ca rd   i s  
i n t e n d e d   f o r   t he   l o c a t i o n   and  the   lock   in  q u e s t i o n ,   and  u n l e s s  
i t   is  p r e s e n t e d   to  t he   lock   w i t h i n   t he   v a l i d i t y   t i m e  

r e g i s t e r e d   on  t he   c a r d .  

When  the   same  g u e s t   c a rd   is   a g a i n   i n t r o d u c e d   to  t h e  

card   r e a d e r   3,  the   t ime   c o m p a r a t o r   9  is  i n s t r u c t e d   to  c o m p a r e  
the  t ime  g i v e n   by  the   r e a l - t i m e   c l o c k   7  w i th   the   v a l i d i t y  
t ime  s t o r e d   as  d e s c r i b e d   above  in  the   s i t e   in  the   memory  6 

r e s e r v e d   f o r   g u e s t - c a r d   d a t e .   I f   the   r e s u l t   of  t h i s  

c o m p a r i s o n   is  p o s i t i v e ,   i . e .   the   v a l i d i t y   t ime   s t o r e d   i n  

the   memory  has  not   ye t   e x p i r e d ,   the   l e g i t i m a c y   c o m p a r a t o r   8 

is  i n s t r u c t e d   to  compare   t he   whole  of  the   d a t a   r ead   f r o m  

the  card   wi th   the   d a t a   s t o r e d   in  the   a f o r e s a i d   manner   i n  

the   memory  6,  in  the   s i t e   r e s e r v e d   fo r   the   g u e s t - c a r d   d a t a .  

I f   the   c o m p a r i s o n   shows  a g r e e m e n t   be tween   the   two  s e t s   o f  



d a t a ,   the   l e g i t i m a c y   c o m p a r a t o r   8  a c t u a t e s   the  l o c k  
mechanism  4,  to  open  the   l o c k .   I t   w i l l   be  e v i d e n t   f r o m  
t h i s   t h a t   is  is  not   p o s s i b l e   to  open  the  lock   wi th   the   a i d  

of  any  o t h e r   g u e s t   c a r d ,   even  though   sa id   card   s h o u l d   h a v e  

a  s t i l l   c u r r e n t   v a l i d i t y   t ime  and  c o n t a i n   bo th   the   r e l e v a n t  

sys t em  i d e n t i f i c a t i o n   d a t a   and  the  lock  i d e n t i f i c a t i o n   d a t a  

r e l e v a n t   to  the   lock   in  q u e s t i o n .   This  o t h e r   g u e s t   ca rd   w i l l  

namely  have  a  d i f f e r e n t   r a n d o m l y   s e l e c t e d   l e g i t i m a c y   c o d e  

to  t h a t   s t o r e d   in  t he   memory  6  of  s a i d   lock   in  t he   s i t e   f o r  

g u e s t - c a r d   d a t a .  
If   the   v a l i d i t y   t ime  s t o r e d   in  the  memory  6  in  t h e  

s i t e   fo r   g u e s t - c a r d   d a t a   has  e x p i r e d ,   when  a  g u e s t - c a r d   i s  

i n s e r t e d   i n t o   t he   ca rd   r e a d e r   3,  t h i s   w i l l   be  d i s c o v e r e d   a t  
the   c o m p a r i s o n   made  by  the   t ime  c o m p a r a t o r   9,  as  d e s c r i b e d  

above ,   b e t w e e n   s a i d   v a l i d i t y   t ime  and  the  t ime   g i v e n   by  t h e  
r e a l - t i m e   c l o c k   7.  When  t h i s   c o m p a r i s o n   g i v e s   a  n e g a t i v e  

r e s u l t ,   the   p r o g r a m m i n g   u n i t   10  is  i n s t r u c t e d   to  e r a s e   t h e  

v a l i d i t y   t ime  s t o r e d   in  the   memory  6,  w h e r e f o r e   the   s u b -  

s e q u e n t   c o m p a r i s o n   made  by  the   l e g i t i m a c y   c o m p a r a t o r   8 ,  

as  d e s c r i b e d   a b o v e ,   b e t w e e n   the   d a t a   r e g i s t e r e d   on  t h e  

g u e s t   card   and  the   g u e s t - c a r d   d a t a   s t o r e d   in  the   memory  6 
w i l l   a l s o   g ive   a  n e g a t i v e   r e s u l t ,   whereby  the   l o c k   is  n o t  

opened .   C o n s e q u e n t l y ,   the   card   can  not  be  used  to  open  t h e  

l o c k , - w h e n   the   v a l i d i t y   t ime   r e g i s t e r e d   on  the   ca rd   h a s  

e x p i r e d .  
I f   the   v a l i d i t y   t ime  fo r   the  p r e v i o u s l y   v a l i d   q u e s t  

card   has  e x p i r e d ,   and  a  newly  i s s u e d   g u e s t   card   is  i n s e r t e d  
i n t o   the   card   r e a d e r   3,  the   c o m p a r i s o n s   d e s c r i b e d   in  t h e  

f o r e g o i n g   p a r a g r a p h   w i l l   of  c o u r s e   a l s o   in  t h i s   ca se   g i v e  
n e g a t i v e   r e s u l t s .   The  t ime   c o m p a r a t o r   9  is  t hen   i n s t r u c t e d  

to  compare  the   t ime   g iven   by  the   r e a l - t i m e   c l o c k   7  w i t h  

the  v a l i d i t y   t ime   r e g i s t e r e d   on  the  new  g u e s t   c a r d ,   and  t h e  

l e g i t i m a c y   c o m p a r a t o r   8  is  i n s t r u c t e d   to  check  the   s y s t e m  
i d e n t i f i c a t i o n   d a t a   and  l o c k  i d e n t i f i c a t i o n   d a t a   r e g i s t e r e d  

on  the   new  g u e s t   card   in  the   a f o r e d e s c r i b e d   manne r .   If   a l l  

of  t h e s e   checks   g ive   p o s i t i v e   r e s u l t s ,   the   p r o g r a m m i n g  
u n i t   10  is  i n s t r u c t e d   to  s t o r e   the  da t a   r e g i s t e r e d   in  t h e  

new  g u e s t   card   in  the   s i t e   r e s e r v e d   fo r   g u e s t - c a r d   d a t a   i n  



t he   memory  6,  and  to  open  the   lock   mechan i sm  4.  Thus,   t h e  

p e r s o n   p o s s e s s i n g   the   new  g u e s t   card   is  a b l e   to  open  t h e  

l o c k ,   p r o v i d e d   t h a t   t he   v a l i d i t y   t ime  of  the   p r e v i o u s l y  
v a l i d   c a rd   has  e x p i r e d ,   and  at  the   same  t ime  the   d a t a   on  
t he   new  g u e s t   ca rd   is  s t o r e d   in  the   memory  6  so  t h a t   t h e  

new  g u e s t   ca rd   can  be  used  f o r   f u t u r e   o p e n i n g   of  the   l o c k .  

As  w i l l   be  u n d e r s t o o d ,   in  the   ca se   of  a  h o t e l   a  g u e s t  

may  d e c i d e   to  v a c a t e   h i s / h e r   room  e a r l i e r   t han   was  i n i -  

t i a l l y   i n t e n d e d ,   i . e .   b e f o r e   the   v a l i d i t y   t ime   of  the  c a r d  
i s s u e d   to  t he   g u e s t   has  e x p i r e d .   S i m i l a r   c i r c u m s t a n c e s   may 
o c c u r   w i t h   o t h e r   t y p e s   of  i n s t i t u t i o n s   or  e s t a b l i s h e d   : 
o r g a n i z a t i o n s .   In  such  c a s e s ,   in  o r d e r   to  e n a b l e   a  new 
g u e s t   to  e n t e r   t he   room,  i t   is  n e c e s s a r y  t o   i s s u e   a  c a r d  
which   w i l l   be  a c c e p t e d   by  the   l o c k ,   d e s p i t e   the   f a c t   t h a t  
t h e   memory  6  of  the   l ock   has  s t o r e d   t h e r e i n   d a t a   r e l a t i n g  
to  a  g u e s t   c a rd   whose  v a l i d i t y   t ime   has  not   ye t   e x p i r e d .  
This   is  r e a d i l y   a c h i e v e d   in  the   l ock   s y s t e m   a c c o r d i n g   t o  
the   i n v e n t i o n   by  s i m p l y   i s s u i n g   the   new  g u e s t   in  such  c a s e s  
w i t h   a  g u e s t   ca rd   c o n t a i n i n g   d a t a   which   i n c l u d e s   a  s e p a r a t e  
s o - c a l l e d   o v e r r i d e - c o d e ,   which  is  d e t e c t e d   by  the   l e g i t i m a c y  

c o m p a r a t o r   8  of  t he   l o c k ,   whe reupon   the   l ock   is  opened  a n d  
t he   d a t a   c o n t a i n e d - i n   the  new  g u e s t   ca rd   r e p l a c e s   the   d a t a  

p e r t a i n i n g   to  t he   e a r l i e r   ca rd   in  t he   l ock   memory  6,  a l w a y s  
p r o v i d e d ,   of  c o u r s e ,   t h a t   the   a f o r e d e s c r i b e d   checks   r e l a t -  

ing  to  t he   s y s t e m   and  the   l ock   i d e n t i f i c a t i o n   d a t a   and  t o  
t he   v a l i d i t y   t ime   of  the   new  g u e s t   ca rd   g i v e   p o s i t i v e  
r e s u l t s .   Those  g u e s t   c a rds   p r o v i d e d   w i th   an  o v e r r i d e   c o d e  

are   g i v e n   c o n s e c u t i v e   n u m b e r i n g   by  the   p r o g r a m m i n g   o r  
w r i t e - i n   a p p a r a t u s ,   so  t h a t   only   t he   ca rd   l a s t   i s s u e d   w i t h  

an  o v e r r i d e   f u n c t i o n   is  v a l i d   f o r   u s e .  
The  l o c k - f u n c t i o n s   in  r e s p e c t   of  a  m a s t e r   card  of  t h e  

a f o r e d e s c r i b e d   k ind  i n  t h e   same  manner   as  t h a t   d e s c r i b e d  

above   w i t h   r e f e r e n c e   to  a  g u e s t   c a r d ,   w i t h   t he   e x c e p t i o n  
t h a t   t he   l ock   i d e n t i f i c a t i o n   d a t a   r e g i s t e r e d   in  the  m a s t e r  
c a rd   is  c o n s t r u c t e d   so  t h a t   the   m a s t e r   ca rd   w i l l   b e  

a c c e p t e d   by  a  p l u r a l i t y   of  l o c k s ,   f o r   example   by  a l l   t h e  

l o c k s   in  a  h o t e l   or  by  a l l   the   l o c k s   w i t h i n   a  g iven   p a r t  
t h e r e o f .   When  w i s h i n g   to  i s s u e   a  new  master  card   which  is  t o  



r e p l a c e   an  e x i s i t i n g   m a s t e r   card   whose  v a l i d i t y   t ime  h a s  
not  e x p i r e d ,   the   p r o c e d u r e   a d o p t e d   d i f f e r s   from  t h a t   t a k e n  
wi th   the   a f o r e s c r i b e d   g u e s t   c a r d ,   insomuch   as  the  new  m a s t e r  

card   is  not   g iven   a  s p e c i a l   o v e r r i d e   code .   I n s t e a d ,   i t   i s  

e n s u r e d ,   in  a c c o r d a n c e   wi th   a  p r e f e r r e d   embod imen t   of  t h e  

i n v e n t i o n ,   t h a t   when  p rogramming   the   new  m a s t e r   c a r d ,   i t  

o b t a i n s   a  v a l i d i t y   t ime  which  e x t e n d s   beyond  the   v a l i d i t y  
t ime  of  t he   e a r l i e r   m a s t e r   c a r d .   Thus ,   the   l ock   is  s o  
d e s i g n e d   t h a t   the   l e g i t i m a c y   c o m p a r a t o r   8  a c c e p t s   such  a  
n e w - m a s t e r   c a r d ,   p r o v i d e d   wi th   a  l o n g e r   v a l i d i t y   t ime  t h a n  
the   v a l i d i t y   t ime  p r e v i o u s l y   r e g i s t e r e d   in  t he   memory  6  o f  
s a i d   m a s t e r   c a r d ,   and  in  c o n j u n c t i o n   t h e r e w i t h   s u b s t i t u t e s  
the   m a s t e r   ca rd   d a t a   p r e v i o u s l y   s t o r e d   in  s a i d   memory  w i t h  

the   d a t a   found   r e g i s t e r e d   on  the   new  m a s t e r   c a r d .  

The  d a t a   r e g i s t e r e d   on  a   s e r v i c e   ca rd   c o n t a i n s   no  

r andomly   s e l e c t e d   l e g i t i m a c y   code ,   bu t   on ly   d a t a   r e f e r r i n g  
to  s y s t e m   i d e n t i f i c a t i o n ,   lock   i d e n t i f i c a t i o n ,   i . e .   i d e n t i -  

f i c a t i o n s   of  t h o s e   l o c k s   or  rooms  to  which  the   s e r v i c e   c a r d  

has  a c c e s s ,   and  a  v a l i d i t y   t ime .   Thus ,   in  t he   ca se   of  a  
s e r v i c e   ca rd   the   lock  f u n c t i o n s   in  the   a b o v e - d e s c r i b e d   m a n n e r ,  
w i th   the   e x c e p t i o n   t h a t   none  of  the   d a t a   r e g i s t e r e d   in  t h e  

s e r v i c e   c a r d   is  s t o r e d   in  the   memory  6  of  the   l o c k .   T h u s ,  
in  r e s p e c t   of  a  s e r v i c e   c a r d ,   the   l e g i t i m a c y   c o m p a r a t o r   8 

s o l e l y   c h e c k s   the  s y s t e m - i d e n t i f i c a t i o n   d a t a   and  the   l o c k -  

i d e n t i f i c a t i o n   d a t a   on  the  ca rd   w i th   the   s y s t e m   and  l o c k  

i d e n t i f i c a t i o n   d a t a   s t o r e d   in  the   memory  6,  w h i l e   the   t i m e -  

c o m p a r a t o r   9  checks   the  ca rd   v a l i d i t y - t i m e   w i t h   the  r e a l  

t ime  g i v e n   by  the  r e a l - t i m e   c l o c k   7 .  

For  s e c u r i t y   r e a s o n s   i t   may  be  n e c e s s a r y   to  be  a b l e   t o  

change   the   sy s t em  i d e n t i f i c a t i o n   common  to  a l l   l o c k s   in  a  

s y s t e m ,   fo r   example   a  h o t e l .   As  p r e v i o u s l y   m e n t i o n e d ,   t h e  

s y s t e m - i d e n t i f i c a t i o n   da t a   has  o r i g i n a l l y   been   s t o r e d   in  t h e  

lock   memory  6,  by  t e m p o r a r i l y   c o n n e c t i n g   the   l o c k ,   p r i o r   t o  
i t s   i n s t a l l a t i o n ,   to  the  p rog ramming   or  w r i t e - i n   a p p a r a t u s .  

.In  o r d e r   to  o b v i a t e   the  n e c e s s i t y   of  c a r r y i n g   out   a  s i m i l a r  

p r o c e d u r e   when  c h a n g i n g   the   s y s t e m - i d e n t i f i c a t i o n   fo r   t h e  

s y s t e m ,   a  lock  sys t em  a c c o r d i n g   to  a  p r e f e r r e d   embodiment   o f  

the   i n v e n t i o n   is  d e s i g n e d   to  e n a b l e   the   s y s t e m   i d e n t i f i c a t i o n  



to  be  c h a n g e d ,   by  i s s u i n g   a  new  m a s t e r   c a rd   which  c o n t a i n s  

both  t h e   old  and  t he   new  s y s t e m   i d e n t i t i c a t i o n ,   and  a l s o   a  

s p e c i a l   o p e r a t i o n   code .   When  t h i s   new  m a s t e r   c a rd   i s  

i n s e r t e d   i n t o   a  l o c k ,   t h e   l ock   d e t e c t s   s a i d   o p e r a t i o n   c o d e  

and  the   p r o g r a m m i n g   u n i t   10  in  t h e   lock   is  o r d e r e d   to  r e p l a c e  
the   o ld   s y s t e m - i d e n t i f i c a t i o n   d a t a   s t o r e d   in  t he   l ock   memory 
6  w i t h   t he   new  s y s t e m - i d e n t i f i c a t i o n   d a t a   r e g i s t e r e d   on  t h e  

new  m a s t e r   c a r d .  

In  a  p r e f e r r e d   embod imen t   of  t he   i n v e n t i o n   the   p o s i t i o n  
s e n s o r   5  of  t h e   l ock   i l l u s t r a t e d   in  F i g u r e   2  may  b e  

a r r a n g e d   to  s e n s e   a  s p e c i a l   p o s i t i o n   f o r   a  lock   b o l t   in  t h e  

l ock   mechan i sm  4,  to  which   the   l ock   b o l t   may  be  moved  

m a n u a l l y   by  the   h o t e l   g u e s t   from  i n s i d e   the   d o o r .   Upon  m a n u a l  

a c t u a t i o n   of  the   l ock   b o l t  i n   t h i s   way,  the   p o s i t i o n   s e n s o r  
5  a c t s   upon  the   l e g i t i m a c y   c o m p a r a t o r   8  in  a  manner  such  t h a t  

s a i d   c o m p a r a t o r   no  l o n g e r   a c c e p t s ,   fo r   e x a m p l e ,   a  s e r v i c e  

c a r d ,   bu t   on ly   m a s t e r   c a r d s   and  g u e s t   c a r d s .   This   f u n c t i o n   c a n  
be  employed   when  a  g u e s t   does  wish   to  be  d i s t u r b e d .   If   t h e  

h o t e l   room  is   f u r n i s h e d   w i th   a  s a f e ,   in  which  a  g u e s t ' s  
v a l u a b l e s   can  be  k e p t ,   t he   s a f e   l ock   can  be  d e s i g n e d   so  t h a t  
t he   p o s i t i o n   s e n s o r   5  is  c o n s t a n t l y   a c t i v a t e d ,   w h e r e u p o n  
the   s a f e   can  on ly   be  opened   w i t h   a  g u e s t   c a r d   and  a  m a s t e r  
c a r d .   In  t h i s   r e s p e c t ,   t he   p o s i t i o n   s e n s o r   5  may  a l s o  

be  a r r a n g e d  t o   a c t   upon  the   l e g i t i m a c y   c o m p a r a t o r   8 

in  a  manner   such  t h a t   t he   c o m p a r a t o r   w i l l   no t   a c c e p t   a  g u e s t  
c a r d   p r o v i d e d   w i t h   an  o v e r r i d e   code  of  the   a f o r e m e n t i o n e d   k i n d .  

So  t h a t   t he   l o c k s   w i l l   not   be  e f f e c t e d   by  a  p o w e r  
f a i l u r e ,   t he   l o c k s   of  a  l ock   s y s t e m   a c c o r d i n g   to  t he   i n v e n t i o n  

a re   s u i t a b l y   s u p p l i e d   w i t h   power  from  i n d i v i d u a l   b a t t e r i e s .  

When  a  lock   is  t a k e n   ou t   of  o p e r a t i o n   or  removed  from  t h e  

s y s t e m ,   e . g .   f o r   r e p a i r ,   change   of  b a t t e r i e s ,   or  to  c h a n g e  

a  whole  l o c k ,   the   r e p a i r e d   or  new  lock   can  be  r e a d i l y   made  

o p e r a b l e  ,   by  c o n n e c t i n g   i t   t e m p o r a r i l y   to  the   p r o g r a m m i n g  

or  w r i t e - i n   a p p a r a t u s , s u c h   as  to  i n s e r t   the   r e q u i s i t e   s y s t e m  
and  lock   i d e n t i f i c a t i o n   d a t a   i n t o   t he   memory  of  s a i d   l o c k .  

At  t he   same  t i m e ,   t he   c l o c k   7  of  t he   lock   is  s y n c h r o n i s e d  
wi th   t he   r e a l - t i m e   c l o c k   in  the   p r o g r a m m i n g   a p p a r a t u s .  



As  w i l l   be  u n d e r s t o o d   i t   is  p o s s i b l e   to  i n c o r p o r a t e  

m a n y  f u r t h e r   f u n c t i o n s   in  a  lock   sy s t em  a c c o r d i n g   to  t h e  

i n v e n t i o n ,   and  t h a t   such  a  s y s t e m   can  be  d e s i g n e d   i n  

v a r i o u s   ways  fo r   d i f f e r e n t   p u r p o s e s   of  u s e .  

A l t h o u g h   not  e x p r e s s l y   m e n t i o n e d   in  the   a f o r e g o i n g ,  
i t   w i l l   be  u n d e r s t o o d   t h a t   the   m a g n e t i c   ca rd   1  can  be  r e -  

programmed  and  used  a  r e p e a t e d   number  of  t i m e s ,   s imply   by  
p r e s e n t i n g   the  card  to  the  a f o r e d e s c r i b e d   p r o g r a m m i n g   a n d  
w r i t e - i n   a p p a r a t u s   each  t ime  the   ca rd   is  to  be  r e n e w e d .   I n  
t h i s   r e s p e c t ,   the   p rog ramming   and  w r i t e - i n   a p p a r a t u s   i s  

a d v a n t a g e o u s l y   d e s i g n e d   to  r e c o r d   t h e r e i n   the   number  o f  
t imes   an  i n d i v i d u a l   card   has  been  r enewed   and  f r e s h   d a t a  

r e g i s t e r e d   t h e r e i n .   In  t h i s   way,  i t   is  p o s s i b l e   to  e s t i m a t e  

when  a  card  has  been  used  so  many  t i m e s   t h a t   t h e r e   i s  

d a n g e r   of  i t   b e i n g   worn  to  such  an  e x t e n t   as  to  r e n d e r   t h e  
card   u n s e r v i c e a b l e   and  u n r e l i a b l e .  



1.  A  lock   sy s t em  i n c l u d i n g   at  l e a s t   one  l ock   and  at  l e a s t  

one  key  f o r   u n l o c k i n g   the   l o c k ,   in  w h i c h  

the   key  c o m p r i s e s   a  ca rd   (1)  p r o v i d e d   wi th   m a g n e t i c a l l y *  

r e g i s t e r e d   d a t a   ( 2 ) ,   a n d  

the   l ock   i n c l u d e s   a  l o c k i n g   mechan i sm  (4)  h a v i n g  

e l e c t r i c a l l y   a c t u a b l e   means  for   u n l o c k i n g   the   same,  a  

m a g n e t i c - c a r d   r e a d e r   (3)  a r r a n g e d   to  r e c e i v e   a  card   (1)  o f  

the   a f o r e m e n t i o n e d   k ind   and  to  r e a d   the   d a t a   r e g i s t e r e d  

t h e r e o n ,   a  memory  (6)  f o r   s t o r i n g   d a t a ,   and  a  c o m p a r i s o n  

means  (8,  9)  f o r   c o m p a r i n g   the   d a t a   s t o r e d   in  s a id   memory  ( 6 )  

w i t h   d a t a   r e a d   from  s a i d   ca rd   by  means  of  s a i d   m a g n e t i c - c a r d  
r e a d e r   (3)  and  f o r   a c t i n g   upon  the   l o c k i n g   mechanism  (4)  i n  

r e s p o n s e   to  s a i d   c o m p a r i s o n ,  
c h a r a c t e r i z e d   in  t h a t  

the   d a t a   (2)  r e g i s t e r e d   on  the   ca rd   (1)  i n c l u d e s   a  l o c k  

i d e n t i f i c a t i o n   a l l o t t e d   to  the   l o c k ,   a  v a l i d i t y   t i m e  

e x p r e s s e d   in  r e a l   t i m e ,   and  a  r a n d o m l y   s e l e c t e d   l e g i t i m a c y  
code  a l l o t t e d   i n d i v i d u a l l y   to  the   c a r d ;  

t he   l ock   i n c l u d e s   a  r e a l - t i m e   c l o c k   (7)  and  a  p r o g r a m m i n g  
u n i t   (10)  f o r   e n t e r i n g   d a t a   i n t o   s a i d   memory  (6)  and  f o r  

c h a n g i n g   the   d a t a   c o n t e n t   of  s a i d   m e m o r y ;  
the   c o m p a r i s o n   means  of  the   l o c k  i n c l u d e s   a  l e g i t i m a c y  

c o m p a r a t o r   (8)  and  a  t ime   c o m p a r a t o r   ( 9 ) ;  
t he   memory  (6)  of  s a i d   lock   i n c l u d e s   s a i d   l o c k -  

i d e n t i f i c a t i o n   d a t a   and  is  c a p a b l e   of  s t o r i n g   card   d a t a   o f  
the   a f o r e m e n t i o n e d   k i n d ;  
and  in  t h a t   upon  i n s e r t i o n   of  a  c a rd   of  t he   a f o r e m e n t i o n e d  
k ind   in  t he   card   r e a d e r   ( 3 ) ,  

a)  the   t ime   c o m p a r a t o r   (9)  is   a r r a n g e d   to  compare  t h e  

r e a l   t ime   g iven   by  the   r e a l - t i m e   c l o c k   (7)  w i th   t he   v a l i d i t y  
t ime  in  the   card  data  stored  in  the  memory  (6)  and  the   l e g i t i m a c y  

c o m p a r a t o r   (8)  is  a r r a n g e d   to  compare   the   d a t a   r e g i s t e r e d  

on  s a i d   card   wi th   the   c a rd   d a t a   s t o r e d   in  t he   memory  ( 6 ) ,  
the   l o c k i n g   mechan i sm  (4)  b e i n g   c a u s e d   to  t a k e   i t s  



u n l o c k e d  s t a t e   i f   a l l   s a i d   c o m p a r i s o n s   are  in  a g r e e m e n t ,  
b)  w h e r e a s ,   i f   the   c o m p a r i s o n   made  by  the  t ime  c o m p a r a t o r  
(9)  b e t w e e n   the   r e a l   t ime  g iven   by  the  r e a l - t i m e   c l o c k   ( 7 )  

and  the   v a l i d i t y   t ime   in  the   card   d a t a   s t o r e   in  the   memory 
(6)  i n d i c a t e s   d i s a g r e e m e n t ,   or  no  card   d a t a   is  s t o r e d   in  t h e  

memory  ( 6 ) ,   the   t ime   c o m p a r a t o r   (9)  is  a r r a n g e d   to  c o m p a r e  
the  v a l i d i t y   t ime   r e g i s t e r e d   on  s a id   ca rd   wi th   the   r e a l   t i m e  

g iven   by  the   r e a l - t i m e   c l o c k   ( 7 ) ,   and  the   l e g i t i m a c y  

c o m p a r a t o r   (8)  is  a r r a n g e d   to  compare  the  l o c k - i d e n t i f i c a t i o n  

d a t a   r e g i s t e r e d   on  s a i d   card   wi th   the   l o c k - i d e n t i f i c a t i o n  

d a t a   s t o r e d   in  the   memory  (6 ) ,   and  i f   t h e s e   c o m p a r i s o n s  

are  in  a g r e e m e n t ,   t he   l ock   mechanism  (4)  is  c a u s e d   to  t a k e  
i t s   u n l o c k e d   s t a t e   and  the   p rog ramming   u n i t   (10)  is  c a u s e d  

to  remove  any  ca rd   d a t e   a l r e a d y   s t o r e d   in  the   memory  a n d  

to  s t o r e   the   d a t a   r e g i s t e r e d   on  s a i d   ca rd   in  t he   memory  ( 6 ) ,  

2.  A  l ock   s y s t e m   a c c o r d i n g   to  c l a i m   l ,  c h a r a c t e r i z e d   i n  

t h a t   t he   d a t a   r e g i s t e r e d   on  the  card   may  a l s o   i n c l u d e   a  

s e p a r a t e   o v e r r i d e   code ,   which  the  l e g i t i m a c y   c o m p a r a t o r   ( 8 )  

in  the   l o c k   is  a r r a n g e d   to  d e t e c t ,   when  the   ca rd   is  i n t r o -  
duced  to  the   m a g n e t i c - c a r d   r e a d e r   ( 3 ) ,   in  which  c a s e ,   i f  
the   a f o r e m e n t i o n e d   c o m p a r i s o n   made  by  t h e  
t ime  c o m p a r a t o r   (9)  b e t w e e n   the   r e a l   t ime  g i v e n   by  the   r e a l -  
t ime  c l o c k   (7)  and  the   v a l i d i t y   t ime  s t o r e d   in  t he   memory  ( 6 )  
r e s u l t s   in  a g r e e m e n t ,   w h e r e a s   the   a f o r e s a i d   c o m p a r i s o n   made  

by  the   l e g i t i m a c y   c o m p a r a t o r   (8)  be tween   the   d a t a   r e g i s t e r e d  
on  the  ca rd   and  the   ca rd   d a t a   s t o r e d   in  the   m e m o r y ( 6 ) i n d i c a t e s  
d i s a g r e e m e n t , l 1 t h e   t ime   c o m p a r a t o r   (9)  is  a r r a n g e d   to  c o m p a r e  
the  v a l i d i t y   t ime   r e g i s t e r e d   on  s a id   card   w i t h   the   r e a l   t i m e  

g iven   by  the   r e a l - t i m e   c l o c k   ( 7 ) ,   and  the   l e g i t i m a c y  

c o m p a r a t o r   (8)  is  a r r a n g e d   to  compare  the  l o c k - i d e n t i f i c a t i o n  
d a t a   r e g i s t e r e d   on  s a i d   ca rd   wi th   the   l o c k - i d e n t i f i c a t i o n  
da t a   s t o r e d   in  the   memory  and,   i f   t h e s e   c o m p a r i s o n s   are  i n  

a g r e e m e n t ,   the   l ock   mechan i sm  (4)  is  c a u s e d  t o   t a k e   i t s  

u n l o c k e d   s t a t e   and  the   p r o g r a m m i n g   u n i t   (10)  is  c a u s e d   t o  

r e p l a c e   the   c a rd   d a t a   p r e v i o u s l y   s t o r e d   in  the   memory  ( 6 )  

wi th   t he   c a rd   d a t a   r e g i s t e r e d   on  s a i d   c a r d .  

3.  A  l ock   s y s t e m   a c c o r d i n g   to  c l a im  1  or  c l a i m   2  a n d  

i n c l u d i n g   a  p l u r a l i t y   of  l o c k s ,   c h a r a c t e r i z e d   in  t h a t  

m u t u a l l y   d i f f e r e n t   l o c k s   have  m u t u a l l y   d i f f e r e n t   l o c k -  



i d e n t i f i c a t i o n   codes   s t o r e d   in  t h e i r   memor ies   and  a l s o   a  
s y s t e m - i d e n t i f i c a t i o n   code  common  f o r   the  whole   of  the   s y s t e m ;  
in  t h a t   a l l   the   m a g n e t i c   c a r d s   i n t e n d e d   fo r   u n l o c k i n g   r e s p e c -  
t i v e   l o c k s   in  t he   s y s t e m   a l s o   c o n t a i n   s a i d   s y s t e m   i d e n t i f i -  

c a t i o n   in  t he   d a t a   r e g i s t e r e d   on  the   c a r d ,   t h e   l e g i t i m a c y  

c o m p a r a t o r s   (8)  in  r e s p e c t i v e   l o c k s   b e i n g   a r r a n g e d   to  c o m p a r e  
t he   s y s t e m - i d e n t i f i c a t i o n   code  r e g i s t e r e d   on  an  i n s e r t e d  
c a r d   w i t h   t h e   s y s t e m - i d e n t i f i c a t i o n   code  s t o r e d   in  the   memory 
(6)  of  s a i d   l o c k   in  t he   same  manner   as  t he   c o m p a r i s o n   b e t w e e n  
t he   l o c k   i d e n t i f i c a t i o n   code  r e g i s t e r e d   on  an  i n s e r t e d   c a r d  
w i t h   t h e   l o c k - i d e n t i f i c a t i o n   code  s t o r e d   in  t he   memory  o f  
s a i d   l o c k .  

4.  A  l o c k   s y s t e m   a c c o r d i n g   to  C la im  3,  c h a r a c t e r i z e d  
in  t h a t   i t   i n c l u d e s   a t   l e a s t   one  f u r t h e r   m a g n e t i c   c a r d ,  t h e  

s t o r e d   d a t a   of  w h i c h ,   in  a d d i t i o n   to  s a i d   s y s t e m   i d e n t i f i c a t i o n ,  
t h e   v a l i d i t y   t i m e   e x p r e s s e d   in  r e a l   t i m e   and  a  r a n d o m l y  
s e l e c t e d   l e g i t i m a c y   c o d e ,   a l s o   c o n t a i n s   a  l ock   i d e n t i f i c a t i o n  
w h i c h  i s   so  f o r m e d   as  to  c o i n c i d e   w i th   lock   i d e n t i f i c a t i o n  
d a t a   s t o r e d   in  t he   m e m o r i e s   in  a  p r e - d e t e r m i n e d   number  o f  
t h e  l o c k s   i n c o r p o r a t e d   in  t he   s y s t e m ,   so  t h a t   s a i d   c a r d   c a n  
be  u s e d   f o r   u n l o c k i n g   s a i d   p r e - d e t e r m i n e d   n u m b e r  o f   l o c k s .  

5.  A  l o c k   s y s t e m   a c c o r d i n g   to  C la im  3,  c h a r a c t e r i z e d  
in  t h a t   i t   i n c l u d e s   a t   l e a s t   one  f u r t h e r   m a g n e t i c   c a r d ,   w h o s e  

r e g i s t e r e d   d a t a   i n c l u d e s   s a i d   s y s t e m   i d e n t i f i c a t i o n ,  a   l o c k  
i d e n t i f i c a t i o n   v a l i d   f o r   a  g i v e n   lock   or  a  n u m b e r  o f   g i v e n  
l o c k s   in   t h e   s y s t e m ,   and  a  v a l i d i t y   t ime   e x p r e s s e d   in  r e a l  
t i m e ,   b u t   no  r a n d o m l y   s e l e c t e d   l e g i t i m a c y   c o d e ,   bu t   m e r e l y   a  
code   w h i c h   i d e n t i f i e s   t h i s   t y p e   of  a d d i t i o n a l   c a r d ,   w h e r e w i t h  
t he   l e g i t i m a c y   c o m p a r a t o r   (8)  i n c o r p o r a t e d   in  a  l o c k   i s  

a r r a n g e d ,   when  s a i d   a d d i t i o n a l   c a r d   is  i n t r o d u c e d   to  t h e  
c a r d   r e a d e r   (3)  of  s a i d   l o c k ,   to  d e t e c t   s a i d   code  i d e n t i f y i n g  
s a i d   c a r d   t y p e ,   w h e r e w i t h   t he   l e g i t i m a c y   c o m p a r a t o r   i s  
a r r a n g e d   to   c o m p a r e   t h e   s y s t e m   and  l ock   i d e n t i f i c a t i o n   d a t a   r e g i s -  
t e r e d   on  t h e   c a r d   w i t h   the   s y s t e m   and  l ock   i d e n t i f i c a t i o n  
d a t a   r e g i s t e r e d   in  t he   memory  (6)  of  t he   l o c k ,   and  the   t i m e  
c o m p a r a t o r   (9)  of  s a i d   l ock   is  a r r a n g e d   to  compare   the   v a l i d i t y  
t ime   r e g i s t e r e d   on  t he   c a r d   w i th   the   r e a l   t ime  g i v e n   by  t h e  



r e a l - t i m e  c l o c k   (7)  and,   when  a l l   the   c o m p a r i s o n s   a re   i n  

a g r e e m e n t   w i th   a n o t h e r ,   to  c a u s e   the   lock   mechan i sm  (4)  t o  

t a k e   an  u n l o c k i n g   s t a t e .  
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