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@  Cryptographic  key  management  system. 

  A  central  host  computer  (20)  is  connected  to  a  plurality 
of  transaction  card  issuing  institutions  (e.g.  banks)  24  and  to 
a  plurality  of  transaction  terminals  (22).  The  host  (20)  gen- 
erates  a master  key  which  is  distributed  to  all  terminals  (22), 
and  generates  a  plurality  of  secondary  keys,  one  for  each 
issuer  (24),  each  secondary  key  being  generated  by  encryp- 
tion  of  data  identifying  the  respective  issuer  (24).  The  issuer 
(24)  places  the  data  identifying  itself  (BIN)  on  each  card  it  is- 
sues.  Also  authorization  information  is  encrypted  under  the 
respective  secondary  key  and  placed  on  the  card.  The 
authorization  information  can  include  anticounterfeiting 
digits  or  a  personal  identification  number  (PIN).  When  the 
card  is  applied  to  a  transaction  terminal  (22),  the  encrypted 
information  is  read  by  the  terminal,  and  also  the  respective 
secondary  key  is  derived  by  the  terminal  (22)  by  encryption 
of  the  issuer  identifying  data  (BIN)  under  the  master  key. 
The  secondary  key',  thus  derived  is  used  by  the  terminal 
(22)  to  permit  off-line  analysis  of  the  encrypted  authoriz- 
ation  information  on  the  card  by  comparison  with  data  en- 
tered  manually  at  the  terminal  (22)  by  the  card  owner,  and/ 
or  with  non-encrypted  data  on  the  card. 



T e c h n i c a l   F i e l d  

The  s u b j e c t   i n v e n t i o n   r e l a t e s   to  a  s y s t e m   f o r  

d i s t r i b u t i n g   c r y p t o g r a p h i c   k e y s   in  an  e l e c t r o n i c   f u n d s  

t r a n s f e r   (EFT)  e n v i r o n m e n t .   The  key  m a n a g e m e n t   s y s t e m  

is   p a r t i c u l a r l y   s u i t e d   to   p e r m i t   o f f - l i n e   v e r i f i c a t i o n  

of  t r a n s a c t i o n   c a r d s   at   a u t h o r i z a t i o n   t e r m i n a l s .  

B a c k g r o u n d   A r t  

In  r e c e n t   y e a r s ,   t h e r e   has   been   a  c l e a r   t r e n d   i n  

s o c i e t y   to   e l i m i n a t e   t h e   use   of  c a s h   in  f i n a n c i a l  

t r a n s a c t i o n s .   F i n a n c i a l   t r a n s a c t i o n   c a r d s   a r e   c o m m o n l y  

u s e d   as  a  r e p l a c e m e n t   f o r   c a s h .   T h e s e   c a r d s ,  w h i c h   c a n  

e i t h e r   be  c r e d i t   c a r d s   or   d e b i t   c a r d s ,   can  be  u s e d  

i n s t e a d   of  c a s h   to   p u r c h a s e   g o o d s   or  s e r v i c e s   f r o m   a  

m e r c h a n t .   Many  c a r d s   can  a l s o   be  u t i l i z e d   to   o b t a i n  

c a s h   or   t r a v e l l e r ' s   c h e c k s   f rom  f i n a n c i a l   i n s t i t u t i o n s  

or  m e r c h a n t s ,   i n c l u d i n g   t h r o u g h   t h e   use   of  a u t o m a t i c  

t e l l e r   m a c h i n e s   ( A T M ' s ) .  

The  w i d e s p r e a d   use   of  t r a n s a c t i o n   c a r d s   h a s  

p r o d u c e d   a  c o n c o m i t t a n t   i n c r e a s e   in  a s s o c i a t e d   f r a u d .  

T h e r e   a r e   many  t y p e s   of  t r a n s a c t i o n   c a r d   f r a u d .   F o r ,  

e x a m p l e ,   c r i m i n a l s   h a v e   u s e d   l o s t   or  s t o l e n   c a r d s   t o  

p u r c h a s e   g o o d s   or   s e r v i c e s .   C r i m i n a l s   have   a l s o  

d u p l i c a t e d   or   c o u n t e r f e i t e d   c a r d s   u s i n g   v a l i d   a c c o u n t  

n u m b e r s .  

A  n u m b e r   of  s y s t e m s   have   been   i m p l e m e n t e d   in  o r d e r  

to  r e d u c e   t h e s e   f r a u d   l o s s e s .   One  a p p r o a c h   i s   t o  

d i s t r i b u t e   a  l i s t   of  l o s t   or  s t o l e n   c a r d s   to  m e r c h a n t s .  

T h i s   l i s t   m u s t   be  c h e c k e d   at  t h e   t i m e   of  p u r c h a s e   t o  

see   i f   a  c a r d ,   w h i c h   has   been   p r e s e n t e d ,   i s   v a l i d .  

U n f o r t u n a t e l y ,   t h e r e   a r e   d i f f i c u l t i e s   w i t h   t h i s  

a p p r o a c h .   For   e x a m p l e ,   i t   t a k e s   t i m e   to  d i s t r i b u t e   t h e  

bad  c a r d   l i s t   a f t e r   t h e   c a r d   has   been   r e p o r t e d   l o s t  o r  



s t c r l e n .   F u r t h e r m o r e ;   c a r d   n u m b e r s   r e m a i n   on  t he   l i s t  

f o r   o n l y   a  c e r t a i n   p e r i o d   of  t i m e   and  when  t h e   n u m b e r s  

a r e   r e m o v e d ,   a c t i v e   f r a u d   c a n  r e s u m e .   F i n a l l y ,   i t   i s  

q u i t e   d i f f i c u l t   to  i n s u r e   t h a t   a l l   c l e r k s   in  a  m e r c h a n t  

e s t a b l i s h m e n t   w i l l   r e l i g i o u s l y   r e f e r   to  t h e   c a r d   l i s t .  

A n o t h e r   a p p r o a c h ,   w h i c h   o v e r c o m e s   many  of  t h e  

s h o r t c o m i n g s   of  c a r d   l i s t s ,   i n c l u d e s   o n - l i n e  

a u t h o r i z a t i o n   t e r m i n a l s .   In  t h i s   s c e n a r i o ,   m e r c h a n t s  

a r e   p r o v i d e d   w i t h   e l e c t r o n i c   t e r m i n a l s   t h a t   a r e  

c o n n e c t e d   to   t h e   i s s u e r   of  t h e   c a r d s ,   p o s s i b l y   t h r o u g h  

a  c e n t r a l   p r o c e s s o r .   When  a  c u s t o m e r   p r e s e n t s   a  c a r d ,  

i n f o r m a t i o n   e n c o d e d   on  t he   c a r d   i s   r e a d   i n t o   t h e  

t e r m i n a l .   The  t e r m i n a l   c o m m u n i c a t e s   t h i s   i n f o r m a t i o n  

o v e r   t r a n s m i s s i o n   l i n e s   to  a  h o s t   c o m p u t e r   h a v i n g  

i n f o r m a t i o n   on  t h e   c a r d   h o l d e r .   I f   t h e   c a r d   i s   v a l i d  

and  t h e   t r a n s a c t i o n   d o e s   no t   e x c e e d   a  s p e c i f i e d   l i m i t ,  

t h e   h o s t   c o m p u t e r   w i l l   r e t u r n   an  a p p r o v a l   to  t h e  

m e r c h a n t .  

W h i l e   t h i s   a p p r o a c h   i s   an  i m p r o v e m e n t   o v e r   t h e   u s e  

of  bad  c a r d   l i s t s ,   i t   a l s o   has   d r a w b a c k s .   For   e x a m p l e ,  

c o u n t e r f e i t   c a r d s   can  be  g e n e r a t e d   w i t h   v a l i d   a c c o u n t  

n u m b e r s   w h i c h   w i l l   n o t   be  s c r e e n e d   by  t h e   s y s t e m .   I n  

a d d i t i o n ,   b e c a u s e   of  h i g h   c o m m u n i c a t i o n   c o s t s ,   n o t   a l l  

t r a n s a c t i o n s   a r e   t y p i c a l l y   a u t h o r i z e d .   T h u s ,   a  l o s t  o r  
s t o l e n   c a r d   can  o f t e n   be  u s e d   in  a  r e m o t e   g e o g r a p h i c a l  

a r e a   to  p u r c h a s e   g o o d s .  

B e c a u s e   of  t h e s e   l a t t e r   s h o r t c o m i n g s ,   o t h e r  

s y s t e m s   h a v e   b e e n   r e c e n t l y   p r o p o s e d   to  i n c r e a s e  

s e c u r i t y .   One  m e t h o d ,   w h i c h   t h e   a p p l i c a n t   h a s  

d e v e l o p e d ,   i n c l u d e s   p l a c i n g   a  s e c r e t ,   e n c r y p t e d   code   o n  

t h e   c a r d   to   g u a r d   a g a i n s t   c o u n t e r f e i t i n g .   P r e f e r a b l y ,  

a n t i c o u n t e r f e i t i n g   c h e c k   d i g i t s   a r e   d e r i v e d   b y  

e n c r y p t i n g   t h e   p e r s o n a l   a c c o u n t   n u m b e r   (PAN)  a s s o c i a t e d  

w i t h   t h e   c a r d .   T h e s e   c r y p t o g r a p h i c   c h e c k   d i g i t s   a r e  

e n c o d e d   o n t o   t h e   m a g n e t i c   s t r i p e   of  t h e   c a r d .   When  t h e  

c a r d   is   p r e s e n t e d  t o   t h e  m e r c h a n t ,   t h e   i n f o r m a t i o n   o n  



t h e   m a g n e t i c   s t r i p e ,   w h i c h   i n c l u d e s - t h e   PAN  and  t h e  

c h e c k   d i g i t s ,   i s   r e a d   and  t r a n s m i t t e d   to   t h e   c e n t r a l  

p r o c e s s o r .   At  t h e   c e n t r a l   p r o c e s s o r ,   t h e   t r a n s m i t t e d  

PAN  i s   e n c r y p t e d   in  a  m a n n e r   s i m i l a r  t o   t h e   g e n e r a t i o n  

of  t h e   c r y p t o g r a p h i c   c h e c k   d i g i t s .   I f   t h e   two  r e s u l t s  

c o m p a r e   f a v o r a b l y ,   t h e   c a r d   can  be  a u t h o r i z e d .   As  c a n  

be  a p p r e c i a t e d ,   w i t h o u t   k n o w l e d g e   of  t h e   e n c r y p t i o n  

t e c h n i q u e   u s e d   to   g e n e r a t e   t h e   c h e c k   d i g i t s ,   t h e  

c o u n t e r f e i t e r   m e r e l y   h a v i n g   a  v a l i d   p e r s o n a l   a c c o u n t  

n u m b e r ,   c o u l d   n o t   g e n e r a t e   v a l i d   c h e c k   d i g i t s .  

A n o t h e r   a p p r o a c h   to   r e d u c i n g   f r a u d   l o s s e s   i s   t o  

r e q u i r e   t h e   use   of  p e r s o n a l   i d e n t i f i c a t i o n   n u m b e r s  

( P I N ' s ) .   In  t h i s   t e c h n i q u e ,   a  p a r t i c u l a r   PIN  i s  

a s s i g n e d   t o   e a c h   c a r d   h o l d e r .   The  PIN  may  be  e i t h e r  

s e l e c t e d   by  t h e   c a r d   h o l d e r   or   i s s u e d   by  t h e   f i n a n c i a l  

i n s t i t u t i o n .   T h i s   a p p r o a c h   i s   u t i l i z e d   t o d a y   in  m a n y  
b a n k s   h a v i n g   a u t o m a t i c   t e l l e r   m a c h i n e s .   When  a  

t r a n s a c t i o n   i s   to  t a k e   p l a c e ,   t h e   c a r d h o l d e r   w i l l   e n t e r  

h i s   PIN  i n t o   t h e   t e r m i n a l .   The  PIN  is   t r a n s m i t t e d ,  

a l o n g   w i t h   t h e   a c c o u n t   n u m b e r   on  t h e   c a r d ,   to   t h e  

c e n t r a l   h o s t .   The  c e n t r a l   h o s t   c o m p a r e s   t h e   t r a n s -  

m i t t e d   PIN  w i t h   t h e   a s s o c i a t e d   PIN  s t o r e d   a t   t h e  

c e n t r a l   l o c a t i o n .   I f   t h e s e   n u m b e r s   m a t c h ,   t h e   c a r d  

h o l d e r   is   i d e n t i f i e d   as  t h e   a u t h o r i z e d   u s e r   of  t h e  

c a r d .   The  l a t t e r   a p p r o a c h   i s   e f f e c t i v e   to  r e d u c e   t h e  

u n a u t h o r i z e d   u se   of  l o s t   or  s t o l e n   c r e d i t   c a r d s .  

The  a b o v e   t e c h n i q u e s ,   h o w e v e r ,   a l s o   h a v e   c e r t a i n  

s h o r t c o m i n g s .   T h e s e   s h o r t c o m i n g s   a r e   b e c o m i n g   m o r e  

s e v e r e   as  t h e   g e o g r a p h i c a l   r e a c h   of  t h e   c a r d   s y s t e m s  
i n c r e a s e .   More  s p e c i f i c a l l y ,   b o t h   of  t h e   a b o v e  

d i s c u s s e d   s e c u r i t y   t e c h n i q u e s   r e q u i r e   t h a t   i n f o r m a t i o n  

be  t r a n s m i t t e d   f rom  t h e   m e r c h a n t   to  a  r e m o t e   i s s u e r .  

The  c o m m u n i c a t i o n   c o s t s   i n v o l v e d   in  t h e s e   s i t u a t i o n s   i s  

d i r e c t l y   r e l a t e d   to  t h e   d i s t a n c e   b e t w e e n   t h e   m e r c h a n t  

and  t h e   c a r d   i s s u e r .   F u r t h e r m o r e ,   as  t h e   n u m b e r   o f  

c a r d   h o l d e r s   i n c r e a s e s ,   t h e   b u r d e n s   on  c o m p u t e r   t i m e  



a l s o   b e c o m e   s i g n i f i c a n t .   T h e r e f o r e ,   i t   wou ld   b e  

d e s i r a b l e   to   p r o v i d e   i m p r o v e d   s e c u r i t y   s y s t e m   wh ich   c a n  
be  u t i l i z e d   w i t h o u t   h a v i n g   to  i n c u r   c o m m u n i c a t i o n  

c o s t s .   T h i s   g o a l   can  be  met  t h r o u g h   t h e   use   of  o f f -  

l i n e   a p p r o v a l   t e c h n i q u e s .  

T h e r e   have   been   some  o f f - l i n e   a p p r o a c h e s   s u g g e s t e d  

in  t h e   p r i o r   a r t .   One  e x a m p l e   i n c l u d e s   t h e   c o m p a r i s o n  

of  a t   l e a s t   a  p o r t i o n   of  a  c a r d h o l d e r ' s   P IN,   at   t h e  

t e r m i n a l .   In  t h i s   a p p r o a c h ,   a  p o r t i o n   of  t h e   PIN  i s  

e n c r y p t e d   and  e n c o d e d   o n t o   t h e   m a g n e t i c   s t r i p e   of  t h e  

c a r d .   The  key  w h i c h   i s   u s e d   to   e n c r y p t   t h e   p a r t i a l   P I N  

v a l u e s   i s   s u p p l i e d   to  t h e   t r a n s a c t i o n   t e r m i n a l s .   When 

t h e   c a r d   i s  u s e d   in  a  t r a n s a c t i o n ,   t h e   e n c r y p t e d   i n f o r -  

m a t i o n   i s   r e a d   f rom  t h e   m a g n e t i c   s t r i p e   and  c o m p a r e d  

w i t h   t h e   PIN  e n t e r e d   by  t he   c a r d   h o l d e r ,   u t i l i z i n g   t h e  

s e c r e t   key  s t o r e d   at  t h e   t e r m i n a l .   By  t h i s   a r r a n g e -  

m e n t ,   a  d e g r e e   of  s e c u r i t y   can  be  p r o v i d e d   w i t h o u t  

i n c u r r i n g   any  c o m m u n i c a t i o n   c o s t s .   The  p a r t i a l   P I N  

c h e c k   can  be  u s e d   to   a u t h o r i z e   low  v a l u e   t r a n s a c t i o n s .  

I f   a  h i g h e r   l e v e l   t r a n s a c t i o n   n e e d s   to   be  a u t h o r i z e d ,  

t h e   r e m a i n d e r   of  t h e   PIN  can  be  v e r i f i e d   t h r o u g h   t h e  

c o m m u n i c a t i o n   n e t w o r k   in  an  o n - l i n e   m a n n e r .   The  o f f -  

l i n e   a p p r o a c h   can  a l s o   be  a d a p t e d   f o r   u se   w i t h   t h e  

a n t i c o u n t e r f e i t i n g   s c h e m e   o u t l i n e d   a b o v e .  

The  b a s i c   d r a w b a c k   to  t h e   o f f - l i n e   a p p r o a c h  

s u g g e s t e d   in  t h e   p r i o r   a r t   i s   t h a t   t h e r e   has   been   n o  

s u i t a b l e   m e t h o d   d e s i g n e d   f o r   d i s t r i b u t i n g   t h e  

e n c r y p t i n g   k e y s   t h r o u g h o u t   t h e   s y s t e m .   T h u s ,   w h i l e   t h e  

l a t t e r   s y s t e m   can   be  i m p l e m e n t e d   on  a  s m a l l   s c a l e ,  

d i f f i c u l t i e s   a r i s e   w h e r e   t h e r e   a r e   t h o u s a n d s   o f  

t r a n s a c t i o n   t e r m i n a l s   and  h u n d r e d s   of  i n s t i t u t i o n s  

i s s u i n g   c a r d s .   O b v i o u s l y ,   t h e   s i m p l e s t   a n s w e r   i s   t o  

use   a  s i n g l e   e n c r y p t i n g   key  f o r   a l l   t h e   i n s t i t u t i o n s ,  

w h i c h   i s   t h e n   p r o v i d e d   to   a l l   t h e   t e r m i n a l s .   W h i l e   t h e  

keys   s t o r e d   in  t e r m i n a l s   can  be  c o n t r o l l e d ,   i t   i s  

d i f f i c u l t   to   p r o v i d e   f o r   key  s e c u r i t y   at   a  l a r g e   n u m b e r  



of  i s s u i n g   i n s t i t u t i o n s .   More  s p e c i f i c a l l y ,   t e r m i n a l s  

can  be  s a f e l y   l o a d e d   w i t h   an  e n c r y p t i n g   key  d u r i n g  

m a n u f a c t u r e .   F u r t h e r m o r e ,   t h e s e   t e r m i n a l s   can  b e  

s e c u r e d   to   p r e v e n t   t a m p e r i n g .   H o w e v e r ,   w h e r e   a  l a r g e  

n u m b e r   of  b a n k s   a r e   i n v o l v e d ,   t h e   s e c u r i t y   of  t h e  

e n t i r e   s y s t e m   w o u l d   be  d e p e n d e n t   on  t h e   s e c u r i t y   of  t h e  

w e a k e s t   l i n k   in  t h e   g r o u p .   For   e x a m p l e ,   d i s h o n e s t  

e m p l o y e e s   a t   one  bank  c o u l d   c o n s p i r e   to   u n c o v e r   t h e   k e y  

w h i c h   c o n t r o l s   t h e   s y s t e m .   I f   t h e   key  w e r e   d i s c o v e r e d ,  

t h e   e n t i r e   o f f - l i n e   s y s t e m   w o u l d   be  c o m p r o m i s e d .  

T h e r e f o r e ,   in  t h i s   s y s t e m ,   e a c h   i s s u i n g   i n s t i t u t i o n  

w o u l d   be  f o r c e d   to   r e l y   on  t h e   s e c u r i t y   of  a l l   o t h e r  

i s s u e r s   to   g u a r d   a g a i n s t   f r a u d .  

To  o v e r c o m e   t h e   l a t t e r   p r o b l e m ,   e a c h   of  t h e   i n s t i -  

t u t i o n s   c o u l d   be  p r o v i d e d   w i t h   t h e i r   own  e n c r y p t i n g  

k e y .   T h u s ,   i f   t h e   s e c u r i t y   a t   any  i n s t i t u t i o n   w e r e  

c o m p r o m i s e d ,   t h e   r e s t   of  t h e   i n s t i t u t i o n s   in  t h e   s y s t e m  

c o u l d   s t i l l   o p e r a t e .   The  l a t t e r   a p p r o a c h ,   h o w e v e r ,  

w o u l d   r e q u i r e   t h a t   e a c h   t e r m i n a l   be  p r o v i d e d   w i t h   t h e  

e n c r y p t i n g   k e y s   of  e a c h   and  e v e r y   i n s t i t u t i o n .   B e c a u s e  

of  t h e   n u m b e r   of  i n s t i t u t i o n s ,   t h i s   a p p r o a c h   i s   d e e m e d  

u n f e a s i b l e   as  a  l o n g   t e r m   s o l u t i o n .   T h e r e f o r e ,   i t  

w o u l d   be  d e s i r a b l e   to  p r o v i d e   a  key  m a n a g e m e n t   s y s t e m  

w h i c h   w o u l d   o v e r c o m e   t h e   s h o r t c o m i n g s   d e s c r i b e d   a b o v e .  

A c c o r d i n g l y ,   i t   i s   an  o b j e c t   of  t h e   s u b j e c t  

i n v e n t i o n   to   p r o v i d e   a  new  and  i m p r o v e d   key  m a n a g e m e n t  

" s y s t e m .  

I t   i s   a n o t h e r   o b j e c t   of  t h e   s u b j e c t   i n v e n t i o n   t o  

p r o v i d e   a  new  and  i m p r o v e d   key  m a n a g e m e n t   s y s t e m  

p a r t i c u l a r l y   s u i t e d   f o r   o f f - l i n e   a u t h o r i z a t i o n   of  a  

t r a n s a c t i o n   c a r d .  

I t   i s   a  f u r t h e r   o b j e c t   of  t h e   s u b j e c t   i n v e n t i o n   t o  

p r o v i d e   a  new  and  i m p r o v e d   key  m a n a g e m e n t   s y s t e m  

p a r t i c u l a r l y   s u i t e d   f o r   t he   e l e c t r o n i c s   f u n d s   t r a n s f e r  

e n v i r o n m e n t .  



I t   is   s t i l l   a n o t h e r   o b j e c t   of  t h e   s u b j e c t  

i n v e n t i o n   to  p r o v i d e   a  new  and  i m p r o v e d   key  m a n a g e m e n t  

s y s t e m   p e r m i t t i n g   t h e   o f f - l i n e   v e r i f i c a t i o n   of  t h e  

a u t h e n t i c i t y   of  a  t r a n s a c t i o n   c a r d   a t   a  t e r m i n a l .  

I t   is  s t i l l   a  f u r t h e r   o b j e c t   of  t h e   s u b j e c t  

i n v e n t i o n   to  p r o v i d e   a  new  and  i m p r o v e d   key  m a n a g e m e n t  

s y s t e m   w h i c h   f a c i l i t a t e s   t h e   o f f - l i n e   v e r i f i c a t i o n   o f  

t h e   i d e n t i t y   of  a  c a r d   h o l d e r   u t i l i z i n g   a  t r a n s a c t i o n  

c a r d   a t   a  t e r m i n a l .  

D i s c l o s u r e   of  I n v e n t i o n  

In  a c c o r d a n c e   w i t h   t h e s e   and  many  o t h e r   o b j e c t s ,  

t h e   s u b j e c t   i n v e n t i o n   p r o v i d e s   f o r   a  key  m a n a g e m e n t  

a p p r o a c h   f o r   use   in  a  s y s t e m   w h i c h   i n c l u d e s   a  p l u r a l i t y  

of  i s s u i n g   i n s t i t u t i o n s   and  a  p l u r a l i t y   of  t r a n s a c t i o n  

t e r m i n a l s .   The  s y s t e m   is   i n t e n d e d   to   f a c i l i t a t e   t h e  

o f f - l i n e   a u t h o r i z a t i o n   of  a  t r a n s a c t i o n   c a r d   a t   a  

t e r m i n a l .   In  t h e   s u b j e c t   s y s t e m ,   a  c e n t r a l   h o s t   i s  

g i v e n   t h e   r e s p o n s i b i l i t y   of  m a n a g i n g   t h e   k e y s .  

T y p i c a l l y ,   t h e   i s s u i n g   i n s t i t u t i o n s   a r e   c o n n e c t e d   b y  

c o m m u n i c a t i o n   l i n e s   to   t h e   h o s t .   In  a d d i t i o n ,   t h e  

t e r m i n a l s   a r e   a l s o   c o n n e c t e d   by  c o m m u n i c a t i o n   l i n e s   t o  

t h e   h o s t .   By  t h i s   a r r a n g e m e n t ,   some  t r a n s a c t i o n s   may  
be  a u t h o r i z e d   in  a  t y p i c a l   o n - l i n e   m a n n e r   u t i l i z i n g   t h e  
c o m m u n i c a t i o n   l i n e s .   The  s u b j e c t   s y s t e m   a l s o   p e r m i t s  

s e c u r i t y   and  f r a u d   a n a l y s i s   to   t a k e   p l a c e   in  an  o f f -  

l i n e   m a n n e r .  

In  a c c o r d a n c e   w i t h  t h e   s u b j e c t   s y s t e m ,   t h e   c e n t r a l  

h o s t   w i l l   g e n e r a t e   a  m a s t e r   e n c r y p t i o n   k e y .   The  m a s t e r  

key  w i l l   be  s u p p l i e d   to  e a c h   and  e v e r y   t e r m i n a l   in  t h e  

s y s t e m .   I t   i s   i n t e n d e d   t h a t   t h e   t e r m i n a l s   be  d e s i g n e d  

s u c h   t h a t   i f   s o m e o n e   t a m p e r e d   w i t h   t h e   t e r m i n a l ,   t h e  

m a s t e r   key  w o u l d   be  e r a s e d   or  d e s t r o y e d .  

The  c e n t r a l   h o s t   a l s o   d i s t r i b u t e s   e n c r y p t i n g   k e y s  

to  e a c h   i s s u i n g   i n s t i t u t i o n .   T h e s e   e n c r y p t i n g   k e y s   a r e  

d e r i v e d   k e y s .   More  p a r t i c u l a r l y ,   e a c h   i s s u i n g  



i n s t i t u t i o n   w i l l   t y p i c a l l y   h a v e   some  fo rm  o f  

i d e n t i f i c a t i o n   n u m b e r   ( i . e .   Bank  I d e n t i f i c a t i o n   N u m b e r ,  

BIN) .   The  e n c r y p t i o n   key  s e n t   to   t h e   i n s t i t u t i o n   i s  

d e r i v e d   by  e n c r y p t i n g   t h e   BIN,  a s s o c i a t e d   w i t h   t h e  

b a n k ,   u n d e r   t h e   m a s t e r   k e y .   For   t h e  r e m a i n d e r   of  t h e  

s p e c i f i c a t i o n ,   t h e   t e r m   i s s u i n g   i n s t i t u t i o n   and  b a n k  

w i l l   be  u s e d   i n t e r c h a n g a b l y .   I t   s h o u l d   be  u n d e r s t o o d  

t h a t   t h e   s c o p e   of  t h e   s u b j e c t   i n v e n t i o n   i n c l u d e s   a n y  
i n s t i t u t i o n   w h i c h   i s s u e s   f i n a n c i a l   t r a n s a c t i o n   c a r d s .  

When  t h e   i n s t i t u t i o n   i s s u e s   t h e   c a r d ,   a  s e t   o f  

d a t a   i s   p l a c e d   on  t h e   c a r d .   Among  t h i s   d a t a   i s   t h e  

i n s t i t u t i o n ' s   i d e n t i f i c a t i o n   n u m b e r   ( B I N ) .   I n  

a c c o r d a n c e   w i t h   t h e   s u b j e c t   i n v e n t i o n ,   t h e   i n s t i t u t i o n  

w i l l   a l s o   p l a c e   a u t h o r i z a t i o n   i n f o r m a t i o n   on  t h e   c a r d .  

As  d i s c u s s e d   more  f u l l y   h e r e i n b e l o w ,   t h i s   a u t h o r i z a t i o n  

i n f o r m a t i o n   can  i n c l u d e   a n t i c o u n t e r f e i t i n g   d a t a ,  

p e r s o n a l   i d e n t i f i c a t i o n   n u m b e r s   or   e v e n   d y n a m i c  

s i g n a t u r e   i n f o r m a t i o n .   In  any  c a s e   t h e   a u t h o r i z a t i o n  

i n f o r m a t i o n   i s   p l a c e d   on  t h e   c a r d   in  e n c r y p t e d   f o r m .  

F u r t h e r m o r e ,   t h e   a u t h o r i z a t i o n   i n f o r m a t i o n   i s   e n c r y p t e d  

u n d e r   t h e   s e c o n d a r y   key  a s s o c i a t e d   w i t h   t h e  

i n s t i t u t i o n .  

When  a  c a r d   h o l d e r   i n i t i a t e s   a  t r a n s a c t i o n ,   t h e  

i n f o r m a t i o n   f rom  t h e   c a r d   i s   r e a d   by  t h e   t e r m i n a l .   I n  

o r d e r   to  a u t h o r i z e   t h e   t r a n s a c t i o n ,   t h e   s e c o n d a r y   k e y  

mus t   be  d e r i v e d   by  t h e   t e r m i n a l .   The  s e c o n d a r y   key  i s  

d e r i v e d   by  u t i l i z i n g   t h e   m a s t e r   key  s t o r e d   in  t h e  

t e r m i n a l   to  e n c r y p t   t h e   BIN  p l a c e d   on  t h e   c a r d .   O n c e  

t h e   s e c o n d a r y   key  has   b e e n   d e r i v e d ,   i t   can  be  u s e d   t o  

p e r m i t   t h e   a n a l y s i s   of  t h e   e n c r y p t e d   a u t h o r i z a t i o n  

i n f o r m a t i o n   p l a c e d   on  t h e   c a r d .  

The  m e t h o d s   f o r   a n a l y z i n g   t h e   e n c r y p t e d  

i n f o r m a t i o n   on  t he   c a r d   w i l l   v a r y   d e p e n d i n g   on  t h e  

p a r t i c u l a r   a u t h o r i z a t i o n   t e c h n i q u e   i m p l e m e n t e d .   A 

n u m b e r   of  c o m p a r i s o n   s c h e m e s   a r e   s e t   f o r t h   in  t h e  

d e t a i l e d   d e s c r i p t i o n .   I t   is   i n t e n d e d   t h a t   t h e   s c o p e   o f  



t h e   s u b j e c t   i n v e n t i o n   c o v e r   any  of  t h e s e   c o m p a r i s o n s  

s c h e m e s .  

The  a b o v e   a p p r q a c h   s o l v e s   t h e   s h o r t c o m i n g s   f o u n d  

in  t h e   p r i o r   a r t .   More  s p e c i f i c a l l y ,   i t   p e r m i t s   o f f -  

l i n e   a u t h o r i z a t i o n   of  t r a n s a c t i o n   c a r d s   at   a  t e r m i n a l .  

F u r t h e r m o r e ,   s i n c e   e a c h   i n d i v i d u a l   i s s u i n g   i n s t i t u t i o n  

is   p r o v i d e d   w i t h   u n i q u e   e n c r y p t i n g   k e y s ,   t h e   c o m p r o m i s e  

of  any  s i n g l e   i s s u e r ' s   s e c o n d a r y   key  w i l l   n o t   a f f e c t  

t h e   s e c u r i t y   of  t h e   e n t i r e   s y s t e m .   From  a  c o m m e r c i a l  

s t a n d p o i n t ,   i t   i s   n e c e s s a r y   to   h a v e   e a c h   i n d i v i d u a l  

i n s t i t u t i o n   r e s p o n s i b l e   f o r   i t s   own  s e c u r i t y .   T h i s  

r e s u l t   i s   a c h i e v e d   w i t h   t h e   key  m a n a g e m e n t   a p p r o a c h   o f  

t h e   s u b j e c t   i n v e n t i o n .   In  a d d i t i o n ,   w h i l e   e a c h  

i n d i v i d u a l   bank   i s   g i v e n   i t s   own  u n i q u e   key ,   t h e r e   i s  

no  r e q u i r e m e n t   f o r   e a c h   t e r m i n a l   to   be  p r o v i d e d   w i t h  

a l l   of  t h e   k e y s .   R a t h e r ,   t h e   t e r m i n a l   d e r i v e s   t h e  

n e c e s s a r y   s e c o n d a r y   key  u t i l i z i n g   t h e   m a s t e r   k e y  

s u p p l i e d   by  t h e   c e n t r a l   h o s t   and  t h e   b a n k  

i d e n t i f i c a t i o n   n u m b e r .   T h u s ,   t h e   t e r m i n a l   d o e s   n o t  

r e q u i r e   l a r g e   s t o r a g e   c a p a c i t y   bu t   o n l y   n e e d s   to   b e  

p r o v i d e d   w i t h   one  s e c u r e   m a s t e r   k e y .  

F u r t h e r   o b j e c t s   and  a d v a n t a g e s   of  t h e   s u b j e c t  

i n v e n t i o n   w i l l   become   a p p a r e n t   f r o m   t h e   f o l l o w i n g  

d e t a i l e d   d e s c r i p t i o n   t a k e n   in  c o n j u n c t i o n   w i t h   t h e  ,  

d r a w i n g s   in  w h i c h :  

B r i e f   D e s c r i p t i o n   of  D r a w i n g s  

F i g u r e   1  i s   a  d i a g r a m   of  a  t y p i c a l   e l e c t r o n i c  

f u n d s   t r a n s f e r   s y s t e m   in  an  i n t e r c h a r g e   n e t w o r k .  

F i g u r e   2  is   a  c o m p o s i t e   f l o w   c h a r t   i l l u s t r a t i n g  

t h e   s t e p s   to  i m p l e m e n t   t h e   g e n e r a l   c o n c e p t   of  t h e   k e y  

m a n a g e m e n t   s y s t e m   of  t h e   s u b j e c t   i n v e n t i o n .  

F i g u r e   3  is   a  c o m p o s i t e   f l o w   c h a r t   i l l u s t r a t i n g  

t h e   s t e p s   n e c e s s a r y   to  i m p l e m e n t   a  k e y  m a n a g e m e n t  

s y s t e m   f o r   use   w i t h   an  a n t i c o u n t e r f e i t i n g   t e c h n i q u e .  



F i g u r e   4  i s   a  c o m p o s i t e   f l o w   c h a r t ,   s i m i l a r   t o  

F i g u r e   3,  i n c l u d i n g   a n o t h e r   e m b o d i m e n t   of  a n  

a n t i c o u n t e r f e i t i n g   t e c h n i q u e .  

F i g u r e   5  i s   a  c o m p o s i t e   f l o w   c h a r t   i l l u s t r a t i n g  

t h e   key  m a n a g e m e n t   s y s t e m   of  t h e   s u b j e c t   i n v e n t i o n   f o r  

u se   w i t h   t h e   d i s t r i b u t i o n   of  p e r s o n a l   i d e n t i f i c a t i o n  

n u m b e r s   ( P I N ' s ) .  

F i g u r e   6  i s   a  c o m p o s i t e   f l o w   c h a r t   of  t h e   k e y  

m a n a g e m e n t   s y s t e m   o f  t h e   s u b j e c t   i n v e n t i o n   s h o w i n g  

a n o t h e r   e m b o d i m e n t   f o r   use   in  c o n j u n c t i o n   w i t h   t h e  

d i s t r i b u t i o n   of   P I N ' s .  

B e s t   Mode  For   C a r r y i n g   Out  T h e  I n v e n t i o n  

R e f e r r i n g   to  F i g u r e   1,  t h e r e   i s   shown  a  t y p i c a l  

c o n f i g u r a t i o n   f o r   an  e l e c t r o n i c s   f u n d s   t r a n s f e r   s y s t e m .  

More  s p e c i f i c a l l y ,   a  c e n t r a l   h o s t   20  is   shown  w h i c h  

a c t s   as  a  n e t w o r k   s w i t c h ,   r o u t i n g   i n f o r m a t i o n   b e t w e e n   a  

p l u r a l i t y   of  t r a n s a c t i o n   t e r m i n a l s   22  and  i s s u i n g  

i n s t i t u t i o n s   24.   The  i s s u i n g   i n s t i t u t i o n s   can  be  b a n k s  

or   o t h e r   s e r v i c e   o r g a n i z a t i o n s   w h i c h   d i s t r i b u t e   t r a n s -  

a c t i o n   c a r d s ,   s u c h   as  c r e d i t   c a r d s   or   d e b i t   c a r d s .  

T h e s e   c a r d s   may  be  u s e d   a t   v a r i o u s   m e r c h a n t s   or   i n s t i -  

t u t i o n s   to  p u r c h a s e   g o o d s   or   s e r v i c e s   or   to  o b t a i n  

c a s h .  
ol 

Each   m e r c h a n t   is   p r o v i d e d   w i t h   one  or   m o r e  

t e r m i n a l s   22.   As  shown  a t   22A,  a  t e r m i n a l   t y p i c a l l y  

i n c l u d e s   a  r e a d e r   f o r   r e c e i v i n g   i n f o r m a t i o n   e n c o d e d   o n  

t h e   m a g n e t i c   s t r i p e   of  t h e   c a r d .   In  a d d i t i o n ,   t h e  

t e r m i n a l   may  i n c l u d e   a  PIN  pad  to   p e r m i t   a  c u s t o m e r   t o  

e n t e r   t h e i r   p e r s o n a l   i d e n t i f i c a t i o n   n u m b e r   ( P I N ) .   I n  

a c c o r d a n c e   w i t h   t h e   s u b j e c t   i n v e n t i o n ,   t h e   t e r m i n a l  

w i l l   a l s o   i n c l u d e   an  e n c r y p t i o n   a p p a r a t u s   w h i c h   may  b e  

p r o v i d e d   in  t h e   main   p o r t i o n   of  t h e   t e r m i n a l   o r  

s e p a r a t e l y   in  t h e   PIN  p a d .   The  l o c a t i o n   of  t h e  

e n c r y p t i o n   a p p a r a t u s   w i l l   d e p e n d   on  t h e   p a r t i c u l a r  

t e c h n i q u e   b e i n g   s e l e c t e d .  



Each  of  t h e   t e r m i n a l s   is  c o n n e c t e d   to  t he   h o s t  

a l o n g   c o m m u n i c a t i o n   l i n e s   30.  The  h o s t   i s   a l s o  

c o n n e c t e d   to  t h e   i s s u e r s   a l o n g   c o m m u n i c a t i o n s   l i n e s   3 2 .  

In  many  t r a n s a c t i o n s ,   i n f o r m a t i o n   a b o u t   t h e   c a r d   h o l d e r  

and  t h e   p u r c h a s e   a r e   t r a n s m i t t e d   f rom  t h e   t e r m i n a l ,  

a l o n g   c o m m u n i c a t i o n   l i n e s   30,  to   t h e   h o s t .   F r e q u e n t l y ,  

t h e   c e n t r a l   h o s t   w i l l   make  t h e   a p p r o v a l   or  d e n i a l  

d e c i s i o n .   In  o t h e r   c a s e s ,   t h e   i n f o r m a t i o n   is   r o u t e d  

a l o n g   l i n e s   32,   to  t h e   i n s t i t u t i o n   w h i c h   i s s u e d   t h e  

c a r d .   The  a u t h o r i z a t i o n   d e c i s i o n   m a d e  b y   t h e  

i n s t i t u t i o n   i s   r e t r a n s m i t t e d   to   t h e   m e r c h a n t   a l o n g   t h e  

same  c o m m u n i c a t i o n   l i n e s .  

As  can  be  a p p r e c i a t e d ,   a s  t h e   use   of   bank   c a r d s  

i n c r e a s e s   in  s c o p e   and  g e o g r a p h i c a l   a r e a ,   t h e s e  

c o m m u n i c a t i o n   c o s t s   w i l l   e s c a l a t e .   T h e r e f o r e ,   i t   i s  

d e s i r a b l e   to  p r o v i d e   some  fo rm  of   s e c u r i t y   t h r o u g h  

o f f - l i n e   a n a l y s i s .   In  t h e   s u b j e c t   s p e c i f i c a t i o n ,   t h e  

t e r m   o f f - l i n e   i s   d e f i n e d   to   mean  o p e r a t i o n s   w h i c h   c a n  

be  p e r f o r m e d   a t   t h e   t e r m i n a l   w i t h o u t   any  c o m m u n i c a t i o n  

to  t h e   h o s t .   T h e s e   o b j e c t i v e s   a r e   a c h i e v e d   w i t h   t h e  

key  m a n a g e m e n t   s y s t e m   of  t h e   s u b j e c t   i n v e n t i o n .  

R e f e r r i n g   now  to  F i g u r e   2,  t h e   g e n e r a l   k e y  

m a n a g e m e n t   s y s t e m   of  t h e   s u b j e c t   i n v e n t i o n   i s  

i l l u s t r a t e d .   T h i s   a p p r o a c h   can  be  u t i l i z e d   to  p r o v i d e  

b o t h   an  o f f - l i n e   a n t i c o u n t e r f e i t   c h e c k   and  P I N  

v e r i f i c a t i o n .   The  f l o w   c h a r t   i s   b r o k e n   i n t o   t h r e e  

s e g m e n t s   w h e r e   F i g u r e   2A  shows  t h e   o p e r a t i o n s   p e r f o r m e d  

at   t h e   c e n t r a l   h o s t ,   F i g u r e   2B  s h o w s   t h e   o p e r a t i o n s  

p e r f o r m e d   by  t h e   i s s u e r   and  F i g u r e   2C  shows   t he   a c t i o n s  

t a k e n   at   t h e   t e r m i n a l .  

R e f e r r i n g   to   F i g u r e   2A,  t h e   c e n t r a l   h o s t   o r  

c o n t r o l   20  i n i t i a l l y   g e n e r a t e s   a  s y s t e m   m a s t e r   key  4 0 .  

T h i s   m a s t e r   key  i s   s u p p l i e d   to   a l l   of  t h e   t e r m i n a l s   4 2 .  

S i n c e   t h e   s e c u r i t y   of  t h e   m a s t e r   key  is   of  u t m o s t  

i m p o r t a n c e ,   t h i s   d i s t r i b u t i o n   s h o u l d   be  h a n d l e d   in  a  

h i g h l y   s e c u r e   m a n n e r .   T h e r e   h a v e   been   a  number   o f  



a p p r o a c h e s   d e s i g n e d   in  t h e   p r i o r   a r t   f o r   d i s t r i b u t i n g  

k e y s   to   t e r m i n a l s   in  a  s e c u r e   m a n n e r .   In  one  a p p r o a c h ,  

t h e   t e r m i n a l s   a r e   p h y s i c a l l y   c o n n e c t e d   to  t h e   h o s t  

p e r m i t t i n g   i n i t i a l   l o a d i n g   of  t h e   m a s t e r   k e y .   A f t e r  

t h i s   t i m e ,   t h e   t e r m i n a l s   a r e   k e p t   u n d e r   h i g h   s e c u r i t y  

u n t i l   t h e y   a r e   i n s t a l l e d   a t   m e r c h a n t   l o c a t i o n s .   I n  

a n o t h e r   a p p r o a c h ,   a  key  l o a d i n g   d e v i c e   is   c o n n e c t e d   t o  

t h e   h o s t   and  has   t h e   m a s t e r   key  l o a d e d   t h e r e i n .   T h e  

key  l o a d i n g   d e v i c e   is   t h e n   b r o u g h t   to  e a c h   t e r m i n a l   a n d  

p h y s i c a l l y   c o n n e c t e d   to   l o a d   t h e   k e y .   In  e i t h e r  

a p p r o a c h ,   t h e   t e r m i n a l   s h o u l d   be  d e s i g n e d   s u c h  t h a t   a n y  

t a m p e r i n g   w i l l   e r a s e   or   o t h e r w i s e   d e s t r o y   t h e   m a s t e r  

k e y ,   s u c h   t h a t   i t   can  n e v e r   b e  e x t r a c t e d   f rom  t h e  

t e r m i n a l .  

The  h o s t   t h e n   g e n e r a t e s   a  p l u r a l i t y   of  s e c o n d a r y  

k e y s   44.   T h e s e   s e c o n d a r y   k e y s   a r e   d e r i v e d   u t i l i z i n g  

t h e   bank   i d e n t i f i c a t i o n   n u m b e r   ( B I N ) .   As  p o i n t e d   o u t  

a b o v e ,   e a c h   i n s t i t u t i o n   i s   g e n e r a l l y   a s s o c i a t e d   w i t h   a n  

u n i q u e   i d e n t i f i c a t i o n   n u m b e r .   T h i s   i d e n t i f i c a t i o n  

n u m b e r   i s   e n c r y p t e d   u s i n g   t h e   m a s t e r   k e y .   T h e  

r e s u l t i n g   s e c o n d a r y   k e y s   a r e   t h e n   d i s t r i b u t e d   t o  t h e  

a s s o c i a t e d   i s s u e r s .   A g a i n ,   a  n u m b e r   of  m e t h o d s   can  b e  

u s e d   to  d i s t r i b u t e   t h e   k e y s .   T y p i c a l l y ,   s e c u r e  

e n c r y p t e d   c o m m u n i c a t i o n   l i n e s   a r e   a l r e a d y   e s t a b l i s h e d  

b e t w e e n   t h e   i s s u e r s   and  t h e   h o s t   and  t h e r e f o r e   i t   i s  

p o s s i b l e   to  t r a n s m i t   t h e s e   k e y s   o v e r   c o m m u n i c a t i o n  

' l i n e s .   The  key  may  a l s o   be  p h y s i c a l l y   d e l i v e r e d   u s i n g  

a  key  l o a d i n g   d e v i c e   as  d i s c u s s e d   a b o v e .  

R e f e r r i n g   to   F i g u r e   2B,  t h e   i s s u e r   i s   now  c a p a b l e  

of  g e n e r a t i n g   t r a n s a c t i o n   c a r d s .   I n i t i a l l y ,   t h e   i s s u e r  

w i l l   p l a c e   i t s   BIN  n u m b e r   on  e a c h   c a r d   50.  T y p i c a l l y ,  

t h i s   i n f o r m a t i o n   i s   p l a c e d   on  t h e   c a r d   by  e n c o d i n g   t h e  

i n f o r m a t i o n   on  a  m a g n e t i c   s t r i p e .   W h i l e   t h i s   a p p r o a c h  

is   f a i r l y   common,   t h e r e   many  o t h e r   ways  of  e n c o d i n g  

d a t a   on  t he   c a r d s ,   a l l   of  w h i c h   a r e   w i t h i n   t h e   s c o p e   o f  

t h e   s u b j e c t   i n v e n t i o n .  



The  i s s u e r   w i l l  t h e n   g e n e r a t e   a u t h o r i z a t o n  

i n f o r m a t i o n   52.  As  d i s c u s s e d   b e l o w ,   t h i s   a u t h o r i z a t i o n  

i n f o r m a t i o n   can  be  a n t i c o u n t e r f e i t i n g   d i g i t s ,   P I N  
i n f o r m a t i o n   or   any  o t h e r   s u i t a b l e   i d e n t i f i e r .   T h e  

a u t h o r i z a t i o n   i n f o r m a t i o n   i s   t h e n   e n c r y p t e d ,   u s i n g   t h e  

s e c o n d a r y   key  s u p p l i e d   by  t h e   h o s t   54.  The  e n c r y p t e d  

a u t h o r i z a t i o n   i n f o r m a t i o n   i s   t h e n   p l a c e d   on  t h e   c a r d   56 

in  t h e   m a n n e r   d e s c r i b e d   a b o v e .  

The  c a r d   can  now  be  a u t h o r i z e d   in  an  o f f - l i n e  

m a n n e r   a t   t h e   t e r m i n a l s .   R e f e r r i n g   to   F i g u r e   2C,  t h e  

c a r d   is   i n i t i a l l y   r e a d   by  t h e   t e r m i n a l   a t   60.   T h e  

t e r m i n a l   w i l l   t y p i c a l l y   h a v e   a  c a r d   r e a d e r   c a p a b l e   o f  

d e c i p h e r i n g   t h e   e n c o d e d   i n f o r m a t i o n   on  t h e   m a g n e t i c  

s t r i p e .   As  can  be  a p p r e c i a t e d ,   i f   t h e   i n f o r m a t i o n   i s  

p l a c e d   on  t h e   c a r d   in  a n o t h e r   m a n n e r ,   t h e   t e r m i n a l  

s h o u l d   have   c o m p a t i b l e   r e a d i n g   e q u i p m e n t .   T h e  

i n f o r m a t i o n   w h i c h   i s   r e a d   i n c l u d e s   t h e   BIN  n u m b e r   o f  

t h e   i n s t i t u t i o n ,   as  w e l l   as  t h e   e n c r y p t e d   a u t h o r i z a t i o n  

i n f o r m a t i o n .  

In  a c c o r d a n c e   w i t h   t h e   s u b j e c t   i n v e n t i o n ,   t h e  

t e r m i n a l   w i l l   t h e n   d e r i v e   t h e   s e c o n d a r y   k e y ,   u t i l i z i n g  

t h e   m a s t e r   key  s t o r e d   a t   t h e   t e r m i n a l   to  e n c r y p t   t h e  

BIN  n u m b e r   of  t h e   i n s t i t u t i o n   62.   Once  t h e   s e c o n d a r y  

key  has   b e e n   d e r i v e d ,   i t   can  be  u s e d   to   a n a l y z e  

e n c r y p t e d   a u t h o r i z a t i o n   i n f o r m a t i o n   on  t h e   c a r d   6 4 .  

S i n c e   t h e   e n c r y p t e d   i n f o r m a t i o n   had  b e e n  

o r i g i n a l l y   e n c r y p t e d   u n d e r   t h e   s e c o n d a r y   key ,   t h e  

a n a l y s i s   can  be  h a n d l e d   in  a  n u m b e r   of  w a y s .   T h e  

p a r t i c u l a r   a p p r o a c h   w i l l   d e p e n d   on  t h e   s y s t e m   d e s i g n  

and  a  few  e x a m p l e s   w i l l   be  d i s c u s s e d   in  d e t a i l  

h e r e i n b e l o w .   When  t h e   i n f o r m a t i o n   i s   c o m p a r e d ,   i f  

s i m i l a r i t y   i s   d e t e c t e d ,   t h e   t r a n s a c t i o n   can  b e  

a u t h o r i z e d .   I f   t h e   i n f o r m a t i o n   d o e s   n o t   m a t c h ,   t h e  

t r a n s a c t i o n   can  be  d e n i e d .  

R e f e r r i n g   now  to   F i g u r e   3,  a  more  s p e c i f i c  

a p p r o a c h   is   s h o w n  f o r   use   in  an  a n t i c o u n t e r f e i t i n g  



s c h e m e .   F i g u r e   3A  i l l u s t r a t e s   t h e   a c t i o n s   t a k e n   at   t h e  

i s s u e r ,   w h i l e   F i g u r e   3B  d e s c r i b e s   t h e   e v e n t s   a t   t h e  

t e r m i n a l .   In  F i g u r e s   3  t h r o u g h   6,  t h e   a c t i v i t i e s   o f  

t h e   c e n t r a l   h o s t   a r e   i d e n t i c a l   w i t h   t h o s e   d e s c r i b e d   i n ,  

F i g u r e   2  and  w i l l   n o t   be  f u r t h e r   d i s c u s s e d .  

In  a p p l i c a n t ' s   a n t i c o u n t e r f e i t i n g   t e c h n i q u e ,   t h e  

i s s u e r   w i l l   a g a i n   p l a c e   t h e   BIN  n u m b e r   on  t h e   c a r d   7 0 .  

The  i s s u e r   w i l l   a l s o   g e n e r a t e   a  p e r s o n a l   a c c o u n t   n u m b e r  

(PAN)  w h i c h   i s   u n i q u e   f o r   e a c h   c a r d .   T h i s   a c c o u n t  

n u m b e r   or   (PAN)  i s   p l a c e d   on  t h e   c a r d   72.   The  i s s u e r  

w i l l   t h e n   e n c r y p t   t h e   PAN  w i t h   t h e   s e c o n d a r y   key  7 4 .  

The  r e s u l t   of  t h i s   e n c r y p t i o n   i s   p l a c e d   on  t h e   c a r d   7 6 .  

W h i l e   t h e   a b o v e   d i s c u s s i o n   i s   l i m i t e d   to  t h e   use   of  a  

PAN,  t h i s   n u m b e r   may  be  c o m b i n e d   w i t h   any  o t h e r  

i n f o r m a t i o n   n o r m a l l y   on  t h e   c a r d ,   s u c h   as  t h e   c a r d  

e x p i r a t i o n   d a t e .   F u r t h e r ,   t h e   e n t i r e   e n c r y p t e d  

i n f o r m a t i o n   need   n o t   be  p l a c e d   on  t h e   c a r d   b u t   o n l y   a  

s u b s e t   t h e r e o f .   By  c h o o s i n g   o n l y   a  s p e c i f i c   s u b s e t ,  

t h e   i n f o r m a t i o n   w h i c h   m u s t   f i t   on  t h e   c a r d   can  b e  

e c o n o m i z e d .  

R e f e r r i n g   to  F i g u r e   3B,  t h e   c a r d   w i l l   be  r e a d   a t  

t h e   t e r m i n a l   80.   T h u s ,   b o t h   t h e   BIN  n u m b e r   and  t h e  

e n c r y p t e d   PAN  i n f o r m a t i o n   w i l l   be  r e c e i v e d .   T h e  

t e r m i n a l   w i l l   t h e n   d e r i v e   t h e   s e c o n d a r y   k e y ,   u t i l i z i n g  

t h e   m a s t e r   key  to  e n c r y p t   t h e   BIN  82.   The  s e c o n d a r y  

key  i s   t h e n   u s e d   to  e n c r y p t   t h e   a c c o u n t   n u m b e r   p l a c e d  

on  t h e   c a r d   a t   84.  The  r e s u l t   of  t h i s   e n c r y p t i o n   ( o r  

a t   l e a s t   a  p o r t i o n   t h e r e o f )   can   t h e n   be  c o m p a r e d   w i t h  

t h e   e n c r y p t e d   a c c o u n t   i n f o r m a t i o n   on  t h e   c a r d .   I f  

t h e s e   m a t c h ,   t h e   t r a n s a c t i o n   can   be  a u t h o r i z e d .  

R e f e r r i n g   now  to  F i g u r e   4,  a  more   s o p h i s t i c a t e d  

a n t i c o u n t e r f e i t i n g   a p p r o a c h   i s   s h o w n .   More  s p e c i f i c -  

a l l y ,   in  t h e   p r i o r   a r t ,   t h e r e   h a v e   b e e n   d e v e l o p e d  

v a r i o u s   s e c u r e   c a r d   p r o p e r t i e s .   One  s u c h   p r o p e r t y   is   a  

W a t e r m a r k ,   m a n u f a c t u r e d   by  M a l c o   P l a s t i c s .   S i m i l a r   i n  

c o n c e p t   to  w a t e r   m a r k s   f o u n d   on  p a p e r   c u r r e n c y ,   a n  



e l e c t r o n i c   s i g n a t u r e   can  be  d e e p l y   e m b e d d e d   in  t h e  

m a g n e t i c   s t r i p e   of  a  c a r d .   T h i s   h i d d e n   number   is  v e r y  
d i f f i c u l t   f o r   c o u n t e r f e i t e r s   to  r e p r o d u c e .   O t h e r  

t e c h n i q u e s   i n c l u d e   t h e   p r e c i s e   m e a s u r e m e n t   of  c e r t a i n  

p h y s i c a l   c a r d   c h a r a c t e r i s t i c s .   T h e s e   t e c h n o l o g i e s   c a n  

be  c o m b i n e d   w i t h   t h e   s u b j e c t   s y s t e m   to  p r o v i d e   e v e n  

f u r t h e r   e n h a n c e m e n t   to  t h e   c a r d .  

R e f e r r i n g   s p e c i f i c a l l y   to   F i g u r e   4A,  t h e   i s s u e r  

w i l l   a g a i n   p l a c e   t h e   BIN  on  t h e   c a r d   90.  The  PAN  i s  

a l s o   p l a c e d   on  t h e   c a r d   92 .   In  a d d i t i o n ,   t h e   s e c u r e  

c a r d   p r o p e r t y ,   s u c h   as  t h e   W a t e r m a r k   i s   p l a c e d   on  t h e  

c a r d .   B e c a u s e   of  t h e   m a n u f a c t u r i n g   s o p h i s t i c a t i o n  

n e c e s s a r y   to  i m p l a n t   a  s e c u r e  p r o p e r t y ,   t h i s   s t e p   w i l l  

t y p i c a l l y   be  i n i t i a l l y   h a n d l e d   by  an  e n t i t y   o t h e r   t h a n  

t h e   i s s u e r .   The  c a r d s   w i t h   t h e   s e c u r e d   p r o p e r t y   p l a c e d  

t h e r e o n   w i l l   t h e n   be  s u p p l i e d   to  t he   i s s u e r .   T h u s ,   i t  

is   n o t   i n t e n d e d   t h a t   t h e   o r d e r   of  t h e   p l a c e m e n t   of  t h e  

i n f o r m a t i o n   on  t h e   c a r d   r e s t r i c t   t h e   s c o p e   of  t h e  

s u b j e c t   i n v e n t i o n .   The  s e c u r e   p r o p e r t y ,   w h i c h   w o u l d  

p r o v i d e   some  fo rm  of  n u m e r i c   i n f o r m a t i o n ,   i s   t h e n  

c o m b i n e d   w i t h   t h e   a c c o u n t   n u m b e r   and  e n c r y p t e d ,   u s i n g   a  

s e c o n d a r y   key  96.  The  r e s u l t   of   t h i s   e n c r y p t i o n   i s  

t h e n   e n c o d e d   on  t h e   c a r d   9 8 .  

R e f e r r i n g   to  F i g u r e   4B,  t h e   i n f o r m a t i o n   on  t h e  

c a r d ,   i n c l u d i n g   t h e   s e c u r e   p r o p e r t y ,   i s   r e a d   by  t h e  

t e r m i n a l   100.   The  s e c o n d a r y   key  i s   d e r i v e d ,   u t i l i z i n g  

t h e   m a s t e r   key  to  e n c r y p t   t h e   BIN  102.   The  PAN  a n d  

s e c u r e   p r o p e r t y   a r e   c o m b i n e d   and  a r e   e n c r y p t e d   u s i n g  

t h e   s e c o n d a r y   key  104.   The  r e s u l t   of  t h i s   e n c r y p t i o n  

is   t h e n   c o m p a r e d   w i t h   t h e   e n c r y p t e d   i n f o r m a t i o n   e n c o d e d  

on  t h e   c a r d   106 .   As  in  t h e   p r e v i o u s   c a s e s ,   i f   t h e  

i n f o r m a t i o n   m a t c h e s ,   t h e   t r a n s a c t i o n   can  be  a p p r o v e d .  

H o w e v e r ,   i f   t h e   i n f o r m a t i o n   d o e s   no t   m a t c h ,   t h e  

t r a n s a c t i o n   can  be  d e n i e d .  

R e f e r r i n g   now  to   F i g u r e   5,  t h e   u se   of  t h e   k e y  

m a n a g e m e n t   s y s t e m  . i s   i l l u s t r a t e d   f o r   use   w i t h  



i n f o r m a t i o n   p a r t i c u l a r l y   a s s o c i a t e d   w i t h   t he   c a r d  

h o l d e r ,   s u c h   as  a  PIN.   The  i d e n t i c a l   s y s t e m   can  b e  

used   f o r   any  o t h e r   i n f o r m a t i o n   a s s o c i a t e d   w i t h   a  

s p e c i f i c   c a r d   h o l d e r ,   s u c h   as  d y n a m i c   s i g n a t u r e  

a n a l y s i s   i n f o r m a t i o n .   In  t h e  . l a t t e r   c a s e ,   t h e  

h a n d w r i t i n g   a n a l y s i s   i n f o r m a t i o n ,   u n i q u e   to  t h e  

c a r d h o l d e r ,   w o u l d   be  e n c o d e d   in  n u m e r i c   form  a n d  

e n c r y p t e d ,   u s i n g   t h e   p r o p e r   k e y .   For   s i m p l i c i t y ,   t h e  

r e m a i n d e r   of  d i s c u s s i o n   of  F i g u r e s   5  and  6  w i l l   b e  

r e s t r i c t e d   to  t h e   use   of  P I N ' s .  

R e f e r r i n g   s p e c i f i c a l l y   to   F i g u r e   5A,  t h e   i s s u e r  

w i l l   o n c e   a g a i n   p l a c e   i t s   BIN  n u m b e r   on  t h e   c a r d   1 1 0 .  

A  PIN  w i l l   t h e n   be  g e n e r a t e d   to   be  a s s o c i a t e d   w i t h   t h e  

c u s t o m e r .   F r e q u e n t l y ,   t h e   bank   g e n e r a t e s   t h i s   P I N .  

The  PIN  may  a l s o   be  s u p p l i e d   to  t h e   i s s u e r   by  t h e  

c a r d h o l d e r .   The  p a r t i c u l a r   a p p r o a c h   t a k e n   can  be  l e f t  

to  t h e   d i s c r e t i o n   of  t h e   i s s u i n g   i n s t i t u t i o n   as  t h e r e  

a r e   v a r i o u s   a d v a n t a g e s   and  d i s a d v a n t a g e s   w i t h   b o t h  

t e c h n i q u e s .   The  b e n e f i t s   of  e a c h   t e c h n i q u e   i s  

d i s c u s s e d   in  d e t a i l   in  a  b u l l e t i n   by  t h e   A m e r i c a n  

N a t i o n a l   S t a n d a r d s   C o m m i t t e e   (ANSI)  p u b l i c a t i o n   on  P i n  

M a n a g e m e n t   and  S e c u r i t y ,   A N S I - X 9 . 8   ( 1 9 8 2 ) .   I f   t h e   P I N  

has   b e e n   g e n e r a t e d   by  t h e   i n s t i t u t i o n ,   i t   mus t   b e  

s u p p l i e d   to  t h e   c a r d h o l d e r .  

The  PIN  w h i c h   h a s   b e e n   s e l e c t e d   is   t h e n   e n c r y p t e d  

u s i n g   t h e   s e c o n d a r y   key  114.   The  r e s u l t   of  t h i s  

" e n c r y p t i o n   i s   t h e n   p l a c e d   on  t h e   c a r d   116.   As  p o i n t e d  

o u t   a b o v e ,   t h i s   s y s t e m   i s   p r o b a b l y   b e s t   u t i l i z e d   u s i n g  

o n l y   a  p a r t i a l   PIN  v a l u e .   For   e x a m p l e ,   w h e r e   f o u r  

d i g i t s   c o n s t i t u t e   t h e   P IN ,   o n l y   two  d i g i t s   a r e  

e n c r y p t e d   and  p l a c e d   on  t h e   c a r d .   The  r e m a i n i n g   t w o  

d i g i t s   a r e   u t i l i z e d   f o r   h i g h e r   v a l u e ,   o n - l i n e  

a u t h o r i z a t i o n .   The  p a r t i a l   PIN  d i g i t s   may  a l s o   b e  

d e r i v e d   u s i n g   t h e   f u l l   PIN.   A l l  o r   o n l y   a  p o r t i o n   o f  

t h e s e   d e r i v e d   d i g i t s   may  be  p l a c e d   on  t h e   c a r d .   T h e  



d e t a i l s   of  i m p l e m e n t i n g   a  p a r t i a l   PIN  s y s t e m   a r e - k n o w n  

in  t h e   p r i o r   a r t   and  need   no t   be  d i s c u s s e d   in  d e t a i l .  

R e f e r r i n g   to   F i g u r e   5B,  t h e   c a r d   to  be  u s e d   i s  

r e a d   by  t h e   t e r m i n a l   120.   As  in  a l l   c a s e s ,   t h e  

s e c o n d a r y   key  i s   d e r i v e d   by  e n c r y p t i n g   t h e   BIN 

u t i l i z i n g   t h e   m a s t e r   key  s t o r e d   a t   t he   t e r m i n a l   1 2 2 .  

The  c a r d   h o l d e r   w i l l   t h e n   e n t e r   h i s   PIN.   The  PIN  may  
be  e n t e r e d   t h r o u g h   t h e   PIN  pad  of  t he   t e r m i n a l   1 2 4 .  

The  s e c o n d a r y   key  i s   t h e n   u t i l i z e d   to  c o m p a r e   t h e  

e n c r y p t e d   PIN  i n f o r m a t i o n   on  t h e   c a r d   w i t h   t h e   P I N  

e n t e r e d   by  t h e   c a r d   h o l d e r   126.   T h i s   c o m p a r i s o n   may  b e  

c a r r i e d   o u t   e i t h e r   by  e n c r y p t i n g   t h e   PIN  e n t e r e d   by  t h e  

c a r d   h o l d e r   or   by  d e c r y p t i n g   t h e   e n c r y p t e d   PIN  on  t h e  

c a r d   s u c h   t h a t   b o t h   P INs   a r e   in  c l e a r   t e x t .  

The  a p p r o a c h   l a i d   o u t   in  F i g u r e   5  may  be  u s e d   t o  

h a n d l e   PIN  i n f o r m a t i o n .   Most   e n c r y p t i o n   s y s t e m s   b e i n g  

i m p l e m e n t e d   t o d a y   u t i l i z e   t h e   D a t a   e n c r y p t i o n   s t a n d a r d  

(DES) ,   a p p r o v e d   by  t h e   N a t i o n a l   B u r e a u   of  S t a n d a r d s .  

In  t h i s   s y s t e m ,   64  b i t s   of  i n f o r m a t i o n   a r e   e n c r y p t e d   t o  

g e n e r a t e   64  b i t s   of  e n c i p h e r e d   o u t p u t .   I f   any  of  t h e s e  

b i t s   a r e   r e m o v e d ,   d e c r y p t i o n   c a n n o t   t a k e   p l a c e .  

B e c a u s e   of   t h e   s t o r a g e   c a p a c i t y   of  t h e   m a g n e t i c   s t r i p e  

on  a  t r a n s a c t i o n   c a r d ,   i t   i s   o f t e n   d e s i r a b l e   t o  

m i n i m i z e   t h e   a m o u n t   of  i n f o r m a t i o n   w h i c h   n e e d s   to   b e  

e n c o d e d .   A  v a r i e t y   of   t e c h n i q u e s   have   been   d e v e l o p e d  

to  a c h i e v e   t h i s   r e s u l t .   One  of   t h e   a p p r o a c h e s   i s   k n o w n  

g e n e r a l l y   as  PIN  o f f s e t   g e n e r a t i o n .   The  l a t t e r  

a p p r o a c h   i s   i n d i c a t e d   in  F i g u r e   6  a n d   r e q u i r e s   l e s s  

i n f o r m a t i o n   to   be  e n c o d e d   on  t h e   c a r d .  

R e f e r r i n g   s p e c i f i c a l l y   to   F i g u r e   6A,  t h e   i s s u e r  

p l a c e s   t h e   BIN  n u m b e r   on  t h e   c a r d   130.  In  a d d i t i o n ,  

t h e   PAN  i s   p l a c e d   on  t h e   c a r d   132 .   A  PIN  i s   g e n e r a t e d  

134  in  a  m a n n e r   d e s c r i b e d   a b o v e .   In  t h i s   e m b o d i m e n t ,  

r a t h e r   t h a n   e n c r y p t i n g   t h e   PIN,   t h e   PAN  i s   e n c r y p t e d  

136.   The  r e s u l t i n g   e n c r y p t i o n   i s   t h e n   c o m b i n e d   w i t h  

t he   PIN  to  d e f i n e  a   c o d e d   v a l u e   138.   T h e r e   a r e   a  



n u m b e r   of  ways  to  c o m b i n e   t h e   e n c r y p t e d   PAN  w i t h   t h e  

PIN.  In  t h e   p r e f e r r e d   e m b o d i m e n t ,   a  p o r t i o n   of  t h e  

e n c r y p t e d   PAN  i s   a d d e d   to   t h e   PIN  u s i n g   a  m o d u l o   10 

p r o c e d u r e .   O t h e r   more   s o p h i s t i c a t e d   a p p r o a c h e s   may  b e  

t a k e n .   In  any  c a s e ,   t h e   c o d e d   v a l u e   i s   t h e n   p l a c e d   o n  

t h e   c a r d   1 4 0 .  

R e f e r r i n g   to  F i g u r e   6B,  a t   t h e   i n i t i a t i o n   of  t h e  

t r a n s a c t i o n ,   t h e   c a r d   i s   r e a d   a t   t h e   t e r m i n a l   150.   T h e  

PIN  i s   r e c e i v e d   f r o m   t h e   c a r d h o l d e r   152.   The  s e c o n d a r y  

key  i s   t h e n   d e r i v e d   u t i l i z i n g   t h e   m a s t e r   key  to  e n c r y p t  

t h e   BIN  154.   The  PAN  i s   t h e n   e n c r y p t e d   u n d e r   t h e  

s e c o n d a r y   key  156.   The  e n c r y p t e d   PAN  i s   t h e n   c o m p a r e d  

w i t h   t h e   i n f o r m a t i o n   p l a c e d   o n  t h e   c a r d .   T h i s   c a n  

c o n v e n i e n t l y   be  d o n e   in  two  w a y s ,   as  shown  a t   158  a n d  

160.  More  s p e c i f i c a l l y ,   t h e   e n c r y p t e d   PAN  (o r   a  

p o r t i o n   t h e r e o f )   i s   c o m b i n e d   w i t h   t h e   c o d e d   v a l u e   a n d  

t h e n   c o m p a r e d   w i t h   t h e   PIN  e n t e r e d   by  t h e   c a r d   h o l d e r .  

Where  t h e   o r i g i n a l   c o m b i n a t i o n   a t   138  was  by  a d d i t i o n ,  

t h e   e n c r y p t e d   PAN  i s   s u b t r a c t e d   f rom  t h e   c o d e d   v a l u e ,  

w h i c h   s h o u l d   y i e l d   t h e   PIN.   A n o t h e r   a l t e r n a t i v e   ( 1 6 0 )  

is  to  c o m b i n e   t h e   n e w l y   e n c r y p t e d   PAN  (o r   a  p o r t i o n  

t h e r e o f )   w i t h   t h e   PIN  e n t e r e d   by  t h e   c a r d   h o l d e r .   T h i s  

r e s u l t   s h o u l d   g e n e r a t e   t h e   c o d e d   v a l u e   w h i c h   has   b e e n  

p l a c e d   on  t h e   c a r d .   In  e i t h e r   c a s e ,   i f   t h e   c o m p a r i s o n  

m a t c h e s ,   t h e   t r a n s a c t i o n   can  be  a u t h o r i z e d .  

In  s u m m a r y ,   t h e r e   has   b e e n   p r o v i d e d   a  new  a n d  

i m p r o v e d   key  m a n a g e m e n t   s y s t e m ,   f o r   use   in  an  EFT 

e n v i r o n m e n t ,   w h i c h   p e r m i t s   o f f - l i n e   a u t h o r i z a t i o n   of  a  

t r a n s a c t i o n   c a r d .   In  t h e   s u b j e c t   s y s t e m ,   a  c e n t r a l  

h o s t   g e n e r a t e s   a  m a s t e r   key  w h i c h   is   t h e n   s u p p l i e d   t o  

a l l   t h e   t e r m i n a l s   in  t h e   s y s t e m .   The  h o s t   t h e n   d e r i v e s  

a  s e c o n d a r y   key  f o r   e a c h   i s s u i n g   i n s t i t u t i o n   b y  

e n c r y p t i n g   t h e   BIN  n u m b e r   of  t h e   i s s u i n g   i n s t i t u t i o n  

u n d e r   t h e   m a s t e r   k e y .   The  s e c o n d a r y   k e y s   a r e   t h e n  

s u p p l i e d   to   t h e   i s s u i n g   i n s t i t u t i o n .  



When  t h e   i n s t i t u t i o n   i s s u e s   a  c a r d ,   i t   p l a c e s   i t s  

BIN  n u m b e r   on  t h e   c a r d .   In  a d d i t i o n ,   a u t h o r i z a t i o n  

i n f o r m a t i o n   i s   p l a c e d   on  t h e   c a r d   in  e n c r y p t e d   f o r m .  

T h i s   i n f o r m a t i o n   i s   e n c r y p t e d   u n d e r   t h e   s e c o n d a r y   k e y  

a s s o c i a t e d   w i t h   t h e   i n s t i t u t i o n .   T h i s   i n f o r m a t i o n   may  
i n c l u d e   a n t i c o u n t e r f e i t i n g   d i g i t s   or  PIN  i n f o r m a t i o n .  

At  t h e   t e r m i n a l ,   t h e   i n f o r m a t i o n   on  t h e   c a r d   i s   r e a d .  

The  t e r m i n a l   t h e n   d e r i v e s   t h e   s e c o n d a r y   k e y ,   u t i l i z i n g  

t h e   m a s t e r   key  s t o r e d   a t   t h e   t e r m i n a l   to   e n c r y p t   t h e  

BIN  of  t h e   i n s t i t u t i o n .   The  s e c o n d a r y   key  i s   t h e n   u s e d  

to  p e r m i t   a n a l y s i s   of  t h e   e n c r y p t e d   a u t h o r i z a t i o n  

i n f o r m a t i o n   w h i c h   h a s   b e e n   p l a c e d   on  t h e   c a r d .   By  t h i s  

a r r a n g e m e n t ,   o f f - l i n e   a u t h o r i z a t i o n   can  be  c a r r i e d   o u t  

to  e n h a n c e   t h e   s e c u r i t y   of  t h e   t r a n s a c t i o n   c a r d  

n e t w o r k .   F u r t h e r m o r e ,   e a c h   of  t h e   i s s u i n g   i n s t i t u t i o n s  

is   g i v e n   a  d i f f e r e n t   c r y p t o g r a p h i c   k e y ,   t h e r e b y   f u r t h e r  

e n h a n c i n g   o v e r a l l   s y s t e m   s e c u r i t y .  

The  d i s c l o s u r e   h a s   i n c l u d e d   a  d e s c r i p t i o n   of   a  

n u m b e r   of  d i f f e r e n t   s e c u r i t y   a p p r o a c h e s   w h i c h   c a n  

u t i l i z e   t h e   s u b j e c t   key  m a n a g e m e n t   s y s t e m .   T h e s e  

t e c h n i q u e s   can  be  u s e d   a l o n e   or   in  c o m b i n a t i o n .   I f  

u s e d   in  c o m b i n a t i o n ,   i t   c o u l d   be  b e n e f i c i a l   to   h a v e   t h e  

i s s u i n g   i n s t i t u t i o n s   use   a  d i f f e r e n t   s e c o n d a r y   key   f o r  

e a c h   t e c h n i q u e .   T h i s   c o u l d   be  a c c o m p l i s h e d   in  a  n u m b e r  

of  w a y s .   For   e x a m p l e ,   a  d i f f e r e n t   m a s t e r   key  c o u l d   b e  

g e n e r a t e d   f o r   e a c h   t e c h n i q u e ,   or   t h e   BIN  c o u l d   b e  

m o d i f i e d   in  a  s e t   way  b e f o r e   i t   i s   e n c r y p t e d .  

W h i l e   t h e   s u b j e c t   i n v e n t i o n   has   b e e n   d e s c r i b e d  

w i t h   r e f e r e n c e   to   a  p r e f e r r e d   e m b o d i m e n t ,   i t   s h o u l d   b e  

u n d e r s t o o d   t h a t   v a r i o u s   o t h e r   c h a n g e s   and  m o d i f i c a t i o n s  

c o u l d   be  made  t h e r e i n ,   by  one  s k i l l e d   in  t h e   a r t ,  

w i t h o u t   v a r y i n g   f rom  t h e   s c o p e   and  s p i r i t   of  t h e  

s u b j e c t   i n v e n t i o n   as  d e f i n e d   by  t h e   a p p e n d e d   c l a i m s .  



1.  A  m e t h o d   of  d i s t r i b u t i n g   c r y p t o g r a p h i c   k e y s  

in  a  s y s t e m   h a v i n g   a  p l u r a l i t y   of  i s s u i n g   i n s t i t u t i o n s  

and  a  p l u r a l i t y   of  t r a n s a c t i o n   t e r m i n a l s ,   s a i d   m e t h o d  

c o m p r i s i n g   t h e   s t e p s   o f :  

g e n e r a t i n g   a  m a s t e r   k e y ;  

s u p p l y i n g   t h e   m a s t e r   key  to   e a c h   t e r m i n a l ;  

d e r i v i n g   a  s e c o n d a r y   key  f o r   e a c h   i s s u i n g  

i n s t i t u t i o n   by  e n c r y p t i n g   d a t a   i d e n t i f y i n g   t h e  

i s s u i n g   i n s t i t u t i o n   u n d e r   t h e   m a s t e r   k e y ;  

s u p p l y i n g   t h e   s e c o n d a r y   k e y s   to   t h e  

a s s o c i a t e d   i s s u i n g   i n s t i t u t i o n s ;  

p l a c i n g   s a i d   d a t a   i d e n t i f y i n g   t h e   i s s u i n g  

i n s t i t u t i o n   on  s a i d   c a r d ;   a n d  

p l a c i n g   a u t h o r i z a t i o n   i n f o r m a t i o n   on  e a c h  

s a i d   c a r d ,   s a i d   a u t h o r i z a t i o n   i n f o r m a t i o n   h a v i n g  

been   e n c r y p t e d   in  t h e   s e c o n d a r y   key  a s s o c i a t e d  

w i t h   t h e   i n s t i t u t i o n   i s s u i n g   t h e   c a r d ,   w h e r e b y   a  

c a r d   can   be  a u t h o r i z e d   a t   any  t e r m i n a l   by  d e r i v i n g  

s a i d   s e c o n d a r y   key  u t i l i z i n g   t h e   m a s t e r   key  s t o r e d  

at   t h e   t e r m i n a l   to   e n c r y p t   s a i d   i n f o r m a t i o n  

i d e n t i f y i n g   s a i d   i s s u i n g   i n s t i t u t i o n   p l a c e d   o n  

s a i d   c a r d   t h e r e b y   p e r m i t t i n g   a n a l y s i s   of  s a i d  

e n c r y p t e d   a u t h o r i z a t i o n   i n f o r m a t i o n   p l a c e d   on  s a i d  

c a r d .  



2.  A  m e t h o d   of  d i s t r i b u t i n g   c r y p t o g r a p h i c   k e y s  

in  a  s y s t e m   h a v i n g   a  p l u r a l i t y   of  i s s u i n g   i n s t i t u t i o n s  

and  a  p l u r a l i t y   of   t r a n s a c t i o n   t e r m i n a l s ,   s a i d   m e t h o d  

to  f a c i l i t a t e   t h e   o f f - l i n e   v e r i f i c a t i o n   of  t h e  

a u t h e n t i c i t y   of   a  f i n a n c i a l   t r a n s a c t i o n   c a r d   a t   a  

t e r m i n a l ,   s a i d   m e t h o d   c o m p r i s i n g   t h e   s t e p s   o f :  

g e n e r a t i n g   a  m a s t e r   k e y ;  

s u p p l y i n g   t h e   m a s t e r   key  to  e a c h   t e r m i n a l ;  

d e r i v i n g   a  s e c o n d a r y   key  f o r   e a c h   i s s u i n g  

i n s t i t u t i o n   by  e n c r y p t i n g   d a t a   i d e n t i f y i n g   t h e  

i s s u i n g   i n s t i t u t i o n   u n d e r   t h e   m a s t e r   k e y ;  

s u p p l y i n g   t h e   s e c o n d a r y   k e y s   t o  t h e  

a s s o c i a t e d   i s s u i n g   i n s t i t u t i o n s ;  

p l a c i n g   s a i d   d a t a   i d e n t i f y i n g   t h e   i s s u i n g  

i n s t i t u t i o n   on  s a i d   c a r d ;  

g e n e r a t i n g   u n i q u e   a c c o u n t   i n f o r m a t i o n   f o r  

e a c h   c a r d ;  

p l a c i n g   s a i d   a c c o u n t   i n f o r m a t i o n   on  t h e  

a s s o c i a t e d   c a r d ;  

d e r i v i n g   a u t h o r i z a t i o n   i n f o r m a t i o n   f o r   e a c h  

c a r d   by  e n c r y p t i n g   t h e   a s s o c i a t e d   a c c o u n t  

i n f o r m a t i o n   u n d e r   s a i d   s e c o n d a r y   key ;   a n d  

p l a c i n g   a t   l e a s t   a  p o r t i o n   of  s a i d   e n c r y p t e d  

a u t h o r i z a t i o n   i n f o r m a t i o n   on  s a i d   c a r d ,   w h e r e b y  

t h e   a u t h e n t i c i t y   of  t he   c a r d   can  be  v e r i f i e d   b y  

d e r i v i n g   s a i d   s e c o n d a r y   key  u t i l i z i n g   t h e   m a s t e r  

key  s t o r e d   a t   t h e   t e r m i n a l   to   e n c r y p t   s a i d  

i n f o r m a t i o n   i d e n t i f y i n g   s a i d   i s s u i n g   i n s t i t u t i o n  

p l a c e d   on  s a i d   c a r d   and  t h e r e a f t e r   u t i l i z i n g   s a i d  

s e c o n d a r y   key  to   p e r m i t   t h e   c o m p a r i s o n   of  t h e  

e n c r y p t e d   a u t h o r i z a t i o n   i n f o r m a t i o n   and  t h e  

a c c o u n t   i n f o r m a t i o n   p l a c e d   on  s a i d   c a r d .  



3;  A  m e t h o d   of  d i s t r i b u t i n g   c r y t o g r a p h i c   k e y s   a s  

r e c i t e d   in  c l a i m   2  w h e r e i n   s a i d   c o m p a r i s o n   is  c a r r i e d  

o u t   by  u t i l i z i n g   t he   s e c o n d a r y   key  d e r i v e d   a t   t h e  

t e r m i n a l   to  e n c r y p t   t he   a c c o u n t   i n f o r m a t i o n   p l a c e d   o n  

t h e   c a r d   and  c o m p a r i n g   t h e   e n c r y p t e d   r e s u l t   to   t h e  

e n c r y p t e d   a u t h o r i z a t i o n   i n f o r m a t i o n   p l a c e d   on  t h e   c a r d .  

4.  A  m e t h o d   of  d i s t r i b u t i n g   c r y p t o g r a p h i c   k e y s   a s  

r e c i t e d   in  c l a i m   2  f u r t h e r   i n c l u d i n g   t h e   s t e p   o f  

p l a c i n g   a  s e c u r e   c a r d   p r o p e r t y   on  t he   c a r d ,   and  w h e r e i n  

t h e   s t e p   of  d e r i v i n g   a u t h o r i z a t i o n   i n f o r m a t i o n   i n c l u d e s  

e n c r y p t i n g   t h e   s e c u r e   c a r d   p r o p e r t y   in  c o m b i n a t i o n   w i t h  

t h e   a c c o u n t   i n f o r m a t i o n .  



5.  A  m e t h o d   of  d i s t r i b u t i n g   c r y p t o g r a p h i c   k e y s  

in  a  s y s t e m   h a v i n g   a  p l u r a l i t y   of  i s s u i n g   i n s t i t u t i o n s  

and  a  p l u r a l i t y   of  t r a n s a c t i o n   t e r m i n a l s ,   s a i d   m e t h o d  

to  f a c i l i t a t e   t h e   o f f - l i n e   v e r i f i c a t i o n  o f   t h e   i d e n t i t y  

of  a  c a r d   h o l d e r   u t i l i z i n g   a  f i n a n c i a l   t r a n s a c t i o n   c a r d  

a t   a  t e r m i n a l ,   s a i d   m e t h o d   c o m p r i s i n g   t h e   s t e p s   o f :  

g e n e r a t i n g   a  m a s t e r   k e y ;  

s u p p l y i n g   t h e   m a s t e r   key  to  e a c h   t e r m i n a l ;  

d e r i v i n g   a  s e c o n d a r y   key  f o r   e a c h   i s s u i n g  

i n s t i t u t i o n   by  e n c r y p t i n g   d a t a   i d e n t i f y i n g   t h e  

i s s u i n g   i n s t i t u t i o n   u n d e r   t h e   m a s t e r   k e y ;  

s u p p l y i n g   t h e   s e c o n d a r y   k e y s   to   t h e  

a s s o c i a t e d   i s s u i n g   i n s t i t u t i o n ;  

p l a c i n g   s a i d   d a t a   i d e n t i f y i n g   t h e   i s s u i n g  

i n s t i t u t i o n   on  s a i d   c a r d ;  

g e n e r a t i n g   p e r s o n a l   i d e n t i f i c a t i o n  

i n f o r m a t i o n   f o r   e a c h   c a r d   and  a s s o c i a t e d   w i t h   e a c h  

c a r d   h o l d e r ;  

e n c r y p t i n g   t h e   p e r s o n a l   i d e n t i f i c a t i o n  

i n f o r m a t i o n   u n d e r   t h e   s e c o n d a r y   key  a s s o c i a t e d  

- w i t h   t h e   i n s t i t u t i o n   i s s u i n g   t h e   c a r d ;   a n d  

p l a c i n g   a t   l e a s t   a  p o r t i o n   of  t h e   e n c r y p t e d  

p e r s o n a l   i d e n t i f i c a t i o n   i n f o r m a t i o n   on  e a c h   s a i d  

c a r d ,   w h e r e b y   t h e   i d e n t i t y   of  t h e   c a r d   h o l d e r   m a y  
be  v e r i f i e d   by  d e r i v i n g   s a i d   s e c o n d a r y   k e y  

u t i l i z i n g   t h e   m a s t e r   key  s t o r e d   a t   t h e   t e r m i n a l   t o  

e n c r y p t   s a i d   i n f o r m a t i o n   i d e n t i f y i n g   s a i d   i s s u i n g  

i n s t i t u t i o n   p l a c e d   on  s a i d   c a r d   and  t h e r e a f t e r  

u t i l i z i n g   t h e   s e c o n d a r y   key  to  p e r m i t   t h e  

c o m p a r i s o n   of  t h e   e n c r y p t e d   p e r s o n a l  
i d e n t i f i c a t i o n   i n f o r m a t i o n   on  t h e   c a r d   w i t h   t h e  

p e r s o n a l   i d e n t i f i c a t i o n   i n f o r m a t i o n   e n t e r e d   i n t o  

s a i d   t e r m i n a l   by  s a i d   c a r d   h o l d e r .  



6.  A  m e t h o d   of  d i s t r i b u t i n g   c r y p t o g r a p h i c   keys   a s  

r e c i t e d   in  c l a i m   5  w h e r e i n   s a i d   c o m p a r i s o n   s t e p   i s  

c a r r i e d   o u t   by  u t i l i z i n g   t he   s e c o n d a r y   key  d e r i v e d   a t  

t h e   t e r m i n a l   to  d e c r y p t   t he   p e r s o n a l   i d e n t i f i c a t i o n  

i n f o r m a t i o n   p l a c e d   on  t h e   c a r d   and  c o m p a r i n g   t h e   r e s u l t  

to  t h e   p e r s o n a l   i d e n t i f i c a t i o n   i n f o r m a t i o n   e n t e r e d   i n t o  

t h e   t e r m i n a l   by  t h e   c a r d   h o l d e r .  

7.  A  m e t h o d   of  d i s t r i b u t i n g   c r y p t o g r a p h i c   k e y s   a s  

r e c i t e d   in  c l a i m   5  w h e r e i n   s a i d   c o m p a r i s o n   s t e p   i s  

c a r r i e d   o u t   by  u t i l i z i n g   t h e   s e c o n d a r y   key  d e r i v e d   a t  

t h e   t e r m i n a l   to   e n c r y p t   t he   p e r s o n a l   i d e n t i f i c a t i o n  

i n f o r m a t i o n   e n t e r e d   i n t o   t h e   t e r m i n a l   by  t h e   c a r d  

h o l d e r   and  c o m p a r i n g   t h e   r e s u l t   to   t h e   e n c r y p t e d  

p e r s o n a l   i d e n t i f i c a t i o n   i n f o r m a t i o n   p l a c e d   on  t h e   c a r d .  



8.  A  m e t h o d   of  d i s t r i b u t i n g   c r y p t o g r a p h i c   k e y s  

in  a  s y s t e m   h a v i n g   a  p l u r a l i t y   of   i s s u i n g   i n s t i t u t i o n s  

and  a  p l u r a l i t y   of  t r a n s a c t i o n   t e r m i n a l s ,   s a i d   m e t h o d  

t o ,  f a c i l i t a t e   t h e   o f f - l i n e   v e r i f i c a t i o n   of  t h e   i d e n t i t y  

of  a  c a r d   h o l d e r   u t i l i z i n g   a  f i n a n c i a l   t r a n s a c t i o n   c a r d  

a t   a  t e r m i n a l ,   s a i d   m e t h o d   c o m p r i s i n g   t h e   s t e p s   o f :  

g e n e r a t i n g   a  m a s t e r   k e y ;  

s u p p l y i n g   the   m a s t e r   key  to   e a c h   t e r m i n a l ;  

d e r i v i n g   a  s e c o n d a r y   key  f o r   e a c h   i s s u i n g  

i n s t i t u t i o n   by  e n c r y p t i n g   d a t a   i d e n t i f y i n g   t h e  

i s s u i n g   i n s t i t u t i o n   u n d e r   t h e   m a s t e r   k e y ;  

s u p p l y i n g   t h e   s e c o n d a r y   k e y s   to   t h e  

a s s o c i a t e d   i s s u i n g   i n s t i t u t i o n ;  

p l a c i n g   t h e   d a t a   i d e n t i f y i n g   t h e   i s s u i n g  

i n s t i t u t i o n   on  t he   c a r d ;  

g e n e r a t i n g   u n i q u e   a c c o u n t   i n f o r m a t i o n   f o r  

e a c h   c a r d ;  

p l a c i n g   s a i d   a c c o u n t   i n f o r m a t i o n   on  t h e  

a s s o c i a t e d   c a r d ;  

g e n e r a t i n g   p e r s o n a l   i d e n t i f i c a t i o n  

i n f o r m a t i o n   f o r   e a c h   c a r d   and  a s s o c i a t e d   w i t h   e a c h  

c a r d   h o l d e r ;  

e n c r y p t i n g   t h e   a c c o u n t   i n f o r m a t i o n   a s s o c i a t e d  

w i t h   t h e   c a r d   u n d e r   t h e   s e c o n d a r y   key  a s s o c i a t e d ,  

w i t h   t h e   i n s t i t u t i o n   i s s u i n g   t h e   c a r d ;  

c o m b i n i n g   a t   l e a s t   a  p o r t i o n   of  s a i d  

e n c r y p t e d   a c c o u n t   i n f o r m a t i o n   and  s a i d   p e r s o n a l  

i d e n t i f i c a t i o n   i n f o r m a t i o n   to  g e n e r a t e   a  c o d e d  

m e s s a g e ;   a n d  

p l a c i n g   at  l e a s t   a  p o r t i o n   of  t h e   c o d e d  

m e s s a g e   on  the   c a r d ,   w h e r e b y   t h e   i d e n t i t y   of  t h e  

c a r d   h o l d e r   may  be  v e r i f i e d   by  d e r i v i n g   t h e  

s e c o n d a r y   key  u t i l i z i n g   t h e   m a s t e r   key  s t o r e d   a t  

t h e   t e r m i n a l   to  e n c r y p t   s a i d   i n f o r m a t i o n  

i d e n t i f y i n g   s a i d   i s s u i n g   i n s t i t u t i o n   p l a c e d   o n  

s a i d   c a r d   and  t h e r e a f t e r   u t i l i z i n g   t h e   s e c o n d a r y  



key   to  p e r m i t   t he   c o m p a r i s o n  o f   t h e   c o d e d   m e s s a g e  

on  t h e   c a r d   and  t h e   p e r s o n a l   i d e n t i f i c a t i o n  

i n f o r m a t i o n   e n t e r e d   i n t o   t h e   t e r m i n a l   by  t h e   c a r d  

h o l d e r .  

9.  A  m e t h o d   of  d i s t r i b u t i n g   c r y p t o g r a p h i c   k e y s  

as  r e c i t e d   in  c l a i m   8  w h e r e i n   s a i d   c o m p a r i s o n   s t e p   i s  

c a r r i e d   o u t   u t i l i z i n g   t h e   s e c o n d a r y   key  d e r i v e d   a t   t h e  

t e r m i n a l   to  e n c r y p t   t he   a c c o u n t   i n f o r m a t i o n   p l a c e d   o n  

t h e   c a r d   and  c o m b i n i n g   a t   l e a s t   a  p o r t i o n   of  t h e   r e s u l t  

w i t h   t h e   c o d e d   m e s s a g e   p l a c e d   on  t h e   c a r d   to  p e r m i t  

c o m p a r i s o n   w i t h   t h e   p e r s o n a l   i d e n t i f i c a t i o n   i n f o r m a t i o n  

e n t e r e d   i n t o   t h e   t e r m i n a l   by  t h e   c a r d   h o l d e r .  

10.  A  m e t h o d   of  d i s t r i b u t i n g   c r y p t o g r a p h i c   k e y s  

as  r e c i t e d   in  c l a i m   8  w h e r e i n   s a i d   c o m p a r i s o n   s t e p   i s  

c a r r i e d   o u t   by  u t i l i z i n g   t h e   s e c o n d a r y   key  d e r i v e d   a t  

t h e   t e r m i n a l   to  e n c r y p t   t h e   a c c o u n t   i n f o r m a t i o n   p l a c e d  

on  t h e   c a r d   and  c o m b i n i n q   a t   l e a s t   a  p o r t i o n   of   t h e  

r e s u l t   w i t h   t h e   p e r s o n a l   i d e n t i f i c a t i o n   i n f o r m a t i o n  

e n t e r e d   i n t o   t h e   t e r m i n a l   by  t h e   c a r d   h o l d e r   to  p e r m i t  

c o m p a r i s o n   w i t h   t h e   c o d e d   m e s s a g e   p l a c e d   on  t h e   c a r d .  



11.  A  s y s t e m   f o r   d i s t r i b u t i n g   c r y p t o g r a p h i c   k e y s  

w h i c h   i n c l u d e   a  p l u r a l i t y   of  i s s u i n g   i n s t i t u t i o n s   and  a  

p l u r a l i t y   of  t r a n s a c t i o n   t e r m i n a l s ,   s a i d   s y s t e m   t o  

f a c i l i t a t e   t h e   o f f - l i n e   a u t h o r i z a t i o n   of   a  f i n a n c i a l  

t r a n s a c t i o n   c a r d   at  a  t e r m i n a l ,   s a i d   s y s t e m   c o m p r i s i n g :  

c o n t r o l   means   f o r   g e n e r a t i n g   and  s u p p l y i n g   a  

m a s t e r   key  to  e a c h   of  t h e   t e r m i n a l s ,   s a i d   c o n t r o l  

m e a n s   a l s o   f o r   d e r i v i n g   a  s e c o n d a r y   key  f o r   e a c h  

i s s u i n g   i n s t i t u t i o n   by  e n c r y p t i n g   d a t a   i d e n t i f y i n g  

t h e   i s s u i n g   i n s t i t u t i o n   u n d e r   t h e   m a s t e r   k e y ;  

means   f o r   t r a n s m i t t i n g   t h e   s e c o n d a r y   k e y s   t o  

t h e   a s s o c i a t e d   i s s u i n g   i n s t i t u t i o n ;  

means   at   t h e   i s s u i n g - i n s t i t u t i o n   f o r   i s s u i n g  

c a r d s ,   s a i d   means   c a p a b l e   of  p l a c i n g   s a i d   d a t a  

i d e n t i f y i n g   t h e   i s s u i n g   i n s t i t u t i o n   on  s a i d   c a r d ,  

s a i d   means   a l s o   f o r   g e n e r a t i n g   a u t h o r i z a t i o n  

i n f o r m a t i o n   and  e n c r y p t i n g   s a i d   a u t h o r i z a t i o n  

i n f o r m a t i o n   in  t h e   s e c o n d a r y   key  s u p p l i e d   by  t h e  

c e n t r a l   means   and  p l a c i n g   s a i d   e n c r y p t e d  

a u t h o r i z a t i o n   i n f o r m a t i o n   on  s a i d   c a r d ;  

means   a t   e a c h   t e r m i n a l   f o r   r e a d i n g   s a i d   d a t a  

i d e n t i f y i n g   s a i d   i s s u i n g   i n s t i t u t i o n   and  s a i d  

e n c r y p t e d   a u t h o r i z a t i o n   i n f o r m a t i o n   p l a c e d   o n  t h e  

c a r d ;   and  0 
means   a t   s a i d   t e r m i n a l   to   d e r i v e   s a i d  

s e c o n d a r y   key  u t i l i z i n g   t h e   m a s t e r   key  s t o r e d   a t  

t h e   t e r m i n a l   to   e n c r y p t   s a i d   d a t a   i d e n t i f y i n g   t h e  

i s s u i n g   i n s t i t u t i o n   to  p e r m i t   a n a l y s i s   of  s a i d  

a u t h o r i z a t i o n   i n f o r m a t i o n   p l a c e d   on  s a i d   c a r d .  



12.  A  s y s t e m   f o r   d i s t r i b u t i n g   c r y p t o g r a p h i c   k e y s  

w h i c h   i n c l u d e s   a  p l u r a l i t y   of  i s s u i n g   i n s t i t u t i o n s   a n d  

a  p l u r a l i t y   of  t r a n s a c t i o n   t e r m i n a l s ,   s a i d   s y s t e m   t o  

f a c i l i t a t e   t h e   o f f - l i n e   v e r i f i c a t i o n   of  t h e  

a u t h e n t i c i t y   of  a  f i n a n c i a l   t r a n s a c t i o n   c a r d   a t   a  

t e r m i n a l ,   s a i d   s y s t e m   c o m p r i s i n g :  

c o n t r o l   means   f o r   g e n e r a t i n g   and  s u p p l y i n g   a  

m a s t e r   key  to  e a c h   of  t h e   t e r m i n a l s ,   s a i d   c o n t r o l  

m e a n s   a l s o   f o r   d e r i v i n g   a  s e c o n d a r y   key  f o r   e a c h  

i s s u i n g   i n s t i t u t i o n   by  e n c r y p t i n g   d a t a   i d e n t i f y i n g  

t h e   i s s u i n g   i n s t i t u t i o n   u n d e r   t h e   m a s t e r   k e y ;  

means   f o r   t r a n s m i t t i n g   t h e   s e c o n d a r y   k e y s   t o  

t h e   a s s o c i a t e d   i s s u i n g   i n s t i t u t i o n ;  

means   at   t h e   i s s u i n g   i n s t i t u t i o n   f o r   i s s u i n g  

c a r d s ,   s a i d   means   c a p a b l e   of  p l a c i n g   s a i d   d a t a  

i d e n t i f y i n g   t h e   i s s u i n g   i n s t i t u t i o n   on  s a i d   c a r d ,  

s a i d   means   f o r   g e n e r a t i n g   u n i q u e   a c c o u n t  

i n f o r m a t i o n   f o r   e a c h   c a r d   and  p l a c i n g   s a i d   a c c o u n t  

i n f o r m a t i o n   on  t h e   a s s o c i a t e d   c a r d   and  m e a n s   f o r  

e n c r y p t i n g   t h e   a c c o u n t  i n f o r m a t i o n   u n d e r   t h e  

s e c o n d a r y   key  and  p l a c i n g   a t   l e a s t   a  p o r t i o n   o f  

t h e   e n c r y p t e d   a u t h o r i z a t i o n   i n f o r m a t i o n   on  t h e  

c a r d ;  

means   a t   s a i d   t e r m i n a l   f o r   r e a d i n g   s a i d   d a t e  

i d e n t i f y i n g   s a i d   i s s u i n g   i n s t i t u t i o n ,   s a i d   a c c o u n t  

i n f o r m a t i o n   and  s a i d   e n c r y p t e d   a u t h o r i z a t i o n  

i n f o r m a t i o n   p l a c e d   on  t h e   c a r d ;   a n d  

means   a t   s a i d   t e r m i n a l   f o r   d e r i v i n g   s a i d  

s e c o n d a r y   key  by  u t i l i z i n g   t h e   m a s t e r   key  s t o r e d  

a t   t h e   t e r m i n a l   to  e n c r y p t   s a i d   d a t a   i d e n t i f y i n g  

t h e   i s s u i n g   i n s t i t u t i o n   w h e r e b y   t h e   s e c o n d a r y   k e y  

may  be  u t i l i z e d   to   p e r m i t   t h e   c o m p a r i s o n   of  t h e  

a c c o u n t   i n f o r m a t i o n   and  t h e   e n c r y p t e d  

a u t h o r i z a t i o n   i n f o r m a t i o n   p l a c e d   on  t h e   c a r d .  



13.  A  s y s t e m   f o r   d i s t r i b u t i n g   c r y p t o g r a p h i c   k e y s  

as  r e c i t e d   in  c l a i m   12  w h e r e i n   t h e   e n c r y p t i n g   means   a t  

s a i d   t e r m i n a l   u t i l i z e s  t h e   s e c o n d a r y   key  d e r i v e d   at  t h e  

t e r m i n a l   to   e n c r y p t   t h e   a c c o u n t   i n f o r m a t i o n   p l a c e d   o n  
t h e   c a r d   and  c o m p a r e s   a t   l e a s t   a  p o r t i o n   of  t h e  

e n c r y p t e d   r e s u l t   to  t h e   e n c r y p t e d   a u t h o r i z a t i o n  

i n f o r m a t i o n   p l a c e d   on  t h e   c a r d .  

14.  A  s y s t e m   f o r   d i s t r i b u t i n g   c r y p t o g r a p h i c   k e y s  

as  r e c i t e d   in  c l a i m   12  f u r t h e r   i n c l u d i n g   a  m e a n s   f o r  

p l a c i n g   a  s e c u r e   c a r d   p r o p e r t y   on  t h e   c a r d   and  w h e r e i n  

t h e   e n c r y p t i n g   means   a t   t h e   i s s u i n g   i n s t i t u t i o n  

e n c r y p t s   a  c o m b i n a t i o n   of   b o t h  t h e   s e c u r e   c a r d   p r o p e r t y  
and  t h e   a c c o u n t   i n f o r m a t i o n   and  p l a c e s   a t   l e a s t   a  

p o r t i o n   of  t h e   r e s u l t   on  t h e   c a r d   and  w h e r e i n   t h e  

t e r m i n a l   i n c l u d e s   a  means   f o r  r e a d i n g   t h e   s e c u r e   c a r d  

p r o p e r t y .  



15.  A  s y s t e m   f o r   d i s t r i b u t i n g   e n c r y p t i n g   k e y s  

w h i c h   i n c l u d e s   a  p l u r a l i t y   of  i s s u i n g   i n s t i t u t i o n s   a n d  

a  p l u r a l i t y   of  t r a n s a c t i o n   t e r m i n a l s ,   s a i d   s y s t e m   t o  

f a c i l i t a t e   t h e   o f f - l i n e   v e r i f i c a t i o n   of  t he   i d e n t i t y   o f  

a  c a r d   h o l d e r   u t i l i z i n g   a  f i n a n c i a l   t r a n s a c t i o n   c a r d   a t  

a  t e r m i n a l ,   s a i d   s y s t e m   c o m p r i s i n g :  

c o n t r o l   means   f o r   g e n e r a t i n g   and  s u p p l y i n g   a  

m a s t e r   key  to  e a c h   of  t h e   t e r m i n a l s ,   s a i d   c o n t r o l  

m e a n s   a l s o   f o r   d e r i v i n g   a  s e c o n d a r y   key  f o r   e a c h  

i s s u i n g   i n s t i t u t i o n   by  e n c r y p t i n g   d a t a   i d e n t i f y i n g  

t h e   i s s u i n g   i n s t i t u t i o n   u n d e r   t h e   m a s t e r   k e y ;  

means   f o r   t r a n s m i t t i n g   t h e   s e c o n d a r y   k e y s   t o  

t h e   a s s o c i a t e d   i s s u i n g   i n s t i t u t i o n ;  

means   a t   t h e   i s s u i n g   i n s t i t u t i o n   f o r   i s s u i n g  

c a r d s ,   s a i d   means   c a p a b l e  o f   p l a c i n g   s a i d   d a t a  

i d e n t i f y i n g   t h e   i s s u i n g   i n s t i t u t i o n   on  s a i d   c a r d ,  

s a i d   means   c a p a b l e   of  g e n e r a t i n g   u n i q u e   a c c o u n t  

i n f o r m a t i o n   a s s o c i a t e d   w i t h   s a i d   c a r d   and  f o r  

p l a c i n g   t h a t   a c c o u n t   i n f o r m a t i o n   on  t h a t   c a r d ,  

s a i d   means   f o r   g e n e r a t i n g   p e r s o n a l   i d e n t i f i c a t i o n  

i n f o r m a t i o n   f o r   e a c h   s a i d   c a r d   a s s o c i a t e d   w i t h  

e a c h   c a r d h o l d e r ,   s a i d   means   f o r   e n c r y p t i n g   t h e  

a c c o u n t   i n f o r m a t i o n   u n d e r   s a i d   s e c o n d a r y   key  a n d  

c o m b i n i n g   at   l e a s t   a  p o r t i o n   of   s a i d   e n c r y p t e d  

a c c o u n t   i n f o r m a t i o n   w i t h   s a i d   p e r s o n a l   i d e n t i -  

f i c a t i o n   i n f o r m a t i o n   to  g e n e r a t e   a  c o d e d   m e s s a g e ,  
and  t h e r e a f t e r   p l a c i n g   t h e   c o d e d   m e s s a g e   on  t h e  

c a r d ;  

m e a n s   at   e a c h   t e r m i n a l   f o r   r e a d i n g   s a i d   d a t a  

i d e n t i f y i n g   t h e   i s s u i n g   i n s t i t u t i o n ,   s a i d   a c c o u n t  

i n f o r m a t i o n   and  s a i d   c o d e d   m e s s a g e   p l a c e d   on  t h e  

c a r d ;  

means   a t   s a i d   t e r m i n a l   f o r   r e c e i v i n g   p e r s o n a l  

i d e n t i f i c a t i o n   i n f o r m a t i o n   e n t e r e d   by  t h e  

c a r d h o l d e r ;   a n d  



means   a t   s a i d   t e r m i n a l   f o r   d e r i v i n g   s a i d  

s e c o n d a r y   key  u t i l i z i n g   t h e   m a s t e r   key  s t o r e d   a t  

t h e   t e r m i n a l   to   e n c r y p t   t h e   i n f o r m a t i o n  

i d e n t i f y i n g   s a i d   i s s u i n g   i n s t i t u t i o n   p l a c e d   o n  

s a i d   c a r d   w h e r e b y   t h e   s e c o n d a r y   key  may  b e  

u t i l i z e d   to  p e r m i t   t h e   c o m p a r i s o n   of  t h e   c o d e d  

m e s s a g e   on  t h e   c a r d   and  t h e   p e r s o n a l   i d e n t i f i -  

c a t i o n   e n t e r e d   i n t o   t h e   t e r m i n a l   by  t h e  

c a r d h o l d e r .  

16.  A  s y s t e m   f o r   d i s t r i b u t i n g   e n c r y p t i n g   k e y s   a s  

r e c i t e d   in  c l a i m   15  w h e r e i n   t h e   e n c r y p t i n g   m e a n s   a t   t h e  

t e r m i n a l   u t i l i z e s   t h e   s e c o n d a r y - k e y   d e r i v e d   a t   t h e  

t e r m i n a l   to  e n c r y p t   t h e   a c c o u n t   i n f o r m a t i o n   p l a c e d   o n  

t h e   c a r d   and  c o m b i n e s   a t   l e a s t   a  p o r t i o n   of  t h e  r e s u l t  

w i t h   t h e   c o d e d   m e s s a g e   p l a c e d   on  t h e   c a r d   to   p e r m i t  

c o m p a r i s o n   w i t h   t h e   p e r s o n a l   i d e n t i f i c a t i o n   i n f o r m a t i o n  

e n t e r e d   i n t o   t h e   t e r m i n a l   by  t h e   c a r d   h o l d e r .  

17.  A  s y s t e m   f o r   d i s t r i b u t i n g   e n c r y p t i n g   k e y s   a s .  

r e c i t e d   in  c l a i m   15  w h e r e i n   t h e   e n c r y p t i n g   means   at   t h e  

t e r m i n a l   u t i l i z e s   t h e   s e c o n d a r y   key  d e r i v e d   at   t h e  

t e r m i n a l   to  e n c r y p t   t h e   a c c o u n t   i n f o r m a t i o n   p l a c e d   o n  

t h e   c a r d   and  c o m b i n e s   a t   l e a s t   a  p o r t i o n   of  t h e   r e s u l t  
w i t h   t h e   p e r s o n a l   i d e n t i f i c a t i o n   i n f o r m a t i o n   e n t e r e d  

i n t o   t h e   t e r m i n a l   by  t h e   c a r d   h o l d e r   to  p e r m i t  

c o m p a r i s o n   w i t h   t h e   c o d e d   m e s s a g e   on  t h e   c a r d .  
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