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Qtf)  In  a  digital  computing  system  with  a  central  processing 
unit  (CPU40)  and  random  access  memory  (RAM48),  an 
improved  data  access  limitation  and  protection  subsystem  is 
disclosed  which  protects  data  stored  within  predetermined 
boundaries  of  the  RAM.  An  operation  code  detector  (22)de- 
tects  a  unique  operation  code  stored  in  the  RAM  and  fetched 
by  the  CPU,  and  puts  out  a  signal  when  the  unique  operation 
code  is  detected.  An  address  latch  (23)  stores  a  high  and  a 
low  digital  boundary  address  put  out  by  the  CPU  when  the 
address  latch  is  enabled  by  the  signal  from  the  operation 
code  detector.  An  address  comparator  (25)  compares  digital 
addresses  subsequently  put  out  by  the  CPU  with  the  stored 
boundary  addresses  and  puts  out  a  signal  as  the  result  of  the 
comparison.  The  address  comparator  signal  controls  a 
switch  which  enables  and  disables  an  address  transformer 
(43)  and  a  bi-directional  data  transformer  (41  ).  A  byte  of  data 
written  by  the  CPU  to  the  RAM  is  encoded  by  the  data 
transformer,  and  a  byte  of  data  fetched  by  the  CPU  from  the 
RAM  is  decoded  by  the  data  transformer;  and  the  digital 
address  location  to  which  the  byte  of  data  is  written  and  from 
which  it  is  fetched  is  different  than  the  digital  address 
generated  by  the  CPU  in  its  normal  mode  of  operation,  if  the 
digital  address  of  the  byte  within  the  RAM  is  not  greater  than 
the  high  boundary  address  and  not  less  than  the  low 
boundary  address. 
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 I n   a  digital  computing  system  with  a  central  processing 
unit  (CPU40)  and  random  access  memory  (RAM48),  an 
improved  data  access  limitation  and  protection  subsystem  is 
disclosed  which  protects  data  stored  within  predetermined 
boundaries  of  the  RAM.  An  operation  code  detector  (22)de- 
tects  a  unique  operation  code  stored  in  the  RAM  and  fetched 
by  the  CPU,  and  puts  out  a  signal  when  the  unique  operation 
code  is  detected.  An  address  latch  (23)  stores  a  high  and  a 

low  digital  boundary  address  put  out  by  the  CPU  when  the 
address  latch  is  enabled  by  the  signal  from  the  operation 
code  detector.  An  address  comparator  (25)  compares  digital 
addresses  subsequently  put  out  by  the  CPU  with  the  stored 
boundary  addresses  and  puts  out  a  signal  as  the  result  of  the 
comparison.  The  address  comparator  signal  controls  a 
switch  which  enables  and  disables  an  address  transformer 
(43)  and  a  bi-directional  data  transformer  (41  A  byte  of  data 
written  by  the  CPU  to  the  RAM  is  encoded  by  the  data 
transformer,  and  a  byte  of  data  fetched  by  the  CPU  from  the 
RAM  is  decoded  by  the  data  transformer;  and  the  digital 
address  location  to  which  the  byte  of  data  is  written  and  from 
which  it  is  fetched  is  different  than  the  digital  address 
generated  by  the  CPU  in  its  normal  mode  of  operation,  if  the 
digital  address  of  the  byte  within  the  RAM  is  not  greater  than 
the  high  boundary  address  and  not  less  than  the  low 
boundary  address. 





The  p r e s e n t   i n v e n t i o n   r e l a t e s   t o   m e t h o d s   a n d  

a p p a r a t u s   f o r   p r o t e c t i n g   s o f t w a r e   f r o m   u n a u t h o r i z e d   a c c e s s ,  

u s e ,   a n d / o r   m i s a p p r o p r i a t i o n .   M o r e   p a r t i c u l a r l y ,   t h e  

p r e s e n t   i n v e n t i o n   r e l a t e s   t o   m e t h o d s   a n d   a p p a r a t u s   f o r  

s a f e g u a r d i n g   s o f t w a r e   w i t h i n   a  m i c r o c o m p u t e r   by  t h e   use   o f  

c o n c u r r e n t   t r a n s l a t i o n   of   d a t a   and   a d d r e s s e s   w i t h i n   a  

p r e d e t e r m i n e d   p r o t e c t i o n   a r e a   of  m a i n   m e m o r y   in  a c c o r d a n c e  

w i t h   an   a l g o r i t h m   w h i c h   i s   m a d e   u n i q u e   f o r   e a c h  

m i c r o c o m p u t e r   e q u i p p e d   w i t h   t h e   p r e s e n t   p r o t e c t i o n   s y s t e m .  

.  T h e   n e e d   f o r   s a f e g u a r d i n g   s o f t w a r e   f r o m  

u n a u t h o r i z e d   a c c e s s ,   r e m o v a l ,   and  d u p l i c a t i o n   h a s   b e c o m e  

p a r t i c u l a r l y   a c u t e   w i t h   t h e   p r o l i f e r a t i o n   and  w i d e s p r e a d   u s e  

of   m o n o l i t h i c   m i c r o p r o c e s s o r - b a s e d   m i c r o c o m p u t e r s .   T h e  

e f f o r t   r e q u i r e d   by  s k i l l e d   p r o g r a m m e r s   t o   d e s i g n ,   e n c o d e ,  

and  p e r f e c t   a  c o m m e r c i a l l y   u s e f u l   p r o g r a m   can   f r e q u e n t l y   b e  

m e a s u r e d   in  t e r m s   of  m a n - m o n t h s   or  y e a r s .   Such  s o f t w a r e   i s  

t h e n   c o p i e d   o n t o   m o v e a b l e   s t o r a g e   m e d i a ,   m o s t   c o m m o n l y  

f l o p p y   d i s k e t t e s ,   w h i c h   a r e   t h e n   d i s t r i b u t e d   to  a u t h o r i z e d  

u s e r s .   I f   i t   d e v e l o p s   t h a t   t h e   p a r t i c u l a r   s o f t w a r e   i s  

w o r t h w h i l e ,   t he   d i s t r i b u t i o n   t h e r e o f   b e c o m e s   w i d e s p r e a d ,   a s  

d o e s   t h e   t e m p t a t i o n   to   make  u n a u t h o r i z e d   c o p i e s   and  u s e s .  

T h e r e   h a v e   b e e n   a  n u m b e r   o f   p r o p o s a l s   f o r   " c o p y -  

p r o t e c t i n g "   f l o p p y   d i s k e t t e s .   S u c h   e f f o r t s   h a v e   m e t   w i t h  

l i m i t e d   s u c c e s s ,   and   t h e i r   m e r e   e x i s t e n c e   h a s   l e d   t o  

d e v e l o p m e n t   of  s o f t w a r e   i n t e n d e d   to   b r e a k   t h r o u g h   t h e   c o p y  

p r o t e c t i o n   s c h e m e .   One  s i g n i f i c a n t   d r a w b a c k   of   " c o p y -  

p r o t e c t i o n "   s c h e m e s   i s   t h a t   a u t h o r i z e d   u s e r s   a r e   p r e c l u d e d  

f r o m   m a k i n g   b a c k   up  c o p i e s   o f   s o f t w a r e   p r o g r a m s   and  d a t a  

b a s e s .  

T h e r e   h a v e   b e e n   s e v e r a l   p r o p o s a l s   f o r   p r o t e c t i n g  

s o f t w a r e   w i t h i n   a  c o m p u t e r   by  a d a p t i n g   b o t h   t h e   h a r d w a r e   a n d  

t h e   s o f t w a r e   t h e r e o f   to   o p e r a t e   o n l y   in  a c c o r d a n c e   w i t h   a n  

a l g o r i t h m   w h i c h   is  made  u n i q u e   f o r   e a c h   s e p a r a t e   c o m p u t e r .  



One  s u c h   p r o p o s a l   i s   f o u n d   in   t h e   U n i t e d   S t a t e s  

P a t e n t   No.  4 , 2 4 6 , 6 3 8 ,   i s s u e d   t o   W i l l i a m   J .   T h o m a s .   T h e  

T h o m a s   p a t e n t   p r o p o s e d   a  m e t h o d   f o r   p r e l i m i n a r i l y   e n c o d i n g  
t h e   o p e r a t i o n   c o d e   p o r t i o n   of   an  i n s t r u c t i o n   as   a  f u n c t i o n  

of   t h e   l o c a t i o n   o f   t h e   i n s t r u c t i o n   in   m a i n   m e m o r y   a n d   as   a  
f u n c t i o n   o f   t h e   s t a t e   of   t h e   c o m p u t e r   a t   t h e   t i m e   t h e  

i n s t r u c t i o n   was   to   be  e x e c u t e d .   T h e  d r a w b a c k s   of  t h e   T h o m a s  

a p p r o a c h ,   in   a d d i t i o n   to   t he   i n h e r e n t   c o m p l e x i t y   of  t h e   m a n y  

u n i q u e l y   c o n n e c t e d   c i r c u i t   e l e m e n t s   r e q u i r e d   to   p r o c e s s   a  
T h o m a s - e n c o d e d   p r o g r a m ,   i n c l u d e d   t h e   f a c t   t h a t   i t   e n c o d e d  

o n l y   o p e r a t i o n   c o d e s   a n d ,   o p t i o n a l l y ,   o p e r a n d s ,   b u t   n o t  

a d d r e s s e s ,   a n d   i t   d e d i c a t e d   t h r e e   b i t   p o s i t i o n s   o f   t h e  

a d d r e s s   b u s   t o   e n a b l e   and   d i s a b l e   t h e   p r o t e c t i o n   f u n c t i o n .  

The  T h o m a s   a p p r o a c h   t h u s   p r o v i d e d   o n l y   a  m o d e r a t e   l e v e l   o f  

p r o t e c t i o n   a t   t h e   h i g h   p r i c e   o f   s e v e r e l y   r e s t r i c t i n g   t h e  

s i z e   of  m a i n   m e m o r y .  

A n o t h e r   p r o p o s a l   i s   f o u n d   in   t h e   U n i t e d   S t a t e s  

P a t e n t   No.  4 , 1 6 8 , 3 9 6   t o   R o b e r t   M.  B e s t .   The   B e s t   p a t e n t  
d e s c r i b e s   a  s o f t w a r e   p r o t e c t i o n   s y s t e m   w h i c h   d e c i p h e r e d  

p r e l i m i n a r i l y   e n c o d e d   i n f o r m a t i o n   by  c o m b i n i n g   t h e  

i n f o r m a t i o n   w i t h   i t s   a d d r e s s .   A  s i g n i f i c a n t   d r a w b a c k   of   t h e  

B e s t   a p p r o a c h   i s   t h a t   i t   c o n t e m p l a t e d   a  c o m p u t i n g  
e n v i r o n m e n t   w h e r e i n   o n l y   p r o t e c t e d   s o f t w a r e   w o u l d   be  u s e d  

w i t h   t h e   p r o p o s e d   h a r d w a r e .   T h u s ,   B e s t   p r o p o s e d - i n   o n e  

p r e f e r r e d   e m b o d i m e n t   t h a t   t he   l o w e r   h a l f   of  m a i n   m e m o r y   b e  

p r o t e c t e d ,   t h e r e b y   m a k i n g   i t   i m p r a c t i c a l ,   i f   n o t   i m p o s s i b l e ,  

f o r   t h e   c o m p u t e r   h a r d w a r e   t o   be  u s e f u l l y   a p p l i e d   i n  

c o n n e c t i o n   w i t h   s o f t w a r e   w h i c h   was  n o t   p r e l i m i n a r i l y   e n c o d e d  

in  a c c o r d a n c e   w i t h   t he   B e s t   a p p r o a c h .  

The  w i d e s p r e a d   and  i n c r e a s i n g   u s e   of   c o m p u t e r s  
m a k e s   e v e r   m o r e   p r e s s i n g   t h e   n e e d   f o r   a  p r a c t i c a l ,   c o s t -  

e f f e c t i v e   c o m p u t e r   s o f t w a r e   p r o t e c t i o n   s y s t e m   w h i c h   d o e s   n o t  

i n t e r f e r e  w i t h   t h e   n o n - p r o t e c t e d   u s e   of  a  c o m p u t e r   and  w h i c h  

p r o v i d e s   f o r   an  e n c o d i n g   s c h e m e   of   s u f f i c i e n t   c o m p l e x i t y   t o  

e f f e c t i v e l y   e l i m i n a t e   t h e   p r o b l e m   of   u n a u t h o r i z e d   s o f t w a r e  

u s a g e .   The  p r e s e n t   i n v e n t i o n   a d d r e s s e s   t h i s   need   d i r e c t l y  



w i t h   a  m e t h o d   and  a p p a r a t u s   f o r   t e m p o r a r i l y   p r o t e c t i n g   a  

l i m i t e d   and  v a r i a b l e   s e g m e n t   of  c o m p u t e r   memory .   S o f t w a r e  

s e c u r i t y   i s   i n s u r e d   by  t r a n s f o r m i n g   o p e r a t i o n   c o d e s ,   d a t a ,  

and  a d d r e s s   l o c a t i o n s   w i t h i n   s a i d   s e g m e n t ,   y e t   c o m p u t e r  

u s e r s   h a v e   t h e   c o m p l e t e   and  u n e n c u m b e r e d   u se   of   t h e i r  

m a c h i n e s   when  t he   s y s t e m   is   q u i e s c e d .  

One  g e n e r a l   o b j e c t   of  t he   p r e s e n t   i n v e n t i o n   i s   t o  

p r o v i d e   a  s o f t w a r e   p r o t e c t i o n   s y s t e m   w h i c h   o v e r c o m e s   t h e  

l i m i t a t i o n s   and  d r a w b a c k s   of  t he   p r i o r   a r t   a p p r o a c h e s .  

A n o t h e r   p r i n c i p l e   o b j e c t   of  t he   p r e s e n t   i n v e n t i o n  

i s   to   p r e v e n t   u n a u t h o r i z e d   c o p y i n g   and   u s e   of  s o f t w a r e  

p r o t e c t e d   in  a c c o r d a n c e   w i t h   t h e   p r i n c i p l e s   of  t he   p r e s e n t  

i n v e n t i o n .  

A  f u r t h e r   o b j e c t   of   t h e   p r e s e n t   i n v e n t i o n   i s   t o  

p r o v i d e   a  s i m p l i f i e d   and  i m p r o v e d   p r o t e c t i o n   s y s t e m   w h i c h   i s  

r e a d i l y   i m p l e m e n t e d   w i t h   a v a i l a b l e   h a r d w a r e   e l e m e n t s   o r  

f a b r i c a t e d   as  a  m o n o l i t h i c   VLSI   p a c k a g e ,   or  as  a  h y b r i d  

c i r c u i t .  

One  more   i m p o r t a n t   o b j e c t   of  t he   p r e s e n t   i n v e n t i o n  

is  to  p r o v i d e   an  i m p r o v e d   p r o t e c t i o n   s y s t e m   w h i c h   is   t o t a l l y  

t r a n s p a r e n t   to   t h e   u s e r   and  w h i c h   r e m a i n s   q u i e s c e n t   u n t i l  

i n v o k e d   by  a  u n i q u e   o p e r a t i o n   c o d e   w o r d ,   t h e r e b y   e n a b l i n g  

t h e   f u l l   r a n g e   of   c o m p u t e r   r e s o u r c e s   t o   be  made  a v a i l a b l e  

for   use  w i t h   n o n - p r o t e c t e d   s o f t w a r e .  

A n o t h e r   o b j e c t   of  t h e   p r e s e n t   i n v e n t i o n   i s   t o  

p r o v i d e   an  i m p r o v e d   p r o t e c t i o n   s y s t e m   w h i c h   e n a b l e s  

p r o t e c t e d   and  n o n - p r o t e c t e d   s o f t w a r e   to  run  c o n c u r r e n t l y   o n  

the  same  c o m p u t e r .  

Yet  a n o t h e r   o b j e c t   of  t he   p r e s e n t   i n v e n t i o n   is  t o  

p r o v i d e   an  i m p r o v e d   p r o t e c t i o n   s y s t e m   w h i c h   e n a b l e s  

p r o t e c t e d   s o f t w a r e   to   be  d i s t r i b u t e d   in  a  u n i v e r s a l  

p r o t e c t e d   f o r m a t   and  t h e n   be  a u t o m a t i c a l l y   t a i l o r e d   for   t h e  



u n i q u e l y   d i f f e r e n t   p r o t e c t i o n   a l g o r i t h m   by  t h e   u s e r ' s  

c o m p u t e r   in  a c c o r d a n c e   w i t h   a  u n i q u e   t a i l o r i n g   p r o g r a m .  

S t i l l   one  more   o b j e c t   of  t h e   p r e s e n t   i n v e n t i o n   i s  

to   p r o v i d e   a  s o f t w a r e   p r o t e c t i o n   s y s t e m   w h i c h   p r o t e c t s   a  

p r e d e t e r m i n e d   s m a l l   y e t   key  p o r t i o n   of  t h e   p r o g r a m ,   l e a v i n g  

m a j o r   s u b r o u t i n e s   a v a i l a b l e   f o r   t a i l o r i n g   by  e a c h   u s e r .  

T h e s e   o b j e c t s   a r e   a c c o m p l i s h e d   in   a  s o f t w a r e  

p r o t e c t i o n   s y s t e m   w h i c h   i n c l u d e s   a  d a t a   t r a n s f o r m a t i o n  

c i r c u i t   a n d   -an  a d d r e s s   t r a n s f o r m a t i o n   c i r c u i t   w h i c h   a r e  

s e l e c t i v e l y   e n a b l e d   by  a  t r a n s f o r m a t i o n   e n a b l e   c i r c u i t .   T h e  

t r a n s f o r m a t i o n   e n a b l e   c i r c u i t   i s   i n i t i a l l y   a c t i v a t e d   by  a  

p r o g r a m   i n s t r u c t i o n   w h i c h   w i l l   n o r m a l l y   be  one  of  t h e   f i r s t  

i n s t r u c t i o n s   in   an  e n c o d e d   p r o g r a m .   O n c e   a c t i v a t e d ,   t h e  

t r a n s f o r m a t i o n   e n a b l e   c i r c u i t   m o n i t o r s   t h e   f l o w   of  d a t a   a n d  

a d d r e s s e s   b e t w e e n   t h e   c e n t r a l   p r o c e s s i n g  u n i t   o f   t h e  

c o m p u t e r   and  t h e   c o m p u t e r   m a i n   m e m o r y .   D a t a   and  a d d r e s s e s  

w h i c h   f a l l   w i t h i n   a  s e g m e n t   of   m e m o r y   d e f i n e d   by  t h e  

t r a n s f o r m a t i o n   e n a b l e   i n s t r u c t i o n   u n d e r g o   t r a n s f o r m a t i o n ,  

w h i l e   d a t a   and   a d d r e s s e s   w h i c h   f a l l   o u t s i d e   s a i d   s e g m e n t  

r e m a i n   u n a f f e c t e d .  

The  c i r c u i t r y   of   t h e   p r e s e n t   i n v e n t i o n   h a s   t h e  

a d v a n t a g e   of  r e l a t i v e l y   low  c o s t   and  e a s e   of   e m p l a c e m e n t   i n  

b o t h   new  and  e x i s t i n g   c o m p u t e r s ,   y e t   i t   p r o v i d e s   a  h i g h  

l e v e l   of   p r o t e c t i o n   and   i s   e f f e c t i v e l y   t r a n s p a r e n t   t o   t h e  

u s e r   when  n o n - e n c o d e d   s o f t w a r e   is   in  u s e .  

T h e s e   and  o t h e r   o b j e c t s ,   a d v a n t a g e s ,   and  f e a t u r e s  

of   t h e   p r e s e n t   i n v e n t i o n   w i l l   be  f u r t h e r   u n d e r s t o o d   a n d  

a p p r e c i a t e d   f r o m   a  c o n s i d e r a t i o n   of   t h e   f o l l o w i n g   d e t a i l e d  

d e s c r i p t i o n   of  a  p r e f e r r e d   e m b o d i m e n t ,   p r e s e n t e d   w i t h   t h e  

a c c o m p a n y i n g   d r a w i n g s .  

In  the   d r a w i n g s :  



F i g u r e   1  i s   a  s i m p l i f i e d   b l o c k   d r a w i n g   d e p i c t i n g  

t h e   l o g i c a l   i n t e r r e l a t i o n s h i p s   a m o n g   t h e   v a r i o u s   c i r c u i t  

e l e m e n t s   of  t h e   p r e s e n t   i n v e n t i o n .  

F i g u r e   2  i s   a  m o r e   d e t a i l e d   b l o c k   d i a g r a m   of   t h e  

m a j o r   e l e c t r i c a l   c o m p o n e n t s   c o m p r i s i n g   t h e   p r e s e n t  

i n v e n t i o n .  

F i g u r e   3A  i s   a  d e t a i l e d   b l o c k   d i a g r a m   of   t h e   m a j o r  

e l e c t r i c a l   c o m p o n e n t s   w h i c h   c o m p r i s e   t h e   o p e r a t i o n   c o d e  

d e t e c t o r   c i r c u i t   of  t he   p r e s e n t   i n v e n t i o n .  

.  F i g u r e   3 B  i s  a   d e t a i l e d   b l o c k   d i a g r a m   of   t h e   m a j o r  

e l e c t r i c a l   c o m p o n e n t s   w h i c h   c o m p r i s e   t he   b i - d i r e c t i o n a l   d a t a  

t r a n s f o r m a t i o n   c i r c u i t   of  t h e   p r e s e n t   i n v e n t i o n .  

F i g u r e s   4A  and   4B  a r e   t i m i n g   d i a g r a m s   w h i c h   s h o w  

the   c o n t r o l   s e q u e n c e s   of  t he   v a r i o u s   c i r c u i t s   of  t h e   p r e s e n t  

i n v e n t i o n .  

An  i m p r o v e d   p r o g r a m m a b l e   d i g i t a l   c o m p u t e r   s y s t e m  

20  w h i c h   i n c o r p o r a t e s   t h e   p r i n c i p l e s   of   t h e   p r e s e n t  

i n v e n t i o n   i s   b e s t   u n d e r s t o o d   by  r e f e r e n c e   to   t h e   s i m p l i f i e d  

b l o c k   d i a g r a m   of   F i g u r e   1.  The   s y s t e m   20  i n c l u d e s   a  p r i o r  

a r t   c e n t r a l   p r o c e s s i n g   u n i t   (CPU)  40  and   r a n d o m   a c c e s s  

memory   (RAM)  48,  and  t h e   c i r c u i t r y   of  t he   p r e s e n t   i n v e n t i o n .  

A l t h o u g h   t h e   CPU  40  may  c o m p r i s e   a  t y p e   6 5 0 2   m o n o l i t h i c  

i n t e g r a t e d   c i r c u i t   m i c r o p r o c e s s o r   m a d e   by  MOS  T e c h n o l o g y ,  

I n c . ,   950  R i t t e n h o u s e   R o a d ,   N o r r i s t o w n ,   P e n n s y l v a n i a ,  

1 9 4 0 1 ,   and  by  o t h e r   s e c o n d   s o u r c e s ,   and  o p e r a t e s   w i t h   a  w o r d  

l e n g t h   o f   e i g h t   b i n a r y   d i g i t s   ( b i t s ) ,   i t   w i l l   be  a p p a r e n t  

t h a t   t h e   p r i n c i p l e s   of  t h i s   i n v e n t i o n   may  be  a p p l i e d   t o  

o t h e r   CPU's  w i t h   o t h e r   word  l e n g t h s   w i t h   e q u a l   s u c c e s s .  

A s   c a n   be  s e e n   in  F i g u r e   1,  CPU  40  c o m m u n i c a t e s  

w i t h   RAM  48  t h r o u g h   d a t a   t r a n s f o r m   c i r c u i t   41  and   a d d r e s s  

t r a n s f o r m   c i r c u i t   43.  B o t h   t r a n s f o r m   c i r c u i t s   a r e   a c t i v e  

o n l y   w h e n   e n a b l e d   by  t r a n s f o r m   e n a b l e   c i r c u i t   25.   W h e n  



d i s a b l e d ,   d a t a   p a s s e s   t h r o u g h   d a t a   t r a n s f o r m   c i r c i t   41  a n d  

a d d r e s s e s   p a s s   t h r o u g h   a d d r e s s   t r a n s f o r m   c i r c u i t   43  in   a  

c o m p l e t e l y   u n a f f e c t e d   m a n n e r ,   so   t h a t   CPU  40  i s   a b l e   t o  

o p e r a t e   n o r m a l l y   w i t h   n o n - e n c o d e d   s o f t w a r e .  

D a t a   t r a n s f o r m   c i r c u i t   41  i s   b i - d i r e c t i o n a l ,   i . e . ,  

when  i t   is   e n a b l e d ,   e n c o d e d   d a t a   f l o w i n g   f r o m   RAM  48  to   CPU 

40  i s   d e c o d e d ,   and  n o n - e n c o d e d   d a t a   f l o w i n g   f r o m   CPU  40  t o  

RAM  48  i s   e n c o d e d .   D a t a   f l o w   d i r e c t i o n   t h r o u g h   d a t a  

t r a n s f o r m   c i r c u i t   41  is   c o n t r o l l e d   by  t h e   r e a d / w r i t e   (R/W) 

s i g n a l   g e n e r a t e d   by  CPU  40  and.  p u t   o u t   o v e r   t h e   l i n e   1 3 6 .  

.  The   l o w e s t   a d d r e s s a b l e   u n i t   of   s t o r a g e   in   RAM  4 8  

c o m p r i s e s   e i g h t   b i t s ,   c o m m o n l y   r e f e r r e d   to   as  a  b y t e .   S i n c e  

a d d r e s s   t r a n s f o r m   c i r c u i t   43  o p e r a t e s   to   t r a n s f o r m   o n l y   t h e  

l o w e r   e i g h t   b i t s   of  t he   s i x t e e n   b i t   a d d r e s s   u s e d   by  CPU  4 0 ,  

t h e   a d d r e s s   s c r a m b l i n g   c a u s e d   by  t h e   t r a n s f o r m a t i o n   p r o c e s s  

o c c u r s   w i t h i n   256  b y t e   i n t e r v a l s .   The  s i z e   of  s a i d   i n t e r v a l  

i s   c o n t r o l l e d   by  t h e   n u m b e r   o f   a d d r e s s   b i t s   w h i c h   a r e  

s c r a m b l e d ;   t h u s   i f   a d d r e s s   t r a n s f o r m   c i r c u i t   43  w e r e   made  t o  

o p e r a t e   on  t h e   l o w e r   s e v e n   b i t s   of   t h e   s i x t e e n   b i t   a d d r e s s  

u s e d   by  CPU  40 ,   t h e   a d d r e s s   s c r a m b l i n g   w o u l d   o c c u r   w i t h i n  

128  b y t e   i n t e r v a l s .   S i n c e   t h e   a d d r e s s   s p a c e   w i t h i n   w h i c h  

s c r a m b l i n g   o c c u r s   may  c o n s i s t   of   many  c o n t i g u o u s   i n t e r v a l s ,  

i n t e r v a l   s i z e   d o e s   no t   p r e s e n t   a  m a x i m u m   l i m i t a t i o n   to   t h e  

r a n g e   of  a d d r e s s e s   w h i c h   may  be  p r o t e c t e d .   R a t h e r ,   i n t e r v a l  

s i z e   is  i m p o r t a n t   in  e s t a b l i s h i n g   t h e   m i n i m u m   a d d r e s s   s p a c e  
w h i c h   may  be  p r o t e c t e d .   The  u p p e r   and  l o w e r   a d d r e s s e s   w h i c h  

d e f i n e   t h e   c o n t i g u o u s   a d d r e s s   s p a c e   w i t h i n   w h i c h  

t r a n s f o r m a t i o n   i s   to   o c c u r   a r e   s e t   d y n a m i c a l l y   d u r i n g  

p r o g r a m   e x e c u t i o n .  

As  a l r e a d y   n o t e d ,   t h e   t r a n s f o r m   c i r c u i t s   41  and  43  

a r e   e n a b l e d   by  t r a n s f o r m   e n a b l e   c i r c u i t   25.  The  c o n d i t i o n s  

u n d e r   w h i c h   t r a n s f o r m   e n a b l e   c i r c u i t   25  w i l l   p u t   o u t   a  

t r a n s f o r m   e n a b l e   s i g n a l   o v e r   l i n e   130  a r e   d e t e r m i n e d   b y  

o p e r a t i o n   code   d e t e c t o r   22  and  b o u n d a r y   a d d r e s s   l a t c h   2 3 .  



O p e r a t i o n   c o d e   d e t e c t o r   21  i s   c o n n e c t e d   to   d a t a  

b u s   110  a n d   to   i n s t r u c t i o n   f e t c h   l i n e   110  and  s y s t e m   c l o c k  

l i n e   1 1 8 .   E a c h   t i m e   a  s i g n a l   i s   p u t   o u t   by  CPU  40  o v e r  

i n s t r u c t i o n   f e t c h   l i n e   1 1 6 ,   o p e r a t i o n   c o d e   d e t e c t o r   21 

e x a m i n e s   t h e   v a l u e  o n   d a t a   bus   110  to   s e e   i f   i t   m a t c h e s   a  

p r e d e t e r m i n e d   o p e r a t i o n   c o d e .   I f   a  m a t c h   i s   d e t e c t e d ,  

o p e r a t i o n   c o d e   d e t e c t o r   22  s t o r e s   t h e   n e x t   two   v a l u e s   p u t  

o u t   o v e r   d a t a   b u s   110  i n t o   t h e   u p p e r   and   t h e n   t h e   l o w e r  

b o u n d a r y   a d d r e s s   l a t c h e s   in  b o u n d a r y   a d d r e s s   l a t c h   2 3 .  

N o t e   t h a t   t h e   u p p e r   and   l o w e r   b o u n d a r y   a d d r e s s e s  

s t o r e d   in   b o u n d a r y   a d d r e s s   l a t c h   23  e a c h   c o m p r i s e   e i g h t  

b i t s .   T r a n s f o r m   e n a b l e   c i r c u i t   25  c o n t i n u o u s l y   s a m p l e s   t h e  

e i g h t   h i g h   o r d e r   a d d r e s s   b i t s   on  a d d r e s s   bus   112  t o   s e e  

w h e t h e r   a  g i v e n   a d d r e s s   p u t   o u t   o v e r   b u s   112  f a l l s   w i t h i n  

t he   u p p e r   and  l o w e r   l i m i t s   s e t   in  b o u n d a r y   a d d r e s s   l a t c h   2 3 .  

When  t h i s   c o n d i t i o n   i s   m e t ,   and   w h e n   i t   i s   a l s o   t r u e   t h a t  

t h e   a d d r e s s   of   t h e   l a s t   o p e r a t i o n   c o d e   s e n t   o v e r   d a t a   b u s  

110  f e l l   w i t h i n   t h e   u p p e r   and  l o w e r   l i m i t s   s e t   in  b o u n d a r y  

a d d r e s s   l a t c h   23,  a  t r a n s f o r m   e n a b l e   s i g n a l   is   p u t   o u t   o v e r  

l i n e   1 3 0 .   T r a n s f o r m   e n a b l e   c i r c u i t   25  " k n o w s "   w h e n   a n  

a d d r e s s   on  b u s   112  i s   an  o p e r a t i o n   c o d e   a d d r e s s   by  a l s o  

m o n i t o r i n g   t h e   i n s t r u c t i o n   f e t c h   s i g n a l   p u t   o u t   by  CPU  4 0  

o v e r   l i n e   1 1 6 .  

When  a  s y s t e m   r e s e t   o c c u r s ,   a s ,   f o r   e x a m p l e ,   w h e n  

t h e   s y s t e m   20  i s   p o w e r e d   on ,   t h e   b o u n d a r y   a d d r e s s e s   i n  

b o u n d a r y   a d d r e s s   l a t c h   25  a r e   b o t h   s e t   t o   z e r o .   T h i s  

e f f e c t i v e l y   q u i e s c e s   any   t r a n s f o r m   o p e r a t i o n s ,   s i n c e   n o  

p o s s i b l e   a d d r e s s   on  a d d r e s s   bus   l 1 2   w i l l   c a u s e   t r a n s f o r m  

e n a b l e   c i r c u i t   25  to  p u t   ou t   a  t r a n s f o r m   e n a b l e   s i g n a l   o v e r  

l i n e   130 .   A  u s e r   of   s y s t e m   20  c a n   t h r e f o r e   u s e   t h e   s y s t e m  

to  run   n o n - e n c o d e d   s o f t w a r e   and   to   d e v e l o p   p e r s o n a l i z e d  

s o f t w a r e   w i t h o u t   k n o w l e d g e   of  t h e   o p e r a t i o n   or  e v e n   t h e  

p r e s e n c e   of  t h e   d a t a   t r a n s f o r m a t i o n   c i r c u i t r y .  

RAM  48  in   F i g u r e   1  d e p i c t s   a  n o n - e n c o d e d   p r o g r a m   A 

l o a d e d   a t   h e x a d e c i m a l   ( hex )   a d d r e s s   l o c a t i o n   2000   a n d  



e x t e n d i n g   to   hex   a d d r e s s   l o c a t i o n   4 0 0 0 ,   and   a  p r o t e c t e d  

p r o g r a m   B  l o a d e d   a t   h e x   a d d r e s s   6 0 0 0   and   e x t e n d i n g   t o   h e x  

a d d r e s s   l o c a t i o n   8000 .   The  p r o t e c t e d   s e g m e n t   of  p r o g r a m   B ,  

r e p r e s e n t e d   by  t h e   s h a d e d   a r e a   in  t h e   d r a w i n g ,   f a l l s   b e t w e e n  

the   hex  a d d r e s s   l o c a t i o n s   6000  and  7000  w i t h i n   RAM  48.  O n e  

of  t he   f . i r s t   i n s t r u c t i o n s   in  t he   p r o g r a m   B  w i l l   c o m p r i s e   a n  

o p e r a t i o n   c o d e   f o l l o w e d   by  t w o   8  b i t   w o r d s   w h i c h   w i l l  

a c t i v a t e   o p e r a t i o n   c o d e   d e t e c t o r   21  a n d   b o u n d a r y   a d d r e s s  

l a t c h   23,  c a u s i n g   t h e   hex  v a l u e   70  to   be  s t o r e d   in  t he   u p p e r  

b o u n d a r y   a d d r e s s   l a t c h   and  the   hex  v a l u e   60  to   be  s t o r e d   i n  

t h e   l o w e r   b o u n d a r y   a d d r e s s   l a t c h .   Any   t i m e   d a t a   i s  

t h e r e a f t e r   c a u s e d   t o   be  f e t c h e d   f r o m   or   s t o r e d   i n t o   RAM  4 8  

a t   an  a d d r e s s   l o c a t i o n   w h i c h   f a l l s   b e t w e e n   hex   6000  and  h e x  

7000   by  an  o p e r a t i o n   c o d e   w h i c h   i s   i t s e l f   r e s i d e n t   w i t h i n  

t he   p r o t e c t e d   s e g m e n t ,   t r a n s f o r m   e n a b l e   c i r c u i t   25  a c t i v a t e s  

t r a n s f o r m   c i r c u i t s   41  and  43.  N e i t h e r   t h e   p o r t i o n   o f  

p r o g r a m   B  w h i c h   l i e s   o u t s i d e   t h e   p r o t e c t e d   a r e a ,   n o r   a n y  

p o r t i o n   of  p r o g r a m   A  w h i c h   may  be  c o n c u r r e n t l y   r e s i d e n t   i n  

RAM  48,  i s   a f f e c t e d   by  t he   t r a n s f o r m   o p e r a t i o n s .  

S h o u l d   an  a t t e m p t   be  made  to   l o a d   and  run   p r o g r a m  

B  on  a  c o m p u t e r   s y s t e m   w h i c h   e i t h e r   d o e s   n o t   i n c l u d e   t h e  

r e q u i r e d   d a t a   t r a n s f o r m   c i r c u i t r y   t o   d e c o d e   t h e   p r o t e c t e d  

s e g m e n t   o f   p r o g r a m   B,  or  w h i c h   i n c l u d e s   d a t a   t r a n s f o r m  

c i r c u i t r y   n o t   m a t c h e d   to   t h e   e n c o d i n g   k e y   u n i q u e   t o   e a c h  

i n d i v i d u a l   c o p y   o f   p r o g r a m   B,  t h e   c o m p u t e r   s y s t e m   w i l l  

e n c o u n t e r   n o n s e n s i c a l   i n s t r u c t i o n s   and   a d d r e s s e s ,   t h e r e b y  

p r e v e n t i n g   e x e c u t i o n   of  p r o g r a m   B.  

The  i n v e n t i o n   t h u s   a c c o m p l i s h e s   i t s   p r i m a r y   o b j e c t  

o f   p r o v i d i n g   p r o t e c t i o n   f o r   e n c o d e d   s o f t w a r e   w h i l e   a t   t h e  

same  t i m e   a l l o w i n g   f o r   t he   f u l l   and  u n e n c u m b e r e d   use   of  t h e  

s y s t e m   20  w i t h   n o n - e n c o d e d   s o f t w a r e .   The  a b i l i t y   to  s e t   t h e  

u p p e r   and   l o w e r   b o u n d a r y   a d d r e s s e s   by  m e a n s   of   a  p r o g r a m  
i n s t r u c t i o n   p r o v i d e s   p r o t e c t i o n   f l e x i b i l i t y ,   s i n c e   t h e   s i z e  

and  l o c a t i o n   of  t h e   p r o t e c t e d   p r o g r a m   s e g m e n t   can   be  v a r i e d  

d y n a m i c a l l y   a c c o r d i n g   to  i n d i v i d u a l   p r o g r a m   n e e d s .   When  a  

p r o t e c t e d   p r o g r a m   t e r m i n a t e s ,   i t   c a n   d i s a b l e   any   f u r t h e r  



t r a n s f o r m a t i o n   by  s e t t i n g   u p p e r   and  l o w e r   b o u n d a r y   a d d r e s s e s  

t o   z e r o ,   or   i t   c a n   f o r c e   t h e   u s e r   to   t e r m i n a t e   t h e   p r o g r a m  

by  e x e c u t i n g   a  s y s t e m   r e s e t ,   w h i c h   a c c o m p l i s h e s   t h e   s a m e  

r e s u l t .  

F o r   e a s e   o f   p r e s e n t a t i o n ,   t h e   m o r e   d e t a i l e d  

d e s c r i p t i o n   of  t he   c i r c u i t r y   of  s y s t e m   20  w h i c h   f o l l o w s   i s  

o r g a n i z e d   by  f u n c t i o n a l   g r o u p s .   R e f e r e n c e   i s   made   to   F i g u r e  

2 .  

The   s y s t e m   20  o p e r a t e s   to   t r a n s f o r m   d a t a   a n d  

a d d r e s s e s   of   d a t a   s t o r e d   w i t h i n   p r o g r a m - d e f i n e d   a d d r e s s  

b o u n d a r i e s .   The   u p p e r   and   l o w e r   b o u n d a r y   a d d r e s s e s   a r e  

d e f i n e d   to   and   s t o r e d   by  t h e   s y s t e m   20  in   t h e   b o u n d a r y   l a t c h  

c i r c u i t ,   c o m p r i s i n g   o p e r a t i o n   c o d e   d e t e c t o r   22 ,   u p p e r  

b o u n d a r y   l a t c h   24,  and  l o w e r   b o u n d a r y   l a t c h   2 6 .  

The  o p e r a t i o n   c o d e   d e t e c t o r   22  i s   e x p l a i n e d   w i t h  

r e f e r e n c e   to   F i g u r e   3A.  Each   t i m e   CPU  40  r e a d s   an  o p e r a t i o n  
c o d e   f r o m   RAM  48 ,   t h e   i n s t r u c t i o n   f e t c h   s i g n a l   on  l i n e   1 1 6  

g o e s   h i g h ,   c a u s i n g   D  f l i p - f l o p   52  t o   s e t   t h e   s i g n a l   on  l i n e  

120  t o   t h e   s t a t e   of   l i n e   1 1 8 .   L i n e   l 1 8   i s   t h e   o u t p u t   o f   8 -  

b i t   c o m p a r a t o r   50,  w h i c h   c o m p a r e s   t h e   c o n t e n t s   on  d a t a   b u s  

110  w i t h   a  p r e d e t e r m i n e d   s t o r e d   v a l u e ,   a n d   w h i c h   s e t s   t h e  

s t a t e   of   l i n e   118  h i g h   w h e n   t h e   v a l u e   on  t h e   d a t a   b u s   1 1 0  

e q u a l s   s a i d   p r e d e t e r m i n e d   s t o r e d   v a l u e .   T h u s   f o r   l i n e   1 2 0  

t o   go  h i g h ,   t w o   e v e n t s   m u s t   o c c u r :   CPU  40  m u s t   i s s u e   a n  

i n s t r u c t i o n   f e t c h   c o m m a n d ,   and  t h e   r e s u l t i n g   o p e r a t i o n   c o d e  

p l a c e d   on  d a t a   b u s   1 1 0   by  RAM  48  m u s t   e q u a l   t h e  

p r e d e t e r m i n e d   v a l u e   s t o r e d   in   8 - b i t   c o m p a r a t o r   50.   W h e n  

l i n e   120  is   s e t   h i g h ,   c y c l e   c o u n t e r   54  i s   e n a b l e d .  

The  o p e r a t i o n   c o d e   w h i c h   c a u s e s   l i n e   120  t o   g o  

h i g h   a l s o   c a u s e s   CPU  40  to   f e t c h   t w o   8 - b i t   w o r d s   f r o m   RAM 

48.  C o i n c i d e n t   w i t h   e a c h   f e t c h ,   CPU  40  g e n e r a t e s   a  c l o c k  

p u l s e   on  l i n e   1 1 8 .   The   p u l s e s   on  l i n e   1 1 8 ,   t o g e t h e r   w i t h  

t h e   e n a b l i n g   s i g n a l   on  l i n e   120 ,   c a u s e   t h e   c y c l e   c o u n t e r   54  

f i r s t   to  s e t   l i n e   104  h i g h   and  l i n e   102  l o w ,   and  t h e n   to   s e t  



l i n e   102  h i g h   and   l i n e   104  l o w .   When   l i n e   104  i s   s e t   h i g h ,  

l o w e r   b o u n d a r y   l a t c h   26  is   e n a b l e d   and  t h e   d a t a   b y t e   p r e s e n t  

on  d a t a   bus   110  i s   s t o r e d   and  p u t   o u t   on  d a t a   bus   1 0 8 .   B u s  

108   w i l l   r e t a i n   t h i s   v a l u e   u n t i l   t h e   e v e n t   s e q u e n c e   i s  

r e p e a t e d   c a u s i n g   a  new  v a l u e   to   be  s t o r e d   in  l o w e r   b o u n d a r y  

l a t c h   26,   or   u n t i l   l o w e r   b o u n d a r y   l a t c h   26  i s   c l e a r e d   by  a  

RESET  s i g n a l   on  l i n e   1 0 0 .   S i m i l a r l y ,   u p p e r   b o u n d a r y   l a t c h  

24  i s   e n a b l e d   w h e n   l i n e   102  i s   s e t   h i g h ,   a n d   t h e   d a t a   b y t e  

p r e s e n t   on  d a t a   b u s   110  i s   p u t   o u t   a n d   r e m a i n s   on  d a t a   b u s  

106  u n t i l   a  new  v a l u e   i s   c a u s e d   t o   be  s t o r e d   o r   u p p e r  

b o u n d a r y   l a t c h   26  i s   c l e a r e d  b y   a  RESET  s i g n a l   on  l i n e   1 0 0 .  

The  h i g h - o r d e r   e i g h t   b i t s   o f   a n y   a d d r e s s   p u t   o u t  

by  CPU  40  o v e r   t h e   1 6 - b i t   a d d r e s s   b u s   c o m p r i s i n g   bus   112  a n d  

b u s   l 1 4   a r e   d i r e c t e d   to   t h e   8 - b i t   c o m p a r a t o r s   28  and   3 0 .  

U p p e r   r a n g e   c o m p a r a t o r   28  h a s   t h e   a d d i t i o n a l   i n p u t   of   b u s  

106  f rom  u p p e r   b o u n d a r y   l a t c h   24,  and  l o w e r   r a n g e   c o m p a r a t o r  

30  h a s   t h e   a d d i t i o n a l   i n p u t   of   b u s   108   f r o m   l o w e r   b o u n d a r y  

l a t c h   26.  U p p e r   r a n g e   c o m p a r a t o r   2 8 ' s e t s   o u t p u t   l i n e   1 2 2  

h i g h   i f   t he   l a t c h e d   a d d r e s s   v a l u e   on  bus   106  i s   g r e a t e r   t h a n  

t h e   h i g h - o r d e r   a d d r e s s   v a l u e   on  b u s   1 1 2 .   L o w e r   r a n g e  

c o m p a r a t o r   30  s e t s   o u t p u t   124  h i g h   i f   t h e   l a t c h e d   a d d r e s s  

v a l u e   on  b u s   108  i s   l e s s  t h a n   t h e   h i g h - o r d e r   a d d r e s s   v a l u e  

on  bus   112 .   T h u s   w h e n   t h e   v a l u e   on  b u s   112  i s   b o t h   l e s s  

t h a n   t h e   u p p e r   b o u n d a r y   a d d r e s s   s t o r e d   in   u p p e r   b o u n d a r y  

l a t c h   24  and  g r e a t e r  t h a n   t h e   l o w e r   b o u n d a r y   a d d r e s s   s t o r e d  

in   l o w e r   b o u n d a r y   l a t c h   26 ,   l i n e s   122  and   124  a r e   s e t   h i g h .  

L i n e s   122  and  124  f e e d   i n t o   AND  g a t e   32;   w h e n   122  and  1 2 4  

a r e   h i g h ,   l i n e   126  i s   s e t   h i g h .   L i n e   126  t h e r e f o r e   i s   s e t  

h i g h   o n l y   when   t h e   h i g h - o r d e r   a d d r e s s   on  b u s   112  f a l l s  

b e t w e e n   t h e   u p p e r   and   l o w e r   b o u n d a r y   a d d r e s s e s   s t o r e d   i n  

b o u n d a r y   l a t c h e s   24  and  2 6 .  

The  o u t p u t   of   AND  g a t e   32  f e e d s   i n t o   D  f l i p - f l o p  

34  and   i n t o   AND  g a t e   36.  D  f l i p - f l o p   32  i s   c l o c k e d   by  t h e  

i n s t r u c t i o n   f e t c h   s i g n a l   g e n e r a t e d   by  CPU  40  and  p u t   o u t -  

o v e r   l i n e   116 .   T h i s   a r r a n g e m e n t   c a u s e s   t h e   ENCODE  ENABLE 

o u t p u t   o f   g a t e   36  on  l i n e   1 3 0   t o   be   s e t   h i g h   w h e n   a n  



i n s t r u c t i o n   f e t c h   s i g n a l   i s   g e n e r a t e d   by  CPU  40  f o r   a n  
i n s t r u c t i o n   s t o r e d   w i t h i n   t he   a d d r e s s   r a n g e   d e f i n e d   by  t h e  

u p p e r   and   l o w e r   b o u n d a r y   a d d r e s s e s   s t o r e d   in  t h e   u p p e r   a n d  

l o w e r   b o u n d a r y   l a t c h e s   24  a n d   2 6 .   T h e   l a t c h i n g  

c h a r a c t e r i s t i c   o f   D  f l i p - f l o p   34  w i l l   a l s o   c a u s e   a n y  

s u b s e q u e n t   a d d r e s s   p u t   o u t   by  CPU  40  to   s e t   t h e   ENCODE 

ENABLE  o u t p u t   o f   g a t e   36  h i g h ,   r e g a r d l e s s   of   t h e   s t a t e   o f  

t h e   i n s t r u c t i o n   f e t c h   s i g n a l   on  l i n e   116 ,   p r o v i d i n g   t h a t   t h e  

a d d r e s s   f a l l s   w i t h i n   t h e   r a n g e   d e f i n e d   by  t h e   u p p e r   a n d  

l o w e r   b o u n d a r y   a d d r e s s e s   s t o r e d   in   t h e   u p p e r   and   l o w e r  

b o u n d a r y   l a t c h e s   24  and  26.  T h i s   c o n d i t i o n   w i l l   r e m a i n   t r u e  

u n t i l   an  o p e r a t i o n   c o d e   i s   f e t c h e d   by  CPU  40  f r o m   an  a d d r e s s  

in   RAM  48  w h i c h   f a l l s   o u t s i d e   t h e   r a n g e   d e f i n e d   by  u p p e r   a n d  

l o w e r   b o u n d a r y   l a t c h e s   24  and  2 6 .  

The   ENCODE  ENABLE  s i g n a l   g e n e r a t e d   by  g a t e   3 6  

c o n t r o l s   b o t h   t h e   d a t a   t r a n s f o r m a t i o n   c i r c u i t r y  a n d   t h e  

a d d r e s s   t r a n s f o r m a t i o n   c i r c u i t r y ,   as   w i l l   be  e x p l a i n e d  

l a t e r .   I t   can   be  u n d e r s t o o d   a t   t h i s   t i m e ,   h o w e v e r ,   t h a t   t h e  

d e s i g n   of   t h e   e n c o d e   e n a b l e   c i r c u i t r y   h a s   t h e   f o l l o w i n g  

s a l i e n t   c h a r a c t e r i s t i c s   as  d e p i c t e d   in  F i g u r e s   4A  and  4 B :  

-  t h e   ENCODE  ENABLE  s i g n a l   on  l i n e   130  c a n   o n l y   be  s e t  

h i g h   by  an  o p e r a t i o n   code   w h i c h   r e s i d e s   w i t h i n   t h e   b o u n d a r y  

a d d r e s s   r a n g e   d e f i n e d   by  u p p e r   and  l o w e r   b o u n d a r y   l a t c h e s   2 4  

and   26,   i . e . ,   by  an  o p e r a t i o n   c o d e   w h i c h   i s   i t s e l f   e n c o d e d .  

-  o n c e   t h e   ENCODE  ENABLE  s i g n a l   on  l i n e   130  h a s   b e e n   s e t  

h i g h ,   any   s u b s e q u e n t   d a t a   p u t   o u t   or  r e a d   in   by  CPU  4 0  

r e s i d i n g   a t   an  a d d r e s s   l o c a t i o n   w h i c h   f a l l s   w i t h i n   t h e  

b o u n d a r y   a d d r e s s   r a n g e   d e f i n e d   by  u p p e r   and  l o w e r   b o u n d a r y  

l a t c h e s   24  and   26  w i l l   u n d e r g o   t r a n s f o r m a t i o n   by  t h e   d a t a  

t r a n s f o r m a t i o n   c i r c u i t r y .   E q u a l l y   i m p o r t a n t ,   d a t a   p u t   o u t  

or  r e a d   in  by  CPU  40  w h i c h   f a l l s   o u t s i d e   s a i d   b o u n d a r y  

a d d r e s s   r a n g e   w i l l   n o t   u n d e r g o   t r a n s f o r m a t i o n .   An  e n c o d e d  

o p e r a t i o n   code   can   t h e r e f o r e   r e f e r e n c e   b o t h   e n c o d e d   and  n o n -  

e n c o d e d   d a t a .  

-  o n c e   t h e   ENCODE  ENABLE  s i g n a l   on  l i n e   130  h a s   b e e n   s e t  



h i g h ,   any   s u b s e q u e n t   a d d r e s s   p u t   o u t   by  CPU  40  w h i c h   f a l l s  

w i t h i n   t he   b o u n d a r y   a d d r e s s   r a n g e   d e f i n e d   by  u p p e r   and  l o w e r  

b o u n d a r y   l a t c h e s   24  and  26  w i l l   u n d e r g o   t r a n s f o r m a t i o n   b y  

t h e   a d d r e s s   t r a n s f o r m a t i o n   c i r c u i t r y .   E q u a l l y   i m p o r t a n t ,  

a d d r e s s e s   p u t   o u t   by  CPU  40  w h i c h   f a l l s   o u t s i d e   s a i d  

b o u n d a r y   a d d r e s s   r a n g e   w i l l   n o t   u n d e r g o   t r a n s f o r m a t i o n .   An  

e n c o d e d   o p e r a t i o n   code   can  t h e r e f o r e   r e f e r e n c e   b o t h   e n c o d e d  

and  n o n - e n c o d e d   a d d r e s s e s .  

-  o n c e   t h e   ENCODE  ENABLE  s i g n a l   on  l i n e   130  h a s   b e e n   s e t  

l o w ,   no  s u b s e q u e n t   d a t a   p u t   o u t   or   r e a d   in   by  CPU  4 0 ,  

r e g a r d l e s s   of   i t s   a d d r e s s ,   w i l l   u n d e r g o   t r a n s f o r m a t i o n   b y  

t he   d a t a   t r a n s f o r m a t i o n   c i r c u i t r y .   A  n o n - e n c o d e d   o p e r a t i o n  

code   can  t h e r e f o r e   r e f e r e n c e   e n c o d e d   d a t a ,   a l t h o u g h   t h i s   i s  

no t   r e c o m m e n d e d .  

-  o n c e   t h e   ENCODE  ENABLE  s i g n a l   on  l i n e   130  h a s   b e e n   s e t  

l o w ,   no  s u b s e q u e n t   a d d r e s s   pu t   o u t   by  CPU  40,  r e g a r d l e s s   o f  

i t s   v a l u e ,   w i l l   u n d e r g o   t r a n s f o r m a t i o n   by  t h e   a d d r e s s  

t r a n s f o r m a t i o n   c i r c u i t r y .   A  n o n - e n c o d e d   o p e r a t i o n   c o d e   c a n  

t h e r e f o r e   r e f e r e n c e   an  a d d r e s s   w i t h i n   t h e   a d d r e s s   r a n g e  
d e f i n e d   by  t h e   u p p e r   and  l o w e r   b o u n d a r y   l a t c h e s   24  and   2 6 ,  

a l t h o u g h   t h i s   is   n o t   r e c o m m e n d e d .  

The   b i - d i r e c t i o n a l   d a t a   t r a n s f o r m a t i o n   c i r c u i t  

c o m p r i s e s   ROM  42  and  b i - d i r e c t i o n a l   g a t e   38.  I t   can   be  s e e n  

in  F i g u r e   2  t h a t   d a t a   f l o w s   b e t w e e n   CPU  40  and  RAM  48  o n l y  

t h r o u g h   b i - d i r e c t i o n a l   g a t e   38,  r e g a r d l e s s   of  t he   d a t a   f l o w  

d i r e c t i o n .   B i - d i r e c t o n a l   g a t e   38  i s   e x p l a i n e d   w i t h  

r e f e r e n c e   to   F i g u r e   3B. 

E a c h   of  t h e   i n d i v i d u a l   g a t e s   d e p i c t e d   in   b i -  

d i r e c t i o n a l   g a t e   38  a c t u a l l y   r e p r e s e n t s   e i g h t   i d e n t i c a l  

g a t e s ,   one   f o r   e a c h   b i t   of  t h e   8 - b i t   b u s e s   1 1 0 ,   1 3 4 ,   a n d  

138.  B i - d i r e c t i o n a l   g a t e   38  i s   c o n t r o l l e d   by  t h e   s i g n a l   o n  

l i n e   132,   w h i c h   i s   the   i n v e r t e d   v a l u e   of  t he   s i g n a l   on  l i n e  

130 .   L i n e   132  i s   one   i n p u t   t o   e a c h   of   t h e   8  NOR  g a t e s   5 6 ;  

t h e   o t h e r   i n p u t   t o   e a c h   NOR  g a t e   56  i s   one   b i t   f r o m   t h e   8 -  



b i t   b u s   136  f r o m   ROM  42.  When  t h e   ENCODE  ENABLE  s i g n a l   o f  

l i n e   130  i s   l o w ,   i . e . ,   d a t a   i s   n o t   t o   be  t r a n s f o r m e d ,   t h e  

s i g n a l   on  l i n e   132  i s   h i g h .   T h i s   w i l l   f o r c e   t h e   o u t p u t   o f  

e a c h   NOR  g a t e   56  to   be  l o w ,   so  t h a t   a l l   8  b i t s  o f   b u s   1 4 0  

w i l l   be  l o w .   When  t h e   ENCODE  ENABLE  s i g n a l   o f   l i n e   130  i s  

h i g h ,   i . e . ,   d a t a   i s   to   be  t r a n s f o r m e d ,   t h e   s i g n a l   on  l i n e  

132  i s   l ow.   T h i s   w i l l   c a u s e   t h e   o u t p u t   b i t   of  e a c h   NOR  g a t e  

56,  w h i c h   b i t s  t o g e t h e r   c o m p r i s e   bus   140 ,   to   be  t h e   i n v e r s e  

of  e a c h   c o r r e s p o n d i n g   i n p u t   b i t   f r o m   bus  1 3 8 .  

Bus   140  f e e d s   i n t o   t h e   2  s e t s   of   8  e x c l u s i v e - O R  

g a t e s   60  and   68.   When  a l l   8  b i t s   of   b u s   140  a r e   l o w ,   i . e . ,  

when   ENCODE  ENABLE  i s   l o w ,   t h e   e x c l u s i v e - O R   g a t e s   60  w i l l  

c a u s e   t h e   b u s   144  to   c o n t a i n   t h e   s a m e   v a l u e   as  e x i s t s   on  b u s  

142 .   S i m i l a r l y ,   bus   150  w i l l   c o n t a i n   t h e   s a m e   v a l u e   a s  

e x i s t s   on  b u s   1 4 8 .   T h u s   d a t a   w h i c h   e n t e r s   b i - d i r e c t i o n a l  

g a t e   38  on  b u s   110  w i l l   f l o w   in   t h r o u g h   g a t e s   60  and   o u t   o n  

bus   144  t o   b u s   146  to   bus   134  i n   a  c o m p l e t e l y   u n a f f e c t e d  

m a n n e r ,   and  d a t a   w h i c h   e n t e r s   b i - d i r e c t i o n a l   g a t e   38  on  b u s  

134  w i l l   f l o w   in  t h r o u g h   g a t e s   68  a n d   o u t   on  b u s   150  t o   b u s  

152  to  bus  110 ,   and  w i l l   l i k e w i s e   r e m a i n   u n a f f e c t e d .  

The   d i r e c t i o n   of   d a t a   f l o w   i s   d e t e r m i n e d   by  t h e  

r e a d / w r i t e   (R/W)  s i g n a l   g e n e r a t e d   by  CPU  40  and  p u t   o u t   o v e r  

l i n e   1 3 6 .   When  t h e   R/W  s i g n a l   i s   h i g h ,   i n d i c a t i n g   a  r e a d  

o p e r a t i o n ,   t h e   s i g n a l   w i l l   c a u s e   i n h i b i t   g a t e s   64  t o   a l l o w  

d a t a   to   p a s s   f r e e l y   f rom  bus  150  to   bus  152,   and  t h u s   to   b u s  

110 .   The   s a m e   R/W  s i g n a l   w i l l   p a s s   t h r o u g h   i n v e r t e r   58  t o  

i n h i b i t   g a t e s   62 ,   c a u s i n g   t h e s e   g a t e s   to   b l o c k   t h e   f l o w   o f  

d a t a   f r o m   b u s   144  t o   b u s   1 4 6 .   When  t h e   R/W  s i g n a l   i s  

i n v e r t e d   by  CPU  40  t o   i n d i c a t e   a  w r i t e   o p e r a t i o n ,   g a t e s   64  

i n h i b i t   d a t a   f l o w   f r o m   bus   150  t o   1 5 2 ,   and  g a t e s   62  a l l o w  

d a t a   f l o w   f rom  bus  144  to   1 4 6 .  

When  ENCODE  ENABLE  i s   h i g h ,   l i n e   132  w i l l   be  l o w .  

As  n o t e d   e a r l i e r ,   t h i s   w i l l   c a u s e   bus   140  t o   c a r r y   t h e  

i n v e r t e d   v a l u e s   of   t h e   c o r r e s p o n d i n g   b i t s   c o m p r i s i n g   b u s  

138 .   T h e s e   i n v e r t e d   v a l u e s   p a r t i c i p a t e   in  e x c l u s i v e - O R  

o p e r a t i o n s   w i t h   t h e   c o r r e s p o n d i n g   b i t s   of   b u s e s   142  or   1 4 8  



in  g a t e s   60  or  68,  r e s p e c t i v e l y ,   d e p e n d i n g   on  t h e   d i r e c t i o n  

of   d a t a   f l o w   as   d e t e r m i n e d   by  t h e   R/W  s i g n a l   o v e r   l i n e   1 3 2  

f r o m   CPU  40.   T h u s   ENCODE  ENABLE  w i l l   c a u s e   d a t a   f l o w i n g  

t h r o u g h   b i - d i r e c t i o n a l   g a t e   38  f r o m   bus   110  t o   b u s   1 3 4 ,   o r  
f r o m   b u s   1 3 4   t o   b u s   1 1 0 ,   t o   u n d e r g o   an  e x c l u s i v e - O R  

o p e r a t i o n   w i t h   t h e   i n v e r t e d   v a l u e   of  bus   1 3 8 .  

T h e   v a l u e   o f   t h e   d a t a   c a r r i e d   on   b u s   1 3 8   i s  

d e t e r m i n e d   in  t h e   f o l l o w i n g   m a n n e r :   ROM  42  c o n t a i n s   e i g h t  

a d d r e s s a b l e   t a b l e s ,   e a c h   c o n s i s t i n g   of  256  a d d r e s s a b l e   b y t e s  

of  d a t a .   When   d a t a   i s   t o   be  r e a d   f r o m   or   w r i t t e n   t o   RAM  4 8  

by  CPU  40,   t h e   a d d r e s s   of  t h e   d a t a   i s   pu t   o u t   by  CPU  40  o v e r  
a d d r e s s   b u s e s   112  and  1 1 4 .   T h r e e   b i t s   of   t h e   h i g h - o r d e r  

a d d r e s s   b u s   112  a r e   s e l e c t e d   a n d   p a s s e d   t o   ROM  42  on  b u s  

156,   and  a l l   e i g h t   b i t s   of  t h e   l o w - o r d e r   a d d r e s s   bus   114  a r e  

p a s s e d   t o   ROM  42  on  bus   1 5 8 .   The   t h r e e   b i t s  o f   b u s   156  a r e  

u sed   to  s e l e c t   one  of  t h e   e i g h t   t a b l e s   s t o r e d   in   ROM  42,   a n d  

t h e   e i g h t   b i t s   o f   bus   158  a r e   u s e d   t o   s e l e c t   o n e   o f   t h e   2 5 6  

b y t e s   f r o m   t h e   s e l e c t e d   t a b l e :   The  v a l u e   t h u s   s e l e c t e d   i s  

p u t   o u t   on  bus   138  to   t h e   b i - d i r e c t i o n a l   g a t e   3 8 .  

The  a d d r e s s   t r a n s f o r m a t i o n   c i r c u i t   c o m p r i s e s   ROM 

44,  i n v e r t e r   70,  and  g a t e s   72  and  74.  ROM  44  i s   o p e r a t e d   i n  

a  m a n n e r   i d e n t i c a l   to   t h e   o p e r a t i o n   of   ROM  42  d e s c r i b e d   i n  

c o n n e c t i o n   w i t h   t he   d a t a   t r a n s f o r m a t i o n   c i r c u i t :   t h r e e   b i t s  

of   t h e   h i g h   o r d e r   a d d r e s s   b u s   112  and   a l l   e i g h t   b i t s   o f   t h e  

low  o r d e r   a d d r e s s   bus  114  a r e   p a s s e d   to   ROM  44  on  b u s e s   1 5 6  

and  158  r e s p e c t i v e l y .   The  t h r e e   b i t s   on  bus  156  a r e   u s e d   t o  

s e l e c t   f r o m   a m o n g   e i g h t   t a b l e s   s t o r e d   in  ROM  4 4 ,   and   t h e  

e i g h t   b i t s   on  bus  158  a r e   u s e d   to   s e l e c t   f r o m   among   t h e   2 5 6  

b y t e s   of  d a t a   c o m p r i s i n g   e a c h   of   t h e   e i g h t   t a b l e s .   The  b y t e  

so  s e l e c t e d   i s   p u t   o u t   on  b u s   160  to   a  s e l e c t o r   c i r c u i t  

c o m p r i s i n g   t h e   g a t e s   72  and  7 4 .  

When  an  a d d r e s s   i s   g e n e r a t e d   by  CPU  40  f o r   e i t h e r  

a  r e a d   o r   a  w r i t e   o p e r a t i o n ,   t h e   h i g h   o r d e r   b i t s   o f   t h e  

a d d r e s s   p a s s   d i r e c t l y   to   RAM  48  on  a d d r e s s   bus   112 .   The  l o w  

o r d e r   b i t s   may   a l s o   p a s s   d i r e c t l y   t o   RAM  4 8 ,   o r   a  



s u b s t i t u t i o n   v a l u e   may  p a s s   to   RAM  48  i n s t e a d ,   d e p e n d i n g   o n  
t h e   s t a t e   of   g a t e s   72  and  74.   The  s u b s t i t u t i o n   v a l u e ,   i f  

c h o s e n ,   i s   t h e   o u t p u t   v a l u e   of   ROM  44  as   h e r e i n b e f o r e  

d e s c r i b e d .  

L i n e   1 3 0 ,   c a r r y i n g   t h e   ENCODE  ENABLE  s i g n a l ,   i s  

f e d   d i r e c t l y   to   i n h i b i t   g a t e   74  and   i s   f e d   i n d i r e c t l y  

t h r o u g h   i n v e r t e r   70  to  i n h i b i t   g a t e   72.  When  ENCODE  ENABLE 

is  h i g h ,   i n h i b i t   g a t e   72  is  d i s a b l e d ,   a l l o w i n g   t h e   o u t p u t   o f  

RAM44   t o   p a s s   o v e r   bus   160  t o   b u s   162 .   S i m u l t a n e o u s l y ,  

i n h i b i t   g a t e   74  i s   e n a b l e d ,   b l o c k i n g   t r a n s m i s s i o n   o f   l o w  

o r d e r   a d d r e s s   bus   114  to   bus  162.   The  a d d r e s s   w h i c h   r e a c h e s  

RAM  48  w i l l   t h e r e f o r e   c o n s i s t   of   a  n o n - t r a n s f o r m e d   h i g h  

o r d e r   b y t e   and   a  t r a n s f o r m e d   l o w   o r d e r   b y t e .   When  ENCODE 

ENABLE  i s   l o w ,   i n h i b i t   g a t e   72  i s   e n a b l e d   and   i n h i b i t   g a t e  

74  i s   d i s a b l e d ,   t h u s   c a u s i n g   t h e   a d d r e s s   p a s s e d   to   RAM  48  t o  

c o n s i s t   of  t h e   n o n - t r a n s f o r m e d   h i g h   and  low  o r d e r   b y t e s   o f  

b u s e s   112  and  114 ,   r e s p e c t i v e l y .  

H a v i n g   t h u s   d e s c r i b e d   an  e m b o d i m e n t   o f   t h e  

i n v e n t i o n ,   i t   w i l l   now  be  a p p r e c i a t e d   t h a t   t h e   o b j e c t s   o f  

t h e   i n v e n t i o n   h a v e   b e e n   f u l l y   a c h i e v e d ,   and  i t   w i l l   b e  

u n d e r s t o o d   by  t h o s e   s k i l l e d   in  t h e   a r t   t h a t   many  c h a n g e s   i n  

c o n s t r u c t i o n   and  c i r c u i t r y   and  w i d e l y   d i f f e r i n g   e m b o d i m e n t s  

and  a p p l i c a t i o n s   of  t h e   i n v e n t i o n   w i l l   s u g g e s t   t h e m s e l v e s  

w i t h o u t   d e p a r t u r e   f r o m   t h e   s p i r i t   a n d   s c o p e   o f   t h e  

i n v e n t i o n .   The  d i s c l o s u r e s   and  t h e   d e s c r i p t i o n   h e r e i n   a r e  

p u r e l y   i l l u s t r a t i v e   and  a r e   n o t   i n t e n d e d   to  be  in  any  s e n s e  

l i m i t i n g .  

T h e   f e a t u r e s   d i s c l o s e d   i n   t h e   f o r e g o i n g  

d e s c r i p t i o n ,   in   t h e   f o l l o w i n g   c l a i m s   a n d / o r   i n   t h e  

a c c o m p a n y i n g   d r a w i n g s   m a y ,   b o t h   s e p a r a t e l y   and   in   z r i y  

c o m b i n a t i o n   t h e r e o f ,   be  m a t e r i a l   f o r   r e a l i s i n g   t h e   i n v e n t i o n  

in  d i v e r s e   f o r m s   t h e r e o f .  



1.  In   a  d i g i t a l   c o m p u t i n g   s y s t e m   i n c l u d i n g   a  
c e n t r a l   p r o c e s s i n g   u n i t   (CPU)  c a p a b l e   of  w r i t i n g   d a t a   to  a n d  

r e a d i n g   d a t a   f r o m   a  r a n d o m   a c c e s s   memory   (RAM),  w h i c h   RAM  i s  

c a p a b l e   o f   s t o r i n g   a n d   p u t t i n g   o u t   d a t a   as   a  p l u r a l i t y   o f  

d i g i t a l l y   a d d r e s s a b l e   b y t e s   u n d e r   c o n t r o l   of   s a i d   CPU,  a n d  

w h i c h   CPU  and   RAM  a r e   c o n n e c t e d   by  a  c o m m o n   d a t a   b u s   and  a  

common  a d d r e s s   b u s ,   an  i m p r o v e d   d a t a   a c c e s s   l i m i t a t i o n   a n d  

p r o t e c t i o n   s u b s y s t e m   f o r   p r o t e c t i n g   d a t a   s t o r e d   w i t h i n  

p r e d e t e r m i n e d   b o u n d a r i e s   of   s a i d   RAM  f r o m   u n a u t h o r i z e d  

a c c e s s   c o m p r i s i n g :  

o p e r a t i o n   c o d e   d e t e c t o r   m e a n s   f o r   d e t e c t i n g   a  

u n i q u e   o p e r a t i o n   c o d e  s t o r e d   in  s a i d   RAM  and  f e t c h e d   by  s a i d  

CPU,  and  f o r   p u t t i n g   o u t   a  s i g n a l   when  s a i d   u n i q u e   o p e r a t i o n  

code   i s   d e t e c t e d ;  

a d d r e s s   l a t c h   m e a n s   c o n n e c t e d   t o   s a i d   o p e r a t i o n  

c o d e   d e t e c t o r   m e a n s   f o r   s t o r i n g   a  h i g h   and   a  l o w   d i g i t a l  

b o u n d a r y   a d d r e s s   p u t   o u t   by  s a i d   CPU  when  s a i d   a d d r e s s   l a t c h  

m e a n s   i s   e n a b l e d   by  s a i d   s i g n a l   f r o m   s a i d   o p e r a t i o n   c o d e  

d e t e c t o r   m e a n s ;  

a d d r e s s   c o m p a r a t o r   m e a n s   c o n n e c t e d   to   s a i d   CPU  a n d  

to   s a i d   a d d r e s s   l a t c h   m e a n s   f o r   c o m p a r i n g   d i g i t a l   a d d r e s s e s  

s u b s e q u e n t l y   p u t   o u t   by  s a i d   CPU  w i t h   s a i d   s t o r e d   b o u n d a r y  

a d d r e s s e s   and  f o r   p u t t i n g   o u t   a  s i g n a l   as  t h e   r e s u l t   of  s a i d  

c o m p a r i s o n ;  

a d d r e s s   t r a n s f o r m a t i o n   m e a n s   c o n n e c t e d   b e t w e e n  

s a i d   RAM  and   s a i d   CPU  f o r   t r a n s f o r m i n g   s a i d   s u b s e q u e n t  

d i g i t a l   a d d r e s s e s   i n t o   d i f f e r e n t   d i g i t a l   a d d r e s s e s ;  

b i - d i r e c t i o n a l   d a t a   t r a n s f o r m a t i o n   m e a n s   c o n n e c t e d  

b e t w e e n   s a i d   RAM  and  s a i d   CPU  f o r   e n c o d i n g   b y t e s   of  d a t a   a s  
s a i d   b y t e s   a r e   w r i t t e n   to   s a i d   RAM  by  s a i d   CPU,  and   f o r  

d e c o d i n g   b y t e s   of   d a t a   as   s a i d   b y t e s   a r e   f e t c h e d   f r o m   s a i d  



RAM  by  s a i d   CPU; 

s w i t c h   m e a n s   c o n n e c t e d   to   s a i d   a d d r e s s   c o m p a r a t o r  

m e a n s ,   to   s a i d   a d d r e s s   t r a n s f o r m a t i o n   m e a n s ,   and  to  s a i d   b i -  

d i r e c t i o n a l   d a t a   t r a n s f o r m a t i o n   m e a n s   for   e n a b l i n g   a n d  

d i s a b l i n g   s a i d   a d d r e s s   t r a n s f o r m a t i o n   m e a n s   and  s a i d   b i -  

d i r e c t i o n a l   d a t a   t r a n s f o r m a t i o n   m e a n s   a c c o r d i n g   to   t h e  

s i g n a l   p u t   o u t   by  s a i d   a d d r e s s   c o m p a r a t o r   m e a n : ;  

w h e r e b y   a  b y t e   of   d a t a   w r i t t e n   by  s a i  '  C P U   to   s a i d  

RAM  i s   e n c o d e d   by  s a i d   d a t a   t r a n s f o r m a t i o n   m e a n s ,   and  a  b y t e  

of   d a t a   f e t c h e d   by  s a i d   CPU  f r o m   s a i d  R A M   i s   d e c o d e d   by  s a i d  

d a t a   t r a n s f o r m a t i o n   m e a n s ,   and  t he   d i g i t a l   a d d r e s s   l o c a t i o n  

to   w h i c h   s a i d   b y t e   o f   d a t a   i s   w r i t t e n   and   f r o m   w h i c h   s a i d  

b y t e   o f   d a t a   i s   f e t c h e d   i s   d i f f e r e n t   t h a n   the  d i g i t a l  

a d d r e s s   g e n e r a t e d   by  s a i d   CPU  in   i t s   n o r m a l   m o d e   o f  

o p e r a t i o n ,   i f   t h e   d i g i t a l   a d d r e s s   of   s a i d   b y t e   of  d a t a  

w i t h i n   s a i d   RAM  i s   n o t   g r e a t e r   t h a n   s a i d   h i g h   b o u n d a r y  

a d d r e s s   and  no t   l e s s   t h a n   s a i d   low  b o u n d a r y   a d d r e s s .  

2.  A  d i g i t a l   c o m p u t i n g   s y s t e m   s e t   f o r t h   in  c  a i m  

1  in   w h i c h   s a i d   b i - d i r e c t i o n a l   d a t a   t r a n s f o r m a t i o n   r t a n s  

c o m p r i s e s :  

r e a d   o n l y   m e m o r y   (ROM)  m e a n s   f o r   s t o r i n g   a  s e c r e t ,  

p r e d e t e r m i n e d   s e t   of  d a t a   t r a n s f o r m a t i o n   b y t e s ;  

t a b l e   l o o k u p   m e a n s   f o r   u s i n g   s e l e c t e d   b i t s   of  e 

d i g i t a l   a d d r e s s   o f   a  d a t a   b y t e   t o   s e l e c t   a  d a t a  

t r a n s f o r m a t i o n   b y t e   s t o r e d   w i t h i n   s a i d   ROM,  and  f o r   p u t t i n g  

o u t   s a i d   d a t a   t r a n s f o r m a t i o n   b y t e ;  

b i - d i r e c t i o n a l   g a t e   means   fo r   c o m b i n i n g   s a i d   d a t a  

b y t e   w i t h   s a i d   d a t a   t r a n s f o r m a t i o n   b y t e   in  an  e x c l u s i v e   C  

o p e r a t i o n ;  

w h e r e b y   s a i d   d a t a   b y t e   i s   t r a n s f o r m e d   as  a  n o n -  

l i n e a r   f u n c t i o n   of  i t s   d i g i t a l   a d d r e s s .  



3.  A  d i g i t a l   c o m p u t i n g   s y s t e m   s e t   f o r t h   in  c l a i m  

o r 2 i n   w h i c h   s a i d   a d d r e s s   t r a n s f o r m a t i o n   means   c o m p r i s e s :  

r e a d   o n l y   memory   (ROM)  m e a n s   f o r   s t o r i n g   a  s e c r e t ,  

p r e d e t e r m i n e d   s e t   of  a d d r e s s   t r a n s f o r m a t i o n   b y t e s ;  

t a b l e   l o o k u p   means   f o r   u s i n g   s e l e c t e d   b i t s   of   t h e  

d i g i t a l   a d d r e s s   o f   a  d a t a   b y t e   t o   s e l e c t   an   a d d r e s s  

t r a n s f o r m a t i o n   b y t e   s t o r e d   w i t h i n   s a i d   ROM,  and  f o r   p u t t i n g  

o u t   s a i d   a d d r e s s   t r a n s f o r m a t i o n   b y t e ;  

b i - d i r e c t i o n a l   g a t e   m e a n s   f o r   c o m b i n i n g   s e l e c t e d  

b i t s   Qf  s a i d   d i g i t a l   a d d r e s s   w i t h   s a i d   a d d r e s s  

t r a n s f o r m a t i o n   b y t e   in  an  e x c l u s i v e   OR  o p e r a t i o n ;  

w h e r e b y   s a i d   d i g i t a l   a d d r e s s   i s   t r a n s f o r m e d   as   a  

n o n - l i n e a r   f u n c t i o n   of  i t s   own  v a l u e .  

4.  A  m e t h o d   f o r   p r o t e c t i n g   s o f t w a r e   f r o m  

u n a u t h o r i z e d   u s e ,   c o p y i n g ,   m i s a p p r o p r i a t i o n   and  t h e   l i k e ,   b y  

e n c o d i n g   t h e   s o f t w a r e   w i t h   a  u n i q u e   c o d e   f o r   u s e   on  a  

c o m p u t e r   s y s t e m   h a v i n g   a  c e n t r a l   p r o c e s s i n g   u n i t   e q u i p p e d   t o  

d e t e c t   and   d e c o d e   s a i d   u n i q u e   c o d e ,   w h i l e   a t   t h e   s a m e   t i m e  

in  no  way  i n t e r f e r i n g   w i t h   t h e   a b i l i t y   of   s a i d   c e n t r a l  

p r o c e s s o r   to   use   n o n - e n c o d e d   s o f t w a r e ,   c o m p r i s i n g   t h e   s t e p s  

o f :  

e n c o d i n g   s a i d   s o f t w a r e   w i t h   a  code   made  u n i q u e   f o r  

e a c h   s a i d   c o m p u t e r ,  

i n c l u d i n g   in  s a i d   s o f t w a r e   a  m e m o r y   b o u n d a r y  

o p e r a t i o n   c o d e   f o l l o w e d   by  an  u p p e r   and  a  l o w e r   m e m o r y  

b o u n d a r y   a d d r e s s ,   w h i c h   b o u n d a r y   a d d r e s s e s   i n d i c a t e   a n  

e n c o d e d   a r e a   of   m a i n   m e m o r y ,  

l o a d i n g   s a i d   s o f t w a r e   i n t o   s a i d   c o m p u t e r   f o r   u s e  

t h e r e i n ,  



d e t e c t i n g   in  s a i d   c o m p u t e r   t h e   p r e s e n c e   of   s a i d  

m e m o r y   b o u n d a r y   o p e r a t i o n   c o d e   a n d  t h e r e b y   e n a b l i n g   a  
b o u n d a r y   a d d r e s s   l a t c h   c i r c u i t ,  

r e a d i n g   i n t o   s a i d   e n a b l e d   b o u n d a r y   a d d r e s s   l a t c h  

c i r c u i t   s a i d   u p p e r   and  l o w e r   m e m o r y   b o u n d a r y   a d d r e s s e s   w h i c h  

f o l l o w   s a i d   memory   b o u n d a r y   o p e r a t i o n   c o d e ,  

c o m p a r i n g   e a c h   a d d r e s s   o f   e a c h   s u b s e q u e n t  

o p e r a t i o n   c o d e   to   d e t e r m i n e   w h e t h e r   i t   l i e s   w i t h i n   s a i d  

p r o t e c t e d   a r e a ,   and  i f   so  e n a b l i n g   a  b i - d i r e c t i o n a l   d a t a  

t r a n s f o r m   c i r c u i t   and  an  a d d r e s s   t r a n s f o r m   c i r c u i t ,  

d e c o d i n g   w i t h   s a i d   t r a n s f o r m   c i r c u i t s   e a c h   d a t a  

w o r d   and   e a c h   a d d r e s s   w o r d   w h i c h   f o l l o w   s a i d   t r a n s f o r m  

e n a b l i n g   o p e r a t i o n   code   in  a c c o r d a n c e   w i t h   a  p r e d e t e r m i n e d  
i n v e r s e   of   s a i d   u n i q u e   c o d e ,   p r o v i d i n g   t h a t   e a c h   s u c h   d a t a .  

w o r d   and   e a c h   s u c h   a d d r e s s   w o r d   a l s o   l i e   w i t h i n   s a i d  

p r o t e c t e d   a r e a ,   - 

e n c o d i n g   w i t h   s a i d   b i - d i r e c t i o n a l   d a t a   t r a n s f o r m  

c i r c u i t   e a c h   d a t a   word  p u t   o u t   w h i c h   f o l l o w s   s a i d   t r a n s f o r m  

e n a b l i n g   o p e r a t i o n   code   in  a c c o r d a n c e   w i t h   s a i d   u n i q u e   c o d e ,  

p r o v i d i n g   t h a t   e a c h   s u c h   d a t a   w o r d   a l s o   l i e s   w i t h i n   s a i d  

p r o t e c t e d   a r e a ,  

d i s a b l i n g   s a i d   t r a n s f o r m   c i r c u i t s   and  t h e r e b y  

e n a b l i n g   s a i d   c e n t r a l   p r o c e s s o r   u n i t   t o   o p e r a t e  

c o n v e n t i o n a l l y   in  s a i d   c o m p u t e r   s y s t e m   w i t h   u n e n c o d e d  

s o f t w a r e .  

5.  A  s o f t w a r e   p r o t e c t i o n   m e t h o d   s e t   f o r t h   i n  

c l a i m   4  in  w h i c h   t h e   s t e p   of   d i s a b l i n g   s a i d   t r a n s f o r m  

c i r c u i t s   c o m p r i s e s   i n c l u d i n g   a  m e m o r y   b o u n d a r y   o p e r a t i o n  

c o d e   f o l l o w e d   by  an  u p p e r   and  a  l o w e r   m e m o r y   b o u n d a r y ,   w h i c h  

b o u n d a r i e s   a r e   e q u a l .  
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