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@  Data  encryption. 
©  Data  transmitted  over  any  sort  of  "broadcast"  system 
can,  in  general,  be  picked  up  by  anyone  with  the  correct  sort  of 
receiver  properly  tuned  in.  For  many  reasons,  however,  it  may be  desirable  for  the  data  signals  to  be  "scrambled*  or  encryp- ted,  before  transmission  so  that  only  the  recipient  who  can 
appropriately  "unscramble"  or  decrypt  the  signal,  will  be  able 
to  see  the  data  in  its  original  plain  form. 

The  invention  provides  a  data  encryption/decryption 

method  (and  the  equipment  therefor),  in  which  plain  form 
data  is  transferred  sequentially  through  two  sets  of  analogue 
shift  registers  at  a  number  of  different  transfer  rates  such  that 
for  each  register  data  fed  in  at  one  rate  is  then  fed  out  at  an- 
other;  whereby  the  data  transferred  between  the  two  sets  of 
registers  is  encrypted,  but  when  fed  out  of  the  last  register  is 
decrypted,  and  in  plain  form. 
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DATA  ENCRYPTION 

T h i s   i n v e n t i o n   c o n c e r n s   d a t a   e n c r y p t i o n ,   and  r e l a t e s  

in  p a r t i c u l a r   to  t he   e n c r y p t i o n   of  a n a l o g u e   d a t a ,   such   a s  

s p e e c h ,   f o r   t r a n s m i s s i o n   o v e r   a  n a r r o w   band   c h a n n e l ,   a n d  

to  t he   r e c e i v e d   s i g n a l ' s   s u b s e q u e n t   d e - c r y p t i o n   t o  

r e c o n s t i t u t e   t he   d a t a   in  i t s   o r i g i n a l   f o r m .  

S i g n a l s   t r a n s m i t t e d   o v e r   any  s o r t   of  " b r o a d c a s t "  

s y s t e m ,   b e s t   e x e m p l i f i e d   by  r a d i o ,   can  in  g e n e r a l   b e  

p i c k e d   up  by  a n y o n e   w i t h   the   c o r r e c t   s o r t   of  r e c e i v e r  

p r o p e r l y   t u n e d   i n .   For  many  r e a s o n s ,   h o w e v e r ,   i t   may  b e  

d e s i r a b l e   f o r   t he   s i g n a l s   to  be  i n t e l l i g e a b l e   o n l y   to  t h e  

i n t e n d e d ,   and  t h u s   a u t h o r i s e d ,   r e c i p i e n t ,   and  to  e n s u r e  

t h i s   i t   is   common  to  " s c r a m b l e " ,   or  e n c r y p t ,   the   d a t a  

b e f o r e   t r a n s m i s s i o n ,   so  t h a t   o n l y   t he   r e c i p i e n t   who  c a n  

a p p r o p r a t e l y   " u n s c r a m b l e " ,   or  d e c r y p t ,   t he   s i g n a l   w i l l   b e  

a b l e   to  see   t he   d a t a   in  i t s   o r i g i n a l   p l a i n   f o r m .  

Such  a  d a t a   t r a n c e p t i o n   s y s t e m   is   s a i d   to  be  a 

" s e c u r e "   s y s t e m ,   in  t h a t   the   d a t a   i n v o l v e d   is   s e c u r e  

a g a i n s t   e a v e s d r o p p e r s .   As  migh t   be  e x p e c t e d ,   h o w e v e r ,  

t h e r e   a r e   d i f f e r e n t   l e v e l s   of  s e c u r i t y   -  some  e n c r y p t i o n  

m e t h o d s   a re   so  s i m p l e   (and  c h e a p )   t h e y   can  be  r e c o g n i s e d ,  

and  the   a p p r o p r i a t e   d e - c r y p t i o n   t e c h n i q u e   w o r k e d   out   a n d  

a p p l i e d   w i t h i n   a  few  m i n u t e s ,   w h i l e   o t h e r s   a re   so  c o m p l e x  

(and  e x p e n s i v e )   t h e y   may  t a k e   h o u r s ,   days   or  even  y e a r s   t o  

c r a c k .   N a t u r a l l y ,   the   t ype   of  e n c r y p t i o n   e m p l o y e d   i s  

c h o s e n   to  f i t   the   s e c u r i t y   l e v e l   r e q u i r e d .  

In  one  known  method   of  d a t a   e n c r y p t i o n   t h e r e   a re   t w o  
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s e q u e n t i a l   r e g i s t e r s   and  two  d i f f e r e n t   t r a n s f e r   r a t e s ,   a n d  

for   e a c h   r e g i s t e r   d a t a   t h a t   has   been   c l o c k e d   in  ( f i l l i n g  

up  the   r e g i s t e r )   a t   one  r a t e   i s   c l o c k e d   ou t   at  t he   o t h e r .  

Thus,   f o r   e a c h   r e g i s t e r ,   the   d a t a   c l o c k e d   ou t   r e p r e s e n t s   a  

f r e q u e n c y - s h i f t e d   v e r s i o n   of  t he   d a t a   t h a t   was  c l o c k e d   i n .  

I t   is   t h i s   f r e q u e n c y   s h i f t i n g   t h a t   e n c r y p t s   -  a n d  

s u b s e q u e n t l y   d e c r y p t s   -  the   d a t a .   For  each   r e g i s t e r   t h e  

s h i f t i n g   may  be  up  or  down  and  t h a t   in  f a c t   i t   w i l l  

a l t e r n a t e   f r o m   one  to  the   o t h e r .   The  r e a s o n   f o r   t h i s  

a l t e r n a t i o n   i s   s i m p l e :   d a t a   c l o c k e d   in  at  a  f i r s t   r a t e   i s  

c l o c k e d   o u t   at  a  s e c o n d ,   b u t   as  i t   is   so  c l o c k e d   o u t  

n a t u r a l l y   a  f u r t h e r   b a t c h   of  d a t a   is   b e i n g   c l o c k e d   i n ,   a t  

t h i s   s e c o n d   r a t e ,   to  be  c l o c k e d   ou t   in  i t s   t u r n   at  t h e  

f i r s t   r a t e ,   and  so  on.  A c c o r d i n g l y ,   a  b a t c h   of  d a t a  

c l o c k e d   in  at   t h e   l o w e r   r a t e   and  ou t   at  the   h i g h e r   r a t e   i s  

u p - s h i f t e d ,   w h i l e   t he   nex t   b a t c h ,   n e c e s s a r i l y   c l o c k e d   i n  

at  t he   h i g h e r   and  ou t   at  t he   l o w e r   r a t e ,   i s   d o w n - s h i f t e d  

(and  the   n e x t   b a t c h   i s   u p - s h i f t e d ,   t he   nex t   down,  and  s o  

on)  . 

The  i n v e n t i o n   r e l a t e s   to  the   e n c r y p t i o n ,   a n d  

s u b s e q u e n t   d e c r y p t i o n ,   of  d a t a ,   s p e c i f i c a l l y   n a r r o w b a n d  

a n a l o g u e   d a t a   t y p i f i e d   by  s p e e c h   ( t h e   human  v o i c e  

c o n t a i n s   a l m o s t   a l l   i t s   o u t p u t   in  t he   band  f r o n   300  Hz  t o  

3000Hz) ;   p u r e l y   f o r   c o n v e n i e n c e ,   h e r e i n a f t e r   the  i n v e n t i o n  

is  d e s c r i b e d   m a i n l y   in  t e r m s   of  i t s   a p p l i c a t i o n   to  t h e  

e n c r y p t i o n / d e c r y p t i o n   of  s p e e c h .  

T y p i c a l   u s e r s   d e s i r o u s   of  h a v i n g   t h e i r   s p e e c h  
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c o m m u n i c a t i o n s   r e n d e r e d   u n i n t e l l i g i b l e   to  u n i n t e n d e d   a n d  

u n a u t h o r i s e d   r e c i p i e n t s   a re   t he   P o l i c e ,   who  p r e f e r  

c r i m i n a l s   not   to  be  a b l e   to  g a i n   u s e f u l   i n f o r m a t i o n   b y  

l i s t e n i n g   in  to  p o l i c e   r a d i o   b r o a d c a s t s ,   t he   M i l i t a r y ,  

who  a r e   a g a i n s t   the   Enemy  m a k i n g   use   of  o v e r h e a d  

b a t t l e f i e l d   (and   o t h e r )   c o n v e r s a t i o n s ,   and  B u s i n e s s m e n ,  

who  do  no t   w i sh   t h e i r   c o m m e r c i a l   r i v a l s   to  be  a b l e   to  make  

s e n s e   ou t   of  any  t e l e p h o n e   c o n v e r s a t i o n s   to  w h i c h   t h e y   may 

become  a  p a r t y .   For  a  P o l i c e   c a r   r a d i o   n e t w o r k ,   whe re   t h e  

i n f o r m a t i o n   t r a n s m i t t e d   is   u s u a l l y   f o r   i m m e d i a t e   a c t i o n ,  

o n l y   a  low  l e v e l   of  s e c u r i t y   i s   r e q u i r e d ,   bu t   f o r   a 

B u s i n e s s   d i s c u s s i o n   of  long   t e r m   p l a n s   a  much  h i g h e r   l e v e l  

is   d e s i r a b l e .  

Many  d i f f e r e n t   d a t a   e n c r y p t i o n   s y s t e m s   have   b e e n  

p r o p o s e d ;   a l l   have   a d v a n t a g e s   and  d i s a d v a n t a g e s .   T h e  

p r e s e n t   i n v e n t i o n   s u g g e s t s   a  n o v e l   s y s t e m   t h a t   i s   at  h e a r t  

e x t r e m e l y   s i m p l e   (and  t h u s   c h e a p )   bu t   can  be  e l a b o r a t e d   t o  

a l m o s t   any  d e g r e e   of  c o m p l e x i t y .   I t   c an ,   t h e r e f o r e ,   be  o f  

v a l u e   w h e t h e r   the   s i t u a t i o n   r e q u i r e s   a  low  or  a  h i g h   l e v e l  

of  s e c u r i t y .  

In  one  a s p e c t ,   t h e r e f o r e ,   the   i n v e n t i o n   p r o v i d e s   a 

d a t a   e n c r y p t i o n / d e c r y p t i o n   m e t h o d ,   in  w h i c h :   f i r s t   a n d  

s e c o n d   r e g i s t e r s   a re   a s s o c i a t e d   w i t h   e n c r y p t i o n   and  a 

t h i r d   and  f o u r t h   w i t h   d e c r y p t i o n ,   p l a i n - f o r m   d a t a   i s  

t r a n s f e r r e d   s e q u e n t i a l l y   t h r o u g h   the   f o u r   a n a l o g u e   s h i f t  

r e g i s t e r s   such   t h a t   d a t a   e l e m e n t   is   c l o c k e d   at  d i f f e r e n t  

c l o c k i n g   r a t e s   and  fo r   each   r e g i s t e r   d a t a   wh ich   i s   fed  i n  



0 2 1 6 5 9 5  

at  one  c l o c k i n g   r a t e   is   t h e n   fed  ou t   at  a n o t h e r ;   and  d a t a  

is   fed  i n t o   a  t h i r d   r e g i s t e r   at  t he   same  c l o c k i n g   r a t e  

as  i t   was  fed   ou t   of  the   s e c o n d   r e g i s t e r ,   and  i s   fed   o u t  

of  t he   t h i r d   r e g i s t e r   at  the   same  c l o c k i n g   r a t e   as  i t   w a s  

fed  i n t o   t he   s e c o n d   r e g i s t e r ;   and  d a t a   i s   fed   i n t o   t h e  

f o u r t h   r e g i s t e r   at  t he   same  c l o c k i n g   r a t e   as  i t   was  ou t   o f  

the   f i r s t   r e g i s t e r   and  i s   fed  ou t   of  t he   f o u r t h   r e g i s t e r  

at  the   same  c l o c k i n g   r a t e   as  i t   was  f ed   i n t o   t he   f i r s t  

r e g i s t e r ,   w h e r e b y ,   by  v i r t u e   of  the   r e s u l t i n g   f r e q u e n c y  

s h i f t i n g ,   the   d a t a   t r a n s f e r r e d   b e t w e e n   t he   s e c o n d   a n d  

t h i r d   r e g i s t e r s   i s   e n c r y p t e d ,   bu t   when  f ed   out   of  t h e  

f o u r t h   r e g i s t e r   is   d e c r y p t e d ,   and  in  p l a i n   f o r m .  

In  a n o t h e r   a s p e c t   the   i n v e n t i o n   p r o v i d e s   a  d a t a  

e n c r y p t i o n / d e c r y p t i o n   method  in  wh ich   a  f i r s t   r e g i s t e r   i s  

a s s o c i a t e d   w i t h   e n c r y p t i o n   and  a  s e c o n d   and  a  t h i r d  

r e g i s t e r   a re   a s s o c i a t e d   w i th   d e c r y p t i o n ;   p l a i n   form  d a t a  

is   fed   i n t o   the   f i r s t   r e g i s t e r   at  a  s e r i e s   of  c l o c k   r a t e s  

and  t h e n   fed   ou t   of  the   f i r s t   r e g i s t e r   at   a  d i f f e r e n t  

s e r i e s   of  c l o c k   r a t e s   and  fed  i n t o   the   s e c o n d   r e g i s t e r   a t  

the   same  s e r i e s   of  c l o c k   r a t e s   i t   was  f ed   ou t   of  the   f i r s t  

r e g i s t e r   a t ,   when  the   s e c o n d   r e g i s t e r   i s   f u l l   the   d a t a  

b e i n g   fed   ou t   of  t he   f i r s t   r e g i s t e r   is  f ed   i n t o   t he   t h i r d  

r e g i s t e r   a t   t he   same  s e r i e s   of  c l o c k   r a t e s   i t   was  c l o c k e d  

out   of  t he   f i r s t   r e g i s t e r   at  and  the   d a t a   in  the   s e c o n d  

r e g i s t e r   i s   fed  ou t   at  the   same  s e r i e s   of  c l o c k   r a t e s   i t  

was  fed   i n t o   the   f i r s t   r e g i s t e r   a t ,   when  the   t h i r d  

r e g i s t e r   i s   f u l l   the   d a t a   b e i n g   fed   ou t   of  the   f i r s t  
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r e g i s t e r   i s   fed  i n t o   the   s e c o n d   r e g i s t e r   at  t he   s a m e  

s e r i e s   of  c l o c k   r a t e s   i t   was  fed   ou t   of  the   f i r s t   r e g i s t e r  

at  and  the   d a t a   in  t he   t h i r d   r e g i s t e r   i s   fed  ou t   at  t h e  

same  s e r i e s   of  c l o c k   r a t e s   i t   was  fed   i n t o   the   f i r s t  

r e g i s t e r   a t ,   and  t h i s   c y c l e   of  use   of  t he   s e c o n d   and  t h i r d  

r e g i s t e r s   is   r e p e a t e d ;   the   s e r i e s   of  c l o c k   r a t e s   s u p p l i e d  

to  the   r e g i s t e r s   b e i n g   such   t h a t ;   d a t a   t r a n s f e r r e d   b e t w e e n  

the   f i r s t   r e g i s t e r   and  the   s e c o n d   and  t h i r d   r e g i s t e r s   i s  

e n c r y p t e d ,   and  t he   d a t a   o u t p u t   of  t he   s e c o n d   and  t h i r d  

r e g i s t e r s   i s   p l a i n   fo rm  and  the   t he   d u r a t i o n   of  t i m e   t a k e n  

to  f i l l   or  empty   each   of  t he   r e g i s t e r s   w i t h   d a t a   i s   a  

c o n s t a n t .  

In  a  f u r t h e r   a s p e c t   t he   i n v e n t i o n   p r o v i d e s   a n a l o g u e  

d a t a   e n c r y p t i o n / d e c r y p t i o n   e q u i p m e n t   wh ich   i n c l u d e s :   f o u r  

s h i f t   r e g i s t e r s   a r r a n g e d   in  a  s e q u e n c e ;   t r a n c e p t i o n   m e a n s  

w h e r e b y   the   o u t p u t   of  the   s e c o n d   r e g i s t e r   can  be  s u p p l i e d  

to  t he   i n p u t   of  the   t h i r d   r e g i s t e r ,   i n p u t   means  f o r  

f e e d i n g   p l a i n - f o r m   d a t a   to  t he   f i r s t   r e g i s t e r ;   o u t p u t  

means  f o r   f e e d i n g   p l a i n - f o r m   d a t a   f rom  the   f o u r t h  

r e g i s t e r ;   c l o c k   p u l s e   means  f o r   e ach   r e g i s t e r ,   f o r   g i v i n g  

a  s e q u e n c e   of  d i f f e r e n t   c l o c k   s i g n a l s   to  the   r e g i s t e r s   t o  

c o n t r o l   the   t r a n s f e r   of  t h e i r   c o n t e n t s   t h e r e t h r o u g h ;   a n d  

s y n c h r o n i s a t i o n   means  e n a b l i n g   the   c l o c k   p u l s e   means  f o r  

each   r e g i s t e r   to  be  s y n c h r o n i s e d   one  w i t h   the   o t h e r ,   s u c h  

t h a t ,   when  p l a i n   form  d a t a   i s   t r a n s f e r r e d   s e q u e n t i a l l y  

t h r o u g h   the   f o u r   r e g i s t e r s   at  f o u r   d i f f e r e n t   c l o c k i n g  

r a t e s   (a)  fo r   each   r e g i s t e r ,   d a t a   wh ich   is   fed   in  at  o n e  
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c l o c k i n g   r a t e   i s   t h e n   fed  ou t   at  a n o t h e r ,   and  (b)  d a t a   i s  

fed  i n t o   t he   t h i r d   r e g i s t e r   at  t he   s a m e  

c l o c k i n g   r a t e   as  i t   was  f ed   pu t   of  t he   s e c o n d  

r e g i s t e r ,   and  i s   f ed   out  of  t he   t h i r d   r e g i s t e r   at  t he   s a m e  

c l o c k i n g   r a t e   as  i t   was  fed   i n t o   the   s e c o n d   r e g i s t e r ,   ( c )  

d a t a   is   f ed   i n t o   the   f o u r t h   r e g i s t e r   at  t he   same  c l o c k i n g  

r a t e   as  i t   was  f ed   ou t   of  t he   f i r s t   r e g i s t e r ,   and  i s   f e d  

out   of  t h e   f o u r t h   r e g i s t e r   at  t he   same  c l o c k i n g   r a t e   a s  

i t   was  f ed   i n t o   t he   f i r s t   r e g i s t e r .  

In  a n o t h e r   a s p e c t   t he   i n v e n t i o n   p r o v i d e s   d a t a  

e n c r y p t i o n / d e c r y p t i o n   e q u i p m e n t   w h i c h   i n c l u d e s :   a  f i r s t  

s h i f t   r e g i s t e r   a s s o c i a t e d   w i t h   e n c r y p t i o n   and  a  s e c o n d   a n d  

a  t h i r d   s h i f t   r e g i s t e r   a s s o c i a t e d   w i t h   d e c r y p t i o n ;  

t r a n c e p t i o n   means  w h e r e b y   t he   o u t p u t   of  the   f i r s t   r e g i s t e r  

can  be  s u p p l i e d   to  the   i n p u t s   of  t he   s e c o n d   or  t h i r d  

r e g i s t e r s ;   i n p u t   means  f o r   f e e d i n g   p l a i n   form  d a t a   to  t h e  

f i r s t   r e g i s t e r ;   o u t p u t   means  f o r   f e e d i n g   p l a i n   fo rm  d a t a  

from  t he   f o u r t h   r e g i s t e r ;   c l o c k   p u l s e   means  f o r   e a c h  

r e g i s t e r   f o r   g i v i n g   a  s e q u e n c e   of  d i f f e r e n t   c l o c k   s i g n a l s  

to  the   r e g i s t e r s   to  c o n t r o l   t he   t r a n s f e r   of  t h e i r   c o n t e n t s  

t h e r e t h r o u g h ;   s y n c h r o n i s a t i o n   means  e n a b l i n g   the   c l o c k  

p u l s e   means   f o r   e a c h   r e g i s t e r   to  be  s y n c h r o n i s e d   one  w i t h  

a n o t h e r ;   and  s w i t c h i n g   means  e n a b l i n g   s e c t i o n s   of  t h e  

o u t p u t   of  the   f i r s t   r e g i s t e r   to  be  s u p p l i e d   a l t e r n a t e l y   t o  

the   i n p u t s   of  the   s e c o n d   and  t h i r d   r e g i s t e r s ,   each   s e c t i o n  

b e i n g   one  r e g i s t e r   f u l l   of  d a t a ,   a r r a n g e d   such  t h a t ,   w h e n  

p l a i n   fo rm  d a t a   is  t r a n s f e r r e d   t h r o u g h   the   r e g i s t e r   a t  
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a  p l u r a l i t y   of  d i f f e r e n t   c l o c k i n g   r a t e s ,   f o r   e a c h   r e g i s t e r  

d a t a   wh ich   is   fed   in  at  one  c l o c k i n g   r a t e   is   fed   ou t   a t  

a n o t h e r ,   d a t a   is   f ed   i n t o   the   s e c o n d   r e g i s t e r   at  t he   s a m e  

r a t e   i t   was  fed   ou t   of  the   f i r s t ,   d a t a   i s   fed   ou t   of  t h e  

s e c o n d   r e g i s t e r   at  the   same  r a t e   i t   was  fed   i n t o   t h e  

f i r s t ,   d a t a   i s   f ed   i n t o   the   t h i r d   r e g i s t e r   at   t he   s a m e  

r a t e   i t   was  fed   i n t o   the   f i r s t   and  d a t a   i s   fed   ou t   of  t h e  

t h i r d   r e g i s t e r   at  t he   same  r a t e   i t   was  f ed   ou t   of  t h e  

f i r s t .  

The  i n v e n t i o n   r e l a t e s   to  t he   e n c r y p t i o n ,   a n d  

s u b s e q u e n t   d e c r y p t i o n ,   of  d a t a .   As  m e n t i o n e d  

h e r e i n b e f o r e ,   t h i s   d a t a   c o u l d   be  of  any  t y p e ,   bu t   t h e  

i n v e n t i o n   is  p r i m a r i l y   c o n c e r n e d   w i t h   a n a l o g u e   s p e e c h  

s i g n a l s   -  t h a t   i s ,   v o i c e   s i g n a l s   t h a t   o c c u p y   t h e  

r e l a t i v e l y   n a r r o w   (—  3KHz  w i d e )   band  f rom  a b o u t   300Hz  t o  

a b o u t   3000Hz .   S p e c i f i c a l l y ,   t he   i n v e n t i o n   is   i n t e n d e d   f o r  

use   in  a  v o i c e   c o m m u n i c a t i o n s   s y s t e m   w h e r e i n   s p e e c h   d a t a  

is   e n c r y p t e d   at  one  l o c a t i o n ,   t r a n s f e r r e d   to  a n o t h e r  

l o c a t i o n ,   and  t h e r e   d e c r y p t e d .   The  c o m m u n i c a t i o n s   s y s t e m  

may  be  of  any  s o r t ;   two  e x a m p l e s   a r e   t e l e p h o n e   ( w i r e d )  

n e t w o r k s   and  r a d i o   ( w i r e l e s s )   n e t w o r k s .   In  t h e   f o r m e r  

t h e r e   a re   at  the   two  l o c a t i o n s   the   t e l e p h o n e s   t h a t   a r e  

c o n n e c t e d   to  each   o t h e r   p o s s i b l y   by  an  E x c h a n g e   of  s o m e  

s o r t ,   w h i l e   in  the   l a t t e r   t h e r e   a r e   at  t he   two  l o c a t i o n s  

the   t r a n s m i t t e r   and  the   r e c e i v e r ,   the   one  l a u n c h i n g   i n t o  

the   " a e t h e r "   i n f o r m a t i o n - c a r r y i n g   e l e c t r o m a g n e t i c  

r a d i a t i o n   to  be  r e c e i v e d   by  the  o t h e r .  
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The  d a t a   to  be  t r a n s f e r r e d   by  t he   i n v e n t i v e   m e t h o d  

the   i n p u t   d a t a   -  is   d e s c r i b e d   as  p l a i n - f o r m   d a t a ,   t o  

d i s t i n g u i s h   i t   f rom  the   e n c r y p t e d   d a t a   a c t u a l l y  

t r a n s f e r r e d   b e t w e e n   the   two  l o c a t i o n s .   I t   may,  in  f a c t ,  

be  " p l a i n - f o r m " ,   and  not   e n c o d e d   in  any  way  e x c e p t   t h a t  

n e c e s s a r y   f o r   i t s   a c t u a l   t r a n s f e r r a l   t h r o u g h   the   s y s t e m  

( a s ,   s a y ,   v o i c e   s o u n d   is   c o n v e r t e d   i n t o   e l e c t r i c a l   p u l s e s ,  

and  t h e n   e l e c t r o m a g n e t i c   p u l s e s ,   and  back   a g a i n   to  s o u n d ,  

f o r   t r a n s c e p t i o n   in  any  r a d i o   s y s t e m )   ,  and  i n d e e d   i t   i s  

t h o u g h t   to  be  t he   main  use  of  t h e   i n v e n t i v e   me thod   t h a t  

u n c o d e d   v o i c e   s o u n d   can  be  s i m p l y   and  c h e a p l y   s c r a m b l e d  

i n t o   i n t e l l i g e a b l e   f o r m ,   and  t h e n   u n s c r a m b l e d .   I t   is   n o t  

i m p o s s i b l e ,   h o w e v e r ,   t h a t   t he   i n p u t   d a t a   c o u l d   a l r e a d y   b e  

e n c o d e d / e n c r y p t e d ,   in  which  c a s e   " p l a i n - f o r m "   has  m e r e l y  

the   a f o r e m e n t i o n e d   d i s t i n g u i s h i n g   m e a n i n g .  

In  one  m e t h o d   of  the   i n v e n t i o n   t he   d a t a   i s  

t r a n s f e r r e d   s e q u e n t i a l l y   t h r o u g h   f o u r   a n a l o g u e   s h i f t  

r e g i s t e r s   -  i t   i s   i n p u t   to  one ,   t r a n s f e r r e d   ( " c l o c k e d " )  

t h r o u g h   t h a t   one  and  o u t ,   and  t h e n   i t   is   i n p u t   to  a 

s e c o n d ,   t r a n s f e r r e d   t h r o u g h   t h i s   o t h e r   and  o u t .   T h e  

e n c r y p t e d   d a t e   i s   t h e n   t r a n s m i t t e d   to  a  s e c o n d   l o c a t i o n  

where   i t   is   i n p u t   to  a  t h i r d   s h i f t   r e g i s t e r ,   c l o c k e d  

t h r o u g h   i t ,   t h e n   i n p u t   to  a  f o u r t h   r e g i s t e r ,   t r a n s f e r r e d  

t h r o u g h   i t   and  o u t .   The  d a t a   i s   i n p u t   to  the   f i r s t  

r e g i s t e r   in  p l a i n   f o r m ,   is  o u t p u t   f rom  the   s e c o n d   r e g i s t e r  

-  and  i n p u t   to  the   t h i r d   r e g i s t e r   -  in  e n c r y p t e d   form  ( a s  

w i l l   be  e x p l a i n e d   b e l o w ,   the   e n c r y p t e d   form  is   m e r e l y   a 
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f r e q u e n c y - s h i f t e d   v e r s i o n   of  t he   p l a i n   fo rm)   ,  and  i s  

o u t p u t   by  t he   f o u r t h   r e g i s t e r   in  p l a i n   f o r m .   In  a n y  

s y s t e m   u s i n g   the   i n v e n t i v e   m e t h o d   to  s e c u r e   d a t a   b e i n g  

t r a n s f e r r e d   b e t w e e n   l o c a t i o n s ,   the   f i r s t   and  s e c o n d  

r e g i s t e r s   a re   at  t he   t r a n s m i t t i n g   l o c a t i o n ,   the   t h i r d   a n d  

f o u r t h   r e g i s t e r s   a re   at  the   r e c e i v i n g   l o c a t i o n ,   and  t h e  

d a t a   t r a n s f e r r e d   b e t w e e n   the   two  l o c a t i o n s   i s   e n c r y p t e d .  

T h i s   a s p e c t   of  the   i n v e n t i o n   r e q u i r e s   at  l e a s t   f o u r  

a n a l o g u e   s h i f t   r e g i s t e r s   ( t h o u g h   in  more  c o m p l e x   f o r m s ,   i t  

may  use  more  -  s i x   s a y ,   p r e - e n c r y p t i n g   the   d a t a   and  t h e n  

p o s t   d e c r y p t i n g   i t   w i t h   an  a d d i t i o n a l   f i f t h   and  s i x t h  

r e g i s t e r s . )   An  a n a l o g u e   s h i f t   r e g i s t e r   is  an  e l e c t r o n i c  

d e v i c e   h a v i n g   a  s e q u e n c e   of  e l e m e n t s ,   or  c e l l s ,   in  e ach   o f  

which   may  be  s t o r e d   an  e l e c t r i c a l   c h a r g e   t he   v a l u e   o f  

which   may  be  any  w i t h i n   some  c o n t i n u o u s   r a n g e .   T h i s  

s e q u e n c e   of  c e l l s   is   a  r e g i s t e r ,   and  b e c a u s e   the   c o n t e n t s  

can  r e p r e s e n t   -  be  a n a l o g o u s   to  -  any  v a l u e   ( w i t h i n   s o m e  

r a n g e )   i t   i s   an  a n a l o g u e   r e g i s t e r .   The  c o n t e n t s   of  e a c h  

c e l l   may  be  s h i f t e d   -  c l o c k e d   -  to  the   s e q u e n t i a l l y   n e x t  

c e l l   u n d e r   the   c o n t r o l   of  t r a n s f e r   c l o c k   p u l s e s   s u i t a b l y  

d e l i v e r e d   to  t he   d e v i c e   (so  the   r e g i s t e r   is   a  s h i f t  

r e g i s t e r )   ,  and  by  d o i n g   t h i s   an  e l e c t r i c a l   s i g n a l / v a l u e  

p r e s e n t e d   to  the   f i r s t   c e l l   may  be  t r a n s f e r r e d   i n t o   t h a t  

c e l l ,   t h e n   s h i f t e d   to  the   n e x t   c e l l ,   and  f i n a l l y  

t r a n s f e r r e d   t o ,   and  out   o f ,   the   l a s t   c e l l .   The  p r o c e s s   i s  

ve ry   l i k e   p o u r i n g   w a t e r   f rom  one  b u c k e t   to  the   n e x t   in  a 

c h a i n   of  b u c k e t s   ( i n d e e d ,   one  form  of  such   a  d e v i c e   i s  
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a c t u a l l y   known  as  a  " b u c k e t   b r i g a d e   d e v i c e 1 1 ) ;   w a t e r   -  t h e  

s i g n a l   -  i s   p o u r e d   i n t o   the   f i r s t   b u c k e t ,   and  t h e n c e   t o  

the   n e x t ,   and  the   n e x t . . . .   and  so  on  t i l l   i t   r e a c h e s ,   a n d  

is   p o u r e d   ou t   o f ,   t he   l a s t   b u c k e t .   I t   w i l l   be  o b v i o u s  

t h a t   any  s i g n a l   f ed   i n t o   t he   c e l l   s e q u e n c e   i s   d e l a y e d   -  

o v e r   a  s i g n a l   b y p a s s i n g   t he   s e q u e n c e   -  by  the   t i m e   i t  

t a k e s   to  t r a n s f e r   i t   t h r o u g h   and  ou t   of  the   c e l l s .  

C l e a r l y ,   t h i s   t r a n s f e r   t i m e   is  a  f u n c t i o n   of  the   c l o c k  

f r e q u e n c y .   The  l o w e r   the   f r e q u e n c y   -  t he   l o w e r   t he   r a t e  

of  c l o c k   p u l s e s   d r i v i n g   the   t r a n s f e r   f rom  one  c e l l   to  t h e  

n e x t   -  the  l o n g e r   i t   a l l   t a k e s .  

I f   an  a n a l o g u e   s i g n a l   i s   p r e s e n t e d   to  -  and  i n p u t   t o  

-  an  a n a l o g u e   s h i f t   r e g i s t e r ,   and  i f ,   as  i t   i s   i n p u t ,   s o  

i t   is   t r a n s f e r r e d   on  and  t h r o u g h   the   r e g i s t e r   at  a  r a t e   a t  

or  g r e a t e r   t h a n   the   minimum  r e q u i r e d   by  the   N y q u i s t   r u l e  

( s a m p l i n g   r a t e s   must  be  at   l e a s t   t w i c e   t he   f r e q u e n c y   o f  

t he   i n p u t   s i g n a l ' s   h i g h e s t   f r e q u e n c y   c o m p o n e n t ) ,   t h e n   t h e  

o u t p u t   s i g n a l   w i l l   c o n s i s t   of  a  s e r i e s   of  p u l s e s ,   or  b i t s ,  

t h a t   f a i t h f u l l y   d e f i n e   -  and  in  e f f e c t   a r e   -  t he   o r i g i n a l  

i n p u t   s i g n a l   t o g e t h e r   w i t h   a  c l o c k   f r e q u e n c y   c o m p o n e n t  

added   t h e r e t o .   By  f i l t e r i n g   o f f   t h i s   c l o c k   c o m p o n e n t  

t h e r e   may  be  r e c o n s t i t u t e d   the  o r i g i n a l   i n p u t   s i g n a l ,  

a l b e i t   in  d e l a y e d   f o r m .  

Most  a n a l o g u e   s h i f t   r e g i s t e r s   a r e   t h o s e   e l e c t r o n i c  

d e v i c e s   known  as  C h a r g e   C o u p l e d   D e v i c e s   (CCDs)  .  They  may 

c o n t a i n   any  number   of  c e l l s   -  u s u a l l y   2n,  w h e r e   n  i s   f r o m  

5  to  10  ( i . e .   f rom  32  to  1024  c e l l s )   -  t h o u g h   512  c e l l  
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CCDs  a r e   common.  They  may  a l s o   be  c l o c k e d   at  any  r a t e  

( t h o u g h   the   t ime   t a k e n   to  t r a n s f e r   c h a r g e   f rom  one  c e l l  

to  the   n e x t   is   f i n i t e ,   and  t h u s   l i m i t s   the   c l o c k i n g   r a t e ) ,  

bu t   t y p i c a l   r a t e s   a re   1  to  1 0 0 K H z .  

When  u s i n g   a n a l o g u e   s h i f t   r e g i s t e r s   i t   is   n o r m a l   t o  

c l o c k   s i g n a l s   t h r o u g h   them  at  a  c o n s t a n t   r a t e .   H o w e v e r ,  

in  some  a p p l i c a t i o n s   -  c o n v e r s i o n s   b e t w e e n   d i f f e r e n t  

t e l e v i s i o n   f r a m e   s y s t e m s ,   f o r   e x a m p l e   -  i t   is   the   p r a c t i c e  

to  c l o c k   the   s i g n a l   ijn  at  one  r a t e   ( u n t i l   the   r e g i s t e r   i s  

f u l l ) ,   and  t h e n   ou t   at  a  d i f f e r e n t   r a t e .   T h i s   has  t h e  

e f f e c t   of  c o m p r i s i n g   or  s t r e t c h i n g   the   s i g n a l .   A 

c o m p r e s s e d   s i g n a l   -  the   same  number   of  p u l s e s ,   or  b i t s ,  

bu t   in  a  s h o r t e r   t ime   -  has   a  h i g h e r   f r e q u e n c y   t h a n   t h e  

o r i g i n a l   i n p u t   fo rm;   i t   i s   a  f r e q u e n c y - u p s h i f   t ed   v e r s i o n  

of  the   o r i g i n a l   s i g n a l .   C o n v e r s e l y ,   a  s t r e t c h e d   s i g n a l   -  

t he   same  number   of  b i t s ,   bu t   in  a  l o n g e r   t i m e   -  has  a 

l o w e r   f r e q u e n c y   t h a n   t he   o r i g i n a l   i n p u t ;   i t   is   a 

f r e q u e n c y - d o w n s h i f t e d   v e r s i o n   of  t he   o r i g i n a l .   In  e i t h e r  

c a s e   the   f r e q u e n c y   is   s h i f t e d   by  a  f a c t o r   of  t he   r a t i o   o f  

the   i n p u t   to  the   o u t p u t   c l o c k   r a t e s .   T h u s ,   i f   a  s i g n a l   a t  

f r e q u e n c y   Fin   is  c l o c k e d   in  at  r a t e   R.  and  c l o c k e d   ou t   a t  

r a t e   RQUt  t h e n   the   f r e q u e n c y   FQut  of  the   o u t p u t   s i g n a l   i s  

g i v e n   b y  

Fou t   =  F n ' R o u t  

R i n  

As  an  e x a m p l e ,   i f   a  3KHz  s i n e w a v e   i n p u t   s i g n a l   (F.  =3KHz) 

is   c l o c k e d   in  at  10KHz  (R.  =10KHz)  and  ou t   at  20KHz i n  
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(R  =20KHz)  t h e n   the   o u t p u t   s i g n a l   f r e q u e n c y   FQut  is   3  .  j ^  

=  6KHz.  C o n v e r s e l y ,   i f   t h e   3KHz  s i g n a l   was  c l o c k e d   in  a t -  

20KHz  and  ou t   at   10KHz  t h e n   t h e   o u t p u t   s i g n a l   f r e q u e n c y   i s  

3 . j q   =  1 . 5 K H z .  

In  t he   b a s i c   m e t h o d   of  t he   i n v e n t i o n   t h e r e   a r e  

f o u r   s e q u e n t i a l   r e g i s t e r s ,   and  f o u r   d i f f e r e n t   t r a n s f e r  

r a t e s ,   and  f o r   each  r e g i s t e r   d a t a   t h a t   has  been   c l o c k e d   i n  

( f i l l i n g   up  the   r e g i s t e r )   at   one  r a t e   i s   c l o c k e d   ou t   a t  

a n o t h e r .   From  the   f o r e g o i n g   e x p l a n a t i o n ,   i t   w i l l  

t h e r e f o r e   be  a p p r e c i a t e d   t h a t   f o r   each   r e g i s t e r   t he   d a t a  

c l o c k e d   o u t   r e p r e s e n t s   a  f r e q u e n c y - s h i f t e d   v e r s i o n   of  t h e  

d a t a   t h a t   was  c l o c k e d   i n .   I t   i s   t h i s   f r e q u e n c y   s h i f t i n g  

t h a t   e n c r y p t s   -  and  s u b s e q u e n t l y   d e c r y p t s   -  t he   d a t a ;   i t  

i s   d i s c u s s e d   in  more  d e t a i l   h e r e i n a f t e r ,   b u t   h e r e   i t  

s h o u l d   be  n o t e d   t h a t   f o r   e a c h   r e g i s t e r   the   s h i f t i n g   may  b e  

up  or  down,   and  t h a t   in  f a c t   i t   w i l l   a l t e r n a t e   f rom  one  t o  

the   o t h e r .   The  r e a s o n   f o r   t h i s   a l t e r n a t i o n   i s   s i m p l e :  

d a t a   c l o c k e d   in  at   a  f i r s t   r a t e   i s   c l o c k e d   ou t   at  t h e  

s e c o n d ,   b u t   as  i t   i s   so  c l o c k e d   ou t   n a t u r a l l y   a  f u r t h e r  

b a t c h   of  d a t a   i s   b e i n g   c l o c k e d   i n ,   at  t h i s   s e c o n d   r a t e ,   t o  

be  c l o c k e d   ou t   in  i t s   t u r n   at   t he   f i r s t   r a t e ,   and  so  o n .  

A c c o r d i n g l y ,   a  b a t c h   of  d a t a   c l o c k e d   in  at  t he   l o w e r   r a t e  

and  ou t   at   t he   h i g h e r   r a t e   i s   u p - s h i f t e d ,   w h i l e   t he   n e x t  

b a t c h ,   n e c e s s a r i l y   c l o c k e d   in  at  t he   h i g h e r   and  ou t   at  t h e  

l o w e r   r a t e ,   is  d o w n - s h i f t e d   (and  the   next   b a t c h   is   u p -  

s h i f t e d ,   the   nex t   down,  and  so  o n ) .  

For  each   r e g i s t e r   the   a l t e r n a t i o n   of  the   two  r a t e s  
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i t s e l f   o c c u r s   at  a  r a t e   t h a t   is   a  f u n c t i o n   of  t he   l e n g t h  

of  t he   r e g i s t e r s   ( t h e   number   of  c e l l s )   and  the   t w o  

c l o c k i n g   r a t e s ,   f o r   i t   o c c u r s   as  e a c h   r e g i s t e r   i s   f i l l e d  

up  w i t h   t h e   d a t a   c l o c k e d   i n .   Though   not   a l l   a n a l o g u e  

s h i f t   r e g i s t e r s   b e h a v e   in  q u i t e   t h e   same  way,  i t   is   f o r  

c o n v e n i e n c e   s u f f i c i e n t   to  a s sume   t h a t   a  d e v i c e   c l o c k e d   a t ,  

s a y ,   10KHz  is   h a v i n g   i t s   c e l l   c o n t e n t s   t r a n s f e r r e d   at  a 

r a t e   of  1 0 , 0 0 0   per   s e c o n d ,   so  t h a t   a  1 0 2 4 - c e l l   d e v i c e  

w o u l d   be  f i l l e d   (or  e m p t i e d )   in  a b o u t   a  t e n t h  

( = 1 0 2 4 / 1 0 , 0 0 0 )   of  a  s e c o n d .   A  s i m i l a r   d e v i c e   c l o c k e d   a t  

20KHz  w o u l d   t h u s   be  f i l l e d   (or   e m p t i e d )   in  a b o u t   a 

t w e n t i e t h   ( = 1 0 2 4 / 2 0 , 0 0 0 )   of  a  s e c o n d .   U s i n g   such   a 

d e v i c e ,   and  10  and  20  KHz  c l o c k   r a t e s ,   a l t e r n a t i o n   w o u l d  

o c c u r   at   0 . 1 ,   0 . 0 5 , 0 . 1 , 0 . 0 5   (and   so  on)  s e c o n d  

i n t e r v a l s .   The  e f f e c t   on  a  v o i c e   s i g n a l   i s   v e r y  

c o n f u s i n g !  

The  f o u r   c l o c k   r a t e s   may  be  d i f f e r e n t   by  a l m o s t   a n y  

f a c t o r ,   as  low  as  1.1  t i m e s   s t i l l   p r o v i d e s   an  a c c e p t a b l e  

s c r a m b l i n g   e f f e c t .  

I t   i s   a  f e a t u r e   of  the   me thod   of  t he   i n v e n t i o n   t h a t  

the   d a t a   t h a t   is   f ed   i n t o   the   t h i r d   r e g i s t e r   is   so  fed   i n  

at  the   same  r a t e   as  i t   was  fed   ou t   of  t he   s e c o n d   r e g i s t e r ,  

the   d a t a   t h a t   is   fed   out   of  the   t h i r d   r e g i s t e r   is   so  f e d  

out   at  t he   same  r a t e   i t   was  fed   in  to  the   s e c o n d   r e g i s t e r ,  

the   d a t a   t h a t   is   fed   i n t o   the  f o u r t h   r e g i s t e r   is  so  fed   i n  

at  the   same  r a t e   as  i t   was  fed   ou t   of  the   f i r s t   r e g i s t e r  

and  the   d a t a   t h a t   is  fed  out   of  t he   f o u r t h   r e g i s t e r   is  s o  
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fed  ou t   at   t he   same  r a t e   as  i t   was  fed   i n t o   t he   f i r s t  

r e g i s t e r .   T h i s ,   c o u p l e d   w i t h   t h e   a l t e r n a t i o n   of  t he   r a t e s  

fo r   e a c h   r e g i s t e r ,   r e s u l t s   in  t h e   d a t a   p a s s i n g   b e t w e e n   t h e  

two  p a i r s   of  r e g i s t e r s   b e i n g   in  e n c r y p t e d   fo rm  ( e i t h e r   u p -  

or  d o w n - s h i f t e d )   w h i l e   t he   d a t a   t h a t   e x i t s   t he   f o u r t h  

r e g i s t e r   i s   in  d e c r y p t e d ,   p l a i n   fo rm  ( f o r   i t s   e n c r y p t e d  

v e r s i o n   has   b e e n   e i t h e r   down-   or  u p - s h i f t e d ,   a s  

a p p r o p r i a t e )   . 

The  d a t a   p a s s i n g   b e t w e e n   t h e   two  s e t s   of  r e g i s t e r s   i s  

f r e q u e n c y   s h i f t e d ,   and  t h u s   e n c r y p t e d .   M o r e o v e r ,   t h e  

s h i f t   a l t e r n a t e s   b e t w e e n   b e i n g   an  up  s h i f t   and  b e i n g   a  

down  s h i f t   and  the   amount   of  up  or  down  s h i f t i n g   i s   n o t  

c o n s t a n t .   I t   i s   p e r h a p s   t h i s   c o n s t a n t   v a r i a t i o n   i n  

d i r e c t i o n   and  amoun t   of  f r e q u e n c y   s h i f t i n g   t h a t   r e n d e r s  

the  m e t h o d   of  the   i n v e n t i o n   p a r t i c u l a r l y   e f f e c t i v e ,  

e s p e c i a l l y   w i t h   v o i c e   d a t a ,   w h e r e   t he   main  e n e r g y   l i e s   a t  

the  l o w e r   end  of  t he   f r e q u e n c y   r a n g e   (300  to  lOOOHz  ,  s a y )  

but   t he   i n t e l l i g e n c e   -  the  " f o r m a n t s "   -  l i e s   m o s t l y   at  t h e  

u p p e r   end  of  t he   r a n g e   (2000   to  3000  Hz,  s a y ) .   By 

s h i f t i n g   t he   f o r m a n t s   back  and  f o r t h   b e t w e e n ,   s a y ,   t w i c e  

and  a  h a l f   t he   u s u a l   f r e q u e n c i e s ,   and  by  d o i n g   t h i s   f a i r l y  

f r e q u e n t l y ,   so  t h a t   the   e a r / b r a i n   has   no  t i m e   to  a d a p t ,   s o  

the  v o i c e   s i g n a l   is   r e n d e r e d   q u i t e   u n i n t e l l i g e a b l e   . 

As  s t a t e d   h e r e i n b e f o r e   d a t a   i s   fed   i n t o   each   r e g i s t e r  

at  one  r a t e   and  ou t   of  t h a t   r e g i s t e r   at  a n o t h e r   r a t e ,   d a t a  

is  fed   s e q u e n t i a l l y   t h r o u g h   t h e   f o u r   r e g i s t e r s ,   d a t a   i s  

fed  ou t   of  t he   f o u r t h   r e g i s t e r   at  the   same  r a t e   at  w h i c h  
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i t   is   fed   i n t o   the   f i r s t   and  d a t a   i s   fed   out   of  the   t h i r d  

r e g i s t e r   at   the   same  r a t e   at  wh ich   i t   was  fed   i n t o   t h e  

s e c o n d .   The  r a t e   at  w h i c h   d a t a   i s   fed   i n / o u t   i s  

d e t e r m i n e d   by  c l o c k   p u l s e s   fed   to  t he   r e l e v a n t   r e g i s t e r   t o  

c a u s e   the   t r a n s f e r r a l   of  i t s   c o n t e n t s ,   c e l l - b y - c e l l ,   i n t o ,  

t h r o u g h   and  out   of  t he   d e v i c e ,   and  t h u s   i s   d e p e n d e n t   on  a 

c l o c k   p u l s e   r a t e .   In  o r d e r   to  e n s u r e   t h a t   t h e s e   e v e n t s  

a r e   in  t ime   one  w i t h   a n o t h e r   i t   i s   n e c e s s a r y ,   when  p u t t i n g  

t he   i n v e n t i o n   i n t o   o p e r a t i o n ,   to  e m p l o y   some  me thod   o f  

s y n c h r o n i s i n g   the   a p p l i c a t i o n   to  each   r e g i s t e r   of  the   f o u r  

d i f f e r e n t   s e t s   of  c l o c k   p u l s e s .   In  p r i n c i p l e ,   t h i s   m e r e l y  

r e q u i r e s   t h a t ,   s e n t   e i t h e r   a l o n g s i d e   or  b u r i e d   w i t h i n   t h e  

c o d e d   d a t a ,   t h e r e   is   a  m a s t e r   t i m i n g   s i g n a l   t h a t   e n a b l e s  

t he   f o u r t h   r e g i s t e r ' s   t i m i n g   s y s t e m   to  s y n c h r o n i s e   w i t h  

t he   f i r s t   r e g i s t e r ' s   s y s t e m   and  the   t h i r d   r e g i s t e r ' s  

t i m i n g   s y s t e m   to  s y n c h r o n i s e   w i t h   t he   s e c o n d   r e g i s t e r ' s  

s y s t e m .   For  e x a m p l e ,   commonly   each   p a i r   of  two  r e g i s t e r s  

w i l l   have   i t s   own,  n o m i n a l l y   i n d e p e n d e n t ,   c l o c k   -  t h e  

h e a r t   of  t he   t i m i n g   s y s t e m   -  t h a t   i s   c r y s t a l - c o n t r o l l e d   t o  

keep   v e r y   a c c u r a t e   t i m e .   T h i s   c l o c k   s i g n a l   can  t h e n   b e  

u s e d   to  d e r i v e   t he   n e e d e d   d i f f e r e n t   t i m i n g   s i g n a l s   f o r  

each   r e g i s t e r   of  the   p a i r .   H o w e v e r ,   even   c l o c k s   such  a s  

t h e s e   t e n d   to  " d r i f t "   o f f   f r e q u e n c y   as  t ime   goes   on,  s o  

t h e r e   w i l l   be  some  way  of  r e - t r i g g e r i n g   the   c l o c k   c y c l e  

f rom  an  e x t e r n a l   s o u r c e .   I f ,   t h e n ,   each   p a i r   o f  

r e g i s t e r s '   t i m i n g   s y s t e m   is   a s s o c i a t e d   w i t h   t r i g g e r   p u l s e  

t r a n s m i t t i n g / r e c e i v i n g   means ,   such   t h a t   the   e n c r y p t i n g  
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r e g i s t e r s '   t i m i n g   s y s t e m   can  send   to  the   d e c r y p t i n g  

r e g i s t e r s '   t i m i n g   s y s t e m   a  s u i t a b l e   t r i g g e r   p u l s e   at  s o m e  

a p p r o p r i a t e   t i m e ,   t h e n   t h a t   p u l s e   can  be  c a u s e d   to  r e -  

t r i g g e r   the  d e c r y p t i n g   r e g i s t e r s '   c l o c k ,   and  p l a c e   t he   t w o  

c l o c k s   in  p e r f e c t   s y n c h r o n i s a t i o n .   In  one  more  p a r t i c u l a r  

e x a m p l e   of  s y n c h r o n i s a t i o n ,   d i s c u s s e d   f u r t h e r   h e r e i n a f t e r  

w i t h   r e f e r e n c e   to  t h e   a c c o m p a n y i n g   D r a w i n g s ,   i t   i s  

a r r a n g e d   f i r s t l y   t h a t   an  u n e n c r y p t e d   t o n e   be  t r a n s m i t t e d  

f rom  the   e n c r y p t i n g   to  the   d e c r y p t i n g   r e g i s t e r ,   e i t h e r  

c o n t i n u o u s l y   (and   s u b s e q u e n t l y   f i l t e r e d   out   at  t h e  

r e c e i v e r )   or  at   t he   s t a r t   of  t r a n s m i s s i o n   ( t h e   t o n e   may 

c o n v e n i e n t l y   be  d e r i v e d   by  s h a p i n g   an  o u t p u t   f rom  t h e  

e n c r y p t   c l o c k   g e n e r a t i n g   s y s t e m   and  m o d i f y i n g   to  a  -  

p o s s i b l y   -  t r i a n g u l a r   f o r m ,   or  t h a t   s u i t a b l e   f o r   t h e  

c h a r a c t e r i s t i c s   of  t he   s y s t e m )   .  For  s y s t e m s   w i t h   l a r g e  

g r o u p   d e l a y s   t he   t o n e   f r e q u e n c y   s h o u l d   be  f a i r l y   l o w ,  

t y p i c a l l y   200Hz.   At  t he   r e c e i v i n g   end  the   e n c r y p t e d  

o u t p u t   f rom  the   r e c e i v i n g   a p p a r a t u s   pe r   s_e  is   f ed   to  a  

t o n e   d e c o d e r / p h a s e   l o c k e d   l o o p .   T h i s   g e n e r a t e s   t w o  

o u t p u t s .   The  f i r s t   o u t p u t   i s   a  dc  p u l s e   w h i c h   i s   p r o d u c e d  

on  l o c k   up,  and  i s   f ed   to  t he   d e c r y p t i o n   c l o c k   g e n e r a t o r  

as  a  c o a r s e   r e s e t .   The  c l o c k   r e f e r e n c e   g e n e r a t o r   i s  

c r y s t a l   c o n t r o l l e d ,   and  i t s   o u t p u t   is   fed   v i a   a  g a t e   t o  

the   d e c r y p t i o n   c l o c k   g e n e r a t o r .   A  t o n e   g e n e r a t o r   d e r i v e d  

f rom  an  o u t p u t   of  t he   c l o c k   g e n e r a t o r   is   s e t   to  t he   s a m e  

as  t h a t   at  the   t r a n s m i t t e r .   Th is   is   c o m p a r e d   w i t h   t h e  

s e c o n d   o u t p u t   of  t he   p h a s e   l o c k e d   t o n e   d e c o d e d   by  means  o f  
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a  p h a s e   s e n s i t i v e   r e c t i f i e r .   If  the   two  s i g n a l s   a re   n o t  

in  p h a s e ,   the   r e c t i f i e r   o u t p u t   w i l l   c o n s i s t   of  a  s e r i e s   o f  

p u l s e s   whose   w i d t h   w i l l   be  a  f u n c t i o n   of  r e l a t i v e   p h a s e .  

The  o u t p u t   i s   s h a p e d   and  c o n n e c t e d   to  the   g a t e   at  t h e  

i n p u t   of  the   c l o c k   g e n e r a t o r .   As  a  r e s u l t   a  p u l s e   o r  

p u l s e s   w i l l   be  " b l a n k e d "   at  the   c l o c k   g e n e r a t o r   i n p u t .  

The  t o n e   at  the   r e c e i v e r   w i l l   now  s l i p   u n t i l   i t   i s   i n  

p h a s e   w i t h   the   i n c o m i n g   s i g n a l ,   when  the   p h a s e   s e n s i t i v e  

d e t e c t i o n   o u t p u t   d i s a p p e a r s .   P r o v i d i n g   the   s i g n a l s   r e m a i n  

in  p h a s e ,   no  f u r t h e r   b l a n k i n g   o c c u r s .  

To  a l l o w   f o r   c r y s t a l   o s c i l l a t o r   d r i f t ,   a  dc  s i g n a l  

can  be  d e r i v e d   f rom  the   PSR  to  a d j u s t   the   f u n d a m e n t a l  

c r y s t a l   f r e q u e n c y   f o r   u l t r a   f i n e   a d j u s t m e n t .  

For  more  c o m p l e x   s y s t e m s ,   the   t r a n s m i t t e d   t o n e  

f r e q u e n c y   can  be  v a r i e d   to  i n d i c a t e   "Time  of  day"   at  t h e  

t r a n s m i t t e r   . 

T h i s   me thod   p r o v i d e s   a  means  of  s y n c h r o n i s a t i o n   w h i c h  

d o e s   not   i n d i c a t e   e n c r y p t i o n   i n f o r m a t i o n .  

In  i t s   most  b a s i c   form  the   i n v e n t i o n   e m p l o y s   f o u r  

a n a l o g u e   s h i f t   r e g i s t e r s   in  s e q u e n c e .   T h i s   can  r e s u l t   i n  

a c c e p t a b l e   low  l e v e l   s e c u r i t y ,   but   f o r   h i g h e r   l e v e l s   t h e  

r e s u l t i n g   e n c r y p t i o n   is   i n a d e q u a t e .  

One  s i m p l e   way  to  r a i s e   the   s e c u r i t y   l e v e l   is  s l o w l y  

to  m o d i f y   the   f o u r   c l o c k   r a t e s   a c c o r d i n g   to  some  p r e -  

a g r e e d   c o d e .   A l t e r n a t i v e l y ,   the   c l o c k   p u l s e   t r a i n s   c o u l d  

t h e m s e l v e s   be  m o d i f i e d   -  by  l e a v i n g   out   the   o c c a s i o n a l  

p u l s e ,   or  even  i n s e r t i n g   an  a d d i t i o n a l   p u l s e   -  a g a i n   in  a 
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p r e a r r a n g e d   m a n n e r .   Such  c h a n g e s   would   have  the   e f f e c t   o f  

d i s r u p t i n g   the   o p e r a t i o n   of  any  u n a u t h o r i s e d   " a u t o m a t i c "  

d e c r y p t i o n   d e v i c e   no t   p a r t y   to  t h e   code»s,  so  making   m o r e  

d i f f i c u l t   t he   work  of  t he   e a v e s d r o p p e r .  

A  number   of  o t h e r   p o s s i b i l i t i e s   e x i s t .   For  e x a m p l e ,  

i f   on  a  f o u r - r e g i s t e r   s y s t e m   a  f i x e d   p e r i o d   f o r   t h e  

o v e r a l l   s y s t e m   d e l a y   i s   a d o p t e d ,   fo r   e x a m p l e   80  

m i l l i s e c o n d s ,   t hen   e a c h   r e g i s t e r   w o u l d   have   a  n o m i n a l  

d e l a y   of  20  m i l l i s e c o n d s .   H o w e v e r ,   in  p l a c e   of  a  f i x e d  

c l o c k   r a t e   f o r   each  p e r i o d   a  p u l s e   t r a i n   c o u l d   be  p r o v i d e d  

p s e u d o r a n d o m l y   v a r y i n g   at  a  s low  r a t e .   The  t w o  

c o n s t r a i n t s   a r e ,   f i r s t l y ,   t h a t   t he   maximum  s p a c i n g   b e t w e e n  

p u l s e s   s h o u l d   be  l e s s   t h a n   -j  w h e r e   F  i s   t he   u p p e r  

f r e q u e n c y   r e s p o n s e   r e q u i r e d ,   and  s e c o n d l y ,   t h a t   t he   n u m b e r  

of  p u l s e s   w i t h i n   the  p e r i o d   when  a l l   s l o t s   a r e   f i l l e d   m u s t  

e x c e e d   t he   number   of  b i t s   ( c e l l s )   in  t he   r e g i s t e r   t i m e .  

A n o t h e r   way  of  i m p r o v i n g   the   s e c u r i t y   of  t h e  

e n c r y p t e d   d a t a   would   be  to  c h a n g e   t he   c l o c k i n g   r a t e ,   t h a t  

i s ,   c h a n g e   o t h e r   than   t he   a l t e r n a t i o n   b e t w e e n   two  r a t e s   i n  

t h e   known  s y s t e m .   H o w e v e r ,   s u c h   a  c h a n g e   in  c l o c k i n g   r a t e  

w i l l   a l t e r   the   t ime   t a k e n   by  d a t a   to  pa s s   t h r o u g h   t h e  

s y s t e m .   As  a  r e s u l t ,   d a t a   w i l l   be  e i t h e r   o v e r w r i t t e n  

r e s u l t i n g   in  l o s s   of  d a t a ,   or  b l a n k   a r e a s   w i l l   a p p e a r   i n  

t h e   s i g n a l   . 

T h i s   p r o b l e m   can  be  o v e r c o m e   by  a r r a n g i n g   the   c l o c k  

f r e q u e n c i e s   s u p p l i e d   to  t he   e n c r y p t i n g   r e g i s t e r   so  t h a t  

t he   t i m e   t a k e n   to  c l o c k   in  some  s e t   amount   of  d a t a   is   a 
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c o n s t a n t .   We  s h a l l   c a l l   t h i s   t i m e   p e r i o d   the   f r a m e   t i m e .  

The  s i m p l e s t   such   amount   to  c h o o s e   is   one  e n c r y p t i n g  

r e g i s t e r   f u l l   of  d a t a .   Thus  the   s i g n a l   w i l l   e f f e c t i v e l y  

be  p r o c e s s e d   as  a  s t r i n g   of  s e c t i o n s   of  s i g n a l ,   each   o f  

t h e s e   s e c t i o n s   of  s i g n a l   b e i n g   of  the   f r a m e   l e n g t h   T .  

Each  s e c t i o n   i s   fed  i n t o   t he   e n c r y p t i n g   r e g i s t e r   at  a 

s e r i e s   of  d i f f e r e n t   c l o c k   r a t e s   and  t h e n   fed   out   of  t h e  

r e g i s t e r   at  a  d i f f e r e n t   s e r i e s   of  c l o c k   r a t e s .   Each  o f  

the   s e r i e s   of  c l o c k   r a t e s   b e i n g   c h o s e n   so  t h a t   in  f r a m e  

t ime   T  the   t o t a l   number   of  c l o c k   p u l s e s   s u p p l i e d   to  t h e  

r e g i s t e r   is   e q u a l   to  the   number   of  c e l l s   in  the   r e g i s t e r .  

Each  of  t h e s e   s e c t i o n s   of  s i g n a l   is  e n c r y p t e d   by  a 

number   of  d i f f e r e n t   f r e q u e n c y   s h i f t s   b e c a u s e   i t   i s   r e a d  

i n t o   the   r e g i s t e r   at  a  s e r i e s   of  c l o c k   r a t e s   and  t h e n  

r e a d   out   of  t he   r e g i s t e r   at  a  d i f f e r e n t   s e r i e s   of  c l o c k  

r a t e s   ( t h e   number   of  d i f f e r e n t   c l o c k   r a t e s ,   the   o r d e r   o f  

the   c l o c k   r a t e s   and  the   c l o c k   r a t e s   may  a l l   be  a l t e r e d )   . 

B e c a u s e   the   t ime   t a k e n   f o r   d a t a   r e p r e s e n t i n g   each   s e c t i o n  

of  s i g n a l   to  p a s s   t h r o u g h   the   r e g i s t e r   is   a  c o n s t a n t ,  

p r o b l e m s   of  o v e r w r i t i n g   and  b l a n k   a r e a s   in  the   s i g n a l   a r e  

a v o i d e d   . 

For  i n s t a n c e ,   i f   a  4096  c e l l   l i n e   were   u s e d   t o  

e n c r y p t   the   s i g n a l ,   a  f r a m e   t ime   of  the   s i g n a l   5 8 . 3 6 8   m s e c  

c o u l d   be  c h o s e n   and  one  f r ame   l e n g t h   of  s i g n a l   c o u l d   b e  

fed  i n t o   the   r e g i s t e r   at  f o u r   d i f f e r e n t   c l o c k   r a t e s   a s  

f o l l o w s   :  -  
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C l o c k   R a t e   No.  of  B i t s   Time  T a k e n  

1.  50KH2  1024  1 0 . 2 4   m s e c .  

2.  4 1 . 6 6   KHz  1024  1 2 . 2 8 8   m s e c .  

3.  3 5 . 7 1   KHz  1024  1 4 . 3 3 6   m s e c .  

4.  2 3 . 8 1   KHz  1024  2 1 . 5 0 4   m s e c .  

T o t a l .   4096  5 8 . 3 6 8   m s e c .  

In  t he   nex t   5 8 . 3 6 8   msc  .  the   d a t a   in  t he   r e g i s t e r   i s  

f ed   ou t   as  f o l l o w s   : -  

C l o c k   R a t e   No.  of  B i t s   Time  T a k e n  

1.  4 1 . 6 6   KHz  1024  1 2 . 2 2 8   m s e c .  

2.  2 6 . 3 2   KHz  1024  1 9 . 4 5 6   m s e c .  

3.  3 1 . 2 5   KHz  1024  1 6 . 3 8 4   m s e c .  

4.  50  KHz  1024  1 0 . 2 4   m s e c .  

C l o c k   R a t e  

1.  4 1 . 6 6   KHz 

2.  2 6 . 3 2   KHz 

3.  3 1 . 2 5   KHz 

4.  50  KHz 

T o t a l :  T o t a l :   4096  5 8 . 3 6 8   m s e c .  

The  s i g n a l   s e c t i o n   i s   t h u s   e n c r y p t e d   b e c a u s e   e a c h  

1024  b i t   s e c t i o n   of  i t   i s   r e a d   in  and  out  of  t he   r e g i s t e r  

at   d i f f e r e n t   r a t e s ,   b u t   t he   t i m e   t a k e n   to  r e a d   the   s i g n a l  

s e c t i o n   in  i s   t he   same  as  t he   t ime   t a k e n   to  r e a d   t h e  

s i g n a l   o u t .   As  the   s e c t i o n   i s   r e a d   out  of  t he   r e g i s t e r  

t h e   n e x t   s i g n a l   s e c t i o n   i s   r e a d   in  and  i t   i s   l a t e r   r e a d  

ou t   a t   a  t h i r d   s e q u e n c e   of  f o u r   c l o c k   r a t e s   . 

The  s i g n a l   i s   d e c r y p t e d   by  r e a d i n g   i t   i n t o   a 

d e c r y p t i n g   r e g i s t e r   at  t he   same  s e q u e n c e   of  c l o c k   r a t e s   i t  

was  r e a d   ou t   of  t he   e n c r y p t i n g   r e g i s t e r   and  t h e n   r e a d i n g  

i t   ou t   of  a  d e c r y p t i n g   r e g i s t e r   at  the  same  s e q u e n c e   o f  

c l o c k   r a t e s   i t   was  r e a d   i n t o   the   e n c r y p t i n g   r e g i s t e r .  

B e c a u s e   t h i s   r e q u i r e s   one  s i g n a l   s e c t i o n   to  be  r e a d   out   o f  
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d e c r y p t i o n   at  one  r a t e   and  the  n e x t   s e c t i o n   to  be  r e a d  

i n t o   d e c r y p t i o n   s i m u l t a n e o u s l y   at  a n o t h e r   r a t e ,   i t   w i l l ,  

in  f a c t ,   be  n e c e s s a r y   to  use  two  r e g i s t e r s   to  d e c r y p t   t h e  

s i g n a l ,   t he   two  d e c r y p t i n g   r e g i s t e r s   d e c r y p t i n g   a l t e r n a t e  

s i g n a l   s e c t i o n s .  

Such  a  s y s t e m   is   s i m p l e s t ,   and  p r o v i d e s   the   h i g h e s t  

d e g r e e   of  e n c r y p t i o n ,   when  the   e n c r y p t i n g   and  d e c r y p t i n g  

r e g i s t e r s   a re   of  e q u a l   s i z e .   I t   wou ld   h o w e v e r ,   be  p o s s i b l e  

to  use   e n c r y p t i n g   and  d e c r y p t i n g   r e g i s t e r s   of  d i f f e r e n t  

s i z e s .   I f   a  s y s t e m   w i t h   d i f f e r e n t   s i z e d   e n c r y p t i n g   a n d  

d e c r y p t i n g   r e g i s t e r s   were   u s e d ,   t he   number   of  c l o c k   p u l s e s  

s u p p l i e d   in  the   f i x e d   f r a m e   t ime   must  not   be  l a r g e r   t h a n  

the   c a p a c i t y   of  t he   s m a l l e s t   r e g i s t e r .  

In  o r d e r   to  i n c r e a s e   the   s e c u r i t y   l e v e l   of  such  a  

s y s t e m   the   l e n g t h   of  the   e n c r y p t i n g   and  d e c r y p t i n g  

r e g i s t e r s   c o u l d   be  a l t e r e d .   T h i s   c o u l d   not   be  d o n e  

w h i l e   a  s i g n a l   was  b e i n g   t r a n s m i t t e d ,   b e c a u s e   i t   w o u l d  

c a u s e   l o s s   of  d a t a   or  t he   i n t r o d u c t i o n   of  b l a n k   s e c t i o n s  

i n t o   the   o u t p u t   s i g n a l .   H o w e v e r ,   t h i s   c o u l d   be  done  i n  

the   c o u r s e   of  a  s p e e c h   m e s s a g e   by  a l t e r i n g   the   r e g i s t e r ' s  

l e n g t h s   d u r i n g   p a u s e s .  

The  s i g n a l   to  be  e n c r y p t e d   c o u l d ,   of  c o u r s e ,   b e  

p r e - e n c o d e d   or  e n c r y p t e d   f o r   a d d i t i o n a l   s e c u r i t y .  

A l t e r n a t i v e l y ,   t he   a n a l o g u e   d a t a   -  a  s p e e c h   s i g n a l ,  

say  -  can  be  s e p a r a t e d   i n t o   two  b a n d s ,   l o w e r   and  u p p e r ,  

and  fed  to  two  s e p a r a t e   s e t s   of  r e g i s t e r s   o p e r a t i n g  

i n d e p e n d e n t l y .   At  the   r e c e i v e r   h i g h   and  low  p a s s   f i l t e r s  
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would  s e p a r a t e   t he   two  b a n d s   b e f o r e   i n j e c t i n g   them  i n t o  

two  c o r r e s p o n d i n g   s e p a r a t e   s e t s   of  r e g i s t e r s .   T h i s   m e t h o d  

a l s o   has   t he   a d v a n t a g e   t h a t   in   each   p a i r   of  f r a m e s   t h e  

i n s t a n t a n e o u s   t i m e   and  f r e q u e n c y   r e l a t i o n s h i p   of  p i t c h   a n d  

f o r m a n t   i s   c o m p l e t e l y   d i s t o r t e d ,   and  the   c lock   c h a n g e  

r a t i o s   can  be  r e d u c e d .  

Yet  a n o t h e r   e m b o d i m e n t   e n a b l e s   the   s p e e c h   t i m e  

s e q u e n c e   to  be  t r a n s f o r m e d .   I f   two  s e t s   of  e n c r y p t i n g  

r e g i s t e r s   a r e   c o n n e c t e d   in  s e r i e s   and  a  s i g n a l   a p p l i e d   f o r  

a  t ime  w h i c h   w o u l d   f i l l   a l l   t he   r e g i s t e r s ,   the  two  s e t s  

can  t h e n   be  t r a n s p o s e d ,   and  t r a n s m i t t e d   in  r e v e r s e   o r d e r .  

On  r e c e p t i o n   in  two  s e t s   of  d e c r y p t i n g   r e g i s t e r s ,   t h e  

c o n t e n t s   a r e   a g a i n   t r a n s p o s e d   b e f o r e   b e i n g   c l o c k e d   o u t .  

This   me thod   can  be  c o m b i n e d   w i t h   any  o t h e r ;   the  number   o f  

r e g i s t e r s   e m p l o y e d   d e t e r m i n e s   t h e   amoun t   of  t r a n s p o s i t o n .  

O b v i o u s l y ,   more  r e g i s t e r s   i n c r e a s e s   the   o v e r a l l   d e l a y .  

However ,   t r a n s p o s i t i o n   w o u l d   a l s o   r e d u c e   the  r e l a t i v e  

c l o c k   c h a n g e   n e c e s s a r y ,   and  t h e   i n d i v i d u a l   f r ames   c o u l d   b e  

s h o r t e r   . 

V a r i o u s   e m b o d i m e n t s   of  t h e   i n v e n t i o n   a re   now 

d e s c r i b e d ,   t h o u g h   on ly   by  way  of  i l l u s t r a t i o n ,   w i t h  

r e f e r e n c e   to  t h e   a c c o m p a n y i n g   D r a w i n g s ,   in  w h i c h :  

F i g u r e   1  i s   a  s e q u e n c e   r e p r e s e n t i n g   an  a n a l o g u e  

s h i f t   r e g i s t e r   t h r o u g h   w h i c h   a  s i m p l e   s i g n a l   i s  

t r a n s f e r r e d ;  

F i g u r e   2  i s   a  s e q u e n c e   s h o w i n g   a  r e g i s t e r   l i k e   t h a t  

of  F i g u r e   1  h a v i n g   a  s i m p l e   s i g n a l   t r a n s f e r r e d   t h r o u g h   i t  
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at   d i f f e r e n t   r a t e s ;  

F i g u r e   3  is   a  s c h e m a t i c   c i r c u i t   d i a g r a m   fo r   a  s i m p l e  

form  of  a p p a r a t u s   a p p l y i n g   one  method   of  the   i n v e n t i o n ;  

F i g u r e   4  shows   how  d a t a   p a s s e s   t h r o u g h   t h e  

e n c r y p t i o n / d e c r y p t i o n   s y s t e m   of  t he   i n v e n t i o n ;  

F i g u r e   5  shows  a  s c h e m a t i c   c i r c u i t   f o r   a 

s y n c h r o n i s i n g   s y s t e m   f o r   use  w i t h   the   i n v e n t i o n ,   a n d  

F i g u r e   6  is   a  s c h e m a t i c   c i r c u i t   d i a g r a m   f o r   a p p a r a t u s  

a p p l y i n g   a n o t h e r   me thod   of  the   i n v e n t i o n .  

The  s e q u e n c e   of  F i g u r e   1  r e p r e s e n t s   the   t r a n s f e r r a l  

of  a  s i m p l e   s i n e   wave  s i g n a l   F  t h r o u g h   a  1 6 - c e l l   a n a l o g u e  

s h i f t   r e g i s t e r   ( 1 0 1 ) .   At  t ime   TQ  a l l   the   c e l l s   1 -16   a r e  

empty ;   the   s i g n a l   F  i s   p r e s e n t e d   to  the   r e g i s t e r ' s   i n p u t  

end  ( t h e   l e f t   as  v i e w e d )   on  the   i n p u t   l i n e   ( 1 0 2 ) .   I f   t h e  

r e g i s t e r   r e c e i v e s   a  c l o c k   p u l s e   ( a t   t ime   T.  ,  not   shown  i n  

the  F i g u r e )   t h e n   a  c h a r g e   r e p r e s e n t i n g   the   v a l u e   of  t h e  

s i g n a l   at  t h a t   t ime   is   p l a c e d   in  the   f i r s t   c e l l .   A  s e c o n d  

p u l s e   (a t   t ime  T2  ,  a l s o   not   shown)   c a u s e s   t he   c o n t e n t s   o f  

c e l l   1  to  be  t r a n s f e r r e d   to  c e l l   2  and  c e l l   1  i t s e l f   i s  

t hen   f i l l e d   w i th   a  f r e s h   c h a r g e   r e p r e s e n t i n g   the   new  v a l u e  

of  the  s i g n a l   p r e s e n t e d   t h e r e t o   at  t h a t   t i m e .   The  view  a t  

t ime   T.  shows  the   s i t u a t i o n   a f t e r   t h r e e   such   p u l s e s   ( in   a 

c o m p l e t e   s e r i e s   of  i_  p u l s e s ) .   By  t ime   T^  ,  the   o r i g i n a l  

c e l l   c o n t e n t s   have   been   s u c c e s s i v e l y   t r a n s f e r r e d ,   v i a  

c e l l s   2  and  3,  to  c e l l   4,  and  c e l l s   3,  2  and  1  h o l d ,   i n  

t h a t   o r d e r ,   the   c h a r g e s   r e p r e s e n t i n g   the   v a l u e   of  t h e  

s i g n a l   p r e s e n t e d   to  c e l l   1  at  t i m e s   T3  ,  T2  and  T^ 
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r e s p e c t i v e l y   . 

By  t ime   T12  the   o r i g i n a l   c e l l   1  c o n t e n t s   have   r e a c h e d  

c e l l   12,   and  by  t ime  Tlg  t h e y   have   r e a c h e d   t he   f i n a l   c e l l  

(16)   a t   the   o u t p u t   end  of  t he   r e g i s t e r   ( t h e   r i g h t   a s  

v i e w e d )   .  At  the   n e x t   c l o c k   p u l s e   the   c o n t e n t s   of  c e l l   16 

a r e   t r a n s f e r r e d   ou t   of  t he   r e g i s t e r   on  the   o u t p u t   l i n e  

( 1 0 3 ) ,   and  at  t ime   T22  f o u r   such   t r a n s f e r r a l s   h a v e  

o c c u r r e d .   At  t ime  T.  the   number   of  t h e s e   t r a n s f e r r a l s   i s  

i - 1 6 ;   t he   s i g n a l   on  the   o u t p u t   l i n e   is   a  s e r i e s   of  p u l s e s  

t h a t   i s   in  e s s e n c e   the   o r i g i n a l   s i n e   wave  F  w i t h   t he   c l o c k  

f r e q u e n c y   (CF:  in  t h i s   c a s e   16  t i m e s   the  i n p u t   s i n e   w a v e  

f r e q u e n c y )   s u p e r i m p o s e d ,   and  a  s i m p l e   f i l t e r   w i l l   r e m o v e  

i t   and  l e a v e   the   o u t p u t   s i g n a l   i n d i s t i n g u i s h a b l e   f rom  t h e  

i n p u t   s i g n a l   . 

The  same  r e g i s t e r   i s   shown  in  F i g u r e   2,  w i t h   t he   s a m e  

s i m p l e   s i n e w a v e   i n p u t   at   f r e q u e n c y   F . .   H o w e v e r ,   t h e  

s e q u e n c e   shows  how  the   o u t p u t   f r e q u e n c y   F  v a r i e s   as  t h e  

C l o c k   R a t e   (CR)  a l t e r n a t e s   f rom  CR,  to  CR_  and  b a c k .  

Up  to  t ime   T^g  c l o c k   r a t e   CR1  has  t r a n s f e r r e d   in  t h e  

s i g n a l ,   f i l l i n g   the   r e g i s t e r .   In  o r d e r   to  i l l u s t r a t e   t h e  

p r i n c i p l e ,   the   F i g u r e   i m a g i n e s   t h a t   CR..  was  e x a c t l y   r i g h t  

so  as  to  f i l l   the   r e g i s t e r   w i t h   one  w a v e l e n g t h   in  t h e  

p e r i o d   TQ  to  T l g .   Thus ,   CR]L=16  F±  .  I f   t h e   c l o c k   r a t e  

w e r e   to  r e m a i n   at  CR^  the   s i g n a l   would   be  t r a n s f e r r e d   on  

and  o u t ,   and  the  o u t p u t   s i g n a l   would   have   the   s a m e  

f r e q u e n c y   as  the  i n p u t   s i g n a l   -  i . e ,   F  =  F . .   H o w e v e r ,  

i f   f o r   the   p e r i o d   f rom  T..g  up  to  T32  the  c l o c k   r a t e   i s  
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h a l v e d   (CR_=j  CR.)  t h e n   the   r e g i s t e r   c o n t e n t s   a re   o u t p u t  

at  h a l f   t he   r a t e   -  i . e ,   at  h a l f   t h e   f r e q u e n c y .   For  t h i s  

p e r i o d ,   t h e n ,   F  =  -J-F  . .  *  '  '  ou t   2  i n  

Of  c o u r s e ,   a l s o   d u r i n g   the   p e r i o d   T.  ,  to  T,_  a  f r e s h  
lo  Si. 

" b a t c h "   of  s i g n a l   has  been   i n p u t ,   bu t   t h i s   t ime   at   CR_ 

r a t h e r   t han   CR. .   A  f u l l   r e g i s t e r   t h e r e f o r e   h o l d s   t w o  

w a v e l e n g t h s   (CR_=8F.   ),  and  when  -  in  the   s u b s e q u e n t  

p e r i o d   f rom  T3_  to  T.g   -  t h i s   is   o u t p u t   at  c l o c k   r a t e   CR. 

the   e f f e c t   is   to  make  the   o u t p u t   s i g n a l   f r e q u e n c y   F 

t w i c e   t h a t   of  t he   i n p u t   s i g n a l   ( i . e ,   F  =2F  .  ) .  

The  g e n e r a l   s i t u a t i o n   i s  
CR  . 

F  =  
OUt  F out   CR.  " i n  
i n  

m e a n i n g   t h a t   t he   o u t p u t   f r e q u e n c y   i s   r e l a t e d   to  t he   i n p u t  

f r e q u e n c y   by  a  f a c t o r   t h a t   is   t he   r a t i o   of  the   o u t p u t   t o  

i n p u t   c l o c k i n g   r a t e s .  

F i g u r e   3  shows  a  s c h e m a t i c   d i a g r a m   f o r   a  s i m p l e   f o r m  

of  c i r c u i t   a c c o r d i n g   to  the   i n v e n t i o n .  

In  F i g u r e   3  two  p a i r s   of  r e g i s t e r s   ( d e l a y   l i n e s   1 , 2  

and  3 , 4 )   a re   c o n n e c t e d   by  a  t r a n s m i s s i o n   p a t h .   A  1KHz  s i g n a l   i s  

i n p u t   to  l i n e   1,  e n c r y p t e d   and  f ed   to  l i n e   2.  L ine   2  t h e n  

e n c r y p t s   the   e n c r y p t e d   s i g n a l   f o r   a  s e c o n d   t ime   and  t h i s  

" d o u b l y   e n c r y p t e d "   s i g n a l   is   t r a n s m i t t e d   to  l i n e   3.  T h e  

e n c r y p t i o n   due  to  l i n e   2  is   d e c r y p t e d   by  l i n e   3  and  t h e  

r e s u l t i n g   s i n g l y   e n c r y p t e d   s i g n a l   fed   to  l i n e   4  w h i c h  

r e m o v e s   the  e n c r y p t i o n   due  to  l i n e   1  to  r e p r o d u c e   t h e  

u n e n c r y p t e d   1  KHz  s i g n a l .   Four   c l o c k s   (A,  B,  C  and  D) 

c o n t r o l   the  d a t a   t r a n s f e r   t h r o u g h   t he   r e g i s t e r s ,   c l o c k s   A 
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and  b  a r e   a p p l i e d   a l t e r n a t e l y   to  r e g i s t e r s   1  and  4  b y  

s w i t c h   Si  and  c l o c k s   C  and  D  a r e   a p p l i e d   a l t e r n a t e l y   t o  

r e g i s t e r s   2  aznd  3  by  s w i t c h   S 2 .  

In  t h e   g e n e r a l   c a s e ,   w i t h   a  s i g n a l   of  f r e q u e n c y   F .  

i n p u t   to  l i n e   1  and  c l o c k e d   t h r o u g h   t h r o u g h   at  r a t e s   CR1 

and  CR_  a l t e r n a t l y   a p p l i e d ,   and  t h r o u g h   l i n e   2  at  r a t e s  

CR3  and  CR^  a l t e r n a t e l y   a p p l i e d ,   t he   s i t u a t i o n   is   as  s h o w n  

in  F i g u r e   4  ,  whe re   a  s i g n a l   of  f r e q u e n c y   F in   is  c l o c k e d  

i n t o   the   f i r s t   d e l a y   l i n e   at   c l o c k   r a t e   CR1.  When  l i n e   1 

is   f u l l   the   s i g n a l   is   c l o c k e d   ou t   of  l i n e   1  at  c l o c k   r a t e  

CR_  and  and  i n t o   l i n e   2  at   c l o c k   r a t e   CR,. .  

When  l i n e   2  i s   f u l l   t he   s i g n a l   is   c l o c k e d   ou t   o f  

l i n e   2  and  t r a n s m i t t e d   at  c l o c k   r a t e   CR  . .  4 

At  a  d i s t a n t   l o c a t i o n   t h i s   e n c r y p t e d   s i g n a l   i s  

r e c e i v e d   and  c l o c k e d   i n t o   l i n e   3  at  c l o c k   r a t e   CR  „  .  When 4 
l i n e   3  i s   f u l l   the   s i g n a l   i s   c l o c k e d   out   of  l i n e   3  a t  

c l o c k   r a t e   CR3  and  i n t o   l i n e   4  a t   c l o c k   r a t e   C R ? .  

F i n a l l y ,   when  l i n e   4  i s   f u l l ,   the   s i g n a l   i s   c l o c k e d  

out   of  l i n e   4  at  c l o c k   r a t e   CR^  as  a  d e c r y p t e d   s i g n a l   a t  

f r e q u e n c y   F i n .  

In  t h i s   c a s e   the   e n c r y p t e d   t r a n s m i t t e d   s i g n a l ,   w h i c h  

is   v u l n e r a b l e   to  i n t e r c e p t i o n ,   is   f r e q u e n c y   s h i f t e d   to  a 

f r e q u e n c y   Fin   .CR-  .  CR  . .  
CR^  CR^ 

S i n c e   the   l i n e s   1  to  4  a r e   of  e q u a l   s i z e   and  c l o c k  

f r e q u e n c i e s   CR^  to  CR4  a r e   a l l   d i f f e r e n t ,   t h i s   t r a n s m i t t e d  

f r e q u e n c y   w i l l   va ry   among  the   f o l l o w i n g   four   f r e q u e n c i e s .  
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a)  Fin   .  CR_  .  CR 
CR^  CR3 

b)  Fin   .  CR,  .  CR.  
CR2  CR3 

c)  F in   .  CR?  .  CR~ 
CR1  ™ 4  

d)  Fin   .  C R . .   CR-. 
CRo  CR^ 

Z  4 

When  a p p l i e d   to  s p e e c h   e n c r y p t i o n   such   a  s i m p l e  

s y s t e m   migh t   be  e x p e c t e d   to  s u f f e r   s e v e r e   d e g r a d a t i o n   i n  

s p e e c h   q u a l i t y   due  to  the   b a n d w i d t h   i n c r e a s e   due  to  t h e  

a l t e r n a t e   f r e q u e n c y   s h i f t i n g   of  the   e n c r y p t e d   s i g n a l .   I n  

p r a c t i c e ,   o v e r   a  t y p i c a l   l i n k   such   as  a  s t a n d a r d   t e l e p h o n e  

f o r   e x a m p l e ,   the   s p e e c h   q u a l i t y   is   q u i t e   i m p r e s s i v e ,  

p r o v i d i n g   good  s p e a k e r   r e c o g n i t i o n .  

The  e n c r y p t e d   s p e e c h   i s   q u i t e   u n i n t e l l i g e a b l e   , 

a p p e a r i n g   a l m o s t   s i m i l a r   to  band   i n v e r s i o n ,   bu t   w i t h   a 

" g a r b l e "   e f f e c t .  

The  b l o c k   d i a g r a m   of  F i g u r e   5  r e l a t e s   to  a  way  o f  

a c h i e v i n g   s y n c h r o n i s a t i o n   of  t he   e n c r y p t i n g   and  d e c r y p t i n g  

R e g i s t e r s .  

A  t o n e   is  t r a n s m i t t e d   e i t h e r   c o n t i n o u s l y   ( a n d  

s u b s e q u e n t l y   f i l t e r e d   out   at  t he   r e c e i v e r )   or  at  the   s t a r t  

of  t r a n s m i s s i o n .   The  t o n e   is   d e r i v e d   by  s h a p i n g   an  o u t p u t  

f rom  the   e n c r y p t   c l o c k   g e n e r a t i n g   s y s t e m   and  m o d i f y i n g   t o  

a  ( p o s s i b l y )   t r i a n g u l a r   fo rm,   or  t h a t   s u i t a b l e   f o r   t h e  

c h a r a c t e r i s t i c s   of  the   s y s t e m .   The  s i g n a l   is   n o t  

e n c r y p t e d .   For  s y s t e m s   w i t h   l a r g e   g r o u p   d e l a y s   t h e  

f r e q u e n c y   s h o u l d   be  f a i r l y   low,  t y p i c a l l y   2 0 0 H z .  
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At  t he   r e c e i v e r   the  e n c r y p t e d   o u t p u t   f rom  t h e  

r e c e i v e r   i s   fed   to  a  tone   d e c o d e r / p h a s e - l o c k e d   l o o p .   T h i s  

g e n e r a t e s   two  o u t p u t s .   The  f i r s t   o u t p u t   is   a  dc  p u l s e  

which   i s   p r o d u c e d   on  l o c k - u p .   T h i s   is   fed  to  t h e  

d e c r y p t i o n   c l o c k   g e n e r a t o r   as  a  c o a r s e   r e s e t .  

The  c l o c k   r e f e r e n c e   g e n e r a t o r   i s   c r y s t a l   c o n t r o l l e d ,  

i t s   o u t p u t   f ed   v i a   a  g a t e   to  t he   d e c r y p t i o n   c l o c k  

g e n e r a t o r .   A  t o n e   g e n e r a t o r   d e r i v e d   f rom  an  o u t p u t   of  t h e  

c l o c k   g e n e r a t o r   is  s e t   to  the   same  f r e q u e n c y   as  t h a t   a t  

the  t r a n s m i t t e r .   Th i s   is  c o m p a r e d   w i t h   the   s e c o n d   o u t p u t  

of  t he   p h a s e - l o c k e d   t one   d e c o d e r   by  means  of  a  p h a s e  

s e n s i t i v e   r e c t i f i e r .   If   t he   two  s i g n a l s   a r e   not   in  p h a s e ,  

the  r e c t i f i e r   o u t p u t   w i l l   c o n s i s t   of  a  s e r i e s   of  p u l s e s  

whose  w i d t h   w i l l   be  a  f u n c t i o n   of  r e l a t i v e   p h a s e .   T h e  

o u t p u t   i s   s h a p e d   and  c o n n e c t e d   to  t h e   g a t e   at   the  i n p u t   o f  

the  c l o c k   g e n e r a t o r .   As  a  r e s u l t   a  p u l s e   or  p u l s e s   w i l l  

be  " b l a n k e d "   at  the   c l o c k   g e n e r a t o r   i n p u t .   The  t one   a t  

the  r e c e i v e r   w i l l   now  s l i p   u n t i l   i t   is   p h a s e   w i t h   t h e  

i n c o m i n g   s i g n a l ,   when  the  p h a s e   s e n s i t i v e   d e t e c t i o n   o u t p u t  

d i s a p p e a r s .   P r o v i d i n g   the   s i g n a l s   r e m a i n   in  p h a s e   no  

f u r t h e r   b l a n k i n g   o c c u r s .  

To  a l l o w   f o r   c r y s t a l   o s c i l l a t o r   d r i f t ,   a  d£  s i g n a l  

can  be  d e r i v e d   f rom  the  PSR  to  a d j u s t   the   f u n d a m e n t a l  

c r y s t a l   f r e q u e n c y   fo r   u l t r a   f i n e   a d j u s t m e n t .  

In  F i g u r e   6  an  a n a l o g u e   s p e e c h   e n c o d e r / d e c o d e r  

i n c l u d e s   an  e n c r y p t i n g   s y s t e m   8  and  a  d e c r y p t i n g   s y s t e m   9 .  

An  a n a l o g u e   s p e e c h   s i g n a l   is   a p p l i e d   at  10  and  i s  
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c l o c k e d   i n t o   a  4096  c e l l   s h i f t   r e g i s t e r   11.  The  s h i f t  

r e g i s t e r   11  is  c l o c k e d   at  a  s e r i e s   of  d i f f e r e n t   c l o c k  

r a t e s ,   t h e s e   c l o c k   r a t e s   a re   d e r i v e d   f rom  a  1  MHz 

r e f e r e n c e   f r e q u e n c y   g e n e r a t e d   by  a  f r e q u e n c y   s o u r c e   12  b y  

a  v a r i a b l e   d i v i d e r   13.  The  v a r i a b l e   d i v i d e r   13  i s  

c o n t r o l l e d   by  a  code   s e l e c t o r   14  w h i c h   s e l e c t s   a  code  i n  

r e s p o n s e   to  the   s i g n a l   p r o v i d e d   by  a  p s e u d o - r a n d o m   c o d e  

g e n e r a t o r   1 5 .  

At  the   s t a r t   of  a  s i g n a l   to  be  e n c r y p t e d   the   p s e u d o -  

r andom  code  g e n e r a t o r   15  p r o d u c e s   a  number   wh ich   i s  

s u p p l i e d   to  code  s e l e c t o r   14  .  Code  s e l e c t o r   14  c o m p r i s e s  

a  l a r g e   r e a d   o n l y   memory  c o n t a i n i n g   a l l   p o s s i b l e   s e q u e n c e s  

of  c l o c k   r a t e s   t h a t   can  be  u s e d   in  t he   e n c o d i n g   s h i f t  

r e g i s t e r   11,  and  a  memory  a d d r e s s i n g   s y s t e m .   When  t h e  

code   s e l e c t o r   14  r e c e i v e s   a  number   f rom  p s e u d o - r a n d o m   c o d e  

g e n e r a t o r   15  i t   u s e s   an  a l g o r y t h m   to  c o n v e r t   t h i s   n u m b e r  

to  a  memory  a d d r e s s   and  u s e s   the   s e q u e n c e   of  c l o c k   r a t e s  

s t o r e d   at  t h i s   memory  a d d r e s s .   The  a l g o r y t h m   u s e d   t o  

d e r i v e   t h i s   a d d r e s s   is  p r o g r a m m e d   i n t o   the   code   s e l e c t o r  

14  b e f o r e   c o m m u n i c a t i o n s   a re   s t a r t e d .   Thus  even  s o m e o n e  

p o s s e s s i n g   an  i d e n t i c a l   r e c e i v e r   to  the   a u t h o r i s e d  

r e c i p i e n t   of  a  m e s s a g e   c a n n o t   d e c r y p t   the   m e s s a g e   u n l e s s  

he  knows  the  a l g o r y t h m   b e i n g   u s e d .  

The  p o s s i b l e   s e r i e s   of  c l o c k   r a t e s   a re   a l l   s e q u e n c e s  

of  f o u r   c l o c k   r a t e s ,   e a c h   c l o c k   r a t e   b e i n g   u s e d   fo r   1 0 2 4  

c l o c k   p u l s e s   and  h a v i n g   a  t o t a l   p e r i o d   of  5 8 . 3 6 8  

m i l l i s e c o n d s   . 
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Code  s e l e c t o r   14  t h e n   s e t s   the   v a r i a b l e   d i v i d e r   13  t o  

f e e d   t he   f i r s t   of  t h e s e   c l o c k   r a t e s   to  the  r e g i s t e r   1 1 .  

The  number   of  c l o c k   p u l s e s   s e n t   to  the   r e g i s t e r   11  i s  

c o u n t e d   by  a  c o u n t e r   16  and  e v e r y   1024  p u l s e s   t he   c o u n t e r  

16  s e n d s   a  s i g n a l   to  the   code   s e l e c t o r   14  to  c h a n g e   t h e  

v a r i a b l e   d i v i d e r   13  to  the   n e x t   c l o c k   f r e q u e n c y .   E v e r y  

4096  c l o c k   p u l s e s   the  c o u n t e r   16  s t e p s   t he   p s e u d o - r a n d o m  

code   g e n e r a t o r   15  to  i t s   n e x t   s e t t i n g .   When  the   c o d e  

g e n e r a t o r   15  is   s t e p p e d   the   code   s e l e c t o r   14  u s e s   t h e  

a l g o r y t h m   to  c l o c k   up  a  new  s e q u e n c e   of  c l o c k   r a t e s .   T h i s  

c h a n g e   in  c l o c k   r a t e   s e q u e n c e s   o c c u r s   e v e r y   4096  c l o c k  

p u l s e s   -  in  o t h e r   words   once   p e r   r e g i s t e r   f u l l   of  d a t a ,   s o  

the   d a t a   is   c l o c k e d   ou t   of  t he   d e l a y   l i n e   at  d i f f e r e n t  

r a t e s   to  t h o s e   at  which  i t   was  c l o c k e d   i n .   Thus  the   d a t a  

is   e n c r y p t e d   by  f r e q u e n c y   s h i f t i n g ,   b e c a u s e   f o u r   d i f f e r e n t  

c l o c k   r a t e s   a re   used   in  each   4096  p u l s e   c y c l e ,   the   s i g n a l  

w i l l   have   f o u r   d i f f e r e n t   f r e q u e n c y   s h i f t s   per  c y c l e .  

T h i s   e n c r y p t e d   s i g n a l   i s   t h e n   s u p p l i e d   to  a 

t r a n s m i t t e r   17  wh ich   t r a n s m i t s   i t .  

The  t r a n s m i t t e d   s i g n a l   i s   r e c e i v e d   by  a  r e c e i v e r   18 

w h i c h   s u p p l i e s   i t   to  the   i n p u t   of  t he   d e c r y p t i o n   s y s t e m  

1 9 .  

The  d e c r y p t i o n   s y s t e m   19  i n c l u d e s   two  s h i f t  

r e g i s t e r s   19A  and  19B.  S h i f t   r e g i s t e r s   19A  and  19B  a r e  

c l o c k e d   at  c l o c k   r a t e s   d e r i v e d   f rom  a  1MHz  r e f e r e n c e  

f r e q u e n c y   g e n e r a t e d   by  a  f r e q u e n c y   s o u r c e   20  by  v a r i a b l e  

d i v i d e r s   21A  and  21B  r e s p e c t i v e l y .   The  v a r i a b l e   d i v i d e r s  
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21A  and  21B  a re   c o n t r o l l e d   by  a  code   s e l e c t o r   22  w h i c h   i s  

in  t u r n   c o n t r o l l e d   by  a  p s e u d o - r a n d o m   code   g e n e r a t o r   2 3 .  

Two  s w i t c h e s   24  and  30  a r e   a r r a n g e d   so  t h a t   a t   a n y  

t i m e   one  of  r e g i s t e r   19A  and  19B  is   c o n n e c t e d   to  an  i n p u t  

of  d e c r y p t e r   9  and  the   o t h e r   is   c o n n e c t e d   to  an  o u t p u t   o f  

d e c r y p t e r   9 .  

When  an  e n c r y p t e d   s i g n a l   is   fed   i n t o   the   d e c r y p t i o n  

s y s t e m   9  t he   s w i t c h   24  a p p l i e s   i t   to  the   i n p u t   end  o f  

s h i f t   r e g i s t e r   19A.  To  d e c r y p t   t h i s   s i g n a l   i t   i s   r e a d  

i n t o   t he   s h i f t   r e g i s t e r   19A  at  the   same  s e q u e n c e   of  c l o c k  

r a t e s   as  i t   was  r e a d   out   of  the   s h i f t   r e g i s t e r   1 1 .  

T h i s   is   a c h i e v e d   by  the   p s e u d o - r a n d o m   s e q u e n c e  

g e n e r a t o r s   15  and  23  p r o d u c i n g   the   same  p s e u d o - r a n d o m  

s e q u e n c e   and  b e i n g   s y n c h r o n i s e d ,   the   n e c e s s a r y  

s y n c h r o n i s a t i o n   can  be  e a s i l y   a r r a n g e d   and  so  need   no t   b e  

d e s c r i b e d   in  d e t a i l ,   so  t h a t   t he   n u m b e r s   s u p p l i e d   to  t h e  

code   s e l e c t o r   14  and  to  the   code   s e l e c t o r   22  a l o n g   l i n e  

25A  a r e   t he   s ame .   The  code  s e l e c t o r s   14  and  22  have   t h e  

same  c l o c k   p u l s e   s e q u e n c e s   s t o r e d   at  e q u i v a l e n t   a d d r e s s e s  

and  use  t he   same  a l g o r y t h m   to  d e r i v e   a d d r e s s e s   f rom  t h e  

n u m b e r s   p r o v i d e d .   The  a l g o r y t h m s   can  be  c h a n g e d   d e p e n d i n g  

on  the   t i m e ,   who  the   r e c i p i e n t   of  the   m e s s a g e   i s ,   or  i n  

any  o t h e r   p r e d e t e r m i n e d   m a n n e r ,   such   a  p r o c e d u r e   i s   s i m p l e  

and  ned  not   be  d i s c u s s e d   h e r e .  

The  code   s e l e c t o r   22  c o n t r o l s   v a r i a b l e   d i v i d e r   21A  t o  

r e a d   the   e n c r y p t e d   s i g n a l   i n t o   r e g i s t e r   19A  at  t he   s a m e  

t ime   i t   was  r e a d   out   of  r e g i s t e r   11.  A  c o u n t e r   26  c o u n t s  
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t h e   number  of  c l o c k   p u l s e s   s e n t   to  the   r e g i s t e r   21A  a n d  

s i g n a l s   the  code  s e l e c t o r   22  a l o n g   l i n e   27A,  e v e r y   1 0 2 4  

p o u l s e s .   When  the   code   s e l e c t o r   22  r e c e i v e s   a  s i g n a l   o n  

l i n e   27A  i t   c h a n g e s   t he   o u t p u t   of  v a r i a b l e   d i v i d e r   21A  t o  

t h e   n e x t   c l o c k   f r e q u e n c y .  

A f t e r   4096  c l o c k   p u l s e s ,   c o u n t e r   26  s i g n a l s   s w i t c h e s  

24  and  30  a l o n g   l i n e   31.  In  r e s p o n s e   to  t h i s   s i g n a l ,  

s w i t c h e s   24  and  30  c h a n g e   p o s i t i o n   so  t h a t   s h i f t   r e g i s t e r  

19A  is  c o n n e c t e d   to  t he   o u t p u t   of  the  d e c r y p t i n g   s y s t e m  

9,  and  s h i f t   r e g i s t e r   19B  is   c o n n e c t e d   to  the   i n p u t .  

C o u n t e r   26  a l s o   s i g n a l s   t he   p s e u d o - r a n d o m   code   g e n e r a t o r  

23  a l o n g   l i n e   29,  in  r e s p o n s e   to  t h i s   s i g n a l   t he   p s e u d o -  

r a n d o m   code  g e n e r a t o r   23  s t e p s   to  i t s   n e x t   s e t t i n g   a n d  

p r o v i d e s   t h i s   number   to  t he   code   s e l e c t o r   22  a l o n g   a  l i n e  

25B,  i t   a l s o   p r o v i d e s   t he   number   two  s t e p s   b e f o r e   t h i s  

number   in  the  p s e u d o - r a n d o m   code   s e q u e n c e   to  the   c o d e  

s e l e c t o r   22  a l o n g   the   l i n e   2 5 A .  

The  code  s e l e c t o r   22  u s e s   t h e s e   two  n u m b e r s   to  f i n d  

two  memory  a d d r e s s e s   and  o b t a i n s   two  s e r i e s   of  c l o c k  

r a t e s .   The  s e r i e s   of  c l o c k   r a t e s   f ound   u s i n g   the   p r e s e n t  

number   from  the   p s e u d o - r a n d o m   code   g e n e r a t o r   23,  w h i c h  

w i l l   be  the  same  as  t he   s e r i e s   b e i n g   u s e d   to  c l o c k  

e n c r y p t i n g   r e g i s t e r   11,  a re   u s e d   by  code  s e l e c t o r   22  t o  

c l o c k   the   s i g n a l   r e c e i v e d   by  the   r e c e i v e r   18  i n t o   t h e  

s h i f t   r e g i s t e r   19B.  The  s e r i e s   of  c l o c k   r a t e s   f o u n d   u s i n g  

t he   two  s t e p s   back   number   f rom  the   p s e u d o - r a n d o m   g e n e r a t o r  

code   g e n e r a t o r   23,  w h i c h   w i l l   be  the  same  as  the   s e r i e s  
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w h i c h   was  used   to  r e a d   the   d a t a   now  in  s h i f t   r e g i s t e r   19A 

ou t   of  s h i f t   r e g i s t e r   11,  a r e   u s e d   by  code  s e l e c t o r   22  t o  

c l o c k   ou t   the   d a t a   in  r e g i s t e r   19A  to  an  o u t p u t   32  of  t h e  

d e c r y p t i n g   u n i t   9 .  

The  c o u n t e r   26  s e p a r a t e l y   c o u n t s   t he   number   of  c l o c k  

p u l s e s   g o i n g   to  r e g i s t e r s   19A  and  19B  and  s i g n a l s   the   c o d e  

s e l e c t o r   a l o n g   l i n e s   27A  and  27B  r e s p e c t i v e l y   e v e r y   1 0 2 4  

p u l s e s   on  the   a p p r o p r i a t e   l i n e .   E v e r y   4096  p u l s e s   t h e  

c o u n t e r   s i g n a l s   the   code  s e l e c t o r   22  on  l i n e   28.  N o t e  

t h a t   s i n c e   a l l   code  s e r i e s   u s e d   p r o d u c e   4096  p u l s e s   i n  

5 8 . 3 6 8   msec.   the   c o u n t s   of  p u l s e s   to  b o t h   r e g i s t e r s   w i l l  

r e a c h   4096  s i m u l t a n e o u s l y .   When  t he   code   s e l e c t o r   22 

r e c e i v e s   a  s i g n a l   on  l i n e   27A  i t   s e t s   v a r i a b l e   d i v i d e r   21A 

to  p r o d u c e   the   n e x t   c l o c k   f r e q u e n c y   in  the   s e r i e s   used   t o  

c l o c k   the   r e g i s t e r   19A,  and  s i m i l a r l y   when  i t   r e c e i v e s   a 

s i g n a l   on  l i n e   27B,  i t   s e t s   v a r i a b l e   d i v i d e r   21B  t o  

p r o d u c e   the   n e x t   c l o c k   f r e q u e n c y   in  the   s e r i e s   used   t o  

c l o c k   the   r e g i s t e r   19B.  

Thus  e n c r y p t e d   d a t a   is   r e a d   i n t o   r e g i s t e r   19B  at  t h e  

same  s e r i e s   of  f r e q u e n c i e s   i t   was  r e a d   out   of  e n c r y p t i n g  

r e g i s t e r   11,  and  the  d a t a   t h a t   was  p r e v i o u s l y   r e a d   i n t o  

r e g i s t e r   19A  at  the  same  s e r i e s   of  f r e q u e n c i e s   as  i t   w a s  

r e a d   ou t   of  e n c r y p t i n g   r e g i s t e r   11  i s   r e a d   ou t   of  r e g i s t e r  

19A  at  the   same  s e r i e s   of  f r e q u e n c i e s   as  i t   was  r e a d   i n t o  

r e g i s t e r   19A  and  is  d e c o d e d .  

At  the  end  of  4096  c l o c k   p u l s e s   r e g i s t e r   19A  is  e m p t y  

and  r e g i s t e r   19B  is  f u l l ,   the   s w i t c h e s   24  and  30  a r e  
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c h a n g e d   to  c o n n e c t   r e g i s t e r   19A  to  r e a d   in  d a t a   a n d  

r e g i s t e r   19B  to  r e a d   out   d a t a   and  the   p s e u d o   r a n d o m  

s e q u e n c e   g e n e r a t o r   23  is   s t e p p e d .   E n c r y p y t e d   d a t a   f r o m  

e n c r y p t i n g   r e g i s t e r   11  is   t h e n   f ed   i n t o   r e g i s t e r   19A  w h i l e  

the   d a t a   in  r e g i s t e r   19B  is   r e ad   ou t   in  d e c r y p t e d   f o r m .  

Th i s   c y c l e   of  use   of  the   two  r e g i s t e r s   19A  and  19B  t h e n  

c o n t i n u e s   w i t h   t he   l i n e s   a l t e r n a t e l y   r e a d i n g   in  a n d  

r e a d i n g   ou t   d a t a   and  p r o v i d i n g   a  c o n t i n u o u s   d e c r y p t e d  

s i g n a l   at  o u t p u t   3 2 .  

The  s y s t e m   d e s c r i b e d   c o u l d   be  made  more  s e c u r e   b y  

r e m o v i n g   the   c o n s t r a i n t   t h a t   e ach   c l o c k   f r e q u e n c y   in  e a c h  

s e r i e s   of  c l o c k   f r e q u e n c i e s   l a s t s   f o r   t he   same  number   o f  

p u l s e s ,   t h i s   w o u l d   a l l o w   a  v e r y   much  l a r g e r   number   o f  

p o s s i b l e   s e r i e s   to  be  u s e d .   H o w e v e r ,   i t   would   t h e n   b e  

n e c e s s a r y   f o r   t he   code   s e l e c t o r s   14  and  22  to  p r o g r a m m e  

c o u n t e r s   16  and  26  r e s p e c t i v e l y   w i t h   t he   number   of  p u l s e s  

t h a t   each  f r e q u e n c y   in  each   s e q u e n c e   of  f r e q u e n c i e s   w o u l d  

l a s t   so  t h a t   t he   code   s e l e c t o r s   14  and  22  c o u l d   b e  

s i g n a l l e d   to  a l t e r   t he   c l o c k   f r e q u e n c i e s   at  the   r i g h t  

t i m e s   . 

The  s y s t e m   c o u l d   be  made  s t i l l   more  s e c u r e   b y  

a r r a n g i n g   the   e n c r y p t i n g   and  d e c r y p t i n g   s h i f t   r e g i s t e r s   t o  

be  of  v a r i a b l e   l e n g t h .   Al l   the  s h i f t   r e g i s t e r s   would   h a v e  

to  c h a n g e   t h e i r   l e n g t h   s i m u l t a n e o u s l y   of  c o u r s e .   Such  a 

c h a n g e   c o u l d   not   be  made  w h i l e   d a t a   was  b e i n g   p a s s e d  

t h r o u g h   the   s y s t e m   w i t h o u t   s e r i o u s l y   d e g r a d i n g   the   o u t p u t  

s i g n a l ,   bu t   i t   c o u l d   be  c a r r i e d   ou t   d u r i n g   s i l e n t   p a r t s   o f  
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t he   s i g n a l ,   s i l e n c e s   b e i n g   common  in  s p e e c h .   A  s y s t e m  

w i t h   t h i s   f a c i l i t y   w o u l d   need  a  s e n s o r   in  t he   e n c r y p t e r  

to  d e t e c t   s i l e n c e s   or  b l a n k s   in  the   i n c o m i n g   s i g n a l   a n d  

some  means  to  i n f o r m   the   d e c r y p t e r   what   the   new  r e g i s t e r  

l e n g t h   was .   I t   w o u l d   a l s o   be  n e c e s s a r y   to  a l t e r   t he   c l o c k  

f r e q u e n c y   s e r i e s   p r o d u c e d   by  s e l e c t o r s   14  and  22  to  f i t  

e ach   new  r e g i s t e r   l e n g t h .  

Also   the   s i g n a l   to  be  t r a n s m i t t e d   c o u l d   be  p r e -  

e n c r y p t e d   and  p o s t   d e c r y p t e d   by  a n o t h e r   s i m i l a r  

e n c r y p t i o n / d e c r y p t i o n   s y s t e m ,   or  i n d e e d   by  any  o t h e r   t y p e  

of  e n c r y p t i o n / d e c r y p t i o n   s y s t e m .  
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CLAIMS 

1.  A  d a t a   e n c r y p t i o n / d e c r y p t i o n   m e t h o d ,   in  w h i c h :   f i r s t  

and  s e c o n d   r e g i s t e r s   a re   a s s o c i a t e d   w i t h   e n c r y p t i o n   and  a 

t h i r d   and  f o u r t h   w i t h   d e c r y p t i o n ;   p l a i n - f o r m   d a t a   i s  

t r a n s f e r r e d   s e q u e n t i a l l y   t h r o u g h   the   f o u r   a n a l o g u e   s h i f t  

r e g i s t e r s   such   t h a t   each   d a t a   e l e m e n t   i s   c l o c k e d   a t  

d i f f e r e n t   c l o c k i n g   r a t e s   and  fo r   each   r e g i s t e r   d a t a   w h i c h  

is   fed   in  at  one  c l o c k i n g   r a t e   is  t h e n   fed   ou t   at  a n o t h e r  

and  d a t a   is   f ed   i n t o   the   t h i r d   r e g i s t e r   at  t he   s a m e  

c l o c k i n g   r a t e   as  i t   was  fed   out  of  t he   s e c o n d   r e g i s t e r ,  

and  i s   fed   ou t   of  t h e   t h i r d   r e g i s t e r   at  t he   same  c l o c k i n g  

r a t e   as  i t   was  f ed   i n t o   t he   s e c o n d   r e g i s t e r ;   and  d a t a   i s  

fed   i n t o   t he   f o u r t h   r e g i s t e r   at  the   same  c l o c k i n g   r a t e   a s  

i t   was  out   of  t he   f i r s t   r e g i s t e r   and  is   fed   out   of  t h e  

f o u r t h   r e g i s t e r   at   t he   same  c l o c k i n g   r a t e   as  i t   was  f e d  

i n t o   the  f i r s t   r e g i s t e r   w h e r e b y ,   by  v i r t u e   of  t h e  

r e s u l t i n g   f r e q u e n c y   s h i f t i n g ,   the  d a t a   t r a n s f e r r e d   b e t w e e n  

the   two  p a i r s   of  r e g i s t e r s   i s   e n c r y p t e d ,   bu t   when  f ed   o u t  

of  the   f o u r t h   r e g i s t e r   is   d e c r y p t e d ,   and  in  p l a i n   f o r m .  

2.  A  method   as  c l a i m e d   in  c l a i m   1,  in  wh ich   the   c l o c k  

r a t e s   f o r   the   t h i r d   and  f o u r t h   r e g i s t e r s   a re   not   t he   s a m e  

as ,   or  a re   no t   in  s y n c h r o n i s a t i o n   w i t h ,   t h o s e   of  t he   f i r s t  

and  s e c o n d   r e g i s t e r s .  

3.  A  me thod   as  c l a i m e d   in  any  of  the   p r e c e d i n g   c l a i m s ,  

in  w h i c h ,   to  s y n c h r o n i s e   the   a p p l i c a t i o n   to  each   r e g i s t e r  

of  the   a p p r o p r i a t e   two  d i f f e r e n t   s e t s   of  c l o c k   p u l s e s ,  

each  of  t he   two  p a i r s   of  r e g i s t e r s   have   t h e i r   o w n ,  
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n o m i n a l l y   i n d e p e n d e n t ,   c l o c k   p u l s e   s o u r c e ,   each   p u l s e  

s o u r c e   is   a s s o c i a t e d   w i t h   t r i g g e r   p u l s e  

t r a n s m i t t i n g / r e c e i v i n g   means ,   such   t h a t   t he   e n c r y p t i n g  

r e g i s t e r   p a i r ' s   t i m i n g   s y s t e m   can  s end   to  t he   d e c r y p t i n g  

r e g i s t e r   p a i r ' s   t i m i n g   s y s t e m   a  s u i t a b l e   t r i g g e r   p u l s e   a t  

some  a p p r o p r i a t e   t i m e ,   and  t h a t   p u l s e   can  be  c a u s e d   to  r e -  

t r i g g e r   t he   d e c r y p t i n g   r e g i s t e r ' s   c l o c k ,   and  p l a c e   the   t w o  

c l o c k s   in  p e r f e c t   s y n c h r o n i s a t o n .  

4.  A  me thod   as  c l a i m e d   in  any  of  the   p r e c e d i n g   c l a i m s ,  

in  w h i c h ,   to  r a i s e   the   s e c u r i t y   l e v e l ,   e i t h e r   the  f o u r  

c l o c k   r a t e s   a re   s l o w l y   m o d i f i e d   a c c o r d i n g   to  some  p r e -  

a g r e e d   c o d e ,   or  t he   c l o c k   p u l s e   t r a i n s   a r e   t h e m s e l v e s  

m o d i f i e d   in  a  p r e a r r a n g e d   m a n n e r .  

5.  A  d a t a   e n c r y p t i o n / d e c r y p t i o n   method   in  wh ich   a  f i r s t  

r e g i s t e r   is   a s s o c i a t e d   w i t h   e n c r y p t i o n   and  a  s e c o n d   and  a 

t h i r d   r e g i s t e r   a re   a s s o c i a t e d   w i t h   d e c r y p t i o n ;   p l a i n   f o r m  

d a t a   i s   fed   i n t o   t he   f i r s t   r e g i s t e r   at  a  s e r i e s   of  c l o c k  

r a t e s   and  t h e n   fed   out   of  the   f i r s t   r e g i s t e r   at  a  

d i f f e r e n t   s e r i e s   of  c l o c k   r a t e s   and  fed   i n t o   the   s e c o n d  

r e g i s t e r   at  the   same  s e r i e s   of  c l o c k   r a t e s   i t   was  fed  o u t  

of  the   f i r s t   r e g i s t e r   a t ,   when  the   s e c o n d   r e g i s t e r   i s  

f u l l   t he   d a t a   b e i n g   fed  out   of  t he   f i r s t   r e g i s t e r   is   f e d  

i n t o   the   t h i r d   r e g i s t e r   at  the   same  s e r i e s   of  c l o c k   r a t e s  

i t   was  c l o c k e d   out  of  the   f i r s t   r e g i s t e r   at  and  the  d a t a  

in  the   s e c o n d   r e g i s t e r   is  fed  out   at  the   same  s e r i e s   o f  

c l o c k   r a t e s   i t   was  fed   i n t o   the   f i r s t   r e g i s t e r   a t ,   w h e n  

the  t h i r d   r e g i s t e r   is  f u l l   the   d a t a   b e i n g   fed  ou t   of  t h e  
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f i r s t   r e g i s t e r   is   fed  i n t o   the   s e c o n d   r e g i s t e r   at  t he   s a m e  

s e r i e s   of  c l o c k   r a t e s   i t   was  fed   out   of  t he   f i r s t  

r e g i s t e r   at   and  the  d a t a   in  t he   t h i r d   r e g i s t e r   is   f ed   o u t  

at  the   same  s e r i e s   of  c l o c k   r a t e s   i t   was  fed   i n t o   t h e  

f i r s t   r e g i s t e r   a t ,   and  t h i s   c y c l e   of  use  of  t he   s e c o n d   a n d  

t h i r d   r e g i s t e r s   is  r e p e a t e d ;   the   s e r i e s   of  c l o c k   r a t e s  

s u p p l i e d   to  the   r e g i s t e r s   b e i n g   such  t h a t ;   d a t a  

t r a n s f e r r e d   b e t w e e n   the   f i r s t   r e g i s t e r   and  the   s e c o n d   a n d  

t h i r d   r e g i s t e r s   is   e n c r y p t e d ,   and  the   d a t a   o u t p u t   of  t h e  

s e c o n d   and  t h i r d   r e g i s t e r s   is   p l a i n   form  and  t h e  

d u r a t i o n   of  t ime   t a k e n   to  f i l l   or  empty   each   of  t h e  

r e g i s t e r s   w i t h   d a t a   is  a  c o n s t a n t .  

6.  A  d a t a   e n c r y p t i o n / d e c r y p t i o n   method   as  c l a i m e d   i n  

c l a i m   5  in  w h i c h   the   f i r s t ,   s e c o n d   and  t h i r d   s h i f t  

r e g i s t e r s   a re   a l l   of  e q u a l   c a p a c i t y   and  the  d u r a t i o n   o f  

t ime   t a k e n   to  f i l l   or  empty   each   of  the   r e g i s t e r s   w i t h  

d a t a   is  t h e   s a m e .  

7.  A  m e t h o d   as  c l a i m e d   in  any  p r e c e d i n g   c l a i m   in  w h i c h  

the   d a t a   i s   s p e e c h .  

8.  A  m e t h o d   as  c l a i m e d   in  any  of  the   p r e c e d i n g   c l a i m s ,  

w h e r e i n   e a c h   s h i f t   r e g i s t e r   is   a  c h a r g e   c o u p l e d   d e v i c e  

(CCD)  . 

9.  A  m e t h o d   as  c l a i m e d   in  any  p r e c e d i n g   c l a i m ,   in  w h i c h  

d a t a   is   p r e - e n c r y p t e d   by  one  or  more  e x t r a   r e g i s t e r s  

b e f o r e   b e i n g   s u p p l i e d   to  the   e n c r y p t i n g   r e g i s t e r   o r  

r e g i s t e r s   and  is   p o s t - d e c r y p t e d   by  one  or  more  e x t r a  

r e g i s t e r s   a f t e r   coming  ou t   of  the   d e c r y p t i n g   r e g i s t e r s .  
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10.  Da ta   e n c r y p t i o n / d e c r y p t i o n   e q u i p m e n t ,   w h i c h   i n c l u d e s :  

f o u r   s h i f t   r e g i s t e r s   a r r a n g e d   in  a  s e q u e n c e ;   t r a n c e p t i o n  

means  w h e r e b y   t he   o u t p u t   of  t he   s e c o n d   r e g i s t e r   can  b e  

s u p p l i e d   to  the   i n p u t   of  t he   t h i r d   r e g i s t e r ,   i n p u t   m e a n s  

f o r   f e e d i n g   p l a i n   form  d a t a   to  the   f i r s t   r e g i s t e r ;  

o u t p u t   means  fo r   f e e d i n g   p l a i n   fo rm  d a t a   f rom  the   f o u r t h  

r e g i s t e r ;   c l o c k   p u l s e   means  f o r   e ach   r e g i s t e r ,   f o r   g i v i n g  

a  s e q u e n c e   of  d i f f e r e n t   c l o c k   s i g n a l s   to  the   r e g i s t e r s   t o  

c o n t r o l   t he   t r a n s f e r   of  t h e i r   c o n t e n t s   t h e r e t h r o u g h ;   a n d  

s y n c h r o n i s a t i o n   means  e n a b l i n g   the   c l o c k   p u l s e   means  f o r  

each   r e g i s t e r   to  be  s y n c h r o n i s e d   one  w i t h   the   o t h e r ,   s u c h  

t h a t ,   when  p l a i n   form  d a t a   is   t r a n s f e r r e d   s e q u e n t i a l l y  

t h r o u g h   the   f o u r   r e g i s t e r s   at  f o u r   d i f f e r e n t   c l o c k i n g  

r a t e s ,   (a)  fo r   each   r e g i s t e r ,   d a t a   wh ich   is  fed   in  at  o n e  

c l o c k i n g   r a t e   is  t h e n   fed   ou t   at  a n o t h e r ,   (b)  d a t a   is  f e d  

i n t o   the   t h i r d   r e g i s t e r   at  t he   same  c l o c k i n g   r a t e   as  i t  

was  fed   out   of  the   s e c o n d   r e g i s t e r ,   and  is   fed   out   of  t h e  

t h i r d   r e g i s t e r   at  the   same  c l o c k i n g   r a t e   as  i t   was  f e d  

i n t o   the   s e c o n d   r e g i s t e r ,   and  (c)  d a t a   is  f ed   i n t o   t h e  

f o u r t h   r e g i s t e r   at  t he   same  c l o c k i n g   r a t e   as  i t   was  f e d  

out   of  the   f i r s t   r e g i s t e r .   and  i s   fed  out   of  the   f o u r t h  

r e g i s t e r   at  t he   same  c l o c k i n g   r a t e   as  i t   was  fed   i n t o   t h e  

f i r s t   r e g i s t e r .  

11.  Data   e n c r y p t i o n / d e c r y p t i o n   e q u i p m e n t   wh ich   i n c l u d e s :  

a  f i r s t   s h i f t   r e g i s t e r   a s s o c i a t e d   w i t h   e n c r y p t i o n   and  a 

s e c o n d   and  a  t h i r d   s h i f t   r e g i s t e r s   a s s o c i a t e d   w i t h  

d e c r y p t i o n ;   t r a n c e p t i o n   means  w h e r e b y   the   o u t p u t   of  t h e  



0 2 1 6 5 9 5  -  40  -  

f i r s t   r e g i s t e r   can  be  s u p p l i e d   to  t he   i n p u t s   of  t h e   s e c o n d  

or  t h i r d   r e g i s t e r s ;   i n p u t   means   f o r   f e e d i n g   p l a i n   f o r m  

da ta   to  t he   f i r s t   r e g i s t e r ;   o u t p u t   means  for   f e e d i n g  

p l a i n   form  d a t a   f rom  the   f o u r t h   r e g i s t e r ;   c l o c k   p u l s e  

means  f o r   e ach   r e g i s t e r   f o r   g i v i n g   a  s e q u e n c e   of  d i f f e r e n t  

c l o c k   s i g n a l s   to  t he   r e g i s t e r s   to  c o n t r o l   the   t r a n s f e r   o f  

t h e i r   c o n t e n t s   t h e r e t h r o u g h :   s y n c h r o n i s a t i o n   m e a n s  

e n a b l i n g   t he   c l o c k   p u l s e   means  f o r   each   r e g i s t e r   to  b e  

s y n c h r o n i s e d   one  w i t h   a n o t h e r ;   and  s w i t c h i n g   m e a n s  

e n a b l i n g   s e c t i o n s   of  the   o u t p u t   of  t he   f i r s t   r e g i s t e r   t o  

be  s u p p l i e d   a l t e r n a t e l y   to  t he   i n p u t s   of  t he   s e c o n d   a n d  

t h i r d   r e g i s t e r s ,   e a c h   s e c t i o n   b e i n g   one  r e g i s t e r   f u l l   o f  

d a t a ,   a r r a n g e d   such   t h a t   when  p l a i n   form  d a t a   i s  

t r a n s f e r r e d   t h r o u g h   the   r e g i s t e r   at  a  p l u r a l i t y   o f  

d i f f e r e n t   c l o c k i n g   r a t e s ,   f o r   e a c h   r e g i s t e r   da ta   w h i c h   i s  

fed  in  at  one  c l o c k i n g   r a t e   i s   f ed   ou t   at  a n o t h e r ,   d a t a   i s  

fed  i n t o   t he   s e c o n d   r e g i s t e r   at   t h e   same  r a t e   as  i t   w a s  

fed  out   of  t he   f i r s t ,   d a t a   i s   f ed   ou t   of  the   s e c o n d  

r e g i s t e r   a t   t he   same  r a t e   i t   was  f ed   i n t o   t he   f i r s t ,   d a t a  

is  fed  i n t o   t he   t h i r d   r e g i s t e r   a t   t he   same  r a t e   i t   w a s  

fed  i n t o   t he   f i r s t   and  d a t a   i s   f ed   out   of  the   t h i r d  

r e g i s t e r   at  t he   same  r a t e   i t   was  f ed   out   of  the  f i r s t .  

12.  Data   e n c r y p t i o n / d e c r y p t i o n   e q u i p m e n t   as  c l a i m e d   i n  

c l a i m   11  in  w h i c h   the   f i r s t ,   s e c o n d   and  t h i r d   s h i f t  

r e g i s t e r s   a r e   a l l   of  e q u a l   c a p a c i t y   and  the   d u r a t i o n   o f  

t ime  t a k e n   to  f i l l   or  empty   each   of  t he   r e g i s t e r   w i t h   d a t a  

is  the  s a m e .  
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13.  Da ta   e n c r y p t i o n / d e c r y p t i o n   e q u i p m e n t   as  c l a i m e d   i n  

c l a i m   11  or  12  in  wh ich   s a i d   c l o c k   p u l s e   means  f o r   e ach   ! 

r e g i s t e r   c o m p r i s e   a  v a r i a b l e   d i v i d e r   d e v i s i n g   c l o c k   p u l s e s   '; 
i 

f rom  a  r e f e r e n c e   f r e q u e n c y   s o u r c e .  

14.  Data   e n c r y p t i o n / d e c r y p t i o n   e q u i p m e n t   as  c l a i m e d   i n  

c l a i m   13  in  which   each  v a r i a b l e   d i v i d e r   i s   c o n t r o l l e d   b y  

c o n t r o l   means  t h a t   s e l e c t   one  of  a  p l u r a l i t y   of  d i f f e r e n t  

s e q u e n c i e s   of  d i f f e r e n t   c l o c k   f r e q u e n c i e s ,   w h i c h   s e q u e n c e  

i s   s e l e c t e d   b e i n g   d e c i d e d   by  the   o u t p u t   of  a  p s e u d o - r a n d o m  

code   g e n e r a t o r .  

15.   Da t a   e n c r y p t i o n / d e c r y p t i o n   e q u i p m e n t   as  c l a i m e d   i n  

c l a i m   14  in  which   wh ich   s e q u e n c e   of  d i f f e r e n t   c l o c k  

f r e q u e n c i e s   is  s e l e c t e d   in  r e s p o n s e   to  each   p o s s i b l e  

o u t p u t   of  the   p s e u d o - r a n d o m   code  g e n e r a t o r   can  be  v a r i e d .  

16.  Da ta   e n c r y p t i o n / d e c r y p t i o n   e q u i p m e n t   as  c l a i m e d   i n  

any  of  c l a i m s   11  to  15  in  wh ich   each  c l o c k   s i g n a l   in  t h e  

s e q u e n c e   of  d i f f e r e n t   c l o c k   s i g n a l s   c o n t a i n s   the  s a m e  

number   of  b i t s .  
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