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A TRANSM:T-SECURE NON-BLOCKING CIRCUIT-SWITCHED LOCAL AREA NETWORK

Field of the Invention

The invention relates to a swiiching arrange-
ment for interconnecting a plurality of work sta-
tions, and more partaicularly, a switching arrange-
ment which is both non-blocking and transmit se-
cure.

Background Art

Communication technology is replete with ap-
paratus and techniques fo provide for communica-
tion between digital devices such as work stations,
where a work station may be a stand-alone com-
puter or an intelligent terminal. The characteristics
of these various interconnection or communication
devices vary in dependence on the requirements
for the particular application. In general, the com-
munication field can be divided into circuit
switched systems akin to the telephone system or
some type of shared media (TDMA, CSMA) which
are of more recent vintage. The present invention
is particularly directed to the problem of intercon-
necting a number of infsiligent work stations which
are assumed {o be physically close to one another
{for example within a building). In the particular
problem solved by the invention, one of the prime
characteristics is a requirement for transmit secu-
rity, that is providing a system in which it is difficult
or impossible for a given work station to "listen™ o
a conversation to which it is not a party. More
pariicularly, if work station A is communicating with
work station B, then there should be no hardware
or software modifications that can be effected sole-
ly within work station C to gain access to conversa-
tion between work stations A and B.

Based on this characteristic, the invention em-
ploys a physical circuit switch, i.e. the invention
discards shared media systems such as those de-
scribed in Coffey Patent 4,470,140 or Brahm et al
Patent 4,494,193. It is a characteristic of shared
media systems that they are neither transmit nor
receive secure, since any work station with access
to the media has access to all the signals passing
on that media.

In accordance with the invention, a connection
established betwesn two communicating work sta-
tions uses a dedicated direct physical link between
them. As a result, there are no layers of protocol or
hardware required to "weed out™ or filter data
packets of information which are not addressed to
one of the work stations involved in the given
conversation. As a consequence of the direct and
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dedicated physical link employed in the conversa-
tion, other work stations cannot delay or prevent
transmission on this link. This characteristic is of
particular importance for real fime and graphics
applications. Ancther consequence of the direct,
dedicated physical link employed in a particular
conversation is the ability to employ simple pro-
tocols and programming for the network interface.

A communications system must be capable of
not only handling the passage of data back and
forth between communicating work stations, but
also of addressing issues raised in the connection
establishment and disestablishment phase of the
conversation. In accordance with the present inven-
tion the connection establishment phase is non-
blocking and interference free. For example, if work
station A is attempiing to contact work station B,
and no other work station (such as a work station
C) is trying to contact work station B, then work
station A will contact work station B without any
delay by the switching system. Furthermore, the
communication phase of the swiiching system is
non-blocking and interference free. That is, if work
station A is involved in communicating with work
station B, then no other work station (such as a
work station C) can interfere with or delay the
conversation between work stations A and B.

In accordance with the invention, each work
station or transceiver) is associated with a port and
the switching system or communications system is
capable of connecting any one of a plurality of n
transceivers to any other of a plurality of tran-
sceivers, where n is an integer greater than 1. The
invention employs a plurality of dedicated bus
lines, a different dedicated bus line for each dif-
ferent pair of the transceivers. A port is provided
for each tfransceiver, each port includes 2(n-1) ter-
minals, each coupled to a different one of the bus
lines. In this fashion, there is a different, dedicated
bus line for ¢ommunication between any given
work station A and any other given work station B.
In order to establish communication between these
work stations, the swiich, when it receives a re-
quest, merely connecis the port associated with
work station A, to that bus line which is dedicated
for the transmission of information between work
stations A and B, in order to direct the information
or data provided by the work sfation A fo work
station B. For bidirectional communication, the
same port connects that different bus line which is
dedicated for transmission between work station B
and work station A {0 a receive terminal for work
station A, so that information transmitted by work
station B will be received at work station A.
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For n work stations, n{n-1) bus lines are re-
quired. In accordance with the invention, the n(n-1)
bus lines are provided in the form of a back plane.
The switch also includes n ports, one for each work
station. When a port receives a request from its
associated work station to establish communication
with a specified work station, a selection is made of
the appropriate dedicated bus line, for both trans-
mitting from the work station and receiving at the
work station. The port then generates and transmits
the necessary connection establishment signals
over the dedicated bus line. At the conclusion of
the connection establishment phase, the port pro-
vides for switching between the back plane and the
associated work station. The port is also sensitive
to connection disestablishment or disconnecting
signals for disconnecting the work station to the
back plane through the port.

Thus the invention provides, in one aspect:

a non-blocking, transmit secure switching system
for connecting any one of a plurality of n tran-
sceivers to any other of a plurality of transceivers,
where n is an integer greater than 1,

a plurality of dedicated bus lines, a different pair of
dedicated bus lines for each different pair of said
transceivers,

a port associated with each transceiver, each port
including 2(n-1) terminals, each coupled to a dif-
ferent one of said bus lines,

each port further including switching means for
connecting said associated transceiver with at least
a selected one of said terminals.

In accordance with another aspect the inven-
tion provides:
apparatus for interconnecting a number of n intel-
ligent work stations, each with a respective port for
controlling the transmission and reception of data
thereby, comprising:
back plane means, comprising n{n-1) bus lines for
transmitting data signals between said ports, each
said port being connected to each of said other
ports by a separate one of said lines for transmit-
ting and a separate one of said lines for receiving
said signals,
means for controlling the transmission from and to
respective work stations, said controlling means
comprising:
first means for selecting appropriate sets of trans-
mitting and receiving lines in accordance with the
set of work stations to be connected,
second means for generating connection establish-
ment signals and transmitting said connection es-
tablishment signals over said appropriate set of
transmitting and receiving lines between said set of
work stations,
third means for switching the data signal transmis-
sions between said set of work stations to said
appropriate set of fransmitting and receiving lines
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upon connection establishment, and

fourth means for disconnecting said switching
means from said appropriate set of transmitting
and receiving lines when said data signal transmis-
sions end.

Brief Description of the Drawings

The present invention will now be further de-
scribed in the following portions of this specifica-
tion to enable those skilled in the art to make and
use the same, when taken in conjunction with the
attached drawings in which like references char-
acters identify identical apparatus and in which:

Fig. 1 is a block diagram showing a typical
application for the present invention;

Fig. 2 illustrates the switching network in
more defail;

Fig. 3 is a block diagram of a typical port 30;
and .
Fig. 4 is a more detailed block diagram of
the port arbitrator element of the typical port 30.

Detailed Description of Preferred Embodiments

Fig. 1 shows a piurality of work stations 10,
e.g. work stations 10-1 through 10-n are particularly
illustrated. Each of these stations (sometimes re-
ferred to as intelligent terminals or transceivers)
can communicate with any other of the work sta-
tions through the switching network 50. The switch-
ing network 50 includes a port 30 dedicated to
each of the different work stations such that there
are ports 30-1 through 30-n. The switching network
50 further includes a back plane 50B which pro-
vides for inter connecting the various ports. It is a
prime object of the invention to provide for a trans-
mit secure swiiching network such that if work
station 10-1 is engaged in communication with
work station 10-n, then there is no way for work
station 10-2 (or for any other work station) to have
access to the conversation between the work sta-
tions 10-1 and 10-n, regardiess of any modifica-
tions to either the hardware or software at the third
party terminal 10-2.

Fig. 2 shows the switching network 50 in more
detail. As has been indicated, there is a port 30 for
each work station. Each port includes Tx and Rx
terminals coupled to the work station such that
digital signals appearing at the terminal Tx will be
received at the associated work station, and on the
other hand digital signals generated by the work
statioq will be received at the port, at the terminal
Rx. The typical port 30 includes a number of other
terminals, in particular 2(n-1) terminals. Half of
these other terminals are receive terminals, for
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receiving information from the dedicated bus lines
to be described, and the other half (the other n-1)
terminals are provided for transmitting information
over a selected one of the dedicated bus lines. The
back plane is shown in diagrammatic fashion in
Fig. 2, not all of the bus lines are specifically
illustrated. There are n{n-1) bus lines, a different
bus line for fransmissions between each different
pair of ports. As will be seen in Fig. 2 the no-
menclature employed to "name” the bus lines is T-
(a.b), where a designates the port which is frans-
mitting and b designates the port which is receiv-
ing. it should be undersiood that this particular
nomenclature is merely a matter of convenience,
and there are many other nomenclatures that could
have been used. An advantage of the nomenclature
can be illustrated by focusing in on particular bus
line T(1,2). it will be seen that this particular bus
line is connected to the T2 terminal of port 30-1,
and is also connected to the R1 fterminal of port
30-2. Thus assuming that the port 30-1 provides a
connection between the Rx terminal and its T2
terminal, and port 30-2 provides a connection be-
tween its R1 terminal and its Tx terminal, then
information received from work station 1 (at the Rx
terminal of port 30-1 which is connected to terminal
T2) will be received at terminal R1 of port 30-2. By
reason of its own internal connection, the same
information will appear at terminal Tx of port 30-2,
and in this fashion information originating at the
work station 1 will be received at the work stafion
2. At the same time, and assuming there is a need
for bidirectional communication, and further assum-
ing that the port 30-1 connects its terminal R2 to its
terminal Tx, and port 30-2 connects its terminal T1
to its terminal Rx, then information transmitting by
the work station 2 will be received at the work
station 1. This bidirectional communication then
uses two dedicated bus lines, e.g. bus line T(1,2),
for transmitting from terminal 1 to terminal 2, and
the different dedicated bus line T(2,1) for transmit-
ting from terminal 2 o terminal 1. Although each of
the other ports in the switch 50 is in near proximity
to these particular bus lines, there is no other port
in the switch 50 which has access to bus lines T-
(1,2) and T(2,1) and thus there is no way for any
other work station to access bus lines T(1,2) or T-
(2.,1). Inasmuch as the signals passing between the
stations 1 and 2 appear on no other bus line,
transmit security is provided.

In a particular embodiment of the invention, the
switching network 50 is housed within a chassis
which includes, in addition to the back plane 50B
and the several ports 30, a power supply. Both
signaliing and data transfer employ the back plane.
In this pariicular embodiment, the chassis could be
a PC expansion chassis, and for a 64 bus line back
plane, eight ports are supported, permitting eight
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work stations to be connected fo the switching
network 50. While more than eight ports per swiich
50 are possible, this would require a more sophisti-
cated allocation of the lines of the back plane or an
additional mother board in the expansion chassis.

In general for n ports, n{n-1) bus lines are used
for signalling and data fransmission. Each port can
selectively transmit on any one of n-1 lines. Each
line is connected to one of the other n-1 ports.
Similarly, each port can selectively listen to any
one of the n-1 fransmissions directed to it.

Each port communicates with its work station
via a RS-422SDLC communication link (for exam-
ple; clearly other standards could be employed, as
well). On command from the associated work sta-
tion, the port: .

1. selects the appropriate bus line for trans-
mission and reception,

2. signals the remote port, by {ransmitting
flags on the transmit line,

3. waits for an acknowledgement from the
remote port (or times out),

4. sends a verification acknowledgement,
and

5. permits the work station to use the switch.

When a port detects a communication request,
the port:

1. selects the appropriate transmission and
reception lines,

2. sends an acknowledgement, requesting
verification that an OPEN (a communication re-
quest from a remote port) was initiated,

3. waits for the verification (or times out),
and

4. informs its associated work station of the
connection, permitting the wok station o use the
switch 50.

While the work station is engaged in transmit-
ting to a remote work station, its port listens to the
fransmissions of the work station for a CLOSE (a
command to terminate communications) message.
Upon observing a close command, the port dis-
connects the work station from the switch 50. Note
that the port does not buffer the work station's
communications, it talks to the work station and
controls the link to the other poris.

Because a port has no contro! over scheduling
communications, the possibility exists of simuita-
neous or overlapping requests for communication.
Accordingly, a port arbitrator is provided. The port
arbitrator:

1. provides for paraliel monitoring of the re-
ception lines that it is connected to,

2. provides for individual masking of lines,

3. provides for a vectored interrupt or polled
response to lines,

4. provides for fixed or rotating prioritized
response to lines,
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5. provides for programmable slope detec-
tion on lines (the ability to determine just what
types of lines transitions will be detected),

6. provides arbitrator functioning under firm-
ware control,

7. provides for arbitration of concurrent re-
quests, and

8. provides for queuing of muitiple requests.

The block diagram of a typical port 30 is
shown in Fig. 3. As shown, the terminal Rx is
coupled to TXMUX 305. The TXMUX 305 is con-
trolled in turn by the microprocessor 303 via con-
trol lines 310. The output of the TXMUX 305 is
coupled to the transmitting terminals of the port,
such as the terminals T2 . . . Tn for port 30-1. Of
course, in use TXMUX 305 couples its input (from
Rx) to a selected one of the transmit terminals T2-
Tn. On the other side, the terminals R2 . . . Rn of
the port 30-1 are coupled as inputs to a RXMUX
302 and a port arbitrator 306. The RXMUX 302 is
also controlled by the microprocessor 303 via con-
trol lines 311. in use RXMUX couples a selected
one of the receive terminals R2-Rn to the switch
301. The port arbitrator 306 may be an edge sen-
sitive device that monitors (in parallel) all receive
terminals. As will be described below, the arbitrator
306 can be implemented by an interrupt controlier,
such as an AMD, AM9519A or Intel 8258. In gen-
eral a caller (or port) sends flags on its fransmit line
(dedicated to the particular destination port) in or-
der to initiate a call. When the receiving arbitrator
306 detects a potential caller, it passes the calling
port ID to the microprocessor 303. Because the
arbitrator 306 might consider noise as being a valid
transmission, the microprocessor 303 goes through
a handshake protocol, which has aiready been de-
scribed. The handshake protocol could be elimi-
nated if a reliable test for "receiving flags” is
available from the multi-protocol chip 304. In that
case only one level of acknowledgement (as op-
posed to the acknowledgement and verification
which are described above) is required. This reli-
able feature is found in the Intel MPSC. Switch 301
is provided to enable the work station to receive,
and as indicated it is also controlied by the micro-
processor 303. The muiti-protocol chip 304 is a
serializer/deserializer converting 8-or 16-bit data
bytes or words from the processor to a sequence
of data bits to be fransmitted on the data line.
Similarly it converis a sequence of bits from a
receive line to a byte or word. It also provides for
timing synchronization and error detection proto-
cols for packing bit sequences into data packets.

When call establishment is completed, the
microprocessor 303 controls the TXMUX 305 to
pass data received from the Rx terminal to a speci-
fied one of the transmit terminals, that particular
one of the fransmit terminals which corresponds to
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the port associated with the work station to which
the transmissions are being directed. Likewise, the
microprocessor 303 controls the RXMUX 302 to
couple that specific one of the receive terminals -
(identified with the port associated with the work
station from which information is expected) through
the switch 301 {o the Tx terminal.

Fig. 4 shows a detailed block diagram of one
particular embodiment of the port arbitrator 306.
The port arbitrator is comprised essentially of the
AMDS519A, and includes chips 3061 and 3062.
The use of two chips allows for a 16-way arbitrator.
This can be expanded {o serve more than 16 lines
by cascading additional controllers. The interrupt
request pins REQ, through REQ; of chip 3061 and
similar pins of the chip 3062 are each coupled t0 a
different one of the receive lines RO through R15.
Of course if there are eight or less receive termi-
nals (such as shown in Fig. 3), then chip 3062 can
be eliminated. The chips include, in addition,
PROCESSOR-READ, PROCESSOR-WRITE, PRO-
CESSOR INTERRUPT ACKNOWLEDGE, PRO-
CESSOR SELECT A, PROCESSOR SELECT B,
PROCESSOR SELECT DATA/COMMAND termi-
nals as well as PROCESSOR DATA (0:7). The
PROCESSOR-READ is used by the microproces-
sor 303 to read the registers in the arbitrator 306.
The PROCESSOR-WRITE is used by the micropro-
cessor 303 to initialize the arbitrator 306, mask
requests, identify requests, etc. The
DATA-COMMAND is used to address control
structures in the arbitrator 306. PROCESSOR
DATA attaches the arbitrator 306 to the data bus of
the microprocessor 303. The PROCESSOR INTER-
RUPT is used to attach the arbitrator 306 for inter-
rupt type operations at the port.

The chips 3061 and 3062 include a plurality of
registers, and in particular an interrupt request reg-
ister, an interrupt service register, and interrupt
mask register and a response memory. The inter-
rupt request register is an 8-bit register in which a
bit is set when the corresponding request line is
set. The interrupt service register indicates pending
interrupts and indicates all lower level interrupts are
disabled. The interrupt mask register is used to
mask individual interrupt levels. The response
memory is a 32 x 8 read/write memory. It stores up
to four bytes of response for each request line.

The AMD9519A provides for different control
structures in order to provide a variety of
apradigms for the port arbitrator. The different con-
trol capabilities inciude:

1. priority mode -either fixed (such as for
example REQ, is the highest, REQ; is the lowest)
or rotating using a round robin schedule,
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2. vector sslection -more particuiarly, an in-
dividual vector can be selected and used to imple-
ment special routines for particular ports, or a com-
mon vector can be used to call the connection
establishment routine for all poris,

3. REQ polarity -this seis the controller to
respond to either active high or active low inputs.

In operation, depending upon the conirol struc-
ture selected, when a receive line is activated -
(either high or low) one of the two operations will
ensue:

1. an interrupt is generated to the port con-
troller 303, or

2. an interrupt service register bit is set
(particularly for polled mode operation).

in either event, the port controller 303 will
receive a vector corresponding to the calling port.
The controller 303 can then lock out all other
request lines on the arbitrator 306 and follow the
normal connection establishment procedure. The
port connection establishment protocol will now be
described in connection with the flow charts repre-
sented by Figs. 5 and 6.

Fig. 5 is a flow diagram of the steps effected at
a typical port, such as port x (associated with a
work station x) when the associated work station x
requests connection to a specified port Y. The work
station x manifests its desire 1o communicate with
work station y. The work station x places appro-
priate signals on the line coupled to the port's Rx
terminal. These signals are sensed by the mul-
tiprotocol chip 304 (see Fig. 3) to stimulate the
microprocessor 303. The microprocessor 303 then
effects function F1. Function F1 selects a particular
line of the bus for the transmission and reception
functions. If, as we have assumed, we are illustrat-
ing the functions carried out at the port x when the
work station x desires to communicate with work
station y, then the transmit line fo be used is T-
{xy) and the receive line o be used is T(yx).
Function F1 is carried out by controlling the
TXMUX 305 and the RXMUX 302. Function F2
then fransmits a flag to the port y (over the con-
ductor T(xy)). Function F3 is a delay for receipt of
an acknowledgement from port y. The acknowl-
edgement will be received on the line T(y.x)} at the
RXMUX 302 and it will be transmitted to the micro-
processor 303 via the lines 311. Assuming that the
acknowledgement is received, then function F5
sends a verification (a further flag, message or
packet) to port y. Function F6 then merely reports,
to the work station x, that its connection to the
desired work station y has been completed.
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On the other hand, if the acknowledgement
from port y is not received, then after an appro-
priate time out period function F4 is effected to
deselect (or reverse) the controls implemented at
function F1. Function F7 returns a busy to the work
station x informing the work sfation that work sta-
tion y is not available.

If the connection was successfully completed,
the work station x is enabled to communicate with
the work station y. These communications (on the
fransmit side) flow to the terminal Rx of the port x
associated with work station x, through the TXMUX
305 (via the already established connection to the
specified terminal), onto the selected line of the
back plane (see Fig. 2) which is coupled only to
one of the receive terminals of the port v. In the
reverse direction (for communication from the work
station y to the work station x) information is placed
on a different, dedicated line T(y,x) by one of the
transmit terminals of the port y. The only other
connection to this particular dedicated line T(y.x) is
one of the receive ierminals of the port x. This
particular receive terminal has been enabled to be
coupled through the RXMUX 302 by the selection
procedure of function F1. The information then
flows through the switch 301 to the Tx terminal of
the port x and then to the work station x. It should
be apparent from the foregoing that there is no
buffering involved. The port does, however, monitor
the information or messages being passed between
the work stations x and y for the presence of a
close command. This close command will appear
at either or both of the TXMUX 305 or RXMUX
302. On recognizing such a command, the micro-
processor 303 deselects or reverses the selections
effected by function F1 to thereby disconnect the
port x (and the work station x) from the back plane
50B.

Fig. 6 illustrates the flow chart effected by the
microprocessor 303 at a typical port x, when a
remote port Y attempis to call the port x. This
aitempt is manifested by a flag appearing on one
of the receive terminais of the port x. Since the
receive terminals are connected to the arbiirator
306, the presence of the flag can be detected by
the port arbitrator 306. This detection is commu-
nicated to the microprocessor 303. At this point,
the microprocessor 303 is informed of the identity
of port Y (and of course it knows its own identity)
and therefore it can effect function F8, to select the
appropriate transmit and receive terminals. Note
that the same terminals are selected at function F8
as are selected at function F1; this is a con-
sequence of the fact that there is one and only one
line in the back plane 50B for the fransmission of
information from port x to port Y, and only one but
a different line for the transmission of information
from port Y to port x.
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Function F9 sends an acknowledgement to port
Y (over T(xy)) acknowledging receipt of the flag
which stimulated the performance of function F8.
Function F10 then waits for a verification acknowl-
edgement from port Y. Assuming that is received,
then function F11 reports a connection fo work
station Y, to its associated work station, work sta-
tion x.

On the other hand, if the verification acknowl-
edgement from port Y is not received prior to the
time out, then function F12 deselects (reverses) the
selection effected by F8.

Once port connection is established, commu-
nications flow in an unbuffered fashion between the
connected ports. The port monitors the flow for a
close command. On receipt of a close command a
function similar to F2 is effected. During a particu-
lar call the port will not acknowledge another call
request. Thus the invention provides for a non-
blocking, transmit secure switch to interconnect the
plural work stations.

It should be apparent that a particular embodi-
ment of the invention has been described. Various
changes will be apparent to those skilled in the art
which are within the spirit and scope of the inven-
tion which is to be construed in accordance with
the following claims.

Claims

1. A non-blocking, transmit secure switching
system (50) for connecting any one of a plurality of
n transceivers (10) to any other of said plurality of
transceivers, where n is an integer than 1,

a plurality of dedicated bus lines T (1,m), a dif-
ferent pair of dedicated bus lines for each different
pair of said transceivers,

a port (30) associated with each transceiver, each
port including 2(n-1) terminals, each coupled to a
different one of said bus lines, each port further
including switching means (301) for connecting
said associated transceiver with at least a selected
one of said terminals.

2. The switching system of claim 1 wherein
said switching means connects said associated
transceiver with two of said terminals for bidirec-
tional communications.

3. The switching system of claim 1 in which
said port includes arbitrator means (306) coupled
to n-1 terminals of said port for responding io
requests to engage in communication appearing on
any of said n-1 terminals.

4. The switching system of claim 1, further
including:
back plane means (50B), comprising n(n-1) bus
lines for transmitting data signals between said
ports, each said port being connected to each of
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said other ports by a separate one of said lines for
transmitting and a separate one of said lines for
receiving said signals,

means for controlling the transmission from and to
respective work station, said conirolling means
comprising:

first means for selecting appropriate sets of trans-
mitting and receiving lines in accordance with a set
of work stations to be connected,

second means for generating connection establish-
ment signals and fransmitting said connection es-
tablishment signals over said appropriate set of
transmitting and receiving lines between said set of
work stations,

third means for switching the data signal transmis-
sions between said set of work stations to said
appropriate set of transmifting and receiving lines
upon connection establishment, and

fourth means for discommecting said switching
means from said appropriate set of transmitting
and receiving lines when said data signal transmis-
sions end.

5. The switching system of claim 4 wherein:
said third means includes a first multiplexer (302)
for connecting data signals received from said work
station to a first selected one of said bus lines, and
a second multiplexer (305) for connecting data
signals from a second selected one of said bus
lines to said work station,
and wherein said port further includes means (303)
responsive to a selection, by said first means, for
controlling said third means in identifying said first
and said second selected bus line.

6. The switching system of claim 4 in which
each of said work stations is associated with a
dedicated port and in which each said dedicated
port includes:

a transmit multiplexer (305) coupled between said
work stations and a selected set of said bus lines,

a receive multiplexer (302) coupled between said
work stations and a different selected set of said
bus lines, and

control means (303) coupled to both said transmit
and receive multiplexers for controlling the same.

7. The switching system of claim & in which
said control means includes a processor and an
arbitrator, said arbitrator also coupled to said dif-
ferent selected set of said bus line.
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