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® Fault tolerant system and method of majority voting.

@ The invention relates to an apparatus for rendering a plurality of sub-data processing systems to a fault
tolerant system and a method for majority voting, wherein input Signals supplied to the plurality of redundant
subsystems are input to an output selecting circuit after an output of a subsystem is changed from an output
signal of a subsystem having a most reliable output signal to another output signal of another subsystem having
a lower reliable output signal in turn using self-diagnosis and cross-diagnosis in each subsystem according to
majority voting rules. The output selecting circuit outputs a signal selected by the majority voting rules based on
the output signals from the subsystems. FIG 1
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FAULT TOLERANT SYSTEM AND METHOD OF MAJORITY VOTING

FIELD OF THE INVENTION

The present invention relates to an apparatus for rendering a plurality of redundant subsystems to a
fault tolerant system and a method of majority voting by cross-diagnosing the subsystems which is well
suited to render a system fault redundant.

BACKGROUND OF THE INVENTION

In recent years, computers have come to play important roles with the progress thereof. In con-
sequence, the reliability of the computers has come to be eagerly requested. As the causes of maifunctions
which spoil the reliability of the computers, there are mentioned permanent failure of hardware, bugs in
software, transient data errors ascribable to electrical noise and the irradiation of radiation, etc.

For heightening the reliability of a system, there is employed a method wherein subsystems constitut-
ing the system are made redundant and multiplied. Regarding methods of handling the outputs of the
multiplexed subsystems, "A Highly Efficient Redundancy Scheme: Self-Purging Redundancy”, IEEE Trans-
actions on Computers, Vol. C-25, No. 6, June 19786, written by Mr. Jacques Losg, states in Figs. 2 and 3
and its explanation on page 570 a method.of making decision by majority voter and a method of changing-
over outputs on the basis of the cross-diagnostic resulis of the subsystems.

Referring o the prior art, the outputs of redundant subsystems are input to the elementary switch. In
the elementary switch, only the input signals which coincide with the output signal of the majority voter is
output to the voter. The voter produces the system output by majority voting of the output signals of the
elementary switch. In the prior art mentioned above, the method based on the decision of majority voting
has had a drawback that the majority voter cannot output a normal signal unless two or more subsystems or
modules are normal as disclosed in paragraph one on the right column on page 570 thereof. Namely, when
a breakdown occured in the redundant subsystems and a humber of normal subsystem is one, the system
is never operated normally. -

SUMMARY OF THE INVENTION

An object of the present invention is to provide an apparatus for rendering a plurality of redundant
subsystems 1o a fault tolerant system which is able to select and output a normal signal as the whole
system whenever there is a normal subsystem and a method for majority voting in a fault tolerant system.

Definition of Terms

The definition of terms for use in this specification will be indicated below:

Reliability of Output Signal (Reliability of Output):

Probability at which an output signal is correct. It is expressed as a function of syndrome observed
within a system.

Cross-diagnostic Result:

Result of a diagnosis made among a plurality of redundant subsystems. It is determined by a seli-
diagnostic result and inter-subsystem data comparison result, i.e. the agreement/disagreement of the output
data. A cross-diagnostic result expresses the normality/abnormality of each subsystem which is an object
to-be-diagnosed. The present invention consists principally in providing a means of a cross-diagnosis. 7

The cross-diagnosis is determined by respective subsystems. That is, different results are sometimes
produced, by different subsystems which are diagnostic subjects.
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A cross-diagnostic result 4-i (i natural numbers from 1 to N) indicates the cross-diagnostic result
determined.in the subsystem 1-i. That is, i denotes No. of a subsystem which is a diagnostic subject.

Decided Result:

It is determined, judging from the cross-diagnostic results 4-1 - 4-N collectively. Which subsystem
output is to be selected, is determined by the decided result. A decided result S-i indicates information on

‘whether a subsystem 1-i is normal or abnormal, where i denotes No. of a subsystem which is an object to

be decided. :

In order to accomplish the above object, the present invention adopts means as follows:

1. A subsystem which has been diagnosed normal in consequence of a self-diagnosis and the
proceSSes result of which agrees with that of another subsystems is regarded as being normal, and the
output thereof is delivered as a final output. '

2. In the absence of a subsystem which satisifies the condition of the step 1 . a subsystem the
processed result of which agrees with that of another subsystem is regarded as being normal, and the
output thereof is delivered as a final output.

3. In the absence of a subsystem which satisfies the condition of the step 2, a subsystem which has
been diagnosed normal in consequence of a self- dragnosns is regarded as being normal, and the output
thereof is delivered as a final output.

4. In the absence of the subsystem which satisifes the condition of the step 2 , the delivery of an
output is suspended,or a signal for giving a warning that no normal output is available is delivered.

Let Pde denote a defective report rate (the probability at which a subsystem is erroneously decided
normal in spite of being abnormal) of self-diagnosis, Pae denote a probability at which- erroneous data items
agree, and Pe denote a probability at which an error occurs.

Assuming that the erroneous data items error at randem, "a probability at which they agree is

:VCionsrdered a probability at which two random data items agree and is expressed as:
Pac = 27 (1)

- where n: bit length of the data.
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Since the bit length n of the data usually has a large value,
Pae= 0 (2)
holds, and the following is considered be true:

- Pae < Pde (3)

Considering the above, the reliabilities Rd of the outputs in the respectlve cases of the means 1, 2 and
3 become

1l: Rd=1—P§-P§E -ngl ' 7 eeee. (4)
2: ra = (1 - ¥ . 2821 el (5)
3: Rd = (1 - X . pX ) R

where k: number of the subsystems decided normal. :
Using the means, the outputs whose reliabilities are decreasmgly lower in the order of the cases 1, 2

~and 3 are successrvely selected. That is, the output of the h:ghest reliability in the redundant subsystems is
selected.

BRIEF DESCRIPTION OF THE DRAWINGS

~Fig. 1 shows a first embodiment of the present invention;
Fig. 2 shows a second embodiment of the present invention;
Fig. 3 shows a third embodiment of the present mventron in the case where the result of a self-
diagnosis is in two stages;
Fig. 4 shows a fourth embodiment of the present invention in the case where the self-diagnostic
result is lower in a defective report rate than the checked result of data;
Fig. 5 is a fifth embodiment of the present invention showing a modified embodiment of Fig. 1 which
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is added thereto a judgment whether a reliability of the output of the system is higher than a desired value;

Fig. 6 shows a sixth embodiment of the present invention in the case where the allowable ievels of
the reliabilities of an output are set;

Fig. 7 shows an example of hardware for performing the present invention;

Fig. 8 illustrates a block diagram of a subsystem of the present invention;,

Fig. 9 illustrates a output selecting circuit of the present invention;

Fig. 10 shows a diagram for explaining procedures of self-diagnosis and cross-diagnosis in each
subsystem;

Fig. 11 shows an embodiment of hardware for performing the present invention;

Fig. 12 shows an example of coding based on the C-language; and

Fig. 13 is a diagram showing examples of data formats.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

Fig. 1 shows a basic embodiment of the present invention. By adopting an algorithm shown in Fig. 1, a
subsystem having a highest reliability Rd can be selected.

As shown by the formulae (4), (5) and (6), the reliability Rd of the output can be indicated by the results
of the self-diagnosis and data comparison between subsystems shown in Fig. 10, namely, syndrome of
each subsystem.

Referring to Fig. 1, the syndromes 1, 2, --- L are indicated in the order of a high degree syndrome to a
low degree syndrome as follows:

Rd (Syndrome 1) > Rd (Syndrome 2) > --- > Rd
(Syndrome L) 7) . -

The syndrome 1 denotes the best condition in which abnormality is not detected at all. The syndrome L
denotes the worst condition in which abnormality is detected in all check items. For instance, when the
check items comprise the self-diagnosis and the data comparison, the syndrome 1 denotes that abnormality
is not detected in the self-diagnosis and the data of subsystems are same and the syndrome L denotes that
abnormality is detected by the self-diagnosis and the data of subsystems are not same. '

According to the algorithm shown by Fig. 1, a subsystem having a highest degree reliability Rd can be
selected among many subsystems by lowering in turn from the highest degree syndrome to lower degree
syndrome as follows:
if any subsystem has Syndrome 1
then select the subsystem(s) which has Syndrome 1,
else if any subsystem has Syndrome 2
then select the subsystem(s) which has Syndrome 2,
else if any subsystem has Syndrome L-1,
then select the subsystem(s) which has Syndrome L-1,
else output fail safe signal.

Fig. 2 shows another fundamental embodiment of the present invention, which is an algorithm for
selecting the output of a subsystem with the highest reliability in a case where the following holds:

Pae < Pde )

Incidentally, in the drawings, "normal” expresses an event showing that the pertinent subsystem has been
decided normal in consequence of a self-diagnosis, and "agree" expresses that another subsystem the
processed result of which agrees- with that of the pertinent subsystem exists.

Method of Self-diagnosis

In the case of a computer system by way of example, methods using the following have hitherto been

proposed for the self-diagnosis, and any of them may be employed:

1. Information signifying that a bit error has been corrected or detected by an ECC (Error Correcting
Code) encoder/decoder added to a RAM;

2. Results detected by an error deteéting function in a microprocessor (such as a bus error and an
address error);

3. Executed result of a function diagnosing program for hardware;

4. Checked result of distributedly arranged data items where important data-is prepared as the
multiplexed items even in an identical subsystem beforehand, and when disagreement has been detected
by checking the data items, the data is corrected according to decision by majority;
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_ 5. Error detection result by an error detecting function added to an arithmetic unit or-the like; and so
on. )

Grades of Self-diagnostic Result

Fig. 3 shows the embodiment in the case where the result of a self-diagnosis has several stages (two
stages in the case of this embodiment). For example, when the information of the aforementioned case 1
signifying that the bit error has been corrected or detected by an ECC is used as the result of the self-
diagnosis, information items in two stages of 1-bit error correction and 2 bit error detectlon are obtained as
the result. :

With the ECC based on a conventional SEC-DEC (Single Error Correction Double Error Detection) code,
when an error of three or more bits has occurred, it is detected as a 1-bit or 2-bit error. In addition, the error
of three or more bits sometimes fails to be detected though with a very low possibility. Accordingly, even in
a case where a correctable 1-bit error has been detected or where no error has been detected, the error of
three or more bits might have occurred.

Letting "Normal 1" express an event that the bit error is not involved, and "Normal 2" express an event
that an error of 2 or more bits is not involved, and letting defective report rates on the respective occasnons
be-Pde1 and Pde2, the following relationship holds:

Pae < Pdel < Pde2 (8)
The outputs of the subsystems whose output reliabilities are as follows can be successively selected by

this embodiment:

Rd = (1 - P& . P&, - PXCLy ceees (9)
Rd = (1 - pX . pX., - PXCLy eee. (10)
rRd = (1 - p% . pXZL) | ceen. (11)
Rd = (1 - PE - Biey) | ceiee (12)
Rd = (1 - P¥ . p%,) e (13

Besides, in a case where the defective report rate of the self-diagnostic result is very low and where
Pae > > > Pdel (14)
holds, an output may be selected according to an aigorithm shown in Fug 4.

Setting of Reliability Level of Qutput

Referring to Fig. 5, the grade of the syndrome is lowered in the order of the Syndrome 1 to the

‘Syndrome L-1. When there is a subsystem whose reliability is higher than a desired value, the output of the

subsystem is selected. When there is no subsystem which fquI”S the above-mentioned condition, a fail safe

_signal is output.

According to- ‘the embodiment shown in Fig. 5, it is prevented that the subsystem having the reliability
less than the desired value does not output its signal so that the operation of the subsystem can be secured
safely. '

The desired value of the reliability can be set by a value of level shown in Fig. 6. Not only the survival
probability of a system, but also the safety thereof can be maintained in such a way that, when an output
satisfying theé required level is not obtained, the delivery of the output is suspended, or a signal indicative of
a warning is delivered.

Here, the levels express the required levels of the reliabilities, and depending upon the values thereof,
the following can be heid:
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2 : rd > (1 - 2% . pK_ . pKil cee.. (15)
1:Rrd > (1-25 . pX2d eer. (16)
0 :Rd 2 (1L -pP% . 2K ceee. (A7)

The safety of a controller is necessary for maintaining the fail-safe operation of a controlled object, and
it is an especially important function in the fields of applications, such as a traffic control, in which the
malfunction of a system endangers human lives or confuses society seriously.

In addition, according to this embodiment, a fault tolerant computer capable of meeting various
purposes by the identical system configuration can be constructed by selecting an appropriate level. By
way of example, in a computer which is used in a commercial on-line system, enhancement in availability
must be primarily considered. In such a case, when the level stated before in the formula (15) is set at 0, a
highest avaiiability can be attained though a lowest limit level of the reliability of an output lowers. In
contrast, in a computer which is used for the flight control of an airplane or the like, the reliability of an
output must be primarily considered. In such a case, the level stated earlier in the formula (16) is set at 2,
whereby a highest output reliability can be attained. In this manner, according to this embodiment, the
compatibility between the availability and the output refiability or the trade-off there-between having hitherto
been difficult becomes very easy.

Besides, in some uses of computers, a level of a required reliability needs to be changed during an
operation. In, for example, the flight control of an airplane, appropriate levels are set in several stages. of
flights, whereby the safety of occupants can be guaranteed. Let's consider the takeoff of an airplane. The
level stated before is set at "2" until a velocity of V1 is exceeded, whereby when the computer has any
trifling trouble, the takeoff can be immediately suspended. After the velocity of V1 has been exceeded, the
level stated before is set at "1" or "0", whereby the airplane can continue its acceleration to take off and
thereafter make a landing.

Hardware Configuration

Fig. 7 shows an example of hardware for performing the present invention.

The complicated decisions of the conditions as stated above are needed for performing the present
invention. In a computer system, therefore, the condition decisions (cross-diagnoses) should preferably be
made by sofiware, and they should preferably be made by redundant subsystems 1-1 - 1-N in order to
multiplex them. Information items, such as the results of the self-diagnoses and processed resulis
necessary for the cross-diagnoses, are exchanged via a communications line 2 which connects the
subsystems. In a case where the single final output of the system needs to be determined, an output
selection circuit 5 may lastly select the final output 6 from among outputs 3-1 -3-N by means of hardware,
using cross-diagnostic results -(information items indicating whether the respective subsystems are normal
or abnormal) 4-1 - 4-N based on the condition decisions made by the software. ]

Fig. 8 shows an example of the configuration of each individual subsystem. A subsystem 1-1 can be
configured in 'such a way that a computer which is constituted by a bus 101, an MPU (Micro Processing
Unit) 102, an ECC encoder/decoder 103, a RAM (Random Access Memory) 104, a DMAC (Direct Memory
Access Conirolier) 105, a ROM (Read Only Memory) 106, an input interface 107 and an output interface
108 is additionally provided with a cross-diagnostic result output interface 109 and an. inter-subsystem
communications interface 110.

The output selection circuit 5 may conform to an MV (Modified Voter) the block diagram of which is
shown in Fig. 9.

Table 1 exemplifies a logic table of a switch matrix which is on the upstream side of a majority voter
having three inputs for constructing the MV in the case where the number of the subsystems is 4. In this
table, S1-S4 denote decided results (information items indicating whether the subsystems 1-1 - 1-4 are
normal or abnormal) S1-S4 for the subsystems 1-1 - 1-4, and 3-1 - 3-4 denote outputs from the subsystems
1-1 - 1-4. F.S. deénotes a fail safe signal ("all 0" or "all 1"), and ~ denotes "dont care™.

In a case where all the subsystems 1-1 - 1-3 are decided normal, namely in a case where all S1 - S3
are 1, a majority voter 15 with three inputs is supplied with the outputs 3-1 - 3-3 of the subsystems 1-1 - 1-
3, and it performs the same operation as the ordinary decision by majority. In a case where one of the
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subsystems t-1 - 1-3 has fallen into a fault status, the output 3-4 of the subsystem 1-4 is applied to the
majority voter instead of the output of the faulty subsystem. For instance, in a case where the subsystem 1-
1 has fallen into a fault status (S1 =0, S2-84 = 1), the output 3-4 of the subsystem 1-4 is input to the majority
voter instead of the output 3-1 of the subsystem 1-1. In a case where, in accordance with the switch matrix,

~only one subsystem is normal with the others being abnormal, the majority voter has all its input terminals

supplied with- the outputs of the normal subsystem, and it delivers the same signal as the outputs of the
subsystem.

In a case where the MV is used for triple redundant systems, the decided result S4 of the subsystem 1-
4 should be made a fault, namely, "0". In this case, the logic table of the switch matrix is shown by Table 2.

- In a case where all the subsystems 1-1 -1-3 are decided normal, the majority voter 15 is supplied with the

outputs 3-1 -3-3 of the subsystems 1-1 - 1-3, and it performs the same operation as the conventional
majority voting. In a case where only one subsystem is normal with the others being abnormal, the majority
voter is supplied with the output of the normal subsystem as in the case of the quadruple multiplexing, and
it delivers the same signal as the output of the subsystem.

In a case where the MV is used for double redundant systems, the decided results S3 and S4 of the
subsystems 1-3 and 1-4 should be made fauits, namely, "0's". In- this case, the logic table of the switch
matrix is shown by Table 3. In a case where both the subsystems 1-1 and 1-2 are decided normal, the
result of a majority decision among 3-1, 3-2 and F.S. is obtained as the output of the majority voter. Herein,
in case of 3-1 = 3-2, the output of 3-1 (= 3-2) is obtained. Besides, in a case of 3-1 #3-2, the signal of "all-
1's" or "all-0's", namely, F.S. is obtained as the output of the majority voter 15 for the reasons that 3-1 and
3-2 are either "1" or "0" and that F.S. is either "all-1's" or "all-0's". In a case where one of the subsystems

“1-1 and 1-2 is decided normal, the majority voter has all its terminals supplied with the output of the

subsystem decided normal, and it delivers the output of the subsystem decided normal.

Table 1

S1 | S2 | 83| S4 |  Selection Data

1 1 . 3-1 32 | 33
1 1 0 1 3-1 32 | 34
1 0 1 1 3-1 3-4 | 33
0 1 1 1 34 | 32| 33
1 1 0 0 31| 32 | FS.
1 0 1 0 31 | FS. | 3-3
1 0 0 1 3-1 32 | FS.
0 1 1 0o | Fs. | 32 | 33
0 1 0 1 34| 32 | F8.
0 0 1| 1| 34 |Fs, 3-3
1 0 0 0 31 | 31 | 3-1
0 1 0 0 3-2 | 32| 32
0 0 1 0 3-3 | 33| 33
0 0 0 1 34 | 34 | 34
0 0 0] o | Fs. | Fs. | Fs.
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Table 2

S1 82 | 83 Selection Data

1 1|1 31| 32 | 33
1 1 0 3-1 32 | FsS.
1 0§ 1 31 | FS. 3-3
0 1 1 F.S. 3-2 3-3

1 0 0 3-1 3-1 3-1
0 1 0 3-2 3-2 3-2
0 0 1 3-2 3-3 3-3
0 0 0 FS. { FS. | FS.

Table 3

St 82 Selection Data

1 1 3-1 3-2 F.S.
1 0 3-1 3-1 3-1
0 1 3-2 3-2 3-2
07 0 FS. | FS. | FS.

Referring to Fig. 10, data processed signals at the data processing circuits 200-1 - 200-N are
exchanged between the subsystems 1-1 - 1-N via the communication lines 2 and used at the data
comparison circuits 201-1 -201-N (not shown). The output signals 203-1 - 203-N of the self-diagnosis
circuits 202-1 - 202-N are also exchanged among the subsystems. The deciding circuits 204-1 - 204-N (not
shown) of the subsystems 1-1 - 1-N determine the results 4-1 - 4-N of the cross-diagnoses which indicate
the oufputs of subsystems to be selected by the method of the present invention on the basis of the results
of the data comparisons 201-1 - 201-N and the exchanged self-diagnoses 203-1 - 203-N. The selecting
circuits 205-1 - 205-N (not shown) select the output signals 3-1 - 3-N (not shown) of each subsystem.

The output selecting circuit 5 selects the final output signal 6 among the output signals 3-1 - 3-N of the
subsystems based on the resulis 4-1 - 4-N of the cross-diagnoses.

If there is a mistake in design or manufacture of the subsystems 1-1 - 1-N, the output signals of the
data processing circuits 200-1 - 200-N has same errors. In this case, erroneous data processing signals
coincide with each other causing erroneous output from the output selecting circuit 5. For preventing these
drawback, the design or manufacture of the subsystems has to be made in design diversity.

The method of the design diversity is as follows:

1. The hardware of the subsystems 1-1 - 1-N is designed or manufactured in different method;

2. The data processing circuits 200-1 - 200-N, the data comparison circuits 201-1 - 201-N, the
deciding circuits 204-1 - 204-N, or the selecting circuits 205-1 - 205-N are designed or manufactured,
respectively. ' .

The method of above-mentioned 2 is called N-Version Programming. The N-Version Programmnng is
carried out by a set of programs written in different languages for each version to enhance the indepen-
dency between the versions.

The decided results 400-1 - 400-N are prepared by one of:

1. a method in which they are produced from the cross- dnagnostnc results 4-1 - 4-N by a decision
circuit 5 explained in Fig. 9 and the Tables 1-3;

2. a method in which, out of the cross-diagnostic results 4-1 - 4-N of the subsystems 1-1 - 1-N, those
of appropriate subsystems are respectively retrieved and used as the decided results Sy - Sy; and so on.
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Further, in the method 2 , in order to prevent erroneous decided results Sy - Sy from being delivered
due to the runaway of a microprocessor or the like, the output interfaces 10-1 -10-N of the decided results

Sy -Sy of the respective subsystems may be provided with key codes as illustrated in Fig. 11, thereby
_making it necessary to write specified key code data in order for the decided results S1 - Sy to be normal.

Besides, as disclosed in Fig. 9, the MV and the decision-circuits are multiplexed, and the outputs
thereof are combined by the majority decision circuits; whereby the lowering of reliability attributed to the
complicated circuit arrangements of the MV and the decision circuit can be prevented, and a system of still
higher reliability .can be provided. 7 :

Fig. 12 exemplifies the program for processing by a computer based on the C-language. "Agree"
expresses the agfeement/disagreement of output data at the data comparison circuits 201-1 - 201-N,

"check" the normahty/abnormallty of the results of the self-dlagnoses and "good" the cross-diagnostic
results 4-1 -4-N. With each bit of the data items "agree". "check" and "good" denoting the
normality/ebnormahty of respective subsystems as shown in Fig. 13, so as to indicate a H level for the
normal subsystem and a L level for the abnormal subsystem. For instance, in a case where the data of the

“subsystem 1-1 does not coincide with the data of other subsystems 1-2 - 1-N and the data of other
“subsystems 1-2 - 1-N coincide each other, the one bit from the -LSB side of the variable "agree" becomes

L(0) level and other bits become H(1) level. In a case where only the subsystem 1-1 is judged normal by
the self-diagnoses, the one bit from the LSB side of the variable check becomes L(0) level and other bits
becomes H(1) level. )

By deciding the structures of the vanables of agree and check as mentioned above, the necessary
judgment for obtaining the results of the cross-diagnoses 4-1 - 4-N, namely the variable good can be made
by the logical operations of the respective bits in the variables of agree and check so shown in Fig. 13.
According to this embodiment, by appropriately type-declaring the variables "agree”, "check" and "good”,
systems of any desired degrees of multiplexing can be coped. with by the identical algorithm.

According to the present invention, in a case where a large number of subsystems survive, a selection
criterion for an output can be rendered severe to obtain the output of high reliability, and in a case where
the number of the surviving subsystems has decreased, the selection criterion can be moderated to ensure
the survival of the whole system. Besides, in a case where the. reliability of the output does not satisfy a
required level, a warning is given by way of example, whereby the fault-security of the operation of the
system can be ensured.

Further, since any desired degree of redundancy can be readily coped with, the versatility of the design
of a fault-tolerant computer system can be enhanced.

Claims

1. An apparatus for rendering a plurality of redundant subsystems to a fault tolerant system in which
input signals are supplied to the plurality of the subsystems and outputs from the subsystems are supplied
to an. output selecting circuit after a self-diagnosis and data comparisons among each subsystem are
executed in each subsystem, respectively, and the output selecting circuit outputs a selected signal by
majority voting based on output signals from the subsystems,
characterized in that
the output selecting circuit
- selects at first a most reliable output signal from a subsystem in wh|ch abnormality is not detected as a
result of the self-diagnosis and whose data comparison with another subsystem coincides each other as a
result of the data comparison,

- selects an output signal of a subsystem which has a second-hlghest output reliability based on the self-
diagnosis and the data comparison in an absence of a subsystem which is most reliable, and
- selects an output signal of a subsystem which has a next lower output reliability based on the self-

- diagnosis and the data comparison in an absence of a subsystem which has the second-highest output

reliability. .

2. A method of majority voting in a fault tolerant system in which mput signals are supplied to a plurality
of redundant subsystems and outputs from the subsystems are supplied to an output selecting circuit after
a self-diagnosis and data comparisons among each subsystem are executed in each subsystem, respec-
tively, and the output selecting circuit outputs a selected- signal by majority voting based on output signals
from the subsystems,
characterized by following steps: .

1) selecting at first a most reliable output signal from a subsystem which is decided as normal as a
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result of the self-diagnosis and whose data comparison with other subsystems coincides each other as a
result of the data comparison; )

2) selecting an output signal of a subsystem having a second-highest output reliability in which a data
comparison with other subsystems coincides each other in an absence of a subsystem of the highest
reliability, and

3) selecting an output signal of a subsystem having a third-highest output reliability which is decided
as normal as a resuilt of the self-diagnosis in an absence of a subsystem which has the second-highest
output reliability. '

3. The method according to claim 2, wherein
- the selection step 1) further decides the most reliable output signal on the basis that a bit error is not

“involved as a result of the self-diagnosis,

- the selection step 2) further decides the subsystem to have the second-highest output reliability based on
judgments that an error of 2 or more bits is not involved as a result of the self-diagnosis;
- the selection step 3) further decides the subsystem to have the third-highest output reliability based on a
judgment that a data comparison with other subsystems coincides each other as a result of the data
comparison, and following further selection steps are carried out:
4) selecting an output signal of a subsystem which has a fourth-highest output reliability based on a
judgment that a bit error is not involved as a result of the self-diagnosis in an absence of a subsystem
which has the third-highest output reliabiiity, and
5) selecting an output signal of a subsystem which has a fifth-highest output reliability based on a judgment
that an error of 2 or more bits is not involved as a result of the self-diagnosis in an absence of a subsystem
which has the fourth-highest output reliability.

4. The method according to claim 2, wherein
- the selection step 2) further selects an output signal of a subsystem having the second-highest output
reliability when its reliability is higher than a desired value based on the self-diagnosis and the data
comparison, and
- the selection step 3) further selects an output signal of a subsystem having the next-lower output reliability
when its reliability-is higher than a desired value based on the self-diagnosis and the data comparison.

5. The method according to claim 2, wherein
- the selection step 2) further selects an output signal of a subsystem having the second-highest output
reliability based on a judgment that a data comparison with other subsystems coincides each other and a
set level is less than 2, and
- the selection step 3) further selects an output signal of a subsystem having the third-highest output
reliability based on a judgment that a data comparison with other subsystems coincides each other and a
set level is less than 1.

6. The apparatus according to claim 1, wherein data processes at said subsystems are treated by
different programs, respectively, using a N-version program.

10
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