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Description 

This  invention  has  as  its  object  a  system  of  man- 
agement  of  data,  relating  to  security,  based  on  criteria 
of  distributed  intelligence. 

As  it  is  known,  in  general,  thef  tproof  and  burglar- 
proof  security  installations,  which  are  used  for  the 
protection  of  high-risk  premises  such  as  banking  in- 
stitutions  and  the  like  are  now  made  up  of  three  basic 
components,  which  are  correlated  and  conceptually 
distinct,  namely:  the  central,  connections  and  sen- 
sors. 
An  example  thereof  is  described  by  TN-Nachrichten 
No.  87,  1985  in  an  article  headed:  "Verteilte  Intelli- 
genz  in  Gefahrenmeldesystemen". 

In  such  types  of  installations  the  central  has  the 
function  of  collecting,  by  the  connections,  the  signals 
that  originate  at  the  sensors,  when  the  latter  are  ac- 
tivated  by  outside  events,  and  the  sensors  simply 
constitute  passive  elements  that  have  only  the  func- 
tion  of  detecting  a  signal  but  are  not  able  to  provide 
for  its  immediate  processing,  at  least  for  some  types 
of  functions. 

This  dispersion  creates  notable  collection  prob- 
lems  and  does  not  make  it  possible  to  obtain  a  truly 
effective  service,  able  to  meet  the  individual  needs 
that  occur. 

The  object  of  the  invention  is  to  eliminate  the 
above-mentioned  drawbacks  by  achieving  a  system 
of  management  of  data,  relating  to  security,  based  on 
criteria  of  distributed  intelligence,  which  makes  it  pos- 
sible  to  have  sensors  able  to  perform  determined 
functions  and  to  be  interconnected  to  follow  an  overall 
program  for  the  entire  defense  system. 

In  particular,  said  data  management  system 
should  be  able  to  use,  by  interconnection  of  the  vari- 
ous  sensors,  the  data  network  existing  in  banking  in- 
stitutions,  thus  having  the  possibility  of  simplifying 
the  connections  themselves  and  making  them  effi- 
cient. 

Further,  the  system,  according  to  this  invention, 
makes  it  possible  to  correlate,  by  logical  programs, 
signals  coming  from  various  sensing  sections,  to  fil- 
ter,  on  a  single  device,  possible  false  alarms  and  spu- 
rious  signals  coming  from  the  environment. 

Finally,  in  the  management  system  a  particular 
sensor  unit  is  provided,  which  constitutes  an  optimal 
block  for  the  entire  functioning  system. 

The  above-mentioned  object  as  well  as  said  aims 
and  others,  which  will  be  shown  better  below,  are  ach- 
ieved  by  a  data  management  system,  relating  to  se- 
curity,  based  on  criteria  of  distributed  intelligence, 
characterized  by  the  characterizing  portion  of  the  ap- 
pended  claim  1. 

A  said  plurality  of  sensor  units  are  connected  to 
a  main  loop,  able  to  verity  and  organize  the  data  re- 
ceived  from  individual  sensor  units  in  a  file. 

Further,  a  concentrator  is  provided,  able  to  ac- 

cess  data  filed  in  the  main  loop  and  to  make  a  com- 
parison  between  the  data  and  its  own  logical  maps. 

The  concentrator  communicates  with  a  comput- 
er,  at  the  central  level,  using  data  networks  existing 

5  in  the  banking  institutions. 
Further  characteristics  and  advantages  of  the  in- 

vention  will  be  shown  better  by  an  examination  of  the 
description  of  a  preferred,  but  not  exclusive,  embodi- 
ment,  of  a  data  management  system,  relating  to  se- 

10  curity,  based  on  the  criteria  of  distributed  intelligence, 
which  is  illustrated  in  the  accompanying  drawings  in 
which: 

fig.  1  represents  a  block  diagram; 
fig.  2  represents  the  block  diagram  of  a  main 

15  loop. 
With  particular  reference  to  the  numerical  sym- 

bols  of  said  figures,  it  is  noted  that  the  data  manage- 
ment  system,  relating  to  security,  based  on  criteria  of 
distributed  intelligence,  comprises  a  plurality  of  sen- 

20  sor  units,  indicated  overall  by  reference  number  1  . 
Each  sensor  unit  has  a  significant  processing  ca- 

pacity  and  contains  an  8-bit  microprocessor  and  has 
32  K  of  ROM  and  32  K  of  RAM. 

Further,  internally,  the  sensor  unit  has  two  EIA 
25  standard  serial  interfaces. 

The  sensor  unit  manages  the  communications  on 
one  of  the  interfaces,  by  a  standard  protocol,  which 
permits  its  connection  to  the  network. 

Further,  the  sensor  unit  has  input  and  output 
30  ports,  which  allows  interfacing  of  the  sensor  with  ex- 

ternal  security  devices,  operating  with  ON/OFF  log- 
ics. 

In  its  practical  use,  sensor  unit  1  performs  the 
task  of  managing,  in  an  optimal  way,  the  sensors  that 

35  it  has  on  board,  for  example  of  the  type:  seismic,  mi- 
crophone,  thermal. 

In  particular,  it  performs  a  series  of  local  activities 
such  as:  calculation  of  mobile  media,  elimination  of 
offset,  detection  of  peaks  and  of  threshold  slow  pas- 

40  sages,  comparison  of  variable  thresholds  and  the 
like. 

Besides  the  specific  operations  relating  to  its 
sensors,  the  sensor  unit  collects  and  transfers  data 
from  and  for  external  security  devices. 

45  For  example,  it  is  possible  to  connect  to  a  sensor 
unit  eight  open  logic  inputs  (contacts  with  resistances 
in  series)  ~  and  four  actuators  controlled  by  contacts. 

The  input  lines  coming  from  the  external  devices 
are  monitored  by  using  the  intelligence  of  the  sensor 

so  unit,  with  a  modulation  logic  of  the  supply  voltage  of 
the  lines  themselves. 

Further,  the  sensor  unit  interprets,  as  commands, 
some  messages  routed  by  the  network  and  trans- 
forms  them  into  activations  of  the  corresponding  out- 

55  puts  (for  example,  microwave  test  devices,  other  test 
devices). 

The  concentration  of  the  messages  exchanged 
with  the  sensor  units  and  the  connection  between  the 
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network  of  sensor  units  and  the  central  system  take 
place,  by  a  specialized  card,  with  loop  function,  which 
is  connected  to  a  concentrator  consisting  of  a  person- 
al  computer. 

Each  main  loop,  indicated  by  2,  is  able  to  manage 
a  network  of  sixteen  sensor  units,  which  is  turn  are 
connected  to  clusters  of  ON/OFF  security  devices, 
and  to  concentrate  their  data. 

Advantageously,  main  loop  2  consists  of  a  card 
compatible  with  the  bus  of  any  MS/DOS  personal 
computer;  several  main  loop  cards  can  be  introduced 
into  a  personal  computer,  to  enable  the  latter  to  con- 
centrate  the  data  supplied  by  several  groups  of  six- 
teen  sensor  units. 

More  in  detail,  each  main  loop  2  exhibits  a  buffer 
1  0  in  communication  with  sensors  1  and  connected  to 
a  USART  group  11,  which,  by  a  line  12,  is  in  commu- 
nication  with  a  data  bus  13,  placed  between  ROM  32 
K,  RAM  32  K  and  RAM  32  K,  indicated  by  14,  and  a 
control  group  15. 

Line  12  is  connected  to  input  coupling  16  and  out- 
put  coupling  17,  and  also  to  a  second  USART  group 
18,  which,  by  buffer  19,  is  connected  to  a  HOST  com- 
munication  line. 

Buffer  1  9  is  then  connected  to  a  buffer  20,  which 
communicates  with  a  multiplier  21  for  return  to 
USART  group  18,  controlled  by  a  baud  speed  gener- 
ator  22,  associated  with  a  baud  speed  generator  23, 
of  group  11  and  interconnected  to  a  real  time  clock24, 
controlled  by  a  clock  generator  connected  to  group 
15. 

Coupling  input  1  6  and  coupling  output  1  7  are  con- 
nected  to  one  another  by  a  PC  interruption  line  30  and 
are  connected  to  a  PC  data  bus  31  . 

The  functions  of  the  security  system  are  distrib- 
uted  at  three  different  levels  corresponding  to  the  hi- 
erarchical  levels  of  the  network. 

The  first  level  consists  of  sensor  unit  1  ,  and  at  this 
level  functions  are  delegated  that  have  a  local  value; 
in  particular,  management  of  going  beyond  thresh- 
olds  and  of  the  states  of  the  sensors  or  devices  ex- 
ternal  to  the  sensor  unit,  which  give  rise  to  "events" 
to  be  communicated  to  the  higher  level. 

Further,  sensor  unit  1  performs  management  of 
test  cycles  and  diagnostics  of  the  various  sensors. 

Main  loop  2  has  the  task  of  managing  the  proto- 
cols  of  communication  with  the  cluster  of  sensors;  it 
does  not  perform  logical  functions  on  the  data  re- 
ceived  from  the  various  sensor  units  but  verifies  it 
and  organizes  it  in  a  file,  in  which  it  is  accessible  by 
a  concentrator,  indicated  by  3. 

The  concentrator  performs  a  filtering  action  on 
the  events  indicated  by  the  various  sensor  units,  com- 
paring  them  with  its  own  logic  maps. 

These  logic  maps  can  refer  to:  modalities  of  proc- 
essing  of  events,  schedules  of  activation,  type  of  ef- 
fect  desired,  messages  to  be  correlated,  physical  lo- 
cations,  and  others. 

In  addition,  the  maps  refer  to  the  connection  be- 
tween  events  indicated  by  the  different  sensor  units 
and  to  the  management  of  the  sequence  of  events, 
actually,  in  some  cases  and  event,  by  itself,  is  not  a 

5  cause  for  alarm  but  becomes  one  in  case  it  is  fol- 
lowed,  within  a  certain  interval,  by  one  or  more  events 
of  another  type. 

The  management  of  these  maps  comprises  the 
recognition  of  time  zones  for  which  the  concentrator 

10  manages  a  clock,  with  hour  and  data,  and  able  to  dis- 
tinguish  holidays  and  work  half-days. 

In  addition,  concentrator  3  has  a  magnetic  disk 
unit  and  a  printer,  on  which  are  recorded  the  events, 
alarms  and  modifications  made  in  the  logic  maps 

15  which  define  the  functioning  of  the  entire  system. 
In  turn,  the  concentrator  is  able  to  communicate 

with  a  computer  4,  at  the  central  level,  being  able  to 
be  introduced  in  the  data  system  of  a  banking  insti- 
tute,  by  the  hardware  and  software  supports  them- 

20  selves  (modems,  concentrators,  protocols,  data  net- 
works)  used  for  the  transactions. 

With  respect  to  the  central  computer,  it  consti- 
tutes  the  node  of  the  concentration  of  the  data  and 
management  of  the  functions  relative  to  security:  it 

25  sends  the  signal  of  alarms  detected  and  possibly  re- 
ceives  updating  of  the  maps  and  orders  for  local  op- 
erations. 

On  concentrator  3  is  installed  a  user  interface 
software  that  has  the  task  of  guiding  the  operator  in 

30  the  definition  of  logic  areas,  time  zones,  holiday  pro- 
gramming,  test  cycles,  connections,  introduction  of 
overtime,  disabling  of  broken  sensors  and  otherfunc- 
tions  at  the  system  level,  and  to  transform  these  indi- 
cations  into  logic  maps. 

35  The  invention,  as  conceived,  is  capable  of  numer- 
ous  variants  and  modifications,  all  coming  within  the 
scope  of  the  inventive  concept. 

Further,  all  the  details  can  be  replaced  by  other 
technically  equivalent  elements. 

40  In  practice,  the  means  used,  because  they  are 
compatible  with  the  specific  use,  can  be  any  kind,  de- 
pending  on  the  requirements. 

45  Claims 

1.  Data  management  system,  relating  to  security, 
based  on  criteria  of  distributed  intelligence,  com- 
prising  a  plurality  of  sensor  units,  said  plurality  of 

so  sensor  units  being  connected  to  a  main  loop  able 
to  verify  and  organize  the  data  received  from  the 
individual  sensor  units,  in  a  file;  a  concentrator 
being  further  provided,  able  to  access  the  data 
stored  in  the  main  loop  and  to  make  a  comparison 

55  between  the  data  and  its  own  logic  maps;  the 
concentrator  communicating  with  a  computer,  at 
the  central  level,  using  the  data  networks  existing 
in  the  banking  institutions,  characterized  by  the 

3 
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fact  that  each  one  of  said  sensor  units  is  able  to 
manage  specific  sensors  of  the  seismic,  micro- 
phone,  thermal  type  and  to  perform  a  series  of  lo- 
cal  activities  comprising  calculation  of  mobile  me- 
dia,  elimination  of  offset,  detection  of  peaks  and  5 
of  threshold  slow  passages,  comparison  of  vari- 
able  thresholds,  interpretation  of  messages  rout- 
ed  by  the  network  and  activation  of  correspond- 
ing  outputs,  and  the  like. 

10 
2.  Management  system  according  to  the  preceding 

claim,  wherein  each  sensor  unit  has  the  function 
of  performing  the  management  of  going  beyond 
the  threshold  and  of  the  states  of  the  sensors  or 
devices  external  to  the  sensor  unit,  which  give  15 
rise  to  events  to  be  communicated  at  the  higher 
level. 

3.  Management  system  according  to  one  or  more  of 
the  preceding  claims,  wherein  each  sensor  unit  is  20 
able  to  perform  the  management  of  test  cycles 
and  diagnostics  of  the  various  sensors. 

4.  Management  system  according  to  one  or  more  of 
the  preceding  claims,  wherein  sixteen  sensor  25 
units  are  connected  to  each  main  loop. 

5.  Management  system  according  to  one  or  more  of 
the  preceding  claims,  wherein  the  logic  maps  re- 
fer  to:  modalities  of  processing  the  events,  acti- 
vation  schedules,  type  of  effect  desired,  messag- 
es  to  be  correlated,  physical  location  and  the  like. 

6.  Management  system  according  to  one  or  more  of 
the  preceding  claims,  wherein  the  logic  maps  are 
able  to  make  connections  between  events  indi- 
cated  by  different  sensor  units,  also  the  manage- 
ment  of  sequences  of  events. 

siert,  mit  mehreren  Sensoreinheiten,  die  miteiner 
Hauptschleife  verbunden  sind,  welche  die  von 
den  einzelnen  Sensoreinheiten  empfangenen 
Daten  in  einer  Datei  verif  izieren  und  organisieren 
kann;  wobei  fernerein  Konzentratorvorgesehen 
ist,  der  auf  die  in  der  Hauptschleife  gespeicher- 
ten  Daten  zugreifen  kann  und  einen  Vergleich 
zwischen  den  Daten  und  seinen  eigenen  Logik- 

tabellen  ausfuhren  kann;  wobei  der  Konzentrator 
mit  einem  Computer  auf  der  zentralen  Ebene  in 
einer  Datenaustauschbeziehung  steht,  welcher 
die  in  Bankinstituten  vorhandenen  Datennetze 

5  verwendet,  gekennzeichnet  durch  die  Tatsache, 
dalijede  der  Sensoreinheiten  spezialisierte  Sen- 
soren  des  seismischen,  mikrophonischen,  ther- 
mischen  Typs  verwalten  kann  und  eine  Reihe  von 
lokalen  Aktivitaten  ausfuhren  kann,  die  die  Kalku- 

10  lation  beweglicher  Medien,  die  Beseitigung  von 
Offsets,  die  Erfassung  von  Spitzenwerten  und 
von  Schwellen-Langsamdurchgangen,  den  Ver- 
gleich  variabler  Schwellenwerte,  die  Interpretati- 
on  von  vom  Netz  geleiteten  Nachrichten  und  die 

15  Aktivierung  von  entsprechenden  Ausgangssi- 
gnalen  und  dergleichen  umfassen. 

2.  Verwaltungssystem  gemali  dem  vorangehenden 
Anspruch,  bei  dem  jede  Sensoreinheit  die  Funk- 

20  tion  besitzt,  die  Verwaltung  der  Uberschreitung 
des  Schwellenwertes  und  derZustande  der  Sen- 
soren  oder  der  der  Sensoreinheit  aulierlichen 
Einrichtungen,  die  Anlali  fur  Ereignisse  geben, 
die  auf  der  hoheren  Ebene  ausgetauscht  mus- 

25  sen,  auszufuhren. 

3.  Verwaltungssystem  gemali  einem  oder  mehre- 
ren  der  vorangehenden  Anspruche,  bei  dem  jede 
Sensoreinheit  die  Verwaltung  von  Prufzyklen 

30  und  der  Diagnose  der  verschiedenen  Sensoren 
ausfuhren  kann. 

4.  Verwaltungssystem  gemali  einem  oder  mehre- 
ren  der  vorangehenden  Anspruche,  bei  dem  mit 

35  jeder  Hauptschleife  sechzehn  Sensoreinheiten 
verbunden  sind. 

5.  Verwaltungssystem  gemali  einem  oder  mehre- 
ren  der  vorangehenden  Anspruche,  bei  dem  sich 

40  die  Logiktabellen  beziehen  auf:  Modal  itaten  der 
Verarbeitung  der  Ereignisse,  Aktivierungsplane, 
Typ  der  gewunschten  Wirkung,  zu  korrelierende 
Nachrichten,  physikalische  Lokalisierung  und 
dergleichen. 

45 
6.  Verwaltungssystem  gemali  einem  oder  mehre- 

ren  der  vorangehenden  Anspruche,  bei  dem  die 
Logiktabellen  Verbindungen  zwischen  Ereignis- 
sen  herstellen  konnen,  die  durch  verschiedene 

50  Sensoreinheiten  angegeben  werden,  und  aulier- 
dem  Folgen  von  Ereignissen  verwalten  konnen. 

7.  Verwaltungssystem  gemali  einem  oder  mehre- 
ren  der  vorangehenden  Anspruche,  dadurch  ge- 

55  kennzeichnet,  dali  der  Konzentrator  Magnetplat- 
teneinheiten  und  einen  Drucker  besitzt,  urn  die 
Ereignisse,  Warnungen  und  Modifikationen,  die 
in  der  Logiktabelle  geschaffen  werden,  aufzu- 

7.  Management  system  according  to  one  or  more  of  40 
the  preceding  claims,  wherein  the  concentrator 
has  magnetic  disk  units  and  a  printerto  record  the 
events,  alarms  and  modifications  made  in  the 
logic  map. 

45 

Patentanspruche 

1.  Datenverwaltungssystem,  das  die  Sicherheit  be- 
trifft  und  auf  Merkmalen  verteilter  Intelligenz  ba-  50 

4 
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zeichnen. 

Revendications 

1.  Systeme  de  gestion  de  donnees,  ayant  trait  a  la 
securite,  base  sur  le  fait  d'une  intelligence  repar- 
tie,  comprenant  une  serie  d'ensembles  capteurs, 
cette  dite  serie  d'ensembles  capteurs  etant  reliee 
a  une  boucle  principale  capable  de  verifier  et 
d'organiser  dans  un  fichier  les  donnees  recues 
des  ensembles  capteurs  individuels  ;  un  disposi- 
tif  concentrateur  etant  de  plus  prevu,  lequel  est 
apte  a  acceder  aux  donnees  emmagasinees 
dans  la  boucle  principale  et  a  effectuer  une 
comparaison  entre  les  donnees  et  ses  propres 
cartes  logiques,  le  dispositif  concentrateur 
communiquant  avec  un  calculteur,  au  niveau  cen- 
tral,  utilisant  les  reseaux  de  donnees  qui  existent 
dans  les  institutions  de  banques  de  donnees,  ca- 
racterise  par  le  fait  que  chacun  des  dits  ensem- 
bles  capteurs  est  capable  de  gerer  des  capteurs 
specifiques  du  type  sismique,  microphonique, 
thermique,  et  d'accomplir  une  serie  d'activites  lo- 
cales  comprenant  le  calcul  de  milieux  mobiles, 
I'elimination  de  deports,  la  detection  de  pics  etde 
passages  lents,  la  comparaison  de  seuils  varia- 
bles,  Interpretation  de  messages  achemines  par 
le  reseau  et  I'activation  de  sorties  correspondan- 
tes,  et  analogues. 

2.  Systeme  de  gestion  selon  la  revendication  prece- 
dente,  dans  lequel  chaque  ensemble  de  capteur 
remplit  la  fonction  d'effectuer  la  gestion  des  de- 
passements  de  seuil  et  des  etats  des  capteurs  et 
de  dispositifs  exterieurs  a  I'ensemble  capteur,  qui 
produisent  des  evenements  devant  etre  commu- 
niques  au  niveau  superieur. 

3.  Systeme  de  gestion  selon  une  ou  plusieurs  des 
revendications  precedentes,  dans  lequel  chaque 
ensemble  capteur  peut  accomplir  la  gestion  de 
cycles  d'essais  et  de  diagnostics  des  divers  cap- 
teurs. 

4.  Systeme  de  gestion  selon  une  ou  plusieurs  des 
revendications  precedentes,  dans  lequel  seize 
ensembles  capteurs  sont  relies  a  chaque  boucle 
principale. 

5.  Systeme  de  gestion  selon  une  ou  plusieurs  des 
revendications  precedentes,  dans  lequel  les  car- 
tes  logiques  concernent  :  des  modalites  de  trai- 
tement  des  evenements,  I'activation  des  listes,  le 
type  d'effet  desire,  les  messages  a  faire  corres- 
pondre,  la  situation  physique  et  similaires. 

6.  Systeme  de  gestion  selon  une  ou  plusieurs  des 

revendications  precedentes,  dans  lequel  les  car- 
tes  logiques  peuvent  realiser  des  liaisons  entre 
des  evenements  indiques  par  differents  ensem- 
bles  capteurs,  et  aussi  la  gestion  de  sequences 

5  d'evenements. 

7.  Systeme  de  gestion  selon  une  ou  plusieurs  des 
revendications  precedentes,  dans  lequel  le  dis- 
positif  concentrateur  comprend  des  ensembles 

10  de  disques  magnetiques  et  une  imprimante  afin 
d'enregistrer  les  evenements,  les  alarmes  et  les 
modifications  apportees  a  la  carte  logique. 
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