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©  An  IC  card  having  a  CPU  (28)  and  a  memory 
(31)  is  used  in  on-line  and  off-line  modes.  The 
memory  (31)  has  a  nonrewritable  first  memory  area 
(31c)  for  storing  a  basic  function,  and  a  rewritable 
second  memory  area  (31a)  capable  of  storing  a  user 

application  program.  The  IC  card  includes  a  circuit 
(40)  for  switching  between  enabling  and  disabling 
accesses  to  the  second  memory  area  in  response  to 
the  mode  of  the  on-line  and  off-line. 
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Portable  electronic  device  having  versatile  program  storage 

The  present  invention  relates  to  a  multifunc- 
tional  portable  electronic  device  such  as  an  IC 
card,  which  incorporates,  e.g.,  a  CPU,  a  data  mem- 
ory,  a  built-in  battery,  and  the  like,  and  is  solely 
used  to  provide  an  electronic  calculator  function,  a 
time  display  function,  and  the  like,  and  is  inserted 
in  a  terminal  in  use. 

Conventionally,  multifunctional  IC  cards  have 
been  developed.  An  IC  card  of  this  type  incor- 
porates  a  CPU  (control  element),  a  data  memory, 
and  the  like,  has  a  keyboard,  a  display  unit,  and 
the  like,  and  is  solely  used  to  provide  an  electronic 
calculator  function,  a  time  display  function,  or  the 
like,  or  is  inserted  in  a  terminal  in  use.  The  CPU, 
the  data  memory,  and  the  like  are  incorporated  as 
an  LSI. 

In  an  IC  card  of  this  type,  a  program  is  exam- 
ined  according  to  specifications  presented  by  a 
customer,  and  thereafter,  programming,  debugging, 
tests,  and  the  like  are  performed.  Then,  the  manu- 
facture  of  a  new  LSI  is  started  from  design  of  a 
mask.  In  this  case,  basic  functions  are  stored  in  a 
program  memory  comprising  a  mask  ROM. 

For  this  reason,  every  time  specifications  are 
changed  or  a  new  function  is  added,  an  LSI  must 
be  manufactured,  resulting  in  high  cost  of  the  LSI, 
i.e.,  an  IC  card.  In  addition,  a  development  period 
(mainly  for  a  program)  is  undesirably  prolonged. 

It  is  an  object  of  the  present  invention  to  pro- 
vide  a  portable  electronic  device  which  can  prevent 
an  increase  in  cost,  and  can  shorten  a  develop- 
ment  period. 

A  portable  electronic  device  of  the  present 
invention  comprises  a  control  element,  and  a  mem- 
ory  means,  and  is  used  in  an  on-  or  off-line  mode. 
The  memory  means  has  a  nonrewritable  first  mem- 
ory  area  for  storing  basic  functions  of  the  device, 
and  a  rewritable  second  memory  area  for  storing  a 
user  application  program.  Access  to  the  second 
memory  area  is  enabled  in  the  on-line  mode  but  is 
disabled  in  the  off-line  mode. 

This  invention  can  be  more  fully  understood 
from  the  following  detailed  description  when  taken 
in  conjunction  with  the  accompanying  drawings,  in 
which: 

Figs.  1  to  5  are  views  for  explaining  an  em- 
bodiment  of  the  present  invention,  in  which: 

Fig.  1  is  a  schematic  block  diagram  showing 
an  arrangement  of  an  electrical  circuit  of  an  IC 
card; 

Fig.  2  is  a  plan  view  showing  an  arrange- 
ment  of  the  IC  card; 

Fig.  3  is  a  perspective  view  showing  a  termi- 
nal  for  the  IC  card; 

Fig.  4  shows  a  memory  map  of  a  data  mem- 

ory;  and 
Fig.  5  is  a  circuit  diagram  showing  an  ar- 

rangement  of  a  memory  controller. 
An  embodiment  of  the  present  invention  will  be 

5  described  below  with  reference  to  the  accompany- 
ing  drawings. 

In  Fig.  2,  reference  numeral  10  denotes  an  IC 
card  as  a  portable  electronic  device,  which  is  a 
multifunctional  IC  card  having  various  functions 

jo  (applications).  For  example,  IC  card  10  has  an  on- 
line  function  (on-line  mode)  used  with  a  terminal 
(not  shown),  an  off-line  function  (off-line  mode)  in 
which  IC  card  10  is  solely  operated,  and  a  standby 
state  wherein  only  a  timepiece  function  is  enabled. 

75  The  off-line  function  includes  an  electronic  cal- 
culator  mode  in  which  the  card  can  be  used  as  an 
electronic  calculator,  a  clock  mode  for  displaying  a 
time  of  a  timepiece  for  a  user,  an  electronic  note 
(memorandum)  mode  in  which  addresses,  names, 

20  telephone  numbers,  and  the  like  are  registered  or 
read  out,  and  a  purchase  mode  in  which  IC  card  10 
is  utilized  as  a  plurality  of  kinds  of  credit  cards. 
Thus,  IC  card  10  can  be  solely  used  in  the  mode  of 
this  function. 

25  In  the  purchase  mode,  IC  card  10  stores  a 
balance,  a  valid  date,  purchase  records,  and  the 
like.  Upon  every  purchase,  a  purchase  amount  is 
subtracted  from  the  balance  stored  in  IC  card  10 
and  purchase  information  is  recorded.  When  the 

30  balance  in  IC  card  10  becomes  zero  or  the  valid 
date  expires,  a  secret  code  is  issued  from  a  con- 
tract  bank,  thus  updating  the  contents  of  the  IC 
card. 

Contacts  portion  1  1  arranged  at  a  position  des- 
35  ignated  by  the  standards  of  a  card,  keyboard  12 

including  20  keys,  and  display  unit  13  arranged  on 
a  surface  portion  above  keyboard  1  2  and  formed  of 
a  liquid  crystal  element  are  arranged  on  the  sur- 
face  of  IC  card  10. 

40  Contacts  portion  1  1  includes  a  plurality  of  ter- 
minals  11a  to  11f,  i.e.,  an  operation  power  supply 
voltage  (Vcc,  +5  V)  terminal,  an  EEPROM  write 
power  supply  voltage  terminal  (Vpp,  +  12  V  to  +24 
V),  a  ground  terminal,  a  clock  signal  terminal,  a 

45  reset  signal  terminal,  and  data  I/O  terminals. 
Keyboard  12  includes  selection  keys  (M1,  M2, 

M3,  and  M4)  12a  for  selecting  processing  oper- 
ations  corresponding  to  kinds  of  card,  i.e.,  various 
credit  cards,  cash  cards,  and  the  like,  ten-key  pad 

50  12b,  four-arithmetic  rule  keys,  that  is,  addition  (  +  ) 
key  12c,  subtraction  (-)  key  12d,  division  (@*-)  key 
12e,  multiplication  (x)  key  12f,  decimal  point  (.)  key 
12g,  and  equal  (  =  )  key  12h. 

Addition  key  12c  is  used  as  a  NEXT  key,  i.e.,  a 
mode  selection  key  for  selecting  a  mode  during  a 

2 
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display  of  a  date  and  time  in  the  off-line  mode. 
Subtraction  key  12d  is  used  as  a  BACK  key,  i.e.,  a 
key  for  returning  a  display  state  of  display  unit  13 
to  a  previous  state.  Multiplication  key  12f  is  used 
as  a  start  key.  Decimal  point  key  12g  is  used  as  a 
NO  key  or  an  end  key.  Equal  key  12h  is  used  as  a 
YES  key  or  a  power-on  key. 

When  equal  key  12h  is  depressed  as  the 
power-on  key,  a  CPU  (to  be  described  later)  is 
released  from  a  HALT  state,  and  causes  display 
unit  13  to  display  time  and  date  as  an  operation 
start  message. 

In  this  state,  when  keys  of  ten-key  pad  1  2b  are 
depressed,  IC  card  10  is  set  in  the  electronic 
calculator  mode,  and  four  arithmetic  operations  can 
be  performed. 

Addition  key  12c  as  the  mode  selection  key  is 
used  as  a  key  for  advancing  the  display  state  of 
display  unit  13  which  is  displaying  date  and  time  to 
another  mode.  Every  time  addition  key  12c  is  de- 
pressed,  the  electronic  memorandum,  time  set, 
date  set,  purchase  transaction  modes,  and  the  like 
are  displayed  on  display  unit  13  as  a  menu.  When 
these  modes  are  executed,  equal  key  12h  is  de- 
pressed  as  the  YES  key.  Thus,  the  selected  mode 
can  be  executed. 

Display  unit  13  is  a  16-digit  display,  each  digit 
of  which  has  a  5  x  7  dot  matrix. 

Fig.  3  shows  an  outer  appearance  of  IC  card 
reader/writer  16  connected  to  a  terminal  dealing 
with  IC  card  10  (e.g.,  a  personal  computer).  More 
specifically,  reader/writer  16  is  electrically  connect- 
ed  to  contacts  portion  11  of  IC  card  10  inserted 
from  card  slot  17,  and.  reads  or  writes  data  from  or 
in  a  memory  of  IC  card  10. 

IC  card  reader/writer  16  is  connected  to  a  main 
body  of  personal  computer  PC  through  a  cable. 

An  electrical  circuit  of  IC  card  10  is  arranged, 
as  shown  in  Fig.  1.  This  circuit  adopts  a  low-power 
consumption  design  using  the  CMOS  techniques. 
The  electrical  circuit  comprises  contacts  portion  1  1  , 
communication  circuit  21,  reset  circuit  22,  power 
supply  regulator  23,  internal  battery  (built-in  bat- 
tery)  25  of,  e.g.,  3  V,  battery  checker  24  for  check- 
ing  if  a  voltage  value  of  built-in  battery  25  is  equal 
to  or  higher  than  a  rated  value,  clock  controller  26, 
oscillator  27,  as  an  arithmetic  clock  quartz  oscilla- 
tor,  for  outputting  a  signal  at  an  oscillation  fre- 
quency  of  200  kHz  (high-speed  clock),  control  CPU 
(central  processing  unit)  28,  mask  ROM  29  for 
storing  a  basic  program  and  data  necessary  for  it, 
work  memory  30,  data  memory  31,  comprising  an 
EEPROM,  for  storing  an  ID  number,  data,  and  the 
like,  and  a  user  program  and  the  basic  program, 
memory  controller  40  for  controlling  mask  ROM  29 
and  data  memory  31  ,  timer  32  used  for  measuring 
time  during  a  processing  operation,  calender  circuit 
33,  oscillator  34,  as  a  fundamental  clock  quartz 

oscillator,  for  outputting  a  signal  at  an  oscillation 
frequency  of  32.768  kHz  (low-speed  clock),  display 
controller  35,  display  driver  36  for  driving  display 
unit  13,  and  keyboard  interface  38  as  a  key  input 

5  circuit  for  keyboard  12. 
Communication  circuit  21,  CPU  28,  ROM  29, 

memory  controller  40,  work  memory  30,  data  mem- 
ory  31,  timer  32,  calender  circuit  33,  display  con- 
troller  35,  and  keyboard  interface  38  are  connected 

w  to  each  other  through  data  bus  20. 
In  a  reception  mode,  communication  circuit  21 

converts  serial  I/O  signals  supplied  from  IC  card 
reader/writer  16  through  contacts  portion  11  into 
parallel  data,  and  outputs  it  onto  data  bus  20.  In  a 

15  transmission  mode,  circuit  21  converts  parallel  data 
supplied  from  data  bus  20  into  serial  I/O  signals, 
and  outputs  them  to  IC  card  reader/writer  16 
through  contacts  portion  11.  In  this  case,  the  format 
content  of  conversion  is  determined  by  the  terminal 

20  and  IC  card  10. 
Reset  circuit  22  generates  a  reset  signal  to 

start  CPU  28  when  the  on-line  mode  is  set. 
Power  supply  regulator  23  switches  a  drive 

mode  from  one  by  built-in  battery  25  to  the  other 
25  by  an  external  power  supply  after  the  lapse  of  a 

predetermined  period  of  time  from  the  beginning  of 
the  on-line  mode.  When  the  off-line  mode  is  set, 
i.e.,  an  external  voltage  is  decreased,  regulator  23 
switches  the  drive  mode  from  one  by  the  external 

30  power  supply  to  the  other  by  built-in  battery  25. 
Clock  controller  26  appropriately  switches  the 

low-  and  high-speed  clocks  in  the  off-line  mode  in 
which  a  card  operation  is  performed  by  built-in 
battery  25.  For  the  purpose  of  power  saving,  after 

35  execution  of  a  HALT  command,  controller  26  stops 
oscillator  27  which  outputs  a  signal  of  an  oscillation 
frequency  of  200  kHz  (high-speed  clock),  thereby 
stopping  supply  of  a  clock  to  CPU  28.  Then,  con- 
troller  26  waits  in  a  perfect  HALT  state.  Clock 

40  controller  26  basically  selects  a  time-piece  clock 
upon  execution  of  the  HALT  command. 

The  basic  program  stored  in  mask  ROM  29 
includes  a  credit  function,  a  drive  program  for  I/O 
control,  a  calender  function,  and  various  other  sub- 

45  routine  functions. 
Data  memory  31  consists  of  memory  area  31a 

for  storing  a  user  application  program,  memory 
area  31b  for  storing  user  data,  and  memory  area 
31c  for  basic  program  data,  which  serves  as  a 

so  preservation  data  area  for  storing  the  basic  pro- 
gram,  as  shown  in  Fig.  4. 

The  basic  program  stored  in  mask  ROM  29  is 
loaded  before  the  manufacture  of  an  LSI.  The  user 
application  program  stored  in  data  memory  31  is 

55  loaded  from  the  terminal  as  part  of  card  issuance 
processing  at  an  issuer  upon  completion  of  the 
manufacture  of  a  card. 

Memory  controller  40  monitors  operations  of 

3 



5 EP  0  402  759  A2 6 

mask  ROM  29  and  data  memory  31  and  controls 
data  read/write  access  so  as  to  prevent  basic  data 
from  being  destroyed  by  bugs  in  software  or  noise 
or  an  illegal  program  from  entering  a  user  area  (to 
prevent  the  basic  program  from  being  illegally 
modified).  When  the  basic  program  is  illegally 
modified,  if  card  10  is,  for  example,  a  cash  card, 
the  balance  of  the  bank  account  of  the  card  is  not 
decreased  although  a  user  makes  a  purchase  using 
this  card. 

In  the  on-line  mode  in  which  external  power 
supply  voltage  Vcc  is  supplied,  memory  controller 
40  enables  data  read/write  access  to  user  data 
memory  area  31b.  In  the  off-line  mode  in  which 
external  power  supply  voltage  Vcc  is  not  supplied, 
controller  40  disables  data  read/write  access  to 
user  data  memory  area  31  b. 

Calender  circuit  33  has  a  timepiece  which  can 
be  desirably  set  and  updated  by  a  card  holder,  and 
a  transaction  timepiece  in  which  a  world  standard 
time  is  set  upon  issuance  of  the  card  and  cannot 
be  changed. 

Display  controller  35  converts  display  data  sup- 
plied  from  CPU  28  into  a  character  pattern  using  a 
character  generator  (not  shown)  comprising  an  in- 
ternal  ROM,  and  displays  the  character  pattern  on 
display  unit  13  using  display  driver  36. 

Keyboard  interface  38  converts  an  input  opera- 
tion  at  keyboard  12  into  a  corresponding  key  input 
signal,  and  outputs  it  to  CPU  28. 

Memory  controller  40  is  arranged,  as  shown  in 
Fig.  5.  More  specifically,  controller  40  includes  user 
area  address  memory  51  for  storing  several  upper 
bits  of  a  start  address  of  user  application  program 
memory  area  31a  as  data  e51  indicating  memory 
area  31a  of  data  memory  31.  Data  e51  from  user 
area  address  memory  51  is  output  to  address 
comparator  52. 

Address  comparator  52  compares  data  e51 
supplied  from  user  area  address  memory  51  and 
several  upper  bits  (upper  4  bits  of  8-bit  data)  of 
access  address  e20  supplied  from  CPU  28  through 
data  bus  20.  When  a  coincidence  between  the  two 
addresses  is  detected,  comparator  52  outputs  a 
"1"  signal  as  coincidence  signal  e52;  otherwise,  it 
outputs  a  "0"  signal  as  a  noncoincidence  signal. 

The  signal  from  address  comparator  52  is  sup- 
plied  to  one  input  terminal  of  NAND  gate  53.  The 
other  input  terminal  of  NAND  gate  53  receives 
external  power  supply  voltage  Vcc  from  contacts 
portion  1  1  through  inverter  54. 

The  output  from  NAND  gate  53  is  supplied  to 
select  terminal  S  of  data  selector  55.  Chip  select 
terminal  of  data  selector  55  receives  a  read  signal 
from  CPU  28  through  data  bus  20,  and  data  input 
terminal  A  receives  read  data  from  data  memory 
31,  which  is  stored  in  read  buffer  56.  Data  input 
terminal  B  of  selector  55  receives  a  software  in- 

terruption  instruction  code  stored  in  software  in- 
terruption  instruction  code  register  57. 

Output  Y  of  data  selector  55  is  output  to  CPU 
28  through  data  bus  20.  The  read  signal  supplied 

5  from  CPU  28  through  data  bus  20  is  directly  output 
to  data  memory  31.  Read  buffer  56  stores  read 
data  supplied  from  data  memory  31. 

Software  interruption  instruction  code  register 
57  stores  a  software  interruption  vector  address 

10  "00"  (start  address  of  a  software  interruption  in- 
struction  of  mask  ROM  29)  for  causing  a  software 
interruption  to  CPU  28.  The  software  interruption 
instruction  is  part  of  the  basic  program,  and  is  a 
program  for  invalidating  (resetting)  the  presently 

75  executed  program.  This  instruction  is  stored  in 
mask  ROM  29. 

A  write  signal  supplied  from  CPU  28  through 
data  bus  20  is  supplied  to  chip  select  terminal  CS 
of  write  buffer  58,  and  is  also  supplied  to  one  input 

20  terminal  of  NAND  gate  60  through  inverter  59. 
Write  data  supplied  from  CPU  28  through  data  bus 
20  is  supplied  to  the  data  input  terminal  of  write 
buffer  58.  The  other  input  terminal  of  NAND  gate 
60  receives  a  signal  from  NAND  gate  53,  and  the 

25  output  from  NAND  gate  60  is  output  to  data  mem- 
ory  31  as  a  write  signal. 

The  operation  of  the  above  arrangement  will  be 
described  below.  Assume  that  a  read  address  and 
a  read  signal  are  supplied  from  CPU  28  to  memory 

30  controller  40  through  data  bus  20  in  a  read  mode. 
More  specifically,  the  read  address  is  supplied  to 
address  comparator  52,  and  is  also  output  to  data 
memory  31.  The  read  signal  is  supplied  to  chip 
select  terminal  CS  of  data  selector  55,  and  is  also 

35  output  to  data  memory  31  . 
Address  comparator  52  compares  the  read  ad- 

dress  with  data  from  user  area  address  memory 
51.  If  comparator  52  determines  that  the  read  ad- 
dress  falls  within  user  application  program  memory 

40  area  31a,  it  outputs  a  "1"  signal  to  NAND  gate  53; 
otherwise,  it  outputs  a  "0"  signal  to  NAND  gate  53. 

When  external  power  supply  voltage  Vcc  is 
supplied  from  IC  card  reader/writer  16  to  memory 
controller  40  through  contacts  portion  11,  a  "0" 

45  signal  is  supplied  to  NAND  gate  53  through  inverter 
54.  When  no  external  power  supply  voltage  Vcc  is 
supplied  from  IC  card  reader/writer  16  to  memory 
controller  40  through  contacts  portion  11,  a  "1" 
signal  is  supplied  to  NAND  gate  53  through  inverter 

so  54. 
Therefore,  when  the  read  address  is  present  in 

memory  area  31a  and  no  external  power  supply 
voltage  Vcc  is  supplied  (in  the  off-line  mode), 
NAND  gate  53  outputs  a  "0"  signal  as  a  read 

55  disable  signal.  When  the  read  address  falls  outside 
memory  area  31a  or  when  the  read  address  falls 
within  memory  area  31  a  and  external  power  supply 
voltage  Vcc  is  supplied  (in  the  on-line  mode), 
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NAND  gate  53  outputs  a  "1"  signal  as  a  read 
enable  signal. 

Thus,  when  the  output  from  NAND  gate  53  is 
the  "1  "  signal,  data  selector  55  selects  input  termi- 
nal  A;  when  it  is  the  "0"  signal,  selector  55  selects 
input  terminal  B. 

Data  at  an  address  of  data  memory  31  des- 
ignated  by  the  input  read  signal  and  the  input  read 
address  is  read  out',  and  is  output  to  read  buffer  56. 
Thus,  read  data  is  stored  in  read  buffer  56. 

As  a  result,  when  input  terminal  A  is  selected, 
data  selector  55  selects  read  data  from  data  mem- 
ory  31,  which  is  stored  in  read  buffer  56,  and 
outputs  it  to  CPU  28  through  data  bus  20.  Upon 
reception  of  the  read  data,  CPU  28  ends  read 
processing. 

When  input  terminal  B  is  selected,  data  selec- 
tor  55  selects  the  software  interruption  instruction 
code  "00"  stored  in  software  interruption  instruction 
code  register  57,  and  outputs  it  to  CPU  28  through 
data  bus  20. 

Upon  reception  of  the  software  interruption  in- 
struction  code  "00",  CPU  28  reads  out  a  software 
interruption  instruction  program  from  mask  ROM 
29,  and  executes  processing  according  to  the 
readout  program,  i.e.,  processing  for  resetting  the 
presently  executed  program. 

In  a  write  mode,  CPU  28  supplies  a  write 
address,  a  write  signal,  and  write  data  to  memory 
controller  40  through  data  bus  20.  The  write  ad- 
dress  is  supplied  to  address  comparator  52,  and  is 
also  output  to  data  memory  31  .  The  write  signal  is 
supplied  to  chip  select  terminal  CS  of  write  buffer 
58,  and  is  also  output  to  NAND  gate  60  through 
inverter  59. 

Address  comparator  52  compares  the  input 
write  address  and  data  supplied  from  user  area 
address  memory  51.  When  the  comparison  result 
indicates  that  the  write  address  falls  within  user 
application  program  memory  area  31a,  comparator 
52  outputs  a  "1"  signal  to  NAND  gate  53;  other- 
wise,  it  outputs  a  "0"  signal  to  NAND  gate  53. 

When  external  power  supply  voltage  Vcc  is 
supplied  from  IC  card  reader/writer  16  to  memory 
controller  40  through  contacts  portion  11,  a  "0" 
signal  is  supplied  to  NAND  gate  53  through  inverter 
54.  When  no  external  power  supply  voltage  Vcc  is 
supplied  from  IC  card  reader/writer  16  to  memory 
controller  40  through  contacts  portion  11,  a  "1" 
signal  is  supplied  to  NAND  gate  53  through  inverter 
54. 

Therefore,  when  the  write  address  falls  within 
memory  area  31a  (output  from  comparator  52  = 
"1  ")  and  no  external  power  supply  voltage  Vcc  is 
supplied  (in  the  off-line  mode;  output  from  inverter 
54  =  "1  "),  NAND  gate  53  outputs  a  "0"  signal  as  a 
write  disable  signal.  Otherwise,  that  is,  when  the 
write  address  falls  outside  memory  area  31a 

(output  from  comparator  52  =  "0")  or  when  the 
write  address  falls  within  memory  area  31a  and 
external  power  supply  voltage  Vcc  is  supplied  (in 
the  on-line  mode;  output  from  inverter  54  =  "0"), 

5  NAND  gate  53  outputs  a  "1"  signal  as  a  write 
enable  signal. 

When  the  output  from  NAND  gate  53  is  the  "1  " 
signal,  NAND  gate  60  is  kept  enabled;  when  it  is 
the  "0"  signal,  NAND  gate  60  is  disabled. 

70  As  a  result,  when  NAND  gate  60  is  enabled 
and  the  write  signal  from  CPU  28  is  supplied  to 
data  memory  31  ,  data  memory  31  stores  write  data 
supplied  from  write  buffer  58  at  the  input  write 
address.  When  NAND  gate  60  is  kept  disabled  and 

15  no  write  signal  from  CPU  28  is  output,  data  mem- 
ory  31  does  not  perform  a  storage  operation  of 
write  data. 

As  described  above,  a  user  program  is  loaded 
in  the  rewritable  data  memory.  In  the  read  mode, 

20  when  a  read  address  corresponds  to  the  user  pro- 
gram  in  data  memory  31  and  no  external  power 
supply  voltage  is  supplied,  i.e.,  in  the  off-line  mode, 
data  read  access  to  the  data  memory  is  disabled. 
When  the  external  power  supply  voltage  is  sup- 

25  plied,  i.e.,  in  the  on-line  mode,  data  read  access  to 
the  data  memory  is  enabled.  In  the  write  mode, 
when  a  write  address  corresponds  to  the  user 
program  and  no  external  power  supply  voltage  is 
supplied,  i.e.,  in  the  off-line  mode,  data  write  ac- 

30  cess  to  the  data  memory  is  disabled.  When  the 
external  power  supply  voltage  is  supplied,  i.e.,  in 
the  on-line  mode,  data  write  access  to  the  data 
memory  is  enabled. 

Thus,  there  can  be  provided  a  highly  reliable 
35  card  which  can  prevent  basic  data  from  being 

destroyed  and  illegal  software  from  entering  by 
monitoring  a  user  program  operation  without  pre- 
paring  a  new  LSI  every  time  specifications  are 
modified. 

40  In  the  above  embodiment,  when  an  external 
power  supply  voltage  Vcc  is  supplied,  i.e.,  in  the 
on-line  mode,  read/write  access  of  the  user  pro- 
gram  is  enabled.  However,  the  present  invention  is 
not  limited  to  this.  For  example,  when  an  internal 

45  power  supply  voltage  is  supplied,  i.e.,  in  the  off-line 
mode,  read/write  access  of  the  user  program  may 
be  enabled. 

In  the  above  embodiment,  an  IC  card  is  used. 
However,  the  present  invention  is  not  limited  to 

so  this.  The  present  invention  can  be  applied  to  var- 
ious  other  portable  electronic  devices  as  long  as 
they  have  a  data  memory  and  a  control  element, 
and  can  selectively  perform  l/Os  from  an  external 
device.  The  electronic  device  need  not  always 

55  have  a  card-like  shape  but  may  have  other  shapes 
such  as  a  rod-like  shape.  The  battery  shown  in  Fig. 
1  may  be  a  solar  cell. 

As  described  above,  according  to  the  present 

5 
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invention,  a  portable  electronic  device  which  can 
prevent  an  increase  in  cost  and  can  shorten  a 
development  period  can  be  provided. 

Claims 

1.  A  portable  electronic  device,  which  has  an 
on-line  mode  in  which  the  device  in  use  is  con- 
nected  to  an  external  apparatus  and  has  an  off-line 
mode  in  which  the  device  is  solely  used  compris- 
ing: 
a  data  processing  unit  (28)  having  a  function  of 
basic  processing  for  the  device  and  a  function  of 
user  application  processing; 
nonrewritable  first  memory  means  (31  c)  for  storing 
a  program  for  executing  the  basic  processing; 
rewritable  second  memory  means  (31a,  31b)  for 
storing  a  program  for  executing  a  user  application 
processing;  and 
means  (40)  for  permitting  said  data  processing  unit 
to  enable  read/write  access  to  the  second  memory 
means  in  the  on-line  mode,  and  to  disable 
read/write  access  to  said  second  memory  area  in 
the  off-line  mode. 

2.  A  device  according  to  claim  1  ,  characterized 
in  that  said  memory  means  includes  an  electrically- 
erasable  programmable  ROM  for  said  second 
memory  area. 

3.  A  device  according  to  claim  2,  characterized 
in  that  said  electrically-erasable  programmable 
ROM  stores  the  program  for  the  user  application 
processing  and  a  user's  identification  number. 

4.  A  device  according  to  claim  1  ,  characterized 
in  that  said  memory  means  includes  a  ROM  for 
said  first  memory  area. 

5.  A  device  according  to  claim  4,  characterized 
in  that  said  ROM  stores  the  program  for  executing 
the  basic  processing  and  data  used  when  the  pro- 
gram  is  executed. 

6.  A  device  of  claim  1,  incorporated  in  an  IG 
card. 

7.  A  device  according  to  claim  6,  characterized 
in  that  the  function  of  said  basic  processing  in- 
cludes  a  credit  transaction  function. 

8.  A  device  according  to  claim  6,  characterized 
in  that  the  function  of  said  basic  processing  in- 
cludes  a  calendar  function. 

9.  A  device  according  to  claim  8,  further  com- 
prising: 
a  calendar  circuit  (33)  including  a  user  timepiece 
which  can  be  desirably  set  bY  a  user,  and  a 
timepiece  which  can  be  set  by  an  issuer  of  said  IC 
card  but  cannot  be  optionally  set  by  the  user. 

1  0.  A  device  of  claim  1  ,  characterized  in  that  it 
is  incorporated  in  an  IC  card  powered  by  said 
external  apparatus  in  the  on-line  mode,  and  is 
powered  by  a  built-in  battery  in  the  off-line  mode. 

11.  A  device  according  to  claim  10,  character- 
ized  in  that  said  control  means  includes: 
comparison  means  (51,  52)  for  comparing  a  start 
address  of  the  user  application  processing  pro- 

5  gram,  stored  in  said  second  memory  area,  and  an 
address  output  from  said  data  processing  unit,  and 
for,  when  a  coincidence  between  the  two  address- 
es  is  detected,  outputting  a  coincidence  signal;  and 
circuit  means  (53,  54,  59,  60)  for,  when  the  co- 

70  incidence  signal  is  output  and  said  IC  card  is 
powered  by  the  built-in  battery,  disabling  said  data 
processing  unit  from  accessing  said  second  mem- 
ory  area,  and  for,  when  the  coincidence  signal  is 
not  output  or  said  IC  card  is  powered  by  said 

75  external  apparatus,  enabling  said  data  processing 
unit  to  access  said  second  memory  area. 

12.  An  IC  card  having  CPU  and  a  memory,  and 
which  is  used  in  on-line  and  off-line  modes, 
characterized  in  that  said  memory  has  a  non- 

20  rewritable  first  memory  area  (31c)  for  storing  a 
basic  function,  and  a  rewritable  second  memory 
area  (31a)  capable  of  storing  a  user  application 
program,  and  said  1C  card  comprises  means  (40) 
for  switching  between  enabling  and  disabling  ac- 

25  cesses  to  said  second  memory  area  in  response  to 
the  mode  of  the  on-line  and  off-line. 
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