
19 

Europaisches  Patentamt 

European  Patent  Office 

Office  europeen  des  brevets ©  Publication  number  :  0  4 6 9   9 3 2   A 1  

12 EUROPEAN  PATENT  A P P L I C A T I O N  

(21)  Application  number  :  91307154.4 6i)  int.  ci.5  :  E05B  4 7 / 0 0  

(22)  Date  of  filing  :  02.08.91 

(30)  Priority:  03.08.90  GB  9017153 

@  Date  of  publication  of  application 
05.02.92  Bulletin  92/06 

@  Designated  Contracting  States  : 
AT  BE  CH  DE  DK  ES  FR  GB  GR  IT  LI  LU  NL  SE 

@  Applicant  :  INTELLIGENT  LOCKING  SYSTEMS 
Ltd 
16  Cross  Street 
Leamington  Spa,  Warwickshire  CV32  4PX  (GB) 

(72)  Inventor  :  Ralph,  Michael  Trevor 
Oakhurst,  253  Birchfield  Road 
Redditch,  Worcs  B97  47X  (GB) 

(74)  Representative  :  Bryer,  Kenneth  Robert  et  al 
Hepworth  Lawrence  Bryer  &  Bizley,  36  Regent 
Place 
Rugby,  Warwickshire  CV21  2PN  (GB) 

(54)  A  security  lock  for  a  closure  member. 

(57)  A  security  lock  for  a  closure  member  comprises  a  bolt  (13)  operable  by  a  bolt-operating  member  (14) 
the  interconnection  between  which  is  controlled  by  an  electronic  unit  (22)  via  a  removable  key  pad  (16, 
20)  which  can  be  plugged  in  via  a  socket  (10,  19).  The  key  pad  (16,  20)  carries  the  power  supply  for  the 
lock  electronics  and  an  individual  key  pad  (16,  20)  can  be  used  to  release  any  one  of  a  plurality  of 
different  locks  by  plugging  into  the  socket  (10,  19),  generation  of  an  input  signal  by  operation  of  the 
keys  of  the  key  pad,  and  comparison  of  the  signal  thus  generated  with  a  release  code  stored  in  the  lock 
electronic  unit  (22). 
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The  present  invention  relates  generally  to  a  sec- 
urity  lock  for  a  closure  member  which  latter  term  will 
be  understood  to  refer  to  a  door,  window,  drawer  or 
other  openable  member  which  can  be  secured  in  a 
closure  position. 

In  many  environments  it  is  required  to  provide 
closure  members  with  highly-secure  locking  means; 
for  example,  high-security  locks  may  be  required  on 
cash  drawers,  safes,  building  doors,  windows  or 
drawers  within  buildings  such  as  financial  institutions, 
cash  deposit  centres,  or  outside  buildings  in  vehicles 
such  as  cash  carrying  vehicles.  One  of  the  require- 
ments  for  high-security  in  a  lock  is  that  it  should  be 
releasable  only  when  actuated  by  authorised  person- 
nel.  Traditionally  this  has  been  achieved  by  the  use  of 
complex  locks  having  many  levers  and  complicated 
wards  in  order  to  introduce  the  appropriate  degree  of 
complexity  to  allow  a  large  number  of  unique  keys  to 
be  produced  so  that  each  lock  is  different  from  all 
others.  In  the  production  of  purely  mechanical  locks 
the  available  range  of  alternative  configurations  is,  of 
course,  limited  and  very  often,  especially  for  reasons 
of  economy,  it  is  found  to  be  impossible  to  provide 
individual  unique  locks.  The  security  of  such  mechani- 
cal  locks  is  therefore  open  to  question. 

It  is  also  known  to  provide  locks  which  are  acti- 
vated  by  electrical  signals  which  can  be  generated 
and  coded,  for  example  by  means  of  a  key  pad  fitted 
to  the  closure  member  or  a  frame  defining  the  opening 
closed  by  the  closure  member.  By  appropriately  pro- 
gramming  the  electronic  control  devices  it  is  possible 
to  allocate  each  lock  a  unique  code  which  must  be 
entered  into  the  key  pad  in  order  to  cause  energis- 
ation  of  the  lock  release  mechanism.  Such  electronic 
lock  systems  are  employed,  for  example,  in  highly- 
secure  environments  where  intruders  are  unwanted. 
They  have  the  disadvantage,  however,  that  the  code 
for  each  lock  must  be  known  by  all  personnel  author- 
ised  to  use  the  premises  and  consequently,  an 
increase  in  the  number  of  people  having  access  to  the 
information  gives  rise  to  an  increase  in  the  risk  that  the 
information  will  be  leaked  to  unauthorised  personnel. 
Such  locks  are  not  suitable  for  use  in  other  situations 
where  a  lower  level  of  security  is  required,  such  as 
domestic  front  doors  or  windows  because  of  the  need 
to  supply  such  devices  with  electrical  power,  which  is 
inconvenient  in  a  domestic  environment. 

The  present  invention  seeks  to  provide  a  novel 
security  lock  which  will  overcome  the  disadvantages 
of  known  mechanical  and  electrical  lock  systems. 

According  to  one  aspect  of  the  present  invention, 
therefore,  there  is  provided  a  security  lock  for  a  clos- 
ure  member,  having  a  memory  for  storing  a  release 
code,  electronic  signal  processing  means  and  means 
forenabling  release  of  the  lock  including  a  signal  input 
device  operable  selectively  to  generate  an  input  infor- 
mation  signal  for  comparison  with  the  said  release 
code  by  the  said  electronic  signal  processing  means, 

in  which  the  said  signal  input  device  is  separate  from 
or  separable  from  the  lock  and  operable  selectively  to 
generate  other  input  information  signals  for  appli- 
cation  to  other  such  locks  for  comparison  with  their 

5  release  codes  for  enabling  release  thereof.  In  particu- 
lar,  the  security  lock  of  the  present  invention  may  be 
one  of  a  plurality  of  such  locks  fitted  to  a  plurality  of 
closure  members  which  may  be  opened  by  a  single 
device  operable  to  generate  a  number  of  different  sig- 

10  nals  each  of  which  may  act  to  release  one  of  the  locks 
having  a  matching  release  code.  It  is  a  particular  feat- 
ure  of  the  present  invention  that  the  identification  code 
which  will  effect  release  of  a  lock  can  be  changed  by 
the  user  from  time  to  time  as  often  as  considered 

15  necessary  in  order  to  obtain  a  high  level  of  security 
against  unauthorised  access. 

According  to  another  aspect  of  the  present  inven- 
tion,  there  is  provided  a  security  lock  for  a  closure 
member,  having  a  mechanical  bolt  movable  between 

20  a  locking  and  a  release  position,  a  bolt-operating 
mechanism  for  displacing  the  bolt  between  its  locking 
and  release  positions,  and  selectively  controllable 
interconnection  means  for  controlling  the  intercon- 
nection  between  the  bolt  and  the  bolt-operating 

25  mechanism  whereby  selectively  to  enable  or  disable 
the  bolt-operating  mechanism,  in  which  the  selec- 
tively  controllable  interconnection  means  includes  a 
signal  sensor  and  acts  to  enable  or  disable  the  bolt- 
operating  mechanism  in  response  to  coded  electrical 

30  signals  transmitted  thereto  by  an  operator  via  a  selec- 
tively  operable  signal  input  device  in  dependence  on 
whether  or  not  the  coded  electrical  signals  corre- 
spond  to  a  stored  code  in  a  memory. 

The  signal  input  device  may  be  releasably  con- 
35  nectable  to  the  closure  member  for  operation  to 

release  or  secure  the  lock,  or  may  be  operable 
remotely  from  the  closure  member  and/or  the  lock 
either  by  means  of  radiated  signals  or  by  the  transmis- 
sion  of  signals  along  a  signal  line.  In  each  case  the 

40  signal  input  device  may  be  capable  of  actuating  any 
one  of  a  plurality  of  locks  on  a  plurality  of  different 
closure  members. 

The  signal  input  device  may  be  connected  for 
operation  to  the  lock  by  a  plug  and  socket  connector. 

45  The  signal  input  device  may  be  formed  as  a  key  pad 
either  having  a  plurality  of  numeric  or  alphanumeric 
keys  by  means  of  which  an  operator  may  identify  a 
specific  code  for  release  or  locking  of  the  lock,  or  hav- 
ing  a  single  key  operable  to  generate  different  codes, 

so  for  example  by  the  length  of  time  for  which  it  is 
depressed  or  by  the  temporal  pattern  of  depressions. 

In  another  embodiment  of  the  invention  there  are 
provided  signal  generating  means  remote  from  the 
lock  and  operable  to  transmit  signals  to  a  sensor  in  or 

55  on  the  lock  whereby  selectively  to  control  enablement 
or  disablement  of  the  bolt-operating  mechanism  from 
a  distance  away  from  the  closure  member.  Such 
remote  signal  generating  means  may  include  an  infra- 
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red  signal  radiation  transmitter,  an  ultra-sonic  signal 
radiation  transmitter  or  other  such  means  for  remote 
control  of  the  lock.  Alternatively,  or  additionally,  there 
may  be  provided  remote  signal  generating  means 
connected  to  the  lock  by  a  signal  transmission  line  for 
the  transmission  of  control  signals  to  the  said  electri- 
cal  signal  processing  means.  This  latter  configuration 
lends  itself  particularly  to  circumstances  where  a 
plurality  of  closure  members  are  intended  to  be  con- 
trolled  from  a  central  control  station. 

The  said  electrical  signal  processing  means  pref- 
erably  includes  a  memory  storing  data  representing 
the  coded  electrical  signals  required  for  activation  of 
the  means  for  enabling  the  operation  of  the  bolt- 
operating  mechanism.  In  operation,  the  coded  electri- 
cal  signal  generated  by  the  signal  input  device,  either 
directly  by  operation  of  a  key  pad  or  other  signal 
generator  mounted  on  the  closure  member,  or  indi- 
rectly  by  reception  of  transmitted  signals  from  a 
remote  signal  generator,  is  compared  with  the  stored 
data  to  cause  activation  of  the  interconnection  means 
when  coincidence  is  detected  and  to  prevent  such 
activation  if  signals  which  do  not  represent  the  stored 
code  are  detected.  Indeed,  the  reception  of  signals 
differing  from  the  stored  code  may  indicate  an 
unauthorised  attempt  at  entry  and  may,  therefore,  be 
detected  by  the  lock  of  the  present  invention  to  gen- 
erate  an  alarm  indication  either  locally  in  order  to  deter 
the  intrusion  or  remotely,  for  example  in  a  control  or 
supervision  room  or  at  a  nearby  police  station. 

The  said  electrical  signal  processing  means  also 
preferably  includes  programme  control  means  oper- 
able  to  change  the  stored  data  in  the  memory  in  res- 
ponse  to  signals  from  the  signal  input  device,  whereby 
to  change  the  signal  code  operative  to  enable  the  said 
selectively  controllable  interconnection  means.  As 
will  be  described  in  more  detail  below,  this  feature 
enables  the  operator  to  store  a  different  release  code 
from  time  to  time  whereby  to  increase  the  security  of 
the  lock. 

According  to  another  aspect  the  present  inven- 
tion  provides  a  lock  having  a  device  for  enabling 
release  of  the  lock,  comprising  an  electronic  memory 
storing  an  enablement  code,  electronic  signal  proces- 
sing  means,  and  a  signal  input  device  operable  selec- 
tively  to  supply  the  signal  processing  means  with  an 
input  signal  for  comparison  with  the  enablement  code 
stored  in  the  memory,  in  which  the  said  signal  input 
device  is  capable  of  generating  at  least  one  different 
signal  selectable  by  the  operator  for  enabling  release 
of  at  least  one  other  lock  the  electronic  memory  of 
which  has  a  different  enablement  code  stored  therein. 

The  signal  input  device  preferably  includes 
means  for  storing  and/or  delivering  electrical  power 
for  the  lock  for  energisation  of  the  said  electrical  signal 
processing  means.  Typically  the  signal  input  device 
may  include  a  battery  connected  to  the  electrical  sig- 
nal  processing  means  upon  completion  of  a  plug  and 
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socket  connection.  In  embodiments  having  a  radiated 
or  transmitted  signal  the  power  may  also  be  radiated, 
eg  by  microwaves. 

According  to  a  further  aspect  of  the  invention, 
5  there  is  provided  a  security  lock  system  having  one  or 

more  mechanically  or  electro-mechanically  operable 
locks  and  a  lock-releasing  device  having  selectively 
operable  coded  signal  generator  means  operable  to 
generate  a  coded  signal  for  release  of  the  lock  upon 

10  comparison  with  a  stored  coded  signal  resident  in  a 
memory. 

The  coded  signal  generator  may  have  a  single 
key  or  push  button  operable  in  a  temporal  pattern  to 
generate  the  said  coded  signal.  Alternatively  the 

15  coded  signal  generator  may  have  a  single  push  button 
or  key  operable  upon  depression  for  a  predetermined 
lengths  of  time  to  generate  the  said  coded  signal.  A 
time  delay  may  be  provided,  for  example,  a  period  of 
three  to  five  seconds,  to  form  an  operating  "window" 

20  within  which  the  lock  must  be  operated.  If  it  is  not 
operated  in  the  window  a  further  time  delay  may 
elapse  before  the  lock  can  be  operated  again. 

Various  embodiments  of  the  present  invention 
will  now  be  more  particularly  described,  by  way  of 

25  example,  with  reference  to  the  accompanying  draw- 
ings,  in  which: 

Figure  1  is  a  schematic  perspective  view  of  a  door 
fitted  with  a  lock  formed  as  a  first  embodiment  of 
the  present  invention; 

30  Figure  2  is  a  schematic  perspective  view  of  the 
door  of  Figure  1  illustrated  from  the  reverse  side; 
Figure  3  is  a  schematic  perspective  view  of  a  door 
incorporating  an  alternative  embodiment; 
Figure  4  is  a  block  schematic  diagram  illustrating 

35  the  major  components  of  the  lock  system  of  the 
present  invention; 
Figure  5  is  a  schematic  electrical  diagram  illus- 
trating  the  electrical  signal  processing  compo- 
nents  of  a  lock  formed  as  an  embodiment  of  the 

40  invention;  and 
Figure  6  is  a  schematic  electrical  diagram  of  a 
cooperating  signal  input  device  for  use  with  the 
lock  of  Figure  5. 
Referring  now  to  Figures  1  and  2  there  is  shown 

45  a  safe  door  generally  indicated  1  1  which  has  fitted  on 
the  inside  a  high  security  mechanical  safe  lock  gen- 
erally  indicated  12  including  a  retractable  latch  bolt  13 
which  is  shown  extended  in  Figures  1  and  2  to  illus- 
trate  it  more  clearly.  Retraction  of  the  latch  bolt  1  3  is 

so  effected  by  operation  of  a  handle  14  on  the  outside  of 
the  door,  which  is  connected  to  the  latch  bolt  by  a 
drive  disengagement  mechanism  (not  shown)  linked 
to  a  spindle  1  5.  The  drive  disengagement  mechanism 
interconnects  the  spindle  15  and  the  latch  bolt  13  in 

55  a  selectively  disconnectable  manner  as  will  be  des- 
cribed  below  and  is  not  permanently  interconnected 
between  the  spindle  15  and  the  latch  bolt  13. 

In  other  embodiments,  of  course,  the  handle  14 
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may  itself  be  removable  so  that  the  face  of  the  door 
1  1  presents  only  a  socket  or  spigot  which  cannot  be 
turned  without  a  suitable  tool  such  as  an  Allen  key. 
Within  the  lock  12  there  may  also  be  provided  an 
optional  safety  locking  device  which  acts  to  lock  the 
bolt  if  an  attack  is  made  on  the  spindle  15  connecting 
the  handle  14  to  the  bolt  retraction  mechanism. 

On  the  outside  of  the  door  1  1  there  is  a  socket  1  0 
to  which  a  key  pad  16  having  a  plurality  of  numerical 
or  alpha  numerical  keys  17  can  be  connected  by 
means  of  a  jack  plug  9  connecting  the  key  pad  16  by 
a  cable  8.  In  the  illustrated  embodiment  there  are  ten 
numerical  keys  bearing  the  numbers  0  to  9  and  two 
additional  keys  appropriately  indicated,  for  example 
with  an  *,  and  a  #.  The  key  pad  16  also  incorporates 
a  small  LCD  or  LED  screen  18  on  which  a  code 
entered  on  the  keys  17  can  be  displayed.  Within  the 
key  pad  16  there  is  provided  an  audible  indicator  (not 
shown)  which  produces  an  audible  tone  whenever  a 
key  17  is  depressed.  In  this  embodiment  the  key  pad 
16  is  also  provided  with  a  battery  for  energisation  not 
only  of  the  key  pad  but  also  of  the  lock  as  will  be  des- 
cribed,  although  direct  connection  of  the  key  pad  to 
the  mains  supply  may  alternatively  be  employed.  As 
will  be  appreciated,  the  provision  of  twelve  separately 
indicated  keys  17gives  the  possibility  of  upto  1  012  dif- 
ferent  combinations  which  can  be  generated  thereby, 
offering  the  possibility  of  this  number  of  different 
unique  codes  for  release  of  a  corresponding  number 
of  different  door  locks.  When  the  plug  9  is  withdrawn 
from  the  socket  10  the  lock  12  has  no  power  supply 
and  becomes  quiescent. 

Figure  3  illustrates  a  similar,  alternative  embodi- 
ment  in  which  the  door  1  1  is  fitted  with  a  rectangular 
socket  19  in  place  of  the  round  jack  plug  socket  10, 
and  a  removable  key  pad  20  having  an  integral  plug 
21  can  be  fitted  thereto  for  generation  of  signals  to 
operate  the  lock  as  will  be  described  below. 

In  either  the  Figure  1  or  the  Figure  3  embodiment 
the  door  1  1  is  fitted  with  an  electronic  control  unit  22 
connectable  to  the  key  pad  1  6  via  the  socket  (1  0  or  1  9) 
by  flat  or  round  multi-core  wiring  loom  passing 
through  a  hole  in  the  door  between  the  socket  10  or 
19  and  the  control  unit  22.  The  control  unit  22  is 
attached  to  the  inside  of  the  door  1  1  and  connected 
to  the  bolt  disengagement  mechanism  of  the  lock  12 
by  a  permanent  wiring  connection  generally  indicated 
by  the  link  23.  In  alternative  embodiments  the  elec- 
tronic  control  unit  22  may  be  directly  fitted  to  or  to  the 
rear  of  the  lock  12. 

Although  described  herein  in  relation  to  its  appli- 
cation  to  a  safe  door,  it  will  be  appreciated  that  the 
lock  of  the  present  invention  may  equally  well  befitted 
to  a  domestic  door,  drawer,  window  or  other  closure 
member  which  can  be  secured  by  a  lock,  and  does  not 
require  its  own  power  supply. 

Turning  now  to  Figure  4  the  block  diagram  shown 
represents  the  major  components  of  the  lock  mechan- 

ism,  namely  a  signal  input  device  24  releasably  con- 
nected  to  a  processor  26  by  an  interface  unit  25.  The 
processor  26  is  connected  to  a  memory  27  for  two- 
way  data  communication,  and  also  to  an  actuator  28 

5  for  operation  of  a  suitable  interconnection  control 
device  29  which  mechanically  interconnects  the  han- 
dle  14  and  the  bolt  13  when  energised,  and  discon- 
nects  the  handle  14  from  the  bolt  13  when 
de-energised.  The  device  29  may,  for  example,  be  a 

10  spring-loaded  clutch  or  other  mechanical  intercon- 
nection  means  operating  in  such  a  way  that  when  it  is 
de-energised  the  handle  14  can  turn  the  spindle  15 
without  causing  displacement  of  the  release  bolt  13 
or,  alternatively,  may  be  a  blocking  member  which 

15  prevents  rotation  of  the  handle  14  to  cause  displace- 
ment  of  the  bolt  13  except  when  energised,  in  which 
case  it  allows  the  handle  14  to  be  turned.  The  pro- 
cessor  26  is  also  programmed  to  energise  the 
actuator  28  only  on  a  "one-shot"  basis  so  that  upon 

20  release  of  the  handle  14  after  having  turned  to  retract 
the  lock  bolt  13,  it  is  immediately  disabled  so  that  the 
required  code  for  actuation  must  be  re-entered  into 
the  key  pad  16  or  20.  Although  shown  as  a  dead-lock 
the  bolt  13  may,  in  fact,  be  a  spring-loaded  latch  bolt 

25  which  will  engage  a  keeper  automatically  upon  clos- 
ure  of  the  door  11. 

The  memory  27  is  loaded  upon  manufacture  of 
the  system  with  an  initial  code,  which  may  be  a  com- 
mon  code  for  all  locks  produced,  or  may  be  a  unique 

30  code  identified  to  the  purchaser  in  a  secure  manner, 
for  example,  by  separate  communication  after  purch- 
ase.  Entry  of  the  code  to  the  processor  26  via  the  sig- 
nal  input  device  24  will  result  in  comparison  with  the 
code  stored  in  the  memory  27  and  actuation  of  the 

35  interconnection  means  29  via  the  actuator  28  to  allow 
the  lock  to  be  released.  The  processor  26  may  also 
include  a  timer  which  will  maintain  actuation  of  the 
actuator  28  only  for  a  specific  limited  time  after  the 
correct  code  has  been  entered.  This  will  be  termed  an 

40  opening  "window". 
Referring  now  to  Figures  5  and  6,  the  circuit 

shown  in  Figure  5  is  based  on  an  integrated  circuit 
processor  26  of  the  type  sold  by  Microchip  Technol- 
ogy  Inc  of  Chandler,  Arizona,  under  the  reference 

45  PIC1655.  The  PIC  1655  processor26  is  supplied  with 
power  between  a  positive  line  30  and  a  ground  line  31 
each  leading  from  1  contact  32,  33  respectively  of  a 
socket  such  as  the  socket  1  0  in  Figure  1  or  socket  1  9 
in  Figure  3.  In  this  embodiment,  the  socket  is  a  simple 

so  three  contact  socket  for  connecting  the  ground  line 
31  ,  the  positive  supply  line  30  and  a  signal  line  34  via 
a  contact  35.  The  positive  supply  line  30  and  the  sig- 
nal  line  34  each  have  respective  fuses  36,  37.  AZener 
diode  38  is  connected  between  the  signal  line  34  and 

55  the  ground  line  31  to  act  as  a  transient  suppressor. 
Similarly,  a  Zener  diode  39  and  parallel  capacitor  40 
are  connected  between  the  positive  supply  line  30 
and  the  ground  line  31  ,  the  former  to  act  as  a  transient 

5 
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suppressor  and  the  latter  to  act  as  a  noise  suppressor. 
The  signal  applied  on  line  34  passes  first  to  a  buf- 

fer  (corresponding  to  the  interface  unit  25  of  Figure  4) 
which  is  a  bi-directional  integrated  circuit  allowing 
two-way  communication  along  the  line  34  to  the  pro- 
cessor  26  along  a  data  line  41  under  the  control  of  two 
direction  control  signal  lines  42,  43. 

The  oscillator  input  to  the  processor  26,  identified 
with  the  reference  numeral  44  is  supplied  by  an  RC 
circuit  comprising  a  resistor  45  and  capacitor  46  and 
the  CLEAR  input  47  is  supplied  by  an  RC  circuit  48 
comprising  a  resistor  48  and  a  capacitor  49  which  lat- 
ter  RC  circuit  acts  to  provide  a  power-up  delay  to  the 
CLEAR  input  47  so  as  to  ensure  that  the  buffer  25  is 
always  set  to  direct  signals  from  the  terminal  35 
towards  the  processor  26  when  the  circuit  is  switched 
on,  namely  when  a  signal  input  unit  such  as  the  unit 
20  in  Figure  3  is  plugged  into  the  socket  comprising 
the  contacts  32,  33,  35. 

The  memory  for  the  lock  is  contained  in  an  elec- 
trically  erasable  programmable  read  only  memory 
(EEPROM)  27  connected  to  the  processor  26  bylines 
52.  Finally,  the  output  from  the  processor  26  is  sup- 
plied  via  a  resistor  53  to  the  base  of  a  switching  tran- 
sistor  54  which  controls  a  solenoid  28,  corresponding 
to  the  actuator  of  Figure  4,  protected  by  a  diode  55 
against  inadvertent  polarity  inversions.  The  resistor 
56  in  series  with  the  solenoid  coil  28  is  an  optional  bal- 
last  resistor  to  determine  the  current  through  the  sol- 
enoid. 

In  Figure  6,  the  signal  input  unit  illustrated  com- 
prises  a  PIC  1655  processor  57  the  signal  input  to 
which  is  supplied  by  a  key  pad  58  which  may  be  a  mul- 
tiple  key  device,  such  as  the  key  pad  16  or  20,  illus- 
trated  in  Figure  1  and  3,  or  may  alternatively  be  a 
single  key  device  (not  shown)  operating  by  multiple 
depression  or  timed  depression  of  the  single  key  to 
generate  in  the  processor  57  the  appropriate  output 
signals  which  are  supplied  on  a  signal  line  59  to  a 
bidirectional  buffer  60  similar  to  the  buffer  27  forming 
the  interface  unit  of  the  lock.  The  bi-directional  buffer 
is  controlled  by  two  direction  lines  61,  62  the  signals 
on  which  are  supplied  by  the  processor  57. 

Power  for  the  signal  input  unit  is  supplied  by  a 
removable  storage  battery  63  across  which  are  con- 
nected  plug  terminals  64,  65  which  cooperate  with  the 
plug  terminals  32,  33  of  the  lock.  Also  connected 
across  the  battery  63  are  a  ZENER  diode  66  and 
reverse  polarity  protection  diode  67.  The  terminals  of 
the  battery  63  are  connected  by  power  lines  68,  69  to 
the  power  input  terminals  of  the  processor  57,  and  the 
bi-directional  buffer  60,  and  to  a  voltage  comparator 
70  and  an  LCD  driver  circuit  71  .  The  voltage  com- 
parator  70  is  provided  to  detect  a  low  battery  voltage 
and  provides  an  output  signal  on  line  71  to  the  pro- 
cessor  57  for  generation  of  an  appropriate  warning 
signal  to  be  supplied,  through  display  lines  72,  to  the 
LCD  driver  71  which  is  a  standard  scanning  and  driv- 

ing  circuit  for  an  LCD  display  73.  Also  connected 
across  the  voltage  comparator  is  an  RC  circuit  com- 
prising  resistor  74  and  capacitor  75  the  junction  be- 
tween  which  is  connected  to  the  oscillator  input  76  of 

5  the  processor  57  to  determine  the  timing  for  the  clock 
circuit,  and  a  further  RC  circuit  comprising  resistor  77 
and  capacitor  78  which  serves  to  provide  a  delay  to 
the  CLEAR  input  79  of  the  processor  to  ensure  that 
this  is  in  the  correct  state  upon  power-up.  Finally,  a 

10  transient  suppression  Zener  diode  80  is  connected  to 
the  input/output  signal  line  81  at  a  point  between  the 
bi-directional  buffer  60  and  a  terminal  82  of  the  plug. 

In  use  of  the  lock  described,  the  plug  comprising 
the  power  terminal  64,  65  and  the  signal  terminal  82 

15  is  inserted  into  the  socket  comprising  the  power  ter- 
minals  32,  33  and  the  signal  terminal  35  to  energise 
the  lock  circuit.  Power,  now  supplied  between  the 
power  lines  30,  31,  is  now  supplied  to  the  processor 
26.  The  action  of  the  RC  circuit  48,  49  ensures  that  the 

20  voltage  rise  at  the  CLEAR  input  47  is  delayed  thereby 
ensuring  that  the  buffer  25  is  set  to  communicate  in 
the  appropriate  direction. 

A  known  selected  code  is  then  entered  into  the 
key  pad  58.  This  causes  generation,  via  the  processor 

25  57,  of  an  appropriate  output  information  signal  on  the 
communication  line  59  which  is  transmitted  via  the  bi- 
directional  buffer  60,  to  the  plug  and  socket  connec- 
tion  35/82,  and  via  the  bidirectional  buffer  25  to  the 
data  input  of  the  processor  26.  This  compares  the 

30  received  information  signal  with  the  release  code 
stored  in  the  memory  27  and,  if  the  correct  code  is 
entered,  generates  an  output  signal  on  line  53  to  turn 
on  the  switching  transistor  54  allowing  current  to  flow 
through  the  solenoid  28  from  the  positive  supply  line 

35  30  to  the  ground  line  31  thereby  causing  displacement 
of  the  lock-enabling  member  so  that  the  handle  14 
(Figure  1)  is  physically  inter-connected  to  the  bolt  13 
(Figure  1)  to  allow  the  lock  to  be  released.  If  the  code 
entered  on  the  key  pad  58  is  in  error,  this  will  be  detec- 

40  ted  by  the  processor  26  in  the  lock  and  appropriate 
communication  via  the  data  line  41  ,  with  the  direction 
of  the  buffers  25  and  60  being  reversed,  will  advise 
the  user  via  the  screen  73. 

The  software  in  the  processor  57  and  the 
45  software  in  the  processor  26  comprise  two  separate 

components  so  arranged  that  the  key  pad  acts  as  a 
master  and  the  lock  as  a  slave.  With  the  exception  of 
non  command  driven  operations  such  as  "reset  lock 
to  factory  default  settings"  which  are  performed  by 

so  shorting  two  pads  on  the  lock  electronics,  the  required 
operation  is  achieved  via  a  series  of  software  com- 
mands  and  corresponding  status  responses.  The  bi- 
directional  buffers  25,  60  allow  half  duplex 
asynchronous  communications  requiring  auto  baud. 

55  This  method  allows  for  up  to  100%  speed  difference 
between  the  two  processors  which  are  not  crystal 
speed  controlled.  The  transfer  rate  in  practice  is 
approximately  1500  baud.  A  fixed  message  length  is 
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used  and  the  quiescent  state  of  the  line  is  logic  low  to 
save  power.  When  the  user  wishes  to  send  a  mes- 
sage  to  the  lock  via  the  key  pad,  the  first  key  depres- 
sion  raises  the  line  for  one  bit  length  (128  programme 
cycles)  as  an  attention  bit.  This  is  followed  by  a  low 
auto  baud  gap  for  the  receiver  to  detect  the  transmis- 
sion  speed.  The  following  start  bit  is  half  size  to  sim- 
plify  the  receive  code  and  this  is  followed  by  four 
command  bits,  four  data  bits  and  a  four  bit  check 
code.  The  check  code  is  calculated  as  the  exclusive 
OR  of  the  command  and  data.  By  using  a  high  stop 
bit  framing  errors  can  be  detected. 

In  order  to  change  the  code  from  the  factory  set- 
ting  the  lock  is  first  released  by  entering  the  stored 
code  and  turning  the  handle  14  to  open  the  lock.  Then, 
holding  the  lock  in  the  open  position  the  release  code 
stored  in  the  memory  27  is  entered  again  followed  by 
a  unique  identification  code,  such  as  the  button 
pressed  twice. 

The  new  code  of  up  to  twelve  digits  may  then  be 
entered  on  the  key  pad,  followed  by  a  verification  code 
which,  again,  may  be  depression  of  the  key  one  or 
more  times.  Confirmation  of  the  new  code  may  be 
required,  followed  by  re-entry  of  the  confirmation  code 
whereupon  the  new  code  will  be  transmitted  by  the 
processor  26  to  the  memory  27  and  the  old  code 
deleted.  In  this  way  the  unique  identification  code  for 
the  lock  can  be  changed  at  any  time  so  that  a  high 
level  of  security  is  achieved. 

A  number  of  alternative  options  utilising  the  sys- 
tem  described  above  can  be  provided  by  suitable  pro- 
gramming  of  the  processor  26.  First,  the  "window" 
time  from  reception  of  the  correct  release  code  by  the 
signal  input  device  24  during  which  the  actuator  28  is 
energised  by  the  processor  26  to  allow  the  bolt  13  to 
be  retracted  by  turning  the  handle  14  may  be  pre-set 
to  any  required  time  dependent  on  the  intended  cir- 
cumstances  of  use,  for  example  from  five  seconds  to 
ninety  nine  seconds.  The  processor  26  may  also  be 
programmed  to  energise  the  audible  indicator  upon 
depression  of  each  key  17,  with  a  different  tone  being 
generated  uniquely  for  each  key.  When  the  correct 
combination  is  detected  by  the  processor  26  it  may 
also  cause  a  recognition  signal  to  be  transmitted  to 
the  audible  indicator,  for  example  a  short  double  tone. 
The  audible  tones  may,  however,  be  eliminated  if 
required. 

The  system  of  the  present  invention  may  also  be 
fitted  with  a  duress  alarm.  This  may,  for  example,  be 
energised  by  a  code  one  digit  different  from  the  cor- 
rect  code  so  that  if  an  operator  is  forced  to  release  the 
lock  unwillingly  he  may  open  the  door  1  1  by  entering 
a  code  differing  from  the  correct  code  by  this  one  digit. 
The  processor  26  will  recognise  the  duress  code, 
energise  the  actuator  28  to  open  the  door  1  1  but  at  the 
same  time  transmit  an  alarm  signal  to  a  remote  moni- 
toring  station,  for  example  a  local  police  station,  to 
indicate  that  the  lock  is  being  opened  under  duress. 

The  processor  26  may  also  include  a  real  time 
clock  which  will  control  opening  of  the  lock  so  that  it 
can  only  be  opened  during  a  predetermined  time  dur- 
ing  each  period  of  24  hours.  The  available  release 

5  times  can  be  programmed  by  appropriate  key  strokes 
on  the  key  pad  1  6  or  20.  A  time  delay  may  also  be  pro- 
grammed  into  the  system  so  that,  after  entering  a  cor- 
rect  combination,  there  is  nevertheless  a 
predetermined  time  delay  before  the  lock  can  be 

10  opened.  Such  a  time  delay  may  be  of  value  in  prevent- 
ing  unauthorised  access  by  an  attempt  to  cycle 
sequentially  through  all  the  available  codes  since  the 
immediate  response,  even  to  a  correct  code,  is  for  the 
door  to  remain  locked.  Other  means  for  preventing 

15  cyclic  or  sequential  attempts  to  open  the  lock  may 
include  a  blocking  facility  which  will  disable  the  signal 
input  device  24,  at  least  for  a  minimum  period  (for 
example  fifteen  minutes)  after  three  incorrect 
attempts  to  enter  the  release  code,  that  is  after  three 

20  sequential  incorrect  release  codes  have  been 
entered. 

The  memory  27  may,  if  required,  store  a  plurality 
of  different  codes  which  will  be  recognised  by  the  pro- 
cessor  26  as  correct  release  codes  making  it  possible 

25  to  generate  an  audit  trail  indicating  which  of  a  plurality 
of  authorised  users  has  released  the  lock.  The  pro- 
cessor  26  may  act  to  store  such  an  audit  trail  in  the 
memory  27  for  a  predetermined  period,  for  example 
seven  days,  and  appropriate  means  (not  illustrated) 

30  for  reading  the  contents  of  the  memory  27,  or  for 
down-loading  the  information  to  a  printer  of  a  com- 
puter  may  be  provided. 

The  signal  input  device  24  may  further  be  connec- 
ted  by  means  not  shown  to  a  central  control  station, 

35  perhaps  provided  with  a  monitoring  closed-circuit 
television,  so  that  an  additional  level  of  security  can 
be  introduced. 

40  Claims 

1.  A  security  lock  for  a  closure  member,  having  a 
memory  for  storing  a  release  code,  electronic  sig- 
nal  processing  means  and  means  for  enabling 

45  release  of  the  lock  including  a  signal  input  device 
operable  selectively  to  generate  an  input  infor- 
mation  signal  for  comparison  with  the  said 
release  code  by  the  said  electronic  signal  proces- 
sing  means,  in  which  the  said  signal  input  device 

so  is  separate  from  or  separable  from  the  lock  and 
operable  selectively  to  generate  other  input  infor- 
mation  signals  for  application  to  other  such  locks 
for  comparison  with  their  release  codes  for  enabl- 
ing  release  thereof. 

55 
2.  A  security  lock  as  claimed  in  Claim  1  ,  in  which  the 

signal  input  device  is  removably  connectable  to 
the  lock. 

7 
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3.  A  security  lock  is  claimed  in  Claim  2,  in  which  the 
signal  input  device  and  the  electronic  signal  pro- 
cessing  means  are  releasably  connectable  by  a 
plug  and  socket  connection. 

4.  A  security  lock  as  claimed  in  any  of  Claims  1  to 
3,  in  which  the  said  signal  input  device  includes 
a  key  pad  having  a  plurality  of  keys  for  generation 
of  the  said  input  information  signal. 

5.  A  security  lock  as  claimed  in  Claim  1  ,  in  which  the 
said  signal  input  device  includes  signal  generat- 
ing  means  remote  from  the  lock  operable  to  trans- 
mit  signals  to  a  sensor  in  or  on  the  lock  whereby 
selectively  to  enable  release  of  the  lock  from  a 
distance. 

6.  A  security  lock  as  claimed  in  Claim  5,  in  which  the 
signal  sensor  means  comprise  at  least  one  photo- 
sensitive  detector  operating  in  the  infra-red  reg- 
ion  of  the  spectrum  for  detecting  electromagnetic 
radiation  signals  transmitted  from  the  signal  input 
device. 

7.  A  security  lock  as  claimed  in  Claim  5,  in  which  the 
remote  signal  generating  means  is  connected  to 
the  lock  by  a  signal  transmission  line  for  the  trans- 
mission  of  input  information  control  signals  gen- 
erated  thereby. 

8.  A  security  lock  as  claimed  in  any  preceding 
Claim,  in  which  the  said  signal  input  device  also 
includes  means  for  storing  and/or  delivering  elec- 
trical  power  for  the  lock  for  energisation  of  the 
electronic  signal  processing  means. 

9.  A  security  lock  as  claimed  in  any  preceding 
Claim,  in  which  the  said  electronic  signal  proces- 
sing  means  includes  programme  control  means 
operable  to  change  the  stored  data  in  the  memory 
in  response  to  signals  from  the  signal  input 
device,  whereby  to  change  the  said  release  code 
stored  in  the  memory. 

1  0.  A  security  lock  for  a  closure  member,  as  claimed 
in  Claim  1,  having  a  mechanical  bolt  movable  be- 
tween  a  locking  and  a  release  position  a  bolt- 
operating  mechanism  for  displacing  the  bolt 
between  its  locking  and  release  positions  and 
selectively  controllable  interconnection  means 
for  controlling  the  interconnection  between  the 
bolt  and  the  bolt-operating  mechanism  whereby 
selectively  to  enable  or  disable  the  bolt-operating 
mechanism,  in  which  the  selectively  controllable 
interconnection  means  acts  to  enable  or  disable 
the  bolt-operating  mechanism  in  response  to 
input  information  electrical  signals  transmitted 
thereto  via  the  signal  input  device  in  dependence 

on  whether  or  not  the  electrical  input  information 
signals  correspond  to  the  stored  release  code  in 
the  memory. 

5  11.  A  security  lock  as  claimed  in  any  of  Claims  2  to 
10,  in  which  the  removable  connection  of  the  sig- 
nal  input  device  to  the  lock  includes  separable 
connection  of  three  lines  for  transmission  of  sig- 
nals  and  electrical  power  to  the  lock. 

10 
12.  A  security  lock  system  as  claimed  in  any  preced- 

ing  claim,  in  which  the  said  signal  processing 
means  includes  a  timing  device  operable  to  inhibit 
release  of  the  lock  a  predetermined  time  after  the 

15  detection  of  an  input  information  signal  from  the 
or  a  signal  input  device  whereby  to  prevent  gen- 
eration  of  a  signal  watching  the  release  code  by 
trial  and  error. 

20  13.  A  security  lock  system  comprising  a  plurality  of 
locks  as  claimed  in  any  preceding  claim  each 
having  a  different  stored  release  code  in  its  res- 
pective  memory,  and  at  least  one  signal  input 
device  operable  selectively  to  generate  a  plurality 

25  of  different  input  information  signals  for  compari- 
son  with  the  release  code  of  respective  locks. 
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