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©  Method  and  system  for  processing  a  change 
value  within  a  system  having  a  number  of  compo- 
nents  operating  as  participants,  a  first  component 
having  an  arithmetic  section,  which  from  outside  is  at 
least  partially  unreachable  and  which  has  a  register 
which  is  unreachable  directly  from  outside,  and  a 
second  component  supplying  a  message,  which 
comprises  a  change  value,  to  the  first  component  for 
the  purpose  of  changing  the  contents  of  the  register. 
The  first  component  contains  a  set  of  elements, 
which  represent  numbers  which  are  divided  into 
rows,  each  second  and  subsequent  element  of  each 
row  being  determined,  by  application  of  one  or  more 
one-way  functions,  from  the  directly  preceding  ele- 
ment  of  the  row.  The  second  component  receives  a 

first  datum  which  is  a  function  of  numbers  under- 
lying  the  set  or  of  the  last  elements  thereof.  In 
response  to  receiving  the  message  originating  from 
the  second  component,  the  first  component  has  to 
send  elements  from  a  number  of  rows  to  the  second 
component.  The  second  component  evaluates  the 
last-mentioned  received  elements  on  the  basis  of  the 
indices  sent  and  by  application  of  the  one-way  func- 
tions  to  the  last  elements  of  the  rows  in  question, 
and  therefrom  obtains  a  second  datum.  If  the  first 
and  second  data,  which  may  first  have  been  elabo- 
rated  further,  are  identical,  the  second  component 
judges  the  register  contents  to  have  been  changed 
correctly. 
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The  invention  relates  to  a  method  for  process- 
ing  a  change  value  within  a  system  having  a  num- 
ber  of  components  operating  as  participants,  a  first 
component  having  an  arithmetic  section,  which 
from  outside  is  at  least  partially  unreachable  and 
which  has  a  register  which  is  unreachable  directly 
from  outside,  and  a  second  component  supplying  a 
message,  which  comprises  a  change  value,  to  the 
first  component  for  the  purpose  of  changing  the 
contents  of  the  register. 

The  first  component  is,  for  example,  a  card 
with  a  microcomputer,  also  called  "smart  card". 
There  may  be  a  third  component  in  a  communica- 
tion  path  between  the  first  component  and  the 
second  component,  and  which  could  be  arranged 
by  the  user  of  the  first  component  for  the  purpose 
of  changing,  and  passing  on  in  the  changed  state, 
with  fraudulent  intent,  the  change  value  received 
from  the  first  component.  Changing  the  contents  of 
the  register  is  known  per  se  in  practice.  With  the 
exception  of  the  solutions  offered  by  the  invention, 
the  applicant  does  not  know  of  any  method  in 
which  the  correctness  of  the  changing  of  the  regis- 
ter  contents  can  be  checked  by  the  second  com- 
ponent.  The  ability  to  check  the  changing  of  the 
register  contents  is  important,  in  particular,  if  the 
register  contents  represent  a  monetary  value, 
which  is  to  be  decreased  by  the  second  compo- 
nent  in  the  case  of  payment  for  goods  or  services, 
or  which  is  to  be  increased  by  the  second  compo- 
nent  after  payment  of  "real"  money.  Countering  the 
fraudulent  increase  of  the  register  contents  is  im- 
portant,  for  example,  if  the  contents  represent  a 
number  of  goods  or  services  which  the  user  of  the 
first  component  is  owed  by  the  user  of  the  second 
component. 

The  object  of  the  invention  is  therefore  to 
check  the  correctness  of  the  changing  of  the  regis- 
ter  contents. 

This  objective  is  achieved  according  to  the 
invention  by  means  of  the  method  as  described  in 
claim  1  .  As  a  result,  every  alteration  of  the  change 
value  by  the  third  component  will  result  in  the  first 
component  sending  back,  to  the  second  compo- 
nent,  elements  of  the  first  group  of  rows  whose 
indices  are  higher  than  the  second  component  was 
expecting  on  the  basis  of  the  change  value  sent. 
The  third  component,  namely,  is  not  able  to  cal- 
culate  elements  with  lower  indices  of  the  rows  in 
question  on  the  basis  of  the  elements  received 
from  the  first  component,  because  the  elements  of 
a  row  can  only  be  calculated  starting  from  an 
element  having  a  lower  index. 

In  order  to  prevent  the  third  component,  after 
sufficiently  frequent  use,  from  learning  all  the  ele- 
ments  of  the  first  group  of  rows,  it  is  preferred  that, 
after  each  message  received  by  the  first  compo- 
nent,  the  at  least  one  origin  number  is  changed,  as 

a  result  of  which  the  elements  determined  there- 
from  are  also  changed. 

Other  properties  and  advantages  of  the  inven- 
tion  will  become  apparent  from  the  following  ex- 

5  planation  by  reference  to  the  drawings,  in  which: 
Figure  1  shows  a  diagram  of  a  system  which  is 
suitable  for  application  of  the  invention; 
Figure  2  shows  a  diagram  of  a  set  of  elements 
which  represent  numbers,  for  use  in  the  method 

io  according  to  the  invention;  and 
Figure  3  shows  a  representation  of  a  one-way 
function  for  determining  the  elements  of  the  set 
of  Figure  2. 

Figure  1  shows  a  system  which  is  suitable  for 
75  application  of  the  invention  and  which  comprises  a 

first  component  1,  a  second  component  2  and  a 
third  component  3.  The  first  and  second  compo- 
nents  1  ,  2  are  generally  computers.  The  first  com- 
ponent  is  formed,  for  example,  by  a  card  with  a 

20  microcomputer,  also  called  "smart  card",  in  which 
case  the  third  component  3  can  be  used  for  com- 
munication  between  the  first  and  second  compo- 
nents  1,  2.  The  first  component  has  an  at  least 
partially  unreachable  arithmetic  section  with  a  reg- 

25  ister  which  is  unreachable  from  outside.  Unreacha- 
ble  means  that  the  operation  of  the  arithmetic  sec- 
tion,  at  least  in  part,  cannot  be  changed,  and  the 
contents  of  the  register  can  only  be  changed  via 
the  arithmetic  section  and  not  from  outside  the  first 

30  component  1  bypassing  the  arithmetic  section. 
The  register  of  the  first  component  1  is  in- 

tended  to  store  a  value  which  can  be  changed  from 
outside  via  the  arithmetic  section  of  the  first  com- 
ponent  1  with  a  change  value.  The  register  con- 

35  tents,  for  example,  represent  a  monetary  value  or  a 
number  of  goods  or  services  which  the  owner  of 
the  first  component  1  is  owed  by  another  partici- 
pant  in  the  system.  The  third  component  3,  which 
may  be  owned  by  the  user  of  the  first  component 

40  1,  can  be  changed  with  fraudulent  intent  in  such  a 
way  that  it  is  capable  of  changing  the  change  value 
which  it  receives  from  the  second  component  2, 
prior  to  passing  on  the  changed  value  to  the  first 
component  1  .  The  invention  intends  to  check  this. 

45  To  this  end,  the  second  component  2,  after  send- 
ing  a  message  which  contains  a  change  value, 
expects  a  response  from  the  third  component  3, 
which  response  must  be  defined  by  the  first  com- 
ponent  1  in  such  a  way  that  it  is  impossible  for  the 

50  third  component  3  to  alter  the  change  value  without 
also  altering  the  response  sent  to  the  second  com- 
ponent  2.  As  a  result  of  the  second  component  2 
comparing  an  expected  response  or  a  result  de- 
rived  therefrom  with  the  actually  received  response 

55  or  a  result  derived  therefrom,  the  second  compo- 
nent  2  is  then  able  to  check  the  correctness  of  the 
changing  of  the  register  contents. 

3 
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In  order  to  achieve  said  objective,  the  first 
component  1  contains  a  set  of  elements  which 
represent  numbers  and  which  are  divided  into  a 
number  of  rows. 

Figure  2  shows  a  set  of  this  kind  having  eight 
rows  r  =  1  to  r  =  8  inclusive.  Each  element  of 
each  row  is  represented  by  a  small  rectangle.  Each 
row  comprises  a  number  of  elements  which  are 
non-interrogatable  from  outside  the  first  component 
1  and  which  are  shown  above  the  dashed  line  4. 
Each  row  also  comprises  a  number  of  interrogata- 
ble  elements  which,  in  contrast,  are  interrogatable 
from  outside  the  first  component  1.  Within  the 
rectangles  representing  the  interrogatable  ele- 
ments,  the  indices  de  of  the  elements  are  shown. 
Each  second  element  of  each  row,  in  Figure  2  each 
second  element  in  the  row  counted  downwards,  is 
calculated  from  the  preceding  element  by  applying 
a  one-way  function.  Preferably,  the  set  of  elements 
should  be  used  only  a  small  number  of  times  for 
interrogating  elements.  Subsequently,  the  first 
component  has  to  use  another  set. 

One-way  functions  are  known  per  se,  and  Fig- 
ure  3  gives  an  example.  In  Figure  3,  a  variable  x 
forms  an  input  variable  for  a  DES  algorithm  or  a 
DES-based  algorithm,  which  is  represented  by  a 
box  5  and  which  uses  a  key  k  which  is  allowed  to 
be  known.  The  result  of  the  algorithm  of  box  5  is 
supplied  to  an  exclusive  OR  function  which  is  in- 
dicated  by  box  6  and  which  is  sometimes  called 
XOR  function.  The  exclusive  OR  function  also  re- 
ceives  the  variable  x  and  as  a  result  supplies  the 
output  variable  y.  If  for  a  DES-based  algorithm  the 
variables  x  and  y  and  the  key  k  are  sufficiently 
large,  it  is  virtually  impossible  to  obtain  the  input 
variable  x  from  the  output  variable  y  by  inverse 
calculation.  The  greater  the  variables  x,  y  and/or 
the  key  k,  the  more  difficult  it  is  to  calculate  back- 
wards  from  y  to  x,  and  the  stronger  the  one-way 
function  is  called. 

The  one-way  functions  used  for  determining 
the  elements  of  the  set  shown  in  Figure  2  can  be 
different.  For  a  simple  implementation  of  the  sys- 
tem,  however,  they  are  identical. 

In  Figure  2,  in  each  row  at  least  one  one-way 
function  is  used  which  is  stronger  than  the  other 
one-way  function(s)  of  the  row  and  which  is  in- 
dicated  as  a  thicker  transition  line  than  the  other 
transition  lines  between  the  elements.  As  a  result  it 
becomes  even  more  difficult  to  obtain  a  non-inter- 
rogatable  element  by  inverse  calculation  from  the 
interrogatable  elements.  This  is  important  if  the  first 
elements  of  the  rows  are  defined  from  an  origin 
element  7  which  represents  a  number  and  which  is 
fixed  or  which  is  changed  in  a  predetermined  man- 
ner  which  can  be  generally  known,  for  example 
after  processing  of  each  received  message.  If  a 
swindler  should  once  have  obtained  the  knowledge 

of  element  7  or  the  first  elements  of  the  rows  by 
inverse  calculation,  he  would  always  be  able  to 
calculate  all  the  elements  of  each  set.  Therefore, 
after  processing  of  a  number  of  messages  the 

5  origin  element  7  is  preferably  also  changed  with 
the  aid  of  a  generated  random  number.  Application 
of  the  invention  does  not,  however,  require  that  the 
set  contains  non-interrogatable  elements. 

The  number  of  interrogatable  elements  of  each 
io  row  can  be  arbitrarily  large,  and  can  be  different  for 

different  rows.  For  the  purpose  of  a  simple  im- 
plementation,  each  row  could  contain  the  same 
number  of  interrogatable  elements. 

The  check  intended  according  to  the  invention 
is  can  take  place  in  various  ways  with  the  aid  of  the 

set  shown  in  Figure  2.  Because  the  description  and 
the  understanding  of  the  invention  would  not  there- 
by  be  simplified,  it  was  decided  to  do  without  an 
explanation  by  reference  to  flow  diagrams  for  the 

20  operation  of  each  component  1  ,  2  and  3  for  each  of 
the  different  ways. 

Prior  to  the  second  component  2  carrying  out  a 
comparison,  as  mentioned  hereinafter,  for  the  pur- 
pose  of  checking  the  correct  processing  of  the 

25  change  value,  the  second  component  2  receives 
from  another  component  of  the  system  a  first  da- 
tum  which  is  a  function  of  one  or  more  origin 
numbers,  for  example  the  origin  element  7,  which 
underlie  the  set  of  elements,  or  which  is  a  function 

30  of  the  last  elements  of  the  set,  which  in  Figure  2 
are  jointly  represented  by  the  rectangle  8.  Said 
other  component  may  be  a  component,  which  is 
considered  to  be  very  reliable  and  which  assigns 
different,  unique  origin  elements  7  to  one  or  more 

35  first  components  1,  and  which,  prior  to  the  first 
components  1  being  able  to  use  the  received  origin 
elements  7,  supplies  a  list  of  the  assigned  origin 
elements  7  to  the  second  component  2.  Instead  of 
the  list  of  origin  elements  7,  said  very  reliable 

40  component  can  supply  a  list  containing  end  ele- 
ments  8,  which  correspond  to  the  origin  elements 
7,  to  the  second  component  2.  Each  element  of 
such  a  list  forms  an  abovementioned  first  datum. 
Alternatively,  the  first  datum  can  be  obtained  from 

45  an  enciphered  or  authenticated  version  of  the  last 
element  8  of  the  set,  which  version  is  supplied  by 
the  first  component  1  to  the  second  component  2, 
which  then  deciphers  said  version  to  give  the  ele- 
ment  8  and  checks  it  for  genuineness,  and  if  found 

50  genuine,  uses  it  as  the  first  datum,  prior  to  the 
second  component  2,  as  explained  hereinafter,  ask- 
ing  the  first  component  1  for  interrogatable  ele- 
ments  from  the  set.  Which  enciphering  algorithm  is 
used  is  of  no  importance  to  the  invention.  An 

55  example  for  enciphering  of  the  element  8  and  for 
checking  the  genuineness  of  the  enciphered  ver- 
sion  thereof  has  been  described  in  the  Dutch  pat- 
ent  application  NL-A-9102145  which  was  filed  by 

4 
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applicant  together  with  the  present  application. 
In  each  of  the  embodiments  according  to  the 

invention  mentioned  hereinafter  the  second  compo- 
nent  2  expects  specific  numbers  from  the  first 
component  1,  which  are  represented  by  inter- 
rogatable  elements  having  indices  which  (also) 
have  been  calculated  by  the  second  component  2 
on  the  basis  of  the  change  value.  Starting  from  the 
received  numbers,  and  by  application  of  the  one- 
way  functions  in  question,  the  second  component  2 
calculates  the  elements  which  should  be  the  last 
elements  of  the  rows  in  question.  Said  calculated 
last  elements  together  can  be  regarded  as  the 
second  datum. 

When  the  second  component  2  has  received  a 
list  of  unique  origin  elements  7,  the  second  compo- 
nent  2  first  calculates  therefrom  a  corresponding 
list  of  end  elements  8  as  first  data.  After  the 
second  component  2  has  calculated  a  second  da- 
tum,  the  second  component  2  checks  whether  this 
second  datum  occurs  in  the  list  of  first  data.  Only  if 
this  is  the  case  is  the  processing  of  the  change 
value  adjudged  to  be  correct  and  the  first  datum  in 
question  is  deleted  from  the  list. 

In  the  case  that  the  second  component  2  has 
received  none  of  said  lists,  but  has  received,  prior 
to  interrogating  elements  from  the  set,  the  enci- 
phered  end  element  8  from  the  first  component  1  , 
the  second  component  2  calculates  therefrom  the 
first  datum  and  compares  it  with  the  calculated 
second  datum.  Only  if  these  two  data  are  identical 
is  the  processing  of  the  change  value  adjudged  to 
be  correct. 

It  is  to  be  noted  that  hereinbefore  and 
hereinafter  the  first  and  second  data  are  also  meant 
to  refer  to  results  derived  therefrom  which  are 
suitable  for  carrying  out  said  comparison  in  the 
second  component  2. 

According  to  a  first  embodiment,  a  group  of 
rows,  for  example  the  rows  1  ,  2  and  3,  is  assigned 
to  the  change  value.  If  the  first  component  1  re- 
ceives  a  change  value  from  the  third  component  3, 
and  the  change  value  is  meant  to  decrease  the 
contents  of  the  register,  the  first  component  1 
determines  the  (radix  -  1)  complement,  which  is 
equal  to  the  radix  complement  minus  1  ,  separately 
for  each  digit  of  the  change  value,  or  of  groups  of 
digits  of  the  change  value.  The  chosen  radices  are 
a  function  of  the  radices  of  rows  of  the  set,  which 
are  assigned  to  the  separate  or  batches  of  digits  of 
the  change  value.  The  complements  established 
are  assumed  to  be  the  indices  of  interrogatable 
elements  of  the  assigned  rows  in  question.  Assume 
for  example  that  the  first  component  receives  as  a 
change  value  the  number  352,  in  the  notation  ac- 
cording  to  the  radices  of  the  rows  in  question  of 
the  set.  If  the  (radix  -  1)  complement  is  determined 
for  each  digit  of  this  number,  this  results,  for  the 

set  shown  in  Figure  2  whose  rows  are  different  in 
length  and  each  contain  fewer  than  10  elements,  in 
the  number  (4  -  3)  (6  -  5)  (5  -  2)  =  113.  The  first 
component  1  then  sends  the  element  with  index  1 

5  of  the  first  row,  the  element  with  index  1  of  the 
second  row  and  the  element  with  index  3  of  the 
third  row  to  the  second  component  2  via  the  third 
component.  If  on  the  other  hand  only  a  single  row 
with,  for  example,  1000  (in  decimal  notation)  ele- 

io  ments  had  been  assigned  to  the  change  value,  the 
(radix  -  1)  complement  would  be  (999  -  352)  =  647 
(in  decimal  notation),  and  the  first  component  1 
would  send  the  element  with  index  647  of  that  row 
to  the  second  component  2  via  the  third  compo- 

15  nent  3. 
As  the  second  component  2  transmits  a  higher 

change  value,  it  expects  in  return  indices  of  inter- 
rogatable  elements  of  the  rows  assigned  to  the 
change  value,  which  indices  together  represent  a 

20  lower  number.  If  in  the  example  given  above  the 
second  component  2,  for  example,  had  sent  the 
change  value  415,  it  expects  in  return  the  number 
(4  -  4)  (6  -  1)  (5  -  5)  =  050,  and  in  the  case  that 
only  one  row  of  1000  elements  had  been  assigned 

25  to  the  change  value,  (999  -  415)  =  584.  It  follows 
from  the  above  that,  if  the  third  component  3  has 
decreased  the  change  value,  irrespective  of  the 
number  of  rows  assigned  to  the  change  value,  of 
the  number  of  elements  of  said  rows,  and  of  the 

30  numbers  of  elements  of  said  rows  being  equal  or 
unequal,  the  second  component  2  will  receive  num- 
bers  which  are  represented  by  elements  of  which 
at  least  one  will  have  a  higher  index  than  is  ex- 
pected  by  the  second  component  2.  Because  the 

35  third  component  3  is  virtually  unable  to  apply  a 
one-way  function  inversely,  the  third  component  3 
is  unable  to  calculate  the  number  which  is  repre- 
sented  by  elements  with  lower  indices  expected  by 
the  second  component  2. 

40  If  the  change  value  is  meant  to  increase  the 
contents  of  the  register  of  the  first  component  1, 
the  first  component  1  need  not  to  calculate  com- 
plements,  and  the  sought-for  indices  of  the  rows 
assigned  to  the  change  value  can  be  set  equal  to 

45  the  corresponding  digits  of  the  change  value.  Each 
increase  of  the  change  value  by  the  third  compo- 
nent  will  then  result  in  a  higher  index  of  at  least 
one  element  than  the  second  component  2  had 
expected. 

50  According  to  a  second  embodiment  for  the 
purpose  of  effecting  the  check  according  to  the 
invention,  a  group  of  rows,  for  example  rows  4  and 
5,  is  used  to  represent  a  checksum.  If  the  change 
value  is  meant  to  decrease  the  contents  of  the 

55  register  of  the  first  component  1,  the  checksum 
consists  of  the  sum  of  the  component  1  ,  the  check- 
sum  consists  of  the  sum  of  the  (radix  -  1)  com- 
plements  of  the  digits  of  the  change  value  which 

5 
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are  assigned  to  rows  1  ,  2  and  3.  The  digits  of  the 
checksum  then  represent  indices  of  interrogatable 
elements  of  the  rows  4  and  5  assigned  to  the 
checksum.  Said  elements  are  sent  via  the  third 
component  3  to  the  second  component  2,  together 
with  an  interrogatable  element  from  each  of  the 
rows  1,  2  and  3  which  have  been  assigned  to  the 
change  value,  with  the  indices  which  are  repre- 
sented  by  the  digits  in  question  of  the  change 
value.  If  the  second  component  2,  for  example, 
transmits  the  change  value  415,  the  checksum  for 
the  set  shown  in  Figure  2  is  (4  -  4)  +  (6-1)  +  (5  - 
5)  =  0  +  5  +  0  =  05.  The  first  component  1  will 
then  send,  of  the  fifth  row,  the  number  which  is 
represented  by  the  element  with  the  index  5  and, 
of  the  fourth  row,  the  number  which  is  represented 
by  the  element  with  the  index  0.  If  the  third  compo- 
nent  3  had  decreased  the  change  value,  for  exam- 
ple  to  351  ,  the  checksum  thereof  would  be  (4  -  3) 
+  (6  -  5)  +  (5  -  1)  =  1  +1  +  4  =  06,  which 
points  to  the  element  with  index  6  of  row  5  and  the 
element  with  index  0  of  row  4.  The  third  compo- 
nent  3  is  unable  to  calculate  backwards  from  the 
number,  which  is  represented  by  the  element  with 
index  6  of  row  5,  to  the  number  which  is  expected 
by  the  second  component  2  and  which  is  repre- 
sented  by  the  element  with  index  5  of  row  5. 

The  third  component  3  could  decrease  the 
change  value  in  such  a  way  that  the  checksum 
remains  equal.  In  the  example  the  third  component 
3  could,  for  example,  set  the  change  value  equal  to 
145.  Because  the  checksum  does  not  change,  the 
third  component  3,  and  therefore  also  the  second 
component  2,  will  receive  the  correct  numbers  from 
the  rows  4  and  5.  However,  the  first  component  1 
must  also  supply  the  numbers  assigned  to  the 
change  value  which  are  represented  by  the  ele- 
ment  with  index  4  of  row  1  ,  the  element  with  index 
1  of  row  2  and  the  element  with  index  5  of  row  3.  If 
the  third  component  3  has  decreased  the  change 
value  in  the  abovementioned  manner,  the  third 
component  3  is  then  unable  to  obtain  by  inverse 
component  1  and  associated  with  the  element  with 
index  4  of  row  2,  the  number  expected  by  the 
second  component  2  and  associated  with  the  ele- 
ment  with  index  1  of  row  2.  The  second  component 
2  will  then,  therefore,  receive  an  incorrect  number 
from  at  least  one  row,  in  this  example  the  second 
row. 

If  a  set  of  elements  is  to  be  used  only  once, 
there  is  no  point  for  the  third  component  3  to  ask 
the  first  component  1,  prior  to  a  request  from  the 
second  component  2,  for  all  the  elements  having 
the  lowest  indices  of  the  rows,  if  use  is  made  of  the 
checksum  and  the  second  component  at  the  same 
time  asks  for  elements  of  rows  assigned  to  the 
checksum.  If  the  third  component  3,  namely,  were 
to  ask  for  all  the  elements  having  the  lowest  in- 

dices  of  the  rows,  in  order  to  be  able,  upon  receiv- 
ing  them,  to  calculate  the  other  elements,  the  first 
component  1  can  be  arranged  so  as  to  give  no 
response,  because  the  request  put  virtually  cannot 

5  or  must  not  arise,  or  the  first  component  1  will 
supply  elements  from  rows  of  elements  assigned 
to  the  checksum,  having  the  highest  indices  from 
which  the  third  component  3  cannot  calculate  ele- 
ments  with  lower  indices. 

io  The  condition  of  being  able  to  use  the  set  only 
once  can  be  managed  safely  by  the  at  least  par- 
tially  inaccessible  section  of  the  first  component, 
which  can,  for  example,  be  a  "smart  card". 

If  the  second  component  2  sends  the  check- 
15  sum  along  with  the  message,  and  the  first  compo- 

nent  1  also  calculates  the  checksum,  it  is  possible 
to  detect  a  fault  in  the  communication  between  the 
components  and  to  report  this  to  the  second  com- 
ponent  2,  without  the  first  component  1  imme- 

20  diately  incurring  the  suspicion  of  making  fraudulent 
actions. 

The  set  of  elements,  as  shown  in  Figure  2,  can 
comprise  more  rows  of  elements  than  is  necessary 
for  checking  the  correctness  of  the  changing  of  the 

25  contents  of  the  register  of  the  first  component  1. 
An  example  for  the  use  of  the  other  rows  is  de- 
scribed  in  NL-A-9102145  mentioned  herein  before 
according  to  which  the  second  component  2,  by 
application  of  the  additional  rows,  can  check  an 

30  authenticated  digital  datum  supplied  by  the  first 
component  1  for  its  genuineness.  The  authenticat- 
ed  digital  datum  represents,  for  example,  a  cheque, 
in  which  case  the  change  value  may  represent  a 
monetary  value  whereby  a  balance  stored  in  the 

35  register  can  be  changed. 
It  is  to  be  noted  that  within  the  context  of  the 

invention  various  modifications  are  possible.  For 
example,  the  numbering  of  the  elements  of  each 
row  of  the  set,  starting  from  the  origin  element,  can 

40  be  in  decreasing  order  instead  of  increasing  order, 
as  shown  in  Figure  2.  Further,  the  cases  in  which 
(radix  -  1)  complements  are  or  are  not  calculated 
may  be  interchanged.  The  choice  of  these  options 
depends  on  what  alteration  of  the  change  value,  for 

45  the  purpose  of  changing  said  register  contents  of 
the  first  component,  is  to  be  adjudged  to  be  a 
fraud.  In  this  context,  four  cases  can  be  distin- 
guished: 

1)  If  the  register  contents  are  to  be  decreased: 
50  1a)  the  inadmissibly  smaller  decrease  of  the 

register  contents; 
1b)  the  inadmissibly  larger  decrease  of  the 
register  contents; 
1c)  the  increase  of  the  register  contents; 

55  2)  If  the  register  contents  are  to  be  increased: 
2a)  the  inadmissibly  lower  increase  of  the 
register  contents; 

6 



9 EP  0  551  678  A1 10 

2b)  the  inadmissibly  larger  increase  of  the 
register  contents;  and 
2c)  the  decrease  of  the  register  contents. 

Claims 

1.  Method  for  processing  a  change  value  within  a 
system  having  a  number  of  components  op- 
erating  as  participants,  a  first  component  hav- 
ing  an  arithmetic  section,  which  from  outside  is 
at  least  partially  unreachable  and  which  has  a 
register  which  is  unreachable  directly  from  out- 
side,  and  a  second  component  supplying  a 
message,  which  comprises  a  change  value,  to 
the  first  component  for  the  purpose  of  chang- 
ing  the  contents  of  the  register,  characterised 
in  that  within  the  first  component  a  set  of 
elements,  which  represent  numbers,  is  stored 
or  can  be  determined  from  at  least  one  origin 
element,  the  set  of  elements  being  divided  into 
rows  of  elements,  each  second  and  subse- 
quent  element  of  each  row  being  determined, 
by  applying  one  or  more  one-way  functions, 
from  the  directly  preceding  element  of  the  row, 
the  successive  elements  of  each  row  up  to,  i.e. 
excluding,  an  element  with  a  predetermined 
index,  hereinafter  called  first  interrogatable  ele- 
ment,  being  kept  secret  from  the  second  com- 
ponent,  the  second  component  knowing  the 
one-way  functions  which  are  used  for  deter- 
mining  the  elements  following  the  first  inter- 
rogatable  element,  which  elements  are  inter- 
rogatable  elements,  a  component  supplying  to 
the  second  component  a  first  datum  which  is  a 
function  of  the  origin  numbers  or  of  the  last 
elements  of  the  set,  the  first  component,  upon 
receiving  the  message,  sending  to  the  second 
component  interrogatable  elements  of  a  first 
group  of  rows,  of  which  the  indices  are  deter- 
mined  on  the  basis  of  the  change  value  in 
such  a  way  that  at  least  one  of  the  indices 
increases  if  a  third  component,  present  in  a 
communication  path  between  the  first  compo- 
nent  and  the  second  component,  prior  to  on- 
ward  transmission  to  the  first  component,  in- 
creases  or  decreases  the  change  value  re- 
ceived  from  the  second  component  if  the 
change  value  is  intended  to  increase  or  de- 
crease,  respectively,  the  contents  of  the  regis- 
ter,  the  second  component,  based  on  the 
change  value,  determining  the  indices  of  inter- 
rogatable  elements  of  the  first  group  of  rows  in 
the  same  manner,  the  second  component,  by 
applying  the  one-way  functions  in  question  and 
on  the  basis  of  the  indices  determined  by  the 
second  component  and  of  the  radices  of  the 
rows  in  question,  evaluating  the  received  ele- 
ments  up  to  elements  which  should  be  the  last 

elements  of  said  rows,  the  second  component 
comparing  a  second  datum,  obtained  from  the 
evaluation  and  possibly  elaborated  further,  with 
the  previously  received  first  datum  and  adjud- 

5  ging  the  changing  of  the  contents  of  the  regis- 
ter  to  be  correct  if  the  comparison  results  in  an 
identity. 

2.  Method  according  to  claim  1,  characterised 
io  in  that  the  first  group  of  rows  is  assigned  to 

the  change  value,  that,  if  the  change  value  is 
intended  to  decrease  the  contents  of  the  regis- 
ter,  the  first  component  determines  the  (radix  - 
1)  complements  of  the  digits  of  the  change 

is  value,  which  are  assigned  to  the  rows  in  ques- 
tion,  and  uses  said  complements  as  the  in- 
dices  to  be  determined  of  interrogatable  ele- 
ments  of  the  first  group  of  rows,  and  that,  if  the 
change  value  is  not  intended  to  decrease  the 

20  register  contents,  the  last-mentioned  indices 
are  determined  by  the  digits  of  the  change 
value,  which  are  assigned  to  the  rows  in  ques- 
tion. 

25  3.  Method  according  to  claim  1,  characterised 
in  that  the  first  group  of  rows  is  assigned  to  a 
checksum  which,  if  the  change  value  is  in- 
tended  to  decrease  the  contents  of  the  regis- 
ter,  is  represented  by  the  sum  of  the  (radix  -  1) 

30  complements  of  digits  of  the  change  value, 
which  are  assigned  to  rows  in  question,  and 
otherwise  the  checksum  is  represented  by  the 
sum  of  the  digits  of  the  change  value,  which 
are  assigned  to  the  rows  in  question,  the  digits 

35  of  the  checksum  representing  the  indices  to  be 
determined  of  interrogatable  elements  of  the 
first  group  of  rows,  a  second  group  of  rows  of 
the  set  being  assigned  to  the  change  value, 
the  first  component,  prior  to  receiving  the  mes- 

40  sage,  sending  the  last  elements  of  the  rows  of 
the  second  group  to  the  second  component 
and,  upon  receiving  the  message,  sending  in- 
terrogatable  elements  to  the  second  compo- 
nent,  of  which  the  indices  agree  with  the  digits 

45  of  the  change  value,  which  are  assigned  to  the 
rows  in  question,  and  the  second  component 
involving  the  elements,  which  have  been  re- 
ceived  from  the  second  group  on  the  basis  of 
the  last-mentioned  indices,  in  the  evaluation 

50  and  comparison. 

4.  Method  according  to  claim  3,  characterised 
in  that  both  the  first  component  and  the  sec- 
ond  component  determine  the  checksum  for 

55  their  own  use. 

5.  Method  according  to  claim  3  or  4,  charac- 
terised  in  that  the  message  contains  the 

7 
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checksum  which  has  been  determined  by  the 
second  component. 

6.  Method  according  to  one  of  the  preceding 
claims,  characterised  in  that  the  first  compo-  5 
nent  does  not  meet  a  request,  received  by 
means  of  a  message,  to  supply  interrogatable 
elements  having  the  lowest  indices  of  the  rows. 

7.  Method  according  to  one  of  the  preceding  10 
claims,  characterised  in  that  after  each  mes- 
sage  received  by  the  first  component,  the  at 
least  one  origin  element  and  the  elements 
which  are  determined  therefrom  are  changed. 

75 
8.  Method  according  to  one  of  the  preceding 

claims,  characterised  in  that  for  the  purpose 
of  determining  at  least  one  element  which  has 
a  lower  index  than  that  of  the  second  inter- 
rogatable  element  of  a  row,  a  stronger  one-way  20 
function  is  applied  than  a  one-way  function 
which  is  applied  for  determining  an  element 
with  a  higher  index  than  that  of  the  first  inter- 
rogatable  element. 

25 
9.  Method  according  to  claim  8,  characterised 

in  that  with  the  exception  of  the  stronger  one- 
way  function  the  one-way  functions  are  iden- 
tical. 

30 
10.  Method  according  to  one  of  the  preceding 

claims,  characterised  in  that  the  numbers  of 
elements  of  all  the  rows  are  equal. 

11.  Method  according  to  one  of  the  preceding  35 
claims,  characterised  in  that  the  first  inter- 
rogatable  element  of  each  row  is  the  second 
element  of  the  row. 

12.  System  suitable  for  applying  the  method  ac-  40 
cording  to  one  of  the  preceding  claims. 

13.  System  according  to  claim  12,  characterised 
in  that  the  first  component  is  a  card  having  a 
microcomputer  ("smart  card").  45 

8 
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