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Description

[0001] The invention relates to a method according to
the preamble of claim 1 for providing control of the com-
ponent devices of an electromechanical locking system
including at least a plurality of electromechanically con-
trolled locking units.

[0002] Electromechanical locking and monitoring sys-
tems for a plurality of doors or other objects requiring to
be locked are known in which each locking unit is sep-
arately connected via a cable to a central control unit,
from which the basic programming of the system, as well
as the subsequent continuous control of the locking
units, is effected. Installation of a system of this kind is
laborious and costly due to the considerable cable in-
stalling work and switching work required. Initial pro-
gramming of the individual devices in the system and
reprogramming when subsequent changes thereto are
required is accomplished one by one from the central
control unit, which is time consuming and increases the
degree of communications needed.

[0003] One problem is the need to provide special
systems for particular clients who require non-conven-
tional locking units, because any change in the operat-
ing mode of a standard lock has to be made either by
changing the electronic unit or the program in the proc-
essor unit, both of which are laborious and costly oper-
ations.

[0004] A further problem in known cabled locking sys-
tems is posed by possible defects in the security of the
electric control of the locking units.

[0005] US-A-4727369 discloses an electronic securi-
ty system having a multi-tiered distributed architecture
in which passwords and codes can be entered via a
master controller coupled to decision-making subcon-
trollers. Each subcontroller controls a plurality of termi-
nal controllers which can verify codes identifying indi-
vidual users of the system.

[0006] One aim of the present invention is to provide
a novel way of providing control for electromechanical
locking systems, from which the drawbacks mentioned
above have at least been reduced and preferably have
essentially been eliminated. A further aim is to develop
the control system so that it becomes possible to provide
a system which is constructionally uncomplicated and
cost effective as to its installation and maintenance. In
addition a still further aim is to improve the security of
the electric control of the locking system and the possi-
bility of flexibly modifying the operation of the compo-
nent devices in the system to correspond to the circum-
stances applicable in each case.

[0007] The aims of the invention can be met with the
method featured in the following claim 1 and its depend-
ent subclaims. In accordance with the invention a mes-
sage is transmitted through the data transmission bus
to all the component devices in the system and is pro-
vided with an identifier for the transmitting locking unit
or device in question. At least one (and preferably all)
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of the attachment units is provided with a control data
register, into which identification data is fed relating to
those devices, which are authorised to control the lock-
ing unit or device attached to the attachment unitin each
case. In this way identification of the message and ex-
ecution of the operations implied by the message is de-
termined in each attachment unit on the basis of the
identifier of said transmitting device and control data
preprogrammed in the control data register. Thus each
component device in the locking system can simultane-
ously be in connection with all the other locking units
and devices in the system, which simplifies the structure
of the system and the data transmission. Future chang-
es in the locking system can easily be accomplished by
changing the programming of the attachment units.
[0008] Security for its part is improved by the fact that
as an identifying address in the control messages to be
transmitted through the data transmission bus is the
identifier or identification data of the device sending the
message, whereby those component devices for which
the message is directed need not be named separately.
When the execution of the operations implied by the
message is determined on the basis of control data to
be preprogrammed in each attachment unit, the opera-
tions to be accomplished can be encrypted in a code
form in the messages passed through the data trans-
mission bus.

[0009] In practice each attachment unit is also provid-
ed with an operating data register, into which different
operating data for the locking unit or device attached to
that attachment unit are supplied. Then a control com-
mand for accomplishing the operation of a component
device in the locking system can be formed in the at-
tachment unit so that on the basis of the received mes-
sage and the data in the control data register it is first
determined, which part of the operating data register is
to be utilised. Thereafter the control is provided on the
basis of both the data in the operating data register and
the data to be provided by indicator means, e.g. limit
switches, in the locking unit or device and indicating the
state of the device in each case.

[0010] The method of the invention includes the use
of a known form of programming device, for instance a
portable micro computer, which is connected to said
transmission bus for accomplishing programming of
said registers. Each attachment unit can be separately
programmed, but by arranging the programming device
to operate through the data transmission bus parame-
ters of the entire locking system can be put into a special
programming state, under which the locking units or oth-
er component devices are allowed to utilise the data
transmission bus only under the control of the program-
ming device, the programming needed by the separate
devices can be accomplished through any of the attach-
ment units connected in the system. In accordance with
the invention it is thus possible to flexibly accomplish all
the programming required by the installation and to al-
low for possible subsequent changes of the system with-
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out the need to provide the system with a separate cen-
tral unit to be continuously fixed thereto.

[0011] The invention will now be further described, by
way of example, with reference to the accompanying
drawings, in which:

Figure 1 shows the basic components of an attach-
ment unit included in a locking system operating ac-
cording to the method of the invention and by
means of which component devices in the locking
system are connected to a data transmission bus,

Figure 2 shows the principles of transmission and
reception of a message through a data transmission
bus in accordance with the method of the invention,
and

Figure 3 illustrates how a programming device can
be used to program a component device included
in the locking system.

[0012] With reference to the drawings, in a locking
system according to the invention all the operating de-
vices 6 of the system, for instance electromechanically-
operated locking units, control units, control panels, or
registration devices, are connected to each other by
means of a common data transmission bus 8 by making
use of attachment units, the elements of which are
shown in Figure 1.

[0013] Connection to the data transmission bus 8
takes place by means of a transmitter/receiver circuit 1,
which is of a kind in which a received signal shows the
state of the bus even when the device itself is transmit-
ting, in other words the receiving mode is continuously
on. Atimer/counter circuit 2 is used for timing reception
and transmission operations and for computing values
for desired delays. A RAM memory circuit 3 is used as
a data buffer, into which the actual operational data part
in a received message is supplied.

[0014] An EEPROM memory circuit 4 is provided with
a control data register, into which data is fed about those
devices which are authorised to exert control over the
operating device 6 attached to the attachment unit in
question. The memory circuit 4 also includes an oper-
ating data register, into which is fed different operating
data for the locking unit or other operating device 6 at-
tached to the attachment unit in question. In addition
identification data, for example, a password or encryp-
tion data for the operating device 6 is stored in the mem-
ory circuit 4.

[0015] A processing unit 5 controls the data transmis-
sion bus operations and the operations of the associat-
ed operating device 6. "INPUT" in Figure 1 refers to the
operational limits for the operating device 6 itself or the
signals from limit switches connected to the device and
indicating its state and operation in each case. When
the device 6 is a locking device the limit switches indi-
cate for instance different positions and states of oper-
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ation for a lock bolt. "OUTPUT" in Figure 1 indicates the
role of the unit 5 in controlling the operation of the op-
erating device 6, for instance its relays or an electric mo-
tor operating the lock bolt.

[0016] Figure 2 shows in principle how the transmis-
sion, reception and processing of a message 7 occurs.
As will be clear from the foregoing, all these operations
take place through the attachment unit in each device.
A message 7 can be associated with control, supervi-
sion or registration of data of the component devices de-
pending on the application and the device. In Figure 2
a first operating device 6a (Device 1) transmits a mes-
sage 7 into a data transmission bus 8. The message 7
includes a data checking part 7a, an operating data part
or data part 7b, an identifier part 7¢ for the sending de-
vice itself and a part 7d indicating the type of the mes-
sage. The device 6a transmits its message 7 when there
is a change in its input or after a certain time has elapsed
from a previous transmission. The message 7 is sent
via the data transmission bus 8 to all the other devices
6b, 6¢ ... etc. attached to the data transmission bus 8.
Those of the devices 6b (Device 2), 6¢ (Device 3) ... etc.,
which need the message 7, start processing it further in
phase 1. In each of these devices the message 7 and
the identification data of the various devices 6 that are
authorised to the act on the message in question have
been stored in the control data register in the EEPROM
memory circuit 4 of the attachment unit for the device in
question. If desired the identification data can be ar-
ranged as a special address list 9 in the EEPROM circuit
4 for speeding up and simplifying the operation.

[0017] Inthe reception phase, the data checking part
7a of the message 7 is first checked against the identi-
fication data of the device 6 and in case of a correct
match, the data part 7b of the message 7 is fed into a
STATES buffer in the RAM memory circuit 3. This buffer
includes the data parts 7b of the messages from all the
other devices in the system needed by the receiving de-
vice 6 in question.

[0018] In phase 2 of device 6b a control command is
formed in accordance with the control data register in
the EEPROM memory circuit 4 and the data part 7b of
the message stored in the RAM memory circuit 3. The
control command determines which part of the opera-
tion data register in the EEPROM memory circuit 4 is to
be utilised.

[0019] In phase 3 an OUTPUT control command is
formed for the device 6 on the basis of its own INPUT
state and the operation data register in the EEPROM
memory circuit 4. Forming of the commands on the level
of bits can be accomplished in a way known as such
and will not be described more fully here.

[0020] Figure 3 shows the attachment of a program-
ming device 10 to a data transmission bus 8 for pro-
gramming one or more devices 6 in the system. The
means needed for this purpose are generally known and
are indicated by the reference number 11. The program-
ming device 10 can be a fixed part of the system but it
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can, as well, be attached to an established system only
when needed. The various devices 6 in the locking sys-
tem can be programmed either one by one or several at
atime, for instance according to the type of the devices
used.

[0021] First the programming device 10 changes all
the devices 6 in the system so that they are all in a pro-
gramming state, whereby each is allowed to use the da-
ta transmission bus 8 only when the programming de-
vice 10 allows it. The device 6 to be programmed is de-
termined by a message, which includes the identifica-
tion data for the device in question and its password ,
possibly in encrypted form (phase 1). The programming
can relate to the EEPROM memory circuit 4 of the de-
vice or the device can be, for instance, commanded to
transmit the data in its EEPROM memory circuit into the
programming device (phases 2 and 3).

[0022] This kind of system is advantageous and flex-
ible i.a. due to the fact that its basic elements, the dif-
ferent locking units and the possible control or supervis-
ing devices therefor, as well as the principles for forming
the system can remain the same, whereby the need for
modification and changes for different applications can
be taken account of simply through programming. Flex-
ibility is increased by the fact that programming of the
different devices can be accomplished through the re-
spective attachment unit, and a separate portable pro-
gramming device like a micro computer can be used for
the purpose.

[0023] The invention is not limited to the embodiment
illustrated since several modifications thereof are feasi-
ble within the scope of the following claims.

Claims

1. A method for providing control of a plurality of com-
ponent devices (6) of an electromechanical locking
system, said devices (6) including at least some of
a plurality of electromechanical locking units, con-
trol means and registration means, which devices
(6) are connected by means of a programmable at-
tachment unit (1, 2, 3, 4, 5) to a common data trans-
mission bus (8), whereby the attachment unit trans-
mits, receives and processes messages, especially
control commands, characterised in that for con-
trol of any specific one of said plurality of component
devices (6) amessage (7) is transmitted through the
data transmission bus (8) to all the devices (6) in
the system, said message being provided with an
identifier part (7¢) uniquely associated with the
transmitting one of said plurality of devices (6), in
that each attachment unit (1, 2, 3, 4, 5) is provided
with a control data register, into which identification
data of each device (6), which is authorised to con-
trol a component device (6) attached to the attach-
ment unit in each case, is stored, whereby identifi-
cation of the message (7) and execution of the op-
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erations implied by the message is determined in
each attachment unit (1, 2, 3, 4, 5) on the basis of
the identifier part (7¢) of the transmitting message
and control data preprogrammed in the control data
register.

2. A method according to claim 1, characterised in

that at least one attachment unit (1, 2, 3, 4, 5) is
provided with an operating data register, into which
is fed operating data specific to the component de-
vice (B) attached to the attachment unit in question.

3. A method according to either of the preceding

claims, characterised in that a control command
for accomplishing the operation of a component de-
vice (6) in the locking system is formed in the re-
spective attachment unit (1, 2, 3, 4, 5) so that on the
basis of the received message (7) and the data in
the control data register it is initially determined
which part of the operating data register is to be uti-
lised, whereby control is exercised on the basis of
both the data in the operating data register and data
provided by an indicator means in the component
device (6) which indicates the state of the device

().

4. A method according to claim 3, characterised in

that the indicator means is at least one limit switch.

5. A method according to any one of the preceding

claims, characterised in that the locking system
includes a programming device (10) which is con-
nected to at least one attachment unit (1, 2, 3, 4, 5)
for accomplishing programming of the control data
register thereof.

6. A method according to claim 5, characterised in

that the programming device (10) is a portable mi-
cro computer.

7. A method according to claim 5 or claim 6, charac-

terised in that the programming device (10), acting
via the data transmission bus (8), modifies the en-
tire locking system to adopt a special programming
state under which the component devices (6) are
allowed to utilise the data transmission bus (8) only
under the control of the programming device (10).

Patentanspriiche

1. Verfahren zur Steuerung einer Mehrzahl von Be-
standteilen (6) eines elekiromechanischen
SchloBsystems, wobei die Bestandteile (6) minde-
stens einige aus einer Mehrzahl von elektromecha-
nischen SchloB3einheiten, Steuervorrichtungen,
und Registrierungsvorrichtungen enthalten und
mittels einer programmierbaren AnschluBeinheit
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(1, 2, 3, 4, 5) an einen gemeinsamen Datenlbertra-
gungs-Bus (8) angeschlossen sind, wobei die An-
schluBeinheit Nachrichten, insbesondere Steuer-
befehle, Ubertragt, empfangt und verarbeitet,
dadurch gekennzeichnet, das zur Steuerung jedes
speziellen Einzelnen aus der Mehrzahl der Be-
standteile (6) eine Nachricht (7) durch den Daten-
Ubertragungs-Bus (8) an alle Bestandteile (6) in
dem System Ubertragen wird, wobei die Nachricht
mit einem l|dentifizierer-Teil (7¢c) versehen ist, der
eindeutig mit dem Ubertragungsbestandteil aus der
Mehrzahl der Bestandteile (6) gekoppelt ist,

und dafB jede AnschluBeinheit (1, 2, 3, 4, 5) mit ei-
nem Steuerdatenregister versehen ist, in das Iden-
tifizierungsdaten von jedem Bestandieil (6) einge-
speichert werden, der zur Steuerung eines Be-
standteils (6) autorisiert ist und an die Anschluf3ein-
heit in jedem Fall angeschlossen ist, wobeidie Iden-
tifizierung der Nachricht (7) und die Ausflhrung der
durch die Nachricht mit einbezogenen Operationen
in jeder AnschluBeinheit (1, 2, 3, 4, 5) auf der
Grundlage des |dentifizierer-Teils (7c) der Ubertra-
gungsnachricht und den in dem Steuerdatenregi-
stervorprogrammierten Steuerdaten bestimmt wer-
den.

Verfahren gemafn Anspruch 1,

dadurch gekennzeichnet, daf3 mindestens eine An-
schluBeinheit (1, 2, 3, 4, 5) mit einem Betriebsda-
tenregister versehen, ist, in das Betriebsdaten spe-
ziell fir den an die AnschluBeinheit angeschlosse-
nen Bestandteil (6) gegeben werden.

Verfahren geman einem der vorstehenden Anspri-
che,

dadurch gekennzeichnet, daB3 ein Steuerbefehl
zum Ausfihren der Operation eines Bestandieils
(6) in dem SchloBsystem in der jeweiligen An-
schluBeinheit (1, 2, 3, 4, 5) gebildet wird, so dal3 auf
der Grundlage der empfangenen Nachricht (7) und
den Daten in dem Steuerdatenregister zu Beginn
bestimmt wird, welcher Teil des Betriebsdatenregi-
sters zu verwenden ist, wobeidie Steuerung auf der
Grundlage sowohl der Daten in dem Betriebsdaten-
register als auch den durch eine Anzeigevorrich-
tung in dem Bestandteil (6) gelieferten Daten aus-
gelbt wird, die den Zustand des Bestandteils (6)
aufzeigen.

Verfahren gemafn Anspruch 3,
dadurch gekennzeichnet, daB3 die Anzeigevorrich-
tung zumindest ein Begrenzungsschalter ist.

Verfahren geman einem der vorangehenden An-
spriche,

dadurch gekennzeichnet, daf3 das SchloBsystem
eine Programmierungsvorrichtung (10) enthalt, die
an mindestens eine AnschluBeinheit (1, 2, 3, 4, 5)
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zum Ausfldhren der Programmierung des diesbe-
zlglichen Steuerdatenregisters angeschlossen ist.

Verfahren geméan Anspruch 5,

dadurch gekennzeichnet, dafl die Programmie-
rungsvorrichtung (10) ein tragbarer Mikrocomputer
ist.

Verfahren geméan Anspruch 5 oder 6,

dadurch gekennzeichnet, daB3 die Uber den Daten-
Ubertragungs-Bus (8) wirkende Programmierungs-
vorrichtung (10) das gesamte SchloBsystem modi-
fiziert, um einen bestimmten Programmierzustand
anzunehmen, unter dem die Bestandteile (6) den
Datentibertragungs-Bus (8) nur unter der Kontrolle
der Programmierungsvorrichtung (10) nutzen kén-
nen.

Revendications

Procédé de commande d'une pluralité de dispositifs
constitutifs (6) d'un systéme de verrouillage électro-
mécanique, lesdits dispositifs (6) comprenant au
moins certains parmi une pluralité d'unités de ver-
rouillage électromécaniques, de moyens de com-
mande et de moyens d'enregistrement, lesquels
dispositifs (6) sont reliés au moyen d'une unité de
raccordement programmable (1, 2, 3, 4, 5) a un bus
de transmission de données commun (8), grace a
quoi l'unité de raccordement émet, recoit et traite
des messages, en particulier des instructions de
commande, caractérisé en ce que pour lacomman-
de d'un dispositif particulier quelconque de ladite
pluralité de dispositifs constitutifs (6) un message
(7) est émis par l'intermédiaire du bus de transmis-
sion de données (8) vers tous les dispositifs (6) du
systéme, ledit message étant muni d'une partie
d'identificateur (7c) associée de fagon unique au
dispositif en cours d'émission parmi ladite pluralité
de dispositifs (6), en ce que chaque unité de rac-
cordement (1, 2, 3, 4, 5) est pourvue d'un registre
de données de commande, dans lequel les don-
nées d'identification de chaque dispositif (6) qui est
autorisé & commander un dispositif constitutif (6)
raccordé a I'unité de raccordement dans chaque
cas, sont mémorisées, grace a quoi l'identification
du message (7) et I'exécution des opérations impli-
quées par le message sont définies dans chaque
unité de raccordement (1, 2, 3, 4, 5) sur la base de
la partie d'identificateur (7¢c) du message en cours
de transmission et des données de commande pro-
grammées au préalable dans le registre de don-
nées de commande.

Procédé selon la revendication 1, caractérisé en ce
qu'au moins une unité de raccordement (1, 2, 3, 4,
5) est pourvue d'un registre de données de fonc-
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tionnement, dans lequel sont entrées des données
de fonctionnement particulieres au dispositif cons-
titutif (6) raccordé & I'unité de raccordement concer-
née.

Procédé selon I'une quelconque des revendications
précédentes, caractérisé en ce qu'une instruction
de commande destinée a 'obtention du fonctionne-
ment d'un dispositif constitutif (6) se trouvant dans
le systéme de verrouillage est élaborée dans I'unité
de raccordement respective (1, 2, 3, 4, 5) de sorte
que surla base du message regu (7) et des données
se trouvant dans le registre des données de com-
mande il est déterminé initialement quelle partie du
registre de données de fonctionnement doit &tre uti-
lisée, grace a quoi une commande est exercée sur
la base a la fois des données se trouvant dans le
registre de données de fonctionnement et des don-
nées fournies par un moyen d'indicateur se trouvant
dans le dispositif constitutif (6) qui indiquent ['état
du dispositif (6).

Procédé selon la revendication 3, caractérisé en ce
que le moyen d'indicateur est au moins un contac-
teur de fin de course.

Procédé selon I'une quelconque des revendications
précédentes, caractérisé en ce que le systéme de
verrouillage comprend un dispositif de programma-
tion (10) qui est relié & au moins une unité de rac-
cordement (1, 2, 3, 4, 5) afin de réaliser la program-
mation du registre des données de commande de
celle-ci.

Procédé selon la revendication 5, caractérisé en ce
que le dispositif de programmation (10) est un mi-
cro-ordinateur portable.

Procédé selon la revendication 5 ou la revendica-
tion 6, caractérisé en ce que le dispositif de pro-
grammation (10), agissant par l'intermédiaire du
bus de transmission de données (8), modifie tout le
systéme de verrouillage afin d'adopter un état de
programmation spécial sous lequel les dispositifs
constitutifs (6) peuvent utiliser le bus de transmis-
sion de données (8) uniqguement sous la commande
du dispositif de programmation (10).
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